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Abstract— In the era of information explosion,
people have to deal with huge amount of data. It
is a great computation burden for the resource-
constrained clients. Cloud computing connects
large amounts of network resources, and forms
a vast pool of resources. It provides much con-
venience for people. Clients can outsource the
complex computation task to the powerful cloud
server. In this way, the computation burden of
clients can be greatly reduced. In this paper a
new algorithm of secure outsourcing for polyno-
mials is proposed. In the computation process,
the computation polynomial is hidden to cloud
server, and the inputs and outputs of polynomi-
als will not revealed. In addition, clients can ver-
ify the result easily.
Keywords– Secure Outsourcing; Cloud Comput-
ing; Polynomial

1 Introduction

With the rapid development of society, we have
entered an era of information explosion. People
have to face the huge amount of data. It brings
much trouble to handle the complex computation
task with huge data.

Cloud computing [19, 10, 22, 17, 5] shares
the computing resources, which provides a lot of
convenience for the resource-constrained clients.
Clients can outsource the heavy computation work
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to cloud server with pay-per-use manner. And the

computation cost of clients can be greatly reduced.
Especially in big data era, cloud computing is a per-
fect technique, which helps people deal with big
data [15, 12, 14]. The high reliability, strong pro-
cessing capacity, large storage space of cloud com-
puting make the clients with limited storage capac-
ity and computing power to remotely operate the
big data [17, 18]. The framework of big data based
on cloud computing, realize a distributed operat-
ing system by utilizing the powerful computation
and storage. It provides the efficient data access
[16, 21]. Although there are many advantages, the
development and application of cloud computing
are seriously constrained by the data security and
privacy issues. In cloud computing, the resource-
constrained clients conveniently obtain the results
from the cloud servers. However, it is hard to find
a reliable cloud service provider in cloud comput-
ing. The cloud server may want to obtain the inputs
and outputs of clients. In order to get more benefits
and save the resources, cloud server will probably
return a random result without computing. And the
wrong results would be returned due to the loop-
hole of software and the fault of hardware. Al-
though some solutions in this aspect are studied,
the verification is unsatisfactory. This forms the
notion of verifiable computation [7, 20, 13, 4, 9],
which enables clients can check the correctness of
the returned results.

In 2002, secure outsourcing for scientific com-
puting is studied by Atallah et al. [1]. They pro-
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posed some camouflage technologies to protect the
privacy of the outsourced computations. However,
these does not solve the problem of the verifiabili-
ty for computing results. In 2005, Hohenberger and
Lysyanskaya [11] proposed the formal security def-
inition of outsourcing. In 2008, Benjamin and Atal-
lah [3] used homomorphic encryption to construc-
t a secure outsourcing scheme for linear algebraic
computation, in which the client can verify the re-
sults. And in 2009, based on ideal lattices, a fully
homomorphic encryption scheme was proposed by
Gentry [8]. However, the efficiency is low.

Polynomials are often used in many application
fields, such as, signal processing, data analysis etc.
In 2011, Benabbas et al. [2] proposed an algorith-
m of secure outourcing for polynomials based on
homomorphic encryption. In 2012, Fiore and Gen-
naro [6] proposed a scheme for verifiable delega-
tion of large polynomials. However, in these two
schemes, the inputs would be revealed. In 2016, Ye
et al. [20] proposed a scheme for secure outsourc-
ing polynomials, in which an extra polynomial will
be outourced for verification.

Our Contributions The main contributions are
as follows, the transformation technique and the se-
cure scheme for secure outsourcing of polynomials.
The transformation technique guarantees the secu-
rity of the outsourcing polynomial, the cloud server
cannot get the real polynomial which will be com-
puted. In the secure outsourcing scheme, the inputs
and outputs are keeping privacy, and client can eas-
ily verify the returned results.

1.1 Organization of this Paper

The organization of this paper is as follows. Some
preliminaries are given in Section 2. The algorithm
of secure outsourcing for polynomials is given in
Section 3. Then in Section 4 we give the security
analysis. Finally, the conclusion is made in Section
5.

2 Preliminaries

Outsource-security: An algorithm is said to be an
outsource-secure algorithm if:

Correctness. The result returned from the cloud

server is the correct implementation of the algorith-
m.

Security. For all probabilistic polynomial-time
adversary, the original computation cannot be ob-
tained from the outsourced disguised computation.

Verifiable Oursourcing Computation: We fol-
low the definition in [20].

A verifiable outsourcing computation scheme is
defined by the following algorithms:

KeyGen( f ,k) → (PK,SK): Based on the secu-
rity parameter k, the key generation algorithm gen-
erates a key pair (PK,SK) for the function f . PK
is provided to the server, and client keeps SK.

ProGen(x)→ (σx,Vx): The problem generation
algorithm is run by client, who uses SK to encode
the input x as σx which is given to server, and a
verification key Vx which is kept private by client.

Compute(σx) → (σy): The algorithm is run by
the server to compute an encoded version of the
output σy.

Verify(Vx,σy)→ (y ∪⊥): The algorithm returns
the value y = f (x) or ⊥ indicating that σy does not
equal to f (x).

A verifiable computation scheme should be cor-
rect, secure and efficient.

3 Secure Outsourcing of Polynomi-
als

We consider the following scenario. A resource-
constrained client wants to outsource a high degree
polynomial with fixed coefficients. This polyno-
mial will be used latter for some applications fre-
quently. The polynomial, the inputs and the out-
puts should be blind to cloud server. And the client
should verify the correctness of the result efficient-
ly.

3.1 Design Goals

To securely outsourcing the computation of poly-
nomials efficiently, the design goals of our system
are as follows.

• Disguise. To design a transformation method
which disguise the real computing polynomi-
als, so that the cloud server cannot get the in-
formation of original polynomials.

2



The easychair Class File Zhou, Ding, Wang, Li, Xu and Ye

• Privacy Preserving. To prevent the cloud
server from learning the information of the in-
puts and outputs.

• Verification. To make sure that the server re-
turns the correct computing results.

• Efficiency. The computation cost of verifica-
tion should be greatly less than that of polyno-
mial computation.

3.2 System Model

There are two parties in the model, a resource-
constrained client and a untrusted powerful cloud
server. The system model is shown in Fig. 1.

Verification

Transformed 

Polynomials

Client

Cloud Sever

Encrypted 

Inputs

Computat
ion R

esu
lts

Figure 1: System Model

Client firstly transform the original polynomi-
al into a disguised polynomial, and outsources the
disguised polynomial to the cloud server. When
client wants to do some computation on the polyno-
mial, he/she outsoutces the encrypted inputs to the
cloud servers. After the computing, cloud server
returns the computation results to the client. Then
client verify the computation results. If the re-
turned results are correct, client will transform the
returned results into the real computation results.

In the following we give the polynomial trans-
formation technique and generate our outsourcing
method based on the technique in [2].

3.3 Transformation Technique

The polynomial

f (x) = a0 +a1x+a2x2 + · · ·+anxn

where ai ∈Zp,0 ≤ i ≤ n is a high degree polynomi-
al, will be outsourced to cloud server. Client want
to compute the function on the value of x.

For the secure outsourcing and efficient verifica-
tion, a transformed polynomial F(σx) is construct-
ed.

Client selects r ∈R Zp, c ∈R Zp and d ∈R Zp, and
computes

b0 = c+a0.

The coefficients of transformed polynomial

F(σx) = b0 +b1σx +b2σ2
x + · · ·+bnσn

x

is generated as

bi = airi −di

where 1 ≤ i ≤ n. F(σx) will be outsoutced to cloud
server.

3.4 Our Scheme

We assume σx is an encoded input and σy is an
encoded output, the polynomial F is a encrypted
function.

Client wants to computes

f (x) = a0 +a1x+a2x2 + · · ·+anxn mod p

where f (x) is a high degree polynomial. He/she
firstly transforms f (x) into F(σx) by using the
transform technique, and then delegates it to the
cloud server. And the client can verify the correct-
ness of the result.

Initialization. Client randomly selects six num-
bers r, c, d, R, k0 and k1, then client generates

F(x) = b0 +b1x+b2x2 + · · ·+bnxn

where
b0 = a0 + c

and
bi = airi −di

i = 1,2, · · · ,n.
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Then client computes

t0 = gk0+Rb0

t1 = gk0+ki
1+Rbi

where i = 1,2, · · · ,n.
Delegation. We denote t = (t0, t1, · · · , tn). Client

sends the polynomial

F(x) = b0 +b1x+b2x2 + · · ·+bnxn

and
t = (t0, t1, · · · , tn)

to cloud server.
When client wants to compute f (x), client com-

putes σx =
x
r and sends σx to cloud server. Then

client computes

Z =
n

∏
i=0

tσ i
x

1 = gk0
1−(k1σx)n+1

1−k1σx .

Computation. Cloud server computes

σy = F(σx)

and

T =
n

∏
i=0

tσ i
x

1 .

Then cloud server sends (σy,T ) to client.
Verification. Client verifies whether following

equation holds
T = ZgRσy .

If not, the server gives the wrong answer, σy is
not correct. If the equation holds, client can get the
final result by computing

y = σy − y1 mod p

where

y1 =
n

∑
i=1

diσ i
x − c

=
dσx − (dσx)

n+1

1−dσx
− c.

4 Security Analysis

Theorem 1. The input and output of the polynomi-
al are secure.

Proof. The real input is x, however, the encrypted
input is σx, where σx =

x
r . For r is randomly cho-

sen, the input x is keeping privacy.
The output client needs is y = σy − y1. Cloud

server can get σy, however, it cannot get y1.
For

y1 =
dσx − (dσx)

n+1

1−dσx
− c

where d and c are randomly chosen by client.
Cloud server can just get σx. And in the compu-
tation process, cloud server cannot get the private
parameters d and c from the outsourced polynomi-
al.

Hence, the input and output would not revealed.

5 Conclusion

In big data era, people cannot afford the more and
more complex computation work due to the con-
strained computation resources. Outsourcing com-
putation helps people to solve the heavy compu-
tation task. In this paper, a new algorithm for
secure outsourcing of high degree polynomials is
given. And we introduce the transformation tech-
nique, with which the real polynomial will be hid-
den to the untrusted cloud server. In addition, the
input and output will not be revealed in the compu-
tation process. Finally, the clients can easily verify
the returned result.
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