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Abstract

The wide spreading of the Internet and its integration in
everyday objects lead to the born of a whole interconnected
world, based on different devices communicating each other
and performing operation remotely activated. Among all
these devices, smart voice assistants are gaining partic-
ular attention thanks to their ease of use, allowing users
to comfortably deploy commands for controlling other de-
vices. The wide diffusion of these devices and their sim-
plicity of use lead to that category of users with little or no
knowledge, to interact with complex systems without being
perfectly aware of the risks they are exposed to. For this rea-
son, the common network defenses and monitoring systems
are too complex to be used by non-expert users. This paper
presents a framework for intrusion detection specifically de-
signed to be configurable and usable by every category of
users. The system will be based on specific automatic be-
haviors so as to minimize human intervention. Moreover,
it will include several visual interfaces aiming to simplify
the user interaction with the framework, allowing him/her
to properly configure and run an Intrusion Detection Sys-
tem (IDS). The use of voice assistants as a communication
channel between the user and the system will provide an
additional contribution in order to improve the overall user
experience.

Index terms— Intrusion detection system, Voice assis-
tant, Computer networks, Human-computer interfaces

1 Introduction

The spread of the Internet in all socio-economic sectors
has led to the need to educate people on the use of this tool.
The main goal is to create a society able to exploit the power
of the Internet with the aim of improving daily life. For this
reason, the Internet of Things (IoT) has spread in the last
few years. The IoT has become one of the most important
technologies of this century, allowing us to connect each

type of object, e.g. kitchen appliances, cars, thermostats,
baby monitors, to the internet in order to establish continu-
ous communication between people, processes, and things.

A large number of organizations benefit from the use of
these types of devices in their business processes. In sec-
tors as automotive [6, 22], public sector [33] and health-
care [3, 13], IoT has led to a real revolution. The use of
intelligent systems that take advantage of IoT devices has
improved safety in cars, has speeded up the time for the
rescue of a person, or simply increased the productivity of
the public administration. However, this has led to the birth
of new security issues, since it is necessary to ensure that
no one can interfere with their operations. Thus, the field
of information security has become vitally important to the
safety and economic well-being. The personal information
of each person and what is connected to has enormous value
and therefore must be preserved. To this end, new secure
and safe information systems have been provided, by using
firewalls, intrusion detection and prevention systems, au-
thentication, and other hardware and software solutions.

The reasons that may induce an attack can been grouped
into three categories: access information, alter information
or render a system unusable [4]. These have led to the birth
of intrusion detection systems (IDS), which provide tools
for monitoring suspicious activities on the network. IDS
can be defined as an alarm that monitors the network and
reports intrusion to users. Over the years, a large number of
IDSs [8] have been developed, which were later extended
through the use of data mining tools [24], data relationships
[10, 36], and machine learning approaches [16]. In gen-
eral, we can consider several desirable characteristics for an
IDS. In particular, an IDS should be run continuously with-
out human supervision, and be fault-tolerant and survivable.
Moreover, it should impose minimal overhead and be eas-
ily adapted to a specific network to observe the anomaly in
network traffic.

Although there are a large number of IDSs, one of the
main problems is to install and configure these systems to
monitor a specific network. In fact, most of the existing
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IDSs are used by domain experts who are able to carry out
complex configurations and installations. However, most of
the people subject to these types of attacks do not have skills
for configuring these systems. Furthermore, being the IDSs
similar to alarms, it is required to customize the devices
and the notification methods of these systems. Although
several visual languages and visualization techniques have
been proposed to support the management of security issues
in the context of Web applications [9, 11], it is necessary to
use technologies that are familiar to a large part of users.

Voice assistants are increasingly popular and functional,
and they have become a routine part of everyday life for
many people. Initially, these assistants did not bring big
news. But their developers knew they still had a bright fu-
ture because, like any other technology, voice recognition
needed some more time to evolve. In fact, over time, a large
number of features have been developed that take advan-
tage of artificial intelligence (AI) and machine learning for
allowing users to use complex tools through their voice.

For these reasons, in this paper, we propose a new frame-
work that allows non-expert users to install and configure an
IDS on the network. In particular, we propose a new mod-
ular architecture with an easy-to-use user interface to cus-
tomize an IDS. Moreover, we propose an innovative module
for interacting with Alexa for executing and monitoring the
status of an IDS via voice commands.

The paper is organised as follows. Section 2 describes re-
cent work concerning IDSs and tools to support non-expert
users in the use of systems that require a deep domain
knowledge. Section 3 provides an overview of the differ-
ent types of IDSs. Section 4 presents the architecture of the
proposed framework by describing the underlying compo-
nents. Section 5 briefly discusses the most crucial aspects
for non-expert users interacting with an IDS and how we
are focusing our efforts to meet their needs. Section 6 con-
cludes the paper by presenting our conclusions and future
directions.

2 Related Works

The goal of the proposed solution is to allow a large num-
ber of users to use IDS systems despite their inexperience.
In fact, the recently proposed IDSs do not consider how they
can be used by non-expert users.

In [18] the authors proposed a new IDS that takes advan-
tage of a deep learning approach based on the self-taught
learning technique (STL). The authors explicitly declare
that this tool is targeted at network administrators, and not
at common users.

One of the most relevant work has been presented in
[20]. Here the authors proposed an innovative network IDS
to combat increasingly sophisticated network attacks. It
takes advantage of a Hidden Naı̈ve Bayes multiclass clas-

sifier to create an effective IDS that outperforms one of the
most used IDS based on SVM [2]. The goal of both re-
searches were to create efficient tools without considering
if non-expert users are capable to use them or not.

In this work we introduce an innovative framework to
support non-expert users in the use of different types of
IDSs. Through this framework we can increase the user’s
awareness of what is happening on their network. This topic
has been widely discussed by researchers, who have created
several tools and user interfaces to increase interaction be-
tween users and systems.

Recently, one of the studies that addressed the problem
described above is [14]. The authors developed a visual in-
terface for non-expert users, in order to increase awareness
of what happens on the network during daily browsing ses-
sions. Indeed, they have shown that most users are unaware
of the type of information are exchanged during the brows-
ing sessions and need specific tools to solve this problem.
The proposal has been deeply evaluated and analyzed from
the point of view of the user experience in [9].

In [7], authors have compared 13 different visualization
tools for network analysis aiming to outline their pros and
cons. They have used qualitative coding as part of their
research design in order to select several metrics to evalu-
ate the advantages and disadvantages of the analyzed tools.
Their primary purpose is to increase the security analyst’s
situational awareness without considering the final users.

In literature, different tools have been proposed to facil-
itate the use of IDSs by non-expert users. In [28], authors
have defined a simplified sound-assistant that mitigates the
sound in order to uniquely notify network attacks. In partic-
ular, they exploit distinctive sounds for each attack scenario
so that the users easily identify the type of attack. The pro-
posed tool could be integrated within network IDSs.

Other research on human-computer interfaces for sup-
porting IDS has focused on bimodal applications, visual and
sound, to notify network intrusions. For example, in [25]
the authors introduce immersive spatial audio representa-
tions of network events that exploit 3D visual representa-
tions for interactive auto-stereoscopic.

3 Overview of IDSs

In this section we provide a general overview of Intru-
sion Detection Systems (IDSs). The latter can be classi-
fied as Network-based IDSs (NIDSs) and Host-based IDSs
(HIDSs) [35].

A NIDS is designed to observe the passing traffic on
the entire subnet, detecting attacks that involve all the de-
vices on the network [32]. A HIDS, instead, runs on an
independent device of the network and monitor the incom-
ing and outcoming packets from the device, looking for the
presence of any malicious activity occurring to the system
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the HIDS is attached to. Alongside these two categories
of IDSs, there also exist hybrid solutions, which combine
the information provided by both the network and single
devices’ feedback to develop a complete view over the net-
work system [34].

IDSs can also be classified based on the methodology
used for the identification of intrusions. In this case, they
can be classified in two main categories: Signature-based
detection (SD), Anomaly-based detection (AD) [5, 19].

3.1 Signature-based detection

Signature-based detection systems relies on a set of spe-
cific patterns (or strings), called signatures, representing the
network traffic trend during a certain type of known mali-
cious attack. Following the analysis of the network traf-
fic performed by the system, the extracted data is com-
pared with the stored signatures. When a correspondence is
found, this would immediately lead to a report of an attack
in progress, and it would provide details about the type of at-
tack and its characteristics. The comparison with the stored
signatures can be performed with different techniques such
as data mining [30], design patterns [15, 26], or involving
both centralised and distributed components [17]. The main
advantage of this intrusion detection methodology relies on
the simplicity of the identification process, which mainly
involves an extrapolation process followed by a comparison
[23]. This method is ideal for identifying known attacks
and obtaining simultaneously all the details about them. On
the contrary, identifying an attack based on a restricted set
of patterns limits the number of intrusions that could be
recognized. Also, the knowledge base requires to be kept
continuously updated, which is often a difficult and time-
consuming process [31].

3.2 Anomaly-based detection

The anomaly-based detection methodology relies on the
application of machine learning techniques for building a
trustful activity model [29]. This methodology looks for
any deviation from the known behavior derived from mon-
itoring the system activities over a certain period. Indeed,
after the system has been trained long enough to generate a
model of what activities, hosts or even users affect the sys-
tem, any incoming and outcoming anomaly traffic will be
compared and declared dangerous if some of its character-
istics cannot be found in the model.

The main advantages are the high dynamicity and ex-
tensibility of the model, since they capable of identifying
new and unforeseen anomalies afflicting the system. On the
contrary, its weak point relies on the low accuracy of acquir-
ing attacks’ information since the methodology does not use
a proper knowledge base, as done by signature-based ap-

proaches, since it is strictly connected to the information
acquired from the observed events. Moreover, the system
cannot be operative straight away after its installation, but
requires a certain amount of time for training the model,
and adapt its analysis in response to the usual behavior of
the network (or host) activities.

4 Framework

The proposed framework has been designed to improve
the user’ awareness of the network traffic and to simplify
the IDS configuration process for receiving alerts when an
attack is identified. The main idea is to create a modular
framework that adapts to the different types of IDSs. This
framework allows the user to manage their network through
a visual interface and voice commands. The goal is to fa-
cilitate the installation and configuration of an IDS while
ensuring the correct operations. The architecture of the pro-
posed framework and its phases are described in the follow-
ing sections.

4.1 System architecture

Normally, people use different types of devices without
knowing what really happens during each usage and what
the risks are. Therefore, it is difficult for them to config-
ure network security tools. For these reasons, we have ana-
lyzed all the communication phases, starting from the inter-
action between users and devices, in order to design differ-
ent components for the architecture of the proposed frame-
work. The architecture involves components designed to
ensure high modularity, adaptability, and ease of configura-
tion.

The first challenge was to define an easily configurable
and usable module by any type of device (Figure 1(a)).
Thus, we have divided the architecture in three different
layers that contain all the main components involving dur-
ing network packets exchange. More specifically, our pur-
pose is to monitor the outgoing and incoming traffic from
the network during the connection between the devices and
the local network controller. The first layer (Figure 1(b))
is divided into two distinct modules: devices and security
configuration modules. The first is connected to Alexa so
that it listens to voice messages and extracts the intents of
the users. Through this module, the user defines the IDS
configuration parameters. The security configuration mod-
ule communicates with the third layer (Figure 1(c)). Using
the parameters defined by the user, it automatically config-
ures and executes the IDS manager on the network, in order
to monitor web traffic. IDS Manager is a stand-alone com-
ponent that can be easily replaced or updated as long as the
framework configuration phase is repeated. Moreover, one
of the main components of IDS is the Notifier. It is one of
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Figure 1: Architecture of the proposed framework.

the main elements of interaction with the user. In fact, the
Notifier communicates directly with devices for sending re-
ports of attacks to physical and virtual devices. The interac-
tion modules with instant messaging apps and some of the
most well-known social networks will be integrated into the
framework. Users will be able to customize the notification
devices by using the device configuration module.

The framework allows each user, with experience or not,
to configure an IDS for their network and customize any
device for receiving any alert.

4.2 Alexa custom skill architecture

One of the main proposals concerning this paper relies
on the usage of voice assistant capabilities to ease the over-
all user experience with the system. Interaction with do-
mestic voice assistants has been gaining prominence in the
last period, becoming a very useful and simple communica-
tion channel [27]. Voice assistants, such as Google Home or
Alexa, provide SDKs for the implementation of customized
functionalities allowing for the definition of both the inter-
action model with the user, and the logic to deploy the com-
mands on other devices. For this reason, we are planning the
implementation of a customized functionality for the Ama-
zon Alexa voice assistant, called ”skill” [1], through which
the user can vocally interact with the IDS modules.

Figure 2 shows in detail how the vocal requests of the
users are transformed into the corresponding commands
that are deployed to the IDS modules. In particular, the user
can launch the skill by pronouncing its name preceded by
a keywords like: “Alexa run” or “Alexa start”. This starts
the skill and enables the process of communication between

the user and the framework through the voice assistant. Any
pronounced command deployed by the user to the skill is re-
ceived and passed through the API at the cloud orchestrator.
It has the goal of communicating and synchronizing the ac-
tions of all the other modules in the Amazon cloud. The
first involved module is the Speech Language Understand-
ing (SLU) whose task is trying to match the specific request
with the action. Indeed, all the actions a skill can execute,
called intents, are associated with several utterances the user
can pronounce to trigger that intent. When a match is found,
the corresponding intent is passed back to the cloud orches-
trator, which asks the Alexa Skill Service to perform that
intent. The custom skill we are planning to design will at
this point contact the IDS to fulfill the user’s request. After
that, the system will return back to the skill with responses
like the system status and notification about any intrusion
occurring. In the last phase, the response received from
the system are sent from the cloud orchestrator to the Text
to Speech (TTS) module, which is responsible to translate
the textual content into the voice that will be played by the
Alexa device.

5 Discussion

In this section we will go through some of the most cru-
cial and difficult aspects that a non-expert user needs to
tackle down to correctly setup an IDS. We will also provide
a general discussion about the solutions we are planning to
implement for making all these steps possible.

We identified four main phases required for correctly us-
ing an IDS and we will walk through each of them describ-
ing our contribution plans.
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5.1 Installation

The installation process is the first step a non-expert user
needs to face when approaching an IDS. The main problem
with this phase relies on the conspicuous amount of pre-
requisites the user have to deal with before actually pro-
ceed with the installation. Furthermore, most of the com-
mands need to be deployed through a console command
line, which represent a uncomfortable tool to interact with.
To ease this issue, we are planning to include all the instal-
lation steps in an installer, a GUI-based software commonly
found in the Microsoft Windows OS domain. An installer
is composed of several windows describing the necessary
steps to pursue with the installation of the software.

Hence, through a minimal interface user will have the
possibility to specify the paths where all the required file
will be saved and granting the mandatory authorizations for
a correct execution of the IDS.

5.2 Configuration

After the installation phase, another crucial step is con-
figuring the IDS. Indeed, it is necessary for the user to pro-
vide some essential parameters to obtain a correct network
traffic monitoring together with the identification of intru-
sions. For example, it is fundamental for the user to provide
the name of his/her network interface, i.e., the physical in-
bound and outbound connection port connecting the com-

puter on which the IDS has been installed to the router and
so the Internet.

To ease this type of process, we have planned to rely on
a specifically designed visual interface, which will imple-
ment several visual metaphors designed to be suitable for
the knowledge level of the non-expert users approaching it.
The introduction of this new level of abstraction will help
the users to complete a correct system configuration with-
out getting lost into the details of technical terms.

5.3 Usage

Being a monitoring system whose main task is to silently
monitor and evaluate in background the quality and type
of network packets being exchanged, the active contribu-
tion by the non-expert users is reduced to the necessity of
starting the IDS. However, this operation needs to be per-
formed through a command launched from bash, which as
mentioned above represents a particularly complicated step
for inexperienced users. For this reason, we have planned
the introduction of a series of automatism allowing the sys-
tem to start without the user having to forcefully act on the
system.

Alongside this choice, a useful alternative in this sce-
nario would have been provided by the interaction capabil-
ities offered by voice assistants. The Alexa custom skill we
described earlier would allow the user to easily interact with
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the whole system, requesting to start the IDS and asking for
information regarding its state of running.

5.4 Notification

Finally, the last step is the one that involves how to notify
the user of the presence of an intrusion within the system.
Even at this juncture, the use of a voice assistant providing
immediate notification of the system’s security status seems
to be a suitable choice with respect to the knowledge level
of the non-expert users. For this implementation phase, the
challenge will be to program the type of message that the
voice assistant will have to pronounce, avoiding phrases that
can mislead the user and make the seriousness of the danger
unclear. For example, the use of a phrase such as: “The
system is under DDoS attack” is totally incomprehensible
to a user who is unable to understand the seriousness of the
danger of a DDoS attack which, in the IoT context, was
the cause of one of the most devastating hacker attacks, the
Mirai Botnet [21].

Therefore, it will be essential to find the right formula-
tion to prevent the user from underestimating (or overesti-
mating) the severity of the intrusion

5.5 User involvement

Being a framework specifically designed for end-users,
the overall involvement of them in the realization and test-
ing phases, plays a fundamental role in the achievement of
a simple, functional, and effective system. For this reason,
the development of the user interface will see the collabora-
tion of some users, to whom we will submit some surveys to
test their preferences. By doing so it is possible to direct the
system towards the development of an interface more akin
to user needs.

Another important phase will be the evaluation of the
quality of the user experience. Thus, this type of evalua-
tion, will be planned with the involvement of a large group
of users, which we’ll seek among who has little or none
knowledge of computer technologies. Moreover, we will
ask them to fill in different surveys in order to evaluate the
usability and effectiveness of the framework.

6 Conclusion

Intrusion detection systems (IDS) have been defined as
an essential security measure in any type of network. They
are an important component that permits to identify network
attacks by analyzing network traffic. This paper presents
a framework that allows non-expert users to monitor their
network and identify any attacks. In particular, we have
defined two different modules connected to the main com-
ponents of an IDS. Through this approach, it is possible to

adapt our framework in different IDS systems. Moreover,
an innovative skill for Alexa has been proposed, in order to
allow users to run the IDS through voice commands.

In the future, we would plan to implement the frame-
work, integrating it with different IDSs. Moreover, we in-
tend to develop the skill for Alexa to test the framework
with non-expert users in order to obtain constructive feed-
back and highlight their difficulties. Finally, we plan to ex-
tend the approaches proposed to capture the user navigation
intents [12] for improving the intent understanding task.
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