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SEKE2010 Foreword
On behalf of the Program Committee Co-Chairs and the Program Committee of the 2010 International
Conference on Software Engineering and Knowledge Engineering (SEKE2010), we sincerely welcome you
to contribute and attend SEKE-2010 in San Francisco, California, USA.
The International Conference on Software Engineering and Knowledge Engineering has entered its 22nd
year. In the past twenty-one years, the International Conference on Software Engineering and Knowledge
Engineering has provided a unique and important forum for academic and industrial researchers and
practitioners to exchange research ideas, results and application experience in software engineering and
knowledge engineering.
This year’s technical program is prepared and organized by a great team of Program Co- Chairs, who are
listed below.
Program Co-Chairs:
• Marek Reformat, University of Alberta, Canada
• S. Masoud Sadjadi, Florida International University, USA
• Du Zhang, California State University Sacramento, USA
It has been my great honor and pleasure to serve as the SEKE2010 Program Committee Chair and work with
this great team and the program committee members to prepare a rich and solid technical program as well as
the high quality conference proceedings. The published conference proceedings contain the papers accepted
and selected for presentation at SEKE2010 based on a rigorous review process. I hope it will serve as a
valuable reference for the research community in the coming years.
We received an overwhelming 253 submissions from 32 countries. The acceptance rate for full papers is
33%, and that for short papers is 29%. This year, authors from 32 countries (Algeria, Argentina, Australia,
Austria, Brazil, Canada, China, Colombia, Egypt, France, Germany, India, Iran, Israel, Italy, Japan, Jordan,
Malaysia, Mexico, Morocco, Netherlands, Poland, Saudi Arabia, South Korea, Spain, Sweden, Switzerland,
Taiwan, Tunisia, Turkey, United Kingdom, and United States) will present papers at the conference.
As the Program Chair for this Conference, I am very grateful to have this opportunity to work with three
distinguished SEKE2010 Program Committee Co-Chairs and the committed program committee members.
Their excellent support and prompt review efforts led to the successful organization of SEKE2010 technical
program. I want to extend my sincere and deepest thanks to Dr. Xiaoying Bai, Dr. Shihong Huang as the
Publicity Co-Chairs, Dr. Hironori Washizaki as the Asia Liaison, Dr. Jose Carlos Maldonado as the South
America Liaison. My appreciation also goes to the keynote speakers and special address presenter for sharing
their visions, insights, and experiences with the conference attendee about emergent technologies and trends,
research topics and issues in both academic research and industry applications. Moreover, I like to express
my appreciation to the organizers of the workshops and special sessions for their great contributions and
supporting efforts to make SEKE2010 a great success. In addition, I would like to thank Dr. S. K. Chang, the
Steering Committee Chair, Dr. Guido Wirtz, the Conference Chair, and Dr. Guenther Ruhe, the Honorary
Conference Chair, for their excellent guidance throughout the conference preparation process. Last but not
the least; we owe a special gratitude to Mr. Daniel Li and Mr. Alec Liu from the Knowledge Systems
Institute for their great efforts and timely support.
Finally, I truly hope you will enjoy the technical program of SEKE2010, have productive discussion, great
presentation and networking. Of course, I sincerely hope you will all explore and enjoy the unique summer
weather and various attractions in San Francisco area.
Jerry Gao
SEKE2010 Program Chair
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Keynote I:
Prodigious Data, Logic, Processing, and Usage
Dr. Alfred Z. Spector
Vice President, Research and Special Initiatives
Google, USA
Abstract:
While processor speed and storage capacity have grown remarkably, the geometric growth in
user communities, online computer usage, and the availability of data is in some ways is even
more remarkable. This growth has engendered some truly amazing systems, with even greater
possibilities in the future. In this talk, under the rubric of Hybrid Intelligence, I’ll discuss a few
of the great opportunities we have to harness this data availability to build systems of immense
potential. However, I’ll also discuss the systems challenges that arise. While today’s large scale
systems are evolutionarily based on the distributed computing technologies envisioned in the
70’s and 80’s, sheer scaling has led to many unanticipated challenges. In this talk, I’ll also
describe many fascinating challenges to ever more cost-effective, reliable, and secure systems.

About the Speaker:
Alfred joined Google in November of 2007 and is responsible for the research across Google and
also a growing collection of special initiatives typically projects with high strategic value to the
company, but somewhat outside the mainstream of current products. They include Google's
health, open source, and university initiatives.
Previously, Alfred was Vice President of Strategy and Technology IBM's Software Business,
and prior to that, he was Vice President of Services and Software Research across IBM. He was
also founder and CEO of Transarc Corporation, a pioneer in distributed transaction processing
and wide area file systems, and was an Associate Professor of Computer Science at Carnegie
Mellon University, specializing in highly reliable, highly scalable distributed computing.
Alfred received his Ph.D. in Computer Science from Stanford and his A.B. in Applied
Mathematics from Harvard. He is a member of the National Academy of Engineering, American
Academy of Arts and Sciences, a Fellow of the IEEE and ACM, and the recipient of the 2001
IEEE Computer Society's Tsutomu Kanai Award for work in scalable architectures and
distributed systems.
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Keynote II:
Building A Smarter Planet With University Collaboration:
Empowering People Through Information Integration
Josephine M. Cheng
IBM Fellow and Vice President
IBM Research - Almaden
Abstract:
We are all now connected -- economically, technically and socially. Our planet is becoming
smarter. Infusing intelligence into the way the world literally works -- the systems and processes
that enable physical goods to be developed, manufactured, bought and sold, services to be
delivered ... everything from people and money to oil, water and electrons to move, and billions
of people to work and live. All these become possible via information integration scattering in
many different data sources: from the sensors, on the web, in our personal devices, in documents
and in databases, or hidden within application programs. Often we need to get information from
several of these sources to complete a task. However, this can be a difficult or time consuming
endeavor. This talk describes some information-intensive tasks, choosing examples from such
areas as healthcare, science, the business world and our personal lives. It will discuss the barriers
to getting information together and delivering it to the people that need it, in a form they can
understand, review key research on information integration and information interaction, indicate
how the combination may enable real progress, and illustrate where research challenges remain.

About the Speaker:
Josephine M. Cheng is an IBM Fellow and Vice President of IBM Research - Almaden in San
Jose, California. She oversees more than 400 scientists and engineers doing exploratory and
applied research in various hardware, software and service areas, including: nanotechnology,
materials science, storage systems, data management, web technologies, workplace practices and
user interfaces. Cheng has been at the forefront of relational database technology for over twenty
years. She was also principally responsible for developing IBM's database technology for the
Web, allowing people to access huge amounts of data via the internet that was previously
accessible only through proprietary systems. Cheng received the Asian American Engineer of the
Year award in 2003. She was inducted into the United States National Academy of Engineering
(NAE) in 2006 for sustained leadership and contributions to relational database technology and
its pervasive applications to a wide range of digital operational systems. In 2006 she was named
one of the Top 10 Software Leaders in China and received the Professional Achievement Award
from UCLA in 2007. Currently, she is a guest professor at Tsinghua University and Shanghai
University; advisory board committee to the School of Software and Microelectronics, Peking
University and chairs the advisory board committee of the Department of Computing of Hong
Kong Polytechnic University. She is also on the Electrical Engineering and Computer Science
(EECS) advisory board of the University of California at Berkeley (UCB) , as well as a member
of San Jose State University's Engineering Industry Advisory Council. Cheng also serves on the
advisory board of the UCB Center for Information Technology Research in the Interest of
Society (CITRIS) and is a board member of the Bay Area Science and Innovation Consortium
(BASIC). Josephine Cheng has been awarded 28 patents for her inventions. Cheng was educated
at the University of California, Los Angeles (B.S., 1975, Mathematics and Computer Science;
M.S., 1977, Computer Science).
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Keynote III:
The multi-core programming challenge
Daniel Cooke
Paul Whitfield Horn Professor
Computer Science Department
Texas Tech University
Abstract:
History has shown that new languages typically penetrate computing practice in the context of a
significant change in computing hardware. The multi-core is considered to be one of the most
radical hardware changes in history. Apart from its power to dramatically enhance computing
performance, the multi-core is likely to impact our every day life. Parallel processing systems
have been and are time consuming and expensive to build and require a significantly higher level
of expertise to develop. With the advent of multi-core systems, the average programmer will
need to develop this higher level capability. There is a widely held belief that to exploit the full
potential of the multi-core systems new languages and computing practices must be developed.
To date parallel programming has been the exclusive purview of so-called extreme programmers.
They face daunting challenges not faced by the sequential programmer. They must effectively
identify, expose, and express parallelisms. These challenges faced by the parallel programmer
are due to an additional dimension of pitfalls one must avoid. First there are significant errors
(like race, deadlock, and starvation) that occur only in parallel programs. Nancy Leveson pointed
out that testing alone does not necessarily discover these errors due to non-determinism. This
was tragically demonstrated in the Therac 25 system. Secondly, a programmer parallelizing a
sequential program may introduce new logic errors in the program. In other words the parallel
code may not satisfy the specification that satisfied by the sequential program. Thirdly, it is very
easy for a naïve parallel programmer to produce parallel programs that actually perform worse
than the sequential versions. This is not necessarily an exhaustive list of pitfalls, but it does point
out that transitioning from sequential to parallel programming can have a significant impact on
functional and nonfunctional requirements.
In addition to a transition from sequential to parallel programming, many believe that
programmers are also likely to transition from procedural or object-oriented programming to
functional programming. Many functional languages avoid the need to expose and express
parallelisms, requiring the programmer to simply identify parallelisms. Furthermore, the
functional paradigm facilitates formal verification by treating computation as the evaluation of
mathematical functions and by avoiding state maintenance reducing side effects. Thus, the
emergence of modern functional programming languages will play an increasing role in making
formal methods for industrial control technologies more cost effective.
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In the near future, the average programmer may have to transition from being a procedural
programmer to being a functional programmer (i.e., a language paradigm shift) as well as from
being a sequential programmer to being a parallel programmer (i.e., yet an additional paradigm
shift). We hypothesize that the transition from procedural sequential to functional parallel
programming is not a 2N problem (where N is the number of paradigm shifts). It is likely to be at
least an N2 problem. It will be of enormous difficulty. In this talk I will identify the issues facing
modern programmers and present an overview of a technical solution we have developed.

About the Speaker:
Dr. Daniel Cooke serves as the Paul Whitfield Horn Professor of the Computer Science
Department at Texas Tech University and as Director of its Center for Advanced Intelligent
Systems. Previously, Dr. Cooke served as the Manager of NASA.s Intelligent Systems Program,
a national research initiative in computer science aimed at NASA relevant problems. Cooke led
the activities to establish the technical content of the program, took it from formulation to
implementation, and helped establish the program office, which he headed at NASA Ames
Research Center in Mountain View, California.
Since 1990, Daniel Cooke has published more than 95 technical papers in the areas of computer
language design and software engineering. He has served as PI or Co-PI on research grants
totaling more than $14 million, edited many journal special issues, published a book on
Computer Language Design, edited a book on Computer Aided Software Engineering, and
served as chair or vice-chair for 19 international conferences or workshops. He currently serves
as the Chair of the NASA Ames Research Institute for Advanced Computer Science Scientific
Advisory Council, Software Engineering Area Editor for IEEE Computer, the Formal Methods
Area Editor of the International Journal of Software Engineering and Knowledge Engineering,
and as an editor of the International Journal of Semantic Computing.
Dr. Cooke has been an American Electronics Association Fellow, a MacIntosh-Murchison
Faculty Fellow, and held the MacIntosh-Murchison Chair in Engineering at U.T. El Paso. In
1996 he was the recipient of the University of Texas at El Paso's Distinguished Achievement in
Research Award. In 2001, Cooke received the NASA Ames Research Center Information
Sciences Award for leadership in establishing a Model Strategic Research Initiative for NASA.
In 2002, he received the NASA Exceptional Achievement Medal and the NASA Group Award,
for Contributions to the CICT program. In 2006 he was the recipient of the IEEE Computer
Society.s Technical Achievement Award for work on SequenceL.
Dr. Cooke discovered two new computational laws upon which computing can be based, leading
to the language SequenceL. SequenceL has been used to prototype Guidance, Navigation, and
Control Systems for the space shuttle and the crew exploration vehicle. A byproduct of the laws
is the identification of parallelisms inherent in a problem solution. In June, 2009 Texas Multicore
Technologies, Inc was founded to commercialize a SequenceL to multicore compiler. The
company is now working with leading software and hardware companies to improve their ability
to parallelize their codes for multicore processing.
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Future Research Directions for Software Engineering
and Knowledge Engineering
Guenther Ruhe
Industrial Research Chair in Software Engineering
University of Calgary, Canada
About the Speaker:
Guenther Ruhe holds an Industrial Research Chair in Software Engineering at the University of
Calgary. His interdisciplinary research in the areas of product release planning and project
management includes mathematical optimization, software measurement, process modeling and
simulation as well as empirical methods. He received a doctorate degree in Mathematics with
emphasis on Operations Research from Freiberg University, Germany and a doctorate degree in
Computer Science from University of Kaiserslautern, Germany. From 1996 until 2001, he was
deputy director of the Fraunhofer Institute for Experimental Software Engineering in Germany.
Ruhe has published more than 160 reviewed research papers at journals, workshops and
conferences. He is the Associate Editor of the IST journal and IJSEKE, and Editorial Board
member for a number of journals. He is a member of the ACM, the IEEE Computer Society and
the Informatics Society GI of Germany.
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Absent features or missing values?
Wen Zhang, Ye Yang, Qing Wang
Laboratory for Internet Software Technologies, Institute of Software, Chinese Academy of
Sciences, Beijing 100190, P.R.China
{zhangwen, ye, wq}@itechs.iscas.ac.cn
sizes of most historical databases, the common practice
of ignoring projects with missing data will lead to
biased and inaccurate predictive model, which may be
detrimental to the accuracy of effort prediction
[5][6][7][8]. For this reason, the study of handling
missing data in software engineering is becoming an
active field.
The problem of handling missing data in effort
prediction can be formulated as follows. We refer
effort prediction, here, not effort estimation, to
prediction of a class label of effort for a project. Effort
estimation refers to predict a specific value of the
effort of a project and is usually implemented by
regression methods.
Assuming a data set Ycom containing projects with

Abstract
To clarify the essence of unobserved values of
software effort dataset, we comparatively investigate
the effectiveness of regarding the unobserved values as
absent features and missing values with the task of
predicting software effort. When regarding unobserved
values as absent features, max-margin classification is
used to classify the effort directly. While regarding
unobserved values as missing values, we use different
imputation methods, including MINI (mean imputation
based k nearest neighbor hot-deck imputation), CMI
(class mean imputation) and MI (mean imputation) to
impute missing values firstly and then SVM (support
vector machine) is used to classify software efforts.
The experiments show that the treatment of regarding
unobserved values in software effort dataset as missing
values produces more desirable performance
measured by accuracy in using historical data for
software effort classification than regarding
unobserved values as absent features. Moreover,
among the mentioned three imputation methods, on
CSBSG data set, CMI has better performance than
MINI, and on ISBSG data set, MINI has better
performance than CMI. We explain the outcome in this
paper.

attributes

for

effort

as Ycom = ( D1 ,..., Di ,..., Dm )

T

prediction

, where Di is a

historical project and Di = ( xi1 ,..., xij ,..., xin )

T

is

represented by n attributes X i (1 ≤ i ≤ n) of Ycom .
Furthermore, we assume that hi denotes the class label
of effort for project Di , i.e., the label of Di . For
each xij ,

which

is

the

value

of

attribute

X j (1 ≤ j ≤ n) on Di , it will be observed or missing.

1. Introduction

In order to evaluate the performances of missing
data handling techniques, we divide the whole
historical data set into two sets: one is used for training
predictive model (training set) and the other is used for
testing the performance of the model (testing set). That
Ycom
as
is,
we
can
rewrite

When software data was used for effort prediction,
the basic motivation behind this attempt is that a
historical data set of software project effort can be
used to develop a predictive model, by either statistical
methods such as linear regression [1] and correlation
analysis [2] or machine learning methods such as ANN
(Artificial Neural Network) [3] and SVM (Support
Vector Machine) [4], to predict the effort of future
projects. However, one difficulty confronted with
researchers to construct the predictive model is that the
historical data set contains a large amount of
unobserved values (missing data). Due to the small

Ycom = D = ( Dtrain | Dtest ) = ( D1 ,..., D k | D k +1 ,..., D m ) T
, where k is the predefined number of projects in
training set and m is the total number of projects
in Ycom . For instance, in the usually adopted 3-fold

cross-validation method, k is predefined as 2m / 3 and
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Similar researches on missing data imputation are
conduced in Myrtveit et al [6] and Strike et al [7].

the remaining 1m / 3 projects are used for testing the
prediction model.
The difference of training project Di (1 ≤ i ≤ k )

3. Max-margin classification for handling
absent features

and testing project D j ( k ≤ j ≤ m) lies in that, the
class label of effort hi is known for Di but D j is

3.1 The formulation of classification with
absent features

unlabeled when used for testing. By combing missing
data handling technique and machine learning, a
predictive model denoted by M is produced using
training set. Further, if we define a Boolean function
F as Equation 1, then the performance of M can be
evaluated by accuracy using Equation 2.
1, if M ( D j ) = h j
F ( M ( D j ), h j ) = 
0, if M ( D j ) ≠ h j

accuracy =

1
m−k

, k< j≤m

 F (M ( D

j ), h j )

To be consistent with the section of introduction,
assuming we have m historical projects (also called as
data
samples
interchangeably)

Ycom = ( D1 ,..., Di ,..., Dm ) T
and
each
Di (1 ≤ i ≤ m) is represented by n features
X i (1 ≤ i ≤ n) and the nth feature X n is the class
label of software effort of historical project Di . In

(1)

terms of absent features, we regard each historical
project Di is characterized by the subset of feature

(2)

k < j ≤m

set F

The remainder of this paper is organized as follows.
Section 2 presents related work concerning absent
features and imputation methods in effort prediction.
Section 3 describes max-margin which is proposed for
classifying data with absent features automatically.
Section 4 presents existing imputation methods for
handling missing values in software data set. Section 5
conducts experiments to explore the unobserved values
in software data set belonging to absent features or
missing values. Section 6 concludes this paper and
indicates our future work.

and F = { X 1 ,..., X n } .

If

a

historical

project Di has all the features in F , that is, there is no
absent

features

Di ,

in

then

its

feature

set Fi = F and Di ∈ R . In most cases of absents
n

features, for a historical project Di , its number of
features is less than n , that is, its feature set Fi ⊂ F .
Thus, each historical project Di can be viewed as
embedded in the relevant subspace R | Fi | ⊆ R n . Since
these historical projects share features, the prediction
model learned from the historical data should have
parameters that are consistent across historical
projects, even if these historical projects do not lie in
the same feature space. Thus, in classification of
feature models, our task is to construct a predictive
model M as described in Equation 3, which can be
used to predict H n , the class labels of efforts of
projects.

2. Related work
Recently, the problem of handling incomplete data
with absent features has been presented by G. Chechik
et al [9]. The basic idea of absent features is that
missing data comes up not as the effect of unobserved
values of features due to measurement noise or
corruption, but as the effect of structurally absent
features. In traditional formulation of machine
learning, we usually assume that all data samples have
the same set of features to characterize their profiles.
However, this assumption may be not exactly feasible
if some data samples have varying set of features due
to their inherent properties.
Imputation methods are widely studied in handling
missing data in software effort prediction and
estimation. Song and Shepperd [8] propose a new
imputation method called MINI (Mean Imputation
based k-nearest-Neighbor hot-deck Imputation) to
impute missing values in historical data set. We will
introduce this method in details in Section 4.3. .

M : Dk → H n , 1 < k ≤ m

(3)

Here, Dk is different from the D j in Equation 1,
where

D j ∈ R |F |

(

| F |= n

)

but

Dk ∈ R |Fi | ( Fi ⊆ F ).
3.2 The solution of Max-margin classification
Max-margin classification is proposed by Vapnik [10]
in classic SVM for the task of binary classification. In
Chechik et al [9], C-SVM is adapted for Max-margin
classification of data samples with absent features.
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Their experiments on edge prediction in metabolic
pathways and automobile detection in images validate
the effectiveness of their method, which is shown in
Equation 4, in the problem of structural missingness,
i.e. absent features.

1
2
w + C  ξi ,
w ,b ,ξ , s 2
i
min

4.2 Class Mean Imputation
Instead of using all the historical projects for
imputation, CMI imputes missing value of a historical
project with the mean of observed values which are in
the same class as the project. Assuming we have a
its
value
on
historical
project Di and

(4)

feature X j (1 ≤ j ≤ n) is missing. We define a set of

with constraints

historical projects with values on the nth feature equal
to hi : D(hi ) = {D p | h p = hi ,1 ≤ p ≠ i ≤ m} . Then CMI

1
(hi ( w (i ) ( x i1 ,..., x in ) T ) + b) ≥ 1 − ξ i ,
si

(5)

will impute xij =

i = 1,..., m

Nj

x

kj

as the value for missing

k =1

and

values on feature X j for historical project Di ,

si = w

(i )

/ w , i = 1,..., m .

and N j is

(6)

example, assuming w is made out as (0.5, 0.5, 0.5) and
T

the vector ( xi1 ,..., xi ( n −1) ) is (1, null ,1) . “ null ”
denotes a missing value at the second feature
( x i1 ,..., x in ) T
.
We
will
derive
of

w(i ) as (0.5, 0.5) and si is equal to w(i ) / w , that is,
0.8165.
The detailed solution of max-margin
classification can see reference [9].

methods

for

historical

projects

MINI method regards that the improvement of
variance by CMI is not enough [8] and should be
improved further. Actually, there are two main
procedures in MINI algorithm. The first procedure is
key feature selection using information gain [11]. The
basic idea is to rank features according to their
containing information in classifying historical projects
with the goal of removing the redundant and irrelevant
features in the data.
Here, we argue that the “KeyFeaturesExtraction”
method proposed in Song and Shepperd [8] (Section
3.1 in their paper) is the same as the naïve method that
we rank the features according to their information
gain firstly and remove the features with low
information gain. According to the formula of Entropy
[11], the computation information gain of a given
feature only needs the labels of projects and values of
the feature, and has nothing to do with values of other
features in the data set. The second procedure is to use
KNN method to select top similar projects of a project
to impute missing value of the project. In Song and
Shepperd [8], k is predefined as 2 since Kadoda et al
[12] suggested this to perform consistently better than
higher values of k in effort prediction. That is, MINI
imputes a missing value of a project using the values
of the corresponding feature from its 2 most similar
projects. More details of algorithm of MINI algorithm
can see Song and Shepperd [8] (Section 3.2 in their
paper).

is a vector obtained by

taking the entries of w that are relevant for Di . For

4. Imputation
missing values

of

4.3 MINI

project Di and ( x i1 ,..., x in ) T are corresponding values
(i )

number

in D ( xin ) whose values on feature X j are observed.

To be consistent with Section 1, we also
assign hi ∈ {−1,1} denoting the class label of effort for
of features in Fi . Here, w

the

handling

4.1 Mean Imputation
This method imputes each missing value with the mean
of observed values. Assuming we have a historical
project and its value on feature is missing. Then mean
imputation will use as the value for all missing values
on feature in historical projects and is the number of
historical projects whose values on feature
are
observed. This method is very simple and easily to
implement but the variance of imputed values will be
underestimated. For example, if a question about
personal income is less likely to be answered by those
with low incomes, then the imputed value, which is the
mean of the reported values, will decrease the variance
[8].
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software efforts. When regarding unobserved values as
absent features, the Max-margin classifier as Equations
4, 5 and 6 are employed to classify the software
efforts. When regarding unobserved values as missing
values, we firstly impute the missing values using the
imputation methods introduced in Section 4
respectively and then standard C-SVM are used to
classify the software effort data. Here, the linear kernel
is used in SVM classifier as it has been proven with
favorite performance in other applications [14, 15].
The baseline of performance evaluation is
conducted on regarding all the missing values in the
data sets as zeros (zero imputation). We set a
parameter as retaining ratio (between 0.1 and 1 with
increments of 0.1) for feature selection in each
experiment. To make experimental results comparable,
for MINI algorithm, Entropy [11] is used to rank the
features in data sets in descending order. For example,
if we set retaining ratio as 0.3, then the features with
top Entropy values at the percentage of 30 will be used
for software effort classification. For absent features,
MI, CMI and zero imputation, features are selected
from dataset randomly at the number predefined by the
retaining ratio. For example, if we set retaining ratio as
0.3, then the percentage of 30 features are assigned
randomly for the experiments.
In each experiment, we assign one class of projects
in Tables 4 and 5 with positive label (+1) and projects
in other classes are assigned with negative label (-1).
3-fold cross validation is used for performance
evaluation, that is, each time, we randomly select 2/3
projects with both positive and negative labels for
training and the remaining 1/3 projects for testing.
Then, classification tasks are conducted on all the 3
classes for ISBSG data set and on all the 2 classes for
CSBSG data set, and performance is averaged on these
classes with 10 repetitions.

5. Experiments
5.1 The data sets
The data sets used in this paper are (International
Software Benchmarking Standard Group, online:
http://www.isbsg.org) and CSBSG (Chinese Software
Benchmarking Standard Group) databases. The ISBSG
database contains 1238 projects from insurance,
government, etc, of 20 different countries. The ISBSG
data set has 70 attributes and many attributes have no
values in the corresponding places. In order to validate
that the proposed techniques can be effectively used in
small data set, we extract 173 projects with missing
values on their attributes as the sample data set for
experiments. After eliminating attributes with too few
observed values, this sample data set has 39 attributes
(30 nominal attributes and 9 continuous attributes) and
a large proportion of missing values, exceeding 50%
on some attributes. We categorized the project efforts
in ISBSG data set into 3 classes as listed in Table 4.
Table 4 The number of projects in each class of ISBSG
sample data

Class label of effort
Low
Medium
High

Number of projects
83
65
30

Table 5 The number of projects in each class of CSBSG
sample data

Class label of effort
Number of projects
Low
110
2High
43
CSBSG database contains 1103 projects from
Chinese software industry. It was created in 2006 with
its mission to promote Chinese benchmarking
standards of software productivity. Those projects in
CSBSG database were collected from 140
organizations and 15 regions across China by Chinese
association of software industry [13]. Originally,
CSBSG database contains 179 attributes. In the
experiments, we assigned 93 projects and 97 attributes
(15 nominal attributes and 86 continuous attributes) as
the experimental data set because most CSBSG
projects have too much incomplete information that we
believe they are impossible to be handled by any
technique effectively. We divided the assigned CSBSG
projects into 2 classes shown in Table 5.

5.3 Experimental results
Figure 1 illustrates the performances of standard SVM
for software effort using different methods for
handling missing values in comparison with maxmargin classification, which regarding unobserved
values in data set as absent features of software
projects. Figure 2 illustrates the comparative results
using same methods with those of Figure 1 on ISBSG
data set. The horizontal axis is the retaining ratio as
defined in Section 5.2. The vertical axis is the accuracy
of classifier on corresponding data sets (either imputed
or original).

5.2 Experimental design
We compare the effectiveness of between regarding
unobserved values as absent features and regarding
unobserved values as missing values in classifying
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Figure 1 Performances of standard SVM classification with
MI, CMI MINI, and max-margin classification on CSBSG
dataset in comparison with baseline performance.

Figure 2 Performances of standard SVM classification with
MI, CMI MINI, and max-margin classification on ISBSG
dataset in comparison with baseline performance.

We can see from that Figure 1 that standard SVM
on CSBSG data set with CMI produces the best
performance among all the methods used for effort
classification. In Figure 2, standard SVM on ISBSG
dataset with MINI produced the best performance.
This outcome illustrates that absent features are not the
decisive factors in determining the performance of
software effort classification when using SVM
classifier compared with missing values. To be further,
for the unobserved values in software effort data set,
more effort should be invested in imputing missing
values of the data rather than regarding them as absent
features.
In Figure 1, the standard SVM with imputation
methods including CMI, MINI, MI and baseline,
outperforms max-margin at all retaining ratios. This
outcome illustrates that absent features rarely occur in
CSBSG data set. When retaining ratio is small, the
imputation methods have very similar performance.
However, CMI has the best performance when the
retaining ratio is larger than 0.4. We explain this
outcome that the more features of the data set which
the imputation methods are used on, the better
performance the imputation methods would produced.
In Figure 2, most methods have very similar
performance except MINI when retaining ratio is small
(less than 0.4). We conjecture that there are some
absent features with small number in ISBSG data set.
When retaining ratio is small, these absent features
play an important role in effort classification.
However, when retaining ratio becomes larger, their
influences on performance of effort classification are
less significant in comparison with the influences
brought about by missing values in ISBSG data set.

In Figures 1 and 2, we can roughly draw that CMI
and MINI outperform other methods in handling
unobserved values in software effort data set. In
CSBSG data set, CMI has better performance than
MINI. While in ISBSG data set, MINI outperforms
CMI. We explain that the variance of CSBSG data set
is larger than that of ISBSG data set. The basic idea of
MINI is to augment variance of imputed values using
K-nearest neighbors (K is set as 2 here). In CMI, the
variance of imputed values depends on the variance of
values in different classes. For CSBSG data set, the
better performance of CMI than MINI illustrates that
the increased variance by MINI has taken negative
effects on effort classification.

6. Concluding remarks and future work
In this paper, we investigate the unobserved values
of software effort data set. By regarding the
unobserved values as missing values and absent
features respectively, we compare the performances of
classifying software efforts under these two conditions.
To be specific, we use MI, CMI and MINI to impute
the missing values of CSBSG and ISBSG data set
respectively, before the data sets are used to classify
software effort automatically by SVM. Max-margin,
which is a newly proposed method for handling absent
features, is used to classify software effort. We use
zero imputation as the baseline for comparison.
The experiment results show that the unobserved
values of software data sets (CSBSG and ISBSG) is
more prone to be missing values than absent features.
This is the main contribution of this paper. In both
CSBSG and ISBSG data sets, standard C-SVM on data
sets processed by imputation methods can produce
better performance on effort classification than max-
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margin classification which regards unobserved values
as absent features. As for the imputation methods, CMI
and MINI have better performances than other
methods. Moreover, the variance of data set has a
decisive effect on the quality of the data set imputed by
imputed methods. When the data set has a small
variance, MINI is a desirable imputation method.
However, when the data set has a large variance, CMI
will produce a better performance.
We conjecture that statistical quality of data sets is
a dominant factor deciding the performance of
proposed methods. Thus, in the future work, we plan
to study the statistical characteristics, such as
correlation and distribution of values of different
features, of CSBSG and ISBSG data. We also want to
explore more software effort data sets to see whether
or not there are some common points in statistical
quality among them.
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The results as reported in [5] depicted a rather sobering
picture of the state-of-the-practice. Key stakeholders such
as users, developers, acquirers, and maintainers utilize a
variety of models (process, product, property, and
success) to articulate their SVPs which can easily lead to
inconsistency. Through a subset of antagonistic SVPs in
[5], we got a glimpse as to how convoluted the situation
can get in an actual software system development life
cycle. Identifying and capturing antagonistic SVPs before
attempting to reconcile them is a challenging task.
Software system development is inherently hard. As
eloquently spelled out in Brooks’ classic paper of “No
Siler Bullet: Essence and Accident in Software
Engineering” [6], the four essential difficulties
(complexity, conformity, changeability, and invisibility)
still remain valid in developing large software systems.
Inconsistent or conflicting SVPs are bound to arise. These
inconsistencies, if not properly reconciled, would result in
value reduction or destruction for the software asset, thus
threatening the main objective of value creation in VBSE.
How to leverage or manage inconsistency in value-neutral
software development received significant attention and
research since the late eighties and early nineties [9, 1117]. With the augmented business and economic
dimensions, VBSE has to double the effort in combating
the inconsistency issue [18].
The focus of this paper is on how to identify and
capture antagonistic SVPs so as to pave the way for their
reconciliation. We define five types of conflicting SVPs
based on the logic forms of how model assumptions
contradict with each other. These five types of
antagonistic SVPs include: complementary, mutually
exclusive, incompatible, precedence, and disagreeing
inconsistency. We then describe five algorithms that can
be utilized to detect those types of conflicting SVPs. The
prerequisite for the algorithms is that the set of
assumptions for models used by stakeholders to express
their SVPs can be represented as formulas of the first
order logic and that certain predicates (such as mutually
exclusive, synonymous, antonymous, or reified) can be
pre-specified and available to the algorithms (see Sections
4 – 7 for details).

Abstract
The primary objective in value-based software
engineering is to integrate articulated stakeholder value
propositions into the full spectrum of software
engineering principles and practices so as to increase the
value for software assets. However, a potential pitfall
exists that threatens the objective: stakeholder value
propositions are based on diverse models and
assumptions behind different models often are
incompatible, conflicting or inconsistent with each other.
In this paper, we define five types of antagonistic
stakeholder value propositions based on their logical
forms, and propose algorithms to capture them. The takehome message is that having a set of compatible and
coherent stakeholder value propositions is of pivotal
importance to the success of value-based software
engineering and capturing conflicting stakeholder value
propositions is a necessary condition before attempting to
reconcile them.
Keywords:
value-based
software
engineering,
stakeholder value propositions, inconsistent assumptions.

1. Introduction
The primary objective in value-based software
engineering (VBSE) is to integrate articulated
stakeholders value propositions (SVPs) into the full
spectrum of software engineering principles and practices
so as to increase the return on investment. A potential
pitfall is that stakeholders possess value propositions that
are based on diverse models, and assumptions behind
different models often times are incompatible, conflicting
or inconsistent with each other. To succeed in VBSE, a
critical issue is how to transform or reconcile such diverse
and at times conflicting SVPs into a set of compatible and
coherent objectives during a software system
development life cycle. Toward that end, we need to be
able to recognize and identify antagonistic SVPs (or
inconsistent assumptions underpinning models used in
SVPs) in the first place.
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The rest of the paper is organized as follows. Section 2
offers an overview on the related work. Definitions,
algorithms and examples are given in Sections 3 through
7 on how to capture the following five different types of
antagonistic SVPs: complementary, mutually exclusive,
incompatible, precedence, and disagreeing inconsistencies
in model assumptions. Finally Section 8 concludes the
paper with remark on future work.

A framework was described in [12] for managing
inconsistency in software development. The cornerstone
of the proposed framework is a set of consistency rules
that describe some proper relationships that must be
observed between or among a set of descriptions (analysis
models, process models, specifications, design patterns,
test plans, and so forth). A violation of a consistency rule
by a set of descriptions is referred to as an inconsistency.
There are two major components in the framework:
inconsistency diagnosis, and inconsistency handling.
The work in [17] reported results in inconsistency
management in requirement engineering. The approach
attempts to deal with inconsistency at the process
(elaboration), product (requirements) and instance
(running system) levels.
A classification of
inconsistencies in requirement engineering has been
proposed that includes: process-level deviation, instancelevel deviation, terminology clash, designation clash,
structure clash, conflict, divergence, competition, and
obstruction. Formal techniques and heuristics were
proposed to resolve conflicts and divergences.
The results in [15] introduced the concept of
overlapped models as the necessary condition for
inconsistency. A framework was proposed that consisted
of the following activities: detection of overlaps, detection
of inconsistencies, diagnosis of inconsistencies, handling
of inconsistencies, tracking, and specification and
application of an inconsistency management policy.
When handling inconsistencies, a course of action is
committed only after possible actions are identified, the
costs and benefits of each of such actions evaluated, and
risks of non-action assessed.

2. Related Work
Managing inconsistency in software system
development process has drawn increasing attention in the
last twenty years. The issue has been recognized as
having direct and significant impact on the quality of the
software systems developed.
The work in [2, 3, 8, 9] highlights the importance and
complex nature in capturing and reconciling conflicting
SVPs. What makes this process challenging is the fact
that the specifics of SVPs “tend to be emergent through
experience rather than obtainable through surveys” [5].
Different groups of success-critical stakeholders and
diverse sets of models they use further complicate the
issue.
Though not directly dealing with the issue in the
context of VBSE, the study on model clashes in software
system development offered some comprehensive results
[1]. Majority of the models had been considered in the
following categories in [1]: (1) process models (waterfall,
evolutionary development, spiral development, agile/rapid
application development, and so forth); (2) product
models (UML, COBRA, COTS, product line, and so
forth); (3) property models (cost, schedule, performance,
reliability, security, portability, evolveability, reusability,
and so forth); and (4) success models (correctness,
stakeholder win-win, business case, and so forth). A
detailed inventory of model assumptions was provided
that allowed a list of model clash instances to be
identified. The classification of model clashes, however,
was based on model combinations: process-process,
process-product,
process-property,
process-success,
product-product,
product-property,
product-success,
property-property, property-success, and success-success.
Our approach in this paper is orthogonal to the modelcentric approach in [1]. We rely on identifying
inconsistency through logical instrument, which is at a
finer granularity and lends itself to the automation
process.
The results in [7] focused on identifying requirements
conflicts through quality attributes and traceability. The
approach is based on detecting requirements conflicts
through
analyzing
contradictions
among
the
requirements’ quality attributes. If the attributes are
conflicting, then so are the respective requirements. Trace
dependency is utilized to help establish if attributes are
contradicting with each other.

3. Complementary Inconsistency
Definition 1. Given two SVPs Vi and Vk, and two
assumptions DiVi and DkVk, let Di and Dk be denoted
by the first-order formulas Li and Lk, respectively. If Li
and Lk satisfy the following,
x Li and Lk contain the same predicate symbol p;
x The predicate symbol p has the same arity and same
terms at corresponding positions in Li and Lk; and
x Li = Lk (truth values of the two are opposite);
then we say that there is a complementary inconsistency
between Di and Dk, which is denoted as DiƆDk.

Let : be the set of all
assumptions for models used
their SVPs. We have the
detecting
complementary
assumptions.

the formulas representing
by stakeholders to express
following algorithm for
inconsistency
between

Algorithm 1. Capturing complementary inconsistency
Input: :;
Output: Ɔ;
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//total number of complementary

;

//conflicting cases
//set of predicates for which there exist
//complementary literals in :

Algorithm 2. Capturing mutually exclusive
Inconsistency
:;
Predmutex = {{.., p, q,..}N | (N is a group of
concepts)  (p  N)  (q  N)  (p Ū q)}
Output: Ū;
//total number of mutually exclusive
//conflicting cases
Ū;
//mutually exclusive predicate pairs
Input:

 = ;
for p  : do {
if (p(t1,..,tn)  :  ¬p(t1,..,tn)  :) then {
 =  {p};
Conflict(p) = ;
}
}
for pi  do {
while (pi(t1,..,tn)  :  ¬pi(t1,..,tn)  :) do {
Conflict(pi) = Conflict(pi)  {{pi(t1,..,tn), ¬pi(t1,..,tn)}};
}
}




Ū = ;
for {p, q} : do {
if [(p(t1,..,tn)  :)  (q(t1,..,tn)  :)  (GPredmutex)
 ({p, q} G)] then {
Ū = Ū {p, q};
ConflictŪ ({p, q}) = ;

}

=  Conflict  ( )

}
for {p, q}Ū do {
while [(p(t1,..,tn)  :)  (q(t1,..,tn)  :)
 ({p(t1,..,tn), q(t1,..,tn)} Ʈ ConflictŪ({p, q}))] do {

  

return();
return();



ConflictŪ ({p, q}) = ConflictŪ({p, q}) 
{{p(t1,..,tn), q(t1,..,tn)}};

Example 1. When we have two SVPs that are based
on an Agile/Open-Source process model (Vaos) and a High
Assurance (Vha) property model, their respective
assumptions Daos and Dha contain the following [1]:
x Daos: software development may proceed without
complete requirement specification, which can be
denoted as: CompleteReqSpec(x).
x Dha: a full-verified system must be demonstrated to
comply with a complete set of requirement
specification, which can be denoted as:
CompleteReqSpec(x).

}
}



{,} 

Conflict



({, })



Example 2. If we have three SVPs Vi, Vj, and Vk,
and their respective assumptions on the platform for the
system to be developed:
x Di: the platform for the system x is Windows, which
can be denoted as: Windows(x).
x Dj: the platform for the system x is Unix, which can
be denoted as: Unix(x).
x Dk: the platform for the system x is MacOS, which
can be denoted as: MacOS(x).

4. Mutually Exclusive Inconsistency
Definition 2. Given two SVPs Vi and Vk, and two
assumptions DiVi and DkVk, if Di and Dk contain
literals Li and Lk, respectively, such that:

x

=

return(Ū);
return(Ū);

Daos and Dha will be identified by Algorithm 1 as
evidence for complementary inconsistency.

x
x



Windows, Unix and MacOS can be considered as
predicates belonging to the mutually-exclusive-andjointly-exhaustive concept group of platforms. Through
Algorithm 2, we can catch those three pairs of mutually
exclusive inconsistency regarding the platform choice.

Li and Lk contain different predicate symbols p and q;
The predicate symbols p and q belong to a concept
group in which predicates represent relationships that
are mutually exclusive and jointly exhaustive; and
Li = Lk (truth values of the two are opposite);

5. Incompatible Inconsistency

then we say that there is a mutually exclusive
inconsistency between Di and Dk, which is denoted as

DiŪDk.

Given a literal Li, we can define its synonymous
literal Lj as one that is syntactically different (having a
different predicate symbol), but logically equivalent to Li.
we use Li # Lj to denote that. For a literal Li and the
negation of its synonym Lj, we use LiŭLj to describe

Similarly, we can define an algorithm to identify the
mutually exclusive inconsistency between model
assumptions.
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while [(p(t1,..,tn)  :)(q(t1,..,tn)  :)(pŭq)] do {
Conflictŭ ({p, q}) = Conflictŭ ({p, q}) 
{{p(t1,..,tn), q(t1,..,tn)}};
}

their incompatibility. Alternatively, we can define a literal
Lk that is antonymous to Li as one that is syntactically
different (having a different predicate symbol), and
logically opposite to Li. and use LiŭLk to denote it. For
instance:
FastResponseTime(x) ŭ SlowResponseTime(x);
FastResponseTime(x) # RapidResponseTime(x);
FastResponseTime(x) ŭ RapidResponseTime(x).

}
=


{,}  

Conflict  ({, })

Definition 3. Given two SVPs Vi and Vk, and two
assumptions DiVi and DkVk, if Di and Dk contain
literals Li and Lk, respectively, such that:

return(ŭ);
return(ŭ);

x
x

Example 3. There is a set of requirements from
stakeholders for a video-on-demand system given as an
example in [7]. Two SVPs, one based on the response
time performance property model and the other on a
mobile device product model, yield two assumptions Drt
and Dmd as follows [7]:

LiŭLk; or
LiŭLk where Li and Lk are synonymous;

then we say that there is an incompatible inconsistency

between Di and Dk, which is denoted as DiŭDk.



Algorithm 3
below captures incompatible
inconsistency between model assumptions.

x

Algorithm 3. Capturing incompatible inconsistency

x

:;
Predsyno = {{.., p, q,..} | p # q}
//sets of synonymous predicates
Predanto = {{.., r, s,..} | r ŭ s}
//sets of antonymous predicates
Output: ŭ;
//set of incompatible conflicting cases
ŭ;
//set of incompatible predicate pairs

Drt and Dmd will be captured as incompatible model
assumptions by Algorithm 3.

Input:

Drt: one second max to start playing a movie, which
can be translated into: FastResponseTime(x).
Dmd: runable on mobile devices, which can be
translated into: SlowResponseTime(x) (because a
mobile device’s limited resources would have
adverse impact on time performance).

6. Precedence Inconsistency

ŭ = ;
for p  : do {
if [[[(p(t1,..,tn)  :)  (¬q(t1,..,tn)  :)] 
[(¬p(t1,..,tn)  :)  (q(t1,..,tn)  :)]] 
(GPredsyno)  ({p, q} G)] then {
ŭ = ŭ {p, q};
Conflictŭ({p, q}) = ;
}
if [(p(t1,..,tn)  :)  (r(t1,..,tn)  :)  (GPredanto)
 ({p, r} G)] then {
ŭ = ŭ {p, r};
Conflictŭ({p, r}) = ;
}
}
for each {p, q}ŭ do {
while [(p(t1,..,tn)  :)  (¬q(t1,..,tn)  :)] do {
Conflictŭ ({p, q}) = Conflictŭ ({p, q}) 
{{p(t1,..,tn), ¬q(t1,..,tn)}};
}
while [(¬p(t1,..,tn)  :)  (q(t1,..,tn)  :)] do {
Conflictŭ ({p, q}) = Conflictŭ ({p, q}) 
{{¬p(t1,..,tn), ¬q(t1,..,tn)}};
}

Let Precedence be a predicate denoting the
precedence relationship between two artifacts x and y in a
software system development life cycle. Precedence(x, y)
indicates that x precedes y, and is anti-symmetric:
x y [Precedence(x, y)Ʃ ¬Precedence(y, x)].
Definition 4. Given two SVPs Vi and Vk, and two
assumptions DiVi and DkVk, if Di and Dk assert two
opposite precedence relationships for artifacts x and y:
x
x

Di asserts Precedence(x, y); and
Dk asserts Precedence(y, x);

then we say that there is a precedence inconsistency

between Di and Dk, which is denoted as DiƧDk.
Algorithm 4. Capturing precedence inconsistency
Input: :;
//set of precedence conflicting cases
Output: Ƨ;
while [(Precedence(ti, tk)  :)  (Precedence(tk, ti)  :)
 ({Precedence(ti, tk), Precedence(tk, ti)} Ʈ
ConflictƧ({ti, tk})] do {
ConflictƧ({ti, tk}) =
{Precedence(ti, tk), Precedence(tk, ti)};
}
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=  Conflict

relation. For instance, MemoryCapacity(agent1, 4000MB)
is a reification of MemoryCapacity(agent1, 4GB). For two
artifacts x and y representing the same entity or concept, if
there is no longer the reified relation between them, then
we say that x and y are disagreeing and use xƏy to denote
that effect.

({ , })

return( );



Example 4. One of the assumptions in Waterfall
process model is that “requirements are completely
specified before implementation” (Dwf) [1]. On the other
hand, the success model of IKIWISI (I’ll know it when I
see it) [4] has a following assumption: “implementation
exists for some requirements” (Diki) [1]. If these two
assumptions are used by stakeholders in their respective
SVPs for developing a software system, we have the
following:
x

Dwf: which can be translated into the following:
x y [Requirement(x)  Implementation(y) Ʃ
Precedence(x, y)]

x

Diki: which can be translated into:
x y [Requirement(x)  Implementation(y)
 Precedence(y, x)]

Definition 5. Given two SVPs Vi and Vk, and two
assumptions DiVi and DkVk, if Di and Dk contain
literals Li and Lk, respectively, such that:
x Li and Lk contain the same predicate symbol;
x Li and Lk refer to the same entity or concept; and
x Li and Lk contain disagreeing terms:
(ti Li) (tk Lk)  (tiƏtk)
then we say that there is a disagreeing inconsistency

between Di and Dk, which is denoted as DiƏDk.
Algorithm 5. Capturing disagreeing inconsistency
:;
Predrei = {p| p(ti, tj)  p(ti, tk)  (tiƍtk)}
//set of disagreeing conflicting cases
Output: Ə
//set of disagreeing predicates
Ə
Ə= ;
for each p Predrei do {
if (p(ti, tj) :  p(ti, tk) :  (tiƏtk) then {
Ə = Ə  {p};
ConflictƏ (p) = ;
while [(p(ti, tj) :)  (p(ti, tk) :)  (tiƏtk)
 ({p(ti, tj), p(ti, tk)}ConflictƏ(p))] do {
ConflictƏ(p)=ConflictƏ(p){{p(ti, tj), p(ti, tk)}};
}
}
}
Input:

After applying normalization processes and antisymmetric property to Dwf and Diki, we obtain the
following clauses where A, and B are ground terms from
the domain that denote a specific piece of requirement
and a specific implementation, respectively:
¬Requirement(x)¬Implementation(y)¬Precedence(y, x)
Requirement(A)
Implementation(B)
Precedence(B, A)
The derivation of an empty clause in the resolution
tree (Figure 1) indicates that the two are inconsistent. Of
course, Algorithm 4 will capture instances of this
precedence inconsistency.



=  Conflict

()



return(Ə);
return(Ə);



Example 5. When specifying software architecture
using agile development and product line models in
SVPs, the two models entail the following assumptions,
Dagi and Dpl [1]:
x Dagi assumes that simple design focuses on just
current increment product capabilities, which
amounts to Architecture(x, cpc) (cpc specifies the
current capabilities for the system x);
x Dpl assumes that product line architecture is required
for successful product line reuse, which corresponds
to Architecture(x, aa) (aa is the comprehensive
application architecture for the system x).

Figure 1. Resolution tree for Dwf and Diki.

7. Disagreeing Inconsistency
An artifact x is considered as the reification of
another artifact y if both x and y represent the same entity
or concept or quantity but at different levels of
abstraction. We use xƍy to represent such a reified

Using Algorithm 5, we can identify that cpcƏaa,
hence the disagreeing inconsistency.
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8. Conclusion
As an improved software development paradigm,
VBSE recognizes the importance of business and
stakeholders value considerations, and integrates
economic, management and cognitive factors with the
technical activities. The success of VBSE hinges on
having a set of compatible and coherent SVPs for
software system development life cycles. However, this
objective is threatened by the fact that SVPs are often
based on diverse models and assumptions behind different
models often are incompatible, conflicting or inconsistent
with each other. A necessary condition is to capture
conflicting SVPs before attempting to reconcile them
through different approaches as discussed in [5].
The contribution of this reported work is that we have
defined five types of antagonistic SVPs based on their
logical forms, and have proposed algorithms to capture
them. Our approach is at a finer granularity compared
with the model-centric approach [1] and lends itself to the
automation process.
Future work includes the following. While empirical
study and evaluation will be conducted with the five types
of inconsistent SVPs, additional types of antagonistic
SVPs will be pursued. Tool support will be highly
desirable to help automate the detection process.
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The effects of human-computer interaction modes for weak learners in an
animation learning environment
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involvement and learning responsibility, as well as trigger
off active processing [2]. However, to reach the
above-mentioned effects, interaction must be well
designed in accordance with learners’ learning potential,
the ability to learn new information and skills [3]. An
interactive activity that is not tailored to learner’s
learning potential, too simple to learn new things or too
hard to respond, often results in “redundant effect” [4],
the adding interactive activity either has no effect or
detracted from learning. On the contrary, a well-designed
interaction will enable learners to explore their learning
potential and therefore have augmented learning
outcomes. However, the design difficulty is what the
design principle for dynamically adaptive to learner’s
learning potential. In other words, each learner has
individual learning potential, and moreover with learning
progress, learner’s learning potential may grow, therefore
how the interaction hence should adjust its assistance
strategy in time in order to stratify the renewed learning
potential of the learner is an important issue.
Research in instructional animation has suggested
that interaction dynamically adjusting to learner’s need is
superior to fixed interaction [5]. However, how
interactive animation should be designed so that it would
match specific levels of learning potential remains
unclear. The current study intends to answer this
question.

Abstract
The purpose of this study was to investigate the
interaction mode most effective for weak learners, who
lack fundamental knowledge and often had difficulty in
comprehension of the learning subject, in learning with
animation. Participants were twenty-seven undergraduate
students enrolled in an Introductory Data Structures
course. They were randomly assigned into one of the
three treatments: pure-reasoning, predicting-orientation,
or reasoning-predicting-combination interaction. They
interacted with two animations. They then received a
learning experience survey and a learning transfer test
immediately after interacting with each animation which
demonstrated an example of AVL-tree insertion algorithm
and data structure. Our findings indicate that the
‘reasoning-predicting-combination’ interaction led to the
greatest transfer performance and was rated by students
as the most useful interaction for understanding the
animation content. The findings recommend that for weak
learners, interaction for reasoning was effective to
develop near-transfer ability at the initial learning phase,
whereas when learners’ knowledge grew to be capable of
near-transfer task, the predicting-orientation interaction
became helpful to gain far-transfer knowledge.
Keywords: human-computer interaction, animation,
multimedia learning, eLearning, data structures

2. Effective interactions in animation program
Yeh, Chen, Hung and Hwang [6] identify two
effective interaction modes for animation learning:
reasoning and predicting-orientation interactions.
Reasoning interaction requests learners to propose
reasons from the perspective of the subject-specific
domain knowledge to support the animation
demonstration. This interaction helps learners to relate
the animation procedures with the underlying rationales
and principles. It assists learners to connect conceptual
knowledge with procedural knowledge and consequently

1. Introduction
In recent years, animation has been widely used to
present and teach complex materials which are hard to
convey by static images and text. However, a large body
of studies point out that animation does not guarantee
effective learning, it is the interactivity that is the
important element of an effective learning environment
[1]. Researchers found that interaction such as dialog
between human and computer can promote learning
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develop a comprehensive knowledge structure of the
learning content. However, in case that learners are able
to spontaneously integrate related elements into a
knowledge chunk, the external reasoning activities may
become redundant [4], consuming learner’s limited
mental resources on familiar cognitive skills and thereby
interfering learning. At the time when learners already
have a general knowledge structure of the learning
content, interaction should shift to focus on supporting
the learner to verify his/her understanding. Guiding
learners to sequentially predict what will be acted on the
next screen of the animation is a good method to
diagnose the understanding about the animation content
and stimulate the learner to amend misconceptions if any.
Based on our previous study [6], it was found weak
learners generally benefit from external reasoning activity
at the initial phase of knowledge construction. However,
with learning progress, the knowledge and learning
potential advance of the learner, we doubt whether the
learning effect of reasoning activity remains at later
learning phases, which aims to develop higher-order
cognitive skills such as problem-solving skills. On the
other hand, the predicting-orientation interactive activity
asks the learner to predict animation operation(s) going to
be presented on the next scene. This interaction mode
keeps on directing the learner to the next predicting
activity if the learner makes a correct prediction. Once
the learner makes a wrong prediction, this interaction
mode plays the animation demonstration and then
provides reasoning activity to help the learner amending
knowledge faults. In general, predicting-orientation
activity is rather mental loading for weak learners at the
initial stage of learning because they usually have no
sufficient knowledge to generate meaningful predictions
[6].
Our
previous
study
showed
that
predicting-orientation interaction had poor learning
effects at the initial learning phase of weak learners, we
wonder if it has better learning effects at the later learning
phase for weak learners. We also want to examine if the
reasoning-predicting-combination interaction in which
learners reason the animation presentation at the
beginning learning phase and predict animation
presentation at the later learning phase will produce the
better learning experience and outcomes as compared to
pure-reasoning and predicting-orientation interaction
modes. Accordingly, this study developed three
interaction modes: pure-reasoning, predicting-orientation,
and reasoning-predicting-combination interactions, and
investigated which interaction mode was most beneficial
for weak learners in learning with animation based on the
measures of cognitive transfer performance and affective
learning experience.

3. Method
3.1 Participants
Participants were students enrolled in an
Introductory Data Structures course of a university in
Taiwan. Because the target students of the current study
was weak learners, the teacher of the Introductory Data
structures course helped us selecting out students who
had difficulty in comprehension of the subject data
structures and performed poor in the min-term
examination of the course as our potential participants. In
addition, those potential participants who had scores
below the mean on the prerequisite knowledge test for the
learning content, AVL-tree insertion algorithm, were the
participants. Consequently, 27 students took part in this
study. They volunteered to participate in this study for
extra credit of the course.

3.2 The animation learning program
A web-based animation learning program
demonstrates two examples of AL-tree insertion
algorithm. For the current research purpose, we designed
three versions of the learning program, which differ in
their interaction. They were a fixed interaction for
reasoning, a dynamic interaction of predicting orientation,
and
a
dynamic
interaction
of
reasoning-predicting-combination.
First,
in
the
pure-reasoning interaction version, the program fixedly
interacts with learners to complete reasoning sentences to
support the actions of the animation through the two
examples learning.
Second, in the dynamic interaction of
predicting-orientation version, through the two examples
the program prompts learners to predict the algorithm
going to act on the next screen of the animation, and asks
the learners who made a wrong prediction to reason the
animation actions. In this version, learners who made a
correct prediction directly went to the next predicting
activity without watching animation demonstration and
doing reasoning activity.
Third,
in
the
dynamic
interaction
of
reasoning-predicting-combination version, the first
example interacts with learners to complete reasoning
sentences, and the second example provides the
predicting-orientation interaction.
3.3 Measures
3.3.1 Learning transfer tests
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compare effectiveness on cognitive learning outcomes
and affective learning experience among experimental
conditions. The interaction mode (pure-reasoning,
predicting-orientation, reasoning-predicting-combination)
was the independent variable. Five dependent measures
(difficulty of the learning content, mental effort
investment, usefulness of the interaction, near-transfer
performance, far-transfer performance) were used to
assess how the participants learned about this animation
of AVL-tree insertion.

To assess the extent of understanding about the
learning content, we administered self-designed
knowledge-transfer tests twice, immediately after the first
and the second example learning respectively. An
isomorphic question as the example demonstrated in the
animation was used to assess near-transfer knowledge
and a question that required the participants to amend the
algorithm taught in the animation example in order to
solve the given problem was used to assess far transfer
knowledge. Answers were scored zero point for an
incorrect answer or one point for a correct answer.
Overall, a maximum of three points was achievable for
near-transfer test and far-transfer test, respectively.
Examples of questions are follows: ‘What is the sum of
balance factors of all nodes in the tree after the key adds
into the tree?’, ‘What are the critical nodes that need to
rotate to restore the property of AVL-tree’, and ‘Draw out
the AVL tree after the insertions of following keys.’

4. Results
Analyzing
students’ performance
in
the
pre-requisite knowledge for the learning content by an
ANOVA revealed no differences across experimental
conditions, F(2, 24) = < 1).
With regard to the cognitive learning outcomes, the
experimental conditions varied strongly in terms of
near-transfer performance of the first post-test right after
the first example learning, F(2, 24) = 6.00, MSE = 4.11, p
< 0.01. Bonferroni-adjusted posthoc tests showed that
students in the condition ‘pure-reasoning interaction’ as
well
as
in
the
condition
‘reasoning-predicting-combination interaction’ had much
higher near-transfer performance scores than students in
the condition ‘predicting-orientation interaction’ (p <
0.05).

3.3.2 Learning experience survey
As outlined above, the quality of learning
experience provides a modeling of learning affection of
the learner. The learning experience was therefore
surveyed. This study surveyed learners’ learning
experience in terms of the degree of content difficulty,
mental effort invested for learning, usefulness of the
interaction with the computer. They were measured by
using a scale from 1-7, where 1 = extremely low and 7 =
extremely high.

1st near-transfer test
2nd near-transfer test

3.4 Procedures

3

The study consists of three main steps. First, all
participants were given 20 minutes to read a description
of 443 word and three figures introducing what is an AVL
tree and how the AVL tree rotates to restore its property.
Second, all participants took a prerequisite-knowledge
test. Third, participants were randomly assigned into one
of the three experimental conditions. Based on a pilot
study, all participants were given 30 minutes to interact
with their respective version of animation program. They
were asked to rate their learning experience, and took the
learning-transfer test right completion of each example
learning. In total, the learning-experience survey and
learning-transfer examine were administered twice.

2

2.78
2.56

2.67
2.44

2.11

1.33

1
0
R

P

R& P

Fig. 1 Near-transfer performance among conditions
Note: R = pure-reasoning-interaction condition;
p = predicting-orientation-interaction condition;
R & P = reasoning-predicting-combination interaction condition

3.5 Data analysis
Analyzing students’ performance in the second
post-test right after the second example learning, the
ANOVA showed that the conditions differed significantly

This study used between-subjects comparisons.
ANOVAs (analysis of variance) were conducted to
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superior to the condition ‘pure-reasoning interaction’ due
to greater perceived usefulness of interaction in the
second examples learning (p < 0.01); the condition
‘pure-reasoning interaction’ was superior to the condition
‘predicting-orientation interaction’ due to greater
perceived usefulness of interaction in the first example (p
< 0.05), as well as less perceived content difficulty and
mental-effort demand in the second example learning (p
< 0.05).

in students’ far-transfer performance. F(2, 24) = 5.06,
MSE = 3.37, p < 0.05. Bonferroni-adjusted posthoc tests
revealed
that
students
in
the
condition
‘reasoning-predicting-combination interaction’ had higher
far-transfer performance scores than students in the other
conditions (all p < 0.05).

1st far-transfer test
2nd far-transfer test

3

1st example

2.22

2
1.22
1

1.11

1.11

7
6
5
4
3
2
1
0

1.22

0.89

0
R

P

R& P

Fig. 2 Far-transfer performance among conditions

6.67
5.56

5.56

5.67
4.89

3.78

R

Note: R = reasoning-interaction condition;

2nd example

P

R& P

Fig. 3 Perceived content difficulty among conditions

p = predicting-orientation-interaction condition;

Note: R = reasoning-interaction condition;

R & P = reasoning-predicting-combination interaction condition

p = predicting-orientation-interaction condition;
R & P = reasoning-predicting-combination interaction condition

Subsequently, the three experimental conditions
were compared with regard to learning experience survey
by a series of ANOVAs for content difficulty, mental
effort investment, and usefulness of the interaction. For
content difficulty analysis, the main effect was significant
for the first example (F(2, 24) = 4.99, MSE = 3.37, p <
0.05) as well as the second example learning (F(2, 24) =
6.08, MSE = 7.26, p < 0.01). For mental effort investment
analysis, the main effect was significant for
understanding the second example, F(2, 24) = 4.46, MSE
= 6.78, p < 0.05. For assessing usefulness of the
interaction, the main effects of both the first example
(F(2, 24) = 6.54, MSE = 14.11, p < 0.01) and the second
example (F(2, 24) = 13.65, MSE = 17.82, p < 0.01)
learning survey were significant.
Bonferroni-adjusted posthoc comparisons regarding
to the learning experience data revealed the following
picture: The condition ‘reasoning-predicting-combination
interaction’
was
superior
to
the
condition
‘predicting-orientation interaction’ due to greater
perceived usefulness of interaction through both
examples learning (all p < 0.05 and p < 0.01) and lower
perceived content difficulty in the first example learning
(p
<
0.05);
The
condition
‘reasoning-predicting-combination
interaction’
was

1st example

7
6
5
4
3
2
1
0

5.33

2nd example

5.56
5.44

5.33
5.56

4.00

R

P

R& P

Fig. 4 Mental effort investment among conditions
Note: R = reasoning-interaction condition;
p = predicting-orientation-interaction condition;
R & P = reasoning-predicting-combination interaction condition
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1st example

7
6
5
4
3
2
1
0

Additionally, data of the learning experience survey
indicate that students in the pure-reasoning interaction
condition perceived less content difficulty and spent less
mental effort on learning in the second example learning
than they did in the first example learning. An
explanation for the fading effect of pure-reasoning
interaction might be that fixed interactive activities might
lose students’ motivation and attention to the learning
content so that they ignored the diversity between
examples and learned in an easy way (less mental effort
investment), consequently little knowledge acquisition.
Furthermore, the current study also found that
predicting-orientation interaction is least effective for
weak learners through the whole learning phases.
Students in the ‘predicting-orientation’ interaction
condition performed poorest in both near-and far-transfer
tests, and students reported that predicting tasks were
very mental demanding, they increased learning difficulty,
and they were least useful for assisting understanding.
These findings are in line with Yeh et al.’s findings that
predicting-orientation interaction is not a good teaching
strategy for learners with weak knowledge base of the
learning subject. The current study further indicates that
students who had weak knowledge base could not benefit
from predicting-orientation interaction because weak
learners usually have not enough knowledge to do
meaning prediction, at the most time the predicting task
only led to trial-and-error learning, little help for deep
understanding. The predict-orientation interaction
promoted cognitive skills development only if the learner
had fundamental knowledge students about the learning
subject. This claimed was supported by the current study
finding that students who had good near-transfer scores
received predicted-orientation interaction had superior
far-transfer performance to their counterparts continuing
receiving pure reasoning tasks.
The results of our study are in line with those of past
studies that interaction is a crucial consideration in
instructional animation program design. Interactions
un-tailored to the knowledge level and learning potential
of the learner have little effects on cognitive skills
development even though the learner continues practicing
with the same type of interaction. Meanwhile, the current
study included only 27 participants, which might limit the
generalizability of the research findings. It is suggested
that larger sample-size studies be conducted to provide
additional empirical evidence. Moreover, only three
interaction approaches were compared in the current
study. Future research could be conducted to examine
various interaction approaches in effects of cognitive
skills development and affective learning experience for
different characteristics of learners.

2nd example

5.56
5

5.11

3.44

2.89

2.89

R

P

R& P

Fig. 5 Usefulness of interaction among conditions
Note: R = reasoning-interaction condition;
p = predicting-orientation-interaction condition;
R & P = reasoning-predicting-combination interaction condition

5. Discussion and conclusions
This study proposed three interaction modes and
administered an experiment to investigate which
interaction mode was most beneficial for weak learners
when learning with animation. Our findings reveal that
the interaction mode ‘reasoning-predict combination’ led
weak learners to the greatest learning-transfer
performance and was rated by weak learners the most
useful for helping understanding the animation content,
though it did not significantly reduce perceived content
difficulty and mental effort demand as compared to other
interaction modes. These results could be interpreted that
that
‘reasoning-predict
combination’
interaction
dynamically adjusted interaction strategy to fit into the
current knowledge level and learning potential of the
learner, maintained the interactive activities on a
challengable level (not too easy to get tired of the
interaction and not too difficult to respond to the
interaction) so that it successfully encouraged the learner
keeping investing effort on refining their cognitive skills,
hence resulting in superior learning outcomes to their
counterparts receiving other interaction modes.
Our results also indicate that the reasoning
interaction led to good near-transfer performance but had
little effects on far-transfer learning. Weak learners
receiving reasoning interaction in the first example
learning had superior near-transfer performance to their
counterparts in the predicting-orientation interaction
condition. However, weak learners who continued
receiving pure reasoning interaction in the second
example learning learned little, no significant
improvement on both near- and far-transfer scores.
22

6. References
[1] Mayer, R. E., & Moreno, R. (2002). Animation as an
aid to multimedia learning. Educational Psychology
Review, 14, 87-99.
[2] Betrancout, M. (2005). The animation and
interactivity principles in multimedia learning. In R. E.
Mayer (Ed.), The Cambridge handbook of multimedia
learning (pp. 287-296). Cambridge, UK: Cambridge
University Press.
[3] Fiszdon, J. M., McClough, J. F., Silverstein, S. M.,
Bell, M. D., Jaramillo, J. R., & Smith, T. E. (2006).
Learning potential as a predictor of readiness for
psychosocial
rehabilitation
in
schizophrenia.
Psychiatry Research, 143, 159-166.
[4] Sweller, J. (2005). The redundancy principle in
multimedia learning. In R. E. Mayer (Ed.), The
Cambridge handbook of multimedia learning (pp.
159-167). Cambridge, UK: Cambridge University
Press.
[5] Moreno, R., & Mayer, R. (2007). Interactive
multimodal learning environments. Educational
Psychology Review, 19, 309-326.
[6] Yeh, Y.-F., Chen, M.-C., Hung, P.-H., & Hwang, G.-J.
Optimal self-explanation prompt design in dynamic
multi-representational
learning
environments.
Computers
&
Education
(2009),
doi:
10.1016/j.compedu.2009.10.013

23

Quality Indicators in Requirements Elicitation
Aneesh Krishna1, Andreas Gregoriades2, Chattrakul Sombattheera3
1. Department of Computing, Faculty of Science & Engineering, Curtin University of Technology, WA 6102, Perth, Australia
2. Computer Science & Engineering Department, European University Cyprus
3. Mahasarakham University, Faculty of Informatics, Mahasarakham 44150, Thailand
a.krishna@curtin.edu.au, a.gregoriades@eu.cy, chattrakul.s@msu.ac.th
We propose a method which uses SS-BM to evaluate and
elicit requirements from requirements list. Requirements
list is a document provided by the customer to describe
business needs at the beginning of a project, which is
written in natural language. The SS-BM evolving from
the organizational model expresses the functionality of the
software system in a semi-formal language. In our method,
we make use of SS-BM to evaluate the requirements list,
then the requirements list can be optimized to reflect the
intentions of the stakeholders more accurately and completely. In the mean time, the risk generated by the system
analysts’ lack of domain knowledge is decreased considerably. After this optimization process, the prioritized
requirements list can be an improved base for the requirements specification. The proposed approach allows
systems analyst to detect the correctness, completeness
and hierarchical consistency of the requirements list and
make improvement in the requirements elicitation
process.
This paper is structured as follow: Section 2 presents
overview of the proposal. Section 3 introduces the application of Tropos methodology in early requirements.
Section 4 explains the late requirements generation
process. Section 5 presents our proposed method of requirements elicitation. Section 6 concludes the paper.

Abstract
Domain knowledge is found to be a crucial factor in
attaining quality of requirements. System analysts, who
have adequate knowledge of software often don’t usually
understand the organizational context well. This paper,
presents a novel approach that utilizes the Tropos, Software System-Business Model (SS-BM) to requirements list
elicitation. In the proposed method, requirements items
are mapped to SS-BM elements based on their semantic
meanings. The mapped requirements list and SS-BM are
analyzed in specific sequence according to multiple
checking points. Problems with the requirements list are
identified in the analysis process and possible improvements are proposed. Quality indicators are used to summarize the quality of requirements at the end of the elicitation process.

1. Introduction
Requirements elicitation is one of the most crucial steps in
software development process. Although system analysts
have adequate knowledge of software technology, they
often don’t understand well, the organizational context in
which the future system will be situated [2]. System analysts’ lack of domain knowledge may result in poor requirements elicitation and even the failure of the software
project.
Tropos [2] is a methodology, which is intended to support
five phases of software development: early requirements,
late requirements, architectural design, detailed design
and implementation. In recent years pursuing, Tropos
methodology, considerable research efforts have been
made on both the early requirements and the late requirements [2, 3]. In early requirements phase, analysts study
the existing organization to understand the problem. The
output of early requirements is an organizational model
[2], which includes relevant actors, their goals and dependencies. In late requirements phase, a FELRE (From
Early Requirements to Late Requirements) pattern language[1] is used to transform the organizational model to
a new Software System-Business Model (SS-BM), which
integrates the Software System Actor (SSA) and expresses the functionality of the software system[1].

2. Overview of the Proposal
The proposed method to elicit and improve requirements
list is based on the organizational model [2]. The organizational model is the original input model, which is
transferred to the SS-BM by the FELRE pattern language
[1]. The SS-BM is mapped to the requirements list for
elicitation. The mapped SS-BM and requirements list are
analyzed in specific sequence according to multiple
checking points. The problems of requirements list found
during the analysis process will be solved based on the
listed guidelines. At the end of the elicitation process, the
quality indicators are used to assess the quality of requirements. This considerably improves the overall quality
of requirements.
To illustrate the approach, we use the Library Management
System as an example. Figure 2 shows the organizational
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tions, dependencies among actors and resources [2, 3]. In
the case study, Tropos organizational models (Figure 2) are
used to represent the early requirements. The three actors
are Library, Student Center and the Bookshop. The main
goal of the actor Library is Library Management, which
has three sub-tasks: Manage Circulation, Manage E-Books
and Manage Purchase. The task Manage Circulation has
two AND Decomposed tasks: task Borrow Books and task
Return Books. Actor Library depends on the actor Student
Center to provide resource Student Information and actor
Bookshop to provide resource Book List. Actor Library is
the depender. Resource Student Information is the dependum. Actor Student Center is the dependee.
The organizational model is the output of early requirements, which represent the intentions of the stakeholders
and organizational context in which future system will be
situated [3]. However, there is still a significant gap between the organizational model and functional requirements. To reduce the gap between early and late requirements, we implement the pattern language called
“FELRE” [1].

model of this case study. Figure 1 shows the requirements
list provided by the clients. In the following sections, we
shall demonstrate how to create the SS-BM from the
organizational model (Figure 2) and how to use the SS-BM
(Figure 3) to verify the requirements list and elicit further
requirements. The motivation behind the entire process is
to elicit requirements which are closer to the stakeholders’
perceptions.
The library manager has provided the requirements list
(Figure 1) describing the required functionality of the
software system to be developed.
1.

2.

3.
4.
5.
6.

Circulation management
1.1. Students can borrow books.
1.1.1. Check the inputted student information.
1.2. Students can return books.
Purchase management
2.1. New book processing
2.1.1. Input book information and scan
book barcode
Generate purchase plan.
E-book management
Provide E-books
Students information maintenance

4 Implementing the FELRE pattern language

Figure 1. Library Management System Requirements List

To implement the FELRE pattern language, the following
three steps are performed [1].
1. Identify the relevant plans to be automated. In our case
study, except plan Purchase Books and Stick Book Barcode (shown as shaded plan), all the other plans need to
be automated.Figure 2 shows the identification condition.
2. Place the SSA into the new organizational model. In
this process, the actors that have some plans, goals or
dependency relationship (to be automated) are included.
In our case study, the actors Library, Student Center and
Bookshop were included.
3. Transfer the plans or goals to be automated to the SSA.
Table 1 shows a brief description of FELRE pattern language, which consist of five patterns. By applying the
transformation rules defined by “FELRE”, organizational
model shown in Figure 2 was transformed to SS-BM
shown in Figure 3. In our case study, the first four patterns
were implemented as below:
(a) The Final Plan without dependencies Automation
Pattern. In the case study, the plan Manage E-Books complied with the characteristics of the Final Plan without
dependencies Automation Pattern (Figure 2). Figure 3
shows the results of the application of the pattern. The
plan was transferred to the SS-BM and a new plan dependency – Input E-Books, between the actor Library and
the SSA was generated.
(b) The General Plan or General Automation Pattern. In
our case study, the goal Library Management complied
with the characteristics of the General Plan or General
Automation Pattern (Figure 2). The plans, such as Manage E-Books, Manage Circulation and Manage Purchase,
are sub-plans of the goal Library Management. Figure 3

The systems analyst has the organizational model from
clients. According to the original organizational model, the
library needs to realize the circulation management, purchase management and e-book management tasks. Circulation management includes borrowing and retuning
books. Purchase management includes generating purchase plan, purchasing books and books processing. The
library also provides the online e-book. Students’ information is stored in the Student Center. Library staff generates the purchase plan based on the book list provided by
the bookshop.
Early requirements are describe in natural language as
shown in Figure 1. A Library Management System (LMS)
requirements list consists of hierarchical items, which are
known as requirements items. For example, recruitments
item 1. Circulation management is the parent node of
requirements item 1.1. Students can borrow books and
requirement item 1.2. Students can return books. The
analyst needs to produce correct and complete requirements specification for a improved software quality.

3

Early and Late Requirements

Each software system is developed to fulfill stakeholders’ needs/requirements. The Tropos modeling framework
has been proved as an effective goal modeling technique to
identify and analyze stakeholders and their intentions [2,
3]. Stakeholders in a given domain are represented as
actors(s). Stakeholders’ intentions are modeled as goals.
Actors make use of plans and resources to realize their
goals. The key concepts in Tropos for modeling early
requirements include the actors, goals, plans, decomposi-
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shows the results of the application of the pattern. Since
these sub-plans had been transferred to the SSA, the goal
Library Management was also transferred to the SSA.
(c) The Depender-Dependee Actor Plans Automation
Pattern. In our case study, the plan Check Student Information complied with the characteristics of the Depender-Dependee Actor Plans Automation Pattern (Figure 2).
The plan Check Student Information
acts
as
the
depender. The resource Student Infor
mation is the
dependum. The plan Send Informa tion (Student Center)
is the dependee. Figure 3 shows the results of the application of the pattern. The plan decomposition is created.
The plan Check Student Information is the parent node.
The plan Get Student Information is the child node,
which depends on the actor Student Center to provide
Student Information.
(d) The Depender Actor Plan Automation Pattern. In our
case study, the plan Generate Purchase Plan complied
with the characteristics of the Depender Actor Plan Automation Pattern (Figure 2). The Generate Purchase Plan
is the depender, which was automated. Figure 3 shows the
results of the application of the pattern. Actor Library still
depends on the actor Bookshop to provide resource Book
List. Plan Generate Purchase Plan depends on the actor
Library to enter book information (task Enter BookInfo).

5 Mapping requirements
SS-BM elements

items
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Figure 2: Library Management Organizational Model

with

Analysts map each requirements item into SS-BM elements according to their semantic meanings. Figure 3
illustrates the semantic mappings from the requirements
items to SS-BM elements. The instance, SS-BM used to
specify semantic mappings from the requirements item to
SS-BM elements is called map item. For example, the
requirements item 1.1. Students can borrow books was
mapped to SS-BM element Borrow Books by #2 map item.
In the SS-BM, the element mapped to requirements items
is called mapped SS-BM element. The SS-BM element
Borrow Books is a mapped SS-BM element. In the requirements list, the requirements items mapped to SS-BM
elements is called mapped requirements item. Hence, the
requirements item 1.1. Students can borrow books is a
mapped requirements item.

Figure 3: Library SS-BM mapped with Requirements
List
5.1 Requirements elicitation and verification
Requirements are improved by analyzing the mapping
between requirements list items and SS-BM elements
according to different checking points. For each selected
requirements list item, Correctness Checking is conducted
that checks whether the requirements item is mapped to an
SS-BM element. For every SS-BM elements, the Completeness Checking, Parent/Child Hierarchical Consistency Checking and Peer/Peer Hierarchical Consistency
Checking is conducted. The Completeness Checking aims
to check whether the SS-BM element was mapped to
requirements items or not. The Parent/Child Hierarchical
Consistency Checking aims to check whether the parent/child hierarchical relationship of the SS-BM element

In the mapping process, one requirements item might be
mapped to many SS-BM elements by one map item. For
example, the SS-BM elements Check Student Information
and Get Student Information were mapped to requirements
item 1.1.1. Check the inputted student information by #3
map item. On the other hand, more than one requirement
items might be mapped onto one SS-BM element.
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ships in SS-BM that are not conflicting with the hierarchical relationships in requirements list represent the
hierarchical consistency of the requirements list. The
Parent/Child Hierarchical Consistency Checking and
Peer/Peer Hierarchical Consistency Checking result can
be reflected by this indicator.

and its mapped requirements item is consistent. The
Peer/Peer Hierarchical Consistency Checking aims to
check whether the peer/peer hierarchical relationship of the
SS-BM element and its mapped requirements item is
consistent.
Figure 4 shows the new library management system requirements list, after performing the verification and
elicitation processes.
1.

2.

3.

HCST =

# {hierarchical relationships in SS-BM}

Circulation management
1.1. Students can borrow books.
1.1.1. Check whether it's a legal student
1.1.1.1. Get student information from Student
Center
1.1.2. Update book status
1.2. Students can return books.
Purchase management
2.1. New book processing
2.1.1. Input book information
2.1.2. Scan book barcode
2.2. Generate purchase plan.
E-book management

In our case study, there are thirteen hierarchical relationships in SS-BM. For example, the relationship between
SS-BM element Borrow Books and element Check Student
Information is parent – child. Elements Borrow Books and
Update Book Status also have parent – child relationship.
The relationship between element Check Student Information and element Update Book Status are the peer-peer
relationship. There are totally three relationships between
these three SS-BM elements. The SS-BM elements Borrow Books and Check Student Information were mapped to
requirements item 1.1. Student can borrow books and
1.1.1. Check the inputted student information respectively.
The SS-BM element Update Book Status was not mapped
to any requirements item. In other words, there is only one
relationship between the requirements items that the three
SS-BM elements were mapped to. The relationship between requirements items 1.1. Student can borrow books
and 1.1.1. Check the inputted student information is a
parent – child relationship, which complied with the
relationship of the related SS-BM elements in the SS-BM.
In these three SS-BM elements, the HCST equals 33%
(1/3).

Figure 4. New Library Management System Requirements
List
5.2 Quality Indicator
After the elicitation process, the problems in the requirements list can be discovered. We created three
measurable quality indicators to summarize the quality of
the requirements list in numerical order. The three quality
indicators are Correctness, Completeness and Hierarchical
Consistency indicators.
- Correctness (CO): The proportion of requirement items
that were mapped into SS-BM elements represents the
correctness of the requirements list. The Correctness
Checking result can be reflected by this indicator.
CO =

In the whole case study: HCST = 7/13 = 54%

# {requirements items that are mapped into the
SS-BM elements}
# {requirements items}

6 Conclusion
In this paper, a method to elicit requirements from the
SS-BM is proposed. The SS-BM is derived from organizational model by implementing FELRE pattern language.
In the end, the quality indicators are used to estimate the
quality of the requirements elicited. We are working
towards automating certain steps in the proposed approach.

Based on the case study, there are eleven requirements
items of which, the ten are mapped to the SS-BM elements.
Hence, CO = 10/11 = 91%
- Completeness (CP): The proportion of SS-BM elements
that are mapped to the requirements items represent the
completeness of the requirements list. The Completeness
Checking result can be reflected by this indicator.
CP =

# {hierarchical relationships in SS-BM not conflicting with the hierarchical relationships in requirements list}
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# {SS-BM elements that are mapped onto the
requirements items}
# {SS-BM elements}

In the case study, there are twelve SS-BM elements. The
Update Book Status is not mapped to any requirements
items and the Manage E-Books is mapped to two requirements items. Hence, the CP = 10/12 = 83%
- Hierarchical Consistency (HCST): Two types of hierarchical relationships are used to describe the relationships
between two SS-BM elements or between two requirements items. They are parent–child relationship and peer –
peer relationship. The proportion of hierarchical relation-
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systems projects were made; nonetheless, those attempts
we have studied did not concern themselves with the
extending and applying of some UML resources, such as
the use-case diagram, which is mainly employed for
requirements collecting and analyzing, which is an
essential phase for the achievement of a good system
project. Thus, we are developing a UML profile for the
specific project of intelligent tutoring systems, though we
believe it may be applied upon any multi-agent system
project, to further which end we started by adapting the
use-case diagram.

Abstract
This paper describes a proposal for the creation of a
UML profile oriented to the requirements collecting and
analyzing for the multi-agent systems project. By means
of this profile we intend to model reactive and cognitive
agents, as well as actions, perceptions, goals and plans
for those agents in a collecting and analysing
requirements level. At a first moment this profile was
created to be applied to the intelligent tutoring systems
project, though we believe it might be applied to multiagent systems projects oriented to other dominions as
well. In this paper we shall describe the proposed profile
as well as its application on the modeling of the MCOE
intelligent tutoring system.

2. UML, Metamodels and Profiles
According to [2], the UML is a visual language for
specifying, constructing, and documenting the artifacts of
systems. It is a general-purpose modeling language that
can be applied to all application domains.
The UML specification is defined by using a metamodeling approach that adapts formal specification
techniques. When meta-modeling, we initially establish a
distinction between meta-models and models. A model
typically contains model elements. These are created by
instantiating model elements from a meta-model. The
typical role of a meta-model is that of defining the
semantics for the way model elements within a model get
instantiated.
A Profile is a kind of Package that extends a reference
meta-model. The primary extension construct is the
Stereotype, which is defined as part of the Profiles. A
profile introduces several constraints, or restrictions, on
ordinary meta-modeling through the use of the
metaclasses defined in this package. A profile allows for
the creation of "dialects" from UML in order to adequate
it to certain dominions and/or technologies.

1. Introduction
In the area of Artificial Intelligence, the employment
of intelligent agents as auxiliary aids to software applied
to the most diverse dominions is being spread out. This
practice has shown to be a good alternative for the
development of complex systems, fostering a great
increase of agent-supported software development in the
several areas, one of those the intelligent tutoring
systems, in which agents are also employed as
pedagogical agents.
However, the development of this kind of system has
presented new challenges to the software engineering
area and this led to the surfacing of a new sub-area,
blending together concepts brought over from both the
software engineering and artificial intelligence areas,
which is known as the AOSE - Agent-Oriented Software
Engineering, whose goal is that of proposing methods
and languages for projecting and modeling agentsupported software.
Despite many AOSE methods having been created for
multi-agent systems projects, [1] states that these are not
totally adequate for the modeling of intelligent tutoring
systems. Likewise, some attempts to adapt and extend
UML (Unified Modeling Language) to the multi-agent

3. UML-Derived Languages
Some attempts have already been tried to adapt UML
for the project of multi-agent systems, though nothing
specific for the project of intelligent tutoring systems.
One of the first attempts was the AUML language [3].
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Besides that, other languages, like AML [4], AORML [5]
and MAS-ML [6] were also proposed.
However, neither of the above focus the matter of
requirements collecting and analyzing nor on its
modeling by means of the UML use cases diagram; and
no attempt was found in those languages to extend the
metaclasses employed in that diagram for applying them
on the multi-agent systems project.
Among the existing AOSE methodologies Tropos [7]
is one of the best oriented to the requirements collecting
and analyzing, but it uses a notation completely different
from that of UML. The advantage in adapting and
applying UML for the modeling of multi-agent systems is
the wide acceptance of this language and that most of
professionals in the software engineering field can
understand it, something that makes easier its application
in most dominions. Although the work of [8] proposes six
UML views partially-based on Tropos, none of those
represents requirements or applies the use case diagram.

However, most of the times, the software agents are
not external to the software, rather they customarily are
inserted in the system environment and, as they are
independent, proactive, and able to interact with the
software according to their goals, these should be
represented as actors. So, as states [10], it is necessary to
adapt this concept, considering that agents can be internal
to the system, that is, an agent can be a part of the subject
and, therefore, if we are to represent agents (their roles)
as actors, said actors should be internally represented
within the system's borders, for they belong to the
software.
The representation of agents/roles as UML actors can
also be seen in [11], in which agents represent active
objects and are modeled within the system as rectangleheaded actors. However [10] only suggests that the
concept of actor should be adapted and [11] did not
created a UML profile for agents. In our work we
explicitly created and derived new metaclasses from the
original metaclasses endeavoring for the former to allow
an adequate requirements modeling in MAS.
However, according to [2], it is not possible to take
away any of the constraints that were applied to a
metamodel such as UML when using a profile. Thus,
instead of extending the Actor metaclass, we created a
new metaclass derived from the same metaclass as the
Actor metaclass had been, as can be seen in figure 1,
creating the Agent/Role_Actor Metaclass. In this new
metaclass we copied all the characteristics of the Actor
metaclass, including the same symbol, suppressing only
the constraint that an actor needs must be external to the
system. And, from this new metaclass we derived the
Reactive Agent/Role and Cognitive Agent/Role
metaclasses.
As can be observed, we applied the stereotype
"stereotype" in both metaclasses, which means that these
metaclasses will be applied as stereotypes on agent/role
actors while attributing them special characteristics, for
said agent/role actors shall be utilized within specific
domains to represent cognitive and reactive agents/roles.
We opted for creating two stereotypes so as to establish a
difference between reactive and cognitive agents,
considering that either group presents different
characteristics.
According to [9], a use case is the specification of a
set of actions performed by a system, which yields an
observable result that typically affords some value for
one or more actors. Each use case specifies some
behavior that the subject can perform in collaboration
with one or more actors. Use cases can be used both for
specification of the (external) requirements on a subject
and for the specification of the functionality offered by a
subject. Moreover, the use cases also state the
requirements the specified subject poses on its
environment by defining how they should interact with
the subject so that it will be able to perform its services.
Thus, with the objective of adapting the use cases
concept to the MAS modeling, in the same fashion as we
proceeded with the metaclass, Agent/Role_Actor, we
derived a new metaclass departing from the same
metaclass as the UseCase
metaclass, called
“InternalUseCase” and then we created the same

4. The Proposed UML Profile
Considering that UML is a standard modeling
language broadly accepted and understood in the software
engineering area, that multi-agent systems own their
proper characteristics, and that very few of works
applying UML into a multi-agent systems project did care
to focus the matter of requirements collecting and
analyzing, we decided on creating a UML profile in
which we extend the metaclasses employed by the usecase diagram, thus creating stereotypes prepared to
identify the particular functionalities of this kind of
system, as can be seen in the figure 1. For reasons of
space we opted to divide the profile in two Figures.

To develop this section of the profile, we began by
using the original metaclass, Actor. According to [9], the
Actor metaclass represents a type of role played by an
entity that interacts with the subject, but which is external
to the subject. Actors may represent roles played by
human users, external hardware, or other subjects. An
actor does not necessarily represent a specific physical
entity but merely a particular facet (i.e., "role") of some
entity that is relevant to the specification of its associated
use cases. Thus, a single physical instance may play the
role of several different actors and, conversely, a given
actor may be played by multiple different instances.
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relationships with the Classifier metaclass for this new
metaclass as those belonging to the UseCase metaclass,
as can be seen in the Figure 2, that represents the second
part of our profile. We made it that way because we
intended to represent goals, plans, actions and perceptions
as use cases, but the semantics of the UseCase Metaclass
says
that
use
cases
represent
external
requirements, therefore, to adapt this concept to the multi
agent systems modeling we created a similar
metaclass, all the while we modified its semantics to
represent internal requirements.

reached during the execution of the extended use case,
then all of the appropriate behavior fragments of the
extending use case will also be executed. If the condition
is false, the extension will not occur.
Because a plan only will be triggered after some
particular condition be satisfied, we decided on extending
the metaclass, Plan, from the metaclass, Extend, and
associated the former to the metaclass, Goal, by means
of a composite association, whose multiplicity informs
that a Goal may have at least an associated Plan, although
it can have many such associations; however, a single
Plan can only be associated to a single Goal.
Finally, we derived the metaclass, Plan Extension
Point from the metaclass, Extension Point. According to
[9] an extension point identifies a point in the behavior of
a use case where that behavior can be extended by the
behavior of some other (extending) use case, as specified
by an extend relationship. We derived this last metaclass
only to set up a difference between Plan Extension Points
and normal Extension Points; nonetheless, this also can
serve to render explicit the condition for a plan to be
executed.
An example on how to apply this profile will be
presented in the next session in which the MCOE System
will be modeled.

Naturally, all Internal use cases are internal to the
system and can be neither used nor seen by human users.
From the InternalUseCase metaclass, we extended some
metaclasses to attribute special characteristics to internal
use cases; these extended metaclasses will be employed
as stereotypes. Thusly, we created the metaclasses,
Perception and Action, to model internal use cases that
contained the necessary steps for an agent to perceive or
do something, a procedure also suggested by [10] to be
applied in normal use cases, though as stated before in
[9], these refer to the external requirements, not to the
internal ones.
A third metaclass was derived from the metaclass,
InternalUseCase, to represent Goals. A internal use case
employing the stereotype, Goal, shall contain a
description of a desire to be attained by an agent and the
possible conditions for that desire to become an intention.
A somewhat similar proposal for representing goals as
use cases can be seen in [11].
Besides using internal use cases, we went a
little further beyond the proposal presented by [11], when
we considered that, just like a goal represents a desire that
will not necessarily become an intention, the steps for its
execution should be detailed in other or others internal
use cases; in the situation of a internal use case
employing the stereotype, Goal, we shall only detail those
perceptions and conditions necessary for that goal to
become an intention. Considering a goal might
eventually have more than a plan and that this or these
plans will only be accomplished within certain
conditions, we decided on deriving still another
metaclass, Plan, from the metaclass, Extend.
According to [9] an Extend represents a relationship
from an extending use case to an extended use case that
specifies how and when the behavior defined in the
extending use case can be inserted into the behavior
defined in the extended use case. If the condition of the
extension is true at the time the first extension point is

5. The MCOE (Multi-agent
Environment) System

CO-operative

The MCOE [12] architecture is composed by a hybrid
society of agents that work together to achieve a common
goal: to fight against the pollution and to maintain the
system equilibrium of a lake. Here we have reactive
agents (microorganisms, plants and fish) and cognitive
agents (the Tutor agent, and students agents represented
within the system by the characters, Mother Nature,
Mayor, Fisherman and Tourist).
The tutor receives information about each student
model. Such information is composed by the mental
states of each student, the students' actions, and the
environment sensors. The sensors pick up information
about energy levels checked by the control. The Tutor
uses such information to select a specific strategy with
the associated pedagogic tactic. The students' mental
states and their actions are the perceptions that the Tutor
receives from the environment.
The tutor Agent has only one intention, that is, to aid
the student into maintaining an adequate energy level in
the environment. It believes that it may aid by sending
messages to the students. The contents of these messages
will depend on the strategy adopted by the tutor at the
moment.
When there is only one desire, this desire is the only
candidate for an intention. It will be adopted as an
intention if the tutor believes that there is a sequence of
actions that the students can execute. At this moment, the
tutor depends on its knowledge on the student's mental
states in order to decide what to do. Since it does not have
(yet) this knowledge, it then waits. The tutor inserts in its
beliefs, which triggers and makes itself to reconsider its
options when interaction occurs.

30

Once the Tutor has achieved that intention, it uses its
beliefs about the environment on how to fight against
pollution in said environment, on how to advise the
students in order to help them to control the environment,
and so on.
The MCOE system already exists for some years, we
are modeling systems developed before by the group,
after finding limitations into modeling them with the
available resources in that time, thus we are applying the
profile developed in prior systems as a basis to our study.
The students were modeled as normal actors, like
human users playing the game and taking up role
characters, but they remain external to the system. Each
character can perform different functions, meant to
increase or to decrease the energy level within the lake.
When a student takes up the character of Mother Nature,
he/she can speed up biodegradation, add water plants,
change the lake's bottom, or shine extra sunlight on it; in
the event s[he] takes up the Mayor role, s[he] can add
trash bins, forbid unwanted activities, apply fines, or
withdraw fishing permits.
Due to the variety of functions, we decided to
represent the student as a normal actor and attribute to
him the "Choose Character" funcionality (a normal usecase), by which the student can pick the character he will
impersonate. Considering that all other functionalities
depend on the chosen character, we derived sub-actors
from the student actor to represent each of the characters
and to attribute to each sub-actor normal use cases
representing the functionalities each character can require
from the system, as can be seen in Figure 3, showing an
excerpt of the use case diagram that focus on this
modelling.

energy level presented within the lake. For example, the
reactive agent, Fish, can reproduce itself, feed, move,
wither, or die. When the energy level is high (a precondition for the internal use case) then the Fish can
execute the first three actions, but as the energy level
decreases, they can no longer reproduce, feed, or even
move and will begin to wither and, if the energy lowers,
they will die. Figure 4 presents this aspect of the use
cases diagram.

Finally, we went on to the modeling of the cognitive
agent, Tutor. This agent was represented as an agent/role
actor with the stereotype, "Cognitive Agent/Role", and
then placed inside the system. The agent, Tutor, must be
able to perceive the students' mental states, to perceive
the students' actions, and to probe the environment.
Through this set of perceptions, the agent can determine
the energy level contained in the environment (ecometer)
and decide whether the goal (desire) manifested by the
user to help into maintaining the energy level can become
an intention and thereby trigger the plan which was
associated to it.
Each of the perceptions describe above was
represented as an internal use case by means of the
stereotype, "Perception", as can be observed in Figure 5.
The goal of aiding into the maintenance of the energy
level and the plan designed to help the student were
equally modelled as internal use cases with the
employment of the stereotypes, "Goal", and, "Plan".
Observe that those perceptions are associated to the
goal by inclusion associations. An inclusion association
determines that the behavior of the use case therein
included should mandatorily be executed by the use case
it includes. As can be seen in the figure 2, the Include
metaclass is associated with the Internal Use Case
metaclass in the same way as occurs to the Use Case
metaclass. These inclusions are necessary to determine
whether there is a real need for triggering the plan, "Help
the Student"; it is necessary to verify the students' mental
states as well as to perceive which are the student's
actions and to survey the environment to find out the
energy level on the lake. The plan to aid the student will
only be carried out when the ecometer shows the energy
level is below the ideal. Notice that a "Plan extension
point" was included within the internal use case along
with the stereotype, Goal, and this determines in which
moment and conditions the plan to aid the student can be
carried out.

The reactive agents (fish, plants, and microorganisms) were modelled like agent/role actors
employing the stereotype, "Reactive Agent/Role", and
these actors were inserted inside the system, instead of
the normal actors. The reactive agents are designed to
execute determinate actions (represented by internal use
cases employing the stereotype, Action), according to the
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Student-Desire, Action-Student and Environment are
instances of classes defined by a class diagram named,
"Student Knowledge Diagram", in which are stored, the
mental states presented by the students, as well as data on
the characters, the actions performed by such characters,
and how much these actions can modify the lake's energy,
plus those actions actually performed by each student and
the level of energy contained in the environment, as can
be seen in Figure 7.
Other than in previous approaches presented in this
paper, the profile we are developing did not extend yet
the metaclasses employed by either the class diagram or
the sequence diagram, therefore all the classes and
objects herein shown are normal ones.
Back to Figure 6, this diagram includes the Agent
Tutor's perceptions, for these have been included into the
Goal internal use case; thus, the Tutor must primarily
needs perceiving the students' mental states, that is, their
beliefs and desires. Thus the tutor enters a loop to retrieve
all the students' beliefs and, soon after that, it enters a
second loop to recover every desire expressed by the
students. These loops are represented by loop-type
composite fragments.
The behaviour of a use case can be detailed into other
diagrams, like the sequence diagram. Therefore, as can be
seen in the Figure 6, we detailed the internal use case
Goal, "Aid in the Maintenance of Energy Level",
employing one of these diagrams.

Next the tutor passes on to the second perception, in
which becomes necessary for it to notice which are the
actions performed by the students. Therefore, a third loop
is executed to recover each action performed by the users.
The last perception necessary is that of probing the
environment so as to retrieve the lake's energy level, a
task performed by triggering the method, getEcometer.
Finally we represented the Tutor's decision to trigger
the plan, "Help the Student", by means of an Opt-type
composite fragment, which represents an option whose
contents will only be executed after some condition be
satisfied. In this case, the condition is determined by the
lake's energy level; whenever the ecometer shows a
reading below the ideal one, the plan, "Help the Student",
shall be executed. This plan is only referenced, as its
detailing is presented into another sequence diagram, as
shows Figure 8.
Here we represented once more the Tutor as an
agent/role actor and the Student as a normal actor, while
the objects were instantiated from the Tutor Knowledge
Diagram, which is a class diagram whose function is that
of storing beliefs, desires, and intentions, as well as the
pedagogical strategies and tactics employed by the tutor,
as can be seen in Figure 9.
Going back to Figure 8, the plan, "Help the Student",
consists primarily into selecting a strategy followed by
the selection of pedagogical tactics. These choices are
based upon prior perceptions. Depending on the strategy
and tactics chosen by the student and on the character

In this diagram we maintained the representation of
the Agent, Tutor, as an agent/role actor. Actually this
actor is an instance of the actor represented in the use
cases diagram, just like the objects, Student-Belief,
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they decided to impersonate, the Tutor determines which
message it is to send to the student in order to help him to
improve the lake's energy level. Afterwards, the tutor
registers the strategy and the tactics chosen in a historical
repository so as to know which strategies and tactics have
already been attempted.

Although this profile has been developed for the
intelligent tutoring systems modelling, namely for the
modelling of the requirements on these systems, we
believe it might be applied to other multi-agent systems
projects oriented to other dominions.
Finally, we believe this profile can be adapted without
difficulty to most UML already existing extensions
created for the MultiAgent Systems projects and, since
the studied extensons did not focus on the question of the
applicability of the use cases diagram for requirements
analyzing, we believe this profile can contribute to
enhance them.
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Abstract
Towards the design of successful Data Warehouse
(DW) system, the requirements analysis specifications are
used as the prime input for the conceptual level
multidimensional data model. This paper proposed a
Business Object based requirements analysis framework
for DW system. Besides detail analysis of analytical
requirements, the framework also provides mapping
facility of requirements specifications into high level
design components of graph semantic based object
oriented multidimensional data model, using either
Demand-driven or Mixed-driven approach for DW
requirements analysis.
Keywords: Requirements analysis, Business objects,
Conceptual Model, Data Warehouses.

1. Introduction
Data Warehouse (DW) and On Line Analytical
Processing (OLAP) in conjunction with multidimensional
database are typically used for complex, online and
multidimensional analysis of data. DW projects are longterm projects. Thus the requirement analysis plays a key
role within DW system development to reduce the risk of
failure. Several studies [1, 2] indicate that improper
analysis of user requirements or avoidance of
requirements analysis phase leads to unsuccessful design
of DW System. The primary deliverables of the DW
requirement analysis phase is to identify the parameters
towards building the conceptual level multidimensional
data model schemata in design phase. Indeed, the
approaches to DW requirements analysis are usually
classified in three categories:
(a) Supply-driven / Data-driven: In these approaches [3,
4] the DW design starts from a detailed analysis of the
operational data sources only.
(b) Demand-driven: These approaches [1, 5, 6] start from
determining the information requirements of business
users or stakeholders. In this case, conceptual level
multidimensional data model design can be directly based
on mapping of user requirements.
(c) Mixed-Driven (Supply/Demand): In these approaches
[5, 7, 8] user requirements analysis and operational data
sources inspection are carried out in parallel. The Supplydriven and mixed framework is recommended when
source schemata are well known.
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Majority of these approaches does not addressed the
mapping from requirements model to high level
conceptual design. In [5] goal oriented approaches has
been described to support both demand driven and mixed
driven approaches. It comprehensively support early
requirements analysis phase for DW system and provides
a mechanism to map the requirements into the conceptual
model.
In this paper, a Common Business Objects [9] based
requirement analysis framework for DW system has been
proposed, which consists of three phases, namely, (i)
Early Requirements Analysis Phase, (ii) Detailed
Requirements Analysis Phase and (iii) Mapping Phase.
The first phase allows for modeling and analyzing the
contextual setting of the business domain, in which the
DW will operate. In detailed requirements analysis phase,
the early requirements specifications are refined with the
structural, functional and nonfunctional features of the
domain. The refinement process is largely influenced by
the concepts of Feature Oriented Domain Analysis
(FODA) [11]. The mapping phase is used to map the DW
requirement specifications to Graph Object Oriented
Multidimensional Data (GOOMD) model [10]. The
framework supports both demand-driven and mixed
driven requirements analysis approaches for DW system.

2. GOOMD Model with Example
In this section we will summarize the basic concepts of
GOOMD model [10]. The GOOMD model is a
comprehensive object oriented model of a DW. It allows
the entire multidimensional database to be viewed as a
Graph (V, E) in layered organization. At the lowest layer,
each vertex represents an occurrence of an attribute or
measure. A set of vertices semantically related is grouped
together to construct an Elementary Semantic Group
(ESG). On next, several related ESGs are group together
to form a Contextual Semantic Group (CSG) – the next
upper layer constructs to represent any context of business
analysis. A set of vertices those determine the other
vertices of the CSG, is called Determinant Vertices. This
layered structure may be further organized by
combination of two or more CSGs as well as ESGs to
represent next upper level layers. From the topmost layer
the entire database appears to be a graph with CSGs as
vertices and edges between CSGs. Dimensional Semantic
Group (DSG) is a type of CSG to represent a dimension

member. Fact Semantic Group (FSG) is a type of CSG to
represent a fact and is an inheritance of all related DSGs
and a set of ESG defined on measures. In order to
materialize the Cube, one must ascribe values to various
measures along all dimensions and can be created from
FSG. Two types of edges have been used in GOOMD
model, (i) Link: directed edges to represent the one – to –
many associations between different CSGs and (ii)
Association: undirected edges between constituent ESGs
and determinant ESGs to represent the association within
the members of any CSG.
Let consider an example, based on Sales Application
with sales Amount as measure and with four dimensions –
Customer, Model, Time and Location. Model, Time and
Location dimensions have upper level hierarchies say
Product, QTR and Region respectively. The schema from
the topmost layer has shown in Fig 1.

(c) Process BO: This is a specialized form of BO that
describes a business process or workflow. It is comprised
of Entity BOs, interactions and business events.
(d) Event BO: This is a specialized form of BO that
describes a business event, which result from interactions
between entity BOs in the context of a process BO.
Besides these taxonomies, DW context require some
new taxonomies to be introduced and are as follows,
(a) Measure Attribute: This is an attribute that describes
a quantitative aspect of business process that is relevant
for decision making.
(b) Fact BO: This is a specialized form of Process BO to
capture the concept of subject of analysis specific to some
business process.
(c) Dimension BO: This is a specialized form of Entity
BO to capture the concept of parameters over which the
Fact BO will be analyzed.
The graphical notations for above taxonomies have been
summarized in Table – 1.
Table-1: Graphical Notations for BO based Requirements
analysis Framework
Taxonomy
Graphical Notation
Entity BO
Process BO
Event BO
Measure Attribute

ESG
DSG
Determinant ESG
Edges
Directed Edges
Fig 1: Schema for Sales Application in GOOMD Model

Fact BO

F

Dimension BO

D

Encapsulation
Inheritance

3.Proposed Requirements Analysis Framework

Collaboration

The core of the proposed requirements analysis
framework for DW system is Business Object Model. A
business object (BO) is a conceptual object that can
directly describe and represent a business concept with a
well-defined boundary and identity [9]. In the context of
DW system, Business Object Modeling is an abstraction
technique that consists of identifying the set of concepts
and their contexts belong to some business domain, and
representing its essential features for analytical purpose.
Business Object Model is comprised of set of BOs to
characterize the set of processes and activities of that
specific business. The part of business object model
taxonomies [9], relevant to DW system requirements
analysis are as follows,
(a) Business Object (BO): This is an abstraction that
describes a concept of interest in the business and capable
of being specialized through inheritance mechanism.
(b) Entity BO: This is a specialize form of BO that
describes basic business concepts those are engaged in the
conduct of business processes.

Interaction Relation
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3.1 Early Requirements Analysis Phase
The focus of early requirements analysis phase is to
identify the business processes, different stakeholders, the
interactions and collaborations between them, and the
events relevant for analytical task with high level of
abstraction. This phase is also the basis to identify the
possible analytical requirements of decision maker or
other stakeholders using business process driven
approach. The phase consists of five steps as follows,
(a) Identification of Process BOs, Entity BOs and
interactions: This step is to represent the relevant
business processes with their context, related stakeholders
and interactions between them. The business processes
and stakeholders can be represented in the proposed
framework using Process BO and Entity BO respectively.
Interactions can be represented between Process BOs and
Entity BOs. The step will result Interactions Diagram for
each Process BO.

Event BOs is important to understand the rationale for
recording the process BO instances in the DW system for
the analytical task.

Payment Received

Retail Manager

Deliver Product
Handle Order

3.2 Detailed Requirements Analysis Phase

Sales
Place Order

Receive
Product

The focus of detailed requirements analysis phase is to
refine the Fact BOs and related Dimension BOs to satisfy
the analytical requirements of decision makers or other
stakeholders. This phase is also capable to implement the
Supply-Driven part to our framework. This phase consists
of three steps as follows,

Payment

Customer

Fig 2: Interaction Diagram
Retail Manager

F Sales

Sales
Supplier

Payee

(a)
Payer

Payment
Processing

Client

F

Payment
Processing

Customer

Retail Manager

Structural
Feature

Reciept No.

Nonfunctional
Feature

Functional
Feature

Deliver Product

Supplier

Handle Order

Invoice No.

Place Order

Sales

Receive
Product

Amount

Project

Construct
Aggregate

Date
Day

Place Order

Client

OrderNo.

Type

Load
Select

Month Year

Construct() Invokes when Order Processed Event BO Occurred

(b)

Aggregation() can be performed on Amount Feature by grouping Date or
Type or Both

Customer

Fig 3: (a) Collaboration Diagram, (b) Collaboration
Interaction Network for Supplier / Client Collaboration

Load() Invokes when Full Payment Received Event BO Occurred

For example in a Retail Organization one important
business process is Sales with two stakeholders namely,
Retail Manager and Customer. The related Interaction
Diagram has been shown in Fig. 2.
(b) Identification of collaborations between Entity BOs:
In this step the collaborations are identified between
Entity BOs in the context of some specific Process BO.
Collaborations are occurred based on some specific roles
played by participant Entity BOs. This step will result
Collaboration Diagram. Further, for a specific
collaboration we can devise the Collaboration Interaction
Network The related diagrams for Retail Organization
example are represented in Fig 3.
(c) Identification of Measure Attributes: Measure
attributes related to each Process BO of interest are
identified in this step. This step is the basis of Fact BO
construction. Each Process BO relevant to analytical task
can be specialized into a Fact BO by encapsulating the
related measure attributes.
(d) Identification of Dimension Objects: In this step
Entity BOs other than representing stakeholders are
identified in the context of some specific Process BO. The
set of Entity BOs identified in this step are in general
captured the parameters over which the measure attributes
are dependent and can be analyzed further.
(e) Identification of Event Objects: In this step the Event
Objects are identified in the context of some specific
Process BO and related Entity BOs. Identification of
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Mandatory
Feature

Optional
Feature

Alternative
Feature

Composition Rule Specification

Fig 4: Feature Tree for the Process BO Payment Processing

(a) Refinement of Fact BOs: This step consists of two
levels. In the first level, Process BOs are refined as
possible collection of related sub Process BOs. The
Interaction Diagram concerned to the specific Process BO
acquired from earlier phase is extended accordingly.
In the second level each refined Process BO can be
further refined by adding the domain level feature like
structural, functional and nonfunctional along with the
constraint specifications. The features of some Process
BO can be represented using Feature Tree Diagram. The
feature tree exhibits the set of features using which the
related Fact BO can be associated with concerned
Dimension BOs for the formation of high level schema
for the DW system. Further the feature tree may be
accompanied with set of composition rules to express the
existing semantics between the subset of features. An
example Feature tree for the Process BO, Payment
Processing has been shown in Fig. 4.
(b) Refinement of Dimension BOs: The set of Dimension
BOs identified in the early requirements analysis phase
are refined in this step. The refinement process involves
two tasks. Firstly, the different levels of granularity
required for the multidimensional information are
identified for some specific business processes. This task
facilitates the vertical refinement of Dimension BOs and

focus on the creation of dimension hierarchy. In the
second task, the refined the set of Dimension BOs are
further refined using Feature Tree concept.
(c) Compare with Operational Schemas: This step is to
implement the Supply-Driven part to our framework. The
refined Process BOs and Dimension BOs resulted from
the last two steps can further be modified by comparing
with the existing operational schemas of the organization.
To perform this step a prior knowledge of detailed
analysis of operational schemas are required.

3.3 Mapping Phase
In this phase, the DW requirements specifications
achieved from the early and detailed requirements
analysis phase are mapped in the constructs and concepts
of GOOMD model described in Section 2. This phase
consists of two levels, namely, Early Mapping and
Detailed Mapping.
Early mapping can be done just after the early
requirements analysis phase for DW system. Each
identified Fact BO, related Dimension BOs and
encapsulated Measure Attributes will be mapped as Fact
Semantic Group (FSG, Dimension Semantic Group
(DSG)) and Elementary Semantic Group (ESG) for
measures respectively as described in GOOMD model
concept. On next, each DSG need to be connected with
the FSG using Link. The early mapping will yield the
topmost layer of the GOOMD model Schema which
exhibit high level abstraction.
In detailed mapping steps, firstly, the Dimension BOs
of different granularity related to each top level
Dimension BO are mapped as separate DSGs and are
connected using Link to form the dimension hierarchies.
On next, the basic structural features and identity from the
Feature Tree of each Dimension BO are mapped as ESG
and Determinant ESG respectively and are connected
using Association. This step will exhibit all the inner
layers of GOOMD model schema.

omitting this step the framework is fully compatible with
Demand-Driven DW requirements approach.

5. Conclusions
In this paper a Business Object based requirements
analysis framework of DW system has been proposed.
The framework is comprised of three phases namely,
Early
Requirements
Analysis
phase,
Detailed
Requirements Analysis phase and Mapping phase. We
have described several requirements modeling elements
like Fact BO, Dimension BO, Measure attributes,
Interaction Diagram, Collaboration Diagram, Interaction
Collaboration Network, Feature Tree etc. to express
different business concepts of the domain, relevant to DW
system. Finally the framework results the mapping of DW
requirements descriptions in high level design
components of conceptual level multidimensional data
model Moreover, the framework supports both demanddriven and mixed-driven approach.
Future work includes developing of a prototype tool in
the support of the proposed framework.
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Interaction failure – systems, as implemented,
which fail to satisfy the users.
x Expectation failure – systems that are unable to
meet stakeholders’ expectations.
RE addresses these issues more economically only
if the problems can be identified. Thus, a key premise
of applying SSM in RE is that holistic thinking would
provide improvements to all problem issues. However,
we are aware of no empirical studies that investigate
this basic tenet, nor the scope of its applicability. To
shorten this gap, we conducted an evaluation of
applying SSM to an organization’s RE practices. Our
goal was to explore what differences the use of SSM
made to RE.

Abstract
Soft systems methodology should offer substantial
benefits in managing expectations and requirements
for a software-intensive system, but the benefits have
not yet been examined empirically. This paper reports
an exploratory case study investigating the hypothesis
that “soft systems approach would identify all the
flaws in requirements practices and suggest
improvements suited to an organization’s context”. We
analyzed problematic requirements practices in an
ongoing software project, modeled potential changes,
and asked the project team to assess the
organizational fit of these changes. We conclude that
soft systems methodology could indeed uncover a
relatively complete set of flaws in requirements
engineering, but not all changes were necessary.

2. RE and SSM
The RE process is inherently “soft” since the needs
that drive requirements are embedded in the relevant
social, cultural, and organizational contexts [6].
Checkland’s SSM [2] favors human views of the
problem, and has been used to study system
characterized by the activities where the human
behavior is a key factor that determines the result
(satisfactory or not) of these activities, such as
requirements elicitation and validation.
At the heart of soft systems thinking is the principle
that whole entities exhibit emergent properties which
are meaningful only when attributed to the whole, not
to its parts [5]. Such a holistic view is particularly
useful for uncovering flaws in current RE practices
and enabling resolutions in an organized manner.
SSM involves users in software design [1], and [5]
demonstrates the usefulness of applying SSM in the
technical domain of designing software applications.
In contrast, we explore the possibility of applying SSM
in the soft domain of RE that identifies and
communicates the purpose and the context of a
software-intensive system.

1. Introduction
Software requirements engineering (RE) is a “soft”
human-centered activity concerned with identifying
and communicating the purpose of a softwareintensive system, and the context in which it will be
used [6]. Soft systems methodology (SSM) aims to
deal with “fuzzy” problem situations like RE, where
multiple stakeholders’ diverse objectives exist [2]. In
this context, requirements engineers must cooperate
with the users in understanding the problem situation;
however, users have yet to be fully empowered in
deciding process and requirements and engineers are
seen to deliver what is thought of as the users’
requirements with minimal reference to the users [1].
As a result, a large number of software projects failed.
For instance, [4] estimated system failure was between
25% and 90% due to the following generic issues:
x Correspondence failure – the delivered system
does not correspond to what was required.
x Process failure – a system is not forthcoming
within time or resource constraints.
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3. Study context
The subject in our study is a research organization
that specializes in scientific computing and
government service. It is located in Starkville,
Mississippi, and has approximately 50 employees as of
2009. To honor confidentiality agreements, we will
call it SrvU. SrvU’s mission is to plan and develop
software to assist scientific communities and
government agencies.
SrvU has a simple organizational structure where
the project coordinator and the head manage the
projects. The research scientists gather and analyze the
information of the projects. The database administrator
(DBA) manages the technological infrastructure and
acts as an intermediary between the clients and SrvU’s
project team. The programmers develop the software
system required for the project.
The case (unit of analysis) in our study is a traffic
and transportation project, whose goal is to provide
software support for analyzing and reporting daily
activities the customer collects. Key project features
include information visualization and predictive road
traffic modeling. The project experienced failures in
the past, mainly because the delivered product had not
satisfied the user requirements. For this reason, the
software has been redone several times and is currently
within a new development cycle.

Figure 1. Adapted SSM stages
We tested our central hypothesis primarily via two
evaluations, both of which were intentionally carried
out in the “real world” (see Figure 1).
x Objective assessment. We used the four generic
failure types [4] (correspondence, process,
interaction, and expectation) as a baseline to
check whether SSM’s holistic thinking would
identify a relatively complete set of RE flaws.
This was done at stage 1 of Figure 1.
x Subjective assessment. We used questionnaires
and semi-structured interviews to check
whether SSM’s conceptual modeling would
generate RE improvements suitable for SrvU.
This was done at stage 4 of Figure 1.
In our study, the data was collected mainly by
means of interviews and questionnaires which
involved project coordinator, DBA, and programmer.
Note that we took the actual project duration into
account when collecting data because some
experiences and answers were only obvious in
hindsight. In our evaluation, we used qualitative
methods [7] to analyze the collected data. Qualitative
research seeks to make sense of the way themes and
meanings emerged and patterned in the data records
built up from interviews and questionnaires. It is
particularly suitable in our study since our collected
data consisted of records of observation and interaction
that were complex and contextualized.

4. Methodology
We used an exploratory case study [8] as the basis
for our research design. In our case, we were
particularly interested in understanding how the use of
SSM would affect the RE process.
We derived a central hypothesis to guide our study
design: “SSM would find all the RE flaws and suggest
improvements suitable for SrvU’s context.” To
investigate this, we adapted Checkland’s conventional
model [2] to a more appropriate 4-stage SSM, as
suggested in [5]. Figure 1 shows the adapted SSM
stages.
Stage 1 examined SrvU’s current RE practices.
Stage 2 formulated root definitions via the mnemonic
CATWOE, one of the best known SSM tools, used to
define the Customers, Actors, Transformation,
Weltanschauung (the worldview), Ownership, and
Environmental constraints [2]. Stage 3 built conceptual
models and identified potential organizational changes.
Stage 4 allowed the stakeholders to debate the
consequences of the proposed changes, so that the
culturally feasible improvements to SrvU’s RE
practices could be applied.

5. Results
5.1. Understanding current RE practices
One feature of the project under study is that an
intermediary user representative participated in
requirements meetings with SrvU’s project team. The
lack of communication with end users posed the risk
that the delivered system was unable to meet their
expectations [4]. SrvU’s DBA occasionally had to
guess the users’ requirements, which would cause
correspondence and interaction failures [4]. Every
team member was mandated to attend the weekly
meeting, coordinated by upper level personnel. This
could result in software engineers’ passive
participation in the project, thereby causing a loss of
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“meetings” and
“personal knowledge
and experience”
Meetings, modeling,
prototyping, etc.
It does not seem to be
necessary
Two responded “very
effective” & one
“somewhat effective”
“(Yes,) under contract”
& “(Yes,) in the initial
(project) proposal”
All responded “Yes”
Lightweight formats,
e.g., e-mails, feature list

Figure 2. Addressing flaws

Documentation

Role

motivations to some extent [3]. The lack of
requirements analyst’s skill set could contribute to the
process failure [4].
As a result, the holistic thinking indeed uncovered a
complete set of RE flaws, according to the baseline
failure types (correspondence, process, interaction, and
expectation) [4] employed in our study.

5.2. Conceptual modeling in soft systems world
We leveraged the CATWOE mnemonic [2] to
formulate the SSM’s root definition, a precise
description of the emergent properties of a system [5].
x Customers (C): users of the software project.
x Actors (A): SrvU’s project members.
x Transformation (T): producing a software
system fulfilling the users’ needs.
x Weltanschauung (W): project members whose
goals are to elicit, analyze, and validate
requirements so that the high-quality software
can be constructed and delivered.
x Ownership (O): SrvU.
x Environmental constraints (E): restrictions and
standards applied to the use of information and
technology framework used.
Teasing out CATWOE definitions provided a firm
conceptual basis for modeling potential changes that
SrvU might apply to improve its RE practices. We
grouped the changes into four areas:
x Communication. A more direct communication
with the users should adjust the expectations
more properly, and greatly reduce the DBA’s
guessing of what the users really want.
x Elicitation. The requirements should be
gathered using multiple elicitation techniques
[1], and reviewed by all stakeholders.
x Role. An explicit “requirements analyst” role
should be created to better coordinate project
meetings and to possibly replace the
intermediary user representative.
x Documentation. Both SrvU and customers
should agree on and maintain a formal
document for contractual purposes.

Positive

Current elicitation
techniques applied to
the project
Preference of other
elicitation techniques
Having a requirement
analyst role
Categorization of the
role of the current
intermediary user
Presence of
requirements
documentation
Is it useful?
Opinion about the
best way to document

Positive

All responded “more
than twice a week”
One said “twice a week”
& others “as needed”

Negative

Current time interval
comm. with the user
Ideal time interval
communication

Result

Positive

Answer

Elicitation

Question

Communication

Table 1. Summary of subjective evaluation
RE
Area

The above areas for improvements were modeled
by the first author of this paper. It is our belief that
these changes stemmed from the soft systems world
would overcome SrvU’s RE flaws in a culturally
feasible way. Figure 2 shows how the RE areas could
address different types of software failures [4].

5.3. Assessing changes
The suggested changes must be critically evaluated
before SrvU’s adoption. We designed a questionnaire
to guide our semi-structured interviews with SrvU’s
project coordinator, DBA, and programmer. Each of
the nine questions covered one area of the RE
improvements, as shown in Table 1. The three
interviews were conducted separately, ensuring noninterference with other team members’ opinions. Each
interview lasted approximately 20 minutes.
We analyzed interview transcripts and completed
questionnaires by coding (relating answer sections to
proper subject matters under testing) and categorizing
(classifying answers to be positive or negative) [7].
Table 1 summarizes the results. Note that SrvU’s
project members’ quotes are represented italic and
cited in double quotation marks (“ ”).
SrvU’s project team found changes in three areas to
be acceptable. In particular, “the communication with
the users should be as needed just to make sure they
are in the loop if we have questions.” Although
common elicitation techniques were meetings and
personal knowledge, the project team realized the
importance to incorporate other techniques like
prototyping and modeling. Proper documentation was
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crucial not only for contractual purposes, but also for
“keeping everyone on the same page.” In this regard,
lightweight formats like feature list were preferred.
To our surprise, the idea of setting up the
“requirements analyst” role was not appealing to SrvU.
According to some project members, SrvU enjoyed the
culture of small project teams, supported by their flat
organizational structure. They regarded the current
division of labor, especially with the intermediary user
representative, was effective. They were concerned
that adding another role would increase latency and
reduce the throughput of SrvU’s business processes.
Our work has provided SrvU much insight into
their RE practices. Although we cannot claim that our
results have had direct impacts on all SrvU’s RE
processes, we can claim to have initiated changes in
some areas. Already, SrvU has introduced rapid
prototyping to the project’s current iteration, and also
started exploring more flexible ways to document
system features.

and transportation project’s situational characteristics,
a threat to external validity [8]. Nevertheless, the
ongoing industrial-strength project, together with the
participation of software professionals, provided a firm
footing for applying SSM in RE. Finally, in terms of
reliability [8], we expect replications of our study to
offer results similar to ours. Of course, the experience
of SSM modelers may differ, but the underlying trends
and implications should remain unchanged.

7. Conclusions
This case study was set up to investigate the role of
SSM in understanding RE practices. To that end, we
discussed some fundamental aspects of soft systems
approach in relation to RE. We then studied a sociotechnical software system developed by a research
organization. We found that SSM’s holistic thinking
could indeed identify a relatively complete set of RE
flaws. However, we were unable to confirm that all
SSM changes would fit in the organization’s context.
From our experience, we feel that SSM has a rich
value in scrutinizing and improving the humancentered RE activities. More in-depth empirical studies
are needed to lend strength to the preliminary findings
reported here. Our future work also includes helping
SrvU to select a proper set of requirements elicitation
techniques, analyze coordination patterns, and tackle
requirements prioritization and evolution problems.

6. Threats to validity
Several factors can affect the validity of our
exploratory case study. Construct validity concerns
establishing correct operational measures for the
concepts being studied [8]. The main constructs in our
case study are “SSM”, “all the RE flaws” and
“improvements suitable for SrvU’s context”. As for the
first construct, our 4-stage design, shown in Figure 1,
was in line with many SSM studies, e.g., [5]. As for
the second construct, we do not feel that using the
generic software failure types [4] as the baseline posed
a serious limitation. As for the third construct, due to
the lack of metrics for organizational fit, our best
measure came from the subjective opinions of SrvU’s
project members.
Regarding internal validity [8], a major limitation
of our study design is the SSM modeling skills and
experiences of the researcher, which compounds the
problem of experimenter bias [8]. We plan to address
the threat by involving multiple experts and
stakeholders in developing conceptual models.
Another likely confounding variable is the interview
data. Participants in our current study may have
omitted important facts when answering questions or
we may have misinterpreted the data. This threat was
mitigated by on-site ethnographic observation, as well
as applying pre-defined qualitative data analysis
methods (coding and categorizing) jointly by the two
authors of this paper.
The results of this study might not generalize
beyond SrvU’s organizational conditions and its traffic
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Software architectures are created based on software
requirements. Such requirements can be specified in
many different ways, such as natural language, models
(e.g., use case diagrams) or more formal approaches
(e.g., the User Requirement Notation) [2]. Natural
language requirements are widely used in practice and
often supported by tools (e.g., Rational Doors®)
because text can be used universally to convey
information and to communicate between different
stakeholders [3]. However, natural language
requirements that are used as direct input for software
architecting could be expressed in different ways, such
as full text, brief paragraphs or atomic requirements
(i.e., requirements which describe exactly one thing
and that cannot be refined any further [4]). Therefore,
this paper addresses the question of what textual
requirements format is considered appropriate as input
for an architecture process, from a practitioner’s point
of view. In detail, we are interested in two questions:
Question 1: Do practitioners prefer one type of textual
requirements specification over another?
Question 2: If the answer to the previous question is
positive, what type of specification is preferred by
practitioners?
Answering these questions is helpful for developing
practical and effective techniques, methods and tools
for transforming requirements into architectures.
To answer the above two questions, we present four
case studies with four software systems from literature.
For these systems, we created different types of textual
requirements specifications. Human experts from four
organizations were asked to evaluate the specifications
and to identify the requirements specification they
prefer as input for software architecting.
Textual requirements specifications have known
weaknesses (e.g., semantic vagueness, lack of
automated processing). Moreover, formal or graphical
requirements definitions are widely used in software
engineering. However, this paper focuses on textual

Abstract
Textual software requirements can be specified in
various ways. However, not all types of textual
specifications might be an appropriate starting point
for creating software architectures. Thus, this paper
investigates different formats of textual software
requirements and tries to identify a suitable input for
creating architectures. Case studies involving human
experts (practitioners) are performed to determine
what type of specification is preferred in the context of
software architectures. Four different software systems
are used; each system is described in a different
textual requirements format. Results show that not all
types of textual specifications are considered suitable
as input for the architecture process. Practitioners
found atomic requirements and requirements that
include design constraints as most appropriate. Thus,
the architecture process should start with a cohesive
set of individual requirements, rather than a plain,
high-level system description.

1. Introduction
Software architectures define the structure of a
software system. In the context of this paper, an
architecture is understood as a milestone in a software
development project created after specifying
requirements (and evolving as development
progresses), rather than an entity that starts evolving
when coding starts [1]. A good architecture is the
foundation for software systems that implement all
requirements within budget and at an acceptable level
of quality (e.g., with regard to performance,
maintainability, functionality). Moreover, software
architectures are the foundation for subsequent
development tasks, such as implementation, testing or
maintenance.
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specifications due to the following reasons: First,
textual requirements are often used in requirements
tools, such as Doors®. Second, textual requirements
are widely used in practice and supported by
requirements approaches, such as Volere, or in agile
methods which use story cards to “document”
requirements.
Third,
graphical
requirements
representations are often supplemented by textual
descriptions. Moreover, natural language text is often
the first way to document requirements and used to
express requirements graphically later on.
The rest of this paper is organized as follows:
Section 2 presents related work. Section 3 discusses the
case study setting. In Section 4, we present the results
of the study and a discussion. Limitations of our study
are outlined in Section 5. Section 6 concludes the paper
and presents future work.

requirements specifications. However, no relation to
software architectures was made.
Requirements specification methods from an
architecture perspective have been studied by Bass et
al. [10]. The study investigated five methods for
eliciting and specifying requirements, including
requirements specification using natural language
(other methods included use case analysis, Quality
Attribute Workshop [11], global analysis [12]).
According to the study, the benefit of natural language
requirements is that they are understandable by a
variety of stakeholders and therefore commonly used.
The study only analyzed natural language requirements
in general, rather than different types of specifying
natural language requirements.

3. Case study setting

2. Related work

This paper describes four case studies with four
different software systems. Eight participants
representing four software development organizations
were involved in the study. This allowed us to collect
stronger evidence and acquire a broader understanding
of the practical meaning of software requirements in
the context of architectures, compared to the
information we would get from a highly specialized
single participant. Our study had one unit of analysis:
the software requirements specification [13].

In recent years, research has been conducted on
relating software requirements and architectures [5];
however, we could not find any study that investigates
the impact of textual requirements specifications on the
architecture process.
Real-world influences on architectures have been
investigated by Mustapic et al. [6]. Influences include
reuse, legacy, technology, standards, the developing
organization and the development process. According
to the study, the development process, which includes
requirements specification, has been found as being not
a direct concern of architects [6].
Kral and Zemlicka investigated what strategy (e.g.,
data-orientation or object-orientation) for requirements
specifications should be used under what conditions
[7]. The study explored the impact of those strategies
on the architecture process and concluded that
strategies mainly impact the structure of requirements
specifications. However, how to specify requirements
from an architectural perspective was not investigated.
The impact of requirements specifications on
project success was studied by Knauss et al. [8]. Rather
than requirements specification types, this study
investigated the formal quality of requirements (i.e.,
verbalization rules, such as grammar, rules of
expression) and content-related requirements quality
(such as completeness or redundancy).
Condori-Fernandez et al. investigated requirements
specification approaches [9]. An empirical study was
presented to understand what aspects of requirements
specifications are evaluated and by which method. It
was found that understandability of requirements is the
most common aspect evaluated in software

3.1. Preparation of study
The flow of the study is outlined in Figure 1. The
first step for preparing the study was the design of the
questionnaire used for data collection throughout all
four case studies. Some questions were open-ended,
whereas other questions provided possible answers
with the choice to opt-out. The questionnaire was semistructured. It was initially prepared by one author and
reviewed by all authors. After test trials, reviews were
carried out. Due to space limitations, we exclude
details on the questionnaire.
The second step for preparing the study was creating
textual requirements specifications for the four
software systems (see Table 1). Each system was
described in a different requirements format. The
reason for having four different systems for four types
of specifications was that we tried to avoid a learning
effect when judging one specification after the other.
Also, all systems had similar degrees of complexity to
reduce the probability of participants preferring one
specification because of the different complexity of the
system described by this specification.
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information about the system. System 4 was described
using atomic requirements, i.e., requirements which
express only one thing. This type of requirements has
been presented in literature in the context of software
architecting [2].

'HVLJQTXHVWLRQQDLUH
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3.2. Evidence chain
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Participants of the study included eight experts from
four organizations. A pre-questionnaire ensured that all
participants had appropriate software engineering
knowledge, in particular in requirements engineering
and software architectures. Interestingly, the prequestionnaire also revealed that all participants
experienced problems with requirements and software
architectures in previous projects. Participants were
chosen from two academic organizations and two
industrial firms (for confidentiality reasons, we do not
include further details on the organizations).
Participants from academia had at least one year of
relevant industry experience.
All representatives from all four organizations
evaluated the requirements specifications of all four
systems. Participants were asked to evaluate the
specifications and to determine the specification they
preferred as starting point for architecting. We did not
ask participants to rank the appropriateness of a
specification. We wanted to simulate a real-world
setting where one requirements format has to be
chosen, rather than trying different formats.
To strengthen our understanding of textual
requirements specifications and their appropriateness
for software architecting, we also asked participants to
fill out a post-questionnaire. This allowed participants
to provide additional comments.
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Figure 1. Outline of study
The initial problem statements of all four systems
were taken from literature: System 1 in Table 1 is
based on Feather et al. [14], Systems 2 to 4 are based
on Shaw and Garlan [15]. We used these problem
statements as basis for creating the requirements
specifications in our study.
Table 1. Requirements descriptions
#

Description (case)

Textual requirements format

1

Meeting Scheduler
Mobile Robot System

One page plain text
Brief introductory paragraph +
list of design constraints
Brief description of system in
one paragraph
Atomic requirements

2
3
4

Keyword in Context
System
Cruise Control System

Table 1 includes four types of textual requirements
specifications. System 1 was described using one page
of plain text. This type of specification is widely used
especially in small software organizations with a low
software process maturity level. System 2 was
described using one brief paragraph introducing the
system, together with a list of design constraints. This
type of requirements specification is often used in
organizations which start architecting without a
dedicated software requirements engineering process
but consider the software as a highly evolving entity
throughout development. In our study, design
constraints for System 2 included issues such as
support for uncertainty in the Mobile Robot System.
This constraint is based on the circumstances of the
robot’s operation which must ensure that the robot can
act even with incomplete and unreliable information.
System 3 used a brief description of the system in one
paragraph. The motivation for this type of requirements
specification is that architecture decisions are often
considered as early decisions without detailed

4. Discussion of results
This section discusses the results of our four case
studies. This includes a discussion on the requirements
processes used in the organizations of participating
experts, and the relation of these processes to the
requirements specification chosen by representatives of
these organizations.

4.1. Quantitative analysis of results
It could have been expected that System 2 would be
preferred by experts as it included design constraints.
However, 50% of the experts (4 out of 8) chose System
2 and 50% chose the description with atomic
requirements (System 4) as starting point for software
architecting (note: there was always agreement between
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experts that came from the same organization, even
though
participants
individually
evaluated
specifications). This also means that there was 100%
agreement that the specifications of Systems 1 and 3
are not an appropriate input for software architecting.
To determine the degree of agreement between
study participants and to find out if this agreement was
beyond chance, we applied Fleiss’ kappa [16]. kappa is
a measure for the chance-corrected agreement between
participants, each of whom independently evaluated the
specifications. The results of this analysis are
summarized in Figure 2.1
Line

Output

1
2
3
4
5

Fleiss' (overall) kappa = 0.2381
kappa error = 0.0945
kappa C.I. (95%) = 0.1899 0.2863
Fair agreement
Reject null hypothesis: observed
agreement is not accidental

4.3. Case study 2: Mobile Robot System
In our study, participants considered non-functional
requirements as a critical factor in software
architecting. This has also been shown in other studies
[18, 19]. Participants stated that non-functional
requirements are difficult to map on architecture
elements. Moreover, it was stated that during software
architecting, many decision variables have to be taken
into consideration. Participants found that these
concerns were addressed by the requirements
specification of System 2, which emphasized design
constraints. Thus, this specification provided a kind of
“checklist” for critical success factors and focused on
what is needed and what is important in an architecture.
Moreover, according to some participants, System 2
allowed the use of design constraints as “keywords”,
e.g., for selecting architecture styles based on the
requirements specification.
Organizations 2 (large industrial organization) and 4
(small academic organization) had a less mature
software process, following generic development
practices. Interestingly, representatives from these two
organizations preferred the specification of System 2.
Case study 2 led to the observation that brief
summaries of design constraints can be a suitable input
for software architecting, preferred by software
development organizations with less mature processes.

Figure 2. Output of reliability analysis
The output of Figure 2 and the meaning of the lines
are explained in Table 2. Figure 2 (lines 4 and 5) shows
that the agreement is beyond chance. Thus, the results
of our study can be considered as fairly reliable.
Table 2. Explanation of the output in Figure 2
Line
1
2
3
4
5

Description
Fleiss kappa calculated based on [16]
kappa standard error
kappa confidence interval
Agreement based on kappa benchmarks proposed by
Landis and Koch [17]
z test (conclusion)

4.4. Case study 3: Keyword in Context System
The brief one-paragraph requirements specification
of System 3 was considered to be too short by many
participants. Thus, no expert chose this specification as
starting point for architecting. However, in general, this
is debatable as it could be argued that software
architectures include early design decisions which do
not require detailed knowledge about the system.
Case study 3 led to the observation that brief
descriptions of software systems are not an appropriate
input for software architecting.

4.2. Case study 1: Meeting Scheduler
As discussed in Section 4.1, System 1 was not
chosen by any participant or organization. According to
some participants, the one page plain text requirements
specification was too elaborate and contained too much
information that would not be necessary for software
architecting. However, this might depend on where
developers draw the line between architecting and
software design.
Case study 1 led to the observation that plain textual
specifications are not a suitable input for creating
software architectures.

4.5. Case study 4: Cruise Control System
Several participants stated that the requirements
specification of System 4 (atomic requirements) was
clear and easy to understand. Thus, it met many of the
classical requirements qualities (e.g., understandability,
feasibility) described in literature [8].
Organization 1 was a large industrial organization
which used the Volere requirements process in many
projects [4]. Volere describes each requirement on a
so-called Snow Card and prescribes a fit criterion for

1

For the analysis we used a Matlab package available at
http://www.mathworks.com/matlabcentral/fileexchange/15426.
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each requirement. Such a fit criterion helps tighten and
determine if a requirement is met. A fit criterion is
applied to individual requirements. Therefore, atomic
requirements are implicitly used by Volere. It is even
stated by Volere that requirements specifications for
design should contain detailed definitions of “nondecomposable” requirements. Thus, it is not surprising
that participants from Organization 1 found atomic
requirements as most appropriate for architecting.
Organization 3 was a medium-scale academic
organization. It followed an agile software
development process, utilizing mainly practices from
Extreme Programming (XP) [20]. Again, atomic
requirements were favored by this organization.
Atomic requirements are in line with user stories and
could easily be assigned to individual developers.
Case study 4 led to the observation that atomic
requirements are considered as an appropriate input for
software architecting, in particular by organizations
with mature development practices.

requirements, such as semantic vagueness, bad
readability or problems with automated processing.

5. Threats to the validity of the study
Internal and external validity as well as reliability
are critical issues in empirical studies.
Internal validity: We focused on the requirements
specification as the input for software architectures. We
assumed that the format of the requirements
specifications remains the same when requirements
change. This means, if requirements are added or
manipulated, they would be in the same format as the
original specification. However, the change process or
iterations were not a focus of our study.
External validity: We only used a small number of
case studies but each one was of reasonable size. Also,
due to the required expertise, only eight participants
were involved. However, it is not uncommon to have
this number of experts in studies that require special
expertise. This is similar to Hickey and Davis, who
used nine experts [21] or Liu et al. who used eight
experts [13] to investigate requirements elicitation or
requirements-architecture issues, respectively. Also,
some experts expressed the opinion and experience of
the team in the organization in which they develop
software and not only their own experience.
Reliability: In particular with a small number of
participants, the reliability of the study might be biased.
However, by applying kappa in Section 4.1, we tried to
determine that there was reasonable agreement beyond
chance.
Moreover, we acknowledge that some discussions in
Section 4 are subject to speculation (e.g., why do more
mature organizations prefer atomic requirements). We
believe that this is to be confirmed in further studies.

4.6. Summary of results
The results discussed in the previous section
provided answers to the questions stated in the
introduction: First, practitioners consider some
requirements specifications as less suitable as input for
the architecture process than others. Second, atomic
requirements and a summary of design constraints are
considered as most appropriate.
Case studies 2 and 4 raise the question why more
mature organizations chose atomic requirements,
whereas organization with less mature processes chose
specifications which focus on design constraints. One
reason could be that atomic requirements require a
disciplined process that only exists in mature
organizations. Moreover, atomic requirements might
allow better project control which again is a criterion
for mature development practices.
Our study could not conclusively answer why
atomic requirements where preferred by practitioners
or why requirements specifications were rejected.
However, some anecdotal evidence suggests that
benefits of atomic requirements stem from several
areas: First, atomic requirements can directly be related
to architecture elements (e.g., components, connectors)
and thus can be traced easier compared to non-atomic
requirements or free text which could spread across
architecture elements. Second, as suggested elsewhere,
atomic requirements can be replaced easier in
specifications compared to non-atomic requirements
[2]. Third, due to their semi-structured nature, atomic
requirements address weaknesses of textual

6. Conclusions and future work
This paper presented four case studies to investigate
textual requirements specifications in the context of
software architecting. It was found that practitioners do
not consider all textual descriptions as equally suitable
as input for software architecting. Moreover, atomic
requirements were considered as most appropriate, in
particular by more mature software development
organizations. Thus, before starting the architecture
process, proper requirements engineering should be
performed in order to specify requirements in a way
that supports the creation of architectures. In particular,
providing a list of atomic requirements combined with
a summary of high-level design constraints might be
very useful input for the architecting process. Using the
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evidence of our study is helpful for driving research
and practice in software requirements engineering and
software architectures as the right input for software
architectures can facilitate the transition between
requirements and architectures.
Our future work focuses on two areas. First, we plan
to include more organizations in the study in order to
get more statistically significant results. We hope to get
more solid findings to understand why participants
preferred the specifications they did, rather than
providing anecdotal evidence as included in Section 4.
Second, we plan to expand the types of requirement
descriptions from textual descriptions to graphical
notations.
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Conditions for ignoring failures based on a requirements model
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avoid these failures. This monitoring and diagnosing is
performed regarding the system requirements,
expressed with goal models. The goals are modeled
using the Tropos notation [7], which captures the social
and intentional relationships in the system
organizational environment, as well as quality
attributes and functionalities of the system.
Ideally, all system failures should be compensated.
However, sometimes compensation is not essential - it
depends on the failure’s criticality. For instance, let us
consider that a research group has weekly meetings
every Wednesday. If one of the meetings happens to
coincide with a holiday, the group may just cancel
that meeting and gather together in the following
Wednesday. On the other hand, if there are three
consecutive cancelations of the meeting (due to
holidays or other motives), the time gap between one
meeting and the next one would be too large. Hence, it
would probably be better to reschedule some meetings
to an alternative day of the week (eg. Thursdays). In
this scenario, the failure – cancellation of a meeting does not always need to be compensated. For example
it is allowed to happen two times in sequence, but no
more than that.
In contrast, the MDC cycle expects that each system
failure will lead to compensation. Thus, this work aims
to increase the flexibility of failure handling in selfconfiguring systems, allowing the expression of
conditions in which certain failures may be ignored –
i.e., conditions in which a failure will not be
compensated. To discover the types of conditions, we
performed an extensive analysis of goal models
presented in the academic literature.
The concept of policies is used in Software
Engineering to allow users or system administrators to
control some characteristics of a system, without
having to deal with implementation details [8]. In
particular, this concept has often been used by the
network community [9][10]. In this work we are
defining a policy to enable the customization of the
way that a system handles its failures.
This paper is organized as follows. Section 2
presents the background of this research, which is a

Abstract
Ideally, all system failures should be compensated.
In fact, most failure-prone systems try to compensate
all their failures. However, sometimes a compensation
is not essential. Hence, diagnosing and compensating
each and every one of their failures may be ineffective.
Thus, this work aims to increase the flexibility of
failure handling in self-configuring systems, using
tolerance policies based on requirements models. We
allow the expression of conditions in which certain
failures may be ignored – i.e., conditions in which a
failure will not be compensated. Such policies may
lead to reduced costs and performance improvement.
The FAST1 framework consists of the definition of
a tolerance policy, the mechanisms to evaluate this
policy and a tool to aid the creation and maintenance
of policies. We use a Smart Office system to show the
several types of policy rules in action.

1. Introduction
The increasingly complexity of software systems
led to the proposal of Autonomic Computing, in which
the systems are capable of maintaining its ideal
behavior requiring only a minimal amount of human
intervention, even in dynamic environments [1].
Autonomic systems present four basic characteristics:
self-configuration, self-healing, self-protection and
self-optimization
[2][3].
In
particular,
selfconfiguration is seen as the main characteristic [4][5],
partially because of the support it provides for
implementing the other characteristics.
In this work we are considering a specific
architecture for self-configurable systems [6], in which
the system execution is monitored at the requirements
level. This architecture performs a Monitoring –
Diagnosing – Compensating (MDC) cycle. It monitors
the execution of a system, diagnoses the failures that
may happen and proposes reconfigurations in order to
1
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context-enriched Tropos notation. Section 3 presents
our approach for expressing conditions in which a
failure may be ignored – namely, the Tolerance Policy.
The algorithm for processing this policy is presented in
Section 4. Section 5 illustrates the use of our approach
and the tools developed to support the policy. In
section 6 we compare our research with related works.
Finally, Section 7 summarizes our work and points out
open issues.

When this connection is down, the reconfiguration
strategy is to connect to the Internet through a mobile
phone - which is more expensive than using the
Ethernet connection.
The context model defines the data that context
sensors will have to monitor, in order to assess the
tasks execution. In Figure 1 (a) we show the context
model for the Smart Office system. In this example, the
context sensors would need to know the day and
current hour of the calendar and if the user is at his/her
office or at a meeting.

2. Background

3. Tolerance Policy

Our architecture is based on some previous work [6]
which considers the requirements model as a goal
model and a context model. With this information and
the data provided during a system execution a selfconfiguration component is able to monitor and
diagnose failures at runtime.
A goal model is a model that depicts the intentions
of actors in a system, along with the means - tasks - to
achieve these goals and the interdependencies among
the actors. In particular, the self-reconfiguration
architecture [6] adopted uses a Tropos [7] goal model
consisting of actors, their goals, goals and/ordecompositions, tasks, means-end links (from a task to
a goal) and dependency links (from an actor to another
actor). Below (Figure 1) we describe the example to be
used throughout the paper.
(a) Context Model

(b) Goal Model

Calendar

Smart
Office
System

-day
-hour

3.1 Tolerance Rule Type 1 (t.context)

G1: Provide
News
User
-isAtOffice
-isAtAMeeting

Download
Emails

Download
Tweets

tasksSet isAllowedToFailIf contextExpression

Provide a
report template

Download
Feeds

Means-ends
link

tasksSet is a set of tasks divided by a colon (:),
and that has at least one task - i.e., it can not be an
empty set. The allTasks reserved word may be used
to refer to all the tasks of the goal model, without
needing to name them one by one. This definition of
tasksSet and of the allTasks reserved word is
shared with all the remaining types.
isAllowedToFailIf is a fixed string to identify the
rule type. contextExpression is a logic expression,
with the following structure:

Legend

Task

In order to express in which contexts the failure of
certain tasks may be ignored we use t.context rules. It
has the following structure:

G2: Assist work
execution

Actor
Goal

Given the overview of the models we are taking into
consideration, in this section we are going to describe
our tolerance policy. It is concerned with the definition
of conditions for task failures to be ignored. A failure,
in this case, is the unsuccessful execution of a task. By
default, on the MDC cycle, all failures must be
compensated through some reconfiguration - only
those tasks explicitly mentioned in some rule of this
policy will have its failures disregarded. Failures will
be ignored depending on conditions that may be related
to the system's context, to the system goals or to the
amount of time elapsed since the occurrence of a
failure. For each of these types of conditions, there is a
specific rule type: t.context, t.goal and t.limit. The 't' in
these type names stands for 'tolerance'. In the following
sub-sections we describe each one of all types in detail.

Actor boundary

Figure 1 - Goal and context model for a Smart
Office System
The example in Figure 1 (b), of a Smart Office
system, shows some of these concepts. This system has
two goals: provide news (to its user) and assist (a user)
when performing his work. The Download Emails,
Download Feeds and Download Tweets tasks are
means to the Provide News end. Similarly, the Provide
a report template task is a means to the Assist work
execution end. We are considering that when
downloading e-mail an Ethernet connection is used.

ContextEntity.AttributeName operator
AttributeValue
contextEntity is any entity of the system's
context model, and AttributeName is the name of an
attribute of that entity. operator is a logic
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comparator, among the following: equals (=), greater
than (>), greater equals than (>=), lower than (<),
lower equals than (<=) and different (<>).
AttributeValue is any possible value that entity
attribute may have. During the system execution, this
value will be compared with the actual value of that
attribute, in order to evaluate if this context applies or
not.
A rule of the t.context type has the following
meaning: if a task that is an element of the taksSet
fails and the contextExpression currently applies,
then that failure will be ignored. In other words, no
compensation will be performed for that failure.
Usual situations in which a failure can be ignored
are those related to date and time, as in examples 1 and
2. Considering the Smart Office System, that
periodically download the e-mails and feeds for its
user, Example 1 states that the failure of the
downloadEmail task will be ignored if it happens
before 8a.m., as well as the failure of the
downloadFeeds task. Example 2 defines that the failure
of any task of the system will be ignored if it occurs on
a Sunday. Example 3 illustrates that any context entity
of the context model can be part of the context
expression - the failure of the downloadEmail task will
be ignored whenever the user is away from his office.

task in the tasksSet fails, if all expressions of
goalExpressions apply then this failure will be
ignored.
In Example 4 we have that the failure of the
downloadFeeds task will not be compensated if the
system did not help the user in executing his/her work.
In Example 5 the failure of the downloadEmail task
will be ignored if both the assistWorkExecution goal is
satisfied and the goal provideNews is satisfied.
Ex.4: downloadFeeds isAllowedToFailWhen
assistWorkExecution=unsatisfied
Ex.5: downloadEmail isAllowedToFailWhen
assistWorkExecution=satisfied:provideNews=s
atisfied

3.3 Tolerance Rule Type 3 (t.limit)
In this rule type we are not concerned in defining
specific conditions in which a failure will be ignored.
Instead, the concern is to define a maximum number of
times that some task will fail without being
compensated. This type has the following structure:
tasksSet isAllowedToFailAtMost limit
tasksSet is defined similarly to the t.context and
t.goal cases. The isAllowedToFailAtMost name
uniquely identifies this rule type. limit is a positive
integer number that indicates how many times the
failures of each task of the tasksSet will be ignored,
before a compensation is required.
A rule of this type means that each task of the
tasksSet will have a limit number of failures
ignored. The failure number limit + 1 will be
compensated, and the failure counting of that task will
be reset.
Note that we do not define a limit of failures for a
set of tasks, but the limit for each task of the
tasksSet. For instance, in Example 6 the limit of 5
failures is not for the two tasks altogether, it is for each
task separately (downloadEmail and downloadFeeds).
The rule of the Example 6 can be split in other two
rules (examples 7 and 8), keeping the same meaning.

Ex.1: downloadEmail:downloadFeeds
isAllowedToFailIf calendar.hour<=8
Ex.2: allTasks isAllowedToFailIf
calendar.day=Sunday
Ex.3: downloadEmail isAllowedToFailIf
user.isAtOffice=false

3.2 Tolerance Rule Type 2 (t.goal)
This type of rule uses the goal model to define when
a task failure will be ignored. The status of a goal, or a
set of goals will be examined. Its structure is similar to
the structure of t.goal:
tasksSet isAllowedToFailWhen goalExpressions
tasksSet is defined similarly to the t.context.
goalExpressions is a non-empty set of logic

expressions, separated by a colon (:). Each expression
is an equality comparison: goalName=satisfied or
goalName=unsatisfied. In the first case, the
expression will apply if the given goal is currently
satisfied, and in the second case if the given goal is
currently unsatisfied. The rule will apply if and only if
all its goalExpressions apply.
The string isAllowedToFailWhen is the identifier
for this rule type. The t.goal rule states that whenever a

Ex.6: downloadEmail:downloadFeeds
isAllowedToFailAtMost 5
Ex.7: downloadEmail isAllowedToFailAtMost 5
Ex.8: downloadFeeds isAllowedToFailAtMost 5

4. Policy Processing
The goal of the Tolerance Policy processing is to
define all failures that will be ignored. For that, the
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if it is not yet marked as ignored (line 21), we will
check if there is a rule of the type t.limit (t3) which
tasksSet contains that element (line 22). If there is
such a rule, we will check if the failure limit for that
element was reached (line 23). If the limit was not
reached yet, we will increase the failure counter of that
element and mark it as ignored (lines 24 to 26). If the
limit was reached, we will not ignore that failure - i.e,
the compensation will be required - but we will reset
the failure counter (line 28). As a result we return the
list of failed elements (line 33), from which we
removed all elements which failures were supposed to
be ignored.
The EvaluateContext and EvaluateGoals procedures
simply check if the rules conditions apply [14]. These
procedures will not be detailed here for the sake of
space.
In summary, the t.context and t.goal rules define
conditions when the failure of a given task may be
ignored, and t.limit rules define an amount of failures
of a given task that will be ignored. However, the
amount of failures defined with a t.limit rule does not
take into account the failures already ignored by the
t.context and t.goal rules.
In this sense, we can state that the rule types
t.context and t.goal prevails upon the type t.limit.
Given a t.context rule, the failure of a task in its
tasksSet will always be ignored if its context
expression is satisfied, despite how many times this
failure had been ignored before. In a similar way, given
a t.goal rule, the failure of a task in its tasksSet will
always be ignored if its goal expressions hold.
The t.limit rules are concerned only with the failures
that were not ignored during the evaluation of the
t.context and t.goal rules. Note that the failures ignored
due to a t.context or a t.goal rule will not change the
failures counting of a task.
Rules can interact. For example three rule types,
from examples 9 (a t.context rule), 10 (a t.goal rule)
and 11 (a t.limit rule) and the failure log depicted in
Table 1. That table shows a log of failures of the
downloadEmail task, together with the number of the
failure, the value of the calendar.day attribute and the
status of the assistWorkExecution goal at the moment
of the failure. It also indicates if the failure was ignored
as well as the rationale (the rule used for ignoring the
failure).

procedure described in Figure 2 is used. Initially, there
is a list of failed elements - i.e., the tasks that were not
successfully completed. There is also a list of tolerance
rules, extracted from the policy file, and a list of
context entities, from which we can get the current
attribute values of that entities. The result of this
procedure is a list of failed elements without those
which failure will be ignored.

Figure 2 - Algorithm for failure ignoring evaluation
For each failed element (line 1), we check if there is
a rule of the type t.context (t1) or t.goal (t2) which
tasksSet contains that element (line 2). If there is
such a rule, we are going to analyze each one of these
rules (lines 3 and 4). If the rule is of the type t.context
(t1) and its context expression applies, we will remove
this element from the list of failed elements and mark
that element as ignored (lines 5 to 9). If the rule is of
the type t.goal (t2) and its goal expressions apply, we
also remove this element from the list of failed
elements and mark that element as ignored (lines 10 to
17). The analysis of the context expressions and of the
goal expressions are performed, respectively, by the
procedures EvaluateContext and EvaluateGoals. After
analyzing all t.context and t.goal rules for the element,
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Ex.9: downloadEmail isAllowedToFailIf
calendar.day=sunday
Ex.10: downloadEmail isAllowedToFailWhen
assistWorkExecution=satisfied
Ex.11: downloadEmail isAllowedToFailAtMost 3

to avoid the cost of downloading e-mails through a
mobile phone connection at times when the e-mails are
unnecessary, we defined some tolerance rules, as
follows.
Assuming that when the user is at a meeting he may
not need to check his e-mails, we define the following
t.context rule: downloadEmail isAllowedToFailIf
user.isAtAMeeting=true. Assuming also that it is not
required to have his e-mails updated when the system
has already finished assistang the user in performing
his work, we define this t.goal rule: downloadEmail
isAllowedToFailWhen assistWorkExecution=satisfied.
Finally, accepting that the e-mail downloading can fail
at most three times consecutively, the following t.limit
rule is stated: downloadEmail isAllowedToFailAtMost
3.

In this example, the failures for which the rule of
the example 9 applies were ignored: 2 and 3. In the
same way, the failures 1, 3 and 6 were ignored due to
the rule of the example 10. These rules do not apply for
failures 4, 5, 7, 8 and 9, so we may evaluate the rule of
the example 11 for these failures. The failures 4, 5 and
7 were ignored, since they were below the limit of 3
failures expressed in the rule. The failure 8, being the
fourth failure of that task that were not ignored by a
t.context or t.goal rule, shall be compensated, and the
failure counter for that task shall be reset. Since the
failure counter was reset, the failure 9 was also ignored
for being below the limit of three failures.

5. Application
In order to use our approach we implemented all
algorithms needed to evaluate the proposed policy.
They were integrated with a simulator of our chosen
self-configuration architecture [6]. We can provide a
goal model, a context model and a log of context
events, from which the simulator will run the Monitor Diagnoses - Compensation cycle. We added to the
simulator the ability to receive the Tolerance Policy as
input as well.
We also developed wizards for making it easier to
create the policy rules. Figure 3 shows an example of
the creation of a t.context rule. The user selects tasks,
which are extracted from the goal model, and then
defines in which context that task can fail without
compensation. As an example, the following rule is
defined:
downloadEmail
isAllowedToFailIf
user.isAtAMeeting=true. With these wizards we
prevent some syntax errors that could otherwise occur.
We applied the policy rules in the example of a
Smart Office system introduced in Section 2. In order
# failure
1
2
3
4
5
6
7
8
9

Figure 3 - Screenshot of the wizard for creating a
t.context rule
We ran the simulator applying only one rule at a
time, considering the scenario of one typical day of
work, but on which the Ethernet connection was
always down. The average result was a decrease of
46% on the number of required compensations. This
result shows that, in some situations, the use of a
tolerance policy can reduce the overall cost of using a

Table 1 - Failures log of the task downloadEmail
calendar.day
assistWorkExecution Ignore failure?
Saturday
Satisfied
Yes
Sunday
Not satisfied
Yes
Sunday
Satisfied
Yes
Monday
Not satisfied
Yes
Monday
Not satisfied
Yes
Monday
Satisfied
Yes
Tuesday
Not satisfied
Yes
Tuesday
Not satisfied
No
Tuesday
Not satisfied
Yes
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Rationale
Ex. 10
Ex. 9
Ex. 9, Ex. 10
Ex. 11 (1st failure)
Ex. 11 (2nd failure)
Ex. 10
Ex. 11 (3rd failure)
Ex. 11 (1st failure)
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system, without a significant impact on the system
behavior.

6. Related Work
In this work we applied the Tolerance Policy in
connection with Dalpiaz architecture [6]. Despite the
existence of a Tolerance Policy component in the
original architecture, their work did not define a set of
rule types, neither how they could be applied. Thus, in
our work we have provided a more fine-grained control
on the failure handling mechanism of that architecture,
which results in a smaller amount of compensations to
be performed during a system execution.
There are some other architectures for selfconfiguring, self-managing and autonomic systems
[11][12][13]. However, for the best of our knowledge,
none of them provide this level of failure control.

7. Conclusions
In this paper it was presented a tolerance policy that
deals with failure occurrences. The objective was to
increase the flexibility of failure handling in selfconfiguring systems, using tolerance policies based on
requirements models. In particular we can express
conditions in which a failure may be ignored. These
conditions are related to requirements models – more
specifically, a goal model and a context model. In
order to make a proof of the concept, we defined
algorithms and proposed a Policy Editor tool. This
editor makes it easier for the user to create and
maintain the rules of a policy. A simple example was
used to explain our approach.
For the future, we plan to increase the
expressiveness of the policy rules, allowing the usage
of logic operators like AND, OR and XOR to create
more complex conditions. Furthermore, we want to
handle more complex rules, which can mix different
types of a rule. We also need to apply these policies
mechanisms in a real-world software system, analyzing
the usefulness and the effectiveness of our approach.
Lastly, we are interested in investigating how our
policy could be used in different architectures, i.e.
moving towards a more generic tolerance policy.
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Abstract
Software testing is a critical part of software development that consumes a considerable amount of the development time and effort. One of the main factors that greatly
affects the testing cost is the construction and execution
time of test suites. Several research efforts have been focusing on developing minimization algorithms to reduce
the size of test suites, and hence the overall testing time.
This paper proposes a new minimization algorithm, namely,
the fast lattice-based (FLAT) algorithm that can construct
a minimized test suite in a smaller time as compared to
that needed by the known Delayed-Greedy (DG) algorithm.
Evaluation results show that, for some test suites, the proposed algorithm can reduce the construction time of the
minimized test suites by more than 80% as compared to that
of the DG algorithm.
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future releases of the software. Another motivation in the
minimization process is the construction of the minimized
suite and how to reduce the time needed to construct the
minimized test suite. This paper proposes a new minimization algorithm, namely, the fast lattice-based (FLAT)
algorithm that can construct a minimized test suite in a
smaller time as compared to that needed by the known
Delayed-Greedy (DG) algorithm. The proposed algorithm
exploits the features of Formal Concept Analysis (FCA) [2]
to achieve minimization. FCA is a mathematical framework
that can be used in data analysis and knowledge representation.
The rest of this paper is structured as follows. Section
2 provides the problem statement. Section 3 reviews background and related work. In Section 4 and Section 5, the
proposed algorithm is presented and evaluated, respectively.
Conclusions are presented in Section 6.

2. Problem Statement
1. Introduction
Testing is an important process that is performed to support quality assurance. Testing activities consist of designing test cases, executing those test cases, and examining the
results produced by those executions. Studies indicate that
more than ﬁfty percent of the cost of software development
is devoted to testing, with the percentage for testing critical
software being even higher [1].
As the software evolves, its test suites also evolve: new
test cases are added to exercise new functionality or to
maintain test adequacy. As a result, test suite size increases,
and so does the cost of managing and using these test suites.
Consequently, researchers have investigated the notion of
test suite minimization. Effectively a test suite can be reduced to a smaller suite that guarantees equivalent coverage.
The motivation for test suite minimization is straightforward: by reducing test suite size we reduce the costs of
executing, validating, and managing those test suites over

As software is developed, test engineers create test cases
to detect defects in the software. Engineers may employ
several test case generation techniques to create large numbers of test cases that are potentially beneﬁcial in terms of
their defect detection ability. As software is modiﬁed, test
cases are added to cover its new and modiﬁed features. At
some point in the software development life cycle, the time
it takes to run the entire test suite against a modiﬁed version of the software may become excessive, leading to an
increased cost in the overall development life-cycle.
Since test cases may be redundant with respect to the
statements, functions, paths, or other program elements they
execute, the problem of test suite minimization (reduction)
was investigated, which focuses on reducing the test suite to
obtain a subset that yields equivalent coverage with respect
to some criterion. The goal of test suite minimization is to
generate a test suite that is smaller (and therefore cheaper
to execute and maintain) but that still retains much of its
original ability to detect faults.
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The test suite minimization problem may be stated as
follows [3]:
Given: Test suite TS, a set of test case requirements
r1 , r2 , . . . , rn that must be satisﬁed to provide the desired test coverage of the program, and subsets of TS,
T1 , T2 , . . . , Tn , one associated with each of the ri s such that
any one of the test cases tj belonging to Ti can be used to
test ri .
Problem: Find a representative set of test cases from TS
that satisﬁes all of the ri s. The ri s in the foregoing statement can represent various test case requirements, such as
source statements, decisions, deﬁnition-use associations, or
speciﬁcation items. A representative set of test cases that
satisﬁes all of the ri s must contain at least one test case
from each Ti ; such a set is called a hitting set of the group
of sets T1 , T2 , . . . , Tn .
To achieve a maximum reduction, it is necessary to ﬁnd
the smallest representative set of test cases. However, this
subset of the test suite is the minimum cardinality hitting
set of the ri s, and the problem of ﬁnding such a set is
NP-complete [4]. Thus, minimization techniques resort to
heuristics.

concepts and edges connecting these nodes. The concept
lattice is the basis for further data analysis.
Table 1 shows an example of a context with a set of four
objects and a set of ﬁve attributes. The set of concepts deduced from relation R is given in Table 2.
Table 1. Sample context table
R a1
a2 a3 a4 a5
o1
x
x
o2
x
x
o3
x
x
x
o4
x
x
x
x

Concept
C1
C2
C3
C4
C5
C6
C7

3. Background and Related Work
In this section, we review the basic concepts of Formal
Concept Analysis (FCA) and some key related work in the
context of test suite reduction.

Table 2. List of concepts
Extent
Intent
{o1, o2, o3, o4}
a1
{o1, o3}
a1, a2
{o2, o4}
a1, a3
{o3, o4}
a1, a4
{o3}
a1, a2, a4
{o4}
a1, a3, a4, a5
{}
a1, a2, a3, a4, a5

Figure 1 shows the concept lattice of the formal context
given in Table 1

3.1. Formal Concept Analysis (FCA)
Formal concept analysis (FCA) is a branch of mathematical lattice theory that provides means to identify meaningful groupings of objects that share common attributes as
well as provides a theoretical model to analyze hierarchies
of these groupings, [5].
A main component in FCA is the formal context. A formal context consists of a set of objects O, a set of attributes
A, and a binary relation R ⊆ O × A between objects and
attributes, indicating which attributes are possessed by each
object. Formally, it can be deﬁned as C = (A, O, R). From
the formal context, FCA generates a set of concepts where
every concept is a maximal collection of objects that possess common attributes.
A concept C is deﬁned as a pair of sets (X, Y ) such that:
X = {o∈O|∀a∈Y : (o, a)∈R}
(1)
Y = {a∈A|∀o∈X : (o, a)∈R}
(2)
Where X is said to be the extent of the concept C and Y
is said to be its intent.
The set of all concepts of a formal context and the partial
ordering can be represented graphically using a concept lattice. A concept lattice consists of nodes that represent the

Figure 1. Concept Lattice for the Formal Context in
Table1

3.2. Related Work
There have been many prior studies of test suite reduction while keeping some coverage requirement constant.
The main concept in all these studies work on the selection
of a subset of test suite that can test all the requirements
should be tested by this test suite [6] [7] [8].
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Many prior studies [9][10][11] investigated the effects of
test suite minimization on the fault detection capabilities of
the reduced test suites. These studies show that the faultdetection capabilities of test suites can be severely compromised by test-suite reduction.
A classical approximation algorithm [12] [13] for the
minimum set-cover problem uses a simple greedy heuristic. This heuristic picks the set that covers the most points,
throws out all the points covered by the selected set, and
repeats the process until all the points are covered.
Formal Concept Analysis was also used in [14] for reducing a test suite for web applications. They consider the
URLs used in a web session as the attributes and each web
session as a test case. In this work, one test case from each
of the strongest concept in the concept lattice is selected to
generate a reduced test suite to cover all the URLs covered
by the unreduced suite.
The approach presented in [15] used concept analysis
iteratively to exploit the implications among the coverage requirements (attribute reductions) and the implications
among the test cases (object reductions), in addition to the
owner reductions, to derive a reduced suite and applied the
greedy heuristic only when needed. This is in contrast to the
classical greedy algorithm which applied the greedy heuristic at every step. Thus, this Delayed-Greedy algorithm is
guaranteed to generate reduced suites that are of the same
size or smaller size than those generated by the classical
greedy algorithm.

4. The Proposed FLAT Algorithm
This paper introduces a fast lattice-based algorithm
(FLAT) to construct a minimized test suite in a fast manner.
The proposed FLAT algorithm exploits the lattice structure
and properties to reduce the time needed to construct a minimized suite.
The key point for minimization here is to discard test
cases that are redundant with respect to the speciﬁed coverage criterion.

4.1. Solution Approach
In order to apply FCA we need to map the concept of
objects and attributes to the terminology of software testing.
We use objects to represent the test cases and attributes to
represent the requirements of the software being tested.
Lattices generated from concept analysis contexts for
test suite reduction will exhibit several interesting properties and relationships, we attempted to analyze these properties and implications in the sample context shown in Table
3.
Interpreting the sample concept lattice in Figure 2, a
test case t covers all requirements at or above the concept

R
t1
t2
t3
t4
t5
t6

R1
x
x
x
x
x
x

Table 3. Properties context
R2 R3 R4 R5 R6
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x

R7
x

Figure 2. Properties Concept lattice
uniquely labeled by t in the lattice. For example, the test
case t3 covers R1, R2, R3, R4 and R5.
Similarly, all test cases at or below the concept uniquely
labeled by requirement R covers this requirement R. In
Figure 2, test cases t2, t3, t4, and t6 cover the requirement
R5.
A node labeled with a test case t and no attributes indicates that t covers no unique requirement. For example, t6
doesn’t cover a unique requirement.
The top of the lattice denotes the requirements that are
covered by all of the test cases in the lattice. In our example,
R1, R2 and R3 are covered by all of the test cases in our test
suite.
The bottom of the lattice denotes the test cases that cover
all the requirements in the context. Here, lattice bottom is
not labeled with any test case, denoting that no test case
covers all the requirements in the context.
To determine the common requirements covered by two
separate test cases t1 and t2, the closest common node c
toward the lattice top starting at the nodes labeled with t1
and t2 is identiﬁed. t1 and t2 both cover the requirements
at or above c. For example, test cases t3 and t4 both cover
the requirements R1, R2, R3, and R5.
Similarly, to identify the test cases that jointly cover two
requirements R1 and R2, the closest common node d toward lattice bottom starting at the nodes uniquely labeled
by R1 and R2 is determined. All test cases at or below d
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cover both R1 and R2. For example, test cases t3 and t6
cover both requirements R4 and R5.

1:
2:

4.2. Proposed Algorithm

3:
4:

The proposed FLAT algorithm is composed of four steps.
The input for this algorithm is the context table of the test
suite. The actual steps of the algorithm executes on the concept lattice itself. The outline for the algorithm is given in
Figure 3.
Step 1: Formulate the concept lattice from the initial
context.
Step 2: If the set of test cases of the node at the bottom
level of the lattice is not empty then select one test case from
it. [If there is an output from this step then don’t continue
the rest of steps and this test case is the minimized test suite
for this context].
Step 3: Select test cases from all the nodes in the level
above the bottom level of the concept lattice, and if a node
has more than one test case select only one from them.
Step 4: From the set of test cases in step 3; if the node
of any test case uniquely covers a speciﬁc requirement; then
select these test cases and check if these test cases together
cover all requirements or not. If yes then these test cases
are the minimized test suite for this context; otherwise, the
set of test cases in step 3 is the minimized test suite for this
context.

5:
6:
7:
8:
9:
10:
11:
12:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

4.3. Illustrative Example
The following is a demonstration of executing the proposed algorithm on the formal context shown in Table 4.

R
t1
t2
t3
t4
t5

Table 4. Case 1 context
R1
R2 R3 R4 R5
x
x
x
x
x
x
x
x
x
x
x

Step 1: Formulate the concept lattice from the input context as given in Figure 4.
Step 2: The set of test cases of the node at the bottom
level of the lattice is empty.
Step 3: Here we select test cases from all the nodes in
the level above the bottom level of the concept lattice, then
the selected test cases from this step are t1, t3, t4 and t5.
Step 4: From the set of test cases in step 3; we can ﬁnd
that the node of t4 and t5 uniquely covers R4 and R5 respectively; and also we note that t4 and t5 together covers
all the requirements. Then the minimized test suite contains
only t4 and t5.

23:
24:
25:

INPUT: Context table for given test suite T .
OUTPUT: Set of test cases in minimized test suite
Tminimized.
PROCEDURE
Tminimized = empty;
Tbottom = empty; {Set of test cases at the bottom level
of lattice}
Tabove bottom = empty; {Set of test cases from all
nodes in the level above the bottom level of lattice}
Tunique = empty; {Set of test cases which its node
uniquely covers a speciﬁc requirement}
Formulate the concept lattice from the initial context;
if Tbottom = empty then
Tminimized = Tbottom{t}; {Select one test case
from Tbottom}
else
Tabove bottom = Select test cases from all nodes in
the level above the bottom level of the lattice and if
a node has more than one test case select only one
from them;
for all t in Tabove bottom do
if node of test case t uniquely covers a speciﬁc requirement then
Tunique = Tunique + t;
end if
end for
if test cases in Tunique together cover all requirements then
Tminimized = Tunique;
else
Tminimized = Tabove bottom;
end if
end if
return Tminimized
END PROCEDURE
Figure 3. Proposed FLAT algorithm.

4.4. Tool Support for FLAT
The Concept Explorer is an open source software that
implements the basic functionalities of the FCA [16]. In
the proposed work, the Concept Explorer was extended to
implement the DG algorithm and the proposed algorithm.
Figure 5 gives a snapshot for the extended tool.

5. Algorithm Assessment
5.1. Assessment Approach
We evaluate the proposed FLAT algorithm in terms of
the time needed to generate the minimized test suite. We
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algorithm on the example context presented in section 4.3.
Table 5. Results for Case 1.
Proposed FLAT Delayed-Greedy
Initial Suite
t1, t2, t3, t4, t5
Reduced Suite
t4, t5
t4, t5
Time (ms)
62
157
Table 7 gives the results for applying the proposed FLAT
algorithm and the Delayed Greedy algorithm on the example context presented in Table 6.
Figure 4. Concept Lattice for Context in Table4

R
t1
t2
t3
t4
t5
t6
t7
t8

Table 6. Formal context for Case 2.
R1
R2 R3 R4 R5 R6 R7
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x

R8

x

Table 7. Results for Case 2.
Proposed FLAT Delayed-Greedy
Initial Suite
t1, t2, t3, t4, t5, t6, t7, t8
Reduced Suite
t1, t4
t1, t4
Time(ms)
78
296

Figure 5. Tool support for the FLAT algorithm.
record the time consumed to generate the minimized test
suite for the FLAT algorithm and compared to that required
by the Delayed Greedy algorithm.
The FLAT algorithm was evaluated using three different
case studies as follows:
Case 1: Composed of 5 requirements and 5 test cases.
Case 2: Composed of 8 requirements and 8 test cases.
Case 3: Composed of 94 requirements and 8 test cases,
obtained from the repository in [17].
We have chosen the Delayed Greedy (DG) algorithm
[15] as a baseline for comparison because it also uses FCA
in the minimization process. Although both algorithms
make use of FCA, however, our algorithm utilizes the concept lattice graph instead of using the context table directly
as in the DG algorithm. We show that using the lattice graph
can signiﬁcantly reduce the time needed for minimizing a
test suite.

Table 8 shows the results for applying the proposed
FLAT algorithm and the DG algorithm on the context of
Case 3.
As we can see in Figure 6, for the three cases under consideration, the proposed FLAT constructs the same minimized test suite obtained by the DG algorithm but in a reduced time. In particular, the FLAT algorithm reduces the
construction time of the minimized test suites by 61%, 74%,
and 90% for Case 1, Case 2, and Case 3; respectively.
It is worth noting that, as the number of test cases and /or
tested requirements increases, the FLAT algorithm exhibits
better performance as compared to the DG algorithm. This
evident by the results obtained for Case 3 above. This result
holds for larger contexts as well. The reason for this is simple: the DG algorithm consumes much time in processing
large context tables, whereas, our algorithm process only
one level in the lattice regardless the size of this lattice.

5.2. Assessment Results

6. Conclusion

Table 5 summarizes the experimental results for applying the proposed FLAT algorithm and the Delayed Greedy

In this paper we addressed the problem of constructing
a minimized test suite in a reduced time. Formal Concept
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[6] Dennis Jeffrey and Neelam Gupta. Test Suite Reduction with Selective Redundancy. icsm, pp. 549558, 21st IEEE International Conference on Software
Maintenance (ICSM’05), 2005

Table 8. Results for Case 3.
Proposed FLAT Delayed-Greedy
Initial Suite
t1, t2, t3, t4, t5, t6, t7, t8
Reduced Suite
t1, t3, t6, t7, t8
t1, t3, t6, t7, t8
Time(ms)
94
875

[7] Adenilso da Silva Simao, Rodrigo Fernandes de Mello
and Luciano Jose Senger. A Technique to Reduce the
Test Case Suites for Regression Testing Based on a
Self-Organizing Neural Network Architecture. Proc.
30th Int. Computer Software and Applications Conf.
(COMPSAC’06), pp. 93-96, 2006.
[8] Jennifer Black, Emanuel Melachrinoudis and David
Kaeli. Bi-Criteria Models for All-Uses Test Suite Reduction. icse, pp. 106-115, 26th International Conference on Software Engineering (ICSE’04), 2004
[9] G. Rothermel, M. J. Harrold, J. von Ronne, C. Hong,
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Figure 6. Assessment Results.
Analysis was applied to support the new algorithm due to its
great support and contributions in the ﬁeld of software engineering. A comparison between the proposed algorithm
and the related work was held to introduce some sort of improvement in minimization process time consumption. A
tool that supports the implementation of the proposed algorithm was also introduced to demonstrate the usability of
the algorithm.
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1
Faculty of Informatics, University of Lugano, Lugano, Switzerland
2
School of Computing and Information Systems, Athabasca University, Athabasca, Canada
1
{sasa.nesic, mehdi.jazayeri}@usi.ch, 2 dgasevic@acm.org
Abstract
The paper presents a novel desktop document architecture, namely SDArch, which attempts to integrate data from
heterogeneous desktop applications into a uniﬁed desktop
information space. To achieve this, SDArch introduces a
new document representation model, which establishes explicit semantic links between ﬁne-grained units of document
data based on the conceptualization of their semantics. The
SDArch semantic search and navigation services, which run
on this uniﬁed desktop information space, aim to improve
the search and navigation within desktop data, thus improving the effectiveness and efﬁciency of desktop users in carrying out their daily tasks. We report on a usability evaluation of the SDArch prototype and an experimental evaluation of the proposed semantic search. The evaluation results
are promising. We present an analysis of these results.

1. Introduction
Over the last decade, personal desktops have faced the
problem of information overload due to increasing computational power, easy access to the Web and cheap data storage. Moreover, an increasing number of diverse end-user
applications have led to the problem of information fragmentation. Accordingly, discovering and accessing information stored on the desktop represent the main challenges
for desktop users carrying out their daily activities. Several research projects in the ﬁeld of the Semantic Desktop [6, 10, 7, 4] have attempted to solve these problems by
applying Semantic Web technologies [1] on local personal
desktops. They attempt to set up an additional semantic
layer on top of the existing desktop infrastructure. On this
layer, desktop resources are identiﬁed by their URIs and
described by RDF descriptions using agreed upon vocabularies (ontologies) [1]. However, the desktop information
space differs from the Web in many aspects, which hamper the full potential of the applied Semantic Web technologies. A key problem with the use of RDF in the context of
the desktop is the modeling of the relationship between a

resource URI from the semantic layer containing resource
descriptions and the resource itself (i.e., the content of the
resource). While on the open Web it is acceptable that
links can become broken, on the desktop, the integrity of
resources and their descriptions must be ensured [6]. Accordingly, the existing semantic desktop approaches need
synchronization mechanisms to propagate modiﬁcations to
the RDF layer. Due to the complexity of the current desktop infrastructures, the design and implementation of such
mechanisms represent the main challenge. The other problem of having a separate semantic layer is the limited ability
to identify and describe ﬁne-grained, self-contained information units stored inside conventional desktop documents
[5]. This is due to existing conventional document formats,
which provide limited mechanisms for structuring and identifying the actual document content.
In this paper we present a novel desktop document architecture, called the Semantic Document Architecture or
SDArch, which should solve the problems described above
and facilitate desktop data management. With SDArch,
desktop users are able to search and navigate across their
desktop data more efﬁciently, thus completing their tasks
more efﬁciently. SDArch introduces a new representation
model called the Semantic Document Model (SDM), which
integrates the semantic layer into the core of the document
data representation structures. The model is inline with the
Linked Data principles[3], representing documents as RDF
linked data sets, in which document units are identiﬁed by
globally unique URIs, annotated by an arbitrary number of
ontological concepts, interlinked with other document units
via explicit semantic links, and connected by the content
stream to their binary content. While semantic documents
(i.e., instances of SDM) can be browsed and edited in a
number of application speciﬁc formats, each semantic document has only one permanent instance which is integrated
into a uniﬁed desktop data graph and stored into a desktop
RDF repository. On top of the desktop RDF repository, we
have built a service-oriented middleware with a set of services that allow application software to interact with semantic documents. Moreover, the repository exposes a publiclyavailable SPARQL endpoint, thus enabling remote access to
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the desktop data and its integration into the global Linked
Open Data (LOD) cloud [3]. Together, the RDF repository,
the middleware and the application software that utilizes
the middleware services compose SDArch as a three-tier
service-oriented architecture.
The remainder of the paper is structured as follows. Section 2 outlines the main characteristics of SDM. In Section
3, we describe the design principles of SDArch. In Section
4, we give a more detailed description of the SDArch services, which implement semantic annotation, indexing and
linking of document units from semantic documents. Then,
in Section 5, we describe the SDArch search and navigation
services and show an example of their integration into application software. Section 6 presents the results of the preliminary evaluation of the proposed architecture. We have a
look at some related efforts in Section 7, before concluding
the paper with some ﬁnal remarks in Section 8.

2. Semantic Document Model
We have created the semantic document model (SDM)
[8], aiming to provide the infrastructure for the integration
of semantically related data units, which are fragmented
into diverse desktop application formats, thus unifying the
desktop information space and improving personal information management [10]. Moreover, the model intends to
bridge the gap between the desktop information space and
the global LOD cloud, so that desktop users can directly access and integrate information from the LOD cloud as well
as publish their desktop data to the LOD cloud.
SDM represents document units as RDF nodes, each
of which being uniquely identiﬁed by means of an HTTP
dereferencable URI [3]. In order to enable semantic linking
of document units over shared semantics, SDM provides
mechanisms to conceptualize the semantics of document
units and to link them to the document units’ RDF nodes
as semantic annotations. The conceptual representation of a
document unit’s semantics is achieved by a combination of
an arbitrary number of ontological concepts along with their
relevance weights for the document unit. By having semantic annotations linked to document units’ RDF nodes, SDM
establishes semantic links between nodes which share the
same annotation concepts.
SDM is formally described by the smd ontology [8], which speciﬁes possible types of document units (e.g., sdm:paragraph, sdm:section,
sdm:table and sdm:illustration), types of hierarchical and structural relationships between document units (e.g., sdm:hasPart, sdm:isPartOf and
sdm:belongsTo), and the semantic annotation and semantic linking interfaces. The semantic annotation interface consists of the sdm:Annotation entity and its
two properties: the sdm:annotationConcept, which
holds a reference to the concept from an annotation ontol-

ogy and the sdm:conceptWeight that determines the
relevance of the annotation concept for the document unit
it annotates. The semantic linking interface consists of the
sdm:SemanticLink entity and the following properties:
the sdm:unitOne and sdm:unitTwo, which refer to
the document units to be linked; the sdm:linkConcept
that holds the reference to the ontological concept that annotates both units and determines the type of the semantic relationship; and the sdm:linkStrength property whose
value determines the strength of the semantic relationship
between the units. In addition, every RDF node, representing a document unit, has one content stream connecting the
binary content of the document unit, stored into the binary
content repository, to the document unit’s RDF node.

3. Architecture Design
We have designed SDArch as a three-tier architecture
composed of a data layer, service-oriented middleware and
presentation layer. The data layer contains the desktop RDF
repository, the binary data repository, the concept index and
the text index. The RDF repository stores semantic documents, that is, RDF instances of SDM, while the binary
content of document units are placed into the binary content
repository. SDArch maintains one single concept index that
enables semantic search (Section 5) over RDF data and a
single text index that enables content-based search over the
binary content of document units. The middleware provides
a set of services that implement functionalities of SDArch,
deﬁnes communication protocols among the services and
provides a service registry for registering or unregistering
services from the middleware. Two main usage scenarios
we focussed on while designing the current prototype of
the SDArch middleware are: 1) semantic document authoring and publishing by transforming conventional documents
into semantic documents and 2) semantic search and navigation across semantically integrated collections of desktop
documents. New scenarios can be easily enabled by adding
new services to the SDArch middleware and making them
communicate with the existing services. Figure 2 shows
an illustration of SDArch depicting internal processes and
relationships among services for the two above-mentioned
usage scenarios. In the following two sections we describe
in more detail the services and processes related to both
scenarios. For the prototype development of the SDArch
middleware, we used Windows Communication Foundation
(WCF) .NET framework. As an example of the user interface of the SDArch services, we have developed a set
of tools called ‘SemanticDoc’ and integrated them into MS
Ofﬁce. Implementation details, snapshots, and demos of the
use of the SDArch prototype and SemanticDoc tools can be
found on our project Web page1 .
1 http://www.semanticdoc.org
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4

Semantic Document Authoring

We distinguish between two possible scenarios for authoring semantic documents.The ﬁrst one is to transform
documents of conventional document formats (e.g., MS
Word, MS PowerPoint or PDF documents) into semantic
documents. The second one is to use application software
developed speciﬁcally for authoring semantic documents
from scratch. In order to let users continue to work in familiar environments while taking advantage of the new architecture as well as to enable conversion of existing documents into semantic documents, in the current SDArch prototype we implemented the ﬁrst authoring scenario. Moreover, it is also inline with our hypothesis that semantic documents can be browsed and edited in a number of application speciﬁc formats, that is, there can be many possible
document views but there is only one permanent semantic
document copy integrated into the desktop data graph [8].

relevance weight to the document units. As domain ontologies, the service uses existing ontologies from the Semantic Web. There already exist a number of widely used,
shared ontologies, many of which are applicable for desktop data. By using shared ontologies we enable different
applications, either on the same or networked desktops, to
interpret desktop data in a semantically correct way.
The annotation service uses the discovered ontological
concepts and their corresponding weights to form the semantic annotations, which are then linked to the RDF nodes
of the document units, via the annotation interface (Section
2). The indexing service adds an entry for each document
unit to the concept index. The entry contains a weighted
concept vector [9] of the document unit’s annotation concepts. After the semantic annotation and indexing, the next
step is to link semantically related document units by establishing semantic links between their RDF nodes. If two document units are annotated by the same ontological concept,
then the two document units share some semantics, which
determine the semantic relationship between them. The
linking service computes the strength of the semantic relationship between the units over the annotation concept as a
product of the concept’s weights of each unit. Then, the service generates an RDF instance of the semantic link interface (Section 2), thus creating the semantic link between the
document units. By setting up semantic links between document units originating from heterogeneous, applicationspeciﬁc formats, desktop data becomes connected into an
integrated, desktop-data graph stored into the desktop RDF
repository. Moreover, by exposing the SPARQL endpoint
to the desktop RDF repository, we contribute to the LOD
cloud [3] by adding data from desktop documents.

5

Figure 1: SDArch layers - illustration

The transformation process starts with the SemanticDoc
RDFizer service which scans a document to be transformed,
recognizes document units (e.g., sections, paragraphs, tables, illustrations and slides), generates RDF nodes and
URIs of document units, generates RDF links which represent structural and hierarchical relationships between the
units and stores the generated RDF data into the desktop
RDF repository. For each document unit, the SemanticDoc RDFizer calls the annotation, indexing and linking services. These three services all rely on the discovery of concepts from domain ontologies which conceptualize humanconsumable information stored in document units. The concept discovery is realized by the knowledge extraction service, which utilizes domain ontologies and applies the concept exploration algorithm (CEA)[9], to discover ontological concepts of the document units and to calculate their

Semantic Search and Navigation

In the traditional hypertext Web, browsing and searching are often seen as the two dominant modes of interaction
[1]. While browsers provide the mechanisms for navigating
the information space, search engines are the place where
navigation begins. In order to bring this paradigm to the
desktop information space, SDArch provides the semantic
search and navigation services. We now describe the main
features of the two services and present some examples of
their integration into an existing, well-established document
authoring environment such as MS Ofﬁce.
The search process normally starts with users constructing a query that reﬂects their information needs. As the
initial form of the user query, the semantic search service
takes a free-text query. The service then models the semantic meaning of the query by forming a weighted query concept vector [9] that we refer to as a semantic query. To
do this, the search service actually employes the knowledge
extraction service, which discovers query concepts and calculates their relevance weights for the query. The search
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service forms semantic queries in the same way the indexing service represents document units in the concept index.
This results in both the document units and the user query
being represented by the corresponding weighted concept
vectors. The rest of the search process is as follows. From
the concept index, the search service discovers document
units which are indexed by some of the concepts from the
semantic query. Then, the service calculates the similarity
between the discovered document units and the semantic
query, by calculating the cosine similarity between the document units’ concept vectors and the query’s concept vector. Based on the calculated similarity, the service ranks the
document units and forms the retrieval list. Finally, for each
document unit from the list, the service queries the RDF
repository to acquire the details of the document unit and
sends them to the user. Figure 2 a) shows the interface of
the ‘SemanticDoc’ search add-in that we have developed to
enable MS Ofﬁce users to get access to the search service.

RDF repository. The document unit can be linked to many
document units via the same semantic link determined by
the clicked concept, thus the query can return multiple document units. The query orders the returned document units
by the strength (Section 4) of the semantic link between
them and the initial document unit. Finally, the service acquires the details of the document units, and sends them to
the user.
1
2
3
4
5
6
7
8
9

PREFIX sdm:<http://semanticdoc.org/sdm.owl#>
PREFIX uri:<http://semanticdoc.org/URI#>
SELECT ?targetUnit ?strenght
WHERE {
?link sdm:linkConcept uri:concept_a32d254
?link sdm:unitOne uri:unit_b42c177
?link sdm:unitTwo ?targetUnit
?link sdm:linkStrength ?strength }
ORDER BY ?strength
Figure 3: SPARQL query executed by the navigation service

6. Preliminary Evaluation
As a preliminary evaluation of SDArch we have conducted two evaluation studies: 1) the usability evaluation
of the SDArch prototype and the SemanticDoc tools, and 2)
the experimental evaluation of the proposed semantic annotation, indexing and retrieval.

6.1

Figure 2: SemanticDoc: a) search interface b) browser

The semantic navigation service enables users to traverse semantic documents by navigating along the semantic
links. The navigation process assumes the existence of an
exploratory interface through which the users interact with
the semantic navigation service. Figure 2 b) shows the ‘SemanticDoc’ browser that we have developed and integrated
into MS Ofﬁce as a supplement to the ‘SemanticDoc’ search
add-in. The navigation process starts by the user browsing
a document unit retrieved by the search service and clicking on a label one of the unit’s annotation concepts, which
represents a potential semantic link. This user action activates the navigation service, which takes the URIs of the
document unit of the clicked concept, forms a corresponding SPARQL query (Figure 3), and executes it against the

The Usability Evaluation

The usability evaluation has been designed to consider
user effectiveness, efﬁciency and satisfaction in using the
SDArch prototype and SemanticDoc tools. It consisted of
a set of tasks related to authoring of course material, that
is, preparing a PowerPoint presentation for the ‘Software
Design Patterns’ topic. Recent research in learning content
authoring has shown that most authors reuse and modify
existing content, available in their own archives or on the
Web [2], rather than authoring from scratch. Therefore, the
efﬁcient exploration of data on user desktops is the main
prerequisite to efﬁcient authoring. In the evaluation, 12 participants, from three universities, took part. All participants
were volunteers and were familiar with software design patterns. The evaluation document set consisted of more than
70 topic’s related documents. The documents were available in their original formats (i.e., Word, PowerPoint and
PDF) and as semantic documents generated by SDArch and
stored into desktop RDF repository. All participants were
asked to perform a set of seven tasks, designed so that their
successful completion results in creation of an overall presentation of an appropriate quality level. Moreover, we
asked the participants to perform the tasks two times arranged in two continuous but unlimited time sessions. One
half of the participants ﬁrst used the system with conven-
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tional desktop tools and then the system with SDArch, and
the other half used the systems in the opposite order. The
evaluation session consisted of two phases, namely observation and feedback. In the observation phase, we were observing the participants and tracking their behavior using
screen recordings while they were conducting the evaluation tasks. All participants performed the tasks on our PC
with remote access control.

are better when using our system for all tasks. The measured execution times, number of mouse clicks and number of window switches showed that the efﬁciency of the
participants when using our system is better than their efﬁciency when using the conventional system, with respect to
the measured criteria.
The participants provided us their subjective feedback
about the usefulness and ease-of-use of our system by ﬁlling a questionnaire at the end of the evaluation session. The
questionnaire contained 9 statements, ﬁrst 5 statements (S1S5) designed to gather a subjective evaluation of the system usefulness, and the following 4 statements (S6 - S9)
designed to gather subjective evaluation of the ease-of-use
of the system. Statements S5 and S9, which express the
overall satisfaction regarding the usefulness and ease-of-use
respectively, were the two highest-rated statements with an
average rating of 4.8 out of 5. The other statements were
also rated as highly positive with average ratings ranging
from 4.1 to 4.7.

Figure 4: Avgerage and median task execution times

With respect to user effectiveness, we tracked how many
and which tasks participants completed successfully. Results showed that all participants successfully completed all
tasks using both systems, which was mostly because of unlimited time sessions and the genuine motivation of the participants. With respect to user efﬁciency we measured the
execution times, the amount of mouse clicks and the number of window switches during the tasks’ executions. Figure 4 presents the average and median execution times, for
each task for both systems. From the ﬁgure we can see that,
regarding task execution time, our system outperforms the
conventional system for all the evaluation tasks.
Rel. performance for Rel. performance for
Task
(mouse cliks)
(window switches)
Average
Median
Average
Median
1
87.1%
86.9%
21.5%
33.3%
2
79.6%
86.4%
35.8%
26.6%
3
75.3%
68.8%
24.0%
29.4%
4
78.9%
83.8%
28.4%
27.7%
5
51.1%
53.3%
25.6%
21.0%
6
57.1%
56.6%
28.1%
26.3%
7
80.4%
86.2%
21.6%
28.5%
Table 1: Relative user performance when using the SDArch with
respect to conventional desktop

Table 1 shows the relative performance of the participants when using our system with respect to the use of the
conventional system. For example, a value of 87.1% indicates that participants using our system needed 87.1% of the
mouse clicks that participants using the conventional system needed. All values from Table 1 are less than 100%,
which means that the performance of the participants regarding both number of mouse clicks and window switches

6.2

The Experimental Evaluation

The ﬁrst goal of the experimental evaluation was to show
if our semantic annotation approach can produce a substantial amount of semantic annotations, which is crucial for the
semantic linking and integration of desktop data. The second goal was to show how accurate the generated semantic
annotations are and to which extent they can improve search
on the desktop. The detailed discussion with complete evaluation results are presented in [9]. In this paper we give just
a brief overview.
We have designed the experimental evaluation as a proof
of concept and it was not meant to address issues of scalability or efﬁciency. The document set that we used was
composed of 350 Word documents containing records for
steel, aluminum, copper, titanium, and other metals. As the
annotation ontology we used the METALS ontology, which
contains over 3, 500 concepts about metals and their applications. Both the document set and the ontology, we obtained from KEY-to-METALS2 company, which maintains
one of the world’s most comprehensive metals database. We
have transformed the evaluation document set into ﬁve collections of semantic documents, by applying ﬁve different
concept discovery strategies: S1 - simple syntactic matching, S2 - lexically expanded syntactic matching, and S3 , S4 ,
S5 - lexically expanded syntactic matching and the semantic
matching. The ﬁrst two strategies are present in most existing semantic annotation approaches. The last three strategies comprise all the features of the concept exploration
algorithm [9] implemented by the SDArch knowledge extraction service (Section 4), and only differ in the values
of some of the algorithm’s parameters. For each strategy,
Table 2 shows the total number and the average weight of
2 http://www.keytometals.com/
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the syntactic and semantic matches. These results indicate
that our annotation model (i.e., S3 , S4 and S5 ) has potential
to produce substantial amount of semantic annotations. To
evaluate the performance of the proposed semantic search
we formed ten queries related to the data of the evaluation document collection and asked three KEY-to-METALS
engineers to assess the relevance of document units (i.e.,
paragraphs) of the collection to the queries. The queries
were then executed against each of the ﬁve semantic document collections. The measured values of the precision
and recall for each of the ﬁve semantic document collections showed that the proposed semantic search improves
retrieval in terms of both precision and recall.
Strategy
S1
S2
S3
S4
S5

Syntactic matching
Num. Avg, Weight
1524
2.56
3182
3.62
3182
3.62
3182
3.62
3182
3.62

Semantic Matching
Num. Avg Weight
6714
2.43
11102
1.12
23716
0.27

offer a solution for interlinking data from different documents, which is annotated by the same semantic annotations.

8. Conclusions
In this paper we present a novel desktop document architecture, called SDArch, which attempts to semantically
integrate the desktop information space and provides the set
of services which aim to improve the effectiveness and efﬁciency of desktop users in completing their daily tasks.
The results of the usability and experimental studies conducted with the architecture prototype were promising. In
future work we plan to continue to evaluate the usability
of SDArch services as well as the performances of the proposed semantic annotation, indexing and search and to provide further statistical analysis of the collected data.
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Table 2: Concept discovery results for strategies (S1 -S5 )

7. Related Work
The idea of using Semantic Web technologies to enhance
data interoperability and information management on the
personal desktops has been widely researched. A number
of Semantic Desktop projects such as [6, 10, 7, 4] have the
goal of providing a semantic infrastructure that covers all
applications and integrates information sources that users
operate on. All of these projects attempt to enhance the
existing desktop infrastructures by adding an additional semantic layer, providing semantic descriptions that refer to
actual resources. In such scenarios, the semantic integration
of desktop resources should happen at the semantic layer by
interlinking descriptions of semantically related resources
instead of linking actual resources. The main problem here
is the propagation of modiﬁcations to resources and their
relationships to the semantic layer. Moreover, the existing
Semantic Desktop approaches also pay little attention to the
identiﬁcation and annotation of small, self-contained data
units from conventional desktop documents. They rather
consider whole documents as identiﬁable resources. Linked
Data [3] could address this problem, but while there are
more and more tools available for publishing Linked Data
on the Web, there is still a lack of such tools for local desktops. To the best of our knowledge, only the approach presented in [11] offers the model that integrates the semantic
layer into the actual desktop ﬁle system, enabling explicit
semantic links between desktop ﬁles. However, the model
recognizes only entire ﬁles as identiﬁable and linkable resources. With respect to semantic annotation of desktop
documents, many approaches exist[12], but none of them
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Abstract— Semantic relatedness measurement is one of

management and ontology engineering semantic relatedness
measurement is used for ontology learning, ontology
merging, etc.

the key issues in many different fields of AI. The
methods of semantic relatedness measurement are very
susceptible to inconsistencies of the ontology structure.
The reason is that they do not use the whole structure of
the domain to compare concepts. On the other hand,
semantic relationship has wide span; it can contain
similarity, opposition, inclusion, etc. In semantic
relatedness measurement it is very important to take
into account most available semantic relationship
between concepts. In this paper a model for representing
the position of concepts based on all defined
relationships and other concepts in the domain has been
proposed. Through this model concepts can be
compared by taking into account all their implicit and
explicit relationships with the other concepts of the
domain. We represent each concept by a vector
consisting of paths from the concept to the other
concepts of the domain. The experimental results, using
WordNet, show that not only our approach operates as
well as other methods; it also resolves most
inconsistencies in the other path-based ones.

Research Challenges. Considerable amount of semantic
relatedness (or similarity) measurement methods like [3, 4]
are based on is-a taxonomy. The main purpose of is-a
taxonomy is indicating common features, and the
information it provides is more suitable for similarity
measurement. Therefore, it is expected that these methods
are unable to reflect other types of semantic relationships as
well. The methods using other kinds of relationships have a
lot of inconsistencies caused by faults in ontologies. So,
they try to avoid these inconsistencies using wide variety of
heuristics like weighting relations and paths, specifying
patterns for meaningful paths, etc.
Studying current methods of semantic relatedness (or
similarity) measurement carefully, and considering their
weakness and strength lead us to the following conclusion:
Available ontologies have faults that seriously bias semantic
relatedness (or similarity) measurement methods. The
following are the most important ones:
x

Inappropriate organization. For example, the basic
taxonomy of WordNet instead of being subjective is
based on word`s part of speech. Furthermore, there is
no link among members of different parts of speech.

I.
INTRODUCTION
Measuring the semantic relatedness of two concepts is
one of the most important problems in ontology
engineering. Human`s brain may recognize two
semantically related items, due to wide variety of Semantic
links between them. The most familiar types of semantic
relationships consist of similarity, inclusion, interaction,
bilaterality or even opposition. For example, taxi and car are
semantically related because of their common applications,
car and wheel because wheel is part of car, car and fuel
because car uses fuel or even heat and cold because they are
opposite.

x

Limited diversity of defined relations. For example
WordNet as a general ontology has only about 10
types of relationship.

x

Boolean relations. Defined relations conform 0-1
logic i.e. all of them have the same significance [4].

x

Unbalanced distribution of relations. The noun
category constitutes the main part of WordNet. On
the other hand, the is-a taxonomy is the most
populated part of WordNet [5]. Furthermore density
of relations in the is-a taxonomy is not equal in
different parts [3].

Motivation. Semantic relatedness measurement plays a
key role in knowledge management and artificial intelligence
[1]. It is directly used by many parts of information retrieval
systems like word sense disambiguation, query expansion,
semantic annotation, and text summarization [2]. Some of
the important approaches in data mining especially for text
classification and clustering rely on ontology. In knowledge

x

Rational inconsistency. For example in the is-a
taxonomy of WordNet, taxi and bus have been
placed in two different and also far categories.

Keywords: Semantic Relatedness Measurement; Semantic
Space; Ontology; Path;

Contributions. In this paper, a method for semantic
relatedness measurement is proposed. The method uses the
position of concepts in the domain to compare them. In
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order to do this, each concept of the domain will be
represented by a vector in the semantic space of the domain.
The vector represents the position of the concept in the
domain; it uses all implicit and explicit relationships of the
concept with the other concepts. To constitute these vectors
we use the length of path between concepts and try to take
into account all defined relations. Therefore, since all
available relations are being used in building vectors, the
most available features of semantic relationship would be
used. On the other hand, all the other concepts of the
domain with their relations to a concept participate in the
vector of the concept. Thus, the final result would be less
affected by the inconsistencies of the ontology structure.

concepts to determine their semantic similarity. It defines
the shared information content as the information content of
the most common ancestor of two concepts. The
information content of a concept is defined as –log [p(c)] by
[4]. So that p(c) is the probability by which the concept c is
used in a corpus. This definition for information content
implies that the amount of information content should
increase steadily by ascending in the taxonomy of is-a. This
definition is widely used to measure semantic similarity of
concepts. The main drawback of this approach is its
dependence on external resources to find information
content of concepts. It motivated [5, 14] to estimate
information contents independent of external resources.

In the next section, we will discuss existing methods of
semantic relatedness measurement using ontology. In section
3, at first, some of the inconsistencies of WordNet and their
bad effects on path-based methods will be illustrated by a
brief example. Then our method for modeling the position of
concepts in the semantic space of the domain will be
explained. In section 4, the advantages and disadvantages of
the model in operating on a common dataset will be
discussed and then it will be compared with the other
methods. In section 5, we will conclude and explain
remarkable future works.

References [15] uses the shared information content to
show concepts in the semantic space of the domain by
means of semantic vectors. Thus, the semantic similarity of
concepts is measured using the cousin similarity of their
vectors.
The gloss-based methods are motivated to utilize the
unused parts of information provided by ontology. First
time [16] used overlaps of glosses of words for word sense
disambiguation. Pedersen et al. expanded this idea in
different ways [17-20]. In [17], they augmented the gloss of
a concept by adding the gloss of its neighbor concepts. They
also assumed that longer phrases are more important than
shorter ones. In [19], the concepts of the domain are shown
by vectors in a space that consists of words used in glosses
of the concepts.

II. RELATED WORK
There are two different trends in semantic relatedness
measurement; one of them use lexical resources like
ontology, Roget`s Treasures, etc. The other one, e.g. [6], is
based on the contents of documents and their relations like.

There are also hybrid methods that try to combine
different approaches in order to remove one`s disadvantages
by the other one`s advantages.

The classic taxonomy of semantic relatedness
measurement methods which use lexical resources, consists
of information path-based, theoretic-based, and gloss-based
approaches [7].

Reference [3] is considered as an improved version of
[4] which uses the length of path as the correcting factor.
Reference [21] uses nonlinear relations to take into
account the effect of length of path, depth of most common
ancestor, and information content of engaged concepts.

In path-based methods, the semantic relatedness of
concepts is determined using their distance in the graph of
the ontology. Different formula using different factors are
used to estimate the semantic distance between concepts.
However, the underlying idea of all such methods is the
same; the shorter is the length of path between two concepts,
the stronger the semantic relationship between them will be.
The main differences among these methods include the way
they find the shortest path between two concepts and the
parameters they use for measuring the semantic relationship
conveyed by the path. For example [8, 9] select paths that
conform with some heuristic patterns. Or [10] uses the
shortest path which just includes is-a relations and traverses
the most common ancestor of the concepts. The other
heuristic of path-based methods is assigning weight to
relations. The commonly used factors for weighting include
type and depth of relations [10-12]. These methods are
seriously affected by inconsistencies of the ontology
structure mentioned in the previous chapter.

In [2], the length of path between concepts, the depth of
their most common ancestor, and the intersection of their
glosses are used to estimate their semantic relatedness.
III. PURPOSED METHOD
One of the methods of semantic relatedness
measurement is comparing their positions i.e. their
relationships with the other concepts in the domain. This
comparison is equal to compare two nodes of a graph,
whereas this is not a standard operation in graph theory. At
the first look, using the distance between two concepts can
be a good criterion to compare the positions of the concepts.
But experiments show that this idea, at least due to faults of
ontologies, suffers from a lot of inconsistencies.
A. A Brief Example
Fig. 1 illustrates part of is-a taxonomy of WordNet. The
judgments of some path-based methods of semantic
relatedness measurement for some pairs of Fig. 1 are shown
in Table 1.

The information theoretic based methods use
information contents of concepts to measure their semantic
relatedness. Therefore, the main challenge of this approach
is estimating the information content of concepts. Reference
[4] used the amount of shared information content by two
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Thus, using the inner production (cousin similarity), we
are able to compare two concepts as their position in the
ontology point of view (2).
ܵ݁݉ܽ݊ݏݏ݁݊݀݁ݐ݈ܴܽ݁ܿ݅ݐሺܿଵ ǡ ܿଶ ሻ ൌ 
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ȁܿ
ଵ  כሬሬሬԦȁ
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The remaining problem is building the Semantic Space
Matrix.
C. Transforming Adjacency Matrix to Semantic Space
Matrix
To show implicit relationships among concepts and
constitute the semantic space matrix, we need to measure
semantic relatedness of concepts. During solving a problem,
we need the answer of the same problem. It seems that we
have arrived to the starting point. But there are two
important points. First, in this phase the semantic
relatedness of two concepts just indicates one dimension of
its semantic vector in the semantic space. Considering
numerous dimensions of semantic vectors, it is not expected
that imprecise values for some of dimensions can mainly
bias the final result. Second, the values are being calculated
in this phase, at last, will be compared to each other.

Figure 1. Part of is-a structure of WordNet.
TABLE 1. THE VALUES OF SEMANTIC RELATEDNESS FOR SOME PAIRS OF
FIG. 1 [23]
Wu and
Leacock and
Hirst and
Pairs
St-Onge
Palmer
Chodorow
Car-Bus

5

0.66

Car- Ship

5

0.69

1.60
1.49

Car-Train

3

0.69

1.60

Car-Airplane

3

0.72

1.60

Car-Stretcher

0

0.69

1.60

As shown, the values of semantic relatedness for these
pairs are completely inconsistent. For example according to
[8] car and bus are as related as car and ship. Reference [10]
supposes that car and airplane are the most semantically
related concepts. Or [22] assigns the same values for four of
them. Considering uneven structure of WordNet and the
main idea of these methods (just using one path), this
problem seems completely natural and expected.

The underlying principles of using distance between
concepts to measure their semantic relatedness are: 1) The
distance of concepts in the graph of ontology represents the
semantic distance between them; 2) Semantic distance is in
inverse relation with semantic relationship. Therefore, all
methods which use the length of path between concepts to
measure semantic relatedness can be used to transform
adjacency matrix to semantic space matrix. Some of such
methods assign different weights to relations and have
different criteria to find meaningful paths between concepts.
Thus, the semantic distance of adjacent concepts would be
the weight of their relation and for non-adjacent concept
would be the weight of path between them.

We suppose that finding a way to use the whole structure
of ontology for comparing concepts will remove most of
these inconsistencies. As in this way, the noisy data, obtained
from the inconsistent parts of ontology, would constitute a
negligible portion of the entire data.
B. Compare Concepts Using the Whole Structure
Suppose that the graph of an ontology is shown by
adjacency matrix. This matrix just shows explicit
relationships among the concepts of the domain. We name
this matrix as “elementary semantic adjacency matrix”. But
in addition to explicit relationships to adjacent concepts,
each concept has implicit semantic relationships with the
other concepts of the domain. These implicit relationships
are shown by explicit relationships of the adjacent concepts
to the other concepts of the domain.

D. The Brief Example (Continue)
As a preliminary test of the mentioned ideas, the
semantic vectors for samples of Table 1 were built as the
following circumstances. The value of n in (1) is the number
of noun Synsets in WordNet 2.0. The SemRel(concept,
concepti) is defined as (3), so that the maximum allowable
length of path is limited by  i.e. the value of SemRel for
two Synset with length of the shortest path greater than  is
0. The variables  and  are used for tanning.

The “semantic adjacency matrix” of an ontology is a
non-boolean matrix which includes both explicit and
implicit semantic relationships. We name this matrix as
Semantic Space Matrix (SSM). Every row (or column) of
this matrix represents a concept of the domain in the ndimensional space of the ontology (1). So that n is the
number of concepts in the domain.

ܴ݈ܵ݁݉݁ሺܿݐ݁ܿ݊ǡ ܿݐ݁ܿ݊ ሻ
ൌ 

ߙ
ሺ͵ሻ
݀݅݁ܿ݊ܽݐݏሺܿݐ݁ܿ݊ǡ ܿݐ݁ܿ݊ ሻିఉ

All available relations in WordNet 2.0 were used to find
the shortest path between concepts and paths are rough
mixture of different relations. Assuming the same value
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relatedness. However, semantic relatedness for these cases
were measured less than expected. There is the same
scenario for instances flagged by #. Although they are not
directly related by is-a relations, but according to is-a
taxonomy of WordNet they are obviously very similar and
having strong semantic relationship is expected for them.

(one) for all types of relations, best results were found by 
= 5,  = 0.5, and  = 2.
The inner productions for semantic vectors of the former
example are shown in Table 2. Although considering
different contexts and applications, these values also have
inconsistencies. But in conditions that we can judge about
semantic relatedness of concepts regardless of context, the
results of our method are completely according to the
expectation.

It seems this defect is the direct consequence of using
(3) as an imprecise method for measuring semantic
relatedness in the phase of semantic space matrix
constitution. It is expected that improving (3) or using
existing path-based methods instead, could effectively
improve our results.

IV. EVALUATION
Rubenstein and Goodenough (1965) asked 51 persons to
judge about the semantic similarity of 65 pairs of words
ranging from “highly synonymous” to “semantically
unrelated”. Miller and Charles (1991) found similar results
in a similar study using 30 pairs of Rubenstein and
Goodenough`s and 31 subject [24]. The results of their
experiments made a baseline for the evaluation of semantic
relatedness measurement methods.

B. InterMethod Discussion
The correlations of some prominent methods of semantic
relatedness measurement along with ours are listed in Table
3. Although, the correlation of 0.838 is not an excellent
score in comparison with the others, but some points are
worthy of attention.
First, we were going to resolve some of consistencies
caused by the structure of ontology. The acceptable
correlation of 0.838 and the example mentioned in section 3
show that our method not only operates as well as other
methods but also it is less affected by inconsistencies of the
ontology structure.

The Rubenstein and Goodenough`s dataset was chosen
due to its variety in comparison with Miller and Charles`. In
order to evaluate our idea purely, we did not take into
consideration any correcting factors of path-based methods
like depth, relation weighting, avoiding meaningless path,
etc. The results of previous experiment using this dataset
and same value for parameters , , and  are depicted in
Fig. 2 and Table 3. These results are worthy of discussing
from two sides. First, they show important points of
weakness and strength of our method in measuring semantic
relatedness of different pairs. Second, the overall result
(correlation) shows congruence of our method with the
others.

Second, in Rubenstein and Goodenough`s experiment
and similar studies, subjects were asked to specify semantic
similarity of pairs and not their semantic relatedness. So,
considering all types of semantic relationships, semantic
relatedness of concepts does not conform to their similarity.
TABLE 2. THE VALUES OF SEMANTIC RELATEDNESS FOR INSTANCES OF
TABLE 1 WHICH CALCULATED BY OUR METHOD
ሬሬሬሬԦǡ
ሬሬሬԦሻ
Pairs
ܛܗ܋ሺࢉ
 ܋

Car-Taxi
0.76
Car-Bus
0.53
Car-Motorcycle
0.50
Car-Train
0.46
Car-Airplane
0.43
Car-Ship
0.29
Car-Stretcher
0.07

A. IntraMethod Discussion
As it is shown in Fig. 2, the values of semantic
relatedness for noticeable number of cases are
underestimated by our method. We suppose that some kinds
of important relationships have not been taken into account
in our method. For example, the instances flagged by * in
Fig. 2 are related by is-a relationship (with or without
intermediate relations). This kind of relationship indicates
very strong similarity and implicates strong semantic

Figure 2. The values of semantic relatedness for instances of Rubenstein and Goodenough (1965).
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TABLE 3. THE CORRELATIONS OF SOME OF SEMANTIC RELATEDNESS (OR
SIMILARITY) MEASUREMENT METHODS [2]
Method

R&G

Path

IC

Gloss

Resnik

0.779

N

Y

N

Hirst and St–Onge

0.786

Y

N

N

Leacock and Chodorow

0.838

Y

N

N

Lin

0.819

N

Y

N

Jiang and Conrath

0.842

Y

Y

N

Li et al.

0.891

Y

Y

N

Patwardhan and Pedersen

0.900

N

N

Y

Yang and Powers

0.910

Y

N

N

Alvarez and Lim

0.900

Y

N

Y

Pirró

0.908

N

Y

N

Ours

0.838

Y

N

N

Third, realizing the intended meaning of a polysemous
word is merely possible through its application in the
context. For this reason, some methods like [17] in spite of
having good results in application based evaluation, are not
very successful in evaluation by Rubenstein-Goodenough or
Miller- Charles.

M. A. Alvarez and S. J. Lim, "A Graph Modeling of Semantic
Similarity between Words," 2007, pp. 355-362.

[3]

J. J. Jiang and D. W. Conrath, "Semantic similarity based on corpus
statistics and lexical taxonomy," in International Conference
Research on Computational Linguistics (ROCLING X), 1997.

[4]

P. Resnik, "Using information content to evaluate semantic
similarity in a taxonomy," 1995, pp. 448-453.

[5]

G. Pirró, "A semantic similarity metric combining features and
intrinsic information content," Data & Knowledge Engineering, vol.
68, pp. 1289-1308, 2009.

[6]

A. G. Maguitman, F. Menczer, H. Roinestad, and A. Vespignani,
"Algorithmic detection of semantic similarity," 2005, p. 116.

[7]

G. Varelas, E. Voutsakis, P. Raftopoulou, E. G. M. Petrakis, and E.
E. Milios, "Semantic similarity methods in wordNet and their
application to information retrieval on the web," 2005, p. 16.

[8]

G. Hirst and D. St-Onge, "WordNet: An electronic lexical database,
chapter Lexical chains as representations of context for the detection
and correction of malapropisms," The MIT Press, Cambridge, MA,
1998.

[9]

L. Mazuel and N. Sabouret, "Semantic relatedness measure using
object properties in an ontology," 2008, p. 681.

[10] Z. Wu and M. Palmer, "Verbs semantics and lexical selection,"
1994, pp. 133-138.

Therefore, we hope that using a more accurate method in
building semantic space matrix, on one hand, and
application-based evaluation, on the other hand, show the
real value of measuring semantic relatedness using the
whole structure of ontology.

[11] M. Sussna, "Word sense disambiguation for free-text indexing using
a massive semantic network," 1993, pp. 67-74.
[12] D. Yang and D. M. W. Powers, "Measuring semantic similarity in
the taxonomy of WordNet," 2005, p. 322.
[13] D. Lin, "An information-theoretic definition of similarity," 1998, pp.
296–304.

V. CONCLUSION AND FUTURE WORKS
In this paper we introduced a robust method for semantic
relatedness measurement. The method models the concepts
as semantic vectors, using all available relationships and
other concepts of the domain, so that it would be able to
compare them based on their position in the domain.

[14] E. Blanchard, P. Kuntz, M. Harzallah, and H. Briand, "A tree-based
similarity for evaluating concept proximities in an ontology," 2006,
pp. 3–11.
[15] J. W. Kim and K. Candan, "CP/CV: concept similarity mining
without frequency information from domain describing taxonomies,"
2006, p. 492.
[16] M. Lesk, "Automatic sense disambiguation using machine readable
dictionaries: How to tell a pine cone from an ice cream cone," 1986,
pp. 24-26.

The results of experiments show that, using the whole
structure of ontology for modeling the position of concepts
in their domain, our method is able to tolerate noisy data
and correct inconsistencies caused by them. They also
indicate that similarity constitutes an important portion of
semantic relationship. Therefore it is necessary to devote
special effort on recognizing and reflecting it in semantic
relatedness measurement.

[17] S. Banerjee and T. Pedersen, "Extended gloss overlaps as a measure
of semantic relatedness," 2003, pp. 805-810.
[18] S. Patwardhan, S. Banerjee, and T. Pedersen, "Using measures of
semantic relatedness for word sense disambiguation," Lecture Notes
in Computer Science, pp. 241-257, 2003.
[19] S. Patwardhan and T. Pedersen, "Using WordNet-based context
vectors to estimate the semantic relatedness of concepts," 2006.

The comparison with other methods shows that our
method operates as precise as the other methods and it is
expected to outperform them in application based
experiments.

[20] T. Pedersen, S. Banerjee, and S. Patwardhan, "Maximizing semantic
relatedness to perform word sense disambiguation," Supercomputing
institute research report umsi, vol. 25, 2005.
[21] Y. Li, Z. A. Bandar, and D. McLean, "An approach for measuring
semantic similarity between words using multiple information
sources," IEEE Transactions on knowledge and data engineering,
pp. 871-882, 2003.

Our future works include two parts. One part is
improvement of measuring semantic relatedness in
constituting semantic space matrix phase. To do so we
should use a more precise method as SemRel(concept,
concepti) so that it differentiate among relations according
to their types, depth, etc. The other part is evaluating our
method in one of the applications of semantic relatedness
measurement like information retrieval.

[22] C. Leacock and M. Chodorow, "Combining local context and
WordNet similarity for word sense identification," WordNet: An
electronic lexical database, vol. 49, pp. 265-283, 1998.
[23] T. Pedersen, S. Patwardhan, and J. Michelizzi, "Wordnet::
similarity-measuring the relatedness of concepts," 2004, pp. 10241025.
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&RPSRVHU6FLHQFH$6HPDQWLF6HUYLFH%DVHG
IUDPHZRUNIRU:RUNIORZ&RPSRVLWLRQLQH6FLHQFH
3URMHFWV


/DU\VVD0DFKDGRGD6LOYD

0DVWHU3URJUDPLQ&RPSXWDWLRQDO0RGHOLQJ
)HGHUDO8QLYHUVLW\RI-XL]GH)RUD
-XL]GH)RUD±0LQDV*HUDLV±%UD]LO
ODUDYLW#JPDLOFRP

$EVWUDFW²$Q LPSRUWDQW HOHPHQW LQ H6FLHQFH UHVHDUFK LV WKH
VFLHQWLILF ZRUNIORZ WKDW LQ JHQHUDO LV YHU\ ORQJ FRPSRVHG RI
PDQ\ FRPSXWDWLRQV DQG UHSUHVHQWV D VFLHQWLILF SURFHVV
*HQHUDOO\ D VFLHQWLILF ZRUNIORZ LV YHU\ ODUJH ZKDW WXUQV LW
GLIILFXOW WR GHILQH 2QH SRVVLELOLW\ WR KHOS LWV GHILQLWLRQ LV XVLQJ
WRROVWKDWDJJUHJDWHVHPDQWLFVWRDVVLVWLQWKHFRPSRVLWLRQ,QWKLV
FRQWH[WWKLVSDSHUSUHVHQWVDSURSRVDOWKDWDLPVWRPDNHSRVVLEOH
WKH FRPSRVLWLRQ RI VFLHQWLILF ZRUNIORZV FRQVLGHULQJ VHPDQWLF
VHDUFK RI ZHE VHUYLFHV DQG LQFRUSRUDWLQJ WKHP LQ WKH ZRUNIORZ
GHILQLWLRQ



6RIWZDUH4XDOLW\5HVHDUFK*URXS
)HGHUDO8QLYHUVLW\RI-XL]GH)RUD
-XL]GH)RUD±0LQDV*HUDLV±%UD]LO
UHJLQDEUDJDIHUQDQGDFDPSRV #XIMIHGXEU





DVVLVW VFLHQWLILF ZRUNIORZV FRPSRVLWLRQ WKXV PDNLQJ WKH
SURFHVVVLPSOHUDQGPRUHHIIHFWLYH7KLVSDSHULVRUJDQL]HGDV
IROORZVLQVHFWLRQZHSUHVHQWWKHWKHRUHWLFDOEDVLVLQVHFWLRQ
VRPHSURSRVDOVDQGUHODWHGZRUNDUHDQDO\]HGLQVHFWLRQ
RXU SURSRVDO WR GHYHORS D IUDPHZRUN WKDW DJJUHJDWHV WKH
VHPDQWLF LQ WKH GHYHORSPHQW RI VFLHQWLILF ZRUNIORZV LV
IRUPXODWHG DQG LWV DUFKLWHFWXUH LV SUHVHQWHG DQG ILQDOO\ LQ
VHFWLRQFRQFOXVLRQVDQGIXWXUHZRUNDUHGLVFXVVHG
,,

.H\ZRUGV:RUNIORZ FRPSRVLWLRQ :HE 6HUYLFH 6HPDQWLF :HE
2QWRORJLHV

,

5HJLQD%UDJD)HUQDQGD&DPSRV

7+(25(7,&$/%$6,6

7KH WHUP H6FLHQFH LV JHQHUDOO\ XVHG WR GHVFULEH WKH
GHYHORSPHQW RI DQ LQIUDVWUXFWXUH DEOH WR SURYLGH DFFHVV WR
UHPRWH IDFLOLWLHV UHPRWH FRPSXWLQJ UHVRXUFHV VWRUDJH RI
LQIRUPDWLRQ LQ GHGLFDWHG GDWDEDVHV DQG GLVVHPLQDWLRQ DQG
VKDULQJRIGDWDUHVXOWVDQGNQRZOHGJH6RPHFKDUDFWHULVWLFVRI
H6FLHQFH DUH DFFHVV WR D YDVW FROOHFWLRQ RI GDWD XVH RI
FRPSXWHUUHVRXUFHVRQDODUJHVFDOHXVHRIKHWHURJHQHRXVDQG
G\QDPLF UHVRXUFHV RI PXOWLSOH RUJDQL]DWLRQV DQG G\QDPLF
ZRUNIORZV >@ 7R PRQLWRU DQG IDFLOLWDWH WKH XVH RI YDULRXV
UHVRXUFHV DYDLODEOH LQ WKH FRQWH[W RI H6FLHQFH DQG WR HQDEOH
HIILFLHQW DQDO\VLV RI ODUJH YROXPHV RI GDWD ZRUNIORZV ZLWK
VSHFLILF IHDWXUHV IRU H6FLHQFH KDYH EHHQ GHILQHG ZKLFK DUH
FDOOHGVFLHQWLILFZRUNIORZV
7UDGLWLRQDOO\WKH:HEKDVEHHQVHHQDVDGLVWULEXWHGVRXUFH
RI LQIRUPDWLRQ 7KH MRLQW DSSOLFDWLRQ RI 6HPDQWLF :HE DQG
:HE VHUYLFHV LQ RUGHU WR JHQHUDWH ³PRUH LQWHOOLJHQW´ :HE
VHUYLFHV KDV OHG WR 6HPDQWLF :HE VHUYLFHV >@ $ 6HPDQWLF
:HE VHUYLFH FRQVLVWV RI D :HE VHUYLFH ZLWK D VHPDQWLF
GHVFULSWLRQ WKDW DOORZV WKH DXWRPDWLF GLVFRYHU\ FRPSRVLWLRQ
DQG LQYRFDWLRQ RI WKH VHUYLFH IRU H[DPSOH XVLQJ LQWHOOLJHQW
DJHQWVDEOHWRSURFHVVDYDLODEOHVHPDQWLFLQIRUPDWLRQ>@

,1752'8&7,21

7KH &RPSXWHU 6FLHQFH UHYROXWLRQL]HG VFLHQWLILF UHVHDUFK
DQGWRGD\LVUHFRJQL]HGDVWKHWKLUGSLOODUWRJHWKHUZLWKWKHRU\
DQGH[SHULPHQWDWLRQ>@7KHXVHRIFRPSXWHUUHVRXUFHVLQWKH
GHYHORSPHQW RI VFLHQWLILF UHVHDUFK EHQHILWV WKH ZRUN RI
VFLHQWLILF FRPPXQLWLHV IDFLOLWDWLQJ WKH VKDULQJ RI GDWD DQG
FRPSXWLQJVHUYLFHVDQGFRQWULEXWLQJWREXLOGDQLQIUDVWUXFWXUH
RI GDWD DQG D GLVWULEXWHG UHVHDUFK FRPPXQLW\ >@ 7KLV
FRQWH[W LQ ZKLFK WKH FRPSXWHU EHFRPHV HVVHQWLDO WR WKH
VXFFHVVIXORIVFLHQWLILFUHVHDUFKIURPGLIIHUHQWDUHDVLVWKHH
6FLHQFH FRQWH[W >@ ZKHUH VFLHQFH LV SHUIRUPHG ZLWK
FRPSXWHUVXSSRUWDQGEHFRPHVPRUHHIILFLHQW
7KH H6FLHQFH DFWLYLWLHV DUH JURZLQJ DURXQG WKH ZRUOG
DFFRPSDQLHGE\DSUROLIHUDWLRQRIGDWDDQGWRROV7KLVEULQJV
QHZFKDOOHQJHVIRUH[DPSOHKRZWRXQGHUVWDQGDQGRUJDQL]H
WKHVH UHVRXUFHV KRZ WR VKDUH DQG UHXVH VXFFHVVIXO
H[SHULPHQWV WRROV DQG GDWD  DQG KRZ WR SURYLGH
LQWHURSHUDELOLW\DPRQJGDWDDQGWRROVIURPGLIIHUHQWORFDWLRQV
DQG XVHG E\ SHRSOH ZLWK GLIIHUHQW SURILOHV ,Q WKH H6FLHQFH
FRQWH[W WKH WHFKQRORJ\ RI ZRUNIORZ SURYLGHV URRP IRU WKH
UHVROXWLRQ RI SUREOHPV RI VFLHQWLILF QDWXUH IDFLOLWDWLQJ WKH
FUHDWLRQDQGH[HFXWLRQRIH[SHULPHQWVXVLQJDODUJHDPRXQWRI
DYDLODEOHGDWDDQGVHUYLFHV>@
7KLVSDSHUWKHUHIRUHGLVFXVVHVWKHXVHRI6HPDQWLF:HEDV
D ZD\ WR IDFLOLWDWH WKH GLVFRYHU\ DQG FRPSRVLWLRQ RI :HE
6HUYLFHV IRU WKH GHYHORSPHQW RI VFLHQWLILF ZRUNIORZV 2XU
FRQWULEXWLRQ LV WKH GHYHORSPHQW RI D IUDPHZRUN WKDW XVHV
VHPDQWLF UHVRXUFHV VXFK DV RQWRORJLHV DQG VHPDQWLF :HE
VHUYLFHV WRJHWKHU ZLWK 3HWUL 1HWV DQG :RUNIORZ ODQJXDJHV WR

,,, 5(/$7(':25.6
7KH &HO2:6 >@ LV D EURNHU EDVHG RQ RQWRORJLHV WR
UHJLVWHUGLVFRYHUDQGH[HFXWHELRORJLFDOZHE VHUYLFHV,QWKLV
ZRUNDVHPDQWLFGHVFULSWLRQRIDVHUYLFHLVXVHGE\VWRULQJLQ
WKH GDWDEDVH WKH FRQFHSWV LQIHUUHG LQ WKH RQWRORJ\ $Q
LQIHUHQFHPDFKLQHLVXVHGWRUHWULHYHVHUYLFHVWKDWPDWFKZLWK
WKHFRQFHSWVSURYLGHGE\WKHFOLHQW VFLHQWLVW 2XUSURSRVDOLV
DQ HYROXWLRQ RI WKLV ZRUN LQFOXGLQJ WKH GLVFRYHU\ RI :HE
VHUYLFHVWKURXJKWKHXVHRIRQWRORJLHVPDNLQJXVHRI2:/6
DQGLQIHUHQFHPHFKDQLVPVWKDWKHOSLQWKHILQGLQJRIVHUYLFHV
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7KHGLVFRYHU\RIVHUYLFHVEHFRPHVSDUWRIDODUJHUSURFHVVWKDW
LQYROYHV WKH FRPSRVLWLRQ RI VFLHQWLILF ZRUNIORZV XVLQJ WKH
VHUYLFHVGLVFRYHUHGDQGLWVVXEVHTXHQWLPSOHPHQWDWLRQ
7KH ZRUN RI >@ KDV DV PDLQ REMHFWLYH WR LPSURYH WKH
HIILFLHQF\ LQ WKH FRQVXPSWLRQ RI :HE VHUYLFHV DQG LQFUHDVH
WKH DXWRPDWLRQ RI VRPH WDVNV UHODWHG WR WKHP 2XU SURSRVDO
GLIIHUV IURP WKHLUV DV ZH ZDQW WR JR EH\RQG WKHVH IXQFWLRQV
2XUJRDOLVWRSHUIRUPWKHVHVDPHWDVNVRIIHUHGE\WKHV\VWHP
SURSRVHG E\ >@ DQG DOVR DOORZ WKH FRPSRVLWLRQ RI VFLHQWLILF
ZRUNIORZVZLWKWKHVHVHUYLFHV
7KHZRUNSUHVHQWLQ>@FODVVLILHV:HEVHUYLFHVDFFRUGLQJ
WR WKHLU LQWHUIDFHV DQG EXLOGV D FRPSRVLWH VHUYLFH WKURXJK
ORJLFDO DQG SK\VLFDO FRPSRVLWLRQ 7KH ZRUN SURSRVHG LQ >@
XVHV VHPDQWLF PDWFKLQJ ZKLFK FRQVLGHUV GRPDLQ GHSHQGDQW
LQIRUPDWLRQ DV ZHOO DV GRPDLQ LQGHSHQGHQW LQIRUPDWLRQ 2XU
SURSRVDO GLIIHUV IURP WKHP RQFH LW XVHV RQWRORJ\ LQ RUGHU WR
VSHFLI\WKHXVHU¶VLQWHQWLRQ
7KH ZRUNV SUHVHQWHG LQ >@ DQG >@ FODVVLI\ DYDLODEOH
VHUYLFHV DFFRUGLQJ WR WKHLU IXQFWLRQDOLWLHV ZKHUH HDFK VHW RI
VHUYLFHV ZLWK WKH VDPH IXQFWLRQDOLW\ LV FDOOHG D FRPPXQLW\
VHUYLFH RU PHWDVHUYLFH UHVSHFWLYHO\ 7KHLU ZRUN LV VLPLODU WR
RXU SURSRVDO +RZHYHU ZH XVH RQWRORJLHV DQG WUDQVIRUP RXU
ZRUNIORZ RI PHWDVHUYLFHV LQ D FRQFUHWH RQH ZLWK WKH KHOS RI
3HWUL QHWV DQG :6%3(/ >@ 7KH ZRUN GHVFULEHG LQ >@
SURSRVHVD:HEVHUYLFHFRPSRVLWLRQPHWKRGZKLFKJXDUDQWHHV
IXQFWLRQDO FRUUHFWQHVV RI :HE VHUYLFH FRPSRVLWLRQ LQFOXGLQJ
LQIRUPDWLRQVHUYLFHVDQGDOVRLPSURYHVWLPHFRPSOH[LW\RIWKH
FRPSRVLWLRQSURFHVV+RZHYHULWGRHVQRWJHQHUDWHVDFRQFUHWH
ZRUNIORZDVZHGRLQRXUZRUN

SURYLGHG E\ XVHU DQG WKH UHVXOWV RI WKH LQIHUHQFHV REWDLQHG
IURP WKHP 7KLV OD\HU LV UHVSRQVLEOH DOVR IRU SHUIRUPLQJ
LQIHUHQFHV UHDVRQLQJ  VHUYLFHV LQ WKH GRPDLQ RQWRORJLHV
VHQGLQJ DV SDUDPHWHUV WKH VHPDQWLF VSHFLILFDWLRQV IRU HDFK
WDVNGHILQHGEDVHGRQDYDLODEOHRQWRORJLHV6RZHFDQREWDLQ
DV UHVXOWV RI LQIHUHQFH WHUPV UHODWHG WR WKH RQHV SURYLGHG E\
WKHXVHUWKXVH[SDQGLQJWKHZHEVHUYLFHVGLVFRYHULQJ
7KHLQIRUPDWLRQSURYLGHGE\WKHXVHUDQGWKDWREWDLQHGE\
PHDQV RI LQIHUHQFH DUH XVHG WR SHUIRUP VHPDQWLF VHDUFK
GLVFRYHU\  LQ GLVWULEXWHG UHSRVLWRULHV WR ILQG :HE VHUYLFHV
VHPDQWLFDOO\ FRPSDWLEOH ZLWK HDFK WDVN LQ WKH ZRUNIORZ 7R
ILQG WKH VHUYLFHV WKH VHPDQWLF GHVFULSWLRQV 2:/6  RI
DYDLODEOH VHUYLFHV LQ WKH UHSRVLWRULHV DUH DQDO\]HG DQG
FRPSDUHGZLWKWKHVHPDQWLFGDWDUHODWHGWRHDFKWDVN
6HPDQWLF LQIRUPDWLRQ LV H[WUDFWHG IURP WKH VHPDQWLF
GHVFULSWLRQ 2:/6 IRUHDFKVHUYLFHIRXQGLQWKHUHSRVLWRULHV
WKURXJK WKH XVH RI 2:/6 $3, >@ ,QIRUPDWLRQ REWDLQHG
IURP WKH 2:/6 RI D JLYHQ VHUYLFH LV FRPSDUHG ZLWK
LQIRUPDWLRQSURYLGHGE\WKHXVHUFRQVLGHULQJDSDUWLFXODUWDVN
WRGHWHUPLQHZKHWKHUWKHVHUYLFHGHVFULEHGE\2:/6FDQEH
XVHG WR DFFRPSOLVK WKH WDVN $V VHDUFK UHVXOWV ZH FDQ ILQG
VHYHUDO VHUYLFHV WKDW PHHW WKH VSHFLILFDWLRQV RI D JLYHQ WDVN
7KH$SSOLFDWLRQ/D\HULVUHVSRQVLEOHIRUVHOHFWLQJWKHVHUYLFH
WKDWEHVWILWVWKHJLYHQWDVN
7KH $SSOLFDWLRQ /D\HU LV FRPSRVHG RI WKH &RPSRVLWLRQ
0DQDJHU DQG WKH &OLHQW 0DQDJHU PRGXOHV 7KH &RPSRVLWLRQ
0DQDJHU LVUHVSRQVLEOH IRUJHQHUDWLQJFRPSRVLWLRQVEDVHGRQ
WKH GLVFRYHUHG VHUYLFHV ZKLFK UHSUHVHQW WKH ZRUNIORZ
VSHFLILHG E\ WKH XVHU DV ZHOO DV WKH JHQHUDWLRQ RI WKH :6
%3(/ PRGHO ZKLFK LV WKH UHVXOW RI WKH FRPSRVLWLRQ 7KH
&OLHQW0DQDJHULVUHVSRQVLEOHIRUDOOLQWHUDFWLRQZLWKWKHXVHUV
RI&RPSRVHU6FLHQFH,WVPDLQIXQFWLRQDOLW\LVWRSUHYHQWWKDW
XVHUVKDYHDFFHVVWRWKHLQWHUQDOVWUXFWXUHRIWKHIUDPHZRUN
7RXQGHUVWDQGWKHRSHUDWLRQ RIWKH $SSOLFDWLRQ /D\HU ZH
PXVW FRQVLGHU WKDW DIWHU REWDLQLQJ VHUYLFHV WKDW DFFRPSOLVK
HDFKWDVNLQLWLDOO\VHWE\WKHXVHUDVSDUWRIWKHZRUNIORZWKH
$SSOLFDWLRQ/D\HUVWDUWVWKHSURFHVVRIFRPSRVLWLRQRIVHUYLFHV
LQ RUGHU WR REWDLQ SRVVLEOH FRPSRVLWLRQV FDSDEOH RI UHSUHVHQW
WKH FKRVHQ ZRUNIORZ DW WKH HQG RI WKH SURFHVV 7KH
FRPSRVLWLRQ RI VHUYLFHV LV SHUIRUPHG XVLQJ WKH SDUDGLJP RI
3HWUL 1HWV ZKLFK DVVLVWV LQ WKH DQDO\VLV RI VWUXFWXUDO DQG
VHPDQWLFFRPSDWLELOLW\RIHDFKVHUYLFHDQGRIWKHFRPSRVLWLRQ

,9 &20326(56&,(1&(
:LWK WKH REMHFWLYH RI DVVLVWLQJ WKH GLVFRYHU\ RI :HE
VHUYLFHV IRU FRPSRVLWLRQ RI VFLHQWLILF ZRUNIORZV ZH SURSRVH
WKH GHYHORSPHQW RI D IUDPHZRUN QDPHG &RPSRVHU6FLHQFH
WKDW SHUIRUPV VHPDQWLF VHDUFK RI VHUYLFHV DQG FRPSRVH WKHVH
VHUYLFHV GHILQLQJ D VFLHQWLILF ZRUNIORZ 6SHFLILFDOO\ WKH
IUDPHZRUNFDQGR

D

6WRUDJHRIGRPDLQRQWRORJLHV 2:/ DQGVHPDQWLFDQQRWDWLRQV
RIZHEVHUYLFHV 2:/6 LQGLVWULEXWHGUHSRVLWRULHV GDWDEDVHV 
RIWKHIUDPHZRUN
E ,PSOHPHQWDWLRQ RI VHPDQWLF VHDUFK LQ GLVWULEXWHG UHSRVLWRULHV
EDVHGRQUHTXLUHPHQWVSURYLGHGE\WKHXVHULQRUGHUWRGLVFRYHU
VHPDQWLF:HEVHUYLFHVWKDWPHHWWKHVHXVHU¶VUHTXLUHPHQWV
F 3DUVLQJEDVHGRQVWUXFWXUDOUHTXLUHPHQWV LQSXWDQGRXWSXW DQG
VHPDQWLF DQDO\VLV RI WKH GLVFRYHUHG VHUYLFHV LQ RUGHU WR REWDLQ
SRVVLEOHFRPSRVLWLRQVRIWKHP
G *HQHUDWLRQ RI ZRUNIORZ PRGHOV LQ :6%3(/ EDVHG RQ WKH
FRPSRVLWLRQVGLVFRYHUHG

)LJXUH  UHSUHVHQWV WKH OD\HUV RI &RPSRVHU6FLHQFH DQG
DOORZVDEHWWHUXQGHUVWDQGLQJRIWKHVWHSVWDNHQWRDFKLHYHLWV
PDLQDQGVHFRQGDU\REMHFWLYHV:HFDQGLYLGHWKHIUDPHZRUN
LQ WZR FRPSRQHQWV WKH FOLHQW FRPSRQHQW WKDW LQYRNHV WKH
VHUYLFH DQG WKH FRPSRQHQW WKDW FRQWDLQV WKH OD\HUV WKDW
FRPSRVHWKHIUDPHZRUN
7KH FOLHQW FRPSRQHQW LPSOHPHQWV DQ LQWHUIDFH WKURXJK
ZKLFKWKHXVHULQWHUDFWVZLWKWKHIUDPHZRUN
7KH6HDUFK /D\HU LVWKHOD\HUWKDWLQFOXGHVWKH6HPDQWLF
6HDUFK 0DQDJHU 7KLV PRGXOH LV UHVSRQVLEOH IRU VHPDQWLF
VHDUFKDQGGLVFRYHU\RIVHUYLFHVFRQVLGHULQJWKHGHVFULSWLRQV


)LJXUH &RPSRVHU6FLHQFH$UFKLWHFWXUH

85

&RQVLGHULQJVSDFHOLPLWDWLRQVWKLVSDSHUZLOOQRWGHWDLOWKH
VHDUFKSURFHVV3DUWRIWKHVHDUFKSURFHVVFDQEHVHHQLQ>@
,QWKLVSDSHUZHZLOOGHWDLOWKHFRPSRVLWLRQSURFHVV 


,Q)LJXUHEDVHGRQWKHDEVWUDFWPRGHORIWKHZRUNIORZ
WKH IUDPHZRUN VHOHFWV LQ WKH GDWDEDVH GHVFULSWLRQV UHODWHG WR
HDFK WDVN WKDW PDNH XS WKH ZRUNIORZ 6XSSRVH IRU H[DPSOH
WKDW VFLHQWLVWV DUH GHVLJQLQJ DQ DEVWUDFW ZRUNIORZ WR WKH
GRPDLQRIFDUGLDFHOHFWURSK\VLRORJ\7KXVLWVHOHFWVWKH&HO2
RQWRORJ\ >@ WR SHUIRUP WKH VHPDQWLF VHDUFK 7DVN $ KDV
&HOO(OHPHQW DV RQH RI WHUPV VHOHFWHG IURP &HO2 IRU
GHVFULSWLRQRILWWDVN%KDVWKHWHUP&HOO3URFHVVDVRQHRILWV
GHVFULWSLRQWDVN&KDVWKHWHUP&HOO6WUXFWXUHDQGWDVN'KDV
&HOO0/0RGHODVRQHRILWVGHVFULWSLRQ7KHQIURPWKHWHUPV
WKDWGHVFULEHHDFKWDVNLQIHUHQFHVDUHPDGHRQWKHRQWRORJ\LQ
RUGHUWRUHULHYHPRUHUHODWHGWHUPVDQGWKXVH[WHQGWKHSRZHU
RI VHPDQWLF VHDUFK IRU VHUYLFHV LQ WKH UHSRVLWRULHV RI WKH
IUDPHZRUN 7KH UHOHYDQW LQIRUPDWLRQ FRQWDLQHG LQ WKH
VHPDQWLF GHVFULSWLRQV 2:/6  RI VHUYLFHV WKDW DUH VWRUHG LQ
GLVWULEXWHG UHSRVLWRULHV DUH H[WUDFWHG XVLQJ WKH 2:/6 $3,
DQGWKHQWKHIUDPHZRUNFRPSDUHVWKHWHUPV DQGWKHLQIHUUHG
RQHV WKDWGHVFULEHWKHWDVNVZLWKWKHWHUPVREWDLQHGIURPWKH
LQIRUPDWLRQH[WUDFWHGRIHDFKVHUYLFHDQGWULHVWRPDWFKWKHVH
GHVFULSWLRQV2QFHWKHVHUYLFHVDUHGLVFRYHUHGWKHIUDPHZRUN
JHQHUDWHV H[HFXWDEOH ZRUNIORZ PRGHOV WKDW DUH VHPDQWLFDOO\
DQG VWUXFWXUDOO\ SRVVLEOH ZKLFK DUH SUHVHQWHG WR WKH XVHU WR
FKRRVHRQHRIWKH PRGHOVWR JHQHUDWHWKHFRUUHVSRQGLQJ :6
%3(/ILOH
7KH VHUYLFHV IRXQG DUH DVVLJQHG WR HDFK WDVN RI WKH
DEVWUDFW ZRUNIORZ UHSUHVHQWHG E\ WKH 3HWUL QHW  DV FDQ EH
VHHQ LQ )LJXUH  $IWHU WKH DOORFDWLRQ RI WKH GLVFRYHUHG
VHUYLFHVWRWKHWDVNVRIWKHDEVWUDFW ZRUNIORZ WKH IUDPHZRUN
GHILQHV 3HWUL QHWV WKDW UHSUHVHQW H[HFXWDEOH ZRUNIORZV 7KHVH
3HWUL QHWV DUH FRQVLGHUHG LQ WKH FRQWH[W RI WKLV ZRUN
FRPSRVLWLRQV VHPDQWLFDOO\ SRVVLEOH 7KHVH H[HFXWDEOH PRGHOV
SRVVLEOHVHPDQWLFDOO\FRPSRVLWLRQV DUHVWRUHGLQWKHGDWDEDVH
VRWKH\FDQEHDFFHVVHGODWHUIRUWKHVWUXFWXUDODQDO\VLVRIWKH
VHUYLFHV

$ 6HUYLFH&RPSRVLWLRQ
0RVWVWXGLHVRQWKHDXWRPDWLFFRPSRVLWLRQRIZHEVHUYLFHV
SURYLGHFRPSRVLWLRQVFRQVLGHULQJRQO\WKHLQSXWDQGRXWSXWRI
WKHDYDLODEOHVHUYLFHV ZLWKRXWFRQVLGHULQJLWVVHPDQWLFV>@
7KXV UHVXOWV WKDW GR QRW PHHW WKH XVHU¶V LQWHQWLRQV FDQ EH
JHQHUDWHG7KHIUDPHZRUNSURSRVHGLQWKLVSDSHUDLPVWRVROYH
WKHVH SUREOHPV DQG HQDEOH WKDW VFLHQWLILF ZRUNIORZV DUH
FUHDWHGWKURXJKFRPSRVLWLRQRIVHPDQWLFZHEVHUYLFHV$PRQJ
WKH ODQJXDJHV IRU FRPSRVLWLRQ RI :HE VHUYLFHV :6%3(/
>@KDVGLVWLQJXLVKHGLWVHOIE\EHLQJDQ;0/EDVHGODQJXDJH
VSHFLILFDOO\GHVLJQHGWRVXSSRUWVHUYLFHFRPSRVLWLRQ,QWHUPV
RI IRUPDOL]DWLRQ WKH EDVLF REMHFWLYH LV WKH XVH RI IRUPDO
GHVFULSWLRQ WHFKQLTXHV VXFK DV 3HWUL QHWV LQ RUGHU WR YHULI\
FRPSRVLWLRQ SURSHUWLHV 3HWUL QHWV DUH D PDWKHPDWLFDO
IRUPDOLVP WKDW SURYLGHV JUDSKLFDO UHSUHVHQWDWLRQ 7KH VWDWH
DQGWUDQVLWLRQVRI3HWULQHWV DUHXVHGWRPRGHODORJLFDOSRLQW
RIYLHZRIDSSOLFDWLRQV
,QWKLVVHFWLRQZHZLOOGHVFULEHKRZ3HWULQHWVFDQEHXVHG
LQ RUGHU WR FRPSRVH :HE VHUYLFHV 7KH PHWKRGRORJ\ FRQVLVWV
RI WKUHH VWHSV ILUVW ZH ZLOO FRQVWUXFW WKH VSHFLILFDWLRQ RI D
3HWUL 1HW FRQVLVWHQW ZLWK WKH VHPDQWLFV RI WKH XVHUGHILQHG
ZRUNIORZ WKH VHFRQG VWHS LV WR HVWDEOLVK WKH SRVVLEOH
VHPDQWLFDOO\ FRPSRVLWLRQV ZLWK WKH DYDLODEOH VHUYLFHV DQG LQ
WKH WKLUG VWHS LV SHUIRUPHG WKH VWUXFWXUDO DQDO\VLV RI VHUYLFHV
FRPSRVLWLRQDQGWKHSUHVHQWDWLRQRIWKHSRVVLEOHVHPDQWLFDQG
VWUXFWXUDOFRPSRVLWLRQV
6WHS'HILQLWLRQRIWKH3HWUL1HWWRSRORJ\
%DVHG RQ WKH GHILQLWLRQ RI ZRUNIORZ SURYLGHG E\ WKH
XVHUDQHWZRUNLVGHILQHGWRUHSUHVHQWWKHDEVWUDFWZRUNIORZ
7KLV GHILQLWLRQ RI WKH ZRUNIORZ LV VWRUHG LQ D UHODWLRQDO
GDWDEDVHDQGEDVHGRQWKHVHGDWDWKHIUDPHZRUNLVDEOHWRVHW
WKH3HWUL1HWWKDWUHSUHVHQWVWKHDEVWUDFWZRUNIORZ,Q)LJXUH
ZHKDYHDQH[DPSOHRID3HWUL1HWWKDWUHSUHVHQWVDQDEVWUDFW
ZRUNIORZ GHILQHG E\ D JLYHQ XVHU )RU HDFK WDVN WKH XVHU
GHILQHV VHPDQWLF WHUPV RI D GRPDLQ RQWRORJ\ WKDW FDQ EHVW
GHVFULEHWKHWDVNDQGLWVLQSXWDQGRXWSXW7KLVWHUPVHOHFWLRQ
ZLOOEHGHVFULEHGLQVWHS
6WHS  3RVVLEOH VHPDQWLFDOO\ FRPSRVLWLRQV ZLWK WKH
VHUYLFHVIRXQG
&RQVLGHULQJWKHDEVWUDFWZRUNIORZVKRZQLQ)LJXUHLWLV
SRVVLEOH WR GR D VHPDQWLF VHDUFK IRU VHUYLFHV LQ GLVWULEXWHG
UHSRVLWRULHV7KLVVHDUFKLVEDVHGRQWKHVHPDQWLFGHVFULSWLRQV
RIWKHWDVNVRIWKHDEVWUDFW ZRUNIORZGHILQHGE\WKH XVHUDQG
WKDWLVUHSUHVHQWHGXVLQJ3HWUL1HWV


)LJXUH $EVWUDFWZRUNIORZZLWKDVVLJQHGZHEVHUYLFHV

6WHS  'HILQLWLRQ RI FRPSRVLWLRQV VHPDQWLFDOO\ DQG
VWUXFWXUDOO\SRVVLEOH
(DFK VHUYLFH RI HDFK SRVVLEOH VHPDQWLFDOO\ FRPSRVLWLRQ
)LJXUH LVDQDO\]HGVWUXFWXUDOO\ LQSXWDQGRXWSXWPDWFK VR
WKDW LW FDQ EH VHW LI WKH FRPSRVLWLRQ RI WKHVH VHUYLFHV LV
VWUXFWXUDOO\ FRPSDWLEOH DQG VR WKH FRPSRVLWLRQ RI ZRUNIORZ
IRUPHGE\WKHPLVVWUXFWXUDOO\SRVVLEOHWRR
&RQVLGHULQJ HDFK H[HFXWDEOH PRGHO RI WKH ZRUNIORZ WKH
LQSXW DQG RXWSXW GDWD RI HDFK VHUYLFH DUH REWDLQHG IURP LWV
:6'/7KHFRGHLQ)LJXUHH[WUDFWVWKHQDPHVRIPHVVDJHV
UHTXHVW DQG UHVSRQVH RI WKH :6'/ DQG WKHLU SDUDPHWHUV


)LJXUH $QDEVWUDFWZRUNIORZUHSUHVHQWDWLRQXVLQJ3HWUL1HW
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3DUW1DPH  LQSXW UHTXHVW SDUDPHWHUV  DQG RXWSXW UHVSRQVH
FULWHULD  ZLWK WKHLU UHVSHFWLYH GDWD W\SHV 3DUW7\SH1DPH 


KWWSZZZVGVFHGXaOXGDHVFK3DSHUNHSOHUVZISGI! $FFHVVHG LQ
-XQH
>@ +LQH & 0  1HZ LQIUDVWUXFWXUHV IRU NQRZOHGJH SURGXFWLRQ
XQGHUVWDQGLQJ(VFLHQFHHG,QIRUPDWLRQ6FLHQFH3XEOLVKLQJ
>@ 3LJQRWWL ( (GZDUGV 3 3UHHFH $ *RWWV 1 3ROKLOO * 
(QKDQFLQJZRUNIORZZLWKDVHPDQWLFGHVFULSWLRQRIVFLHQWLILFLQWHQWWK
(XURSHDQ6HPDQWLF:HE&RQIHUHQFH7HQHULIH6SDLQ
>@ +XDQJ/L&DQ:X=DR+XL3DQ<XQ+H$*ULG$UFKLWHFWXUH
IRU 6FDODEOH H6FLHQFH DQG ,WV 3URWRW\SH -RXUQDO RI 6RIWZDUH 9RO 
1R
>@ *LO<RODQGD'HHOPDQ(ZD(OOLVPDQ0DUN)DKULQJHU7KRPDV)R[
*HRIIUH\ *DQQRQ 'HQQLV *REOH &DUROH /LYQ\ 0LURQ 0RUHDX /XF
0\HUV -LP  ([DPLQLQJ WKH &KDOHQJHV RI 6FLHQWLILF :RUNIORZV
,(((&RPSXWHUYROQRSS
>@ 6iQFKH] ) * *DUFtD 5 9 %pMDU 5 0 %UHLV - 7 )  $Q
RQWRORJ\ LQWHOOLJHQW DJHQWEDVHG IUDPHZRUN IRU WKH SURYLVLRQ RI
VHPDQWLF ZHE VHUYLFHV $YDLODEOH DW KWWSZZZVFLHQFHGLUHFWFRP!
$FFHVVHGLQ-XQH
>@ %DUDND 5 6FKUHLQHU :  6HPDQWLF 4XHU\LQJ RI 0DWKHPDWLFDO
:HE6HUYLFH'HVFULSWLRQV:HE6HUYLFHVDQG)RUPDO0HWKRGV6SULQJHU
%HUOLQ+HLGHOEHUJSS
>@ 6WXGHU 5 %HQMDPLQV 5 )HQVHO '  .QRZOHGJH HQJLQHHULQJ
3ULQFLSOHVDQGPHWKRGV'DWDDQG.QRZOHGJH(QJLQHHULQJ$YDLODEOHDW
KWWSZZZGDVXIVFEUaJESJLD.QRZOHGJH(QJLQHHULQJ
3ULQFLSOHV$QG0HWKRGVSGI!$FFHVVHGLQ-XQH
>@ 0F,OUDLWK66RQ7&=HQJ+6HPDQWLFZHEVHUYLFHV,(((
,QWHOOLJHQW6\VWHPV9RO1R
>@ 0DWRV(O\(GLVRQ&DPSRV)HUQDQGD%UDJD5HJLQD3DOD]]L'DQLHOH
&HO2:6DQRQWRORJ\EDVHGIUDPHZRUNIRUWKHSURYLVLRQRIVHPDQWLF
ZHE VHUYLFHV UHODWHG WR ELRORJLFDO PRGHOV -RXUQDO RI %LRPHGLFDO
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Because patches are required to develop and test, there is a
time lag between the defect reports and the deployment of
patches. When the defects make the software vulnerable,
early disclosure of defects or late deployment of security
patches can lead hackers to take advantage of vulnerability
knowledge. The major cost of patching comes from two
major sources: script development and testing and
interrupted service when applied to an existing system in
operation. Therefore optimizing patching time for software
systems can achieve the best economic benefit when the
software systems are in service.
In this paper, we propose a stochastic model for
optimizing the patching time for software bugs and
vulnerabilities. The optimal patching time can be
computed in the patching script development and
operational costs in fix. We present two case studies using
the Nimda worm vulnerability in Microsoft Internet
Information Services web server. The study indicates that
the patch application is later than their optimal fix time.
The rest of this paper is organized as follows. Section 2
presents the model. Section 3 describes one case study.
Section 4 reviewer related work. Section 5 concludes this
paper.

Abstract
New bugs and vulnerabilities are discovered and reported
from time to time even after software products are
released. One of the common ways to handle these bugs is
to patch the software. In this paper, we propose a
stochastic model for optimizing the patching time for
software bugs and vulnerabilities. The optimal patching
time can be computed in the patching script development
and operational costs in fix. We present one case study
using the Nimda worm vulnerability in Microsoft Internet
Information Services web server. The study indicates that
the patch application is later than the optimal fix time..

1. Introduction
Quality assurance of software has been a challenge
because modern software is inherently complex. New bugs
and vulnerabilities are discovered and reported from time
to time even after software products are released. One of
the common ways to handle these bugs is to patch the
software [6],[16]. There are different types of patches. For
example, a patch for proprietary software is often
distributed in binary executable. Such a patch modifies
existing executable either by including the fixes into the
binary file or by completely replacing it. Patches can also
be distributed through source code modifications. They
consist of textual differences between source codes. In
this case, users are expected to compile the new code.
Such patches are often observed in open source software
systems. In most cases, “patch” means a small and fast fix.
Large fixes may use a different name. For example,
Microsoft calls bulky patches or patches that change a
program to a large degree as “service packs” or “software
updates”. Patches in this paper include all of these types.

2. The model
After a bug or vulnerability is reported, it is often
desirable to get it fixed. In the following, we discuss the
optimal time for fixing it. Let us assume the time of
software system failure due to software defects with a
distribution function F(t), where F(t) = P{T ≤ t }. P{T≤ t}
is the probability of the software system failure within
time t due to software defects. The cost to fix the
vulnerability or bug by patching is C r [13]. Additional cost
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will be Cf if the software is patched during service and the
systems can not provide the intended service. Let Wi = {T,
t0} where t0 is the time to fix vulnerabilities and bugs, {wi}
is software failure time to provide service and {wi} has
identical independent distribution. Let Nt = number of
bugs or vulnerabilities discovered in (0, t]. If Wi has an
exponential distribution, Nt is the renewal random variable
and has a Poisson distribution, thus, {Nt; t ≥ 0 } is a
renewal process.
Let system maintenance cost be associated with the ith
week after the software is released with value of Ci, Ci
includes the cost from the software patch development
(and testing cost) and the cost from the interrupted
services for patching purpose. Thus, {C 1, C2,….} have an
identical independent distribution.
Nt

1

lim t E[¦ C
n of

n

³

n 1

F (t )d t

Thus,
exp ected _ cos t
exp ected _ time _ length
C r  C f P{T d t 0 ) C r  C f F (t 0 )

Z (t 0 )

E[min(T , t 0 )}

³

t0

0

[1  F (t )]d t

To minimize the cost, we need to take dZ(t0)/dt0 =0, so,
d
Z (t 0 )
dt 0
[
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]
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When we fix time: t0
Let Z(t0) denote average cost for t0
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For exponential and Weibull distribution, we can
calculate the hazard rate:
For exponential distribution,

^

E[ X ]

f (t )
1  F (t )

h(t )

Thus,

F (t )

Cr  C f F (t 0 )

For any F, its hazard rate is
(2)defined as

E[min(T , t 0 )]
where expected cost is a cost for patching the
vulnerabilities or software bugs in software systems,
expected_time_length is the expected time for patching
the software.
Let W = min {T, t0}
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It is memoryless. Hazard rate is a constant
For Weibull distribution, if α >1, we have an increasing
failure rate (IFR):
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If α =1, it is exponential distribution.
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From

d
Z (t 0 )
dt 0

are the major initial cost. The past experience for a similar
vulnerability patching indicates that the actual probability
mass function for security failed time is as follows in the
Table 1. For simplicity, we assume that security failure
always occurs before the end of the week. The patching
can be made at the end of week without any interruption
to the operation schedule. In this case, patching cost is
basic patching development cost of 3,000 dollars. If the
security failed before patching, an additional cost of
$1,000 is incurred because the software systems can’t
provide intended services. One patch normally can fix one
or more reported vulnerabilities. What is the optimal
patching time?
According to the (4)
model we propose, we can
calculate the optimal z(k) value to identify which week is
the best patching time in Table 2. From the analysis, we
know the week 34 is the best time to patch the software
system because average cost z(k) value in week 34 is the
lowest based on our proposed model. Therefore, ideally,
we need to patch software systems to prevent further
economic losses from security breaches earlier than the
patch release.

0,

We can have:
t0

[ ³ [1  F (t )]d t ] * h(t )
0

t0

[ ³ [1  F (t )]d t ] * h(t )  F (t )  1
0

Cr
1
Cf
Cr
1
Cf

The optimal t0 for IFR distribution is such that:
t0

[ ³ [1  F (t )]d t ] * h(t )  [1  F (t )] 1 
0

Cr
Cf

In the above equation, h(t) is hazard rate from the
software failure either from the software bugs or
vulnerabilities. Cr is a cost for patching development for
the vulnerabilities or bugs. Cf is a cost associated with
software system failure while the software systems can not
provide the intended services. F(t) is the probability for
the system failure in the software systems from the
vulnerabilities or bugs.

Table 1. Mass function of security failure distribution.
Week
Probability
Week
Probability

3. Case study
In general, patch is applied to software bugs or
vulnerabilities. In the following, we will apply the
proposed model to security vulnerabilities as an
application example. First, we will present a case study on
software vulnerabilities. From the software systems in
operation until the vulnerability report, we call blind
safety period. During this period of time, hackers do not
exploit the vulnerability. Our subject system is a webbased application using IIS web server. Nimda is a selfexecuting virus attack IIS web server and Microsoft
outlook [10]. The worm attacks Microsoft outlook users
using blank message with an attachment in readme.exe
file. According to the websites from the bugtraq in
http://www.securityfocus.com and from
http://www.secunia.com, the Nimda worm can attack IIS
web server 4.0/5.0 version by reading documents outside
of the web root. The vulnerability possibly allows
executing the arbitrary commands by using malformed
URLs that contains Unicode encoded characters. This
vulnerability is also called web server folder traversal
vulnerability. The vulnerability was reported on October
17, 2000 in CVE-2000-0884. The patch for the basic
Nimda worm was released on August 15, 2001. The time
span from the vulnerability report to the patching fix takes
approximately 42 weeks. Patch development and testing
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4. Related work
Arbaugh et al. [1] defined a vulnerability life-beneath
cycle model in seven stages sequentially. The seven
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Generally, for software systems, patching release is a
quick fix for the correction stage.
Different defect sources in software bugs and
vulnerabilities may take different time spans to fix the
problems. Kim and Whitehead [6] studied how long it
takes to fix bugs in software systems in two software
related projects. They found that bug fix time ranges from
100 days to 300 days. The median bug fix days take 200
days in software systems and PostgreSQL database
systems [6].
For software vulnerabilities, different vendors may take
different time span to fix. Microsoft spent several months
to develop security fix in 2003. For many years, Microsoft
has been criticized for taking longer time to issue patches
[9]. According to the report in digital bond, US-CERT
vulnerabilities take 3-6 months from disclosure to patch
fix [3][5]. Their research showed that disclosure can
pressure vendors to issue patches quickly and improve
their software quality. The disclosure also can educate
computer programmers and network administrators on new
vulnerabilities. Therefore, the overall security quality for
software systems may be improved. However, all these
research only show passive response from software
vendors to vulnerability disclosures. Currently once the
software vulnerabilities are reported, a fix patch normally
is a quick solution to fix the problems. In this paper, we
will present an optimal patching time for software security
vulnerabilities and bugs. This is a positive response for
software system development companies to fix the
software vulnerabilities and bugs after the software
systems are released and the defects are reported.
Stochastic renewal process has been widely used in
many applications domains, ranging from manufacturing
systems to different computer systems. For example, Rupe
and Kuo [12] applied renewal process to a manufacturing
system which consists of multiple machines. Each
machine has multiple parts which may have different kinds
of failures. They derived a performance model using
renewal process. Stochastic renewal process also has been
used in computer networks and systems [11]. In a renewal
process, inter-arrival times for all arrivals have
independently and identically distributed. A renewal
process is a general case of a Poisson process. Zhu et al.
[17] assumed that soft real-time tasks arrive in renewal
process. These tasks have random service requirements
and deadlines in a real-time system. They used queueing
theory to computer the long run percentage of tasks which
miss the deadline. Belzunce et al. [2] compared expected
failure times for several replacement policies. They
compared the expected failure times of a block
replacement policy with a renewal process with no
planned replacements. In this paper, we plan to apply the

Table 2. Optimal patching time for the vulnerability
in a software system.

k 1 
week fk
Fk
Cr+Cf
Z(k)
Fk

Fk ¦ Fk
i 0

1
2
3
4
5
……
31
32
33
34
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41
42

0.0
0
0.0
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0.0
1
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1
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5
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3
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7
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1.0
0
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124.37
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29.84

125.67

3850

0.15

29.99

128.38

3930

0.13

30.12

130.47

3970

0.03

30.15

131.67

3995

0.00
5
0.00

30.155

132.45

17.29

132.65

4000

stages are birth, discovery, disclosure, publicity, scripting,
correction, and death. Koetzle et al. [8] specified the time
period of increased security risk between disclosure and
correction stages as time period in “days of risk”. So, we
can calculate days of risk by subtracting the date a
vulnerability was public reported from the day the vendors
released the fix patch. Once a vulnerability is fixed in
correction stage, the vulnerability moves to death stage.
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Workshop on Mining Software Repositories, Shanghai,
China, 2006.
[8] L. Koetzle, C. Rustein, N. Lambert, and S.
Wenninger, 2004. “Is Linux More Secure than
Windows?” Forrester Research,
www.forrester.com/Research/Document/Excerpt/0,7211,3
3941,00.html, 2004.
[9] B. Krebs, “ Security fix”,
http://voices.washingtonpost/security
fix/2006/01/a_time_to_patch, 2006.
[10] K. Pousen.,. “Nimda Worm Hits Net”.
http://www.securityfocus.com/news/253, 2001
[11] Robertazzi, T. G., Computer networks and systems:
Queueing theory and performance evaluation, 3rd edition,
Springer-Verlag New York, Inc, New York, NY 10010,
USA, 2000.
[12] J. Rupe and W. Kuo “Performability of systems
based on renewal process models”. IEEE Transactions on
Systems, Man, and Cybernetics-Part A: Systems and
Humans, VOL. 28, No. 5, pp. 691-698.
[13] S. M. Ross Stochastic Processes, 2nd Edition. John
Wiley & Sons, Inc, 1996.
[14] Scalet et al., “ISO/IEC 9126 and 14598 integration
aspects: A Brazilian Viewpoint”. The Second World
Congress on Software Quality, Yokohama, Japan. 2000.
[15] A. Stone, “Software Flaws: To Tell or Not to Tell?”
IEEE Software (January/February), 2003. pp. 70-73.
[16] Wikipedia, Patch (computing),
http://en.wikipedia.org/wiki/Patch_(computing).
[17] H. F. Zhu, J. P. Hansen, J. P. Lehoczky and R.
Rajkumar, “Optimal partitioning for quantized EDF
scheduling,” Proceedings of the 23rd IEEE Real-Time
Systems Symposium, 2002.

renewal process to software systems to estimate optimal
software patching policy for software vulnerabilities and
bugs after software systems are released.

5. Conclusions
In this paper, we developed stochastic model to
optimally estimate the fix time of software vulnerabilities
and bugs. The probability of software security failure is a
statistical estimate. From the case study, we found the date
of actual patch release from the software owner is not
optimal time for vulnerability fix. There are several
reasons for this. One of important reasons may be that
software vulnerabilities and bug are in low priority. The
other reason may be that software vendors do not realize
the potential risk that software system defects may cause.
Late fix of vulnerabilities may cause software systems to
fail in providing reliable services. It could cause a
significant cost when the software systems are not
available because of security failures. Active planning to
fix the software vulnerabilities can make the software
systems more reliable in providing intended services.
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Abstract- A software quality model consists of three pillars:
3Ps (Product, Process, and People). Many software quality
models in the literature have so far taken process and product
related attributes into consideration, but there are very few
studies that model people. In Open Source Software (OSS)
development projects developers, and their interactions with
each other, and the software product are even more
important than commercial projects. In open source software
loosely defined processes usually increase the significance of
people. In this research we are motivated to explore the social
network of people in OSS projects. For this purpose we
extracted the social network metrics of developers in four
large-scale open source software in order to examine their
relation to software quality. First, we analyzed the effect of
social network metrics in predicting post release defects.
Second, we explored the effect of social networks on defect
proneness of open source software. Our experimental results
showed that social network metrics do not have a distinct
impact over and above static code and churn metrics in
predicting defects. On the other hand, our results revealed
that there is a positive correlation between social network
complexity and defect proneness.

a group of core developers, normally founding members of the
project, has control over the project [9]. In other OSS projects,
communication or authority among developers is coordinated
horizontally [9]. Governance in OSS tends to be less formal
than in closed source software. The absence of central
governance leads to developers depending on the source code
and documentation for coordination. It is claimed that this
results in OSS having code with higher quality [10]. Informal
governance also improves the overall product quality by
removing the pressure of deadlines from contributors [10].
We believe that from a project development life cycle
standpoint OSS has different characteristics. Therefore, the
research findings for closed loop commercial products may not
hold true for OSS products. In this research we attempt to
understand the effect of social interactions of developers on
predicting defects as well as on the overall defect proneness of
software. Hence we ask the following research questions:
x
x

INTRODUCTION
Open Source Software (OSS) is rapidly gaining popularity
in the software industry. Many major industrial players
continue to invest heavily in OSS Projects [1]. Key players like
IBM and HP are developing open source consultation services.
New companies like Google, Yahoo and Facebook have built
massive scalable infrastructures by primarily using OSS
technologies.
So far, many defect prediction models proposed in the
literature use metrics derived from the source code (static code
attributes), and/ or history (churn) metrics. However, software
development involves product, process and people. Modeling
product and processes are easier than modeling people (mainly
developers and testers). Most of the product and process
attributes can be automatically extracted either from the source
code or from the existing documentation. One of the emerging
research areas to model people in software development is
social network analysis [3, 4, 5].
People contributing to the source code and their interactions
make up the social network of a software system [6, 7]. Due to
particular characteristics of OSS projects, people interactions
may have an important effect on the defect proneness of
software.
The following characteristics of OSS can make social
network analysis of developers more important than
commercial projects. First of all management in OSS is not as
centralized as in closed source projects. In some OSS projects,

How do social metrics affect the prediction
performance of defect predictors in OSS?
How do complex social interactions affect the
defect proneness of the code in OSS?

The paper is organized as follows: Section 2 summarizes the
related work on defect prediction as well as the use of social
networks in software development projects. Section 3 discusses
our methodology, the details of the empirical work, the
datasets used, data extraction steps, and experimental setup.
Section 4 talks about the results of our experiments related to
the two research questions. Section 5 discusses threats to
validity of our experiments and how we overcame these
threats. Section 6 summarizes our research and presents
possible future directions.
RELATED WORK
The concept of forming developer network from
repositories has been studied in previous research [11, 12, 13].
However, the developer (social) networks constructed in those
research are mostly used for descriptive analysis rather than for
defect prediction. Wolf et al. [6] used social network metrics,
built from developer communications, to predict build failures
in the Jazz Dataset. Meneely et al [7] used logistic regression
methods to examine the collaborative social structures that
exist between developers together with other metrics derived
from code churn information. Meneely conducted a case study
and found that a significant correlation exists between filebased developer network models and defects.
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Churn metrics are another metric set based on the changes
done on software modules. Code churn metrics have been used
to form successful predictive models in previous work [2, 14].
Process metrics related to organizational structure have also
been used to investigate the relationship between human factor,
organizational structures and software defects [15]. Although
process metrics have been shown to provide high prediction
performance, they are difficult to collect in OSS projects or in
small companies. In OSS projects, a well defined process tends
to be nonexistent or not formally documented [15]. In small
companies, the number of developers tends to be limited hence
the depth of the organizational tree may not provide a
significant measure for the company [15].
In previous work Weyuker used social metrics to predict
defects on a large scale AT&T project but they found no
significant improvement on the performance of predictors [8].
In other research [10, 16], social network metrics have been
used to determine OSS governance types. They estimated
project structure based on collaborations on software.
Governance varies depending on the project structure having a
more uniform collaboration network or not.
Weyuker et al. [8] conducted a study to find out the effect
the number of developers maintaining a file has on the file’s
defect proneness in a large-scale closed source software
project. In their work only the numbers of developers were
taken into consideration and social network of developers was
not used. Based on the empirical results they concluded that
the number of developers has no significance influence on the
defect proneness.

B. Data Collection
The source code for the above projects are all managed by
the Git revision control system. For the purpose of this
research, “2.6.28-stable kernel tree” repository of Linux
Kernel, "android-2.6.27" repository of Android, “Perl5 Master
Repository” repository of Perl and the “Main Development
Tree” repository of VLC were cloned and analyzed. Some
important features of the repositories are given in Table 1.
TABLE 1. Some Features of the Software Repositories used
Project

Releases

Commits

Editors

Age (Days)

148

120,559

15,252

4,813

1,327

130

110,378

14,716

4,487

1,210

Perl

54

33,418

189

974

5288

VLC

10

35,177

1248

252

382

Linux Kernel
Android

Files

For each project, we extracted static, history and social
metrics at the file level. Static code and history metrics are
extracted in order to compare their effect with that of social
metrics. Defect data was also extracted for each project.
History metrics used in our research are given in Table 2.
TABLE 2. History Metrics used

commit_frequency

Number of Days between the first and last
commits
Total number of commits divided by "commit
Span"

no_of_commits

Total Number of commits

unique_editors

Number of distinct editors

unique_committers

Number of distinct committers
Sum, Average, Max and Min lines added
during commit
Sum, Average, Max and Min lines deleted
during commit

commit_span

METHODOLOGY
A. Datasets
In our research, we extracted metrics from the repositories
of four OSS projects.
Linux Kernel is an Open Source operating system that is
used in a variety of platforms ranging from mobile phones to
super computers. The Linux kernel repository has been openly
available since the first release in September 1991 [17].
Android is a new Open Source operating system for mobile
devices which provides a base operating system, a middle layer
for applications and a java-based Software Development Kit
(SDK) [18].
Perl is an Open Source interpreted programming language
that is optimized for extracting information from text files and
generating reports based on the extracted content. Although
Perl is used in a variety of tasks, it is especially used for tasks
that run on the Web [20].
VLC is an Open Source multimedia player, encoder and
streamer that supports various audio and video formats and
codec [19]. VLC was started as a student project in 1996.
However in 1998, VLC was completely rewritten and it
became an Open Source Project.

lines_added
lines_deleted

The social network used in the research is based on the
definitions found in the work of Meneely et. al. [7]. We created
a collaborative graph by using all the authors who edited any
given file as nodes. An edge is drawn between two nodes if the
two authors representing the respective nodes edited the same
file during the same release. The social metrics used in our
research is given in Table 3.
TABLE 3. Social metrics used
distinct_authors
betweenness
closeness
degree
total_editors
edits

weighted_edges
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Total number of Nodes
(authors)
Sum, Average, Max and Min
of Betweenness
Sum, Average, Max and Min
of Closeness
Sum, Average, Max and Min
of Degree
Number of edits
Sum, Average, Max and Min
of edits on file
Number of weighted edges.
Weights are number times the
two editors edited the same
file.

after the snapshot version, are used for defect labeling. The
commit messages were checked in order to label them as
defective or not by using a bag of words (like bug, fixed…). If
a file had a commit associated with a defect fix after our
snapshot release, the file was labeled as defective and safe
otherwise. The snapshot versions selected for each project
together with number of files and defective file counts are
given in Table 4.

Number of edges

edges

Degree is a connectivity metric that measures total number
of nodes that are incident on a particular node [30]. Degree
gives an indication of how connected a node is. A node without
any edges has zero degree and it is said to be a disconnected
node.
Closeness is a centrality measure which gives an indication of
how a node is indirectly connected to other nodes [30]. The
closeness of a node v is defined as the average distance from it
to any other node in the graph that is connected to it. Closeness
can be calculated from formula (1) where dG (v, t) is the
number of edges between v and t and |V(G , v)| is the number
of nodes directly connected to v.
DC (v)

TABLE 4. Snapshot Version and defects

1
(
)¦ d G (v, t )(1)
V (G, v) tG

Version

files

Defective Files

Percentage

Kernel

v2.6.27

14801

816

6%

Android

v2.6.26

12981

831

6%

Perl

perl-.6.0

125

77

62%

VLC

0.9.0

936

367

39%

D. Defect Prediction Model
We have been using a learning based model for many years
for defect prediction [2, 24, 25]. Our model uses machine
learning algorithms to learn, classify defects from past projects
and predict defects in future projects. We have used Naïve
Bayes as the learning algorithm since it takes signals from
multiple sources. It is also a simple statistical estimator which
has proven to be effective in the field of software defect
prediction [21, 23, 24, 25]. In a benchmark study by Lessman
et al. Naïve Bayes was compared to numerous complicated
machine learners and it was found to perform equally as the
more complicated learners [26]. The defect prediction model
that we have used can be seen in Figure 1.

Betweenness is a centrality measure which determines a
node’s centrality by looking at the number of paths that the
node is a part of [30]. Betweenness of a node v is defined as
the number of geodesic paths that include the node divided by
the total number of geodesic paths and it can be calculated
from formula (2).
BC (v)

Project

V st (v)
(2)
s , t , vG , s z t , t z v V st

¦

Where σst(v) is the number of geodesic paths from s to t
passing through v and σ is the total number of geodesic paths.
Each of the above mentioned metrics captures a different
aspect of a single developer’s position in the network of
developers. A developer’s degree indicates how many peers he
directly worked with. A disconnected developer is one who
worked alone on files. A central developer is one with a high
betweenness. This is because a central developer modifies
many files together with other developers hence he/she will be
on more geodesic paths. Developers with low closeness have a
low social distance implying that they are well-known.
It is important to note that, at the initial stages of
development developers tend to work solo on files and hence
the collaborative graph has very few edges and the metrics
extracted from such a graph are not useful in predicting
defects.

FIGURE1, Defect Prediction Model
E. Performance Measures
We use two different performance measures to evaluate the
classification accuracy of our prediction model. These are
probability of false alarms (pf), and probability of detection
(pd) [27]. These measures can be analyzed as a typical ROC
curve of signal detection theory that is used for comparing
different predictors. A ROC curve is represented in Figure 2.
In the ideal scenario, hit rate, pd, should be 1, i.e. the predictor
should detect all defects. Moreover, false alarms, pf, should be
0, meaning that the predictor should never detect a defect-free
module as defective. In general, an increase in pd causes an
increase in pf rates, since the model triggers more often to
achieve the ideal case [26]. To compute pd, and pf , the
confusion matrix in Table 5 is needed. From the confusion
matrix, the performance measures are calculated using
Equations 3 and 4.

C. Automatic Defect-Labeling
Manually labeling files in a repository as defective or not is
a time and resource consuming one. In fact, many companies
do not implement defect prediction models because of the
difficulty of the defect labeling task. In our research, we used
Python scripts to automatically label the files in each software
repository as defective or not. In order to perform the
automatic labeling of defects, a snapshot version had to be
chosen for each project. This snapshot version is used as a
reference point and static code metrics are extracted from it.
All commits relating to all releases up to and including the
snapshot release are used for extracting the history and social
metrics. The commits, related to versions that were released
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Source Machine Learning Tool WEKA [28] was used to
perform all of our experiments.
EXPERIMENTAL RESULTS
A. Usage of Social Network Metrics in Defect Prediction
Regarding our first research question we examined the pd
and pf rates when using only social network metrics,
combining social network metrics with static code metrics and
history (churn) metrics as well as combinations of different
metrics sets.

FIGURE 2: A Simple ROC (Relative Operating Characteristic) Curve
TABLE 5 - Confusion Matrix
Predicted As

Actual
defected

Defect Free

defected

A

B

defect free

C

D

pd

Results of Using Individual Metric Sets:
In the first set of experiments we compared the predictive
power of each of the metric sets on each project and the results
are displayed in Table 6. It can be observed that the social
metrics-based models give the lowest pf value in all the four
projects that we used in our experiments. However, pd values
are also lower. VLC and Perl projects have the best pd values
when history metrics are used as input to the model whilst
Android and Linux kernel projects have the best pd values
when static metrics are used.

A
(3)
AC

pf

B
(4)
BD

F. Model’s Benefit Estimation
We have conducted a cost-benefit analysis of our results
based on the work of Arisholm et al. [1]. Equations 5, 6 and 7
determine the savings derived from our predictive model in
terms of effort spent. The formula contains the files we marked
correctly as defective as well as our false alarms. Therefore it
includes the pf rate in it. The lower the pf rate the higher the
benefit would be. In other words, the real value comes from the
increase in "D" and decrease in "B" which is the definition of
pf.
pfD

A B
(5)
A B C  D

benefit (%) ( pd 

TABLE 6 - Results of experiment 1
ANDROID
Metric

LINUX
KERNEL

PERL

pd

pf

pd

pf

Static

76.17

50.37

61.04

history

64.98

27.54

89.61

social

52.83

19.50

81.82

pd

pf

16.67

75.74

18.75

63.85

12.50

56.00

VLC
pd

pf

46.86

80.93

51.49

24.78

83.65

48.68

18.78

69.21

29.70

Results of Using Metric Combinations
The second set of experiments compared the performance of
models built upon the various combinations of the three metric
types. The results of this experiment set are as displayed in
Table 7. In this experiment too, it can be observed that the
minimum pf value is achieved when the metric set combination
includes social metrics. With the exception of Perl, the best pf
value is obtained, in all projects, when a combination of history
and social metrics are used as input to the model. In the case of
Perl, the best pf value is obtained when all metric sets are used.

A B
)(6)
A BC  D

G. Experiments
We conducted three sets of experiments to answer our
research questions. In the first two sets of experiments we
tackled our first question, namely the value of using social
network metrics in defect prediction. In the first set of
experiments, each metric set was used separately as input to
the model. In the second set of experiments, we used all the
possible combination of metric sets as input. We therefore have
the following combinations: static-history, static-social,
history-social and static-history-social (all). In the third
experiment we tackled our second research question namely
the effect of complex social network of modules on defect
proneness. For this part we divided the data into two clusters
based on euclidian distances of social network metrics. For this
reason, we used K-means clustering with k=2 since we wanted
to find the centers of natural clusters in the data. We chose k to
be 2 to check if we can find 2 clusters where one of them is
significantly more complex than the other one. We compared
the defect proneness of the two clusters afterwards. The Open

TABLE 7 - Results of Experiment 2
ANDROID

PERL

LINUX
KERNEL

Metrics
pd
pf
pd
pf
pd
Combinatio
n
static76.53 46.91 64.94 12.50 75.25
history
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pf

VLC
pd

pf

43.74 82.02 44.29

static-social

73.29 42.04 79.22 12.50 72.92

38.42 79.29 40.95

historysocial

59.69 23.48 87.01 12.50 59.80

22.14 73.30 35.85

all

73.77 39.95 83.12 10.42 72.92

36.58 78.47 38.66

B. Cost Benefit Analysis
We conducted cost benefit analysis to show how our
proposed model will be of benefit to developers and project
managers. The cost-benefit analysis was performed as
described in section 3.6 above. The details of the cost-benefit
analysis for each metric type or combination can be seen in
Table 8. We can see that for 2 of the 4 projects using social and
history metrics together for defect prediction gave the best
results while for the remaining ones using only history metrics
gave the best results.

Internal validity fundamentally questions to what extent the
cause-effect relationship between dependent and independent
variables hold. For addressing the threats to internal validity of
our results, 10-fold cross-validation is used in the experiments
to eliminate ordering effects in our datasets.
External validity, i.e. generalizability of results, addresses
the extent to which the ﬁndings in a particular study are
applicable outside the speciﬁcations of that study [24]. To
ensure the generalizability of our results, we used multiple
projects with different characteristics and compared the results
of each project.
Construct validity (i.e. face validity) assures that we are
measuring what we actually intended to measure. As
performance evaluation of defect prediction we used pd and pf
which are commonly used for evaluation of defect prediction
models. Moreover, we conducted a cost/ benefit analysis to see
how effective the social metrics are. Analysis of commit
message patterns to find bugs was validated manually when
possible.
To validate our results statistically we employed statistical
signiﬁcance tests. In order to form significance tests on our
data, we used the Mann-Whitney U significance test on the pd
and pf values of all the possible project pairs (Kernel-Android,
Kernel-Perl, Kernel-VLC, Android-Perl, Android-VLC and
Perl-VLC). We found that using social metrics alone or in
combination with other metrics did not improve pd and pf
values significantly within a confidence interval of 0.95.

TABLE 8 - Derived Benefit from Model
PERL

VLC

static

KERNEL ANDROID
27.29%

24.15%

17.04%

17.89%

history

36.92%

35.05%

27.21%

21.26%

social

35.18%

31.20%

26.62%

24.02%

static-history

29.77%

27.73%

20.14%

22.94%

static-social

32.60%

29.24%

25.62%

23.31%

history-social

35.59%

33.89%

28.61%

22.76%

all

34.33%

31.65%

27.92%

24.20%

C. Social Network Relation with Defect Proneness
In the third experiment, we conducted clustering as
explained in section 3.7 on the social network metrics of each
project. It was observed that one of the clusters had a centroid
with higher values for each social network metric. The
relatively more complex cluster was found to be significantly
more defect prone than the simpler cluster for each project that
was observed. The defect proneness of each cluster is given in
Table 9. Cluster A is the cluster with lower network
complexity centroids whilst Cluster B is the cluster with higher
network complexity centroid. In Table 8, we can see that the
cluster with higher social network complexity was 2 to 3 times
more defect prone than the cluster with simple social network
complexity.

CONCLUSIONS
Most of the research on software in the last decade has
focused on technical and quantitative factors rather than on
human factors [29]. However, software is developed by people
for the use of other people. An analysis that does not consider
people would be an incomplete one. OSS projects rely more on
people than processes. Therefore, social networks and people
interaction may have more significant impact on the overall
quality of the software product compared to a closed loop
commercial software development project. In this research our
motivation was to better understand the effect of social metrics
on the performance of defect prediction in OSS as well as to
explore the effect of people interactions in OSS projects on its
defect proneness. We took four different datasets from well
known OSS projects to conduct our experiments.
In regards to our research question, “How do social metrics
affect the prediction performance of defect predictors in
OSS?”, our experimental results showed that social network
metrics alone do not have significant impact on the prediction
performance of the model. Although social metrics give us the
lowest false alarm (pf) rates, the detection rates are also very
low. Therefore, we can recommend that social network metrics
can be used as a supplement to other metrics when managers
would like to lower the inspection time and cost. This may be
important especially for OSS projects since the users
(customers) of OSS projects and/ or components would like to
have a reliable product to integrate to their environment.
In regards to our second research question, “How do
complex social interactions affect the defect proneness of

TABLE 9 - Defect Proneness of Cluster A and Cluster B
Android

Non-Defective Defective

Cluster A

6393

211

Cluster B

5757

620

Linux

Non-Defective Defective

Cluster A

8165

221

Cluster B

5820

595

NonDefective
Perl
Defective
Cluster
46
18
A
Cluster
2
18
B
NonVLC
Defective
Defective
Cluster
339
85
A
Cluster
230
282
B

THREATS TO VALIDITY
We would like to address the threats to the validity of our
empirical work under four categories: 1) Internal validity, 2)
external validity, 3) construct validity and 4) statistical validity.
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[9]

the code in OSS?”, our experimental results revealed that after
clustering one of the clusters (from a two equal size clusters)
emerged with significantly higher social complexity. The
cluster with higher social complexity was consistently more
defect prone than the simpler cluster in all projects. This shows
that people interacting with the same software modules on a
project lead to more defect prone code modules. This refutes
the findings of the previous work on closed source software
done by Weyuker et al. [8]. Reason for this can be attributed to
informal processes and project-wide code ownership in Open
Source projects. Maintaining a software module with a simpler
social network needs a separation of responsibilities of
developers into smaller groups when possible. This can be
realized with a top-down governance of the projects.
Another contribution of our research is that we collected
three different types of metrics data from four open source
projects and shared them with the research community [31]. As
a future work, we would like to extend this work by adding
new people related metrics to enhance the People pillar of 3P
(Product, Process, People).

[10]

[11]
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[14]
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Abstract
Modern Web servers commonly employ the thread pool
architecture so that their I/O-intensive workload can benefit from the performance improvements offered by multithreading. For acceptable service performance, however,
the various configuration options and design choices embodied in the thread pool architecture need to be selected
appropriately considering the service and workload characteristics. To enable cost-effective and informed selection of configuration options, this paper presents a quantitative methodology to analyze the performance of a Web
server which embodies the thread pool architecture. The
key aspect of the methodology is a queuing network model
which represents the operational mechanisms of the Web
server and the dynamic thread pool management policy.
The model is implemented using the AnyLogic simulation
environment. We demonstrate the utility of the methodology
for performance estimation and sensitivity analysis using
several examples.

1 Introduction and motivation
The services offered over the World Wide Web (WWW)
are becoming increasingly prevalent in business and critical
domains. As a result, these services must be offered with
superior performance to retain current users and attract new
ones [2]. An important component of any WWW service
is a Web server. Web servers are expected to serve millions of transaction requests per day with acceptable performance [25]. Therefore, these stringent performance requirements need to be considered explicitly in selecting the
configuration options of the hardware and software infrastructure on which the Web service will be deployed.
Web servers and network middleware are particularly apt
to fall under the category of I/O-intensive applications [12],
which spend a vast majority of their time waiting for I/O
operations to complete. In such I/O-intensive applica-

tions, multi-threading can increase server responsiveness,
scalability and throughput, and can also enhance processto-process communication. Therefore, multi-threading is
commonly employed in the implementation of a highperformance Web server. The thread pool architecture is
one of the most popular concurrency models used to implement multi-threading [20].
Prior to deployment, the different configuration and design options of the thread pool architecture need to be selected appropriately, considering the service and workload
characteristics, in order for the service performance to remain acceptable. One way to guide this selection is to experimentally measure the service performance under various configuration scenarios. While such measurementbased selection may be feasible for a small set of alternative
choices, it quickly becomes cumbersome, costly, and infeasible to explore the vast design space afforded by the combinations of different parameters. Model-based analysis,
which consists of representing the relevant aspects of the
thread pool architecture into an appropriate model, validating the model and then using the validated model to predict
server performance under different settings can enable such
exploration efficiently. Model-based approach is thus an attractive alternative to the measurement-based approach.
In this paper, we present a model-based approach for
quantitative performance analysis of a Web server which
embodies the thread pool architecture. Central to our approach is a queuing network model which represents the operational mechanics of a Web server, and the dynamic pool
management policy of the thread pool architecture. We implement the queuing model using the general-purpose AnyLogic simulation environment [27]. Using several examples, we illustrate how the model could guide the service
provider in estimating performance for a given set of configuration options and to assess the sensitivity of the performance metrics to different configuration parameters.
The balance of this paper is organized as follows: Section 2 provides an overview of the thread pool architecture.
Section 3 presents the performance analysis methodology.
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Section 4 illustrates the utility of the model. Section 5 compares our work to related research. Section 6 offers concluding remarks and directions for future research.

more requests can be processed at the same time. A systematic and quantitative evaluation of such heuristic approaches
prior to deployment is necessary for effective management
of server performance.

2 Thread pool architecture
3 Analysis methodology
The thread pool architecture is one of the most widely
used models to implement multi-threading in a Web
server [4]. In this architecture, a pool of threads is created
when a server application is started up. An incoming request is immediately assigned to a thread, if one is available
in the thread pool. If all the threads in the pool are busy,
the request is added to a queue. Once a thread frees up, it
services a request from the head of the queue.
A critical parameter in the thread pool architecture is
the thread pool size because it exerts a significant influence
on server performance. While a thread pool of higher size
may improve throughput, too many threads may also degrade performance because of the additional context switching and management overhead [7]. The size of the thread
pool may be controlled either statically or dynamically. In
the static approach, the server creates a limited number of
threads at startup. If all these threads are busy, then an incoming request is queued. The static approach thus does not
consider the actual presented workload while deciding the
thread pool size, although it is well recognized that the benefits derived from the thread pool architecture will depend
on the workload and service characteristics [28]. For example, when the requests are I/O-intensive, a larger thread
pool will improve throughput. By contrast, as the requests
turn more CPU-intensive, they consume the processing capacity of the CPU, leaving little room for performance improvement. Thus, for CPU-intensive services, thread pool
architecture may provide lower performance benefits than
for I/O-intensive requests. A smaller thread pool may thus
suffice for CPU-intensive workload, while an I/O-intensive
workload may benefit from a larger pool of threads.
In the case of dynamic thread pool management, the pool
size is managed using a heuristic approach [19], where the
number of threads are varied with the load. Many modern
Web servers such as Apache [14] and Microsoft IIS [15]
employ the dynamic approach. In this approach, the size
of the pool increases with load allowing more requests to
be serviced simultaneously, while the pool size is reduced
if the load is low. The objective of the heuristic algorithm
employed for pool management is to ensure that the pool
contains as many threads as necessary to satisfy the workload demand. An example heuristic approach is presented
in [4]. In this approach, when the pool is executing two
requests simultaneously and the CPU utilization is below
50%, it suggests that the requests are waiting for events
or doing some kind of I/O operation. When this situation
is detected, the number of threads can be increased so that

In this section, we first describe the basic queuing network model which captures the mechanics of a Web server.
We then discuss the heuristic dynamic thread pool management policy. We then define and motivate the relevant
performance metrics. Subsequently, we describe the implementation of the model using AnyLogic [27].

3.1 Basic queuing model
The basic queuing model for a Web server is shown in
Figure 1, which is similar to other popular Web server models [11]. In Figure 1, Qa represents a FIFO queue used to
hold requests if all the threads in the pool are busy. A request is held in the queue until a thread in the pool becomes
available. If at least one thread is available, the incoming
request is accepted immediately for service and is routed to
Qc , where it waits to receive service at the CPU.

Figure 1. Queuing model of a Web server
In this model, each thread gets a small unit of CPU time
(called time quantum) in a round-robin fashion [19]. After
this time has elapsed, the thread is preempted and added to
the end of the ready queue. If a thread finishes execution
before the time quantum expires, it is also preempted and
returns to the thread pool to service the request. The processing of a request at the CPU may also be interrupted if
the request requires an I/O operation, such as a database access or a disk I/O. Upon each such occurrence, the request
is routed and queued at one of the I/O devices. After completing I/O service, the request is sent back to QC . This
may be repeated several times depending on routing probabilities p1 and p2 .
We note that most of the existing queuing models of a
Web server assume that there can be no successive CPU
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thread pool to an extent that it remains financially beneficial to the provider, while simultaneously ensuring
that the response time remains acceptable to the users.

bursts [11]. Our model is more general compared to these
because it allows consecutive CPU runs when p1 > 0.
Thus, our model can also consider CPU-intensive jobs,
where the CPU is mostly bound to heavy computation and
the I/O requirements are not as high.

• Loss probability: A request is rejected and typically
a “503 Service Unavailable” [5] message is sent back
to the client if the queue is full. Loss probability is
the likelihood that a request is rejected due to the lack
of buffer space. Since the service should operate with
minimal loss, this metric could be used to guide the
provisioning of the thread pool and buffer capacity.

3.2 Pool management policy
The heuristic approach [19] we consider to manage the
size of the thread pool seeks to emulate a real world Web
server. The Web server spawns a certain initial number
of threads, Nmin at startup. Subsequently, the size of the
thread pool is adjusted in response to the workload as follows. If the number of current free threads, f falls below the
minimum allowable number of free threads (f < fmin ), the
size of the thread pool is increased by s, so long as the increased thread pool size remains under the maximum allowable thread pool size, Nmax . On the other hand, if the number of free threads exceeds the maximum number of allowable threads (f > fmax ), the thread pool size should be decreased by s, so long as the reduced thread pool size remains
above the minimum allowable size Nmin . We note that the
fmax and fmin should be set so that fmax − fmin ≥ s. This
is necessary to prevent oscillations between consecutive increases and decreases to the size of the thread pool.

3.4 Model implementation
We implemented the dynamic thread pool management
policy described above in AnyLogic [27], which is a Javabased hybrid simulation development environment. We assume that requests arrive at the server according to a Poisson distribution with rate λ. The CPU run length, context
switching and I/O access times are exponentially distributed
with means 1/ρ, 1/k and 1/τ respectively. The capacity of
the queue is denoted Q. The model and pool management
parameters are summarized in Table 1.
Table 1. Model and management parameters
Parameter
N
Nmin
Nmax
p1
p3
Q
λ
1/ρ
1/k
1/τ
f
fmin
fmax
s

3.3 Performance metrics
In this section, we define and motivate the relevant performance metrics for a Web server.
• Response time: The response time of a request is defined as the time elapsed between the point the request
is accepted by the server to the point it departs from
the server. It is one of the most common metrics used
to characterize server performance, and also one of the
most important ones from the clients’ perspective. A
long response time may suggest configuration issues
or a slow processing server and may discourage the
clients. This can result in financial losses, especially
for e-commerce providers.
• Average number of busy threads: We measure the
thread pool utilization with the commonly used metric of average number of busy threads [5]. A service
provider will be interested in maximizing the return
on investment, and hence, will seek to maintain the
average number of busy threads as close to the maximum allowable size of the thread pool as possible.
From the users’ point of view, however, the average
number of busy threads will have a direct impact on
the response time. Thus, the average number of busy
threads should strike a balance between utilizing the

Interpretation
Current pool size
Minimum pool size allowed
Maximum pool size allowed
Prob. of successive CPU runs
Prob. of I/O after a CPU run
Queue size
Request arrival rate
Average CPU run length
Average context switch time
Average I/O time
Current free threads
Minimum free threads
maximum free threads
Step of thread pool change

4 Illustrations
In this section, we illustrate the utility of the performance
analysis methodology with examples.

4.1 Performance estimation
Typically, a service provider is interested in estimating
the performance of a Web server for a given set of configuration options. Furthermore, the service provider may also
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of the arrival rate is consistent with the trend in the response
time; beyond a threshold arrival rate of 200/sec., there is a
sharp increase in the average number of busy threads.
150
145
140
Response Time (msec)

be interested in determining the level of load at which a chosen set of configuration options ceases to provide acceptable
performance. Our analysis approach can offer quantitative
performance estimates to the provider to answer these questions. For the sake of illustration, we set the parameters of
the model to their nominal values in Table 2. We note that
these values may not reflect the parameters found in practical Web server configurations. We choose these values
merely for the sake of illustration.
Table 2. Nominal parameter values
Value
500/sec
10/sec
10000/sec
0.01
0.49
0.50
100

Parameter
N
Nmin
Nmax
fmin
fmax
s

Value
10
10
50
5
10
5

125
120
115
110
105
100

0

40

80

120
160
Arrival rate λ (/sec)

200

240

(a) Average response time (msec)
35

30

The values of p1 , p2 and p3 are chosen as follows. Since
typical Web requests are I/O- rather than CPU-intensive, p2
is expected to be much higher than p1 , so the likelihood of
a request going through two consecutive CPU runs is minimal. We then use the observed response time, T , to estimate
p2 . T can be expressed as:
T = 1/ρ + (p1 · T1 + p2 · T2 + p3 · T3 )

130

Number of busy threads

Parameter
ρ
τ
k
p1
p2
p3
Q

135

25

20

15

10

5

0

(1)

0

40

80

120
160
Arrival rate λ (/sec)

200

240

(b) Average number of busy threads

where Ti denotes the remaining time a request stays in
the system when choosing routing path i with probability pi
after a CPU run. Specifically, we note that T3 = 0 since p3
denotes the probability that a request exits the server. Since
p1 is expected to be very small, we have:

Figure 2. Performance metrics vs. arrival rate

4.2 Sensitivity analysis
T

≈ 1/ρ + p2 · T2
= 1/ρ + p2 ·
(1/τ + 1/ρ + p2 · (1/τ + 1/ρ + p2 · (. . .)))(2)
1
p2
= 1/ρ ·
+ 1/τ ·
1 − p2
1 − p2

Using the average response time, T of 100 msec. from
the earlier work [13], p2 computed from Equation (3) is 0.5,
leading to an approximate value of 0.5 for p3 .
To determine the level of load for which the current configurations provide acceptable performance, we vary the arrival rate of the requests and estimate the performance metrics by simulating the AnyLogic model. The results show
that until the arrival rate approximately reaches 200/sec.,
the average response time shows a linear increase with the
arrival rate. Beyond the threshold rate of 200/sec., however,
the average response time records a sharp increase. The increase in the average number of busy threads as a function

Next, we illustrate how the queuing model could be
used to analyze the sensitivity of the service performance
to the different configuration and design parameters of the
Web server infrastructure. For these experiments, we report
the average response time and the average number of busy
threads. The loss probability is not reported because it is
negligible as would be expected in any typical service offering. In each experiment, we vary the values of the parameter
whose impact is being assessed, and hold other parameters
at their initial values in Table 2.
4.2.1 Impact of CPU run length
Computational capacity is one of the most important index
of a Web server’s performance [18]. Although a faster CPU
is preferable, a cutting-edge powerful CPU may not always
be necessary and cost effective. Furthermore, upgrading the
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the response time rapidly, thereby significantly limiting the
performance improvement potential.
160
τ=40
τ=20
τ=10

140

Response time (msec)

CPU without considering other parameters, such as I/O access time, may provide little performance benefit if the CPU
is not the performance bottleneck. Through this experiment,
we demonstrate how sensitivity analysis could suggest an
appropriate CPU speed for a given workload.
We consider three values of ρ, namely, 400/sec., 500/sec.
and 1000/sec. Figure 3 shows the performance metrics as a
function of the arrival rate for the three experiments. The
figure indicates that for a given value of λ, as ρ increases,
the response time decreases. Furthermore, for lower values of λ, the response time offered by all the three CPUs
is very close. As the arrival rate increases, for each run
length, a threshold value of λ is reached beyond which the
response time increases sharply. For these configurations,
arrival rates exceeding 160/sec. require a faster CPU, while
slower CPUs may suffice for lower arrival rates.
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Figure 4. Impact of τ on server performance
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Figure 3. Impact of ρ on server performance

4.2.2 Impact of I/O access time
Sensitivity analysis with respect to I/O access time is especially important because I/O access time typically dominates the response time of requests served by a Web server.
As in the case of CPU, a faster I/O device though preferable may not be the most cost effective. Furthermore, if
the I/O device is not configured properly, it may degrade

We consider three values of τ , namely, 40/sec, 20/sec
and 10/sec. The performance metrics as a function of the
arrival rate are shown in Figure 4. The figure suggests that
for each τ , the average number of busy threads increases linearly with the arrival rate and the rate of increase is the highest for the lowest I/O access time. When the arrival rate is
approximately 160/sec., the average number of busy threads
records a sharp increase for all values of τ . Furthermore, for
each τ , the response time increases very slowly with arrival
rate, until the arrival rate reaches 160/sec. At the arrival
rate of 160/sec., the response time increases sharply due to
queuing. Additionally, for each arrival rate, the response
time increases with decreasing τ .
It can be seen from Figure 4, however, that although
larger τ (lower I/O access time) results in a lower response
time, the degradation of the response time as a function of
τ is faster than as a function of ρ. This is because when
τ increases to 40, the I/O device is upgraded, but the CPU
capacity and the thread pool size remain at their original
levels. Thus, the capacity of the thread pool is exhausted at
a rate faster than the rate at which the I/O device becomes
the bottleneck. Therefore, to reap the benefits of a faster
I/O device we also need to upgrade the pool size and/or the
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CPU capacity to slow the degradation in the response time.
The above analysis indicates that the process of improving Web server performance must consider two objectives, namely, lowering the actual response time and slowing down the performance degradation. To achieve the second goal, we must consider the contributions of the CPU
and I/O to the response time. Since Web requests are I/Ointensive, an upgrade of the CPU should at least be matched
with an upgrade of the I/O to achieve the second goal.

5 Related research
Web server performance has been an active area of research in the past decade. Most of the research efforts
treat the server as a black box. Slothouber [22] proposes
to model a Web server as an open queuing network. Van
der Mei et al. [25] present an end-to-end queuing model for
the performance of Web servers, encompassing the impact
of client workload characteristics, server hardware/software
configurations, communication protocols, and interconnect
topologies. Cao et al. [3] use an M/G/1/K ∗ P S queuing
model to analyze the performance of a Web server. Nossenson and Attiya [17] introduce a new N − Burst/G/1 queuing model with heavy-tailed service time distribution for
Web server performance modeling. Squillante et al. [23]
employ a G/G/1 queue to model high-volume Web sites.
Kant and Sundaram [10] describe a queuing network model
for a multiprocessor system running a static Web workload.
Dalal et al. [6] incorporate user impatience into a M/M/1
queuing model of a Web server. Iyengar et al. [8] model
a Web server using PH/PH/P model. Kant et al. [10] describe a queuing network model of a Web server with architectural details. Tanaka et al. [24] model the disk subsystem of a Web proxy server using a BCMP queue. Sha
et al. [21] propose a combination of feedback control and a
M/M/1 queuing model to control the timing performance
of a Web server. Abdelzaher et al. [1] use a control-theoretic
approach to provide performance guarantees and differentiated levels of service in a Web server. Kamra et al. [9]
present a control-theoretic approach that both prevents overload and enforces absolute response times. Liu et al. [13]
provide a model of a three-tiered Web services architecture,
where each tier is modeled by a multi-station queuing center. Wells et al. [26] use a Timed Hierarchical Colored Petri
Net to model a Web server and describe how the model
could be used to reveal the impact of arrival rates and examine alternative configurations of the Web server.
A few efforts analyze the attributes of a Web server based
on its software architecture. Menascé [16] provides a classification of Web server software architectures and present an
approach based on queuing networks to study the pool size
behavior. Ling et al. [12] provide an analysis of optimal
thread pool size, which handles Web requests with small

service time. Compared to these two efforts, our model is
more general and can handle various aspects of a thread
pool architecture, including dynamic thread pool management and context switching. Through a proper choice of
routing probabilities, it also allows us to vary the workload
characteristics. Furthermore, it does not place any limitations on the length of the service time. The methodology
thus provides an integrated framework to analyze the impact of different factors, such as thread pool size, CPU run
length, I/O access and context switching times and workload characteristics on server performance. The model can
be thus used to facilitate the selection of hardware and software configuration parameters in a cost-effective manner.

6 Conclusions and future research
This paper proposes a quantitative methodology to analyze the performance of a Web server which uses the thread
pool architecture to implement multi-threading. The core
of the methodology is a queuing model which captures the
mechanics of the operation of a Web server and the dynamic
pool management policy. We implement the queuing model
using the AnyLogic simulation framework. We illustrate
the potential of the methodology for performance estimation and sensitivity analysis. Our future research directions
include extending the methodology to incorporate: (i) different queuing models, and (ii) the impact of caching.
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Abstract—Model checking is now used more and more widely in
vulnerability detection for its capacity to model the program and
reason about its behavior. However, the state explosion problem
impedes its application in large-scale systems, and most of
current model checkers are mainly used for moderate-sized
systems, like communication protocols and device dri vers. To our
knowledge, MOPS is the only model checker that can be used for
checking an entire linux distribution-Red Hat Linux 9. MOPS is
a tool designed to check for violations of rules that can be
expressed as temporal safety property. Howe ver, it trades
precision for scalability. S o, in this paper, we introduce a tool
called EMOPS (Extended MOdel checking Programs for Safety
properties), which extends MOPS through not only the
combination of dataflow and control flow information but also
the path verification technique. The goal of EMOPS is to detect
vulnerabilities more precisely and keep MOPS ’ scalability.
Experiments show EMOPS ’s effectiveness compared with MOPS .
Keywords-model checking; dataflow; control flow; path verification

I.
INT RODUCTION
Model checking is an automatic technique for verifying
finite-state systems [1]. It exhaustively checks a fin ite-state
model of a system for violation of safety property formally
specified as a formula in some temporal logic, an automaton, or
a collection of assertions [2]. In recent years, the usage of
model checking has been growing to check correctness of a
wide-variety of systems because of its capacity to reason about
the behavior of fin ite-state systems, and it attracts more and
more attention from not only the academic researchers but also
many international corporations and government research labs.
The model checkers for C programs can be broadly classified
into two categories: execution-based and abstraction-based
model checkers. Execution-based model checkers, like Zing [4],
CMC [5], VeriSoft [6] and SPIN [7], exhaustively search the
concrete state space of the system for error states. While the
abstraction-based model checkers, like BLAST [8], SLAM [10],
MAGIC [11] and CBM C [12], use predicate abstraction to
construct tractable model for the system during the model
checking. However, one of the most apparent problems with
these execution-based and abstraction-based model checkers is
the state explosion, since the number of states can grow
exponentially with the size of the system. Consequently, many
state space reduction techniques have been proposed to address
this problem, including partial order reduction, slicing and
symmetry reduction [14] and so on. Nevertheless, the state
exp losion problem remains a serious difficulty in most
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applications of model checking. That also explains why most
of current model checkers are main ly used in the verification of
protocols, device drivers or other moderate-sized systems.
To the best of our knowledge, MOPS [3] is the only model
checker that can be used for checking an entire linu x
distribution-Red Hat Linux 9 [13]. M OPS is control flow and
path sensitive but dataflow insensitive in the checking process.
The experimental results [13] show that it has successfully
detected many security bugs in the linux, but it also suffers
fro m high false positive and false negative because of its
dataflow insensitive method.
In a word, existing model checkers either cannot be applied
to large-scale systems because of state explosion or trade
precision for scalability like M OPS. To overcome these
problems, we have developed an extended tool based on MOPS,
called EMOPS, to greatly increase MOPS’ precision and
maintain its scalability. The new features added into MOPS are:
(1) Co mb ination of control flow and dataflow informat ion:
EMOPS tracks both control flow and dataflow information to
precisely detect the vulnerabilities in the program. To reduce its
cost, a method for simplified and demand-driven dataflow
analysis is implemented in EMOPS.
(2) Counterexamp le path verification: EM OPS eliminates
the spurious counterexamp le paths to have more precise results
through path verification. First, the counterexample path is
instrumented with assert statements. Then, the instrumented
path is submitted to the model checker BLAST [ 8] to verify its
feasibility.
The rest of this paper is organized as follows: Section II
presents an overview of EM OPS. Section III and V describe
the main techniques used in dataflow analysis and
counterexample path verification separately. Section IV
discusses an extended model checking algorith m used in
EMOPS. Section VI gives experimental results to show the
effectiveness of EM OPS co mpared with MOPS. Section VII
discusses some related work and section VIII makes a
conclusion.
II.

EM OPS OVERVIEW

MOPS [3] is a model checker for C programs and it has
achieved high scalability with the price of lower precision in
vulnerability detection. Three main reasons for its lower
precision are revealed as follows.
First, MOPS describes the safety property by finite state
automaton (FSA). So whether FSA is accurate enough to
characterize the safety property has a great influence on

MOPS’ precision. For example , when MOPS is used to check
the standard file descriptor attack [13], it returns many spurious
warnings. One of main reasons is that program may do safe
opens in some other way that is out of the description of FSA.
Second, MOPS models the program as a pushdown
automaton (PDA) according to its control flow. When we try to
check safety property containing dataflow information,
especially the alias information, MOPS will fail to detect the
relevant vulnerabilities.
Third, MOPS takes account of all possible paths regardless
of their feasibility in the program. This will cause false alarms
because of spurious paths.
All these factors contribute to MOPS’s lower precision and
also point out the way for its improvements. For the first
problem, we can address it by studying thoroughly the safety
property and trying to include all necessary information during
the construction of FSA. For the other two problems, to make
MOPS mo re precise, a new method is proposed to perform
efficient dataflow analysis during the model checking and an
improved algorithm is also proposed for handling the extended
pushdown automaton. In addition, the model checker BLAST
[8] is integrated into MOPS to verify the counterexample
paths’ feasibility to eliminate the spurious ones.

discarded. Before we submit the counterexample path to
BLAST, Path Instrumentation inserts an assert statement before
each condition statement along the counterexamp le path to
indicate the true or false choice of the control flow on the path.
III.

In MOPS, the temporal safety property is represented as a
finite state automaton FSA and the C program as a pushdown
automaton PDA. To check the property, MOPS has to compute
the intersection of PDA and FSA and then determines whether
the error state can be reached. During the construction of PDA
for C program, M OPS uses dataflow insensitive method to
simplify the checking process. However, there exist many
safety properties needed to be analyzed with both program’s
control flow and dataflow. Such cases can be found during the
checking for memo ry-related vulnerabilities, like the null
pointer dereferences, memory leak caused by dynamical
memory allocation y=malloc() without calling free(y), and
double free vulnerability which executes free(y) twice.
Here malloc and free are referred as safety-relevant
operation and y as safety-relevant operation object. The
combination of safety-relevant operation and its safety-relevant
operation object can trigger a state change in safety model FSA.
Safety-relevant statement is a statement containing safetyrelevant operation, and safety-relevant function is defined as a
function that calls safety-relevant statements directly or
indirectly.

A. The tool overview
Warning

C Program

Spurious Path

Safety Model
true
false
Path Verification
by BLAST

Program Slice

START



EMOPS
Compaction

Alias Analysis

DAT AFLOW A NALYSIS

<malloc,0,null>

<free,1,Double_Free>
<free,1,null>

Path
Instrumentation
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Counterexample path

<malloc,0,Memory_Leak>

Model Checker

Figure 2. Safety model FSA for malloc and free
Figure 1. EMOPS overview

In a safety model FSA, node represents state and edge
represents the transition between the states, which is labeled by:
{<op, loc, vul_t> | opę safety-relevant operations,
locę {0,1,2…}, vul_tę vulnerability types}. loc denotes the
location of the safety-relevant operation object in op, where 0
represents the return value and i(i>0) represents the ith
parameter of op. vul_t is set to the vulnerability type if the edge
points to the error state, otherwise vul_t is set to null. A simple
safety model FSA for malloc and free is showed in Figure 2,
where 2 is the error state. The path 0→1→2 denotes state
transitions of a memory leak vulnerability in program, with the
assumption that there are some dataflow dependency between
the safety-relevant operation objects of two malloc, in other
words, they are the same or point to the same memory.
To verify the satisfaction of those temporal safety
properties, which describes a sequence of safety-relevant
operations related through some dataflow dependency, a
combination of dataflow and control flow information should
be integrated into the model checking process. The key idea
behind the solution is to introduce the alias analysis mechanism
to have more precise vulnerability detection.

Figure 1 shows the overview of EMOPS. The inputs for
EMOPS are the C program to be checked and the safety model
described as FSA to represent the temporal safety property. The
counterexample paths violating the safety model are reported as
the output while the spurious paths are ignored.
In EMOPS, Program Slice is first used to extract safetyrelevant functions and remove those irrelevant ones in C
program according to the safety model. Then Alias Analysis is
performed on the sliced C program to reduce the cost of
dataflow analysis. Co mpaction is main ly used to remove the
irrelevant statements in the sliced C program according to
operations taken in the safety model, which will greatly reduce
the state space of the constructed model for the sliced C
program. After that, Model Checker constructs pushdown
automaton for the compacted C program, and checks it against
safety model with the help of dataflow informat ion derived
fro m Alias Analysis. Finally, Model Checker returns the
counterexample paths that may violate the safety model. To
eliminate spurious paths, BLAST is employed to verify their
feasibility. If the counterexample path is feasible, then EMOPS
reports this vulnerability to user, otherwise the spurious one is
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assignment in a program. In the worst case, the demand-driven
analysis might end up performing as much work as
constructing full points -to sets. However, in most cases it can
quickly answer alias queries without deriving full points -to sets.
During the alias analysis in safety-relevant functions (in
Figure 5), the demand-driven alias analysis (in Figure 6) is
called for leaf nodes and the fix point co mputation is called for
nodes in loop until no new alias relations are generated. Finally,
the result about alias relationship between safety-relevant
operation objects is used in the model checking process to
indicate whether the sequence of safety-relevant operations are
related through some dataflow dependency.
1. Construct call graph for the safety-relevant functions.
Each node nd represents one function f, where nd->callers and
nd->callees are used to store f’s callers and callees respectively,
and nd->aliases_c to store aliases generated at call statements
to other functions.
/* leaf_set is used to store the leaf nodes and node_set to
store all the nodes */
2. For each node nd
Add nd to node_set;
If nd->callees is empty
Add nd to leaf_set;
3. While leaf_set is not empty
Get a node nd from leaf_set;
Remove node nd from node_set;
alias_result := Demand-Dri ven Alias Analysis (nd).
/* Map the alias analysis result alias_result to its callers */
For each caller c (corresponding to node nd c) of f (nd)
Map the aliases in alias_result to aliases between
variables in the call function c;
Add the Mapping result to ndc->aliases_c;
Remove nd from nd c->callees;
If nd c->callees is empty
Add nd c to leaf_set;
/* When a loop is found and no leaf is in leaf_set */
If leaf_set is empty and node_set is not empty
/* Compute fix point of alias for the functions in the loop */
Fix Point Computation (nodes in loop)
For each node nd c outside the loop pointing to a node
nd in loop
Remove nd from nd c->callees;
If nd c->callees is empty
Add nd c to leaf_set;

A. Simplified and Demand-driven Alias Analysis in EMOPS
To reduce the cost of alias analysis, we have used a
demand-driven, flow and context insensitive alias analysis
method on the sliced program, wh ich can carry out efficient
alias analysis for those parts of the program of our interest.
During the model checking of temporal safety property, we
are mainly concerned about the behavior of safety-relevant
operations and their safety-relevant operation objects in the
program. So, in this paper, we focus on alias analysis in only
those safety-relevant functions, ignoring the impact of other
safety-irrelevant ones. The FSA in Figure 3 accepts any
functions of the form e(op1 |op 2|op 3|…|op k)*x, where e is the
entry point of the function, x is the exit point and op i represents
safety-relevant operations appeared in the corresponding safety
model FSA. Then safety-relevant function can also be defined
as a function that is accepted by FSA in Figure 3.
op1, op2, op3, … , opk
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Figure 3. FSA that accepts the language e(op1 |op2 |op3 |…|op k)*x

Figure 4 shows the algorithm for ext racting safety-relevant
functions from the program.
1. Use GCC to compile the source program to get its
intermed iate representation in Abstract Syntax Tree (AST).
2. For each function fi in the program, define a vector cvi to
store fi ’s callers and a boolean reli to denote whether fi is a
safety-relevant function.
/* Find out safety-relevant functions calling safety-relevant
statements directly. */
3. For each function fi :
For each statement si of fi in the form of AST:
If si is a safety-relevant statement
Set rel i := true;
Else if si is a call to a function fj defined in the
program
Add fi into cvj;
/* Find out safety-relevant functions calling safety-relevant
statements indirectly. */
4. For each function fi whose reli is true:
Add fi into vector rel_func_set;
5. While rel_func_set is not empty
Get an element fi fro m rel_func_set
For each fj in cvi , if relj is false
Set rel j := true;
Add fj into rel_func_set;

Figure 5. Alias analysis algorithm

According to the call graph constructed in step 1 in figure 5,
we can carry out the alias analysis fro m the leaf nodes in a
bottom-up way. Step 2 finds out the leaf nodes, whose children
nodes (nd->callees) is null, in the call graph. node_set will be
used in step 3 to determine whether there is a loop. In step 3,
demand-driven alias analysis is called for each leaf node
function, and then map the alias analysis results to its callers.
leaf_set and node_set are used to indicate whether a loop is
found, if so, then fix point computation is called to deal with
the recursive functions in the loop.
Figure 6 presents the algorithm for demand-driven alias
analysis. In step 1, the points-to graph Gp is constructed for the
function f according to the pointer-related assignments and the
alias relat ions derived from the functions called by f. Then, in

Figure 4. Compute safety-relevant functions

Then the demand-driven alias analysis is done on the
safety-relevant functions in bottom-up order. In tradit ionally
exhaustive alias analysis, we compute points -to sets for each
program variable. And then intersect their points -to sets to
determine whether they point to the same address. However, in
demand-driven alias analysis, given an alias query about
“whether p and q point to the same address”, we search from p
and q respectively to find out if they can reach the same node
in points-to graph representation of the pointer-related
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function f, p 3 is the return point when the call for f returns,
actual_obj and formal_obj correspond to the actual parameter
and formal parameter separately of function f. Else, add a
transition <si , p 1 , null> →<si , p2 p3 , null> to PDA. It means
that when the actual parameter in f is an object of our interest,
we will t rack it during the function call by passing the actual
parameter actual_obj from the calling point to its
corresponding formal parameter formal_obj and passing the
state s1 into the function f. Otherwise, null is used and the
initial state si of FSA is passed into the function f.
·For an edge in the program’s CFG that is a return
statement fro m a function f, if there exists some object obj of
our interest to track, for each state s1 in FSA, add a transition
<s1 , fe, obj> →<s1 , ε, ε> to PDA. Else, add <s1 , fe, null>
→<s1 , ε, ε> to PDA, where fe is the exit point of the function f,
the first ε denotes that no symbol is pushed onto the stack and
the second ε maps the obj in f back to the corresponding object
in the calling point. Here we main ly focus on the objects of
our interest that are global or passed by parameters, because
their states can be changed by f when f is called. So we have to
map these changes back to the calling point when f returns.
Then, like MOPS, we use a P-auto maton (PA) wh ich is a
FSA to describe all reachable states of the constructed PDA.
First, take all the states fro m the PDA and make them as the
initial states of the PA, then add a final state to the PA. Second,
make all the pairs of the form (p, obj) in the PDA as the input
symbols of the PA. Third, add transitions to the PA to
represent its initial configurat ion. For example, if the PDA’s
initial configuration is <s0 , p 0 , null>, where s0 is the in itial
state of the safety model FSA, p 0 is the entry point of the
program and null denotes that it starts with no object, and se is

step 2, the demand-driven alias analysis is performed for the
operation objects of safety-relevant operations in f. Besides, the
alias relations in one function can be changed by calling other
functions through formal parameters and global variables. So
we also take this into account during the alias analysis.
Demand-Dri ven Alias Analysis (node nd)
1. Construct points-to graph Gp for the function f
corresponding to node nd.
For each pointer-related assignments lhs=rhs
Find or Create new nodes in Gp , then Add an edge
fro m node (rhs) to node (lhs).
For each alias relation alias_r, where p i pointing to p j ,
in nd->aliases_c
Find or Create new nodes in Gp , then Add an edge
fro m node p j to node pi .
2. Demand-Driven alias analysis
Define a vector target_p to store formal parameters of
pointer type and global variables appearing in f.
Define a vector op_obj to store the operation objects of
safety-relevant operations.
For each pair of objects (target_p_i,target_p_j) in
target_p
If target_p_i and target_p_j can reach the same
node in the points-to graph Gp
Merge target_p_i and target_p_j into one set;
Put the merged set into target_p;
( op_obj is dealt with similar way as target_p )
If there is no new alias relationship between objects in
target_p any more
Return target_p;
Figure 6. Demand-driven alias analysis algorithm

( p0 , null )
the final state of the PA, add a transition s0 
o se to the
PA as its initial configurat ion. Each time we encounter a new
object of interest during the construction process, add a

IV. M ODEL CHECKER
The model checker implemented by M OPS can only deal
with pushdown automaton containing the control flow of the
modeled program while ignoring the dataflow information. So,
we have to extend it to handle both control flo w and dataflow
informat ion. In our model checker, we first extend the basic
data structure of the pushdown automaton (PDA) to store the
dataflow information by adding an object obj of our interest to
track. A variable is defined as an object of our interest if there
is some dataflow dependency between the variable and safetyrelevant operation object based on the analysis of dataflow
informat ion.
Following is the extended rules for constructing the PDA
fro m the program and the safety model FSA.
·For an edge in the program’s CFG that is fro m a program
point p 1 to p 2 with a statement i:

( pi , new _ obj )
transition s0 
o se to the PA, where p i is the
position of new_obj’s first appearance and s0 represents its
initial state, and then continue to construct the PA using the
extended construction rules.
Following is the extended rules for constructing the PA
fro m a PDA.
·Add to PA a new state st for each transition t=<s1 , p1 ,
actual_obj> →<s2 , p 2 p 3 , formal_obj> in the PDA, where
actual_obj and formal_obj can be null, and a new transition
( p2 , formal _ obj)
s2 
o st .
·Add new transitions to PA according to the following
saturation rules:
(1) If t =<s1 , fe, obj> →<s2 , ε, ε> is in the PDA and

( fe , obj )
s1 

o sq is in PA, where obj can be null, add a new
transition s (H , H ) s .

o s2 in
(1) If i is not a function call, for each transition s1 
the safety model FSA, add a transition <s1 , p 1 , obj> →<s2 , p 2 ,
obj> to PDA, where obj is an operation object in statement i
that we are interested to track, s2 is the state of program after
the execution of statement i fro m state s1 . The object obj can
be null if the statement i is safety-irrelevant or has no
operation object.
(2) If i is a call to a function f and there exists some actual
parameter in f that is an object of our interest, for each state s1
in FSA, add a transition <s1 , p 1 , actual_obj> →<s1 , p 2 p 3 ,
formal_obj> to PDA, where p 2 is the entry point of the
i

2 o q

(2) If t=<s1 , p 1 , obj> →<s2 , p 2 , obj> is in the PDA and

( p1 , obj )
( p2 , obj )
s1 

o sq is in PA, add a new t ransition s2 
o sq ,

( p1 , obj ')
where obj can be null. Fo r all other transition s’ 
os’’
( p2 , obj ')
in PA, add a new transition s’ 
o s’’, which means that
for all obj’ other than obj whose state is s’, after an operation
on obj, the state of obj’ is unchanged and passed to the next
position p2 .
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(3) If t =<s1 , p 1 , actual_obj> →<s2 , p 2 p 3 , formal_obj> is in

BLAST uses lazy abstraction [9] to construct, verify and refine
the abstract model of the program, wh ich offers significant
advantages in performance by maintaining the minimal
necessary information to check the property. Third, in BLAST,
the model checking of safety property is finally converted to
reachability problem of statement with special label or the
assert statement. In order to verify the feasibility of a
counterexample path by BLAST, we first insert an assert
statement before each condition statement along the
counterexample path to indicate the choice of the control flow
on the path. Then submit the instrumented path to BLAST to
check whether all the assert statements along the path are
satisfiable. If so, then the counterexamp le path is feasible.
Otherwise, it is spurious and we ignore it. However, when the
counterexample path is long and complex, it may be out of the
capacity for BLAST to check its feasibility. To overcome this
problem and make BLAST scalable to large-scale system, there
is another option for us to verify the counterexample path.
That’s we can adopt the divide and conquer strategy to break
the counterexample path into two types of units: the path unit
through recursive function and the one through non-recursive
function. In this way, the verification of long inter-procedural
path can be reduced to feasibility checking of many shorter
intra-procedural paths. If anyone of the intra-procedural paths
is spurious, we can stop the verification process instantly and
eliminate this counterexample path fro m the warning reports.
With the help of BLAST for counterexample path verification,
we can get more precise results.

( p1 , actual _ obj ) s is in PA, add a new
the PDA and s1 
o q
(
p
,
actual
_
obj
)
3
transition st 
o sq , where actual_obj and
( p1 , obj ') s’’
formal_obj can be null. For all other transition s’ 
o
(
p
,
obj
')
3
in PA, add a new transition s’ 
o s’’, wh ich means that

for all obj’ other than obj whose state is s’, after a call for a
function whose entry point is p 2 , only obj and its state are
passed into the called function, obj’ and its state is unchanged
and passed directly to the return position p3 .
In the end, the model checker tests whether the error state
in FSA is reachable in PA. If not, the program satisfies the
safety property. Otherwise, pass the potential counterexamp le
path to the next step for further verification to remove the
spurious path. Details about the counterexamp le path
verification can be found in the next section.
V.

COUNTEREXAMPLE PAT H VERIFICATION

The counterexamp le path returned by MOPS has not been
verified, so the path may be feasible in CFG while unfeasible in
the real program, which is a source of false positive for M OPS.
The advantage of MOPS is that it can ensure the soundness of
certain property checking, since it uses the control flow and
path sensitive method to traverse all possible paths in the
program. So the counterexample paths returned by MOPS
include not only paths that indeed violate the property
described as FSA but also those infeasible paths. The program
in Figure 7 is a frag ment of a PCI device driver fro m [ 15].
do {
KeAcquireSpinLock();
nPacketsOld = nPackets;
if(*){
KeReleaseSpinLock();
nPackets++;
}
} while(nPackets!=nPacketsOld);
KeReleaseSpinLock();

VI. EXPERIMENTAL RESULT S
We have evaluated EMOPS with several open source
applications (each of them has one known bug)[18][19][20],
which are carried out on a PC with Dual-Core Intel Pentiu m
E2160 1.80GHz and 1GB memory. All these buggy
applications have some memo ry-related vulnerabilities. To
catch these vulnerabilities, we have to track both control flo w
and dataflow information, and then use path verification to
check the feasibility of counterexamp le paths . According to
vulnerability types, they can be classified into three categories:
double free (cvs-1.11.4, krb5-1.4.1); memory leak (squid-2.4,
wget-1.10.2, wh ich-2.16); and buffer overflow (gzip-1.2.4,
ncompress-4.2.4, sendmail-8.7.5 and wu-ftpd-2.4.2).

Figure 7. A fragment of a device driver code

To check the proper use of spin locks, we have to track the
call sequence of lock function KeAcquireSpinLock() and
unlock function KeReleaseSpinLock(). It requires that unlock
function KeReleaseSpinLock() should be called after the lock
function KeAcquireSpinLock() and should not be called
immediately after itself, which will cause double unlock
vulnerability. Obviously, the program in Figure 7 obeys this
rule. However, M OPS will give a spurious warning about this
double unlock vulnerability because of its control flow
sensitive and dataflow insensitive way.
In this case, the problem of false positive cannot be
addressed through alias analysis discussed in section III. To get
the right result, we have to verify the potential vulnerability
path’s feasibility and then remove the spurious one.
In this paper, we employ the model checker BLAST [8] to
verify the path’s feasibility. There are several reasons for this
choice. First, BLAST is an open source freeware compared
with the commercial software like SLAM developed by
Microsoft and it is also an automatic verification tool for
checking temporal safety properties of C program. Second,

TABLE I. EXPERIMENTAL RESULTS OF EMOPS AND MOPS
Vulnera
bilities
Double
free
Memory
leak
Buffer
overflow

Applications

MO PS

EMO PS

cvs-1.11.4
krb5-1.4.1
squid-2.4
wget-1.10.2
which-2.16
gzip-1.2.4
ncompress-4.2.4
sendmail-8.7.5
wu-ftp-2.4.2

No
Yes
No
No
No
No
No
No
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Real/Total
CE-paths
1/2
1/1
1/4
1/9
1/5
1/1
1/1
1/2
1/3

Path
Filter
1
0
2
6
2
0
0
1
2

EMOPS evaluation. Table I shows the overall results of
EMOPS and MOPS with nine buggy applications . “No” and
“Yes” in MOPS and EMOPS colu mns denote whether the
vulnerability is caught. “Real/Total CE-paths” column presents
the number of feasible counterexample paths in the total
reported paths, and the number of spurious counterexample
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Adding dataflow analysis would affect the efficiency of the
whole model checking process. To reduce its cost, it is
performed on the sliced program. Meanwhile, demand-driven
method is also adopted to accelerate the alias analysis. Table II
lists the number of functions in the checked applications before
and after the program slice according to the safety model. And
“Co mpaction Rate” column shows that program slice greatly
reduces the number of functions needed to be analyzed. On
average, the size of the program can be reduced to 23.68%.
However, the compaction rate varies widely with different
applications. For squid-2.4, program slice can perform best to
compact the application to 7.18% of its original size. While the
compaction result of sendmail-8.7.5 does not seem so striking.
So the results of program slice depends on both the structure of
the program and the safety model to be checked.
In Table III, it co mpares the time cost of alias analysis
based on points-to sets (“Points-to Set” column) and demanddriven method (“Demand-Driven” column). And “PTS Cost
Rate” and “DD Cost Rate” columns show the cost rate of alias
analysis based on points -to sets and demand-driven method
during the whole model checking process. Co mpared with the
traditional one based on the intersection of points -to sets, in
most cases, demand-driven alias analysis is more faster to get
result without deriving full points -to sets. From the
experimental results in Table II and III, we can conclude that
the cost of dataflow analysis would be greatly reduced by
combination of program slice and demand-driven method.
Li mitations of EMOPS. First, EM OPS uses a flow
insensitive alias analysis to deal with pointer updates.
Sometimes, it may cause false alarms for the conservative
approximat ions in the analysis. However, this limitation can be
overcome by using flow sensitive and context sensitive alias
analysis with the price of sacrificing its scalability and
efficiency. Second, exceptional control flow, which is a change
in control flo w due to run-time conditions, and non-local ju mps
by calling longjump may cause unexpected control flow, and
they are not in Control Flow Graph of the program. So EMOPS
cannot analyze them. Th ird, the decision procedures underlying
BLAST implement linear arithmetic and uninterpreted
functions. Operations such as multiplication and bit-level
manipulations are conservatively treated as uninterpreted
functions, which may cause false alarms.

paths filtered by path verification is shown in “Path Filter”
column. The result shows that EMOPS successfully catches all
known vulnerabilit ies in these applications while MOPS fails
to do so in most of them. The main reason is that during the
model checking, EM OPS tracks and analyzes both intraprocedural and inter-procedural dataflow information. So
EMOPS can identify whether any two safety-relevant
operations are related through some dataflow dependency .
What’s more, the safety model FSA is constructed specially for
each known vulnerability in the applications , and path
verification in EM OPS also helps reduce false positive.
However, MOPS takes only control flow into account, which
results in its failure in vulnerability detection in most of these
buggy applications.
In all these buggy applications, MOPS only succeeds in
catching the double free vulnerability in krb5-1.4.1, because
this vulnerability is simple and can be detected by intraprocedural analysis. Figure 8 represents the code extracted
fro m krb5-1.4.1/src/lib/krb5/krb/recvauth.c.
if ((retval = krb5_read_message(context, fd, &inbuf)))
return(retval);
if (strcmp(inbuf.data, sendauth_version)){
krb5_xfree(inbuf.data);
problem = KRB5_SENDAUTH_BADAUTHVERS;
}
krb5_xfree(inbuf.data);
Figure 8. A fragment of recvauth.c in krb5-1.4.1

In Figure 8, function krb5_read_message() is followed by
two krb5_xfree() functions, which are used to free the buffer
allocated by krb5_read_message(). When the sendauth version
string do not match the expected value inbuf.data, the program
will call krb5_xfree() twice, which results in double free
vulnerability.
TABLE II.
Applications
cvs-1.11.4
krb5-1.4.1
squid-2.4
wget-1.10.2
which-2.16
gzip-1.2.4
ncompress-4.2.4
sendmail-8.7.5
wu-ftp-2.4.2

THE RESULT OF P ROGRAM SLICE
Before
Program Slice
733
2439
1838
593
18
96
15
415
221

After Program
Slice
315
225
132
102
5
10
2
197
83

Compaction
Rate
42.97%
9.23%
7.18%
17.20%
27.78%
10.42%
13.33%
47.47%
37.56%

VII. RELAT ED WORK
The most closely related work to ours is the MOPS [3].
MOPS is a model checking tool for temporal safety property of
C programs. It represents the temporal s afety property as a
finite state automaton FSA and the C program as a pushdown
automaton PDA. To check the property, MOPS has to compute
the intersection of PDA and FSA and then determines whether
the error state can be reached. It can be used to check largescale system like an entire linux [13]. Ho wever, it trades
precision for scalability by considering only control flo w
information. Finally, it will return the counterexample path
without verification of its feasibility, which makes the result
inaccurate. Our work is just to overcome these disadvantages of
MOPS.
SLAM [10] is an abstraction-based model checker used to
verify device drivers. It uses predicates to convert a C program
into a Boolean program that contains only Boolean types. Then

TABLE III.
COMPARISON BETWEEN ALIAS ANALYSIS BASED ON
POINTS- TO SETS AND DEMAND -DRIVEN METHOD AND THEIR COST ( MS)
Points-to PTS Cost Demand DD Cost Improvement
Set
Rate -driven Rate
Rate
cvs-1.11.4
1632.65 31.47% 1225.39 23.62%
7.85%
krb5-1.4.1
1558.30 23.92% 1120.24 17.19%
6.73%
squid-2.4
360.89
22.10% 67.28 4.12%
17.78%
wget-1.10.2
270.43
25.01% 175.93 16.27%
8.74%
which-2.16
171.39
48.91% 124.56 35.54%
13.37%
gzip-1.2.4
122.41
16.06% 94.33 12.39%
3.67%
ncompress-4.2.4
63.05
27.41% 49.25 21.48%
5.93%
sendmail-8.7.5 1327.47 89.09% 1111.36 74.62%
14.47%
wu-ftp-2.4.2
177.33
21.81% 119.83 14.51%
7.30%
Applications
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it checks the Boolean program to see if an error state is
reachable. If the counterexample path to the error state is
spurious, SLAM adopts the counterexample-guided abstraction
refinement (CEGAR) technique to refine the Boolean program
and continues to check until a real error has been found or the
program satisfies the property. In this checking process, the
CEGA R technique guarantees the feasibility of counterexamp le
path. However, it will also take more effort because of its
iterative refinement process when doing dataflow analysis to
discover new predicates to refine the abstraction model. Other
similar tools include MAGIC [11]. However, the dataflow
analysis in EMOPS is more simple and efficient, wh ich is done
only once in only those safety-relevant functions through
demand-driven method.
CMC [16] is a model checker for checking C and C++
implementations directly, wh ich has been used to find errors in
large network protocol implementations like the Linu x TCP/IP
implementations. Unlike the abstraction-based model checkers,
CMC checks the program itself directly instead of the
program’s abstraction model, which reduces the effort to use
model checking. From this point, EMOPS is a bit like CMC.
However, when CMC finds a bug in the program, it will print
the trace to the error state without feasibility checking. So it
cannot guarantee the reliability of its results.
Feaver [17] is developed by Bell labs, which is only able to
check a small subset of ANSI C. Before checking the program,
it has to translate the C code into an intermediate language
Pro mela, and then submits the Promela code to SPIN for model
checking. During the translation to Promela, user has to
provide a table for translating different C constructs, which
requires a significant amount of manual effort and also can be
more error prone. In our work, EMOPS can check program
automatically without manual intervention except for the
construction of safety model FSA which is easier to construct.
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VIII. CONCLUSION AND FUTURE W ORK
In this paper, we describe a tool which improves MOPS’s
performance fro m two aspects: combination of control flo w
and dataflow information, and path verification. Experimental
results demonstrate its effectiveness in vulnerability detection
compared with MOPS. However, in EM OPS, as most of
program analysis tools, the safety model for the temporal safety
property has to be constructed manually. In our future work, we
will try to make this process automatic through mining
techniques to automatically get specification about the
temporal safety property from source code.
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It needs to be stressed that it is not the aim of this study
to develop predictive models for a general use – for example
in different environments and for different types of projects.
Rather, it analyzes if other software companies can make use
of such small and relatively cheap datasets to predict effort
and quality.

Abstract— Large and homogeneous datasets are typically
required to predict software development effort and quality
accurately. Also, many statistical methods can only be applied
when meeting various constraints. This study focuses on
developing Bayesian nets (BNs) automatically from a small
local dataset. Predictive accuracy of generated BNs keeps the
level of other published results but the procedure of building
the models is simpler The accuracy can be improved by
incorporating domain expert knowledge.

II.

Bayesian net [8], [16], [23] is a probabilistic model
which contains two perspectives: graphical and numeric.
Graphically BN is a directed acyclic graph consisting of a set
of nodes (variables) and directed links between pairs of
nodes. Through this graphical representation BNs allow to
clearly present relationships between variables. Numerically
each node is defined in terms of conditional probability
distributions given its parents. BNs allow both forward and
backward reasoning using a Bayes’ Theorem [3], one of the
bases of probability theory. Although Bayes’ Theorem was
formulated back in the XVIII century, BN concepts (and the
term itself) were introduced in the 1980’s in pioneering work
by Pearl [22], [23].
Table I summarizes some of recent BNs for software
engineering. Most of these models have been built to predict
either effort or quality (various measures), some enable an
integrated effort and quality prediction. Very few of them
focus on other aspects. Four main types of structures have
been used in these studies:
Naive Bayesian classifier (NBC) – a structure of
diverging star with all the links directed from a
single dependent variable to each predictor.
Converging star (CS) – all the links pointing from
each predictor to a single dependent variable.
Causal BN (CBN) – contains causal relationships
between variables.
Dynamic BN (DBN) – a sequence of CBNs linked
together, where each instance represents system state
at specific point of time.
When a model is built purely from the data a CBN
structure is developed by a learning algorithm. However, it
does not ensure creating causal links but rather links which
represent strong statistical dependencies. All of those
structures can be used to learn parameters from the dataset.
CBNs, DBNs and, partially, NBCs can be used to
incorporate expert knowledge in parameter definition.

Keywords-effort prediction; quality prediction, Bayesian nets,
local data, qualitative factors

I.

BAYESIAN NETS

INTRODUCTION

Software engineering and statistics literature suggest
using large and homogeneous datasets to predict effort and
quality. This requirement can hardly be met in industry as
extensive metrics programs are expensive.
Additionally, many statistical methods require meeting
specific assumptions in respect with the data, like normal
distribution, linear relationships etc. Software engineers are
hardly aware of these constraints and often either incorrectly
use methods which they should not use in their environment
or skip the modeling process at all.
Thus, there is a need for such modeling method which is
easy to use for non-specialists in statistics, artificial
intelligence (AI) or related fields. The procedure of building
a model should be flexible about incorporating expert
knowledge, generating the model purely from empirical data
or mixing expert knowledge with empirical data. Such
method should also allow to present both the model and the
results clearly.
One of very few methods which meet such criteria is
Bayesian nets (BNs). This probabilistic method have been
successfully used in various studies, including in software
engineering field.
The aim of this study is to analyze if BNs can be
effectively used to predict software development effort and
software quality. There are two assumptions in this
experiment – realistic and important, especially from
industrial perspective:
Available dataset is small but contains local data
about past projects from a single company.
A model is automatically generated from available
data without expert input.
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TABLE I.

SOME OF RECENT BNS FOR SOFTWARE ENGINEERING

Author

Main problem analyzed

[26]

types of defects

NBC

[27]

effort, productivity

NBC

[21]

fault content, fault proneness

CS

[30]

change coupling

CS

[6]

effectiveness of inspections

CBN

[7]

defect rate

CBN

[9]

need for requirements review

CBN

[11]

trade-off between: size, effort, quality

CBN

[12], [13]

defects, partly: effort

[17], [19]

web development effort

CBN

[20]

maturity of requirements

CBN

[24]

trade-off between: size, effort, quality

CBN

[28]

various aspects of software quality

CBN

[29]

testing process

CBN

[2]

failures

DBN

[4]

effort

DBN

defects

DBN

project velocity (functionality)

DBN

[10], [25]
[15]

III.

(median magnitude of relative error and Pred(l)
(prediction at level l), as previously in [12].
7. Discovering factors most closely related with the
dependent variables which most frequently appear in
BN’s Markov blankets for each dependent.
A Markov blanket for a node A is a set of nodes which, if
they are instantiated (i.e. observations have been assigned to
them), are the only nodes influencing node A. Thus, it shields
a node from the impact of nodes not belonging to its Markov
blanket. It can be identified from the BN structure – for a
node A it contains: parent nodes for A, child nodes for A, and
other parent nodes for child nodes for A.

BN topology

IV.

CBN/DBN

RESULTS

A. Predictive Accuracy
Table II illustrates the summary of predictions by
demonstrating different evaluation measures. Results of this
study have been compared with two earlier studies where
BNs have been used for:
Defect prediction [12] – where both BN structure
and parameters have been built prior to obtaining the
dataset (the same dataset as in this study), and the
dataset have been used only in validation;
Effort prediction for web development [17] – where
various BNs have been built, and then validated
against two datasets (65 projects in each of them).
High predictive accuracy is very rare in the literature,
also where other methods have been used. This comparison
reveals that predictions in this study are respectable – worse
than in study [12] for defect prediction but significantly
better than study [17] for effort prediction. They keep the
average accuracy in the literature. Yet, the process of
achieving them, through BN generation, is easy to follow for
non-statisticians and free from various constraints.
Additionally, it should be noted that reduced precision of
numeric (discretized) could have a negative impact on
limited accuracy. The motivation for discretizing project
size, apart from such requirement by a structure learning
algorithm, was that in real projects it can never be precisely
estimated at the early project stage.
Preliminary results from experiments involving other
modeling techniques (like stepwise linear regression or
neural networks) show that some of them may outperform
BNs in terms of predictive accuracy. This may be due to the
fact that these other techniques provide predictions for
continuous variables without the need to discretize them.
However, further experiments are performed to draw
conclusions from such comparisons and to publish detailed
results.
Higher prediction accuracy obtained from stepwise
regression models over BNs in effort prediction have been
found in earlier studies by other authors [17], [19]. They
have argued that there might have been two reasons for this.
The first is not reducing the BN structures to take into
account the correlations between factors and effort. The
second reason was small dataset used, yet still much larger
than in the current study, which did not enable to incorporate
various combinations of factors influencing effort [18].

MATERIAL AND METHOD

In this study the extended version of publicly available
dataset [5], [12] of 31 software projects from a single
company have been used. This extension includes one
additional predictor – project type. The dataset contains 29
predictors: project size, project type and 27 factors
describing process and people quality expressed on a 5-point
ranked scale (from ‘very low’ to ‘very high’). Two cases
have been excluded from the original dataset because they
did not contain data on project size, which is one of the main
factors in effort and defect prediction. Thus, 29 cases have
been used in further analysis. Predictive accuracy of four
dependent variables have been investigated:
effort,
productivity rate (effort / project size),
number of defects,
defect rate (number of defects / project size).
The research procedure followed in this study consists of
the following steps:
1. Data preparation – adjusting categories for project
type, discretizing numeric variables by domain
expert into 4 or 5 categories.
2. Random data split with proportions: 22 cases (75%)
for model generation, 7 cases (25%) for validation.
3. Learning model structure using Greedy Thick
Thinning algorithm implemented in Genie [14].
4. Obtaining predictions from models using testing data
subset in Agenarisk tool [1].
5. Repeating steps 1-4 (total of 10 times).
6. Calculating measures of predictive accuracy: MMRE
(mean magnitude of relative error), MdMRE
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TABLE II.
Study and dependent
variable

SUMMARY OF PREDICTIONS

Number of defects seem to have strong predictors
identified – requirements stability appeared in each BN’s
Markov blanket and development staff motivation appeared
in 8 of 10 Markov blankets. No other dependent variable had
such dominating predictors. However, it is the number of
defects which had the lowest prediction accuracy among all
four dependent variables. The explanation for this might be
that, although these predictors have been the related to
number of defects so often, they might have still not been
highly statistically correlated with defects. This confirms a
general difficulty of defect prediction.

Evaluation measure
MMRE

MdMRE

Pred(25)

this study:
effort

0.97

0.60

0.17

productivity

0.77

0.40

0.27

defects

2.14

0.79

0.14

defect rate

0.83

0.53

0.21

0.96

0.27

0.58a

in [12]:
defects

internal comm./
interaction

in [17]: dataset 1
effort (1)

13.97

2.57

0.05

effort (2)

7.65

1.67

0.08

effort (3)

36.00

4.90

0.08

effort (4)

1.90

0.86

0.15

14.93

6.46

0

effort (2)

4.09

0.96

0.02

effort (3)

37.31

8.05

0.02

effort (4)

27.95

5.31

requirements
stability

project
planning
dev. staff
training

config.
management

in [17]: dataset 2
effort (1)

dev. staff
motivation

productivity
rate

project
size

defects

dev. staff
experience
defect
rate

effort

Figure 1. Schematic of best performing BN.

0.03
a – Pred(30)

TABLE III.

B. Identifying relationships most important predictors
Figure 1 illustrates a part of the structure of the best
performing BN. The best performing BN has been selected
as the one with the lowest average of MMREs for all
dependent variables. To improve the figure clarity only those
variables have been included which are in within a Markov
blanket for at least one dependent variable.
Two dependent variables (productivity rate and defect
rate) are defined deterministically as the ratio of effort and
defects, respectively, with project size. Unexpectedly, these
relationships have not been identified in the generated BNs,
apart from some partial exceptions, like relationship between
productivity rate and project size in the case of this BN. It
may suggest that such trivial relationships should be
identified by experts and encoded in the model prior for
learning the structure from the dataset.
Table III lists the predictors most frequently appearing
(with counts) in the Markov blanket for each dependent
variable. Dependent variables are also listed in rows as
predictors because in some learned BNs they have been in
Markov blanket for other dependent variable. The other
predictors (real ones) have been listed in the order of the
decreasing total frequency in Markov blankets in all BNs.
It can be observed that three predictors (development
staff motivation, project size and requirements stability) have
been the most frequent predictors for dependent variables.
Surprisingly, project size have been a dominating predictor
only for productivity rate, not for effort nor number of
defects. This can be explained by the fact that the variability
of project size end effort was generally low in the dataset.

FACTORS MOST FREQUENTLY INFLUENCING DEPENDENT
VARIABLES

Dependent variable
Factor

effort

productivity
rate

defects

defect
rate

effort

–

0

1

6

productivity rate

0

–

3

0

defects

1

3

–

0

defect rate
development staff
motivation
project size

6

0

0

–

7

1

8

4

5

8

2

2

requirements stability
complexity of new
functionality
project planning
development staff
experience
vendor management

5

0

10

1

3

0

6

0

1

4

0

1

0

2

2

2

4

0

0

2

V.

CONCLUSIONS

The research method with automatic generation of BNs
from empirical data followed in this study is easy to use – it
does not involve significant data preparation and analysis.
The low volume of data used in model generation does not
allow to exploit these BNs in other environments. But the
relationships identified during model generation can still be a
useful base for further studies.

115

The results of this experiment confirm that it is difficult
to obtain highly accurate predictions from BNs built only
from small empirical data. There are two general approaches
which can be followed to solve this problem – both of them
require stronger input from domain expert:
1. An expert prepares a BN topology while parameters
are learnt automatically from data. It enables
defining relationships between the variables that
might have not been discovered by a structure
learning algorithm.
2. BN structure and parameters are learnt automatically
from available data, then an expert may adjust
parameter definition. It reduces the problem arising
from the fact that small local dataset may not be
representative.
In future I plan to investigate the predictive accuracy of
other methods using the same dataset and similar procedure,
where possible. Also, part of the current study may be
repeated in different setting, with effort and productivity
assumed to be known, to simulate defect prediction at the
end of development stage.
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indefinite and hence reflects poorly on the robustness
and performance of the torrent.
The objective of our work is to propose mechanisms
to revive starved torrents and improve the performance
of torrents with few seeder peers. In our approach, we
propose to facilitate collaboration between trackers that
track the same files. This multi-tracker collaboration
results in an increased peer pool and thereby
deterministically revives starved torrents and increases
download rates for torrents with few seeders.
The rest of the paper is organized as follows. In
Section II, we provide an introduction to BitTorrent
protocol and system. In Section III, we briefly discuss
the motivation behind multi-tracker collaboration. Next
in Section IV, we present the design and
implementation of a BitTorrent system featuring multitracker collaboration. In Section V, we present and
analyze the experimental results. Section VI and I
conclude the paper.
p p

Abstract—While BitTorrent has fast gained popularity
and is being extensively used to share files among users,
its performance is limited by the fact that independent
torrent networks for the same file are unable to
collaborate. This can result in starved torrent networks,
due to the incognizance of the existing active torrent
networks for the same files. One way to address this
problem is to have the trackers of such torrent networks
collaborate with each other by exchanging peer lists,
thereby resulting in an extended peer pool. Along with
helping
the
starved
networks,
multi-tracker
collaboration can also enhance torrent performance,
with respect to download speed by bringing together
independent healthy torrent networks for the same files
and creating a virtual common torrent network. In this
paper we propose to introduce multi-tracker
collaboration into BitTorrent protocol, and study its
performance gain by implementing it in the popular
BNBT tracker software.
Keywords – peer-to-peer,
collaborative distribution.
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INTRODUCTION
BitTorrent is a very popular and widely used P2P
file sharing protocol. It facilitates fast transfer of files
among participating peers across unreliable networks.
It has a distinct advantage over the traditional clientserver architecture as it enables transferring huge
amount of content without imposing tremendous
bandwidth requirements and costs on the server.
BitTorrent is based on the cooperative distribution
principle and hence is highly scalable as new
participants bring in not only demand, but also supply.
But with this scalability, BitTorrent systems become
very dynamic, with many peer joins and departures.
High peer churn rates can lead to starvation periods
during the torrent lifetime. In case that many peers
leave the system, it is possible that some data pieces are
missing in the torrent, therefore, data exchange rate
gradually drops to zero. The torrent becomes starved
and cannot progress furthur unless peers with missing
pieces join the torrent. This time period can be
I.

Figure 1. A BitTorrent system.
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Table (DHT) [9][10][11] works around this problem by
eliminating the need for the central tracker itself. It
distributes the tracker functionality amongst the peers,
making them lightweight trackers. Other schemes to
address tracker failover management include
developing backup tracker networks [1]. Slurpie[4], an
enhanced collaborative bulk data transfer protocol, uses
random backoff to alleviate load the centralized server.
At least one seeder peer has to be present for the
BitTorrent system to make progress, as the seeder
possesses every piece in the file and can satisfy the
leechers’ requests for missing pieces. However, there is
no incentive for peers to stay in the system after they
complete their downloading. As time evolves, a torrent
is very likely to suffer from starvation, after seeders
have gradually left the torrent. While there are
solutions to make the tracker more robust and reliable,
relatively little work has been done towards reviving
starved torrents. In the literature, theoretical modeling
and analysis work [5][6] exist, and they advocate
improving the collaboration among torrents; however,
no practical systems have been developed.
In this paper, we will address the second bottleneck,
i.e., insufficient number of seeders in the system, by
designing a BitTorrent protocol to facilitate
communication among trackers and to expand the
potential seeder pool in multiple torrents.

BITTORRENT SYSTEM AND PROTOCOL
In earlier file sharing applications, peers request and
obtain a complete file each time. In BitTorrent, a file is
divided into equal-sized pieces. Peers in the system can
request and transmit different file pieces at the same
time, leading to higher system throughput and shorter
file request time.
As shown in Figure 1. , a BitTorrent system consists
of a web server hosting torrent files, a tracker, and
participating peers. There is a separate torrent for each
file to be distributed. When a peer is interested in a
particular torrent, it first obtains the information about
the torrent (stored in .torrent file) from a web server.
The torrent file describes metainfo about the file being
exchanged, including file name, total length, piece
length, hash of file pieces, and most importantly, the
URL of the tracker for this torrent.
Using the URL found in .torrent file, the peer
contacts the tracker to obtain the IP addresses of active
peers in the system. Finally, the peer interacts with
these peers to obtain missing file pieces and to upload
available file pieces. To keep the tracker up-to-date
with their progresses, the peers in the torrent
periodically send update packets to the tracker.
The BitTorrent protocol specification [2] consists of
two parts: a tracker HTTP/HTTPS protocol used by a
peer to communicate with the tracker and a peer wire
protocol used by a peer to exchange file pieces with
fellow peers in the torrent. A tracker listens at a HTTP
service, responding to HTTP GET requests from the
peer. In a peer’s tracker request, it notifies the tracker
with its total number of uploaded bytes, downloaded
bytes, together with other statistics to help the tracker
keep track of overall progress of the torrent. In the
tracker’s response packet, the tracker sends a list of
peers, who are actively participating in the torrent.
In the BitTorrent system, a peer becomes a seeder,
when it finishes downloading all the file pieces. A peer
still in the process of downloading is called a leecher.
Therefore, to keep a torrent system going, it is
important to have a good percentage of seeders, who
are willing to contribute their file pieces.
II.

TABLE I.

Peer 1
Peer 2
Peer 3
Peer 4
Peer 5
Peer 6

EXAMPLE TORRENTS

Without collaboration
T1
T2
leecher
leecher
leecher
seeder
seeder
leecher
leecher
leecher
IV.

With collaboration
T1
T2
leecher
seeder
leecher
leecher
seeder
seeder
leecher
seeder
leecher
leecher

MULTI-TRACKER COLLABORATION

A. An Illustrative Example

First, let us motivate our proposal by studying two
torrents, T1 and T2, which have some overlapping
peers. TABLE I. lists the leecher and seeder peers in
T1 and T2. T1 consists of three leechers - Peer 1, 2, and
3, and one seeder - Peer 4, while T2’s leechers include
Peer 4, 5, 6 and its seeder is Peer 3. Without intertorrent collaboration, T1 and T2 progress
independently. In case seeder Peer 4 leaves T1 (or
seeder Peer 3 leaves T2), then T1 (or T2)’s progress
will be stalled until some new seeder peers join to
revive the torrent.

SYSTEM BOTTLENECK
Measurement studies on BitTorrent [2][7][8]
revealed two bottlenecks in the system: tracker and
seeder availability.
Tracker, a centralized component in the system, is
vulnerable to be a single point of failure. The work
in[2] analyzed a one-month long BitTorrent trace and
found that as high as 60% torrents failed because the
tracker went offline. There have been multiple
proposals addressing this problem. Distributed Hash
III.
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This value indicates the amount of time the client
tracker must wait before sending the next GET request.
‘peers’: This is a bencoded list of dictionaries
containing a list of peers for the info hash in the
request. It has the following structure:
‘peer id’: This is the self-designated ID of the peer.
‘ip’: This is the IP address of the peer.
‘port’: This is the port of the peer on which it should
be contacted.
Tracker collaboration kicks in when the tracker gets
an “announce” request from the first leecher for a
hosted file. The tracker contacts the trackers providing
tracker collaboration service by sending the “trackertracker announce” request. From the responses
received, it builds a list of unique peers from
collaborative torrents for the hosted torrent file. The
tracker provides this list of peers to all the leechers
joining the network. The tracker periodically sends the
“tracker-tracker announce” request to the collaborating
trackers based on the ‘interval’ received in the response
to refresh the maintained peer list.

Imagine the scenario that Peer 1 in T1 has
previously completed downloading the file served in
T2, and Peer 5 in T2 has the file served in T1. While
Peer 1 is online downloading file pieces in T1, it can
serve as a seeder peer in T2! The same reasoning
applies to Peer 5, for it can work as a seeder in T1.
With such collaboration between T1 and T2, both
torrents are now served by two seeders, thus the loss of
one peer will not make the torrent starved anymore.
Note that Peer 1 and Peer 5 are already online
participating in a torrent, requiring them to join another
live torrent as a seeder is not too demanding on the
peers. However, tracker in T1 and T2 need to
communicate with each other, so that peers in T1 learn
that Peer 5 can be a seeder and peers in T2 learn that
Peer 1 can be a seeder. Current BitTorrent protocol
does not support such communication among trackers.
B. Our Algorithm

In order to support multi-tracker collaboration in
existing BitTorrent trackers, we propose an extension
to the existing BitTorrent protocol. The extension
involves
introducing
a
new
tracker-tracker
communication protocol. As part of this protocol, each
tracker provides tracker collaboration service to other
participating trackers. The communication between
trackers involves introduction of a new message type,
tracker-tracker announce, which has been designed
similar to the “Announce” messages exchanged
between the peers and the tracker. The details of the
new message - “Tracker Announce” - are given below
[1].
Request: To contact another tracker, a tracker sends
a standard HTTP GET request to the other tracker’s
URL for collaboration service. The GET request is
parameterized as specified in the HTTP protocol. The
following parameters have been added to the request
message:
‘info_hash’: This is a required 20-byte SHA1 value,
which identifies the torrent for which the tracker wants
to collaborate with the other tracker.
Response: Upon receiving the HTTP GET request,
the tracker responds with a document having the
"text/plain" MIME type. This document must contain a
bencoded dictionary with the following keys:
‘failure code’: This key is optional. If present, the
dictionary must not contain any other keys. The tracker
interprets this message as a failure to collaborate with
the other tracker. This may happen if the other tracker
does not provide tracker collaboration service, or if it
does not host the torrent requested.
‘interval’: The tracker sends regular HTTP GET
requests to the other tracker to get the updated peer list.

C. System Architecture

Our design has leveraged a popular tracker
implementation, BNBT tracker [1]. The block diagram
in Figure 2. shows the various components of the
BNBT server with support for multi-tracker
collaboration.
The central part of collaboration is implemented in
BNBT server, which is responsible for providing the
tracker service to incoming clients (peers), and
collaborating with other trackers.
The Client Processing module handles the
incoming requests from the clients and sends responses
for the received requests.
The Incoming Tracker Processing module is
responsible for communicating with the trackers
contacting the BNBT server. It processes the requests
received from the trackers, and provides responses for
the received requests.
The Outgoing Tracker Processing module
monitors the health of existing torrent networks, and
contacts configured trackers for peer lists, if it detects
starved torrent networks.
BitTorrent uses a platform independent way of
encoding data, namely Bencoding. The Message
Parser is responsible for encoding and decoding
BitTorrent messages.
The Message Handler is responsible for processing
the decoded BitTorrent messages. Each message type is
handled by a separate module in the Message handler,
named after the message type. For e.g., Tracker
announce messages are handled by Tracker Announce
module.
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Figure 2. System architecture of a BNBT server with tracker collaboration

V.

EXPERIMENTAL RESULTS
Leecher – Germany

Leecher – USA

A. Experimental Setup

We performed all the experiments on PlanetLab
nodes spread across the globe. The experiments aimed
to compare the improvement in the download rates
experienced by the peers with and without multitracker collaboration. We created two representative
torrent networks: one managed by a tracker in USA and
the other managed by a tracker in South Korea. The
detailed setup for the torrent networks is given in
TABLE II. ,Figure 3. ,TABLE III. and Figure 4. .
TABLE II.

Role
Tracker
Seeder
Leechers

BNBT tracker – USA
(private tracker)

Leecher – USA

Leecher – Switzerland

TORRENT 1 TOPOLOGY

IP address: port
128.112.139.72:6969
150.65.32.68:30000
141.22.213.35:10000
128.112.139.75:20000
128.112.139.71:50000
192.33.90.66:50000

Seeder – Japan

Figure 3. Torrent Network 1

location
USA
Japan
Germany
USA
USA
Switzerland

Number of Seeders
Number of Leechers
Peer pool size
Torrent size
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=
=
=
=

1
4
5
5

TABLE III.

Role
Tracker
Seeders

leechers

TORRENT 2 TOPOLOGY

IP address: port

210.125.84.15:6969
128.112.139.108:20000
128.112.139.96:30000
193.167.182.130:10000
193.136.166.54:20000
150.65.32.68:40000

Seeder – USA

TABLE IV.

location
S. Korea
USA
USA
Finland
Portugal
Japan

Parameter

Torrent size
No. of seeders
No. of Leechers
Ratio of
seeders:Leechers
Peer pool size
Piece Length
Time taken by
peer to download
file ( file size :
2MB)
Time taken by
peer to download
file ( file size :
175MB)
Time taken by
peer to download
file ( file size :
1.2GB)

Leecher – Japan

BNBT tracker – South Korea
(private tracker)

Seeder – USA

Seeder - Finland

Leecher – Portugal

REVIVING A STARVED TORRENT.

Multitracker
collaboration
absent
4
0
4
0:4

Multitracker
collaboration
present
4
3
6
3:6

4
256Kb
∞

9
256Kb
8 min

∞

426 min

∞

2020 min

Figure 4. Torrent Network 2

Number of Seeders
Number of Leechers
Peer pool size
Torrent size

=
=
=
=

TABLE V.

3
2
5
5

IMPROVED DOWNLOADING RATE FOR A LEECHER

Parameter

Torrent size
No. of seeders
No. of Leechers
Ratio of
seeders:Leechers
Peer pool size
Piece Length
Time taken by
peer to download
file ( file size :
2MB)
Time taken by
peer to download
file ( file size :
175MB)
Time taken by
peer to download
file ( file size :
1.2GB)

B. Reviving a Starved Torrent

In our first experiment, we evaluated the revival of
starved networks. In order to make torrent network 1
(in Figure 3. ) starve, the sole seeder in the torrent
network was brought down.
TABLE IV. compares the results of two cases: (1)
torrent network 1 is isolated; and (2) torrent network 1
and 2 join together.
As seen from the table, without tracker
collaboration, a leecher in torrent network 1 was not
able to download the file. After enabling multi-tracker
collaboration in case (2), the peer successfully
completed its download because of the increased peer
list provided by tracker 2, including three seeders.
C. Measuring the Performance of a Leecher

In our second experiment, we measured the
performance in healthy torrent networks, where there
are one or more seeder peers available.
TABLE V. shows the experimental results for two
cases: the left column shows the results when torrent
network 1 stands alone and the right column shows the
results when torrent network 1 and 2 work together.

Multitracker
collaboration
disabled
5
1
4
1:4

Multitracker
collaboration
Enabled
5
4
6
4:6

5
256Kb
8 min

10
256Kb
8 min

453 min

425 min

2112 min

2023 min

We evaluated their performances for three different
file sizes: 2MB, 175MB, and 1.2GB. As seen from the
table, when the file size is not small, the time taken to
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download the same file is shorter when multi-tracker
collaboration is present, compared to the time taken in
a standalone torrent network.
Currently, the internal incentive mechanisms work
in a way that a peer in a torrent network gets rewarded
with more downloading bandwidth when it contributes
and uploads more packets to other peers in the same
torrent network. We haven’t modified the incentive
schemes when peers in two torrent networks
collaborate together.
Ideally, when a peer A contributes more bandwidth
to peers in the torrents that are collaborating together,
whether the peers are inside his own small torrent
network or belong to other collaborative torrents, peer
A should be rewarded by more downloading
bandwidth. When this incentive algorithm is introduced
into the collaborative torrent networks, we will expect
to see much bigger improvements in peers’
downloading time with torrent collaboration.
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FUTURE ENHANCEMENTS
In the current experiments conducted, each tracker
had a configured list of trackers participating in multitracker collaboration. This kind of static configuration
is not a practical option in real world scenarios. This
can be made more feasible by one of the following
options:
Auto-discovery of trackers: This technique requires
the BitTorrent client to store the addresses of the
trackers it has come across in its lifetime. The client
can share this information with the tracker as part of the
‘announce’ message or a new message type. The
tracker can then use this information to build up a
database of trackers supporting multi-tracker
collaboration, thus eliminating the need of any kind of
pre-configuration. This is a heavy-duty solution, as it
requires extensions to the BitTorrent protocol, as well
client and tracker software.
Centralized directory of trackers: This technique
requires maintaining a central repository of trackers
participating in multi-tracker collaboration. The central
directory is built by each participating tracker
registering with it.
VI.

CONCLUSION
In this paper, we have proposed to introduce tracker
collaboration in BitTorrent protocol. Multi-tracker
collaboration not only revives starved torrent networks,
but also boosts performance in healthy torrent networks
by extending the peer pool available to BitTorrent
peers. Being client agnostic, multi-tracker collaboration
feature can be incorporated in existing BitTorrent
networks by upgrading the tracker software only.
I.
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the corresponding statement being faulty. Once the
statements have been ranked in descending order of their
suspiciousness (from most suspicious to least), they are
examined one-by-one starting from the top of the ranking
until a faulty statement is identified. A good fault localization
technique should place a faulty statement towards the top of
its ranking (if not at the very top). Ideally, a faulty statement
should have a much higher suspiciousness than a non-faulty
statement.
However, an important observation is that the
suspiciousness of a statement assigned by a fault localization
technique is not always unique when compared with the
suspiciousness of other statements. Multiple statements may
be assigned the same suspiciousness and therefore, are tied
for the same position in the ranking.2 The existence of such
tied statements implies that the fault localization technique in
question cannot distinguish these statements from one
another in terms of their likelihood of being faulty.
Programmers are offered no guidance on what to examine
first, given a set of statements that are tied, and are thus,
forced to rely on their own judgment or intuition.
For the discussion purpose, let’s consider the case where
in a ranking there is a group of statements with the same
suspiciousness and only one of them is faulty. In the very
best case, the programmer shall examine the faulty statement
first and there will be no need to examine other statements in
the group (as we would stop examining after finding the
fault). But in the worst case, we would examine all nonfaulty statements in the group before we could reach the
faulty statement. Thus, in terms of the number of statements
that need to be examined to find the fault, we have two
different levels of effectiveness – the best and the worst. The
actual effectiveness may be anywhere in between the best
and the worst. The larger the gap between these two
effectiveness (i.e., the more statements that are tied with the
faulty statement), the more difficult it is to accurately
estimate what the actual effectiveness would be.
Thus, ties are undesirable in a ranking of program
statements. The immediate question then arises, as to how
these ties might be broken such that the problem mentioned
above is alleviated, and yet the effectiveness of a fault

Abstract
Software fault localization techniques typically rank program
components (such as statements or predicates) in descending
order of their suspiciousness (likelihood of being faulty).
During debugging, programmers may examine these
components, starting from the top of the ranking, in order to
locate faults. However, the assigned suspiciousness to each
component may not always be unique, and thus, some of them
may be tied for the same position in the ranking. In such a
scenario, the total number of components that a programmer
needs to examine in order to find the faults may vary
considerably  as in the best case one would examine a faulty
component before all other components that are tied for the
same rank; and in the worst case, only after. The greater the
variability, the harder it is for a programmer to decide which
component to examine first, and the harder it is to accurately
compute the expected effectiveness of a fault localization
technique. Our first case study (based on three fault
localization techniques across four sets of programs) reveals
that the phenomenon of assigning the same suspiciousness to
multiple components is not limited to any technique or
program in particular. Thus, to reduce variability and
alleviate this problem, four tie-breaking strategies are
evaluated empirically in our second case study across the
programs of the Siemens suite, using the Tarantula fault
localization technique. Results indicate that some strategies
can not only reduce the number of ties in the rankings but
also improve the average effectiveness of Tarantula.
Keywords: program debugging, fault localization, critical
ties, suspiciousness

1. Introduction
Among all the program debugging activities, software fault
localization (hereafter referred to simply as fault localization)
has been recognized to be one of the most expensive [7]. This
realization has catalyzed the proposal and development of
many fault localization techniques over the recent years
[1,2,3,5,6,8,9,10,11,12]. Several such techniques use
execution traces collected at runtime during program testing
as well as test execution results (i.e., whether an execution
succeeds or fails) to compute the suspiciousness of each
statement1. This ‘suspiciousness’ represents the likelihood of

1
Fault localization techniques can be used to locate different types
of faulty program components. For the purposes of this paper we
consider program components to be statements with the
understanding that they could have just as easily been other
components such as functions, blocks, predicates, etc.
2
Refer to Section 2.1 for a more detailed discussion on tied
statements.
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localization technique is not affected adversely. To this effect,
four tie-breaking strategies are discussed and evaluated. We
take this opportunity to point out that for the purposes of this
paper, ties between groups of statements, where none of them
is faulty, are considered immaterial. Further discussion on
this is presented in Section 2.1.
Another important question that comes up is whether ties
between statements are a common occurrence, and whether
they are prevalent regardless of which fault localization
techniques or subject programs are used. If a faulty statement
is not expected to be tied with other non-faulty statements,
then why would we need to worry about ties? To address
such concerns, experiments were performed using three fault
localization techniques (Tarantula [3], Ochiai [1], and
Heuristic III [9]) across four sets of programs (the Siemens
Suite, and the grep, gzip and make programs). Results
indicate that ties involving faulty statements are quite
frequent, and, they occur regardless of the choice of fault
localization technique or subject program.
The contributions of the paper can be summarized as:
1) Using three fault localization techniques  Tarantula [3],
Ochiai [1], and Heuristic III [9] on several different
programs (the Siemens suite, grep, gzip and make), the
existence, and scale of the problems involving ties is
revealed. Furthermore, we show that this is not a concern
limited to any technique or subject program in particular.
2) Four strategies are proposed to break ties. Empirical data
shows that some of the strategies can break ties among
statements to a considerable extent, yet do so without
adversely affecting the effectiveness of the techniques.
The remainder of this paper is organized as follows: Section
2 describes in detail the problem that is addressed in this
paper, and describes the fault localization techniques and
subject programs evaluated herein. Empirical evidence is
presented to illustrate the scale of the problem. Section 3
presents four tie-breaking strategies designed to alleviate the
problem, and they are subsequently evaluated in Section 4.
Section 5 discusses our threats to validity. Related work is
reviewed in Section 6, and we present our conclusions in
Section 7.

hypothetical ranking where only one of the statements is
faulty. Given that there may be a set of statements S none of
which is faulty, yet they are all assigned the same
suspiciousness, we can construct two scenarios: First, it is
possible the statements in S have a higher suspiciousness than
the actual faulty statement. In this case, every statement in S
will have to be examined before the faulty statement
regardless of the internal order in which the statements of S
are examined. Thus, the breaking of ties in the case of
statements in S is of no immediate gain with respect to the
total fault localization effectiveness (in terms of the number
of statements that must be examined to find the fault).
Now consider the case where the statements in S are
assigned a suspiciousness that is less than that of the faulty
statement. In this scenario, the faulty statement will be
examined before the statements in S; and once we have
located the faulty statement, we have no reason to continue
examining the ranking. Therefore, again the internal order of
examination of the statements in S is irrelevant with regards
to the fault localization effectiveness. The effectiveness in
fact, only undergoes change when ties are broken with
respect of a group of statements (all of which have the same
assigned suspiciousness) that contains the faulty statement.
Thus, even though the number of ties for groups that do not
contain the faulty statement may have been altered, when
evaluating the tie-breaking strategies (which shall be
presented in Section 3), we disregard the change in ties for
such groups, and focus on tie-breaks among groups that
contain faulty statements. To facilitate subsequent discussion,
we present two definitions:
Definition 1: Ties. A Tie T is defined as a set of statements,
each of which has been assigned the same suspiciousness
(and therefore, share the same position in a ranking) with
respect to the fault localization technique used.
Definition 2: Critical Ties and critically tied statements: A
Critical Tie CT is a tie which contains a faulty statement. The
statements in a critical tie are called critically tied statements.
Note, that under the assumption that there is only one faulty
statement in a program, there can be only one critical tie.

2. Illustrating the Problem

2.2 Fault Localization Techniques

In this section we further discuss ties among statements in the
rankings that are produced by fault localization techniques,
and investigate, via case studies, the degree to which this may
occur. For each of the fault localization techniques that are
used, a succinct overview is also provided.

We utilize three fault localization techniques for our
experiments 7arantula [3], Ochiai [1], and Heuristic III [9].
Each one of these techniques was chosen with a specific
reason in mind. Tarantula because it is simple and well
known, and Ochiai and Heuristic III because they have
reported better fault localization effectiveness than Tarantula,
yet are quite different with one another in terms of their
construction. Further discussion on our choice of fault
localization techniques is presented in Section 5.

2.1 Ties and Critical Ties
There is a subtle distinction between the types of ties that
may occur among statements in a ranking. While it is
possible that a faulty statement may be tied with non-faulty
statements; it is also quite likely that non-faulty statements
are tied with one another for the same position in a ranking.
The former scenario is of greater concern to us than the latter.
To better understand why, let us again consider a

Tarantula thus, assigns a suspiciousness value to each
statement based on the following formula:
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susp ( s )

failed ( s )
totalfailed
failed ( s )
passed ( s )

totalfailed totalpassed

techniques in Section 2.2 across (all the faulty versions of)
the subject programs in Section 2.3. Figures 1 to 4
(corresponding to the Siemens suite, gzip, grep and make
programs respectively) present this data in the form of box
plots. Each of the box plots depicts the chosen fault
localization techniques on the x-axis and provides the ratio of
 the size of the critical tie3, to the total number of executable
statements in the program – on the y-axis; with respect to
each of the techniques. They thus, present the fraction of the
program that is critically tied.

(1)

Where susp(s) is the suspiciousness of statement s; passed(s)
and failed(s) are the number of successful and failed test
cases that execute s respectively; and totalpassed and
totalfailed are the number of successful and failed test cases
respectively.
Ochiai assigns a suspiciousness value to each statement
based on the following formula:
susp(s)

failed ( s)
totalfailed u ( failed (s)  passed ( s))

(2)

Where susp(s), passed(s), failed(s), and totalfailed are the
same as in Equation (1).
Heuristic III, assigns a suspiciousness value to each
statement based on the following formula:
susp ( s )

SF

SS

i 1

i 1

¦ wFi u nFi  ¦ wSi u nSi

(3)
Figure 1. Fraction of program that is critically tied for the Siemens suite

Where SF and SS is the number of failed and successful
groups, nFi , nSi is the number of failed and successful tests in
group i, and wFi ,wSi is the contribution of failed and
successful groups i respectively. As per the experiments in
[9], we use SF= SS=3, nF1=nS1=2, and nF2=nS2=4, implying the
third failed group contains all the remaining failed tests, and
the third successful group contains all the remaining
successful tests. Also we set wF1=1, wF2=0.1, wF3=0.01,
wS1=1, wS2=0.1 and wS3= u F/S, where =0.001 and F/S is
the ratio of total failed and total successful test cases. Readers
interested in further details of this technique are referred to [9].

Figure 2. Fraction of the program that is critically tied for gzip

2.3 Subject Programs
Four sets of programs are used for these experiments – the
programs of the Siemens suite, and the grep, gzip, and make
programs. For further details regarding the programs
(including where they were downloaded from), and for data
collection and environment information, readers are referred
to Section 3.3 of [9]. Each faulty version used contains only
one fault. For a discussion on programs with multiple faults,
please refer to Section 5.
Figure 3. Fraction of the program that is critically tied for grep

2.4 The Scale of the Tie-Related Problems
Prior to coming up with a solution to a problem, one must
first decide whether the problem itself is worth fixing. Recall
our discussion from Section 1, where we asked ourselves if
ties in the rankings (critical ties for our purposes) were even
worth breaking. To answer this, we need to determine the
scale of the tie-related problems. The term ‘scale’ is used in a
general sense and encompasses multiple factors such as the
frequency of occurrence of critical ties; the size of a critical
tie, etc. Also investigated is the question of whether the
presence or absence of critical ties has something to do with
the choice of fault localization technique, or the subject
programs under study. We address these issues through
empirical data collected using the fault localization

Figure 4. Fraction of the program that is critically tied for make

3

Note, that we only have one critical tie per faulty version as each of the
faulty versions studied has a single fault in it.
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The order thus, depends on the way in which the program
was written. In this scenario, :(st) = the statement number of
st. This strategy assumes that when programmers debug, the
intuitively, follow the order in which the program may
naturally appear (say should a source file be opened in an
Integrated Development Environment or a plain text editor).

We are immediately able to draw several conclusions based
on the box plots. Firstly, we observe that all of the studied
fault localization techniques do indeed result in critical ties,
and furthermore, this is true regardless of which subject
program is under consideration. With regard to the scale or
significance of the critical ties, we observe that on the
Siemens suite programs (Figure 1), the maximum recorded
fraction is almost as high as 20%, which means that on at
least one of the faulty versions, almost 20% of the code
(executable statements) is critically tied. This is the case for
all three of the fault localization techniques studied (i.e.,
Tarantula, Ochiai, and Heuristic III). Furthermore, if we
consider the maximum outliers, then we observe that almost
45% of the code can be critically tied. In fact, in the case of
the Siemens suite programs (regardless of which fault
localization technique is used), only 26 of the 129 faulty
versions (i.e., 20.16%) are free of critical ties. Critical ties are
similarly observed in case of the gzip, grep, and make
programs as well, even though the scale does not seem as
significant as in the case of the Siemens suite. This illustrates
that critical ties are not a rare occurrence, and when they do
occur, a significant portion of the code might be critically
tied. Thus, this justifies the need for tie-breaking strategies.
However, we note that for the most part, the box plots for
the fault localization techniques are quite similar to one
another, independent of subject program. While they are
slightly different in the case of the make, grep and gzip
programs, they are near identical in the case of the Siemens
suite (even with regard to outliers). For this reason, we
believe it is representative and sufficient to make use of only
one fault localization technique (Tarantula), and one set of
subject programs (the Siemens suite); for the sake of
evaluating the tie-breaking strategies (that are to appear in
Section 3). This is with the understanding that any results
derived, shall in all likelihood, also apply to the other
techniques and subject programs.

Confidence based strategies (CS1 and CS2): Jones et al.
proposed the use of a tie-breaking metric in [13], which they
refer to as the ‘confidence’ of a statement. The metric is
named so as it is designed to measure the degree of
confidence in the given suspiciousness. The metric is given
as follows, and the strategy that utilizes it is referred to as
CS1.
confidence( s )

§ failed ( s ) passed ( s ) ·
max ¨
,
¸
© totalfailed totalpassed ¹

(4)

Along similar lines, we propose a new strategy (abbreviated
as CS2) which is based on the intuition that statement
suspiciousness should be more dependent on the information
extracted from failed test cases than passed ones. Thus,
regarding the suspiciousness computation of a statement – the
contribution of the failed tests that execute it with respect to
all failed tests; should be greater than the contribution of the
passed test cases that execute it, with respect to all the passed
test cases. We thus, use a new confidence metric for CS2:
confidence( s )

failed ( s )
passed ( s )

totalfailed totalpassed

(5)

Regardless of whether CS1 or CS2 is used to break-ties, we
have: :(st) = confidence(st)
Data dependency based strategy (DDS): The use of data
dependency analysis has been proposed for the purposes of
fault localization before in [10]. Let us define a data
dependency relation  between two statements si and sj, such
that si  sj if and only if si defines some variable that is used
in sj, or sj defines some variable used in si. Now for each
statement st in the critical tie CT, the : value is defined as the
suspiciousness value of the most suspicious statement that is
not in the critical tie, but is data dependent on st.

3. The Tie-Breaking Strategies
Four tie-breaking strategies are considered in our
experiments that can be classified as (1) Statement order
based (SOS); (2) Confidence based (two strategies are
presented, annotated as CS1 and CS2); and (3) Datadependency based (DDS). We remind the reader that fault
localization techniques already sort statements in decreasing
order of their suspiciousness, and the tie-breaking strategies
are only used to resolve ties. Furthermore, for the purposes of
evaluating a tie-breaking strategy we only focus on critical
ties (i.e., ties involving a faulty statement). For the purposes
of discussion, let us assume CT is a critical tie consisting of k
statements, and :(st)  where statement st  CT  represents
a metric based on which ties among these k statements can be
resolved; such that a statement with a smaller : value will be
examined before a statement with a larger : value.

:( st ) max( susp( s) | s.( s CT )  s+st ), s  P )

(6)

Where susp(s) returns the suspiciousness assigned to
statement s by the fault localization technique in question,
and P is the set of all the executable statements in the
program. The rationale behind the strategy is that even
though a fault may not be in a statement D that has a high
suspiciousness, it is very likely that the fault has something to
do with a statement that is directly data dependent on
statement D.

4. Evaluation of the Tie-Breaking Strategies
As per the discussion in Section 2.4, we evaluate the tiebreaking strategies based on the Tarantula fault localization
technique and programs of the Siemens Suite. However, prior
to the evaluation, we first present details on how the
strategies are to be evaluated.

Statement order based strategy (SOS): This strategy calls for
tied statements to be internally sorted in the order in which
they naturally appear in the code, i.e., their statement number.
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the SOS strategy is able to achieve a Tie-Reduction of 100%
in that all ties are broken. This is easy to explain as in the
case of SOS, statement numbers are used to break critical ties;
and as long as each statement number is unique, there shall
never be any ties. What is surprising however is the fact that
on average SOS results in a better fault localization
effectiveness, because a fewer number of statements need to
be examined in order to find all the faults, than had the
strategy not been applied to begin with. Interesting and
appealing as this may be, we refrain from drawing any
conclusions about the use of SOS to improve fault
localization effectiveness, as our observations may be related
to external factors, such as how the faults in the programs of
the Siemens suite have been seeded. Investigating the use of
SOS as an aid to improve fault localization effectiveness is
deferred to future studies. However, a conclusion that can be
safely drawn is that the fault localization effectiveness is not
affected adversely, yet all ties have been broken, which is an
encouraging result as far as the use of SOS as a tie-breaking
strategy is concerned.

4.1 Evaluation Metric
It is important to recognize that the breaking of ties can affect
the effectiveness of a fault localization technique, and for a
tie-breaking strategy to be useful, it should not affect the fault
localization effectiveness adversely. Thus, this becomes a
fundamental requirement of any tie-breaking strategy.
For the purposes of this paper, fault localization
effectiveness is measured in terms of the average number of
statements that need to be examined to find the first faulty
statement (for a discussion on other metrics, please refer to
Section 6). Thus, for any given faulty version, the average
effectiveness can be computed as the mean of the best and
worst effectiveness. Recall that the best effectiveness is
achieved when we examine the faulty statement before all
other statements tied for the same suspiciousness, and the
worst effectiveness is achieved when the faulty statement is
examined only after. Note that the worst effectiveness is in
fact the sum of the best effectiveness and the size of the
critical tie. Along with measuring the average effectiveness
after the application of a tie-breaking strategy, we also define
a variable called Tie-Reduction that quantifies the extent to
which critical ties have been broken. For any tie-breaking
strategy, the corresponding Tie-Reduction is computed as:
§
size of critical tie after applying the strategy ·
Tie  Reduction ¨1 
¸ u 100%
© size of critical tie without applying the strategy ¹

(7)

A good tie-breaking strategy should strive to at least maintain
the same average effectiveness (if not improve it), while
resulting in a high Tie-Reduction, i.e., considerably reducing
the size of the critical tie.

Table 1. Evaluation of the Tie-breaking strategies using proposed metric
Strategy
Cumulative
Total Number
(Based on
Average
of Critically
Tie-Reduction
Tarantula)
Effectiveness
Tied Statements
None
2882
858
0%
SOS
2706
0
100%
CS1
2882
858
0%
CS2
2882
858
0%
DDS
2870
773
10%

5. Threats to Validity
There are several identified threats to validity which include
but are not limited to the following. A threat to external
validity is our choice of fault localization techniques and
subject programs which may limit our ability to generalize
our results. Three fault localization techniques – Tarantula,
Ochiai, and Heuristic III were evaluated across four sets of
subject programs – the programs of the Siemens suite and the
grep, gzip and make programs (10 programs in total). While
we cannot claim that our results apply everywhere, this
extensive combination of techniques and programs does
allow us to have confidence in the validity of our results. For
the purposes of evaluating the tie-breaking strategies, only
Tarantula has been considered across the Siemens suite
programs. However, this has primarily been due to space
limitations, and because based on our results in Section 2.4,
Tarantula seems to be a fairly representative technique, and
the tie-related problems seem independent of subject program.
A threat to the internal validity is the way in which the
faults may have been inserted in order to create the faulty
versions that have been used for our experiments. Even
though the results in Section 4.2 indicate that the statement
order based strategy (SOS) can potentially improve the
effectiveness of a fault localization technique, we are unable
to attribute a reason as to why. This may have something to
do with the faults themselves. A threat to the construct
validity is the metric used to evaluate fault localization
effectiveness (i.e., the total number of statements that need to

4.2 Results
Table 1 presents data regarding the average effectiveness (in
terms of the average number of statements that need to be
examined to reach a faulty statement); the number of
critically tied statements (i.e., the size of the critical tie), and
the Tie-Reduction (as defined in Section 4.1), when each of
the strategies are used in conjunction with Tarantula on the
Siemens suite. The data is presented from a cumulative
perspective, i.e., the data corresponds to all 129 faulty
versions of the Siemens suite. For example, based on the first
row of the table we observe that when no strategy is used, on
average, Tarantula requires the examination of 2882
executable statements (of 16507 executable statements in all)
to locate all the faults, out of which 858 statements constitute
critical ties. We observe that strategies CS1 and CS2 do not
alter the average effectiveness, and are also not able to break
any critical ties. This suggests that they may be of limited or
no use for the purposes of breaking critical ties, at least when
fault localization techniques such as Tarantula are used.
As far as the other strategies are concerned, we note that
in terms of Tie-Reduction, the DDS strategy is able to reduce
critical ties by almost 10% while maintaining the same
effectiveness (in fact it is more effective by 12 statements).
This suggests that the DDS strategy may hold potential as a
practical tie-breaking strategy. Not surprising is the fact that
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be examined to locate a fault). However, such a metric has
also been used in studies such as [9].
Another threat to the validity is that the subject programs
used for our experiments have all been single-fault programs
(i.e., each faulty version has a single fault in it). However,
tie-breaking strategies may easily be applied to programs
with multiple faults as well via the procedure described in [4]
where fault-focused clusters are constructed such that failed
tests in each cluster are associated with the same fault. The
successful test cases are then combined with the fault-focused
clusters to produce specialized test suites, whose information
can be fed to a fault localization technique to locate the fault
associated with that cluster. Once such fault-focused clusters
are constructed (the discussion of which is beyond the scope
of this paper), regardless of which fault localization
technique is used, statements may still be tied for the same
suspiciousness, and therefore, the tie-breaking strategies are
still of great value.

programmers in decreasing order of their suspiciousness
during debugging. However, statements might be tied for the
same suspiciousness and thus, programmers must use their
own intuition or judgment to decide which components to
examine first. Furthermore, the more number of ties that
involve faulty statements, the harder it is to precisely estimate
at what point during the examination, the faulty statement
will be encountered. In this paper we systematically analyze
the problems associated with ties involving faulty statements
and reveal that the problem is quite frequent and is not
limited to any particular fault localization technique or
subject program. To alleviate the problem, four tie-breaking
strategies are considered, and evaluated via case studies.
Results indicate that some of the strategies can indeed reduce
ties without having an adverse impact on fault localization
effectiveness. Furthermore, our observations indicate that the
tie-breaking strategies also evidence some potential for
improving fault localization effectiveness on average.
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7. Conclusions
Fault localization techniques strive to assign suspiciousness
(likelihood of being faulty) values to program components,
such that these components can then be examined by
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Abstract—Even though previous research has tried to model
Software Engineering knowledge, focusing either on the entire
discipline or on parts of it, we lack an integrated conceptual
model for representing software evaluations, and we also lack
the information related to them that supports their deﬁnition
and enables their automation and reproducibility.
This paper presents an extensible ontology model for representing software evaluations and evaluation campaigns, i.e.,
worldwide activities where a group of tools is evaluated according
to a certain evaluation speciﬁcation using common test data.
During the development of the ontologies, we have reused
current standards and models and have linked these ontologies
with some renowned ones.

I. I NTRODUCTION
The SEALS European project1 is developing an infrastructure for the evaluation of semantic technologies, the SEALS
Platform, that will provide independent computational and
data resources for evaluating such technologies. This platform
will allow users to deﬁne and execute evaluations on their own
and will support the organization and execution of evaluation
campaigns, i.e., worldwide activities where a group of tools is
evaluated according to a certain evaluation speciﬁcation with
common test data.
One core component in the development of any infrastructure supporting software evaluations is the deﬁnition of the
data model to be used for representing software evaluations,
evaluation campaigns and the rest of the entities managed by
such a platform.
Nevertheless, even if there is some progress in reaching
consensus in the Software Engineering discipline and in the
content of its knowledge areas – the best example is the
initiative that led to the Guide to the Software Engineering
Body of Knowledge (SWEBOK) [1] – we still lack formal
and reusable models for representing information common in
the software evaluation area.
Previous research has tried to model Software Engineering
knowledge related to software evaluation, both in general (e.g.,
[2]) or focusing on parts of the discipline (e.g., software
quality characteristics as covered in [3], [4], [5] and software
measurement in [6], [7]), but we lack an integrated model
for representing software evaluations, the different information
related to them, and software evaluation campaigns.
1 http://www.seals-project.eu/

The main contribution of this paper is an explicit conceptual
model for representing software evaluations and evaluation
campaigns. Our design principles when deﬁning this model
were that it is
• machine-processable to support the automation of the
evaluation process,
• exhaustive to allow evaluations to be reproducible,
• interoperable to allow interchanging evaluation-related
information between different systems, and
• extensible because it will have to be expanded to be used
in concrete evaluations and evaluation campaigns.
To cover these requirements we decided to use ontologies
for representing such a model. Ontologies are formal and
explicit speciﬁcations of a conceptualization [8] that allow
representing consensual knowledge, are easily extensible, and
support interoperability at the knowledge level.
Furthermore, we encourage the use of the ontologies presented in this paper to represent software evaluation information. To facilitate this, we have reused current standards and
models and linked our ontologies to some renowned ones.
This paper is structured as follows. Sections II and III
present the main entities related to a software evaluation
activity and the life cycle of these entities, respectively.
Section IV introduces the upper ontology used to represent
common entities and their properties and Sections V, VI and
VII discuss the ontologies used to represent software evaluations, evaluation execution requests and evaluation campaigns,
respectively. Section VIII refers to previous work related
to the one presented in this paper and, ﬁnally, Section IX
draws conclusions from this work and proposes future lines
of research.
II. S OFTWARE E VALUATION E NTITIES
Our model revolves around the notion of evaluation, which
is largely inspired by the notion of evaluation module as
deﬁned by the ISO/IEC 14598 standard on software product
evaluation [9]. However, it is not our intention to fully cover
this standard but to focus on the entities required to describe
software evaluations for their automated execution.
As illustrated in Figure 1, in any evaluation a given set
of tools are exercised, following the workﬂow deﬁned by a
given evaluation description and using determined test data.
As an outcome of this process, a set of evaluation results is
produced.
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Tools

Evaluation

Evaluation
description

Fig. 1.

Results

Test data

Main entities in a software evaluation scenario

This high-level classiﬁcation of entities can be further
reﬁned as needed. For example, in the context of SEALS, tools
are classiﬁed into different types of semantic technologies
according to their functional scope, namely, ontology engineering tools, ontology storage systems, matching tools, etc.
Similarly, it is also possible to distinguish different types
of test data: persistent test data (those whose contents are
stored in and physically managed by the evaluation platform),
external test data (those whose contents reside outside the
evaluation platform and whose life cycle is not controlled by
it), and synthetic test data generators (pieces of software that
can generate synthetic test data on-demand according to some
determined conﬁguration).
In accordance with the approach followed in the IEEE 1061
standard for a software quality metrics methodology [10],
evaluation results are classiﬁed according to their provenance,
differentiating raw results (those evaluation results directly
generated by tools) from interpreted results (those generated
from other evaluation results).
Besides, our entities include not only the results obtained in
the evaluation but also any contextual information related to
such evaluation, a need also acknowledged by other authors
[6]. To this end, we also represent the information required
for automating the execution of an evaluation description in
the platform that, with the other entities presented, allows
obtaining traceable and reproducible evaluation results.
Finally, another type of entities are evaluation campaigns,
which represent the information needed to support the organization and running of campaigns for the evaluation of
different (types of) participating tools. An evaluation campaign
contains one or more evaluation scenarios, which include the
evaluation description and test data to be used for carrying out
the evaluation and the tools that will be evaluated.
Each of the abovementioned entities is composed of two
different elements: the data that deﬁne the entity itself and
the description of the entity, that is, the set of metadata that
characterizes the entity (both generally and speciﬁcally) and
enables the provision of the discovery mechanisms required
for entity integration, consumption, and administration by the
evaluation platform.

versions; for example, a particular tool can have a number of
different tool versions that evolve over time.
Figure 2 shows state diagrams for artifacts and artifact
versions, including the possible states, the operations that alter
the state, and the operations that retrieve the entity information
(data and metadata) in dotted arrows. It can be observed
that, once registered in the platform, artifacts can always be
retrieved and have a single state until they are deregistered.
On the other hand, artifact versions have two states, published
and unpublished; in the former state artifact versions can only
be retrieved, and in the latter state they can only be updated.
In this way, evaluations can only be performed using ﬁxed
(i.e., published) artifact versions.

Unpublished
Artifact
Version

update

register

remove
Artifact

publish

unpublish

Published
Artifact
Version

deregister
retrieve

retrieve

Fig. 2.

Life cycle of artifacts (left) and artifact versions (right).

Evaluation results (raw results and interpretations) are deﬁned as artifacts with no version information. Additionally,
once registered they cannot be updated.
Evaluation descriptions are processed by the evaluation
platform through execution requests. An execution request
encapsulates the execution needs that a particular user has at
some point in time, i.e., which evaluation description is to be
executed, which tools shall be evaluated, which test data shall
be used for its evaluation, etc.
During its life cycle, an execution request transits among
eight different states, as shown in Figure 3. The starting state
of an execution request is that of “pending”, which takes place
whenever a new execution request is created.
update
create

remove

Pending

Removed

submit for execution
cancel

Inactive

Cancelled

start processing
abort

Processing
end processing
yes

III. E NTITIES L IFE C YCLE

Completed

Different entities have different life cycles in the evaluation
platform. This section describes the life cycles of the most
relevant entities.
Tools, test data, and evaluation descriptions are deﬁned in
the platform as artifacts, which are a collection of artifact

update

add

Fig. 3.

Aborted

Has completed
successfully?

no

Failed

Life cycle of an execution request.

At this point, the execution request can be updated, removed, or submitted for execution. Whereas the ﬁrst operation
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hasExternalURL
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Entity
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dcterms:created

xsd:boolean

Fig. 4.

hasName

rdfs:subClassOf

hasVersion

Artifact
Version

hasChangeDescription

xsd:dateTime

Overview of the upper ontology.

is described by a version number, a description of the changes
related to the version, and a ﬂag to indicate whether it is
published or not (as explained in Section III).
We have to note that we differentiate between a person and
a platform user as a speciﬁc type of person, since only the
latter can create entities in the platform. For describing them,
we extend the FOAF [12] and VCard [13] vocabularies.
V. M ODELING S OFTWARE E VALUATIONS
Figure 5 provides an overview of the main classes and properties deﬁned for modeling software evaluations. Although
they are not shown in the ﬁgure, between each type of artifact
and its version we have deﬁned subproperties of hasVersion
(e.g., “Tool hasToolVersion ToolVersion.”). Next, we describe
the main entities represented in the ﬁgure.
hasVersion

Artifact

Artifact
Version

rdfs:subClassOf

Raw
Result

Fig. 5.
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fromRawResult
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Test Data

hasResult
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appliesToResultCategory,
generatesResultCategory

hasToolCategory
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2 That is, the state of the execution request will not be changed beyond this
point.

Artifact

hasCurrentVersion

xsd:string

IV. U PPER O NTOLOGY
The entities presented above share a number of common
properties. In this section we explore these properties and
design the upper ontology that will be used to represent them.
We have reused the Dublin Core vocabulary [11] because it
already deﬁnes a consensual set of properties for describing
resources.
Every entity managed by the evaluation platform can be
described in terms of a top-level entity, which can be further
specialized. As mentioned in section III, tools, test data,
evaluation descriptions, and results are described in terms of
an artifact, which is a collection of artifact versions. In the
case of results, only an artifact is used to describe them since
they do not include version information.
Given this information, we deﬁne three classes within the
upper ontology, namely, Entity, Artifact, and ArtifactVersion,
where the last two are specializations of the ﬁrst one, as can
be seen in Figure 4.
Entity descriptions include their creator, creation time,
name, identiﬁer, and description. Regarding artifacts, we also
store the person responsible for the artifact, an URL with
further information about it, and the collection of artifact
versions (identifying the current version). Each artifact version

rdfs:subClassOf

isResponsible

hasTestDataCategory

does not change the state of the execution request, the other
two do change it: on the one hand, when the execution request
is removed, the state transits to the “removed” state, a state
in which no further operations are possible2 ; on the other
hand, when the execution request is submitted to execution,
the state transits to the “inactive” state. Beyond this point, the
execution request shall not be further modiﬁed.
While the execution request is inactive, two possible courses
of action can take place: it can be cancelled or it can start being
processed. In the ﬁrst case, the state transits to the “cancelled”
state, a state in which, again, no further operations are possible.
The latter case takes place once the execution requirements of
the execution request are fully satisﬁed and, then, the state
transits to the “processing” state.
Once the execution request is being processed, three possible outcomes may occur: (1) The execution request may
be completed successfully, and thus the state transits to the
“completed” state. (2) Some failure might prevent completing
the execution of the execution request, causing the state to
transit to the “failed” state. (3) It is also possible that the
processing of the evaluation request is aborted (e.g., due to
an abnormal duration time), thus forcing the state to transit
to “aborted”. Regardless of the course of action, no further
operations over the execution request will be carried out.
As can be seen, execution requests are not disposed by
the evaluation platform. On the contrary, regardless of the
execution request’s internal state, its information is available
to the user at any time, providing a complete and historical
view of the evaluation activities over time.

Test Data
Version

Evaluation
Description
Version

specifiedByWorkflow

Workflow
Quality
Characteristic
Evaluation
Description

coversQualityCharacteristic

appliesToTestDataCategory

Main classes and properties for modeling software evaluations.

Tools are deﬁned by classifying them into a certain category,
and the deﬁnition of each tool version speciﬁes its particular
capabilities, the hardware platform and operating system upon
which it can be executed, and its execution requirements.
As described in Section II, we cover three types of test data,
namely, persistent test data, external test data, and synthetically
generated test data. In order to allow the evaluations to be
reproducible, only persistent test data will be used in them.
For external test data, further details need to be speciﬁed, such
as the location where they can be accessed and when they are
persisted into the platform as a test data version, or the date
when they were retrieved. Similarly, when persistent test data
is synthetically created by running a test data generator, the
test data generator used for creation must be stored, as well
as the conﬁguration used to execute the generator.
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Besides specifying test data using this hierarchy, these test
data must be categorised to facilitate their future retrieval (e.g.,
interoperability test data, scalability test data, etc.) and each
test data version must deﬁne the tool capabilities that the
test data version can exercise. Also, we group evaluation test
data in test suites for a meaningful analysis of the produced
evaluation results, as suggested by [6].
We also mentioned in Section II that results specialize into
raw results and interpretations. Regardless of the type of result,
we need to categorise any result generated and to specify
which raw result was used to create a certain interpretation.
The deﬁnition of an evaluation description includes the
categories of tools and test data that can be used with the
evaluation description as well as the category of results that
the evaluation description produces when it is executed. An
evaluation description also speciﬁes which software quality
characteristics can be measured with it. We do not impose any
software quality model to deﬁne these quality characteristics.
Nevertheless, we suggest to use the quality characteristics
deﬁned in the quality model of the ISO/IEC 9126 standard
on software product quality [14].
An evaluation description also includes an execution contract that deﬁnes what the evaluation description needs to be
executed and the type of results that will be produced. The
workﬂow with the executable speciﬁcation of an evaluation
description is included in the evaluation description versions.
VI. M ODELING E XECUTION R EQUESTS
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Main classes and properties for modeling evaluation campaigns.
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As mentioned above, we also want to model information
about evaluation campaigns. As shown in Figure 7, these
campaigns are activities organized by some users and contain
a set of evaluation scenarios that will be executed over
some participating tools. For each evaluation scenario, it is
necessary to identify the evaluation description version and
test data version used, as well as who will be participating
(both the user participating and the tool version). Finally, it
is necessary to identify the execution requests by which the
various evaluation scenarios of a campaign are executed.

xe

xsd:string

VII. M ODELING E VALUATION C AMPAIGNS

isE

An evaluation execution request is associated to a certain
evaluation description version. Thus, an execution request is
totally coupled with the contract speciﬁed by the evaluation
description to which the version belongs (see Figure 6). In
this way, the evaluation platform is able to verify whether the
evaluation description version can be enacted.

To execute a contract, the execution request must specify
the arguments that deﬁne each parameter of the contract
and the particular values of each argument. Upon execution,
the platform will indicate the results that were generated by
specifying the output values that deﬁne each output of the
contract and the particular result generated.
Besides, the platform will also manage information about
the life cycle of execution requests (the states presented in
Section III and the moments of time when they change) and
the computing resources that were used for the execution of
evaluation descriptions.
In this way, an insight is provided about the conﬁguration
of the evaluation platform that was used for carrying out the
evaluation with the objective of enabling the reproducibility
of the evaluations afterwards, since the platform conﬁguration
may have a direct effect on the results obtained (e.g., in
efﬁciency or scalability evaluations).

hasArgument

Argument

hasArgument
Value

Argument
Value

VIII. R ELATED W ORK
rdfs:subClassOf

hasGeneratedResult
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Result

Tool
Version

TestData
Version

Main classes and properties for modeling execution requests.

An execution contract deﬁnes what an evaluation description
needs in order to be executed and the output that it will
produce with the speciﬁed input. The inputs are speciﬁed by
their parameter names and by the types of artifacts that can
be used within these parameters (i.e., tool, test data and result
categories) and the outputs are speciﬁed by the output names
and the types of artifacts that can be used within these outputs
(which are always result categories).

By the time of writing this paper, we have not found any
ontology or other conceptual model that allows representing
all the entities involved in a software evaluation activity in an
integrated way. What we have found are some models that
cover parts of this activity or are related to it that are worth
mentioning.
Next, we present an overview of the models that can be
used to represent software quality characteristics, software
measurement concepts, measurement and evaluation results,
and software projects; we also discuss the main similarities
and differences between these models and the one presented
in this paper.
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A. Software Quality Characteristic Ontologies
Different researchers have dealt with the development of ontologies for representing software quality characteristics. For
example, [4] includes an analysis over different software quality documentation aspects (standards, publications, etc.) with
the goal of identifying common software quality attributes and
extracting the relevant concepts and relationships along with
their frequency of use; also, [3] and [5] describe ontologies to
represent quality characteristics in domain engineering and in
the software product audit areas, respectively. Unfortunately,
no implementation of any of these ontologies is available to
be reused.
In our case, as Section V mentions, we allow deﬁning the
quality characteristics that an evaluation description covers
although we do not impose any quality model.

model covers the measurement of any type of software entity in the software development process whereas our model
tackles only software products.
Moreover, measurement units and scales are a cornerstone
of the MiniSQUID model, whereas we currently leave this
aspect open, so that evaluation designers can freely decide the
units and scales to be used.
D. Evaluation and Report Language

The Software Measurement Ontology (SMO) [7] has been
deﬁned by analysing software measurement standards and
research proposals and is composed of a set of OWL ontologies for representing software measurement concepts and
properties.
The idea behind SMO is similar to the one in our work.
In SMO, a measurement result is produced by the measurement performed over an entity following some measurement
approach; in our case, an evaluation result is produced by
the execution request performed over some tool following an
evaluation description.
However, the different scope of both works (SMO tries to
cover the whole terminology involving software measurement,
whereas we focus on the automated evaluation of software
products) shows some differences in the resulting models.
Similarly as in our model, SMO differentiates between the
results produced with base measures (raw results) and those
produced with derived measures or indicators (interpretations).
Nevertheless, in our case we do not differentiate between
derived measures and indicators because we do not have a
speciﬁc interest in the type of measurement approach used to
obtain the interpretations.
Moreover, in our model we do not deal with details regarding the concrete tool attributes evaluated, measurement scales,
and units of measurement; we leave this information open to
be modeled in concrete evaluations as needed.
On the other hand, we deﬁne in detail the measurement
method (evaluation description) to be used by specifying
an executable evaluation workﬂow, inputs (test data), and a
contract.
In the future we will analyse whether to extend our model
with some of the general concepts of software measurement
included in SMO in order to increase its applicability.

The Evaluation and Report Language (EARL) [15] deﬁnes
a vocabulary for expressing test results in RDF(S) [16]. By the
time of writing this paper, it is a working draft in the W3C.
The approach for representing results in EARL is similar
to our approach. EARL states that a result is obtained when
an assertor (i.e., who runs the test) tests some subject (i.e.,
what is being tested) according to a certain test criterion (i.e.,
a requirement or test case), and in our case we state that
an evaluation result is obtained when some tool is evaluated
according to certain test data.
Even if the primary goal of EARL was the exchange of
test results between Web accessibility evaluation tools, it is
designed to be ﬂexible enough to cover other types of test
results. This ﬂexibility makes the scope of EARL broader that
ours since it takes into account multiple types of assertors and
subjects, whereas in our case the only assertor is the evaluation
platform and the only type of subject is software.
However, the main difference between EARL and the metadata presented in this paper is their focus; while EARL is
mainly centered on testing, our work is mainly focused on
evaluation. In EARL test results are expected to inform about
whether a subject passes a test or not and to provide pointers
to the parts of the subjects relevant to the result, whereas in
our case evaluation results describe a subject according to a
set of metrics and disregard which parts of the subject are
relevant to the results.
While EARL (as well as the previously-mentioned MiniSQUID model) only covers the representation of results, we
cover the representation of all the resources involved in the
evaluation life cycle (from the description of the evaluation
and test data to the evaluation execution) so that the evaluation
can be reproduced at a later stage. Another main difference is
that we expect the entities involved in the evaluation (tools,
evaluation descriptions, and test data) to change over time;
therefore, we model these artifacts and their sets of versions
in a different way.
However, once EARL becomes a W3C recommendation,
we will study the feasibility of deﬁning an alignment between
our vocabulary and the one proposed in EARL in order to be
able to export the results produced by the SEALS Platform in
terms of the EARL vocabulary.

C. The MiniSQUID Model

E. Description of a Project

The MiniSQUID model [6] allows storing the measurements
obtained from software measurement programs in companies.
The main differences between this entity-relationship model
and our way of representing results are that the MiniSQUID

The Description of a Project (DOAP) vocabulary3 can
be used to describe software projects (in particular open

B. Software Measurement Ontology
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3 http://trac.usefulinc.com/doap

source ones), different versions of a project, and any related
speciﬁcations and repositories. Similarly to our case, DOAP
also differentiates between a software project and the different
versions (releases) of it.
We do not reuse this vocabulary for describing tools because
the DOAP terms that are relevant to our case are already included in our current descriptions of the Tool and ToolVersion
classes (and their super-classes). Because of this, the alignment
between our proposal and DOAP is straightforward in case
interchanges between the two vocabularies are required.
IX. C ONCLUSIONS AND F UTURE W ORK
This paper presents a ﬁrst version of an ontology model
that can be used to represent any information required for
evaluating software or for organising an evaluation campaign
over software products.
Our work has been guided by the need to obtain an
interoperable and extensible model that supports automated
and reproducible software evaluations. Even if no standard
or model fully covers these needs (mainly because standards
cannot cover every speciﬁc application need), we have been
inspired by existing efforts and have tried to reuse accepted
and well-known standards and proposals as much as possible
during the development of the ontologies.
The ontologies presented here are generic by design, and
concrete evaluations will have to extend them according to
their needs. While these extensions will support each speciﬁc
evaluation, the generic ontologies will allow aggregating multiple evaluations and evaluation results for further processing.
This ontology model has been implemented in terms of
lightweight OWL [17] ontologies, which are available in the
Web4 . We decided to use lightweight ontologies because we
agree with the authors of [18] when they advice to use
ontologies as light as possible to cover project requirements.
We also plan to publish all the data about evaluations and
evaluation campaigns as RDF data in the SEALS Platform
and we encourage other practitioners to reuse the ontologies
presented in this paper in their own evaluations to allow an
easier integration of software evaluations and their results.
Even if these ontologies have been obtained through an
extensive analysis of the literature and of our current requirements, we expect that new needs are identiﬁed and, therefore,
these ontologies will change in the future. For example,
currently, the ontologies are mainly focused on automated
software evaluations, but in the future, they will be extended to
allow the insertion of results produced by manual evaluations.
Furthermore, if we want to consistently compare results
across different evaluations, we need to model information
regarding the scales and units of evaluation results. This
information is already covered in other models and right
now we leave it open so users can model it according to
their speciﬁc evaluations. Nevertheless, when needed, this
information will be speciﬁed in detail in our model.
Finally, as mentioned in the previous section, since software
evaluation is highly related to other areas (e.g., software

measurement, software testing, etc.) we will analyse whether
our ontologies could be applied to these areas and which
extensions are required to achieve this goal.
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useful for the initial rough validation and the monitoring of
the project’s progress. After completion, these estimates
may be useful for project productivity assessment.
Estimation methods fall in three main categories,
namely expert judgment, machine learning and algorithmic
cost estimation. Expert judgment [13] relies purely on the
experience of one or more experts. Machine Learning
estimation [19, 4], compares the software project under
consideration with few (e.g. two or three) similar historical
projects (i.e. projects with known characteristics, effort and
schedule) using different automated or iterative rules.
Algorithmic cost estimation involves the application of a
cost model, i.e. one or more mathematical formulas which,
typically, have been derived through statistical data
analysis.

Abstract
The aim of this research paper is to present a review of
thee of the main software effort estimation methods, focused
on Parametric models, that have been developed and then
commercialized across the software engineering history.
These models, among others, have been considered as the
basis of the recent software project effort estimation and
today conforms the nucleus of some of the most important
companies of software effort estimation.
For each model is shown its main features, publications
and equations that allow us to see as a whole the operation
and implementation of each of these effort estimation
methods.

1. Introduction to Software Cost Estimation
The more software becomes important in almost every
human activity, the more it becomes complex and difficult
to implement. Even if modern software technologies render
easier the development of certain types of software
products, increased user demands and new application
domains produce additional problems. It is not surprising
that software project management activities are becoming
increasingly important.
One of the most critical activities during the software
life cycle is that of estimating the effort and time involved
in the development of the software product under
consideration. This task is known as Software Cost
Estimation (see Figure 1).
Estimations may be performed before, during and after
the development of software. The cost and time estimates
are necessary during the first phases of the software life
cycle, in order to decide whether to proceed or not
(feasibility study). Accurate estimates are obtained with
great difficulty since, at this point, available data may not
be precise, wrong assumptions may be made, etc. During
the development process, the cost and time estimates are

Figure 1. Software Cost Estimation Models

All of the three approaches have known advantages and
disadvantages. Expert judgment is easy to apply and
produces fast evaluation but suffers from the difficulty to
find real experts and is exposed to wrong subjective
assessment. Machine Learning models concentrate on a
concrete, well-defined estimation framework provided that,
suitable projects of the past may be easily found and the
mechanism applied is correct. Parametric models are very
useful when they are used correctly after they have been
calibrated with historical data reflecting the characteristics
of the estimated project.
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It is important to remark that no single technique is best
for all situations, and that a careful comparison of the
results of several approaches is most likely to produce
realistic estimates. In this survey, we are going to focus
onto Algorithmic Models, also known as Parametric
Models.
The rest of this paper is structured as follow: Section 2
introduces the reader to Parametric Models and its features.
Section 3 presents three Parametric Commercial Models
that we have chosen due to their historical relevance.
Finally, Section 4 outlines the Conclusions and the main
objectives raised in this research.

their inability to accurately predict the costs involved.
Accurate software cost estimates are critical to both
developers and customers. They can be used for generating
request for proposals, contract negotiations, scheduling,
monitoring and control. Underestimating the costs may
result in management approving proposed systems that then
exceed their budgets, with underdeveloped functions and
poor quality, and failure to complete on time.
Overestimating may result in too many resources
committed to the project, or, during contract bidding, result
in not winning the contract, which can lead to loss of jobs.
Accurate cost estimation is important because:
 It can help to classify and prioritize development
projects with respect to an overall business plan.
 It can be used to determine what resources to
commit to the project and how well these resources
will be used.
 It can be used to assess the impact of changes and
support re-planning.
 Projects can be easier to manage and control when
resources are better matched to real needs.
 Customers expect actual development costs to be in
line with estimated costs.
Software cost estimation involves the determination of
one or more of the following estimates:

2. Cost Estimation focused on Parametric
Models
Since the 1970’s, a considerable amount of the software
cost estimation research has been focused on the
development of new and improved cost estimation models.
New models have been proposed and existing models have
been compared and validated.
Parametric Models were the most used techniques in the
beginning of Software Cost Estimation. These models
correspond to the box 1 in Figure 1. Then we are going to
describe some issues about how these models work in
Section 2.1; and how these models have been
commercialized in section 2.2.

 effort (usually in man-months)
 project duration (in calendar time)
 cost (in dollars)
Most cost estimation models attempt to generate an
effort estimate, which can then be converted into the project
duration and cost. Although effort and cost are closely
related, they are not necessarily related by a simple
transformation function. Effort is often measured in
man/months (MM) of the programmers, analysts and
project managers. This effort estimate can be converted into
a dollar cost figure by calculating an average salary per unit
time of the staff involved, and then multiplying this by the
estimated effort required.
Most cost models are based on the size measure, such as
Lines of Code (LOC) [2] and Function Points (FP) [1],
obtained from size estimation. The accuracy of size
estimation directly impacts the accuracy of cost estimation.

2.1. Parametric Models
The parametric, or statistical, method uses regression
analysis of a database of two or more similar systems to
develop cost estimating relationships (CERs) which
estimate cost based on one or more system performance or
design characteristics (e.g., speed, range, weight, thrust).
The parametric method is most commonly performed in the
initial phases of product description and development.
Although during this phase an acquisition program is
unable to provide detailed information (like drawings and
standards), the program can specify top-level system
requirements and design characteristics. In other words,
estimating by parametric is a method to show how
parameters influence cost.
Parametric estimating is used widely in government and
industry because it can yield a multitude of quantifiable
measures of merit and quality (i.e., probability of success,
levels of risk, etc.). Additionally, CERs developed using the
parametric method can easily be used to evaluate the cost
effects of changes in design, performance, and program
characteristics.
The fast changing nature of software development has
made it very difficult to develop parametric models that
yield high accuracy for software development in all
domains. Software development costs continue to increase
and practitioners continually express their concerns over

2.2. Commercial Tools
Since the mid 1990’s there have been about 50
commercial software cost estimation tools marketed in the
United States and another 25 in Europe, although not all at
the same time. Many of these tools are “black boxes” and
their methods of operation are proprietary and regarded as
trade secrets by their owners [12]. However, while these
estimating tools were developed by different companies and
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 Cost and time to complete estimates mixing
historical data with projected data
 Support for software process assessments
 Statistical analysis of multiple projects and portfolio
analysis
 Currency conversion for dealing with overseas
projects

are not identical, they do tend to provide a nucleus of
common functions and public equations.
The software cost estimation market was created by
researchers who were employed by large enterprises that
built large and complex software systems: IBM, RCA,
TRW, and the U.S. Air Force were the organizations whose
research which led to the development of commercial cost
estimating tools.
Commercially available cost estimation tools try to offer
the user greater utility by packaging the parametric model
with a user interface, database of completed projects, some
way of estimating the size of the project, and/or contextsensitive help.
Whatever features any tool may have, most parametric
models are likely to employ one or more of three
methodologies; Putnam methodology [15] is based on the
insight that efficiently run software projects follow welldefined patterns that can be modeled with a set of
exponential equations. COCOMO II [5] is a continuation of
work begun by Dr. Barry Boehm at USC. Monte Carlo
simulation models complex interactions in the face of
uncertain estimating assumptions.
As of 2009, some of these estimating tools include
COCOMO II, CoStar, CostModeler, CostXpert,
KnowledgePlan, PRICE S, SEER, SLIM, and SoftCost.
Some older automated cost estimating are no longer being
actively marketed but are still in use, such as CheckPoint,
COCOMO, ESTIMACS, REVIC, and SPQR/20. Since
these tools are not supported by vendors, usage is in
decline. The major features of commercial software
estimation tools include these attributes:

3. Review of 3 Parametric Commercial
Models
In this section, three of the most relevant models in
software cost estimation history will be treated. We have
reviewed these tools trying to show their main features,
publication dates and central equations. The models in
review are: SLIM, SEER-SEM and SPR-Knowledge Plan.

3.1. SLIM – Putnam – 1979
SLIM; Software LIfecycle Management.
First Publication: Putnam, 1978 [15]
Patent: Quantitative Software Management (QSM).
Tools:
1. SLIM-Estimate. It is a project planning tool.
2. SLIM Control. It is a project tracking and control
tool.
3. SLIM Metrics. It is a software benchmarking tool.
Larry Putnam and Ann Fitzsimmons founded
Quantitative Software Management (QSM) and build the
first version of SLIM in 1979. It became the second
commercial software cost estimation tool on the market.
This model is based on the software lifecycle analysis of
Putnam in terms of the size distribution of the development
team of a software product against the time that follows a
distribution of Rayleigh and it is based on the work of
Norden [14] and Aron [3]. Norden observed through the
graphical representation of the personnel distribution
frequencies during the development and maintenance
phases of many projects implemented in IBM, that the
curves resembled quite to the distribution curves of
Rayleigh since 90% of the project was completed in twothirds of the total time, while the remaining 10% needed a
third of the total time remaining to be completed. Although
this distribution was purely empirical, Norden found no
theoretical basis for it.
SLIM supports the widespread methods of size
estimating, including the source lines of code and function
points. It can predict the size of the project, the effort, the
development time and the proportion of defects.
Equations: The equations of the model have not been
edited for the public domain, although the central
algorithms of the model were published by Putnam [16].
These are the ones collected here:

 Sizing logic for specifications, source code, and test
cases
 Phase-level, activity level, and task-level estimation
 Adjustments for specific work periods, holidays,
vacations, and overtime
 Adjustments for local salaries and burden rates
 Adjustments for various software projects such as
military, systems, commercial, etc.
 Support for function point metrics, lines of code
metrics, or both.
 Support for “backfiring” or conversion between
lines of code and function points
 Support for both new projects and maintenance and
enhancement projects
Some estimating tools also include more advanced
functions such as:






Quality and reliability estimation
Risk and value analysis
Return on investment (ROI)
Sharing of data with project management tools
Measurement modes for collecting historical data
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1. Size: e = c. (Ed)1/3 . (td)4/3

The model specifications include:

Where e is the size in SLOC, Ed is the total effort
needed to complete the project, selected form a
database of previous projects, c is a constant of the
project called by Putnam Technological Factor, this
factor reflects the effect of numerous costs drivers as
the constraints of hardware, the complexity of the
program, the personnel levels of experience and the
programming environment. td is the total
development time of the project.

1. Parameter:
Size,
personnel,
complexity,
development environment, method of development
and acquisition, applicable standards.
2. Predictions: Effort, development time, development
team, defects, costs. The estimates may be based in
development time or effort. The constraints can be
specified at the development time or development
team.
3. Risk Analysis

2. Effort:

4. Methods for Size Estimating: Function Points,
approved by IFPUG (International Function Points
User Group) [7] in addition to an increased set and
lines of code, both new and existing ones.
Figure 2 is adapted from a Galorath illustration and
shows gross categories of model inputs and outputs, but
each of these represents dozens of specific input and output
possibilities and parameters. The reports available from the
model cover all aspects of input and output summaries and
analyses numbers in the hundreds.

Where E(t) is the effort that has been consumed in
MM in order to develop the project during t months,
a is a constant of the project that determines the
curve, it is also obtained form previous projects.

3.2. SEER-SEM – 1989
SEER-SEM; System Evaluation and
Resources – Software Estimation Model.
First Publication: Jensen, 1983 [10]
Patent: Galorath Associates Inc.
Tools:

Estimation

 SEER-SEM.
It is based on the Model of Jensen of 1979 [9], which is
based on the Model of Putnam of 1977 [15].
The scope of the model is broad and covers all phases of
the lifecycle, from the first specifications, until design,
development, delivery and maintenance. It manages a wide
variety of development environment configurations and
types of applications, such as client – server, distributed,
graphics, etc. It manages the development methods and
languages more used. The development methods include
objects oriented, reuse, development in spiral, cascade, of
prototypes and incremental. Languages include both the
3rd and 4th generation (C++, FORTRAN, COBOL, Ada,
etc.) as well as application generators. It allows taking as
constraints the capacity of the development team, the
design standards and process required, and the levels of an
acceptable development risk. Among the characteristics of
the model, the following are included:

Figure 2. SEER-SEM Inputs and Outputs

As part of this effort, Galorath maintains a software
project repository of approximately 6,000 projects (and
growing). About 3,500 projects containing effort and
duration outcomes are stored in a unified repository that can
be readily accessed for studies. SEER is also available with
data repositories from The International Software
Benchmarking Standards Group (ISBSG) [8]. ISBSG
provides the largest open repository of software project
history and includes standardized, verifiable data from over
4,000 software projects.
These projects are from both defense and commercial
sources representing many development organizations,
permitting calibration of the model to a wide array of
potential projects. Additional project outcomes, in the
hundreds, are also available to the company, which has also
collected sizing and other information on thousands of
additional projects. Analysis involves running project data
through SEER-SEM using a special calibration mode. The

 It allows that the level of the estimation
probabilities, the development team and the
development time are inputs as independent
variables.
 It allows an extended sensitive analysis and a
monitoring of the input parameters of the model.
 It shows the project cost drivers.
 It allows and interactive adjustment of the schedule
of the project elements through Diagrams of Gantt.
 It builds the estimates by a knowledge base of
existing projects.
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1. Size: ൌ ሺሻሺሻͳȀʹ

model is essentially run backwards to find calibration
factors.
Productivity factors are evaluated across different data
attributes (e.g. platform, application, etc.) to detect trends.
A variety of methods are used to mitigate outlier data points
and control for variation. The variance in the data set is also
used to establish default parameter ranges; nearly all
settings accommodate risk. Model settings are updated as
new trends are established.
SEER technology provides project results by generating
a virtual project based on:

Where s is the size in SLOC, Ed is the total effort
needed to complete the project, selected from a
database of previous projects, c is a constant of the
of the project called Technological Factor of Jensen,
this factor reflects the effect of numerous costs
drivers such as the hardware constraints, complexity
of the program, the levels of the team experience
and the programming environment. td is the total
development time of the project.

 The SEER Modeling Engine: SEER mathematical
models are derived from extensive software project
histories, behavioral models, and metrics. SEER for
Software (SEER-SEM) employs a multi-faceted
approach to project estimating, leveraging industry
and/or company project histories and proven
formulaic cost relationships.

2. Effort:
Where e represents the Effort measured in MM and t
is the time consumed since it began development. K
is the total effort of the lifecycle.

3.3. SPR-Knowledge Plan – 1997

 SEER Knowledge Bases: Serve as a virtual “inhouse expert,” providing default values, ranges, and
calibrations based on comparable software project
histories.

Patent: SPR – Software Productivity Research
SPR Knowledge PLAN is a commercial Windowsbased software estimating tool from Software Productivity
Research (SPR).
Launched in 1997, SPR Knowledge PLAN was the first
powerful, knowledge-based software estimation tool to
combine project estimation and scheduling in a flexible
environment. This tool quickly creates and refines detailed
project plans for seamless export to Microsoft Project or
other enterprise project management systems.
SPR Knowledge PLAN is a software tool designed to
help in planning software projects. With this tool, the user
can effectively size each project and then estimate work,
resources, schedule, and defects. User can even evaluate
project strengths and weaknesses to determine their impact
on quality and productivity.

Together, these capabilities enable users to develop
first-look estimates when very little information is known,
and to those estimates as details become available over
time.
Equations: The equations of the model have not been
edited for the public domain, although a few of the central
algorithms of the model were published by Jensen [9] and
collected here:

Figure 3. Knowledge Plan LifeCycle

SPR Knowledge PLAN provides a complete and
rational view of all tradeoffs among features, schedules,
quality and costs. User can explore the cost/value
implications of additional resources, more powerful
languages, development tools, improved methods and other
technical changes. User can also track milestones,
schedules, resources, actual work effort, and defects found.

This estimation tool provides a bi-directional interface
with project management applications to create an
integrated, full life-cycle solution. For convenience, some
project management functions such as critical path
scheduling are offered.
Knowledge Plan collects information at the project
level, using a “representative sample approach.” The
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sample projects selected reflect the work patterns of user´s
organization itself, e.g., a mix of new projects,
enhancements, and those with special factors such as high
usage of contractors or integration of packages. In the
analysis, the project data is summarized to create a
complete and accurate picture of the organizational.
SPR uses its expertise in measurement to assist clients
in establishing meaningful portfolio and project
baselines. Then, SPR draws on its extensive industry
knowledge base, derived from more than 14,531 completed
software projects of all types, as a reference point against
which to compare (benchmark against) client baseline data.
It is the actual organizational data that forms the baseline
and the comparative analysis against industry data that
constitutes the benchmark.

[2]

[3]

[4]

[5]

4. Conclusions
Software estimating is simple in concept, but difficult
and complex in reality. The difficulty and complexity
required for successful estimates exceeds the capabilities of
most software project managers to produce effective
manual estimates. The commercial software estimating
tools can often outperform human estimates in terms of
accuracy, and always in terms of speed and cost
effectiveness.
However, no method of estimation is totally error-free.
As mentioned before, the current “best practice” for
software cost estimation is to use a combination of software
cost estimating tools coupled with software project
management tools, under the careful guidance of
experienced software project managers and estimating
specialists.
The fundamental objective raised in this research was
the study and the analysis of three of the main software
effort estimation methods, focused on Parametric models,
that have been developed and then commercialized across
the software engineering history.
With this review, we have tried to show how these
estimation models work and which their main features are.
Taking a clear view of these estimation models as a whole,
we will be able then to understand how actual software
project estimation companies has gained an important
“piece” of the today software industry market.
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[7]
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[9]
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Abstract
We develop and apply unsupervised statistical topic
models to identify functional components of source code
and introduce new information-theoretic techniques for
measuring and monitoring software complexity in the form
of scattering and tangling entropies. This approach formalizes the basic scattering and tangling concepts of AspectOriented Programming by considering the distributions
of topics over ﬁles and ﬁles over topics, and formulates
project-level metrics for crosscutting. These proposed
metrics, Area-Under-Scattering-Curve and Area-UnderTangling-Curve provide a probabilistic basis for modeling
facets of crosscutting in isolation or as components of more
sophisticated complexity models. We demonstrate our approach through an empirical analysis of scattering and tangling of ﬁve well-known open source projects, in addition to
studying the evolution of scattering and tangling for multiple versions of Eclipse and ArgoUML.

1. Introduction
Repositories of software, available publicly over the Internet or privately within organizations, create several new
challenges and opportunities for statistical data mining and
machine learning. One fundamental challenge is to develop
approaches for automatically measuring, monitoring, and
better understanding software complexity, with the longterm goal of informing and guiding software development
and engineering. One key articulation of software complexity is provided by the ﬁeld of Aspect-Oriented Programming (AOP) [7] which, over the last decade, has shaped the
way the software engineering community evaluates the design, modularity, and complexity of software artifacts.
Central to AOP is the hypothesis that software consists
of concerns, or aspects, that represent the various functional
concepts represented in source code, and that these concerns can transcend package, class, and source ﬁle boundaries. Concerns (functional concepts) that are manifested

in many source ﬁles are said to be “scattered.” Similarly,
source ﬁles that contain many concerns are said to be “tangled.” While the existence of scattering and tangling is
widely accepted throughout the software engineering community, and their anecdotal presence used as a major indicator of software complexity, statistically-grounded, unsupervised data mining techniques for extracting concerns and
quantifying scattering and tangling at the component and
project level have so far remained elusive.
In our previous work [9] we have partially addressed
this challenge by adapting statistical topic modeling methods, in particular Latent Dirichlet Allocation (LDA) [2], to
automatically extract concerns from source code and derive a precise, operational, deﬁnition of scattering and tangling at multiple scales of software granularity, from individual projects to thousands of projects. While our results
demonstrated the effectiveness of probabilistic text mining
in serving as a basis for identifying and quantifying crosscutting for individual concerns and ﬁles, uniﬁed metrics
for project-level scattering and tangling were not considered. In this paper we extend our work in this area to
formulate two new metrics, Area-Under-Scattering-Curve
(AUSC) and Area-Under-Tangling-Curve (AUTC), to succinctly measure these facets of AOP at the project-level.
In addition to providing an information-theoretic means for
capturing software complexity, either directly or as part of
more sophisticated models, our preliminary results indicate
substantial promise in applying AUSC and AUTC to quantify aspect-oriented software characteristics in support of
automated software quality analysis, such as the analysis
of software complexity evolution.
The remainder of the paper is organized as follows. In
section 2 we brieﬂy describe the data used in the empirical validation of our methods. Section 3 gives an introduction to LDA-based topic models, and provides formal definitions of scattering and tangling that can be derived from
ﬁle-topic and topic-ﬁle distributions as well as deﬁnitions
for the AUSC and AUTC metrics themselves. This is followed by a discussion of the results obtained in applying
our techniques to our data set in section 4, including the ap-
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Figure 1. Scattering Curves for Five Open
Source Projects

Figure 2. Tangling Curves for Five Open
Source Projects

plication of AUSC and AUTC to the problem of summarizing complexity evolution. Finally, we brieﬂy discuss related
and future work in section 5.

for each word the corresponding θ•d is sampled to derive a
topic t, and subsequently the corresponding φ•t is sampled
to derive a word w. A fully Bayesian model is derived by
putting symmetric Dirichlet priors with hyperparameters α
and β over the distributions θ•d and φ•t . For instance, the
prior on θ•d is given by

2. Data
To exercise our approach, we apply our topic modeling technique to ﬁve open source projects: JHotDraw,
Jikes, PDFBox, JNode, and CoffeeMud. Analysis of these
projects is facilitated by Sourcerer [8], an open source Java
software repository and mining infrastructure. Together
these projects represent a collection of well-known, nontrivial software products of varying size and complexity.
Additionally, multiple versions of Eclipse and ArgoUML
are employed to apply our technique to the study of software complexity evolution.

3. Methodology
In the LDA model for text, the data consists of a set of
documents. The length of each document is known and each
document is treated as a bag of words. Let D be the total number of documents, W the total number of distinct
words (vocabulary size), and T the total number of topics
present in the documents. While non-parametric Bayesian
and other methods exist to try to infer T from the data, here
we assume that T is ﬁxed.
The model assumes that each topic t is associated with
a multinomial distribution φ•t over words w, and each document d is associated with a multinomial distribution θ•d
over topics. More precisely, the parameters are given by
two matrices: a T × D matrix Θ = (θtd ) of document-topic
distributions, and a W × T matrix Φ = (φwt ) of topic-word
distributions. Given a document d containing Nd words,

Dα (θ•d ) =

T
Γ(T α)  α−1
θ
(Γ(α))T t=1 td

and similarly for φ•t .
The probability of a document can then be obtained in
a straightforward manner by integrating the likelihood over
parameters φ and θ and their Dirichlet distributions. The
posterior can be sampled efﬁciently using Markov Chain
Monte Carlo Methods (Gibbs sampling) and the Θ and Φ
parameter matrices can be estimated by maximum a posteriori (MAP) or mean posterior estimate (MPE) methods.
Once the model has been formalized, applying LDA to
software requires tools to pre-process source code and convert it into compatible representations for the algorithm,
required as input parameters. Of these parameters, the
most important is the word-document matrix, which represents the occurrence of words in individual documents. To
produce the word-document matrix for our input data we
have developed a comprehensive tokenization tool tuned to
the Java programming language. This tokenizer includes
language-speciﬁc heuristics that follow the commonly practiced naming conventions.
Once the topics of a project are identiﬁed, the quantiﬁcation of scattering and tangling can be easily derived from
the corresponding distributions, for instance in terms of entropy. For example, if the distribution of topic t across modules m0 . . . mn is given by pt = (pt0 . . . ptn ) then scattering
of topic t can be measured by the entropy
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H(pt ) = −

j=n


ptj log ptj

Table 1. AUSC and AUTC Metrics for Selected
Data Set.

(1)

j=0

Likewise, if the distribution of the module m across the
topics t0 . . . tr is given by q m = (q0m . . . qrm ) then tangling
in module m can be measured by the entropy
H(q m ) = −

j=r


qjm log qjm

Project Name
CoffeeMud
JHotDraw
Jikes
JNode
PDFBox

(2)

j=0

Scattering and tangling entropies may be normalized to
values between 0 and 1 by dividing by the log of the number
of source ﬁles and number of topics, respectively. The resulting values, however, are only interpretable at the level
of individual concerns and ﬁles. To quantify scattering
and tangling at the project level while still taking advantage of the unsupervised, information-theoretic framework
of LDA, additional metrics are required. Here we propose
two such metrics: Area-Under-Scattering-Curve (AUSC)
and Area-Under-Tangling-Curve (AUTC).
To produce scattering and tangling curves we plot normalized entropy measures for each concern or ﬁle in a
project in descending order, also normalizing the domain
from zero to one. The resulting curves provide an intuitive
visualization for scattering and tangling behavior within a
project, and also allow for comparative evaluation of scattering and tangling between projects. Figure 1 and ﬁgure 2
depict the scattering and tangling curves for the ﬁve projects
selected for our empirical analysis.
Once the curves are acquired, AUSC and AUTC are obtained by integrating over the desired plot, easily achieved
in practice by applying numerical integration techniques
such as trapezoidal approximation, and essentially analogous to the common data mining practice of calculating
area-under-curve (AUC) for receiver operating characteristics (ROC). AUSC is then a single value between 0 and
1.0 representing the degree to which the project is scattered, with a value of 0 denoting a project with no crosscutting, and 1.0 representing a project whose every concern
is uniformly distributed across all source ﬁles (maximum
entropic scattering). Similarly, an AUTC of 0 represents a
project whose ﬁles are each assigned to only a single concern, and an AUTC of 1.0 representing a project where every source ﬁle is a uniform distribution over all concerns
(maximum entropic tangling).
Unlike the scattering and tangling curves themselves,
AUSC and AUTC provide a direct, numerical means for
quantifying project-level scattering and tangling without the
need for visual interpretation. This simpliﬁcation also facilitates the incorporation of these metrics into other complexity models, allowing them to be used in conjunction with
other indicators of software quality, such as the well-known
measures proposed by Halstead [6].

AUSC
0.7221
0.5492
0.5593
0.6244
0.699

AUTC
0.5174
0.4191
0.4008
0.3597
0.5227

4. Results
Using LDA we extracted concerns for each of the ﬁve
projects in our benchmark data set, and quantiﬁed scattering and tangling for each. The number of concerns to be
extracted for each project was determined empirically, with
the upper limit being 100 topics for the larger projects. The
ﬁle-topic and topic-ﬁle distributions were then leveraged to
compute entropies per equations 1 and 2 in section 3, and in
turn plotted as scattering and tangling curves.
Figure 1 contains the scattering proﬁles for our data, with
the y-axis denoting the normalized scattering entropy of
each concern, and the x-axis denoting the normalized rank
of each concern when ordered by the magnitude of crosscutting. From the ﬁgure we see that CoffeeMud and PDFBox
exhibit the most scattering of all projects. This is especially
telling in the case of PDFBox as it is the smallest project in
the collection and contains only 370 source ﬁles compared
to CoffeeMud’s 2,900 ﬁles. Continuing to examine projects,
we see that JHotDraw and Jikes appear comparable in terms
of scattering, though it is not easily determined from the visualization which project demonstrates higher crosscutting
and hence motivating the need for a uniﬁed project-level
metric.
One can interpret the tangling curve in ﬁgure 2 in a similar fashion. Again, CoffeeMud and PDFBox compete for
the largest tangling proﬁles with noticeably higher curves
than the remaining projects, though inspection of the curves
themselves does not easily allow for computing exact differences or summary statistics. Despite being in the middle of the ﬁeld for scattering, JNode demonstrates the least
amount of tangling of all ﬁve projects, sitting noticeably
below JHotDraw and Jikes. These remaining projects again
appear to contain similar amounts of tangling, but as above
an exact ordering remains elusive leveraging the visualization alone. In examining PDFBox and CoffeeMud, for example, it is not immediately clear which project claims the
highest score.
Despite the convenience of our scattering and tangling
curves in providing general insight into project complex-
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Scattering Curves for Eclipse Versions

Scattering Curves for ArgoUML Versions
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Figure 3. Scattering Curves for Several
Eclipse Versions

ity, these curves alone are insufﬁcient for precisely quantifying these aspect-oriented characteristics so as to allow
a total ordering to be derived. To this end, we apply our
area-under-curve metrics to gain an exact understanding of
scattering and tangling for our sample data set. Table 1 provides AUSC and AUTC scores for each project. Looking
at the column for AUSC we clearly see that CoffeeMud has
the highest scattering at 0.72, with PDFBox close behind at
0.70. Moreover, the ambiguity between JHotDraw and Jikes
is easily resolved, with Jikes demonstrating only slightly
higher scattering at 0.56 compared to JNode’s 0.55. Computing summary statistics is made simple for the purpose
of empirical analysis, and across all projects one observes a
mean AUSC of 0.631, with a standard deviation of 0.079.
Turning to AUTC, we ﬁnd a mean score across all
projects of 0.444 with a standard deviation of 0.073. As
with scattering CoffeeMud and PDFBox top the list with
the highest scores, though in the case of tangling PDFBox
scores slightly higher at 0.523 than CoffeeMud at 0.517.
The scores of Jikes and JHotDraw are again easily differentiated using this metric, and one sees that tangling manifests
itself to a slightly greater extent in JHotDraw’s source ﬁles
with a score of 0.419 compared to 0.401 for Jikes.
Together AUSC and AUTC provide a simple and intuitive method for capturing scattering and tangling behavior
at the project level. A key beneﬁt is that the approach itself
is based on unsupervised machine learning, and does not require any pre-processing to identify concerns in the source
code or the relations between them. The metrics themselves
are grounded in information theory, which in turn yields
ease of interpretation, and, if desired, the ability to leverage additional statistical methods to reﬁne the underlying
concern mixture model. While the development of more
sophisticated models of software complexity is beyond the
scope of this paper, it is our intent that AUSC and AUTC
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Figure 4. Scattering Curves for Several ArgoUML Versions

serve as convenient parameters for such models, and facilitating empirical analysis and validation of software quality and maintainability. To this end, in the next section we
demonstrate how our metrics can be applied to the study of
software evolution.

4.1

AUSC and AUTC as Metrics for Software Evolution

In recent years, an increasing trend in program understanding is the mining and analysis of version history. Not
only has the open-source movement made available a large
number of projects for empirical study, but the relative ease
in which researchers can acquire multiple releases of the
same project has fueled new directions in automated methods for summarizing software evolution. Recent techniques
have focused on learning the relationships among developers over time, discovering code changes responsible for introducing bugs, and predicting the number and types of bugs
for new releases based on historical data. In many cases
it is the metadata from conﬁguration management systems
(such as CVS and Subversion) that is leveraged for mining
purposes, rather than the source code itself.
When studying software evolution a natural question that
arises is whether the complexity of a project increases, decreases, or remains constant as the project matures. Feature integration, feature deprecation, and code refactoring
are common events on the software release timeline, and
these events impact the overall complexity of the product in
addition to the form and function of the source code itself.
Our AUSC and AUTC metrics provide a simple method
with which to track changes in complexity, and we demonstrate that here by analyzing several versions of Eclipse and
ArgoUML. Eclipse is a widely used software development
platform that was initially developed as an IBM product
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Figure 5. Tangling Curves for Several Eclipse
Versions

before being reincarnated as an open-source project. ArgoUML is a popular software design tool that started life
as a university research project before moving to the opensource domain.
Figures 3 and 4 present the scattering curves for 7 major versions of Eclipse and 3 major versions of ArgoUML,
respectively. At ﬁrst glance once can see that over time ArgoUML appears to exhibit an increase in scattering complexity, compared to Eclipse which exhibits a noticeable increase after version 1.0 but appears relatively stable thereafter. This observation is precisely quantiﬁed with the
AUSC metrics provided for each project in tables 2 and
3. Indeed, we see that for ArgoUML project-level scattering complexity is monotonically increasing over the release
timeline, with a rise from approximately 0.51 to 0.58. Such
monotonic behavior is not exhibited by Eclipse, which experiences several increases and decreases in scattering complexity over the release timeline, with a maximum AUSC
score of 0.6713 being measured in version 3.2 before sinking to 0.6618 in version 3.3.
A similar analysis can be provided for the tangling
curves provided in ﬁgures 5 and 6. Once again we see that
the curves for the seven releases of Eclipse remain relatively
constant for each release, with no clear trend of increase or
decrease over time. ArgoUML, on the other hand, exhibits
a substantial increase in tangling from version .10 to version .24. Turning to the AUTC values in table 3, we verify this observation with a project-level tangling score that
rises from approximately 0.38 to 0.45. This is in contrast
to Eclipse, from which we measure a difference of only .03
from a minimum AUTC score of 0.43 in version 1.0 and a
maximum score of 0.46 in version 3.2.
Due to its early history as a commercial IBM product,
one would expect that Eclipse development was driven by
formal processes and best practices from its inception, man-
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dating a modular and stable architecture amenable to substantial feature additions. As such, one may hypothesize
that, over time, scattering and tangling would remain relatively constant compared to a more “grass-roots” open
source project like ArgoUML. This hypothesis is indeed
supported by comparing AUSC and AUTC metrics for both
projects over time.
If Eclipse seems to fair better than ArgoUML in terms
of managing complexity over time, why then is it that the
AUSC scores for all versions of Eclipse are substantially
higher than those of ArgoUML? The answer lies in the
fact that Eclipse consists of over 16,000 source ﬁles, compared to a mere 1,400 for ArgoUML. Moreover, Eclipse is a
general-purpose integrated development environment, containing components for a multitude of development tasks,
as opposed to ArgoUML which provides facilities only
for software design. Thus, the concerns manifested in the
Eclipse codebase do tend to exhibit a greater degree of
cross-cutting than those in the ArgoUML codebase, an observation which further validates the scores given by the
AUSC metric.

5. Related and Future Work
While a variety of techniques exist for mining aspects
from source code, space limitations prevent a detailed review here. The reader may refer to [1] for a detailed evaluation of related work pertinent to our use of LDA as a basis
for concern identiﬁcation. At the highest level the greatest
advantage of our technique is its unsupervised nature, which
removes the need for human participation in the identiﬁcation and mapping phases of concern extraction. Additionally, Kellens et al. offer a detailed survey of seven different
code-based aspect mining techniques [3]. Our approach
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Table 2. AUSC and AUTC Metrics for Eclipse
Versions.
Version
1.0
2.0
2.1
3.0
3.1
3.2
3.3

AUSC
0.6272
0.6604
0.6702
0.6583
0.6525
0.6713
0.6618

AUTC
0.4322
0.4436
0.4483
0.4461
0.4439
0.4556
0.4520

can be characterized with the attributes taken from their
framework, and exhibits a strong advantage of substantial
empirical analysis in our past and current work, as well as
the fact that no strong preconditions are required.
Metrics used in aspect mining usually deal with measures of crosscutting, scattering and tangling. These metrics
are used in two different ways: to measure the precision and
accuracy of the aspect mining technique in capturing crosscutting concerns [4], and to derive various conclusions regarding the effect of crosscutting, by correlating them with
selected quality attributes for software [5]. While our previous work focused on the former, the AUSC and AUTC metrics deﬁned here support studies of the latter type, providing
an additional empirical measure to researchers and practitioners in need of project-level indicators of scattering and
tangling. As such these metrics may be used for correlation
with existing software metrics, leveraged as components of
more broadly-scoped metrics or models, and to continue the
study of the fundamental hypotheses of AOP. Moreover, the
data calculated as part of the scattering and tangling curves
themselves may be used to support ﬁner-granularity studies
at the class or component level, the goal of many previous
metrics such as those discussed in [10].
We are currently in the process of expanding the preliminary work presented here by analyzing the over 12,000
projects currently indexed by Sourcerer. From our initial
observations we are building parametric models for scattering and tangling which can be leveraged for more precise
analytical quantiﬁcation of AUSC and AUTC, as well as
provide a functional basis for understanding crosscutting at
the large and small scale. In the future we hope the metrics
described here, in addition to the parametric models currently being explored, will facilitate an Internet-scale analysis of the effects of scattering and tangling on software
quality, maintainability, and evolution.

Table 3. AUSC and AUTC Metrics for ArgoUML Versions.
Version
.10
.16
.24

AUSC
0.5126
0.5539
0.5779

AUTC
0.3791
0.4248
0.4595
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proportional to the amount of all possible execution
sequences (i.e. interleavings) in the concurrent program.
This estimation is exponential with respect to the amount
of states in program’s threads. However, in reality, there is
no need to consider all possible interleavings. The main
goal of this work is a more accurate estimation for
interleavings that should actually be considered.
A number of tools support estimation of the actual
interleavings coverage during the test process. ConTest
[3,4] does this based on internal counters of the
synchronization points' accesses in the program under test.
CHESS [11] controls the scheduling and preemption of
tasks, and allows for systematic coverage of all possible
interleavings. However, such tools are used during the
actual testing of a program, and cannot be used for
planning and estimating efforts, or for comparing
implementation options during the development. In this
work we attempt to fill this void. The suggested metric
allows a more controlled use of these tools so that at each
point of the test execution the tester would be able to know
how many paths were covered, and more importantly –
how many are still remain to be covered.
Section 2 discusses the different types of interleavings
and provides an alternative definition for the term
“interleaving”. This allows us to define in section 3 a novel
Synchronization Complexity metric that is an extension of
CCN for multi-thread programs. The new metric provides a
way to estimate the amount of so called intentional
interleavings in concurrent programs. Section 4 presents
data on calculation of the relevant cost parameters for
various types of synchronization statements. Finally,
section 5 discusses the results of analysis of a real life
concurrent application with regards to the new metric.

Abstract
A new metric is introduced that characterizes complexity
of a program based on the kind and amount of means used
for synchronization between its concurrent components.
Similar to McCabe’s metric for single-thread programs, the
new Synchronization Complexity metric allows for
assessment of the amount of tests needed to achieve a
proper coverage in testing of a concurrent program. It also
enables comparison between different application’s
implementations based on their synchronization
complexity.

1. Introduction
Software developers are often faced with questions such
as: How to make a better quality product? How to make it
testable? How to make it maintainable? These questions
were valid in 1970’s, and they’re valid still. There are
numerous ways to answer these questions, depending on
the used definition of “testable” or “maintainable”, or on
how the overall product quality is assessed.
One of the popular approaches is the use of software
code metrics. It is based on selecting measures that are
believed to be predictive of an aspect of application quality,
and are used as an aid to requirements, design, test, and
code reviews [1]. Many industry coding standards (like [5,
6]) specify requirements for the values of these measures.
McCabe’s Cyclomatic Complexity (CCN) metric [1, 10,
12] is most popular for assessment of complexity of a
single thread program. This metric counts the number of
branches in the code, and provides the lower bound for the
amount of tests needed to achieve the full coverage of the
application (under the branching coverage model).
However, CCN is not enough for multi-thread programs.
The reason is that during different executions of the same
test scenario, different interleavings might occur, and this
is not taken into the account in the CCN calculation.
While CCN allows estimating the effort needed to test a
single-process program, no metric has been suggested so
far to efficiently evaluate the impact of the concurrency on
the efforts needed to thoroughly test a program.
The trivial estimation of the cost incurred by
concurrency to the required test efforts would be

2. Interleavings
2.1 Intentional and unintentional interleaving
We distinguish between two different types of
interleavings – “intentional” and “unintentional”.
Unintentional interleaving is characterized by its
unpredictability: it is caused by an interrupt or another
unpredictable external event (such as buffer overflow).
Moreover, a hardware interrupt may cause interleaving on
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the machine instructions level even during execution of a
single-thread program; this happens due to activation of the
relevant interrupt handler.
In this work we ignore unintentional interleavings, and
only consider intentional ones. Intentional interleaving is
caused by an explicit synchronization statement (placed by
designer in the code) which by its nature serves as a
potential switch between the various threads of the
multithread application. It thus can cause several
alternative execution paths even when the same input is
considered. The various types of synchronization
statements are discussed in section 2.2 below.

interleaving. It can be shown that it is equivalent to that in
[9]; but it is more convenient for complexity measuring.
Table 1. Types of basic synchronization
statements (by functionality)
Synchronization
statement types

2.2 Synchronization Points
Every instance of a synchronization statement (e.g. of
fork) in code defines a separate synchronization point. In
a sense, this is similar to a branching statement in a singlethread application, except that the result of this
“concurrency branching" is a different order of state
changes in the program's threads.
In Table 1 below we consider a sub-set of what we call
basic synchronization statements. Table 1 is based on the
list of synchronization statements types considered in [3] as
part of the wider discussion there on synchronization test
coverage and ConTest implementation. Statements in the
first group (items 1 to 5) have been chosen based on the
coverage definition in [3]. In order to complete the list, we
added more statements for cases not addressed in [3].
Namely, these are: volatile access for cases where the
application is not encapsulated to the software, thread/task
creation and voluntary preemption (see items 6, 7 and 8).
Each synchronization statement may have a different
function name in different programming languages;
instead, we use generic names describing the statement
functionality.
Statements in Table 1 are basic in the sense that they are
common and behave similarly in different operating
environments. For example, synchronization point of type
wait may be implemented as a call to one of the functions
pthread_cond_wait, sem_wait, or mq_receive
in pthread library. Each of these implements different
functionality, but the synchronization effect is the same:
block until an event occurs.

Description
Try to enter a critical section; a mutex
acquire call that can fail (without
blocking the caller) or succeed.
Example: a C pthread library
pthread_mutex_trylock call
Entrance to a critical section; a mutex
acquire call that can block the caller
(till the mutex is unlocked) or succeed
instantly. Example: a C pthread library
pthread_mutex_lock call.
Exit from a critical section; a mutex
release call. E.g. a C pthread library
pthread_mutex_unlock call.
Wait on a condition. Examples:
sleep,a select call in a POSIX
system, or sem_wait call.
Inform a waiting (on Wait) thread that
the condition it is waiting for has been
met. E.g. : POSIX signal call, or
sem_post call.

1

Try-lock

2

Lock

3

Unlock

4

Wait

5

Notify

6

Pass Control

Release the CPU control by a thread.
For example, the Java method yield.

7

Volatile access

Access to a non-synchronized variable
with concurrent access, for example a
volatile variable in C.

8

Task/Thread
Initiation

Creation of a new thread. Examples: a
pthread_create call, a POSIX
fork system call or C exec call.

In the execution paths graph G(S,E), set S of nodes is
the product of states in all possible threads existing
throughout the application life: S = S1 × S2 × ... × Sn. This
means that a state of the entire application is in fact an ntuple consisting of current states in all n threads.
Each edge e E connects two states p, q  S, so that p
and q differ by exactly one element of the tuple. In other
words, each edge in the path changes state of exactly one
thread in the application.
Each path in G(S,E) represents an execution of the
multithreaded program. We call these paths interleavings.
Note that threads can be created and terminated
dynamically during the application execution. However the
amount of threads is always finite (for example, due to
limitations of the operating system); throughout this paper
we assume that a realistic estimation for this amount is
known in advance. Clearly, thread’s state (and hence the
relevant component of the tuple) can change only when it

2.3 Interleaving definition based on the execution
paths graph model
According to the definition in [9], an interleaving is a
total order relation on the set PE of shared data access
events in the application P. For each set of events PE (for
the given program P under a given input), there may be
several different interleavings.
Below we suggest an alternative definition of
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is alive, i.e. after its creation and before it is terminated.

Competition potential (CP). Value of this parameter
equals to the total number of threads competing for the
synchronization point, i.e. threads that can be in their
ready-to-run state immediately after execution of the
synchronization statement in this point.
It is data dependant and may change between various
applications and synchronization points within a single
application. In terms of the graph representation discussed
above, this is the number of tuples immediately reached
from the current state as the result of the synchronization
point execution.
Recall that IP depends only on the underlying
scheduling algorithm, but not on the program logic. For CP
the situation is the opposite: it doesn't depend on the
scheduling algorithm, but may vary between different
instances of the synchronization statement in the code. This
is because the amount of threads created by the program
and competing for a synchronization point depends on the
program logic.
For example, for Task Initiation under the Round-Robin
scheduling algorithm the IP equals to 2 (see above), but the
CP (i.e. the number of tasks to which the control may pass
in this particular instance) is variable, and may change
throughout the different places in the application.

3. Synchronization complexity metric
Synchronization Complexity metric (SCM) defined here
is used to estimate the required amount of tests needed for
full coverage under the synchronization coverage model
[3]. Under this coverage criterion, each branch of code
execution that includes a synchronization statement has to
be tested at least once (i.e. for each synchronization point,
all its interleaving options have to be covered at least
once).
Below we first consider cost parameters used to calculate
SCM, and then define the metric itself.

3.1 Cost parameters definition
For each of the synchronization types T listed above, we
define the following parameters:
Interleaving potential (IP). This is the minimum number
of interleavings (branches in the execution paths graph)
created by a synchronization point of type T in the given
operating environment. This is the minimum number of
other threads that can preempt the current one at the
considered synchronization point.
For each operating environment the value of IP remains
constant, and is not data dependent. For example, once IP
is calculated for Task Initiation under certain operating
environment, the obtained value can be used in evaluation
of SCM for all programs that use this synchronization type
and intended for that environment. E.g. consider a fork
system call in UNIX, where tasks with the same priority are
treated in a Round-Robin manner. In this case control can
switch to the newly created task or remain in the calling
task, or switch to some other ready-to-run task (if there are
any). Thus, the interleaving potential of this
synchronization type is 2: there are at least two possible
interleavings – switch to the newly created task, or not.
When the program is written, it is not known which of the
two will occur at the run-time; in each run, a different
interleaving may occur.
Situation changes when priorities are fixed and no two
tasks can have the same priority, as in µC/OS operating
system used in various embedded devices. Namely, of the
two tasks (the calling and the spawned) control will be
given to the one with a higher priority. The decision is
deterministic (since the priority is defined in the spawn
command by the caller), and will always be the same when
the program is run under the same input. Therefore, in this
case the IP of Task Initiation equals to 1.
Thus, in order to properly use this parameter, it is
necessary to be familiar with specifics of the target
operating environment for which the application is being
tested. A sample analysis of such parameters for some
environments is presented in Section 4.

3.2 Formal Definition of Synchronization
Complexity Metric
While the classic McCabe's CCN is the most common
branching complexity metric for sequential programs, SCM
can be viewed as its extension to the case of concurrent
programs. SCM can be used to estimate the minimum
amount of tests required to guarantee a full branching
coverage for all synchronization points in a program, where
branching appears as a result of concurrency.
According to [12], the minimum requirement to a metric
in order to be used for software measurement is that it
belongs to the so called ordinal scale category; such metric
can be applied for ranking of programs.. It can be shown
that SCM, as defined below, fulfils this requirement.
SCM is formally defined as follows:
SCM = (CCNsp*IPsp CPsp-1)
This formula combines the classic CCN for a single-thread
program (when CP=1) with the newly defined parameters
(interleaving potential and competition potential). Here,
for each synchronization point sp :
- CCNsp is the cyclomatic complexity number of the
branch at which the synchronization point was detected
(see definition and a detailed example below)
- IPsp is the interleaving potential of the synchronization
point. This value depends on the synchronization type.
- CPsp is the competition potential of the synchronization
point. This value is data-dependant.
In order to find CCNsp for a given synchronization point
sp, we first define a sub-graph Gsp (Ssp, Esp)  G(S,E) as
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follows:
Ssp – all states in S reachable from state bsp in which the
application was after executing the most recent branching
statement (for example if or while), on the execution
path leading to sp.
Esp – all edges in E that are connected to (i.e. enter into
or exit from) states in Ssp
CCNsp is then defined as cyclomatic complexity of Gsp
We illustrate the definitions with the following simple
example of CCNsp calculation.

performed for applications running in that environment. As
an example, consider the Lock synchronization type.
Priority based scheduling: If the lock is released at the
time of the call, the current thread will acquire the lock and
will continue running, as in try-lock. If the lock is locked at
the time of the call, the current thread will be blocked (will
become waiting), and the highest priority ready thread will
be given the CPU. Here the interleaving potential is the
number of threads in the application, because in the worst
case, any other thread can theoretically be in ready state
while the calling thread will be blocked waiting.
Round-robin based scheduling: For the considered
functionality the analysis is the same, and so is the
interleaving potential.
Evaluation of interleaving potentials for other types of
synchronization points listed in Table 1 is done in a similar
way; the results are summarized in Table 2 below.

Example. Consider the following program:
#include <unistd.h>
#include <stdlib.h>
int main(){
int pid = fork();
if (pid != 0) {
sleep(1);
printf("\nChild Process\n");
}
else
{
sleep(1);
printf("\nParent Process\n");
}
return pid;
}

Table 2. Interleaving potentials for various
synchronization types
Synchronization
Type

Interleaving potential
Priority based
scheduling
(standard system
call)

Here the fork call is a synchronization point on the top
branching level, and hence its CCNsp equals to the CCN for
the entire program (in this case 2) if analyzed as a simple
single threaded application.
The sleep calls reside inside the branches created by
the if statement. Each branch is a linear sequence of
statements:

Try-Lock

sleep(1);
printf("\nParent Process\n");

Hence, in both cases the value of CCNsp for the sleep
statements is 1, and equals to the CCN value of the
branches in which the synchronization point was found.

1

Number of threads
accessing the lock,
with priority
higher than that of
the caller

Wait

Number of threads in the application

Notify

Same as Unlock, but not higher than
number of threads accessing “Wait”.

Pass Control
(Explicit)
Volatile Access

4. Cost parameters for various
synchronization types
Task Initiation

Below we show examples of IP calculation for one of
the synchronization types and CP calculations for data
independent synchronization points.

1

Unlock

sleep(1);
printf("\nChild Process\n");

and

Round Robin
based scheduling
(standard system
call)

1

2

Maximum between number of threads
accessing the data and number of
processors in the application.
1

2

4.2 CP Analysis for Data Dependent
Synchronization Points

4.1 IP analysis for Lock synchronization point

For all synchronization types relying on specific data
(i.e. they are "data dependant"), CP equals to the number of
threads using that data. This relates, for example to Lock,
Unlock, Try-Lock, Wait, Notify, Volatile Access
synchronization types where CP equals to the number of
threads using the lock/semaphore/mutex data.

As described above, to use SCM it is necessary to
calculate the IP values for the underlying operating
environment, so that its scheduling policy is adequately
taken into account. This is done only once; the calculated
values can be then reused throughout SCM calculations
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The worst case for the CP is the total number of threads;
however it is safe to assume that typically this will not be
the case. There are metrics (e.g. the coupling metric
supported by static code analysis tools [7, 8]), that allow to
identify such problematic synchronization point instances.

code, it is able to calculate a number of metrics, including
McCabe’s CCN that is used in the definition of SCM The
CCN values are calculated per function in a single pass
over the code. They are then summarized to obtain the
CCN value per module (thus allowing to assess the total
effort needed for unit testing of all functions in the
module).
For a sample real-life applications analysis we have
chosen three HTTP server implementations. These are open
source programs: two versions of the BusyBox HTTP
server implementation (from BusyBox versions 1.0 and
1.14.1, both are available under GPLv2 license from the
BusyBox project at http://www.busybox.net/), and IKI
implementation
(version
1.915)
available
at
http://www.iki.fi/iki/src/httpd.c.
The reasons to choose this particular software are:
- These are stand-alone applications with many
synchronization points
- The BusyBox implementation has been improved
significantly between the versions, so it is a good candidate
for comparative analysis
- The BusyBox HTTP server implementations are used
in embedded devices where task synchronization problems
are of high importance, while schedulers are of a simpler
design (for example simple priority based schedulers can
be found in many applications using this implementation).
- There are many other HTTP server implementations
which can be used for comparison (we chose to compare
the BusyBox and the IKI implementations).
Results of the analysis are described in Table 3. It can be
clearly seen that the synchronization complexity of the IKI
implementation is less than that of the BusyBox
implementation, both absolutely and relatively to the total
CCN of the module. This suggests possibility of more
efficient and careful usage of system calls and inter-process
communication mechanism in the IKI implementation, and
can be used as a basis for review of the implementations in
order to find better ways (or identify better patterns) of
doing things.

4.3 CP analysis for data independent
synchronization points
Other synchronization types (such as Pass Control
(Yield) and Task/Thread Initiation) are “data independent”.
They depend on the number of total threads/tasks in the
application, but not on the usage of a particular shared
variable.
Pass Control. When the control is passed, whether
explicitly or implicitly, the thread given the CPU can be
any of the threads available in the system, thus the
competition potential is the number of threads in the
system.
Task Initiation. Task initiation is essentially a pass
control construct, except that each task initiation increases
the following call competition potential. Initiating all the
threads in the system in the initialization stage is a common
practice in embedded software implementations with
limited resources. Such systems acquire all the needed
resources in the initialization stage, including threads
initiations and memory allocations, in order to avoid
resource deficit during the life time of the running system.
In this case the competition potential for each thread
initiation synchronization point will increase by 1 every
call, so that for each new thread t : CPt = t (with CP0 = 0).
A common practice is to initiate threads in one loop, in a
code that looks similar to the following example (here n is
the total amount of tasks to be created):
int i, maxTasks = n;
for (i = 0; i < maxTasks; i++)
createTask(i);

In this usage pattern, the CP of createTask changes at each
iteration, but for the static analysis the average value can be
considered (calculated as the sum of all the numbers in the
range, divided by the number of iterations of execution of
this code). So in this case, the CP for each call equals to
1 n
n 1
¦ (t  1) = 2 , where n is the total number of threads.
nt1
In another case, when thread initiations and exits are
performed in an arbitrary order (e.g. Web Server which
starts a separate thread on each connection, and exits when
the connection ends), the competition potential would be
the maximum number of threads allowed to run in the
system concurrently (i.e. n).

Table 3. Analysis of synchronization complexity
for various HTTP server implementations
Module

CCN

SCM

SCM addition

Old BusyBox

374

1416

278%

New BusyBox

326

615

87%

IKI

312

487

56%

5.1 Growth of SCM values

5. Real life application analysis

Additional interesting observation seen in Table 3 is that
SCM doesn’t grow exponentially, as might be expected
based on the metric formula. This is due to very low defacto competition potentials for each of the synchronization

For the sample implementation we used the open source
tool CCCC [8]. Through static analysis of C, C++ or Java
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points. The analyzed implementations used only two tasks:
the main task and a listener task forked from it. Hence the
CP value was equal to 2.
In real life applications the tendency is towards loose
coupling between modules, thus creating very little
dependencies and synchronization amongst threads in the
system. For example, in [6] the requirement is that “Source
code should be developed as a set of modules as loosely
coupled as reasonably feasible”.
Therefore, as we already mentioned, it can be assumed
that most of the real-life applications have only handful of
threads competing over the same resources, and thus
require synchronization. For example, in [3], 16 out of 575
classes (i.e. 3%) having synchronization primitives is
considered reasonable. Although it is not clear from [3]
how many threads are in the system, it is reasonable to
assume that in such large-scale system, the amount of
threads sharing data is small relatively to the total number
of the threads. In [11] it is also shown that there are very
limited amounts of threads for even large scale projects.

the coupling between the threads in the system.
Our opinion is that having a metric which allows
comparing the impact of the synchronization on the overall
program complexity between various possible solutions
may be beneficial for software developers and testing
engineers. As part of future work we plan to evaluate the
effectiveness of SCM and its ability to prove itself useful
for development and testing of real-world applications.
Also, further development needs to be done on the
implementation of SCM in order to provide values precise
enough to be used in pair with coverage calculations based
on one of the models described in [3, 9, 11].
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Abstract—Maintainability is typically described initially
as a non functional requirement at the system level. Systems
engineers must subsequently apportion these system
requirements very carefully as either software or hardware
requirements to conform to the maintainability requirements
of the system. A number of concepts are provided in the
ECSS, ISO 9126, and IEEE standards to describe the
various types of candidate maintainability requirements at
the system, software, and hardware levels. This paper
organizes these concepts into a generic standards-based
reference model of the requirements at the software level for
system maintainability. The structure of this reference
model is based on the generic model of software
requirements proposed in the COSMIC – ISO 19761 model,
thereby allowing the measurement of the functional size of
such maintainability requirements implemented through
software.
Keywords—Maintainability
Requirements,
Non
functional requirements – NFR, Functional size, COSMIC –
ISO 19761, ECSS International Standards, Software
Maintainability Measurement.
1. Introduction
Non-functional requirements (NFR) play a critical
role in system development, including as selection
criteria for choosing among alternative designs and
ultimate implementations. NFR may also have a
considerable impact on project effort, and should be
taken into account for estimation purposes and when
comparing project productivity.
Typically, these NFR are described at the system
level and not at the software level, and there is no
consensus yet on how to describe and measure these
system NFR. In practice, NFR can be viewed, defined,
interpreted, and evaluated differently by different
people, particularly when they are stated vaguely and
only briefly [1-3]. Therefore, it is challenging to take
them into account in software estimation and software
benchmarking: NFR have received less attention in
the software engineering literature and are definitely
less well understood than other cost factors [3].
Without measurement, it is challenging to take them
as quantitative inputs into an estimation process and
productivity benchmarking.
In practice, the requirements are initially typically
addressed at the system level [4-10] either as highlevel system functional user requirements (system
FUR) or as high-level system non-functional
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requirements (system NFR). The latter must usually
be detailed, allocated and implemented in either
hardware or software, or both, as software FUR, for
instance.
For example, a system FUR will describe the
required functions in a system, while a system NFR
will describe how the required functions must behave
in a system. In the software requirements engineering
step, system NFR can then be detailed and specified
as software FUR to allow a software engineer to
develop, test, and configure the final deliverables to
system users.
The term "functional" refers to the set of functions
the system (including the software) has to offer, while
the term "non-functional" refers to the manner in
which such functions are performed. FUR is typically
phrased with subject or predicate constructions (i.e.
noun/verb), such as: "The system must print 5
reports". NFR, by contrast, are typically phrased with
adverbs or modifying clauses, such as: "The system
will print 5 reports quickly" or "The system will print
5 reports with a high degree of reliability".
In the ECSS (European Cooperation on Space
Standardization) standards for the aerospace industry
[11-14], the ISO 9126 [15] and IEEE 830 [16]
standards, a number of concepts are provided to
describe various types of candidate maintainability
requirements at the system, software, and hardware
levels. However, these standards vary in their views,
terminology, and coverage of maintainability.
Currently, there exists no generic model for the
identification and specification of software FUR for
implementing system maintainability requirements
(system NFR) based on the various views documented
in international standards and in the literature [1-14].
Consequently, it is challenging to measure these
maintainability-related software FUR, and take them
into account quantitatively for estimation purposes.
This paper focuses on a single type of NFR, that is,
system maintainability requirements, and reports on
the work carried out to define an integrated view of
software FUR for system maintainability NFR, on the
basis of international standards including the use of
the generic COSMIC – ISO 19761 [17] model of
software FUR.
The paper is organized as follows. Section 2
presents the view of software FUR in ISO 19761.
Section 3 identifies the standards describing

maintainability requirements. Section 4 presents a
standards-based definition of a generic model of
requirements for software to implement system
maintainability NFR. Finally, a discussion is
presented in section 5.

2. A Generic view of software FUR in ISO
ISO 14143-1 [18] specifies that a functional size
measurement (FSM) method must measure the
software functional user requirements (FUR). In
addition, the COSMIC – ISO 19761 [17] model
proposes a generic model of software FUR that
clarifies the boundary between hardware and
software. Fig. 1 illustrates the generic flow of data
from hardware to software from a functional
perspective. From this generic model of software
FUR, depicted in Fig. 1, the following observations
can be made:
x Software is bounded by hardware. In the socalled “front end” direction (i.e. center of Fig. 1),
software used by a human is bounded by I/O
hardware such as a mouse, a keyboard, a printer,
or a display, or by engineered devices such as
sensors or relays. In the so-called “back end”
direction (i.e. the right-hand side of Fig. 1),
software is bounded by persistent storage
hardware like a hard disk, or RAM or ROM
memory.
x Software functionality is embedded within the
functional flows of data groups. Such data flows
can be characterized by four distinct types of data
movements. In the “front end” direction, two
types of movements (ENTRIES and EXITS)
allow the exchange of data with users across a
boundary. In the “back end” direction, two types
of movements (READS and WRITES) allow the
exchange of data with the persistent storage
hardware.
BOUNDARY

USER

Front
end
ENTRY
I/O
EXIT

or
Engineered
Devices

READ
Storage Hardware
SOFTWARE

WRITE

Fig. 1: Generic flow of data groups through software from
a functional perspective in COSMIC – ISO 19761

x

3. Identification of standards describing
maintainability requirements
This section presents a survey of the
maintainability-related views, concepts, and terms in
the ECSS, ISO 9126, and IEEE-830 standards. This
section identifies which standards currently address
aspects of the software FUR derived from system
maintainability FUR and NFR – see Fig. 2. The
expected outcome is the identification of the various
elements that should be included in the design of a
standards-based framework for modelling software
FUR for system maintainability. The elements of
maintainability are dispersed in various system views
throughout various ECSS standards and are expressed
as either:
x
x

System
maintainability
functional
user
requirements (system maintainability FUR), or
System
maintainability
non-functional
requirements (system maintainability NFR)
System maintainability
FUR

System maintainability
NFR

Software maintainability
FUR

Fig. 2: Mapping system NFR into software FUR for
maintainability

3.1 ECSS: views and concepts for maintainability

Back
end

ENTRY
EXIT

As an FSM method, COSMIC is aimed at
measuring the size of software based on identifiable
FUR. Once identified, those requirements are
allocated to hardware and software from the unifying
perspective of a system integrating these two
“components”. Since COSMIC is aimed at sizing
software, only those requirements allocated to the
software are considered in its measurement procedure.

Different abstractions are typically used for
different measurement purposes. In real-time
software, the users are typically the engineered
devices that interact directly with the software,
that is, the users are considered the I/O hardware.
For business application software, the abstraction
commonly assumes that the user is one or more
humans who interact directly with the business
application software across the boundary; the I/O
hardware is ignored.
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Maintainability in the ECSS standards is
considered as part of the integrated support
requirements in system engineering, including related
activities and procedures. Table 1 presents a list of
concepts and vocabulary used in the ECSS standards
to
describe
system-related
maintainability
requirements. For instance, the ECSS specifies that,
for system maintainability, analysis of failure modes,
effects, and criticality (FMECA) must be carried out.
ECSS does not specify, however, if such requirements
must be implemented in software, hardware, or a
combination of the two.
While conducting the survey of all the
maintainability concepts and terms described in the
ECSS-E-40 and ECSS-Q series and in ECSS-ESA as
the integrated standard for ECSS-E and ECSS-Q, it
was observed that:
x These various maintainability elements are
described differently, and at different levels of
detail;

x The maintainability elements are dispersed
throughout the various documents: there is,
therefore, no integrated view of all types of
candidate maintainability requirements;
x There is no obvious link between the
maintainability requirements in ECSS-ESA [19] as
the integrated standard and all the other ECSS
standards
that
describe
maintainability
requirements.
Table 1: Maintainability view and vocabulary in ECSS

Key view
x
Part of the
integrated
support
requirements
in system
engineering,
including
activities and
procedures

x
x
x
x
x
x
x

Concepts and Vocabulary
Maintainability activities and
procedure.
Maintainability operations
Environment control and life
support systems design (ECLSS)
Failure modes, effects, and
criticality analysis (FMECA)
Failure modes and effects analysis
(FMEA)
Mean-time-to-repair and System
down-time
Fault detection and isolation
capability
System malfunction.

3.2 IEEE: views and concepts for maintainability
IEEE-830 [16] lists maintainability as one of the
NFR type, but does not define it, nor does it provide
guidance on how to describe and specify the
maintainability requirements; of course, it does not
provide guidance on how to measure any of these
NFR either.
IEEE-14764 [20] and IEEE-982.1 [21] only define
the maintainability requirement as the capability of
the software product to be modified, without
mentioning how to describe and specify the
maintainability requirements.
and

concepts

Key views
Maintainability
quality
characteristic:
The capability
of the software
product to be
modified.

x
x
x
x
x
x
x
x

Modifications
may include
corrections,
improvements,
or adaptation
of the software
to changes in
environment

x
x
x
x
x
x
x
x

Concepts and Vocabulary
Analysability
Audit Trial Capability
Failure Analysis Capability
Status Monitoring Capability
Diagnostic Function Support
Changeability
Change Efficiency
Software Change Control
Capability
Modifiability
Stability
Modification Impact
Change Success Ratio
Testability
Availability of Built-in Test
Function
Retest Efficiency
Test Restart Ability

A large number of measures are proposed in ISO
9126, but none addresses software FUR, only the
maintainability NFR of the software itself. However,
nothing precludes the use of these concepts at the
system level or looking at what functions must be
performed at the software level (i.e. FUR allocation to
software) to implement these system level NFR.

It is also to be noted that the ECSS does not
propose a way to measure such software
maintainability
requirements,
and,
without
measurement, it is challenging to take such an NFR
either as a quantitative input to an estimation process
or in productivity benchmarking.

3.3 ISO9126:
views
maintainability

Table 2: Maintainability view & vocabulary in ISO 9126

for

The key view on maintainability in the ISO 9126
series is from the perspective of the quality of the
software product: maintainability is presented as a
‘quality characteristic’, which is decomposed into
quality sub characteristics and then into proposed
derived measures to quantify those quality sub
characteristics. The inventory of related concepts and
vocabulary on software maintainability, such as
analyzability, changeability, is presented in Table 2.
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4. A standards-based definition of a generic
model of software-FUR for system
maintainability requirements
This section identifies and assembles the
terminologies and concepts of maintainability
dispersed throughout the ECSS, IEEE, and ISO
standards. These terminologies are mapped next into a
proposed model of maintainability software FUR
using the generic FUR model proposed in COSMIC.
This COSMIC-based generic model then becomes a
framework for describing the software FUR from
system maintainability requirements based on the
ECSS standards.
4.1 Mapping maintainability views and vocabulary
from standards
Table 3 presents the system maintainability
requirements that are present either as system
requirements in the ECSS standard or as
maintainability-related concepts in ISO 9126: each of
these could be interpreted, and specified, at times as
software FUR.
4.2 Types of maintainability requirements
Next, four types of system-related maintainability
requirements can be derived:
x
System Analyzability
x
System Changeability
x
System Stability
x
System Testability

Table 3: Maintainability in ECSS & ISO 9126

Table 5: Maintainability functions allocated to software

System Maintainability Requirements

Type

x
x

Failure Data Operation
Failure Data Monitoring
Failure Data Control
System Failure Tasks
Failure Isolation
Failure Detection
Correct Data Faults
Correct System Defects
Fault Prevention of Data Control
Fault Prevention of System Functions
Fault Allocation Time

External
Maintainability

Internal
Maintainability

Table 4 presents various typical procedures (middle
column) for system maintainability requirements and
corresponding software functions (right-hand side
column) that may be specified to implement such
procedures for the four types of system
maintainability requirements.
Table 4: System maintainability requirements and related
software functions
System
Maintainability
Requirements

System
Analysability

System
Analysability &
Changeability
System
Changeability
System
Testability
System
Stability

Software
Procedure for
System
Maintainability

Maintainability
Procedure

Registered
Failures
System
Malfunction

x
x
x
x
x
x
x
x
x
x

Maintainability functions
Failure Data Operation function
Failure Data Monitoring
function
Failure Data Control function
System Failure Tasks function
Failure Isolation function
Failure Detection function
Correct Data Faults function
Correct System Defects function
Fault Prevention of Data Control
function
Fault Prevention of System
Functions
System Time function
Fault Allocation Time function

4.4 Identification of the maintainability function
types
This section identifies the function types and
functional relationships in the software FUR for
system maintainability.
Maintainability Function Type 1: Failure
Procedure - Fig. 3
 The system diagnostic function sends a data
group to the failure data operation, monitoring,
control, and system failure tasks.
 Failure data operation, monitoring, control, and
system failure tasks functions send a data group to
each other.

Software functions

System Diagnostic
Function
Failure Data
Operation
Failure Data
Monitoring
Failure Data
Control
System Failure
Tasks
Failure Isolation
Failure Detection

Failure data operation

Failure data monitoring

System diagnostic function

Failure data control

Correct Data
Faults
Correct System
Defects
System Time
Fault Allocation
Time
Fault Prevention of
Data Control
Fault Prevention of
System Function

System failure tasks

Fig. 3: Maintainability failure procedure

Maintainability Function Type 2: Registered
failures – Fig. 4
 Failure detection function sends/receives a data
group to/from failure isolation function and vice
versa.
Failure detection

4.3 Software maintainability functions to be
specified
The maintainability functions to be specified (and
corresponding entities to be measured) are divided
into external and internal maintainability function that
may be allocated to software  see Table 5: External
maintainability refers to the expected failures that
could occur in the system, while internal
maintainability refers to the expected correction of the
failures occurring in the system.

Failure isolation

Figure 4: Registered failures

Maintainability Function Type 3: System
malfunction – Fig. 5
 Correct data faults function sends/receives a data
group to/from correct system defects function,
and vice versa.
Correct data faults

Correct system defects

Figure 5: System malfunction
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Maintainability Function Type 4: System stability
– Fig. 6
 Fault prevention of data control function
sends/receives a data group to/from fault
prevention of system functions, and vice versa.
Fault prevention of
data control

Fault prevention of
system functions

Fig.6: System stability

Maintainability Function Type 5: System
testability – Fig. 7
 The system time function sends/receives a data
group to/from fault allocation time, and vice
versa.
 The system time and fault allocation time
function sends/receives a data group to/from
system stability function, and vice versa.
System time

Fault allocation time

System stability

Fig.7: System testability

4.5 Identification of the functional relationships
Fig. 8 presents an overview of the relationships
between the function types in the maintainability
software FUR, using COSMIC for graphical
representation. Specifically:
x The sub model of the Maintainability Function
Type 1 can be used to specify and measure the

functional size of the external maintainability for
the maintainability failure procedure from the
received/sent data movements from/to registered
failures and system stability function – see Fig. 8.
x The sub model of the Maintainability Function
Type 2 can be used to specify and measure the
functional size of the external maintainability for
the registered failure from the received/sent data
movements from/to registered failures and system
malfunctions and stability functions  see Fig. 8.
x The sub model of the Maintainability Function
Type 3 can be used to specify and measure the
functional size of the internal maintainability for
the system malfunction Maintainability Function
type from the received/sent data movements
from/to registered failures and system stability
functions  see Fig. 8.
x The sub model of the Maintainability Function
Type 4 can be used to specify and measure the
functional size of the internal maintainability for
the system stability Maintainability Function type
from the received/sent data movements from/to
malfunction system, system testability and
system failure procedure  see Fig. 8.
x The sub model of the Maintainability Function
Type 5 can be used to specify and measure the
functional size of the internal maintainability for
the system testability entity type from the
received/sent data movement from/to stability
functions  see Fig. 8.
This model is referred to here as a generic model of
software FUR for system maintainability.

Fig. 8: COSMIC reference model of maintainability requirements allocated to software
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5

[4]

Discussion

This paper has introduced a procedure for specifying
and measuring software requirements for the internal
and external maintainability needed to address the
system’s maintainability requirements.
The main contribution of this paper is our proposed
Generic Model of software FUR for system
maintainability. This generic model can be considered
as a kind of reference model for the identification of
system maintainability requirements and their allocation
to software functions implementing such requirements.
System requirements allocated to hardware have not
been addressed in this paper. Since the structure of the
generic model is based on the generic model of software
adopted by the COSMIC measurement standard, the
necessary information for measuring their functional
size is readily available.
Specifically, the generic model of maintainability
presented in this paper is based on:
x the ECSS standards for the description of the NFR
for system maintainability; and
x The COSMIC measurement model of functional
requirements.
The model is independent of the software type and
the languages in which the software FUR will be
implemented. The proposed generic maintainability
model (i.e. reference model) provides:
x A specification model for each type, or all types, of
maintainability requirements: for example, the
requirements to be allocated to software for the
maintainability failure procedures for system
analyzability, the registered failures and
software/system
malfunction
for
system
changeability, and for system/software stability and
testability.
x A specification measurement model for each type,
or all types, of maintainability requirements.
Future work includes documentation of the traceability
of the elements of this generic model to the detailed
elements of the ECSS standards, as well verification of
this generic model to ensure full coverage of
maintainability requirements. Discussions with groups
of experts will be necessary to ensure its usefulness
across various communities and to develop a consensus
on further refinements of such a generic model which
could be proposed eventually as a candidate for
standardization.
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Abstract

the architectural design was successfully tackled in the past
through styles and patterns. Indeed, there was a large body
of work on the study and the classification of such reusable
assets dedicated to architectural designs [12, 13, 3]. In the
meantime, these efforts contributed to provide a common
vocabulary to the community. Arguably the most important
to us, there was an attempt to build a repository for storing
and retrieving architectural styles in order to provide guidance to software architects [10]. From there on, the question
is straightforward: why not leverage these key ideas to address the problem of architectural evolution?

Evolution is an increasingly important aspect in the software architecture community. At this level of abstraction, evolution is mainly concerned with changes brought
to specifications of components and connectors and to their
configuration. Such an evolution activity may be very hard
or easy; the degree of difficulty largely relying on the competence and skill of the architect who performs it. In order to decrease time and cost associated to evolution, this
paper suggests a new evolution model relying on styles to
capitalise recurring evolutions in order to re-apply them
whenever a similar problem arises again within architectures. Ultimately, this paper argues in favor of off-the-shelf
evolutions to tackle the complex problem of architectural
evolution.

In this paper, we present an evolution model in which a
recurring evolution is modeled as a first-class entity called
an evolution style. This evolution model considers that the
competences of the software architects should be durably
capitalized into a repository, termed a “shelf”, for their subsequent (re)use. Ultimately, reuse becomes effective when
selecting a style from a shelf and instantiating it on a particular architecture. We propose that an evolution style (or
style, for short) has a two part specification, called header
and competence. Furthermore, evolution styles are related
to one another with several semantic relationships to improve their organization on the shelf. Specifically, their organisation provides a natural taxonomy that is a foundation
for a classification-driven reasoning. The type of the reasoning performed, either static or dynamic, determines the
value-added features of our evolution model.

1. Introduction
Most work on software evolution focuses on the code
level. However, software architecture permits system evolution at a level of abstraction where quality and business
tradeoffs can be understood and analyzed. We consider that
“Evolving-in-the-large” is an approach for software evolution that shifts the user’s focus away from lines-of-code to
coarse-grained components and their overall interconnection structure.
Architects have almost no assistance in evolving their architecture. Evolution is typically done in an ad hoc manner,
guided only by the competence of the architect performing
it. We believe that evolution is generalizable and repeatable, i.e., not specific to a particular instance. Thereby, we
argue that it should be possible to define kinds of evolution
patterns or styles, reusable over a family of related applications.
Taking a step back, we observe that in the field of software architecture, the problem of complexity underlying

The rest of this paper is organized as follows. First, in
Section 2 we briefly present the background information
that sets the stage for the ensuing discussion. We survey the
related work in Section 3. Section 4 introduces our stylebased evolution model and Section 5 explains how architectural evolution is achieved according to this model. The
off-the-shelf approach derived from our evolution model is
described in Section 6, where we give the key elements to
build a shelf for evolution styles. We conclude this paper in
Section 7.
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2. Background on Software Architecture

and defined the concept of evolution styles. Particularly,
Garlan et al. [4] defined an evolution style as a set of evolution paths among classes of systems, e.g., evolutions from a
web-based architecture to J2EE. This point of view requires
an even greater abstraction level to be able to describe such
paths. From our concern, an evolution style is rather a local evolution path related to any architectural element. In
short term, our respective visions could converge towards a
single solution able to deal uniformly with different abstraction levels. For the time being, it’s our own vision which is
detailed in the rest of this paper.

The evolution model developed in this paper relies on
concepts from the software architecture field. This section
briefly discusses these concepts.
As software systems grew more complex, their design
and specification in terms of coarse-grain building blocks
became a necessity. The field of software architecture addresses this issue and provides high-level abstractions for
representing the structure, behavior, and key properties of
a software system. Software architectures involve descriptions of the elements from which systems are built, interactions among those elements, patterns that guide their composition, and constraints on these patterns [11]. In general,
a particular system is defined in terms of a collection of
components, their interconnections (configuration), and interactions among them (connectors).
To date, many architecture description languages
(ADLs) have been developed to aid architecture-based development [9]. ADLs provide formal notations for describing and analyzing software systems. They are usually accompanied by various tools for parsing, analysis, simulation, and code generation of the modeled systems. Examples of ADLs include C2SADEL [8], Darwin [7], and
Wright [1]. A number of these ADLs also provide extensive support for modeling behaviors and constraints on the
properties of components and connectors [9]. In contrast,
ADLs provide a limited support for architecture-based evolution.

4. Modeling Architecture Evolution
We argue that evolution of architectural elements should
be captured in an abstraction amenable to being reused. In
this section, we present our vision for such a model for evolution. We assume that the evolution-oriented task of architects is a combination of the knowledge of the elements
involved and the conditions for their change, along with the
method used to perform the change. To separate between
these two views of an evolution, we suggest that an evolution style has two parts: a header and a competence. In
addition, our evolution model is enhanced with a number of
relational elements.

4.1. Header and Competence
As mentioned above, an evolution style is defined with
a header plus a competence. In other words, a header provides an interface, and the competence provides an implementation of that interface. As a direct consequence of that,
the header is mandatory while the competence is not. An
abstract style is a style that does not define any competence
to realize the header. On one hand, the header declares a
textual description of the goal, a context, a list of parameters and assertions. Context is provided by the kind of architectural element where the style can be used (component,
connector, configuration, port, etc.). The range of possibilities directly depends on the architectural elements reified by
a given ADL. Parameters are further elements that may be
required during the process. Finally, assertions are typically
a pre- and a post-condition used to control the state of architecture before and after evolution. On the other hand, the
competence specifies logic and control (i.e., the algorithm)
to achieve the goal stated by the header.
One concretisation of this abstraction is shown in Figure 1. The goal of the evolution style depicted is to manage
properly the suppression of a component located on the border of a configuration, that is, maintaining bindings1 with it.
We see that the header declares the context (a component)

3. Related Work
Traditionally, it is admitted that Lehman’s laws [6] laid
the foundations of software evolution. This seminal work
was based on empirical observations that have shown that
changes in a software system are inevitable. From there on,
there was the need for new engineering activities dedicated
to software evolution. These efforts led to important evolution techniques such as: code refactoring, code slicing, and
model transformation. Nevertheless, architecture evolution,
by itself, has received little attention.
We review two approaches: architecture description languages (ADLs) and architectural styles. By providing formal syntax and semantics, ADLs facilitate analysis, which
provide input for engineered evolution. However, existing
ADLs do not provide any techniques to specify architectural
change in the context of evolution [2]. An architecture style
defines a vocabulary of components and connector types,
and a set of constraints on how they can be combined. Architecture styles provide a way to capture knowledge about
common classes of systems, and a leverage for analyzing
their properties. Recently, several researchers (including us
[5]) have proposed to extend styles to architecture evolution

1 also
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Figure 1. Specimen of evolution style.
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and the initial state of the architecture (there exist bindings
between the components and its owning configuration). The
competence specifies what must be done in this case and can
involve further evolution styles. Indeed, evolution styles
know each other due to some relational elements introduced
in the next section.
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Figure 2. Illustration of relational elements
supported by evolution styles.

4.2. Relational Elements
A key aspect of our evolution model is to provide some
relational elements (in the broad sense) in order to improve
the practical usage of evolution styles. Instantiation, specialization, composition and utilization are important relationships that we describe below:

concerned with binding effective parameters (i.e., elements
of an architecture) with formal parameters and with checking assertions. In the case where the evaluation of the precondition succeeds and the style is not an abstract style,
the execution of the competence is triggered. Specialization (2) is concerned with an inheritance principle that supports header overloading and competence overriding. The
overloading technique stipulates that the header of a substyle may add new or more specific parameters, weaken the
precondition and strengthen the postcondition. The overriding technique stipulates that the competence of a substyle
can replace the competence of its superstyle. Composition
(3) and utilization (4) are both concerned with a delegation
principle by which the competence of an evolution style can
be called from another evolution style.

1. Instantiation (is-a): makes possible to reuse a style on
a given architecture. Logically, an abstract style cannot
have direct instances. Each instantiation produces a
particular evolution process (or simply evolution, for
short).
2. Specialization (is-kind-of ): enables to define more
specific styles by inheriting from a parent. As a result, it is possible to build a conceptual hierarchy of
evolution styles.
3. Composition (is-composed-of ): is an important technique to combine styles into more complex ones. A
composite style delegates its competence to its substyles. Above all, composition suggests a strong coupling between the evolutions modeled.

5. Achieving Architecture Evolution
This section deals with the runtime aspect of the evolution process, whenever an evolution style is instantiated.
The architect selects an element of her architecture and
a style to apply to it, and (ideally) properly fulfills the
header’s parameters. If the evaluation of the header’s precondition succeeds, then the style is elected. From there,
two cases are possible: either the style is concrete and its
competence is executed, or it is abstract and a dynamic competence lookup is started. Let us have a closer look at this
mechanism that supports competence polymorphism.

4. Utilization (uses): allows styles to collaborate in an optional manner. Hence, this relational element suggests
a loose coupling between the evolutions modeled.
The Figure 2 gives an illustration of the relational elements explained above. Due to the object-oriented spirit
of our relational elements we used the graphic notation of
UML to depict them.
Basically, each of these four relational elements underpins a specific operational mechanism. Instantiation (1) is
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than S5 (i.e., most specific2 ). Meanwhile, S7 is labeled
“impossible” due to a type incompatibility. The “possible”
evolution style is S9 because the single effective parameter
“Oracle” does not suffice in classifying the instance into it.

5.1. Dynamic Competence Lookup
Dynamic competence lookup is an inference mechanism
that relies on a dynamic classification-driven reasoning. Its
purpose is to discover what competence matches with a
given state of the architecture. The lookup process is based
on an in-depth traversal of the specialization hierarchy in
order to find the most specific style to which the instance
could be attached via the is-a relationship.

5.2. Validation of the Evolution
As already mentioned, the execution of a style’s competence can trigger the execution of other styles, and so on, until there is no more competence to execute on the architecture. When dynamic competence lookup occurs and when
several styles were labeled “sure” or “possible”, the architect must intervene to make a decision. Her duty concerns
the choice among the list of evolution styles so that the evolution process could continue, and the provision of missing
parameters needed by styles labeled possible.
At the end of the evolution process, the consistency of
the architecture is checked. It is worth mentioning that the
constraints defined on the different elements of the architecture are viewed as natural invariants for their evolution.
Thus, the consistency checking is concerned with the diagnostic of the constraints that are violated in the architecture
after its evolution. If no inconsistency is detected, then the
evolution is validated. Otherwise, the architects have to correct the problems. The list of violated invariants is shown to
the architect in order to facilitate her work. We then leave to
the architect the opportunity to return to any previous state
by canceling the execution of some competences. She can
also make the choice of other styles on the basis of the list
of styles labeled “sure” and “possible”.

Figure 3. Illustration of dynamic competence
lookup mechanism.
The dynamic classification-driven reasoning is driven by
the values of the effective parameters provided by the architect. In practice, it is frequent that the instance to be classified is incomplete because some parameters are missing.
To deal with this issue, we use an “uncertain” classification
technique. According to this technique, the attachment of
an instance to a concrete evolution style can be labeled:

6. Evolution Off-The-Shelf
Given the principles outlined above, our aim is to provide a shelf where evolution styles could be properly managed. Storage and retrieval are the two key features of the
shelf, that both rely on the hierarchical relations – specialization and composition – existing between evolution styles.
The shelf works with a single central inference mechanism
called static classification-driven reasoning. The purpose of
such a reasoning is to infer new is-kind-of or is-composedof relationships, respectively.

• Sure: if the instance satisfies all the constraints (i.e.,
parameters’ types and precondition) of the style.
• Possible: if the instance does not violate any constraint
but is incomplete.
• Impossible: if the instance violates at least one constraint.

6.1. Basic Concepts on Classification

The exemple given by Figure 3 sketches a situation
where an instance of the style S2 is demanded and where
the formal parameter c (abbreviation of context due to
space limitation) is bound with the server component “Oracle”. Consequently of the abstract nature of S2, the dynamic
lookup mechanism then tends to determine which sub-style
of S2 would be relevant to this instance. As a result, S5, S8
and S6 are labeled “sure”. However, S8 is more suitable

Generally speaking, the aim of the algorithm underlying
the classification-driven reasoning is to compute the most
specific subsuming styles (M SSx ) and the most general
subsumed styles (M GSx ) of a given evolution style x. The
algorithm works as well with the specialization hierarchy
as with the composition hierarchy. The difference simply
2 This
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requires to infer the exact type of a given architectural element.

right position of the new style into the given hierarchy. It
simply remains to add the missing semantic relations by
breaking direct connections between MSS and MGS, then
by connecting x to its MSS and its MGS to itself. Notice
that in the case of specialization the inheritance comes into
play, implying that some headers have to be automatically
restructured in order to eliminate (possible) redundancy.

holds in the subsumption test used and on the root on which
the process is started, namely, s , Evolution for the specialization hierarchy and c , N EV  for the composition
hierarchy. This process is schematized in Figure 4.

6.3. Retrieval Feature
The shelf must provide more than a text-based search
technique. Instead, the search is based on a classificationdriven technique as mentioned in the beginning of this section. From a search engine perspective, the evaluation of a
query gives rise to three classes of results: success, failure
or candidate. Success or failure are the two basic classes,
as provided by any repository techniques. Candidate is a
particular class which contains alternative results, which is
very useful whenever the problem stated by the architect
is-a-kind-of an already known problem or is-composed-of
some already known problems.
In our approach, a query is deliberately expressed as an
abstract evolution style x. The query evaluation process is
then rephrased as a classification process. Consequently,
the two sets M SSx and M GSx give important information
while the choice of the target hierarchy (and the subsumption test thereof) reflects the questioning of the architect.
The Table 1 summarizes the various scenarios from a query
x.

Figure 4. Illustration of the classificationdriven reasoning performed on an evolution
style x into the specialization hierarchy (top
part) and on the composition hierarchy (bottom part).
Evolution and NEV (No EVolution) are roots that are artificially introduced by the system to support single-rooted
hierarchies. Each subsumption test (signature: A × B →
Boolean) makes possible to discover if a particular semantic relationship holds between a couple of evolution
styles. This is done considering the specialization subsumption test s that checks if the B’s header is overloading the
A’s header, and the composition subsumption test c that
checks if B owns at least the same compositions as A.

Class
Success
Success
Candidate
Candidate
Failure
Failure

6.2. Storage Feature

Test
s
c
s
c
s
c

Description
M SSx = M GSx
M SSx = M GSx
M SSx solely
M SSx solely
M SSx = M GSx = ∅
M SSx = M GSx = ∅

Table 1. Classes of results induced by the
classification-driven reasoning performed on
a query x.

Acquiring new know-how is a very important step to ensure their subsequent reuse. Without assistance, the consistency of the shelf’s content can not be guaranteed over time.
This is particularly true when the size of the shelf reaches
a certain threshold. Thus, the purpose of the storage is to
take into account the existing evolution styles whenever the
insertion of a new style occurs.
By default, any new specification of an evolution style
is related to the Evolution style and to the NEV style, roots
of the specialization hierarchy and the composition hierarchy, respectively. Then, the newly specified evolution style
x is subject to a classification process to avoid redundant
know-how and maximize reuse, and this, in both hierarchies. Therefore, the two sets M SSx and M GSx give the

Let us detail the various scenarios below:
• Success means that there exists a mutual subsumption
between an evolution style δ and the query x, that is,
x ≡ δ. In other words, δ has a competence part that
strictly fulfills the architect’s need.
• About candidate class, the difference between specialization and composition must be well understood:
– With regard to specialization, the subsuming
styles of x can substitute to the query. Indeed,
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though more general, their goal is somewhat similar and therefore the architect can instantiate any
of them on its architecture with confidence. Such
a substitution is ”type-safe” by dint of the style
inheritance principle described in Section 4.2.

storage and retrieval in a uniform way, both features relying on a similar static classification-driven reasoning. First,
acquisition of new know-how through their systematic confrontation with the exiting ones on the shelf is of particular
interest with regard to item 2. Second, defining queries is
necessary with respect to item 1. Besides, expressing them
as full-fledged evolution styles could shorten the learning
curve of architects because there is no need for a specific
query language.

– With regard to composition, the subsuming styles
of x are intended to be combined to satisfy the
query. Putting this set of styles together can
be done in an ad-hoc manner when instantiating each one on the architecture, or in a more
clever way by specifying a new composite evolution style from them. It goes without saying
that we advocate in favor of the latter one.
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• Failure means that there does not exist any subsumption between x and the set of existing styles, regardless
to the roots that are clearly not relevant results. An interesting point in case of failure is that the retrieval process switches automatically to the storage process. The
purpose of that is to consider the query as an extension
point 3 intended to be complemented later by skilled
architects. Indeed, the missing competence could be
provided via the competence overriding technique.

7. Conclusions
Our work is grounded on the assumption that software
evolution could be and should be capitalized, like many
other software artifacts to cope with the increasing complexity of systems and the time-to-market pressures. As a
direct consequence of that, software evolution must be truly
engineered in such a such that two items are verified:
1. Maximum reuse of existing capital.
2. Bringing any new achievement in this capital.
Following this vision, we presented in this paper an evolution model dedicated to the architecture level of systems
where the key concept is the style. An evolution style is
used to specify recurring architectural evolution operations
applied onto an architectural element (e.g., component, connector, configuration). Relational elements provided by
our evolution model allow architects to structure (mainly
hierarchically) their evolution-related knowledge. Specifically, relying on the specialization hierarchy, a dynamic
classification-driven reasoning is performed to select semiautomatically the suitable evolution styles. From this point
of view, our model leverages a kind of expert system technique for software evolution activities and the current capital is merely viewed as a knowledge base. Here, the capital
is supplied by the shelf. The shelf we presented supports
3 i.e., the description of a problem without the description of the solution thereof
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Abstract
When software architects create an architecture they
must balance the tradeoffs inherent among multiple quality
attributes. Often this is accomplished by optimizing the architecture for each quality attribute separately. These separate, attribute-speciﬁc architectures are then combined into
one cohesive architecture. Combining the architectures involves considering how to combine different types of component relationships. We deﬁne a composition operator that
combines component relationships by using properties of
the reasoning frameworks for the attributes represented by
the relationships. We conclude that the composition operator is sufﬁcient to compose the attribute-speciﬁc architectures into a comprehensive architecture.

The initial goal of this research was to develop a reasoning framework for dependability by exploring tactics that
enhance the dependability quality attribute. Dependability
is a quality attribute that is deﬁned in terms of six other
quality attributes: reliability, availability, conﬁdentiality, integrity, safety, and maintainability [4]. These qualities are
measured on different scales, some of which are not even
interval scales. This results in a large complex reasoning
problem but one that is not unique to dependability.
In Section 2 we provide the background necessary to
understand the work. In Section 3 we describe attributespeciﬁc architectures. In Section 4.1 and Section 4.2 we
give an algorithm for combining multiple attribute architectures. In Section 5 we apply the technique to an example.
Finally we summarize the results so far and identify future
work.

1. Introduction

2. Background

Modern software architecture design techniques emphasize the quality attributes of the anticipated products. In
order to satisfy the non-functional requirements that deﬁne
acceptable levels for the quality attributes the architect applies speciﬁc tactics. Each tactic is intended to enhance a
particular quality but also affects other qualities as well.
Tools such as ArchE [1], intended to support the architect
in this activity, focus on one quality at a time. The result
is an architecture that optimizes one attribute, but is seldom
optimal for other qualities.
The goal of the architect is to design one software architecture that satisﬁes all of the quality attribute goals of the
system. The reality is that the architect can balance a couple of attributes at the same time but not the number usually
associated with an industrial-strength program. One apporach is to address one attribute at a time until a set of architectures are produced, each optimizing one of the qualities.
The architect must then combine these multiple architectures. The contribution of this paper is to describe an investigation into techniques for combining multiple attributespeciﬁc architectures into a single product architecture.

Generally accepted deﬁnitions of “software architecture”
include three aspects: structures, relationships, and qualities. The structures are groupings of behavior. The structures are connected by relationships. Different arrangements of these connections result in different levels of quality attributes. For the purposes of this study we reduced
each structure to a single behavior we will call a responsibility. A responsibility is deﬁned as an “action, knowledge
to be maintained or a decision to be carried out [10].” We
also hold the set of responsibilities constant, meaning that
each of the attribute architectures will include the same set
of responsibilities. We focus on the connections between
responsibilities as embodied by connectors.
Connectors correspond to dependencies among code
modules. A dependency may be a static relationship such as
inheritance or a dynamic relationship such as control ﬂow
or data ﬂow [5]. In software architectural languages such as
AADL (Architecture Analysis and Design Language) [2],
keywords such as data, event, event data, data access, bus
access and port group are used to specify the different types
of connectors found in the architecture [2]. A more detailed
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Figure 1. Dependency Graph of CTAS

Figure 2. Attribute Architectures

analysis of the various types of connectors is found in [7].
Connectors are also found in the architectures that are
derived to analyze various quality attribute requirements of
a system. Figure 1, shows a fragment of a dependency graph
found in the Clemson Travel Assistance System (CTAS)
architecture[6]. The circles in the ﬁgure represent responsibilities and the lines represent connectors. In this example,
the connectors represent dependencies and the dependency
connectors are used to analyze modiﬁability scenarios of
the architecture. Depending on the quality attribute that is
being analyzed, the connectors can represent control ﬂow,
data ﬂow, or a more general dependency.
Figure 2, represents ﬁve of the qualities that constitute
dependability1 . Each circle is a responsibility and the lines
between circles are connectors. We will use these cartoons
as a means of explaining our technique for combining architectures.
In the following sections we present the process of taking
two or more attribute architectures and combining them into
one product architecture.

A connection C12 is a connection starting from responsibility R1 and ending at R2 . Connections are created by
an architect, or explicitly omitted, in an effort to optimize a
speciﬁc quality attribute.
We use a common set of responsibilities across all of the
attribute architectures but each attribute is characterized by
distinct arrangements of connections to form a speciﬁc architecture. “Control ﬂow” connections are used to form an
attribute architecture that is being optimized for reliability
because reliability is computed by tracing the program ﬂow
and combining the reliabilities of the various segments. The
architecture can be expressed as (the r represents reliability
and c represents a control ﬂow):
c
c
c
, C21
, . . . , Cnm
}
Ar = {C12

An attribute architecture consists of two elements: a set
of responsibilities (which is a subset of the entire responsibilities found in an architecture) and a set of quality attribute
connections.
Ar = {Rr , Cr } where Rr ⊆ R and Cr ⊆ C

3. Attribute Architectures
An attribute architecture consists of a ﬁnite set of responsibilities and its connections that determine the value of a
particular quality attribute. The set of responsibilities of an
attribute architecture is represented as:
R = {R1 , R2 , . . . , Rn }

(1)

and the connections among them are represented as:
C = {C12 , C21 , . . . , Cnm }

(2)

1 We omit safety for simplicity because it is combination of multiple
attributes itself.

(3)

(4)

The aggregation of attribute architectures results in a
product architecture that can be expressed with R and C
as in the following equation:
A = {R, C}

(5)

But deriving A becomes a composition problem when
more than one quality attribute architecture needs to be
“combined” to form a product architecture.
In order to derive A, a composition of the attribute architectures must be computed. Suppose we are trying to combine a reliability attribute Ar and an availability attribute
architecture Aa into A.
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Quality
Attribute
Reliability

Analytic Theory

Reliability rate
based calculation
[4]
Availability
Availability rate
based calculation
[4]
Conﬁdentiality Authorization
level
based
calculation [3]
Integrity
Authorization
level
based
calculation [3]
Maintainability Change impact
based calculation
[?]

◦
Cc
Cd
Cl
null

Connector Type
Control ﬂow ( C c )
Control ﬂow ( C c )

Cc
Cc
C cd
∗See Table 3
Cc

Cd
C cd
Cd
∗See Table 3
Cd

Cl
∗See Table 3
∗See Table 3
Cl
Cl

null
Cc
Cd
Cl
null

Table 2. Combination of Connectors

Data ﬂow ( C d )
Data ﬂow ( C d )
Dependency ( C l )

Table 1. Connector Types

A = Ar ◦ Aa = {Rr ∪ Ra , Cr ◦ Ca }

(6)

Deriving Rr ∪ Ra is a straight-forward union of responsibilities but deriving Cr ◦ Ca requires the composition of
the connectors found in the attribute architectures. In the
next section we explore the issue of combining the various
connectors of different attribute architectures.

4. Combining Attribute Architectures
In this section, we present the basic theory on combining
the attribute architectures and then present a realization of
the theory based on AADL syntax.

4.1. Connection Types & Compositions
In order to combine the six sub-attributes architectures of
dependability into one representative architecture, the connectors of each attribute architectures and their characteristics must be analyzed. Table 1, shows the connector type
for each attribute architecture and shows how it relates to
the analytic theory of the respective quality attribute.
The analytic theories for reliability and availability involve calculations using the control ﬂow C c between responsibilities. A control ﬂow expresses the ﬂow of execution from one responsibility to another. As such, the connector is expressed as C c and it is used in the reliability and
availability attribute architectures.
The analytic theories for conﬁdentiality and integrity use
the data ﬂows between responsibilities. A data ﬂow expresses the passage of data from one responsibility to an-

other and the connection is expressed as C d and it is used
in the conﬁdentiality and integrity attribute architectures.
The analytic theory for maintainability uses the dependency between responsibilities. The dependencies show
that a responsibility relies on some other responsiblity for
its operation. But as shown in [8], there are different types
of connectors in a dependency connector, namely: abstraction, binding, realization, substitution and usage. With the
exception of usage, which shows a dynamic (run time) relationship among responsibilities, the other types of dependency show a static (compile time) structural relationship.
A dependency is expressed as C l and it is used in the maintainability attribute architectures.
Connectors are combined when attribute architectures
are combined to derive a product architecture. Connectors
such as control ﬂow, data ﬂow and dependency are useful
when analyzing quality attributes but only provide an incomplete view of the product architecture. The attribute
architectures need to be combined for a complete product
architecture.
One of three things can happen when we try to combine
connectors. The two connectors can be of the same type and
they are combined to a single connector of that type, two
connectors of different but compatible types are combined
and transformed into a new type of connector, or the two
connectors cannot be combined and instead are left in place
as a set of connectors. In the next section, we explore the
speciﬁc details on how to combine the connectors found in
the attribute architectures.

4.2. Composition Operator Deﬁned
A composition operator is used to combine two connectors. As such, the composition operator needs to be deﬁned for each possible pair of connector types. Depending
on which type of connector is involved, a combination may
be possible or not. The composition operator assumes that
the connections are unidirectional and indicate a relationship in the same direction. But the composition operator
can also be used to combine bidirectional connections with
other bidirectional connections.
The three types of connectors found in the attribute architectures for quality attributes in Table 1 can be combined
as shown in Table 2. Combining C c and C d with C l is pre-
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◦
Cl
Cl
Cl
Cl
Cl

(abstraction)
(binding)
(realization)
(substitution)
(usage)

Cc
×
×
×
×
Cl

Cd
×
×
×
×
Cl

• C l (abstraction) ◦ C d = ×
This is a case where the child responsibility has a role
of a subject and the parent responsibility has to role
of an observer. This relationship can be found in the
observer pattern.
• C l (binding) ◦ C c = ×
This can be found in the template method pattern. The
child responsibility is bound to the parent responsibility as it implements the details as speciﬁed in the parent template. Also, the child responsibility transfers
control to the parent responsibility as it contains the
template method.

Table 3. Dependency Connector Combination
Speciﬁcs

sented in detail in table 3 as a dependency connector can
represent more than one type of dependency.
We observe the following from Table 2 when we try to
combine the connectors:

• C l (binding) ◦ C d = ×
The same as dependency binding with control ﬂow but
instead of control, data is sent to the parent responsibility.

• When a control ﬂow connector and a data ﬂow connector are combined, a new connection called the controldata ﬂow C cd is created. For example, this would correspond to a method call with parameters at the implementation level.

• C l (realization) ◦ C c = ×
This relationship closely resembles the factory method
pattern. The parent responsibility deﬁnes a interface (a
speciﬁcation) for the child responsibility to implement
and there is a control ﬂow to the parent to access the
methods found in the parent.

• The dependency connection C l , in some cases, subsumes the control ﬂow connector and the data ﬂow
connector when they are combined. This is because
control ﬂow and data ﬂow can be considered as a
type of dependency. The speciﬁc implementation level
meaning of the dependency combinations are shown in
Table 3.

• C l (realization) ◦ C d = ×
The same as dependency realization with control ﬂow
but instead of control, data is sent to the parent responsibility.
• C l (substitution) ◦ C c = ×
This relationship closely resembles the protection
proxy pattern where a child responsibility is substituted for the parent responsibility as a proxy. The control ﬂow represents the proxy communicating with the
parent responsibility.

• Quality attribute values as calculated from the attribute
architectures must be recalculated if new connections
of the same type are introduced from another attribute
architecture as part of the combination. This is further
explained in section 4.3.
• The composition operator is commutative as the order
in which the connectors are combined do not inﬂuence
the outcome of the combination. Combining more than
two connectors involves pair-wise combinations that
result in a same connector regardless of the order in
which the combinations were applied.

• C l (substitution) ◦ C d = ×
Similar to dependency substitution and control ﬂow
but with data.
• C l (usage) ◦ C c = C l
The dependency connector subsumes the control ﬂow
connector. This is because a dependency of type usage
includes a control ﬂow.

Table 3 shows that some types of dependency connectors
cannot be combined with some other connectors (as indicated by ×). Instead of a combination, such pairs are left in
place and show a dynamic interaction dependency [9]. The
list below elaborates on the pairs found in Table 3:
• C l (abstraction) ◦ C c = ×
This can be seen as a relationship where the parent responsibility is acting as a delegate for the child responsibility. The child responsibility is an instance of the
parent responsibility and the control ﬂow shows a delegation of control to the parent.

• C l (usage) ◦ C d = C l
The dependency connector subsumes the data ﬂow
connector. Again, this is because a dependency of type
usage includes a data ﬂow.
The attribute architectures can be combined using the observations we have presented in this section. By combining
the connectors found in each individual attribute architecture into one representative architecture, we derive an architecture that is complete with combined connectors. As
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Figure 3. Combining Attribute Architectures

shown earlier, some connectors cannot be combined and
must be left in place. In the next section, we explore how
the quality attributes under consideration can change in the
process of combining the attribute architectures.

4.3. Effects of Combining Attribute Architectures
Quality attribute values calculated from attribute architectures can change when new connections of the same type
are introduced during the combination. This puts a constraint on combining attribute architectures because there
are quality attribute goals that a software system has to satisfy.
Combination of attribute architectures can introduce new
connections to one another as illustrated in Figure 3. Also,
disparate connections from separate architectures can also
be combined as shown in Section 4.2. The combination of
disparate connectors can inﬂuence the quality attributes as
well.
When introducing new connections where there was no
connection (a null connection) in attribute architectures,
there is a possibility that the quality attributes as calculated
from the attribute architectures can change. Table 4 shows
how replacing a null connection from one attribute architecture with another type of connector can inﬂuence the quality
attributes under consideration.
The rows in the table represent attribute architectures
that are introducing a new connection and the columns represent attribute architectures that are receiving the new connection. (The initials of the quality attributes are used to
save space, A - availability, R - reliability, C - conﬁdentiality, I - integrity, M - maintainability). A check mark indicates that the newly introduced connections do impact the
quality attribute values of the receiving attribute architectures. A cross indicates that there is no impact.
Table 4 shows that a newly added control ﬂow connection can possibly affect all other quality attributes values
under consideration. Control ﬂow connections can create
“entry points” to conﬁdentiality and integrity attribute architectures via new connections thereby inﬂuencing conﬁdentiality and integrity, and making recalculation necessary.
Maintainability is also inﬂuenced by newly introduced control ﬂow connections as a control ﬂow is a type of dependency.

A
√
√

R
√
√

×
×
√

×
×
√

C
√
√
√
√
√

I
√
√
√
√
√

M
√
√
√
√
√

Table 4. Effects of Combination on Quality Attributes

Newly introduced data ﬂow connections do not inﬂuence availability and reliability, since data ﬂow is not used
in their computations. But maintainability is inﬂuenced by
newly introduced data ﬂow connections as a data ﬂow is a
type of dependency.
A newly introduced dependency connection can inﬂuence availability and reliability if the dependency type represents a control ﬂow. It is difﬁcult to determine if a dependency connection represents a control ﬂow unless it is annotated. In cases where a dependency connection is not annotated, the architect would be required to determine the type
of connection by examining the responsibilities involved in
the connection. This is also true for dependency connections that represents data ﬂow.
Quality attribute requirements put constraints on combining attribute architectures when null connections are
converted to actual connections. But combined connections
do not pose any quality attribute concern as the conﬁguration of the attribute architectures does not change when a
connection is combined.

4.4. Summary
The combination of attribute architectures results in a
changed conﬁguration of the architecture that often requires
the recalculation of the quality attribute values under consideration. As such, the combination of attribute architectures is an iterative process that requires the architect to
change the attribute architectures if a combination results
in a negative effect on other attribute architectures. In the
next section, we present an example of how attribute architectures represented using AADL are combined.

5. Example with AADL
There are six types of connectors in AADL namely: data,
event, event-data, data-access, bus-access and port-group
connectors. Previously we have deﬁned that there are three
types of relationships in the quality attributes under consideration, namely: control ﬂow, data ﬂow, and dependency.
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Implicit
Explicit

Static
Property
Dependency (implementation, extends,
binding)

Dynamic
Mode
Control Flow (Event,
Event-Data)





Data Flow (Data,
Event-Data,
DataAccess, Bus-Access)



Cc
Event
Event-Data
Port-Group
Event

Cd
Event-Data
Data
Port-Group
Data

Cl
Port-Group
Port-Group
Port
Port



 





Table 5. Relationship Types in AADL

◦
Cc
Cd
Cl
null







 



Figure 4. Conﬁdentiality Attribute Architecture

null
Event
Data
Port
null





Table 6. AADL equivalent of Combined Connectors







 






 




We can map the three types of relationships found in the
attribute architectures to the connectors found in AADL.
AADL connections are relationships that are found among
AADL elements and can be be broadly divided into implicit and explicit relationships. Implicit relationships are
relationships that are present but not represented by speciﬁc
visible constructs in the architecture. For example, having a
“reliability value” property for an element is not a relationship that is explicitly shown by the architecture but nevertheless is implied by it. Explicit relationships are expressed
using speciﬁc types of connectors or keywords. Table 5
shows a summary of the relationships found in AADL.
Control ﬂow and data ﬂow connectors have their equivalent connectors in AADL and the dependency connection
can be expressed in AADL using syntactic constructs such
as implementation, extends, binding. Table 6 illustrates the
AADL equivalent connectors for the combined connectors
found in the attribute architectures. A port-group connector
is used to express any set of connections that cannot be resolved to a single connection. For example, a dependency
combined with any other connection results in a port group
connection. Previously, in Table 3, we showed that some
dependency connections cannot be combined with other
connections on a more abstract level.
Figure 4 shows a conﬁdentiality attribute architecture
with data connections between threads and Figure 5 shows a
reliability attribute architecture. Each attribute architecture
represents the responsibilities (which includes constructs
such as threads) and the connections that are used to calculate quality attribute values. By applying an authorization







 

Figure 5. Reliability Attribute Architecture

level based analytic theory, we can calculate if any conﬁdentiality requirement violations occur in ﬁgure 4.
The authorization level based analysis for the conﬁdentiality attribute architecture restricts access to certain responsibilities based on authorization level. Assume a scenario in which the authorization level 4 is required. That
would mean that an authorization level of 4 is required for
the data ﬂow to completely take place. Conﬁdentiality requirement is violated if the data ﬂow is permitted with a
lower authorization level or denied even if the required authorization level is met. From Figure 4, we can see that the
data ﬂow can take place with an authorization level of 4 and
thus satisﬁes the conﬁdentiality requirement.
The reliability attribute architecture is analyzed using
standard reliability calculation methods treating the reliability values as probabilities. For the scenario that involves
Figure 5, the reliability value that is required is 0.93. Equation 7 shows us the reliability values we calculate from the
information from Figure 5 and we can observe that it meets
the reliability requirement.
R=

(0.95 × 0.98) + (0.95 × 0.99)
= 0.936
2

(7)

The two attribute architectures can be combined as
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Combining the attribute architectures is an iterative process of combining the attribute architectures, recalculating
the resulting quality attribute values, and adjusting the combined attribute architectures as needed. In the future work,
we plan to extend the composition operators to include more
quality attributes and their attribute architectures.
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Abstract
2. Background and Related Works

This paper provides a Z specification for the
Software Architectural Tactics of Authentication and
Authorization for the Security Quality Attribute. A
model of a system is created and each tactic is defined
with respect to the model. Each tactic is independent
however, the system encompasses all the required
functionality for all the tactics.

Since the work done by Shaw and Garlan [6] on
formal specification of software architectural styles,
significant advances have been made in Software
Architectural Methodologies.
Security, as previously stated, has become a wellrecognized system quality [2]. While formal methods
have been associated with software architecture since
the mid-nineties, formal methods have been associated
with security for even longer. Since computer security
became an issue, people have looked at formal models
of the security of a system. This is in part because
without a formal definition of security, there is no way
to precisely determine if a system is secure or not [4].
Another avenue of research is specifying the
properties of the security components of a system. See
[1] and [5]. Song et al. [7] create a system model and
prove that an intrusion detection system can detect
unauthorized access to the password file. Using ACL2
(a formal language), a Unix like system model is
defined and logging is explicitly added. Then the
intrusion detection systems detection rules are defined
and they are proved to be correct. The approach this
paper uses is similar to the approach Song et al. took in
proving the correctness of their system.

1. Introduction
An important step in creating a system that meets the
users functional and non-functional requirements is the
design of the software architecture. To achieve system
qualities (non-functional requirements), Bass, Clements
and Kazman [2] recommend the use of software
architecture design tactics. Software architecture design
tactics are high level design decisions. Each design
tactic will satisfy one or more quality attributes and may
adversely affect others [2].
Security is one set of quality attributes which has
three classes of tactics. The first class is Resisting
Attacks which consists of: Authenticate Users,
Authorize Users, Maintain Data Confidentiality,
Maintain Data Integrity, Limit Exposure, and Limit
Access. The first four tactics correspond to their
associated intuitive definitions. The idea of limit
exposure is to provide only a few services on each host.
The idea of limit access is to restrict what external
entities can access the system. Second, Detecting
Attacks which consists of using Intrusion Detection
Systems. Lastly, Recovering From Attacks which
consists of Auditing and Restoration. However, when
defining the security tactics of a system, there is
currently no way to formally prove the implementation
of the tactics. One way to establish confidence in the
implementation of the tactics is to use formal methods
to define the system [2].
This paper presents the definitions of the
authentication and authorization security tactics with
respect to a generic system. Formal specification of
other security tactics can be found in a detailed
document [9]. There is extensive use of the Z formal
language, for a good introduction to Z see [8].

3. Formal specification of the design tactics
3.1. Construction of tactic specification
The specification for each design tactic is built upon
a simple base system model which is explained in
Section 3.2. The operations for each design tactic build
upon the extended system model and modify the base
system operations.

3.2. Base system model specification
The base system is a simple, high level definition of
a software system. The system is described in terms of
an operating system as this makes it easier to
understand and provides a ready source of examples.
The specification can be applied to applications or other
systems by a simple mapping. The base system consists
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of three elements: a userlist, a filelist, and a processlist
as shown in Figure 1. USER, FILENAME, and
FILE_PROPERTIES are undefined sets, they depend on
the system to be implemented. The filelist is a partial
function from a filename to a file property. Thus, each
filename is unique in the system and filenames do not
have to map to a file property.
The basis of the process is that it is a file run by a
user. Figure 1 shows the process specification, it
consists of the user running the process, the file being
run, the current state of the process and the processes id.
PROCESS_ID and PROCESS_STATE are undefined
sets. The PROCESS_STATE represents the current
state of the process. As specified in Figure 1, the
system requires the process_id is unique and that the
file being executed and the user running the process
both exist. This model does not consider the sharing of
resources, each operation is considered atomic. If
concurrency is required then the model would need to
be extended to include a concurrency mechanism.

piece of information that uniquely identifies them [3].
This unique information is provided through the
AUTHENTICATION_CONTROL set. Thus, the base
system is extended to include a partial function from
USER to an AUTHENTICATION_CONTROL set as
shown in Figure 3. Note that each user can have any
number of authentication controls and thus there can be
users in the userlist that are not authenticated. This
means the creation of a user is a two step process, first
the user is created, then the user is mapped to an
authentication control. This allows the system to
provide separation of concerns, which is one of the
secure design principles [3].

Figure 3. System including authentication
There are three new operations for the authenticated
system.
The first, consists of two parts:
Authenticate_User
and
Authenticate_User_Fail.
Authenticate_User, shown in Figure 4, provides the
authentication tactic. It verifies that a user is allowed to
access the system by making sure the username,
authentication_control pair is in the authenticated
function. The second, Authenticate_User_Fail, also
shown in Figure 4, returns the appropriate error message
if the username, authentication_control pair does not
exist.

Figure 1. Base system and process
There are many operations on even this simple
system: adding and deleting users; adding, deleting,
reading, and changing files; starting, stopping and
changing processes. A representative operation is
discussed here: AddUser.
The AddUser operation, shown in Figure 2, consists
of two possible cases: AddUser_OK - a user is
successfully added to the set of users and
AddUser_Exists - the user already exists so an error is
returned.

Figure 4. Authenticate user
The other two new operations added are AddAuth and
DeleteAuth. They control how the authentication set is
modified. Figure 5 shows AddAuth. AddAuth_OK
confirms the user exists before adding the user,
authentication_control pair to the authenticated set. If
the user doesn’t exist, AddAuth_NotExists returns an
error. AddAuth checks the user adding the
authentication pair is authenticated, then attempts the
add. DeleteAuth is similar.

Figure 2. Add user
This specification describes the parts of a system that
are monitored or extended to provide the various
security tactics. The system as defined here has no
security properties whatsoever, so any entity can
manipulate the system.

3.3. Authentication tactic model specification
Authentication is the first security tactic to be added to
the base system. Authentication is the act of verifying a
users identity [3]. In software systems, authentication is
achieved by having the user provide their name and a

Figure 5. Add authentication
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AddAuth shows how all the operations on the system
need to be modified to add authentication, the user
performing the task must first be authorized, then the
operation is performed or the authorization fails. Figure
6 shows how AddUser has been modified.

because additional granularity, such as controlling
whether a user can only add or delete entities from a
given set in the ACM makes the specification more
verbose without adding meaningfully to the
specification. Figure 7 shows the new system and
additional types.

Figure 6. Add user including authentication
There are several important features that this
specification emphasizes.
First, the user is
authenticated and then the action is performed, this
prevents covert channels where different responses from
the system can be used to determine properties of the
system. Second, the system as specified performs
complete mediation. Complete mediation, where every
action is authenticated, is one of the secure design
principles [3]. Third, the system, while requiring
complete mediation, allows for a Kerberos style
authentication scheme where the user is provided with a
ticket or authentication_control. This scheme allows
the user a simpler access control, instead of having to
provide their main authentication_control for every
action. Fourth, the authentication scheme is only as
good as the authentication_control, if the
authentication_control is easily compromised, then the
system will not be secure. This is a feature of all
authentication schemes and this specification make the
association explicit. As this system model is refined,
the designer will have to determine what constitutes a
sufficiently strong authentication_control for their
system. For example, a system for the military would
need stronger authentication than a system for a
university. Finally, the system does not provide
authorization. If an entity knows a correct user,
authentication_control pair then that entity can perform
every operation in the system.

Figure 7. System including authorization
The domains of the four parts of the ACM are subsets
of the userlist, a user that doesn’t exist does not have
rights within the system. However, a user that doesn’t
exist can be an object in the ACM, in fact, users and
files that don’t exist must be objects in the ACM,
otherwise creation of objects would not be controlled by
the ACM.

3.4. Authorization tactic model specification
Authorization is the determination of whether an entity
is allowed to perform an action or not. The access
control matrix, which describes the rights every user has
with respect to every object in the system [3], is one
way to implement the authorization tactic. For this
system, the access control matrix (ACM) consists of
four separate sets, one for each type of object in the
base system: userlist, filelist and processlist and one set
that controls access to the ACM itself.
Each access control set is a mapping from the user
performing the operation and the object being operated
on to a set of rights. The rights are defined to coincide
with all possible actions on the system. Access to the
ACM must also be controlled. Access control for the
ACM is defined for each of the four sets, the user is
either granted access to a set in the ACM or not. This
level of granularity was chosen for the specification

Figure 8. Add user ACM
The system has four new elements, the sets in the
ACM and each element needs to be modifiable,
therefore there are eight new operations, an add and a
delete for each set in the ACM. Access to these
operations is authorized through the acmACM set of the
ACM. Figure 8 shows AddUACM. AddUACM takes
three users, the first user is the user modifying the
uACM, the second user is the user being granted the
right and the third user is the object that the right is
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being granted for. For example, AddUACM_OK(u1,
u2, u3, {Add_User}) would, assuming u1 has the right
to modify the uACM, allow u2 to add u3 to the userlist.
The other operations for adding and deleting entries in
the uACM, fACM, pACM and acmACM are similar.
Most of the revised operations of the base system are
modified in a similar way to authentication, except each
operation requires a check that the user has the correct
rights, not that the user has the correct
authentication_control. Figure 9 shows the modified
AddUser.

tactics are defined as constraints on the extended base
system model.
This paper also demonstrates the power of creating Z
specifications of architectural tactics and formal
languages capacity to capture high-level abstract
concepts.
Formal specifications of software systems provide a
myriads of benefits [6]. The formal specification of the
design tactics for the security quality attribute is no
exception. First, it provides a template or building
block for creating systems that make use of the various
tactics. Second, the formal specifications of the tactics
clarify the requirements of each tactic. Third, a
formally defined system can also be rigorously
analyzed. Forth, the tactic specifications create a
framework in which to analyze specific security
mechanisms.
There are several avenues of additional research.
First, it is necessary to formally specify the other quality
attributes. Second, as many of the tactics require
policies such as an intrusion detection or logging policy,
there is an area of additional work to create templates
for the aforementioned policies.
For a detailed discussion of the results and future
work, see [9].

Figure 9. Add user including authorization
The operations on processes have been modified to
include a runAs user. The idea behind this is a user
might want to start a process that has fewer rights than
they do, for example, root on a Unix system starting the
mailer daemon should not run the mailer daemon as
itself.
The authorization of a system operates similarly to the
authentication of a system, it wraps the existing system
so a user must be authorized before they can try and
perform any action. There are several features of
authorization that this specification emphasizes. First, it
does not perform authentication, which is a separate
tactic. This does mean that if a system only implements
authentication, if someone can imitate a user, they
would immediately have that users rights. This is like
having a Unix system where all the passwords are
empty. In practice, authentication and authorization
will almost always be used together. Second, like
authentication, this specification performs complete
mediation; every operation is checked to make sure the
user attempting the operation is allowed to perform that
action. Third, the ACM must be created in an
appropriate manner, if a user is given rights that they
should not have, the information within the system
could be compromised. Finally, the ACM is capable of
representing any style of access control: Roll Based
Access Control, Discretionary Access Control or
Mandatory Access Control by defining constraints on
how the ACM is modified.
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4. Discussion
This paper provides Z specifications of architectural
tactics that can be used to achieve the security goals of a
system. A base system model, with no security is
specified and the authentication and authorization
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Ü»-½®·°¬·±² ±º Ý±³°±²»²¬óÞ¿-»¼ Í§-¬»³-Œô ·² Ú±«²¼¿¬·±²- ±º
Ý±³°±²»²¬óÞ¿-»¼ Í§-¬»³-ô Óò Íò Ù¿®§ Ìò Ô»¿ª»²-ô Û¼·¬·±²æ
Ý¿³¾®·¼¹» Ë²·ª»®-·¬§ Ð®»--ô îðððô °°ò ìéóêèò
ÅïëÃ Ëò Õ«´»-¦¿ô ßò Ù¿®½·¿ô ¿²¼ Ýò Ô«½»²¿ô •Ì±©¿®¼- ¿ Ó»¬¸±¼ º±®
¬¸» Ü»ª»´±°³»²¬ ±º ß-°»½¬óÑ®·»²¬»¼ Ù»²»®¿¬·ª» ß°°®±¿½¸»-Œô
É±®µ-¸±° ±² Û¿®´§ ß-°»½¬-ô ÑÑÐÍÔßùðìô Ê¿²½±«ª»®ô Ý¿²¿¼¿ô
Ò±ª»³¾»® îððìò
ÅïêÃ ß®ª·²¼»® Õ¿«® ¿²¼ Õ¿´°¿²¿ Ö±¸¿®·ô •×¼»²¬·º·½¿¬·±² ±º
Ý®±--½«¬¬·²¹ Ý±²½»®²-æ ß Í«®ª»§Œô ×²¬»®²¿¬·±²¿´ Ö±«®²¿´ ±º
Û²¹·²»»®·²¹ Í½·»²½» ¿²¼ Ì»½¸²±´±¹§ô ª±´òï øí÷ô îððçô °° ïêêó
ïéîô ×ÍÍÒæ ðçéëóëìêîò
ÅïéÃ É»¾ ´·²µæ ¸¬¬°æññ©©©ò¹²²ò·²ô Ô¿-¬ ¿½½»--»¼ Ö¿² ïð îðïðò
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order to save these proper data into the database. This
will also causes dependent relationships of input
parameters on the interface of the module.
Due to relationships among input parameters, some
combinations of input parameters cannot satisfy the
user’s demands, or do not exist, or cannot be obtained.
We call these combinations as ineffective input
combinations. When we generate combinatorial test
suite such as k-wise (k<=n, n is the number of input
parameters.) test suite, there may be many ineffective
input combinations so that it bring some troubles for
test work. So, it is necessary to find methods to remove
these ineffective combinations of input parameters.
Many researchers have presented some methods to
reduce combinatorial test suites. Most researchers
focus on considering pair-wise or k-wise combinatorial
test of input parameters, which are independent with
each other [2, 3, and 4]. Some researchers used InputOutput relationships to reduce combinatorial test cases
[5, 7, 8]. Nevertheless, they all do not consider the
dependent relationships among input parameters.
In this paper, we present a method of reducing
ineffective combinations of input parameters. The
method is based on the solution space tree model, then
reduces the tree branches and leaves by using the
dependent relationships of input parameters, and at last,
obtains those effective combinations of input
parameters by traversing the tree.

Abstract
Under many circumstances, input parameters of
object under test (OUT) have relationships with each
other and testers often use input parameter
combinations as test cases to test the OUT. Thus, there
are many ineffective input parameter combinations due
to the input parameters relationships. In this paper, we
propose a method of reducing ineffective input
combinations, which is based on a solution space tree
and input parameters relationships. we firstly analyzes
the dependent relationships among input parameters,
and build a solution space tree corresponding to input
parameters, then use the relationships to reduce
branches of the solution space tree, and lastly traverse
the tree and generate a small black-box test suite. The
method solves the problem of reducing combinatorial
test cases from a new perspective, and the experiments
show that the method is feasible and effective.

1. Introduction
The combinatorial test is one of main methods in
black-box tests. The combinatorial test generates test
suites by selecting values of input parameters and
combining these values as test cases [1, 3]. In the
definition of combinatorial test, a precondition is that
the input parameters of object under test (OUT) are
independent with each other.
However, there are often some relationships among
these input parameters of OUT. For example, some
tests for interfaces of systems often are integration
tests of some modules, but in many cases,
programmers have done some restrictions on input
parameters in modules or glue codes so that some
dependent relationships exist in the interface inputs of
a system. There also are other cases, such as users
store information into databases, etc. The restrictions
of data fields in a relative database must be reflected
on the interface of the store module of a system in

2. A solution space
combinatorial test suite

tree-model

for

2.1. The concepts of combinatorial test
Combinatorial test suite is composed of all
combinations of input parameters values. For a OUT
with multiple input parameters which are independent,
suppose X is the set of all input parameters x1, x2,…,xn,
and we will have a set of test data values for each of
the input parameters: D(x1), D(x2), …, D(xn). The n-
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wise combinatorial test is to test every possible
combinations of the selected test data values in D(xi)
(i=1,2,…,n). The set T of n-wise combinatorial tests is
the Cartesian product of the test data values of the
individual input parameters [6]:
T = D(x1) × D(x2) × ...× D(xn)
And T cardinality is |T|(i.e.|D(x1)|*|D(x2)|*...*|D(xn)|.
In the combinatorial test method, the smaller the i is,
the smaller the number of the i-wise combinatorial
coverage test cases in test suite is. Testers may satisfy
different test demands using different “wise”
combinatorial coverage test suite. In this paper, we will
introduce how to generate and reduce the n-wise
combinations of input parameters.

2.2. The tree model
combinatorial test cases

representation

3. Reducing solution space tree-model by
relationships among input parameters
3.1. The analysis of dependent relationships
among input parameters
In many cases, not all combinations of values of
input parameters are meaningful for combinatorial
testing. The dependent relationships should be
systematically considered during modeling and
generating combinatorial test suite.
For example, with respect to an OUT, we test an
inquiry interface of the OUT, which has year, month,
and day selections. After testers select February (not
other months), there are 1, 2, …, 28 or 29 in the day
item list, but there are not 30 and 31. In other words,
testers cannot obtain some combinations such as (yearnumber, February, 30) and (year-number, February,
31), since there have been some relative restrictions
among this input parameters in module codes, and
some relative tests may have been conducted during
module test. Therefore, in system test, we can find that
the values of input parameter days are depend on the
values of input parameter month in the OUT.

of

A n-wise combinatorial test suite can be expressed
with a solution space tree model. Suppose a solution
space tree has (n+1) levels nodes, then a test case t in T
is a path from the root node to leaf (l1, l2, …, ln) in the
solution space tree TR, where li(i=1,2,…,n) is a
combination of branch values from the root to a (n+1)th level node. See Figure. 1.
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Figure 2. Dependent relationships.
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If testers want to use the dependent relationships to
reduce the combinatorial test suite, the first task is the
analysis for these dependent relationships.
There are some dependent relationships between
two parameters or among more than two parameters.
The kinds of dependent relationships are classified as
follows [9]:
One-one: The subset or all of values of one
parameter depend on the subset or all of values of
another parameter. B is dependent on A in Figure 2.
One- many: The subset or all of values of one
parameter depend on the subsets or all of values of
many other parameters. D is dependent on B and C in
Figure 2.
Many-one: The subsets or all of values of many
parameters depend on the subset or all of values of one
parameter. D and E are dependent on C in Figure 2.
Many-many: The subsets or all of values of many
parameters depend on the subsets or all of values of
other more than one parameter.
For example, Date includes year(y), month (m) and
day (d). Suppose the values of year belong to {1999,

Figure 1. The solution space tree (where n=3, D(x1)={a,
b}, D(x2)={c, d, e}, D(x3)={ f, g, h})
A solution space tree has some properties as follows:
1. The number of leaves in the tree is |T|;
2. There are n levels of non-leaf node in tree
corresponding to n input parameters in OUT;
3. Every nodes of the same level in the tree have
the same branches.
By observation, we associate the path set P with
input parameter combination set T. If the number of
input parameters n and the cardinalities of sets
D(xn)(i=1,2,…,n) are large, the cardinalities of set T
will become a very large number. This will bring great
difficulties or even it is impossible to execute every
element in T while testers test the OUT.
Meanwhile, the set T is obtained at an assuming
precondition which all input parameters are
independent with each other. In factual, input
parameter dependent relationships often exist in many
OUTs and testers may use it to reduce the test suite.
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2000}; the values of month belong to {1, 2, …, 12};
the values of day belong to {1, 2, …, 31}. We divide
the values set of year into two subset {{1999},
{2000}}, the values set of month into {{1, 3, 5, 7, 8,
10, 12}, {4, 6, 9, 11}, {2}}, and the values set of day
into {{1-28}, {1-29}, {1-30}, {1-31}}. We use the
form such as f(aęA)=>bęB to denote a dependent
relationship, which means b belongs to B if a belongs
to A. The dependent relationships among year, month
and day are as follows:
f(yę{1999})=>dę{{1-28}, {1-30},{1-31}}; (Note:
This set's form {{1-28}, {1-30},{1-31}} indicates that
the three subsets are possible to be chosen for the
different month.)
f(yę{ 2000})=>dę{{1-29}, {1-30},{1-31}};
f(mę{ 1,3,5,7,8,10,12 })=>dę{1-31};
f(mę{4,6,9,11 })=>dę{1-30};
f(mę{2})=>dę{{1-28},{1-29}};
f(yę{1999} and mę{2})=>dę{1-28};
f(yę{2000} and mę{2})=>dę{1-29}.
For the above-mentioned cases, the programmers
have often considered these dependent relationships in
relative modules that constitute the OUT, and restrict
these dependent relationships in program codes.
Therefore, for such an OUT, removing these
ineffective combinations of input parameters from
combinatorial test suite is an important work for testers.

adjacent to the found level node and whose values are
not c. The left sub-tree is the reducing result in Figure
3.
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Figure 3. Reducing example 1
(b) Reducing the nonadjacent next level branches in
the tree. See Figure 1. If there is a dependent
relationship f(x1ę{b})=>x3ę{f}, we will traverse
down the tree along the branch with the state value b
from the first level node. When we find the third level
nodes, which are in the branch with value b, and then
reduce all of the third level branches adjacent to the
third level nodes and whose values are not f. The right
sub-tree is the reducing result in Figure 3.
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3.2. Reducing solution space tree by using the
dependent relationships
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Figure 4. Reducing example 2.
(c) Reducing the nonadjacent next level branches
when the left of the expression of a dependent
relationship has more than one dependent condition.
See Figure 1. If there is a dependent relationship
f(x1ę{a} and x2ę{d})=>x3ę{ g }, we will traverse
down the tree along the branch with the state value a
adjacent to the first level node and go on down to the
branch with the state value d adjacent to the second
level node. When we find the third level node, which
links to the branch with the state value d in the third
level branches, and then reduce all of the third level
branches adjacent to the found node and whose branch
value are not g. The left sub-tree is the reducing result
in the Figure 4.
By the above analysis, we know that after reducing
solution space tree, we may traverse the reduced tree
and obtain effective combinations.

From the analysis in section 3.1, we know that input
parameter's combinations are classified into two kinds
(i.e. the effective and the ineffective). The effective or
the ineffective combinations are decided with whether
or not input parameters existing dependent
relationships. On solution space tree, an effective or
ineffective combination of input parameter is a path
from the root to a leaf. We may reserve those paths
corresponding to combinations with dependent
relationship or remove those paths corresponding to
combinations without dependent relationship, and then
we can obtain effective combinations by traversing the
tree.
We may classify the ways of reducing the branches
of solution space tree as follows.
(a) Reducing the adjacent next level branches in
solution space tree. See Figure 1. If there is a
dependent relationship f(x1ę{a})=>x2ę{c}, we will
traverse down the tree along the branch with the state
value a from the first level node. When we find the
next level node adjacent to the branch with state value
a, and then reduce all of the next level branches

4. The implementation of algorithm
There are several methods to implement the
algorithm for obtaining the n-wise input parameter
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effective combinations. A simple method to obtaining
test cases is by using a program with n multi-loops. In
n multi-loops codes, we inspect the every n-wise input
parameter combinations and output the results of nwise input parameter combination if the n-wise
combination is satisfied with a dependent relationship,
or discard it if not satisfied. The method is clear and
understood easily, but if n or |D(xi)| is large, the
method will need more time to obtain the final results,
and the running time is O(  |D ( x ) | ) [10].

(4) Build the root node, and then fill in branch
domains with breach values and fill in link domains
with marks which ķ: its child is sub-tree; ĸ: its child
is null; Ĺ: its child has already been traversed ĺ: its
child is a leaf;
(5) Fill in the first branch value of the root node to
the input parameters combinatorial strings stack and
fill in the mark Ĺ to the corresponding link domain;
(6) Fill in the root node to the node stack and fill in
the starting branch to the starting branch stack.

We also can build a solution space tree to obtain
combinatorial test cases at a small cost of running time
and space. There are two ways to utilize the solution
space tree model for combinatorial test cases.
The process of the first way is that we build a
solution space tree firstly; then reduce the branches by
dependent relationships, and traverse the reduced tree
and output the results at last. The method is simple and
easily implemented, but space requirement is big and it
is infeasible for many OUTs.
Another way is using back track algorithms to
obtain the results [6]. The method reduces the tree by
using the dependent relationships and outputs the
combinations of paths from root to leaves while it
traverses the tree. The method only needs a smaller
space and time.
The basic process of generating combinatorial test
cases based on the tree model is as follows:
(1) Find those dependent relationships of input
parameters in OUT; obtain the set of dependent
relationships; and derive the smallest dependent
relationships from known relative theory.
(2) Draw the dependent graph according to
dependent relationships; and obtain the dependent
sequence of the input parameters by dependent graph.
(3) Decide every input parameter level in solution
space tree by the dependent sequence of the input
parameters; and build the solution space tree.
(4) Traverse the solution space tree using back track
algorithms and dependent relationships to obtain the
combinatorial test cases.
The pseudo-code of the back track algorithm is
shown in Figure 5. In the algorithm, one important
work is program initialization, which includes input
parameters symbolization, building three stacks, etc.
The initializing work is as follows:
(1) Symbolize input parameters;
(2) Represent dependent relationships with
character string;
(3) Build three stacks for the nodes, the input
parameters combinatorial strings and the branch
starting points;

BackTrackForTestcase()
{ Initializing;
iLevel=1; // iLevel represents level
while (iLevel>=0)
{ if (traversing down)
if(the next level node is not leaf)
{ building a non-leaf node;
traversing down according to the mark in the link;}
else //the node of next level is leaf
{ building the leaf node;
traversing the leaf node;
output combinatorial strings if meeting the
dependent relationships;
back track to up-level node;}
else // back track up to
{ obtaining the information of the back track node;
traversing the next branch of the node;
if the last branch in node, traversing back to up-level;
}}
}

n

i

i 1

Figure 5. The pseudo-code of the back track algorithm.
For the convenience of program code, with regard
to the two types of dependent relationships 1:n and n:m,
we transform them into the types of 1:1 or n:1. For
example, for a dependent relationship f(x1ę{a}) =>
x2ę{d} and x3ę{g}, we can transform it into two
dependent relationships f(x1ę{a})=> x2ę{d} and
f(x1ę{a})=>x3ę{g}. In the same way, for f(x1ę{a}
and x2ę{d})=>x3ę{g} and x4ę{k}, we transform it
into f(x1ę{a} and x2ę{d})=>x3ę{g} and f(x1ę{a}
and x2ę{d})=>x4ę{k}. For f(x1ę{a})=> x2ę{d, e},
we transform it into f(x1ę{a})=> x2ę{d } and
f(x1ę{a})=> x2ę{e}.
While we use back track algorithm for test data, a
distinct characteristic is dynamically generating the
solution space. In any time, the back track algorithm
only saves the path from root node to the current
extended node. Set the length of the path from root to
leaf node is h(n), the necessary computing space of
back track is usually O(h(n)). But if we save the whole
solution space tree, the EMS memory needs O(2h(n))
or O(h(n)!).
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Table 1. The main input parameters and values of parameters in interface of web
parameters

value number of parameter

gender(G)
birthday(B)
marital status(M)
education(E)

2
59
3
6

occupation(O)

24

pay(P)

6

parameter values
male, female
1931,1932,1933,…,1988,1989
unmarried, divorced, widowed
junior college, undergraduate, double bachelors,
master, Ph.D., post-doctoral
entrepreneur, manager, white-collar, blue-collar,
student, engineer, civil servant, teacher, doctor…
<3k, 3k-5k, 5k-8k, 8k-12k, 12k-20k, >20k

In the worst moment, the necessary time of back
track algorithm is O(  |D ( x ) | ). But during the program

and its values in the interface of the example website
[11]. Table 2 shows the parameter relationships in the
interface. The letters G, B, M, E, O, and P in Table 2
represent those input parameters, seeing the Table 1.

n

i

i 1

executing, due to the reducing some branches
according to the dependent relationships, the actual
number of traversed nodes is less largely, and the time
costs less accordingly.

Table 2. The relationships among the parameters in the
interface
G
B
M
E
O
P
G
B
M
E
O
P

5. Experiments
5.1. Case study
We firstly look at one example. There is an
interface of friends-making website [11], which has
eight text input boxes, one Radio button of gender,
nine drop-down lists(province and city, date of
birthday, marital status, education degree, occupation,
pay), one checkbox, one input confirm button.
We analyze dependent relationships among several
main input parameters on the interface of the example,
and the six of the nine radio drop-down lists are the
key test input parameters. There haven been some
restricts among parameters in program module codes.
One of the restrictions is for years, months, and days in
birthday and another is for provinces and cities. But we
can still find some dependent relationships among
parameters. For example,
z The dependent relationship of genders and
occupations, such as, a man cannot select the
occupation item of stewardess.
z The dependence relationship of occupation and
pay, such as, it is impossible that a blue-collar
worker has a salary of over 20000 dollars a
month.
z The dependence relationship of birthday and
marital status, such as a 20-year-old man is
illegal when he is married in china, etc.
We can find as more many dependence
relationships as possible and restrictions on the
parameters in codes. When testing the interface using
combinations of input parameters as test cases, we
often cannot obtain some parameter combinations in
the interface. Table 1 lists the main input parameters

















5.2. Experiment of back track algorithm
The experimental study in this paper gives the
results of several theoretical and practical cases. All
tests are performed on PC with a 2.2 GHz Intel CPU
and 512 Mb of memory. Computer O.S. is Windows
XP and the program code is edited, compiled, and run
on C++ Builder 6. Before the program running, a text
file must be built in advance. The text file includes the
number of input parameters, the symbolic value sets
for each input parameters and the set of input
parameters dependent relationships.
In the example, in order to facilitate description of
test, we reduced the scope year value as 1961-1989.
By using the dependent relationships and after running
the back track algorithm program, we obtain the
reduced combinatorial test suite. See the last result
item in Table 3.
In the experimental study, four are practical cases
and three are theoretical cases. The experimental
results of these cases can be seen in Table 3.
From the data of table 3, we can see the method can
reduce the combinatorial test cases in varying degrees.
The minimum and maximum of the input parameter
combinations are 256 and 150336 and the ratios of the
test case numbers in reduced suite to the numbers of nwise input parameter combinations in different
subjects are from 13.6% to 44.3%. The running time of
the algorithm program is from 0.01s to 17s.
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Table 3. The running results of the back track algorithm program
Number of dependent Number of input parameter
No.
Subject
relationships
combinations (A)
44
6
256
1
2
3
4
5

7

1

40

15.6

0.01

3125

425

13.6

0.1

11

15625

2750

17.6

1

11

46656

7776

16.6

3

15

9216

1413

15.3

0.1

21

150336

66704

44.3

4

7

256

5

5

10

5

6

6

6
3

4

1

1

2

3 *4 *2

6

34.4

Running
time (s)
0.01

4

2

2 *29 *3 *6 *24

1

Number of test cases
in reduced suite (R)
88

n

R/A (%)

n

17
p

(Note the col. Subject in Table 3. m : n-the number of input parameters, m-the number of input parameter values; m * q : n+p-the number
of input parameters; and the number of n input parameters is m and the number of p input parameters is q.)

6. Conclusions
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This paper proposes a method to reduce the blackbox test suite. In general, the reducing effect of our
method is good for some OUTs. The computing space
of algorithm in our method is usually small, and the
algorithm running time is acceptable.
However, the number of input parameter
combinations is often enormous, and sometimes the
number of test cases is still unacceptable even after
reducing. How to test such OUTs will be a big
challenge. Therefore, it is undeniable that using our
method to reduce n-wise combinatorial test suite has
still had some limitations for some OUTs.
For improving our method, our future research
work includes how to obtain the dependent
relationships of input parameters from program
dependence graph or documents and how to build a
solution space tree to make the method in this paper
more effective.
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Abstract— This paper presents an automated environment
configuration testing strategy developed as part of an action
research project to deal with issues of staging environment
instability in a large organization. We demonstrate how a suite
of automated environment configuration tests provided an
unobtrusive way to verify the hospitability of staging
environments, decreased the time wasted on manual
troubleshooting of environmental issues, and consolidated
software configuration management information. The test
strategy was also greatly welcomed by upper-level management
and is now being expanded to other parts of the organization.

to have a combination of teams with their own automated
deployment scripts and manual deployments of legacy
applications [1]. Such diversity in deployment approaches
and timelines often lead to instabilities and rework effort in
staging environments’ configurations.
Strict vigilance of configuration changes may reduce the
number and frequency of changes introduced into staging
environment. But this often creates bottlenecks for the quick
delivery of iterations and necessary fixes for project teams.
There is also a problem of governance. The fine line between
enterprise-wide configuration management of staging
environments and the configuration needed by individual
project teams is usually a grey one. In our experience based
on several large-scale industrial projects, configuration
management is often shrunken to a source control repository
that includes documentation of how to set up a known
baseline for an application system.
The challenges that we have faced in an industrial setting
are the goals for the work reported in this paper: (1) How can
we validate that the environment configurations, our software
application depends on, have been correctly applied to
staging environments? (2) When our application starts failing
after other teams deploy to the same staging environment,
how can we quickly validate that this is not due to missing or
changed configurations? (3) How can we provide a proactive way to consolidate configuration management
information?
In this paper, we present an action research and
development project conducted to address the above issues
with staging environment instability. We demonstrate how a
carefully-designed automated suite of environment
configuration tests can provide an unobtrusive way to verify
the hospitability of staging environments, consolidate
configuration information and external dependencies, and also
decrease the cost associated with manual troubleshooting of
environmental issues.
The remainder of this article is structured as follows. We
introduce our guiding research methodology in Section II.
The problem domain is discussed in Section III. The existing
literature is discussed in Section IV. Our test strategy is
presented in Section V. Lessons learned are shared in Section
VI. We conclude this paper in Section VII.

Keywords – Environment configuration, Software configuration
management, staging, software development lifecycle, test
automation, test strategy, action research.

I.

INTRODUCTION

Modern IT ecosystems have a complex combination of
hardware, software, middleware, components, applications,
organizational culture, practices, and application lifecycles
[1]. Staging environments are part of the release lifecycle of
many complex software systems under development. They
are used to assemble, test and review new versions of a
software system before it is deployed in the field. During
staging, software applications are tested in “production-like”
server environments that integrate code from all existing
applications in one organization [2, 3].
During deployment to staging environments, developers
start to find out about the configurations needed in order to
successfully run the deployed application. Dependencies to
other software applications and infrastructural components
are also identified. In this paper, we define software
environment configurations as:
x Settings that must be applied to servers
x Application-related settings (e.g., access permission)
stored in files or databases
x Third party shared services and components.
Deployment to staging environments – and later to the
production environment – can be either manual or
automated. In complex IT ecosystems, it is hard to
successfully automate deployments to encompass all of the
outer dependencies on external components, systems from
other project teams, and infrastructural configurations [1].
In large organizations that have multiple concurrent
software projects, it is common to have project teams with
different release schedules sharing the same physical
resources for their staging environments. It is also common

II.

GUIDING RESEARCH METHODOLOGY

Action research has been increasingly used in the fields of
information systems [4]. It looks at combining theory and
practice to solve an existing issue. The work of Davison et al.
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[5] provides a concise set of principles and guidelines for
researchers looking for ways to combine theory and practice
in an industrial setting using an action research method called
Canonical Action Research (CAR). The CAR model has five
encompassing principles: (1) the creation of a researcherclient agreement – signed in August of 2007; (2) the cyclical
process model with five distinct phases: diagnosis (discussed
in Section III), action planning, intervention (action taking),
evaluation, and reflection (all discussed in Section V); (3) the
adoption of theory; (4) the implementation of change through
action; and (5) learning through reflection.
During action planning, we further investigated the issues
related to environment instability. Informal question &
answer sessions were set up with team members. The
questions were structured to ask probing questions and
concrete examples [6]. The testing techniques used during the
intervention and evaluation steps are discussed on Section V.
III.

ownership of non-hardware environment configurations. As a
result, teams had to constantly and manually verify server
configurations to ensure that all different environments were
set-up correctly for their applications.

PROBLEM DOMAIN

Figure 1. Overall architecture of hosted applications.

This section describes the diagnosis phase of our action
research project.

The entire situation was almost ad-hoc, caused lastminute surprises, and chaos in many occasions. “It worked
for me yesterday, but I don’t know why it doesn't work
today!” This manual check of configurations was also very
time consuming and frustrating. The company had looked for
best practices out there to deal with the staging environment
instability problem, however no good best practice was
found. While using virtualized servers for each individual
project would alleviate some of these instabilities, it would
introduce an extra layer of complexity to test integrated
systems. Existing problems with virtualization and n-tier
applications using COM+ and other licensed third party tools
[7] are also another barrier to many of the legacy applications
in house. Virtualization also incurs a cost to performance,
due to extra process boundaries to serialize data to and from.
In the presence of automated deployment scripts, one may
suggest that re-deploying the application would be an easier
way to solve these issues. However, automatic deployments
still require core shared services (e.g., COM+, and Internet
Information Services), and application pools to be shut down,
introducing disruptions to other teams that also have tight
schedules and cannot afford constant downtimes. While we
highly believe and support automated deployments, in the
context of multiple on-going software projects, they simply
overwrite the existing configurations without revealing which
ones were incorrectly configured or changed by other teams.
This becomes an environment where “the last team to deploy
wins.” And it is our experience that automated deployment
scripts to not encompass all configurations needed in order to
successfully host an enterprise n-tier software application.
Automated deployment scripts also require expertise and
knowledge to understand. The three projects under study had
created semi-automated build scripts, consisting of Microsoft
Installer files (msi) or simple Visual Build scripts. The word
“semi-automated” is used to reflect that these scripts do not
pull the source code from any source control repository.
Instead these scripts copied existing compiled assemblies and
files to desired locations. They also did not set server

A. Context
The IT department of our industrial partner (based in
Calgary, Alberta, Canada) has over 190 professionals. This
paper studies projects from the largest IT Program in this
agency with approximately 50 IT professionals. This
agency’s IT focus is to develop, enhance and maintain
contemporary systems to enable timely responses to requests
from the oil & gas industry. In 2008, there were a total of 18
different concurrent software projects with budgets ranging
from $0.5 to $1.5 million dollars.
The overall architecture for hosted applications is
illustrated in Figure 1. Servers are clustered for redundancy.
The organization’s projects are developed on a backbone of
four staging environments: development (DEV), test (TST),
acceptance (ACT), and production PRD. The environments
are described in detail next.
Construction iterations lead to completed development
activities built and delivered to the DEV environment and
code ready and tested in an integrated environment (TST),
which are constituted of many virtual servers. A production
release includes many iterations. Once a group of iterations
leads to a candidate release, the completed work must be
deployed and tested in real staging (ACT), and if approved by
all stakeholders, it then becomes a production release (PRD).
B. Staging Environment Instability
All in-house development teams share the staging servers.
Software applications have to be deployed on several staging
environments during different milestones of the release
lifecycle. Changes to server configurations made by one team
have the potential to impact other teams. This situation
certainly happened very frequently in the organization under
study.
On many occasions, successfully deployed applications
started to fail and teams were not made aware of what
actually changed in the environment. There was no formal
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configurations, which were left to be done manually. It is fair
to say that deployment to the staging environments was
mostly manual, done by a person following a set of written
step-by-step instructions. In many occasions, especially after
deployments, parts of the application would simply not
function due to missed or changed configurations in the
servers.
At a later stage, a fulltime build automation expert was
hired. The build scripts were enhanced to include core
environment configurations, but the support for such
configuration is limited in many commercially available tools
(such as Visual Build and NAnt). Although further
automation of the deployment process was helpful, it could
not completely address the situation as many project teams
did not have the budget or expertise to build automated
deployments. The bottom line is that servers were still being
changed manually.
Almost all system were being developed using objectoriented design and analysis methodologies. Subsystems
were created to foster reusability. But such reusability creates
dependencies between external objects, services, and
database objects, amongst others. Project teams become
consumers of components that are not deployed and
configured by them. The delivery timelines of reused
components may or may not be in-line with the consumers. It
becomes important to validate that dependencies are
addressed in staging environments.

NUnit tests are used to achieve this goal. Eckstein [11] states
that each Agile team must have someone capable and
responsible for integration and configuration management.
Suggestions to support configuration management include
source control versioning and baselining with continuous
integration tools. But as we mentioned in Section III,
automation alone does not resolve the underlying issue in
contexts of multiple n-tier integrated project teams with
different schedules and deployment practices.
A taxonomy of existing SCM systems by Conradi and
Westfechtel [5] focus on the inner processes of source control
versioning models. To the best of our knowledge, we were
unable to find any related literature that addresses the
automated verification of staging environment configuration
as a way to consolidate configurations.
V.

TEST STRATEGY: ENVIRONMENT CONFIGURATION
TESTING

A. Action Planning
To address our first goal - (1) how can we validate that the
environment configurations our software application depends
on have been correctly applied to staging environments - we
designed a test strategy that ensures certain properties of the
deployment environments. Our automated test strategy has
the following aspects: (1) definition of a meaningful and
effective test adequacy criterion, (2) test oracle, (3) choice of
test tool, and (4) an error seeding (mutation) technique.
Test adequacy criterion: Well-known black-box or whitebox test adequacy criteria (e.g., line or decision coverage) do
not fit the non-functional nature of our problem domain (i.e.,
staging instabilities). Thus, a fault-based testing criterion
proved to be the best fit. A set of most common faults were
identified by the interviewed developers and the lead tester.
As a result, the initial test suite needed to cover:
x Folder permissions
x Database (SQL Server) stored procedures permissions
x Availability of required services
x COM+ DLL registration and identification
x Internet Information Services (IIS) settings
x Network groups, machine users, and machine groups
x Database (SQL server) users and roles memberships.
Test Oracle: Before our involvement, all teams were
required to maintain an up-to-date “Disaster Recovery Plan
System Manual” (DRP). This document was one of the few
documents kept relatively up-to-date in source control due to
auditing requirements.
This manual provides a high-level explanation of how to
configure each individual application. The DRP did not list
some required configurations, e.g., required database
permissions, and folder permissions. Outdated or missing
configurations were often gathered from deployed server
configurations. External dependencies, such as services,
stored procedures, and database users were gathered through
code inspections.
Chosen test automation tool: NUnit version 2.2.6 was
chosen as the test tool. NUnit was already an approved tool

IV. LITERATURE REVIEW
Lents and Bleizeffer [1] describe an ethnographical study of
eight enterprises to understand the sources of IT environment
complexity in the design of middleware software. They
focused on organizations, user roles, and technologies
involved in the life-cycle of applications. The authors found
that software deployments differ depending on the
environment being targeted. “Deployment into unit test
environments is usually informal while deployment into
production is a highly rigorous process.”
These authors [1] found that although deployment was
typically done in an automated fashion, most enterprises used
ad-hoc methods for deploying small changes. Deployment
responsibilities also shift to the hands of external groups (such
as change control) for higher staging environments. A point
of complexity identified was the supporting software that
surrounds software applications. Dependencies on databases,
transaction and messaging servers, clients, and source control
must be integrated well with applications. The authors did not
provide suggestions on how to eliminate this bottleneck;
instead they focused on design considerations to minimize
complexity.
Ambler talks about the use of “sandboxes” as being an
Agile best practice [8]. Sandboxes are integration staging
environments that become more controlled as they move up
in the release lifecycle. But still it is easy to automatically
detect the issues when they occur using sandboxes.
Beck, the original author of eXtreme Programming (XP),
advocates that software needs to be integrated and tested early
and often [9]. Continuous integration paired with a suite of
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for testing in the company, which meant that a long
bureaucratic approval process from the technical enterprise
team could be avoided. It was important to follow the path of
least resistance due to existing contextual antipathy of
management towards test automation.
Error seeding (mutation): We planned to manually inject
defects into the configurations (during mutation testing only)
to assess the fault detection effectiveness of the test suite. For
example, deleting a folder permission, or stopping a service.
The approach and results are presented in Subsection C.

download folder (TAG) has the correct permissions.
Functionally speaking, the code executed to check the folder
permission is the same for different test cases (a download
folder, a temporary folder). We simply need a different set of
test input/oracle for the different folders and different staging
environments. This declarative XML approach also allowed
us to create a living catalog of the most important
environment configurations needed to run our applications –
which addressed our third research goal – (3) a way to
consolidate configuration management information.
Figure 2 shows an
example of the XML
input (sensitive data
has
been
either
replaced by “xxx”).
The
expectedValue
node contains the
expected result for the
test case execution and
is used for assertions in
NUnit.

B. Action Taking
In this paper, we refer to test fixtures as parts of the code
needed in order to run the four phases of a test case in the
NUnit framework (i.e., set up, exercise, verify, and tear
down). Test cases were grouped into ten test fixtures based
on the type of configuration they were trying to validate: (1)
folder permissions, (2) database stored procedures
permissions, (3) services availability, (4) COM+, (5)
universal data links, (6) web configuration files, (7) IIS
settings, (8) network and machine user membership, (9)
global assembly cache, and (10) database security. These test
fixtures were coded with generic private functions that could
“exercise” a predefined behavior. For example, check if a
folder has been granted a determined set of permissions. This
generic function takes as input a folder path, and the
permission set.
Test cases executing a call to these generic functions were
passing in specific test inputs and performing assertions to
“verify” that the return values match the expected values. Test
inputs and expected return values were declaratively specified
in XML files loaded during the test “set up.”
Configurations are environment specific. They refer to
different server paths, different domain accounts, and
different namespaces for components and services. Before
running, a test case reads an environment ID. Test inputs and
expected values (oracle) are grouped by environment ID in
each test-fixture-specific XML file. A “helper” class was
created to assist in reading these declarative test inputs
(making extensive use of the XPath, XML Path Language).
This provided an easy way to point the test suite to the
desirable environment.
As an example, a folder used for downloading
attachments in a web application is given a tag (File
name=TAG). This folder has a path in the Development
staging environment (DEV) and it needs modify permissions
granted to a network user called userDEV. The folder path
acts as input while the permission and user pair are the
expected values (oracle) for the test case execution. A folder
that serves the same purpose in the Production environment
(PROD) is given the same tag (File name=TAG). In PROD,
this folder has a different path and it needs modify
permissions granted to a different network user called
userPROD.
Without the declarative XML inputs and expected values,
we would need to code one test cases per staging
environment (in our context at least five) to test that such

C. Preliminary
Evaluation
After the test suites
were implemented, we
manually
changed
(mutated)
the
environment
and
checked if our tests
would
find
all
Figure 2 - Example of the XML test
changes. Table II
case inputs and expected output.
illustrates a subset of
the mutants introduced and the results of the mutation
testing. Our test cases found (killed) all the mutants (seeded
faults) for every execution.
Table II. Example of mutants
Category
Mutant Generation (Error seeding)
Folder Permissions
Using windows explorer, we removed
or changed permissions.
SQL Server stored
Using Microsoft SQL Server
procedures
Management Studio, we removed
permissions
permissions.
Availability of
Using Microsoft Computer
required services
Management Console, we stopped,
disabled, or paused the services.
COM+ DLL
Using Microsoft Component Services,
registration and
we deleted or disabled the components.
identification
Also we changed the identities being
tested.

After our mutation evaluation, we executed our test suite
against the development staging environment (the most
instable of the staging environments). The test suite
successfully found at least half dozen missing permissions
for stored procedures and file system folders in the first day
of use. Such discovery would have taken many man-hours to
diagnosed if done manually, and caused many hours of down
time to the systems that needed these permissions. In
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summary, the test suite proved to be effective in detecting
both seeded and real environment configuration issues.

The long term affect of the configuration tests is discussed in
the following section.

D. Periodic Execution of the Automated Tests
It is important that tests are run frequently so that errors
are caught in a timely fashion. It is also important that test
execution be made visible to appropriate stakeholders. The
lack of frequency and visibility is seems as one of the main
root causes for test automation failures [10, 11]. Beck
suggests that someone in the team must be responsible for
executing tests frequently and for publishing the results to all
team members [9]. In order to address our second goal - (2) if
our application starts failing after other teams deploy to the
same staging environment, how can we quickly validate that
this is not due to missing or changed configurations – and to
address the above concerns, we decided to automate the
execution of the test suites on a scheduled basis, to
automatically publish the results in the intranet and to proactively send emails to interested parties after each test
execution.
NUnit provides console commands to execute test suites
and to export test run results into XML files. A batch file was
created to call the environment configuration test suite.
Microsoft Task Scheduler was used to execute this batch file
at 6:00 AM.
To provide an easier, more readable presentation of the
results, an XSL style sheet was generated to display the
results in an “Environment Forecast” webpage.
A “sunny” forecast indicates that all tests are passing. A
“mostly sunny” with occasional clouds forecast indicates that
less than 25% are failing. A “cloudy’ forest indicates that 2550% are failing. Finally, a “stormy” weather is displayed if
more than 50% of the tests are failing. To provide further
information, data logged during tests (such as the parameters
being tested) is exported to a text file. A link to this detailed
log file is displayed at the bottom of the “Environment
Forecast” web page. Once the test run was completed, emails were sent with a link to the results webpage to
interested individuals (project lead, testing lead, and
developers).
At first, we only had access to run the tests against the
development and testing staging environments. We executed
these tests for a period of 6 weeks. The test results provided
improvements to the following areas:
 Database security: many stored procedures had the
incorrect level of permission. This was brought to the
attention of the Enterprise Architecture team which was
asked to revisit the security models and tighten up
permissions.
 Network Folder security: many folders had more
permissions than necessary in the development and test
environments, which resulted in certain problems to only
appear in higher staging environments, where security
was more strictly enforced.
 Visibility into changes in database administrators: stored
procedures permissions seemed to “go missing” every
once in a while, and system roles get regrouped without
teams being properly notified.

E. Technical Challenges And Impact
After seeing the benefits of the testing suites on the lower
level staging environments, we inquired about scheduling
them to run against higher staging environments. The team
responsible for granting such permissions (enterprise testing)
was at first resistant to give any special permissions to run
these tests in higher staging environments.
Because NUnit was used as the test harness tool, the
enterprise testing team first assumed the tests were developer
unit tests, thus unfit to be on-going in more secured
environments. To clarify this misconception, and to get their
support going forward, we booked meetings with the
enterprise team, inviting the management group as well to
present the test suite and automation strategy. Members of
that team were also included in the daily test-run e-mail
notifications.
After the presentation, managers and the enterprise testing
team became interested to see the source code. Access to the
source code was granted to them. Soon after the demos, this
enterprise team assigned a developer to validate the test suite
in order to give the permission to run it in higher staging
environments. During this review, the developer abstracted
the XML declarative input approach and adapted our test suite
to be able to run tests from multiple projects. We gained
approval to run the tests in higher staging environments while
the enterprise architectural team enforced that all other inhouse projects specify their environment configurations in
XML to also run in this test suite. These tests are now
scheduled to run three times a day in all-staging
environments, including Production. They can also be run ondemand by a group of users that have been granted special
permissions, including the first author of this article.
A verbatim quote from an e-mail sent by the test lead
states that “before the configuration tests: One or more
testing environments would be unstable each day causing
delays in development and testing. During a period of 3
months, environment outages were tracked and over 50 hours
of development and testing time were lost and business
confidence in the environments/systems was very low. In
addition, identifying and addressing the cause of the outage
required 2 to 5 people to get involved to search for and
address the issue. The primary root cause was very difficult to
determine. After configuration test: The suite initially
focused on monitoring and "flagging" environment
configuration changes. The tests were executed on a daily
basis and on command. The impact of these tests is
significant. Problem root cause identification is immediately
available and resolution activities are focused (1 - 2 people)
and usually are corrected in minutes. It was identified that
97% of all instability problems were associated with
environment configuration and database issues/changes (not
system code/functionality). Test environment downtime has
been reduced to 0 - 10 minutes per week. Most importantly,
overall organization confidence in the test environments has
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significantly increased - to the point where development and
test results are trusted and used for benchmarking purposes.”
VI.

using existing OS tools, such as Microsoft Task Scheduler
and expose the test execution results in an easy to access
location, such as a simple website.

LESSONS-LEARNED

VII. CONCLUSION

NUnit proved to be an effective, flexible and easy to use
testing harness for the execution of tests other than traditional
unit tests.
By running environment configuration tests on an ongoing basis, the root causes of environment instability and
configuration problem areas started to disappear. Conflicting
configurations were found during test executions.
Dependencies on external components, such as services and
databases were validated without manual intervention. Teams
had to work together to ensure suitable resolutions to
conflicts. Manual deployments still caused issues, but these
issues were found in a timely manner, making individuals
involved in manual deployments more cautions of changes to
shared configurations.
The environment configuration necessary to run
applications is no longer hidden in long documents in source
control, or in deployment scripts. They are visible and readily
available in a suite of automated tests. To provide quantitative
insights to the usefulness of the automated build verification
testing (BVT), some before- and after-BVT measures are
provided below.
Before BVT
• Over 50 hours of
downtime in 3
months
• Very low confidence
• Outage required 2 to
5 people
• Primary root cause
was very difficult to
determine.

The introduction of a suite of automated environment
configuration tests that verify the environment on demand
has helped us identify many deployment dependencies. It has
also assisted several of our partner teams resolve
configuration issues in staging environments in a timely
manner. It also abstracted environment configuration
management into a live and evolving test suite that shows
failure and it is easily maintainable. The creation of a simple
test strategy that leaned on existing free test tools, with
generic test drivers that use declarative descriptions as test
case inputs enabled future re-use. This reuse escalated the
use of this test strategy to an enterprise testing framework,
proving the need and usefulness of the techniques we
implemented.
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Last but not least, based on our experience, we make the
following recommendations for testing practitioners wanting
to introduce configuration testing practices:
Expect resistance. The truth is that automated testing
requires special permissions for higher level staging
environments. So admit it, get it working on a local
environment where you do have enough security privileges
and plan to do some convincing for getting appropriate
privileges on higher staging environments. Don’t take this
resistance personally. But instead, nicely present the benefits
of your tests to those being skeptical. They will see that it
will actually help them do their job better too.
Keep maintainability in mind. This is one of the causes of
why automated tests get abandoned by many teams [9].
Make it easy to add new test cases to your suite without
having to change or redeploy code.
Keep it simple and use free tools. Create a simple testing
strategy that leans on existing free test tools, creating generic
test drivers that use declarative descriptions as test case
inputs for future re-use.
Automate as much as possible. In addition to test
automation, automate the test execution as well preferably
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Abstract
In automated test generation, granting control to test
experts over test selection can enhance quality of generated test suites. However, in many cases test experts’
control is limited and they can not deﬁne custom coverage criteria. This work proposes a general framework
for application of knowledge engineering to software
testing, which facilitates speciﬁcation of custom coverage criteria and provides means for generating test
cases from diﬀerent artifacts in dissimilar domains.

1. Introduction
In automated test generation a test suite is automatically generated based on a software artifact (e.g. code,
design diagrams, or requirements). A crucial issue in
automated test generation is test selection, which is
about what tests should be included in the test suite
for a desired quality to be achieved [11]. One approach
to address this issue is allowing test experts select test
cases manually. While this approach may be required
in some cases, it is not eﬃcient [6]. A second approach
is automatically selecting test cases to satisfy some predeﬁned coverage criteria [9]. With this method, test
experts do not have much control over the test suite
that is being generated. A third method which can
lend more control to test experts over the generated
test suite, is to leverage speciﬁcation of custom coverage criteria. The test cases are then generated based
on the coverage criteria speciﬁcations, which can be
domain or system speciﬁc [7].
Benz [4] demonstrates that utilization of domainspeciﬁc coverage criteria which are based on errorprone aspects of software can enhance the quality of
a generated test suite. According to Bach [2] errorprone aspects, also used in Risk Based Testing [2], are
software elements that are likely to produce an error
and can be: (1) domain speciﬁc (such as concurrent

methods, database replications, network connection),
(2) based on general test guidelines and experience
(such as boundary values), or (3) system speciﬁc and
revealed in interactions of testers with developers and
designers (such as use of an unreliable library). In addition to utilization of test experts mental model about
error-prone aspect of the system, Paradkar [10] suggests that a test case generation method is required
that supports speciﬁcation of arbitrary test cases, implementation knowledge, invariants on model elements,
and distinguished states.
However, in many cases test case selection algorithms are tightly coupled with coverage criteria and
software artifacts (such as [9]). This inhibits deﬁnition of custom coverage criteria for a speciﬁc domain
or system.
In order to increase control of test experts over test
selection, in the past few years, we have been extensively involved in the design of testing techniques that
beneﬁt from knowledge engineering techniques. For
instance, we have previously proposed a knowledgebased system architecture that generates unit tests
from UML state machines [7]. This system externalizes knowledge about what needs to be tested in the
form of ontologies and rules based on which reasoning algorithms are used for the generation of high-level
description of tests. Also, an ontology based description of the generated test suite is maintained in order to enable test redundancy checking using standard
reasoning mechanisms. In the current paper, we have
tried to capture the experiences that we have gained in
the design of knowledge-based testing techniques in a
generalized ontology-based test case generation framework. Our proposed general framework provides means
for generating test cases from diﬀerent artifacts in dissimilar domains.
The rest of this paper is organized as follows. Section 2 provides an overview of the framework. Section 3
and 4, respectively describe speciﬁcations that are used
in the method and phases of test generation from the
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speciﬁcations. Section 5 further discusses the framework. Section 6 concludes the paper.

Coverage
Criteria
Rules

2. Framework Overview
The ontology based test case generation framework
uses knowledge engineering techniques to decouple test
selection algorithms from the knowledge that is used
for test selection. The decoupling allows test experts
to freely manipulate the ontology based representations
of speciﬁcation of what needs to be tested, without the
need to modify hardcoded test selection algorithms. To
do this, ontologies and rules are used to specify what
needs to be tested, and reasoning algorithms are used
to select high level description of test cases, which are
called test objectives. The selected test objectives are
then translated into abstract test cases. The abstract
test cases are represented in an ontology, which allows
the use of reasoning for redundancy checking. Finally,
executable test cases are generated from the abstract
test case ontology.
Hence, the executable test suite is generated in four
phases, which are depicted in Figure 1 and described
below:
Phase 1- Test Objective Generation: The ontology based representation of what needs to be tested
which includes: behavioural model speciﬁcations, expert knowledge, and coverage criteria rules, is used to
generate a set of test objectives. This phase is conducted using reasoning on the ontologies, which describe the speciﬁcations.
Phase 2- Redundancy Checking : For every test
objective, a redundancy checking rule is used to check
whether the test objective is satisﬁed by a test case,
which is already included in an abstract test suite ontology. This phase is also conducted using reasoning
on the ontologies.
Phase 3- Abstract Test Suite Ontology Generation: For each non-redundant test objective, an
abstract test case is generated and added to the partially generated abstract test suite ontology. This
phase is run using prevalent test generation methods
from literature (such as graph traversal algorithms [9]).
Phase 4- Executable Test Suite Generation:
For every abstract test case in the abstract test suite
ontology, an executable test case is generated using the
implementation knowledge ontology.
Phase 1 generates a set of test objectives. After
phase 1 is completed, phase 2 and phase 3 are performed repeatedly to generate an abstract test suite.
Then in phase 4, based on the abstract test suite, the
executable test suite is generated.
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Figure 1. Framework Overview

3. Speciﬁcations
With this framework, in each phase some speciﬁcations are transformed into another form (Figure 1).
This section describes the speciﬁcations which are used
in the framework.
Behavioural Model Ontology The behavioural
model ontology is an ontology-based representation of
the software artifact based on which tests are generated. This ontology describes concepts corresponding
to the software artifacts structural elements, the relationships between them, and their instances.
For example, for UML artifacts, this ontology can
be created based on the the Ontology Deﬁnition Meta
Model (ODM) [1] standard by the OMG, and be automatically populated from the XML Metadata Interchange (XMI) [8] representation of existing models.
For code-based artifacts, this ontology can describe the
concepts in a programming language (such as methods,
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function call, etc.) and be automatically populated
from the existing code. For GUI testing this ontology
can describe the GUI elements and be automatically
populated from the existing GUIs.
Expert Knowledge Ontology The expert knowledge ontology extends the behavioural model ontology
with knowledge that is beyond the behavioural model
ontology.This knowledge is exploited by the coverage
criteria rules for identiﬁcation of test objectives. This
ontology describes test experts’ mental model and is an
extension point that facilitates support of various coverage criteria rules. The ontology has the advantage of
retaining this knowledge, which is used by test experts.
This ontology can be designed based on error taxonomies, bug databases, and commonly used coverage
criteria. Examples of pieces of knowledge that can be
included in this ontology are: knowledge about use of
an unreliable library, boundary values of state variables or inputs, expected exceptions, variable deﬁnition
and use, concurrency relationships, and user interaction points.
Test Objectives A test objective delineates a testcase and provides a language for test experts to deﬁne
the test cases abstractly and decouples test case selection from test case generation. It consists of two
parts: the predicateList and the parameterList, which
are lists of predicates and parameters separated by a
comma. A predicate in the predicateList has one or
more parameters, which are listed respectively in the
parameterList.
[The list of predicates separated by comma]
[The list of parameters separated by comma]

A test objective speciﬁes a condition that must
hold on some elements in a corresponding test case.
The predicates specify the conditions. The parameters specify the elements which are deﬁned in the behavioural model ontology or their values. A test objective speciﬁes the structural properties of a test case. A
test case can be described by combining test objectives.
Examples of test objectives for test case generation based on UML state machines are as listed below,
where Trans1, Trans2, Var1, and Val1 are respectively
a transition, a transition, a state variable, and a value
deﬁned in the behavioural model ontology:
[CoverTransition][Trans1],
[Immediate][Trans1, Trans2],
[After][Trans1, Trans2],
[AtTransitionStateVaiableHasValue][Trans1, Var1, Val1]

Similarly for code-based testing and GUI testing test
objectives can be designed as listed below:

[CoverMethodWithInputs][Method1,InputValue1]

Coverage Criteria Rules The coverage criteria
rules are test case selection rules and can be expertdeﬁned, system/domain-speciﬁc, or standard. In general, a rule follows the form below. The :- symbol denotes a deduction from the right side to the left side of
the rule.
test objective :- test objective selection criteria.

The test objective selection criteria describe the conditions that should hold on some elements for them to
be a part of the structure of a test case. The test
objective speciﬁes the structure of selected test cases.
Coverage criteria rules refer to the vocabulary deﬁned
by the behavioural model and an expert knowledge ontology. The body of a rule speciﬁes conditions on the
parameters of the test objective, which is described in
the head of a rule.
An example of a coverage criterion is shown below.
In the examples, a variable name starts with a question
mark.
Conditions:
1- A variable’s domain has some boundaries,
2- A method uses the variable,
3- The variable’s value is a user input.
Test Objective:
- Check if the method throws an OutOfBoundaryException.
coverage([ThrowException],
[?Method, ?Variable, ?Value,OutOfBoundaryException]) :StateVariableBoundaryValue (?Variable, ?Value),
Uses (?Method, ?Variable)
UserInput(?Variable).

In this example the behavioural model ontology,
which can be reverse engineered from the source code,
includes the knowledge that deﬁnes methods and variables and the Uses relationships between them. The
boundaries of the variables and whether their value is
a user input is described in the expert knowledge ontology. The expert knowledge ontology can be created
manually or automatically from formal documents such
as annotations made by programmers in a source code.
Based on these knowledge bases and the coverage criteria, reasoning can be used to generate test objectives.
Abstract Test Suite Ontology The abstract test
suite ontology, which is linked to the behavioural model
ontology, describes the test suite. Abstract means that
it can be implementation-neutral and programminglanguage-neutral, depending merely on the knowledge
provided by a software artifact. The abstract test suite
ontology consists of a set of abstract test cases. An abstract test case is speciﬁed by a list of steps, input
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Inputs

values at each step, and values of state variables after each step. A step corresponds to an event that
changes the state of the system. The ontology-based
representation of the test suite allows use of reasoning
to identify redundant test cases.

Behavioural Model Ontology:
State (s1). State(s2). Transition (t1).
From(t1,s1). To(t1,s2).
State(s3). Transition (t2).
From(t2,s1). To(t1,s3).
Expert Knowledge Ontology:
Vulnerable (s1).
Vulnerable

outputs

s2

Test Objective:
Coverage ([covertransition],[t1]).
Coverage ([covertransition],[t2]).

Figure 2. Phase 1 Test Objective Generation

The test objective is satisfied by the test suite :the structural characteristics of a test case that
satisfies the test objective.

Inputs

Behavioural Model Ontology:
State (s1). State(s2). Transition (t1).
From(t1,s1). To(t1,s2).
Abstract Test Suite Ontology:
Test (test1). Step(test1step1).
hasStep(test1,test1step1).
hasTransition (test1step1,t1).

The structural characteristics of a test case that satisﬁes the test objective are described using the vocabulary deﬁned by the abstract test suite ontology and
the behavioural model ontology. For every test objective, a redundancy checking rule is generated based on
redundancy checking rule template. For every test objective predicate, there exists a redundancy checking
rule template.

Executable Test Suite An executable test suite is
the main output of the system, and is the result of
the abstract test suite being translated using the implementation knowledge. This test suite is written in
a programming language for an implementation of the
system under test. If the API of an automated testing
framework such as JUnit [5] is used, the tests can be
executed and veriﬁed automatically.

t1
t2

s3
Coverage Criteria Rule:
Coverage ([covertransition],[?t]):Transition (?t), From (?t,?s), Vulnerable(?s).

Redundancy Checking Rule Templates Redundancy checking rule templates are used to generate redundancy checking rules for test objectives. A redundancy checking rule facilitates checking whether a test
objective is already satisﬁed by a test case, which is included in a test suite. The redundancy checking rules
follow the form below:

Implementation Knowledge Ontology The implementation knowledge ontology is used for translating the abstract test suite ontology to an executable test suite. This ontology extends the behavioural model ontology with implementation information. The knowledge represented by this ontology, which is programming-language-dependent, can
include: variable getters and setters, implementation
names of methods, classes, namespaces, constructors,
etc. This ontology can be automatically populated, if
the source code is available. This ontology helps postponing the task of generation of actual executable test
cases to after the implementation is done. Also it enables maintaining the same set of abstract test cases
while the implementation details change.

s1

Test Objective:
Coverage ([covertransition],[t1]).
Redundancy Checking Rule:
exist():hasstep(?test,?step),hastransition(?step,t1)
output

A test that satisfies the test objective exists
in the test suite

Figure 3. Phase 2 Redundancy Checking

4. Phases by Example
This section describes the phases of test generation
from the speciﬁcations using a simple partial example
of unit testing based on UML state machines. Only
relevant parts of the example ontologies are shown in
the ﬁgures.
During the phase 1, which is test objective generation, initial test case selection is conducted using reasoning and the output, which is a very high level test
suite is presented as a set of test objectives. Figure 2 illustrates the example which generates test cases based
on a UML state machine. In this example test objectives that specify tests that pass transition t1 and
transition t2 of the state machine are generated.
In phase 2, which is redundancy checking, for every
test objective, reasoning is used to checks a partially
generated abstract test suite ontology for existence of
a test case that satisﬁes the test objectives. Figure 3
illustrates an example, in which the test test1 of the
abstract test suite ontology satisﬁes the test objective,
which speciﬁes a tests that passes transition t1. Hence,
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Inputs

outputs

Behavioural Model Ontology:
State (s1). State(s3). Transition (t2).
From(t2,s1). To(t2,s3).

5. Discussion

Test Objective:
Coverage ([covertransition],[t2]).

The objective of this method is provision of a framework that can be extended by speciﬁcation of custom
coverage criteria rules. In order to extend the system, one can specify the corresponding coverage criteria rules in a logic programming language and populate the referred knowledge to the expert knowledge
ontologies. Hence, this method is as powerful as the
the rules and ontologies that are speciﬁed in it.
The method can be exploited to generate test cases
based on various software artifacts such as code, design, requirements, etc. For this purpose, a behavioural
model ontology representing the software artifact is
used and the artifact is populated into the ontology.
Additionally, the method can be applied to diﬀerent
domains, such as GUI testing, concurrency testing, networking etc. To apply the method to diﬀerent domains,
the knowledge about error prone aspects of the domain
is added to the domain-speciﬁc expert knowledge ontologies. New coverage criteria are deﬁned based on
the vocabulary deﬁned in the behavioural model and
expert knowledge ontologies. Also, the test cases can
be manually speciﬁed by manually specifying test objectives.
Furthermore, rules can be deﬁned to support standard coverage criteria from literature. Example rules
for several standard state machine based coverage criteria [9, 3] are listed below:

Abstract Test Suite Ontology:
Test (test2). Step(test2step1).
hasStep(test2,test2step1).
hasTransition (test2step1,t2).

Figure 4. Phase 3 Abstract Test Suite Generation

Inputs

Behavioural Model Ontology:
State (s1). State(s3). Transition (t2).
From(t2,s1). To(t2,s3). Event (m1).
HasEvent (t2,m1).
Abstract Test Suite Ontology:
Test (test2). Step(test2step1).
hasStep(test2,test2step1).
hasTransition (test2step1,t2).
Implementation Knowledge Ontology:
HasImplementationMethod (m1, method1).

outputs

//Test 2
...
method1();
...

Figure 5. Phase 4 Executable Test Suite Generation

this test objective is discarded. Next, another redundancy checking rule is generated to examine the other
test objective. The other test objective, which speciﬁes
a test that passes transition t2 of the state machine,
is not satisﬁed by the test suite, hence it is passed to
Phase 3 of the method for test case generation.
Phase 3, which is abstract test suite generation uses
a test case generation method from literature based
on the software artifact (such as graph traversal algorithms [9] for UML state machines). The abstract test
cases are generated for the given test objectives and
are added to the abstract test suite ontology. Figure
4 illustrates part of an abstract test case that is generated for the given test objective and is added to the
ontology.
Finally in phase 4, which is executable test suite
generation, the implementation knowledge ontology is
used to generate an executable test suite from the abstract test suite ontology. Figure 5 illustrates part of an
executable test case which is generated for the abstract
test case.

- All Transition Coverage:
coverage([covertransition],[?tr]) :- transition (?tr).
- All Transition Pair Coverage:
coverage([immediate],[?t1, ?t2]) :- transition (?t1),
transition(?t2), notEqual(?t1,?t2), from(?t1,?state),
to(?t2,?state).
- Faulty Transition Pair:
coverage([immediate],[?t1, ?t2]) :- transition (?t1),
transition(?t2), faulty(?t2), notEqual(?t1,?t2),
from(?t1,?state), to(?t2,?state).

Redundancy checking rules for the corresponding
test objectives are as follows:
- [covertranstions], [TR]:
exist():test(?t), hasStep(?t,?st1), hasTransition(?st1,TR).
- [immediate], [TR1,TR2]:
exist():test(?t), hasStep(?t,?st1), hasStep(?t,?st2),
hasTransition(?st1, TR1), hasTransition(?st2, TR2),
next(?st1, ?st2).

However, as described below, the method has some
limitations:
Non-Optimal Redundancy Checking The redundancy checking process is not optimal. This is because the redundancy checking works backwards. That
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is, it only checks whether a test case that covers the current test objective already exists in the test suite. It
does not guarantee that a test objective will not be satisﬁed by a test case generated later. Thus the method
does not necessarily generate a test suite of optimal
size. The order of selection of test objectives aﬀects
the size of the generated suite.
Time Eﬃciency For larger units under test, test
case generation can be slow because of the use of reasoners. The reasoning algorithms are not fast and this
is the trade-oﬀ between eﬃciency and generality. For
large systems the method may not operate interactively.
Modelling Complexity If the method is used
with a model-based test generation methodology, the
complexity of modelling software artifact is a challenge. However in presence of UML models, the behavioural model ontology can be automatically populated from the XMI representation of the existing
model. Similarly, to reduce the complexity of creating
expert knowledge, it may be possible to provide tools
that populate it from existing documents that conveys
the knowledge in another format, such as source code
or custom annotations made by programmers within
source code. Likewise, to deal with the complexity of
creating implementation knowledge ontology, the ontology can be populated by reverse engineering existing
source code.
The Limitation of Logic Programming Writing rules can be complicated and the expressiveness of
the rule languages are limited due to the limitations
of the reasoning algorithms. The constraints on the
expressiveness of the rule languages limit the coverage
criteria rules and redundancy checking rules that can
be supported by the system. For instance, in Horn
logic no universal identiﬁer can be in the body of the
rules. Hence, rules like the example below can not be
expressed:
Predicate2(x) :- for all x, Predicate1(x)

This limitation can be overcome for ﬁnite domains
by listing all possible values of x in a list and recursively
iterating over the list to check the values of Predicate1
with them. But such an ‘extensional’ approach can not
be very eﬃcient for large domains.

6. Concluding Remarks
This work presents a general knowledge based test
case generation framework that allows deﬁning custom
domain-speciﬁc and/or system-speciﬁc coverage criteria for various software artifacts and domains. By using
custom coverage criteria, test experts can control what
tests are included in generated test suites. For this

purpose, the framework uses reasoning on ontologies
to address the test case selection issue.
However, further research should be done before the
framework can be applied in practice. A test objective language, which is used for high level speciﬁcation
of test cases should be developed. Ontologies should
be developed for the software artifacts and domains
under test. Deﬁning domain-speciﬁc coverage criteria
and expert knowledge ontologies is not a trivial task
and should be conducted in research labs. Additionally
further research should be conducted on integration of
the framework with existing development methodologies.
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Abstract—This work presents an experience report on the
integration testing of a secured SOA with many independent
service providers in the ﬁeld of eHealth. The services itself are
closed-source to the integrators and so the veriﬁcation is messagebased only. Due to strict security requirements, all services
are limited to use SSL-encrypted connections. This makes it
challenging to consume the messages even during testing and
therefor to verify the correct behavieour of each service. Three
strategies are presented, each showing different beneﬁts and
drawbacks to the integration testing process. In this report
one most applicable approach was further implemented and
discussed.
Keywords-Integration Test; Secured Infrastructure; eHealth

I. I NTRODUCTION
Service Oriented Architecture (SOA) is an established
software integration paradigm for building systems out of
independent components and to provide technical interoperability. Service providers develop their software components
or subsystems and expose interfaces to them as web services.
This new paradigm of service development, testing and integration imposes great challenges to the quality of the services.
Since an application system usually involves services from
different organizations, to guarantee that these services can
collaborate correctly and seamlessly, the quality of services is
extremely important. However, services are usually developed
independently by service providers. Moreover, due to privacy
concerns - e.g. in the domain of eHealth - the implementation
of a service is usually invisible to service integrators. This
may negatively affect the testability of such a system and,
speciﬁcally for this work, constrain the veriﬁcation methods
to the message level.
This work presents an experience report on the integration
testing of a secured SOA with many independent service
providers in the ﬁeld of eHealth. The services itself are
closed-source to the integrators and so the veriﬁcation is
message-based only. Due to strict security requirements, all
services are limited to use SSL-encrypted connections. This
makes it challenging to consume the messages even during
testing and therefor to variﬁy the correct behavieour of each
service. In the case of an failure it is essential to identify
which service in the service-chain has is responsible (e.g.

send an incorrect response). A secured environment makes
it difﬁcult to verify the messages as - per deﬁnition - the
messages should not be accessable by external entities. A
typical test environment would then be able to test end-toend, but not be able to verify intermediate messages. To enable
the veriﬁcation of messages sent between each service of the
secured SOA, three approaches are presented and discussed
in this paper: man-in-the-middle proxy: In this approach a
proxy service is placed between two real services. on-theﬂy decryption: In this approach the encrypted data will be
recorded and decrypted for veriﬁcation. temporary testing
interface: For this approach each service has to implement a
non-enrypted testing interface which then could be used during
the integration tests. One of the presented methods (man-inthe-middle proxy) was then choosen to be implemented during
the integration tests of a large European nationwide eHealth
infrastructure. The rationale behind the selection of the method
and the implementation are further described.
II. R ELATED W ORK
Many authors such as Katt et al. in [7] and Haux et al. in [4]
discuss the problems of integrating eHealth systems. Privacy
and data protection in an heterogenous environment are among
of the most discussed aspects. Additionally to the speciﬁc
needs in the eHealth domain, software intensive systems in
general still face security issues like incorrect data veriﬁcation
of the systems [5]. Efforts for end-to-end security under similar
conditions have been undertaken in [16] by Wozak et al.
Balasubramaniam et al. in [1] explain the challanges of SOA
testing. Among others security is one of the major aspects
that makes SOA testing a complex task. Rehman et al. in
[6] points out that strong security mechanisms inhibit the
feasibility of testing in general. Both strongly relate to this
experience report, since the prefered method of veriﬁcation
(on-the-ﬂy decryption) had to be discarded due to this reason.
Ribarov in [13] discusses testing in the context of SOA
and points out that integration testing should be done in
an iteratve manner. In expectation of faults emerging during
integration testing this is essential to isolate errors. Vincent
et al. concludes that in integration testing all components
should be tested and integrated through their speciﬁed interface
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[15]. Baresi et al. in [2] discuss many aspects of SOA testing
including reliability, security, and trust. Tsai et al. [14] discuss
the aspect of testability in a SOA environment and propose
some evaluation criteria.
[12] and [11] support that end-to-end black-box tests are not
sufﬁcient in most integration testing scenarios. Especially this
leads to the problem that multiple faults might cancel each
other out. Such failures might never be found in a complex
SOA without verifying intermediate messages.
Martin, Basu and Xie [9] present a framework for automated
software tests in SOA environments. This work focuses on
robustness tests, but the architecture of the testframework is
typical for a SOA test.

Client Side
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Log
Service

Service
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Provided
Service

Service
Registry

SSL encrypted
connection
ISn Integration Steps

III. E NVIRONMENT AND T EST S TRATEGY
This expierience report is based on the work of the authors when setting up an incremental integration test of a
secured SOA environment. This environment is an European
nationwide eHealth infrastructure which is based on common
webservice technologies. Figure 1 shows the main services
and their communication paths. All communication is based on
SOAP1 messages. The Service Broker, the Log Service and the
Service Registry are single instance components. The provided
services on the right are about 30 instances, each instance
provided by a different service provider. The Connector is
a client-side proxy service that acts as a secure gateway to
the backend infrastructure. In this integration scenario there
were 5 to 10 different connector providers and up to 10.000
instances. Due to this complexity the main objectives in testing
are interoperability, security and performance. The testing is
done iteratively in three integrations steps. Step 1 and 2 are
performed as an automated test whereas the ﬁnal interation
- including all components - is performed manually. Figure
1 shows the included services for each integration step. In a
preceding step (not shown in the ﬁgure) the single instance
components are integrated and tested. The backend services
are simulated and the test-driver takes the role of the Connector. In Step 1 all the backend services were integrated with the
previously integrated single instance services. The simulation
of is replaced by the actual services. In the following step 2
the Connector service is added to the test setup. The testdriver
then changes its role from being a Connector to being a Client.
In the ﬁnal step 3 the testdriver is replaced by a real Client.
The Client could be tested automatically e.g. through GUIautomation, but in this case the last integration step is tested
manually.
Each client runs on a dedicated device with its applications
and has its own connector. The connector is a trusted device on
client side. It builds up a VPN tunnel to the secured SOA. All
connections are SSL encrypted and all messages are digitally
signed. The service broker receives the client requests and
validates the signatures. Further, for some service calls the
broker hides the clients identity from the backend services
to aviod e.g. usage mining in health insurance agencies. The
1 http://www.w3.org/TR/soap/

SSI

Fig. 1.

Overview of the Infrastructure and Integration Steps

service broker is also responsible for the transaction log.
All transactions are logged by the service broker to the log
service. All of the provided services use the same service
contract. Their interface to the secured SOA is identical. The
messages logged by the log Service are not accessible. For
security reasons access is only allowed in case of failures.
The messages between the service broker and the provided
services are also digitally signed and transported via SSL connections. The service registry is a customized UDDI service
for looking up provided services by the service broker. The
connection between the service broker and the service registry
is SSL encrypted. These request and response messages are
not digitally signed. Every SSL connection is established
with client authentication. The SSL cipher suites used for
the SSL connection between connector and service broker use
the Difﬁe Hellman key exchange algorithm, the cipher suites
used inside the secured SOA use the RSA algorithm for key
exchange.
IV. V ERIFICATION M ETHODS
In this section three approaches for integration testing
the secured SOA are discussed. The most straightforward
approach On-the-ﬂy Data Decryption was preferred, but due
to technical limitations was not applicable. The Temporary
Testing Interface in this case with many independent service
providers would lead to an organizational problem. Further,
this option would change the secured services and therefor
would be risky from a security perspective. The Man-In-TheMiddle Proxy was the most applicable method for this case.
The services are unaltered and the in between proxies not only
fetch all message but further enabled to edit the messages e.g.
to test failure cases.
A. On-the-ﬂy Data Decryption
This approach decrypts SSL encrypted data connections
under some speciﬁc circumstances on-the-ﬂy. The main advantage of this method is that it uses an existing veriﬁcation
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point and is completely passive. Hence, it will not inﬂuence
the infrastructure in any way. The major difﬁculty is to access
a capture point CP where the SSL network trafﬁc, between a
client C and a server S, can be recorded.
1) SSL Decryption: To decrypt SSL trafﬁc the private key
PK from the server S is needed to obtain the SSL session key.
With this session key, the whole SSL conversation between
the client C and the server S can be decrypted [8]. This is
only possible when the used SSL cipher suite uses the RSA
key exchange algorithm. Using a cipher suite, which uses the
Difﬁe Hellman key exchange algorithm, SSL decryption with
only the private key of the server is not possible.
2) Difﬁe Hellman Key Exchange: The SSL cipher suites
used between the connector and the service broker must
use the Difﬁe Hellman Ephemeral (DHE) algorithm for key
exchange during the SSL handshake. Unlike the RSA key
exchange, the DHE key exchange method does not use the
private key from the server to encrypt the process of generating
the symmetric encryption key for the SSL connection. This
prevents already captured SSL trafﬁc from being decrypted,
if the private key of the server should be compromised in
the future (see Bresson et al. in [3]). Decrypting the SSL
connection while only having the private key of the server
is not possible when using the DHE key exchange algorithm.
The decryption of SSL connections when using the DHE key
exchange method requires access to internal Difﬁe Hellman
parameters. But these are in almost all cases not accessible.
Acquiring these parameters would require massive changes to
the SSL stack.
PK

C

S

CP

Fig. 2.

On-the-ﬂy Data Decryption Method

B. Man-In-The-Middle Proxy
Man-in-the-middle proxies are additional active components
in the infrastructure. They use the existing and unmodiﬁed
interfaces, but they can inﬂuence the system in an unexpected
way. As shown in Figure 3 the Proxy P has to act as the server
S on one hand, and as the client C on the other hand. Since
SSL is used with client authentication, the proxy must use
an additional client certiﬁcate C3 as well as another server
certiﬁcate C2. Disabling the validation of the common name
(CN) of the SSL server certiﬁcate on the client allows the use
of the servers server certiﬁcate C4 as the server certiﬁcate C2
of the proxy. The same is the case for the client certiﬁcates.

The clients client certiﬁcate C1 can be used as the proxies
client certiﬁcate C3. (C1 == C3 and C2 == C4). The use of
the man-in-the-middle proxies poses several advantages over
a completely passive approach. Their use is independent of
the transport protocol. They also allow altering the captured
messages on-the-ﬂy which makes them usable for other testing
purposes as in (see [6] and [10]).
C1

C2

C

C3

P

Fig. 3.

C4

S

Data Proxy Approach

C. Temporary Testing Interface
The third method considered is the implementation of a
Temporary Testing Interface. Every component like a client
C or a server S must implement the same interface TTI. The
application data AD is provided by the Temporary Testing
Interface and can be collected for automated veriﬁcation purposes. Temporary Testing Interfaces are an active approach to
provide artiﬁcial testing interfaces for accessing the application
data. The main advantage of implementing debug APIs is
convenient access to the application data. This approach also
provides the possibility to modify the application data in any
way, even if it is digitally signed and encrypted. It is also
independent from the used transport protocol. Disadvantages
of this approach are security issues. The API must be built
into every component of the secured SOA and it must be
available during the integration process. Afterwards the API
must be securely deactivated for production use. Removing the
Temporary Testing Interface from the production components
is complicated because almost every software layer of those
components might be affected. These massive changes on the
source code might affect the components in an unexpected
way [6]. Another issue is the extended trust in the Temporary
Testing Interface. It cannot be assured that the output of the
interface is exactly the data which is processed.
The risk of abusing the Temporary Testing Interface is
unsustainable for the secured SOA.
V. I MPLEMENTATION
In this speciﬁc case we concluded that the method of the
man-in-the-middle proxy provides the ﬂexibility we need for
this complex situation without seriously harming the security
of each component and the overall system. Using the on-theﬂy decryption method was not applicable because of the Difﬁe
Hellman key exchange during the SSL handshake and for
security reasons the implementation of a Temporary Testing
Interfaces into every component was unsustainable due to
possible security related side effects. Consequently, for the
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integration tests of the secured SOA the man-in-the middle
proxy method has been implemented.
Fig. 5.

A. Integration Test with the Man-In-The-Middle Proxy
1) Test Case Deﬁnition: Each test case description is split
up into the deﬁnition of the control data and the deﬁnition of
the veriﬁcation data. The control data contains all information
needed by the test engine TE to compose a request for the
secured SOA. It consists of static parameter values for creating
requests based on static data and dynamic parameter values
for creating requests based on actual date/time, on responses
from previous requests and many more. The veriﬁcation data
contains all information needed to verify the responses from
the secured SOA and to verify the intermediate data. The definition of the veriﬁcation data also consists of static parameter
values and on dynamic parameter values. The test results are
stored in a common repository that can be accessed by the test
professionals in a convenient way.
2) Proxy Distribution Scheme: As shown in Figure 5 between every component a proxy instance P has been installed.
The test cases are initiated by the test engine TE. PC SB captures the messages MC SB between the connector C and the
system broker SB. PSB SR captures the messages MSB SR
between the system broker SB and the service registry SR;
PSB LS captures the messages MSB LS between the system
broker SB and the log service LS. The messages MSB PSn
between the system broker SB and the provided services PSn
are captured by the proxy instances PSB PS1 to PSB PSn. All
of the connections are SSL encrypted. Each proxy instance is
conﬁgured as a server with a SSL server certiﬁcate on one
hand, and as a client with its SSL client certiﬁcate on the
other hand. The proxy instances are distributed over the entire
secured SOA.

Integration Test Scheme

TABLE I
C ONF. PARAMETERS OF A P ROXY I NSTANCE
Parameter
name
remotehost
remoteport
localport
sslservercert
sslclientcert

Description
Identiﬁes the proxy instance
for fetching the captured messages via JMX
Speciﬁes the host to forward the messages
Speciﬁes the port on the remotehost
Speciﬁes the port to listen
on for incoming messages
Speciﬁes the ﬁle that contains the SSL
server certiﬁcate for the proxies’ server side
Speciﬁes the ﬁle that contains the SSL
client certiﬁcate for the proxies’ client side

1) Reassembling the Request/Response Sequences: After a
test case has ﬁnished, the veriﬁcation starts. Since parallel
testing is supported in most cases, the captured sequence of the
requests and responses has to be associated to the appropriate
test case by the test engine. Parallel running tests are not
possible for some use cases. In this case the broker service
stores session data that is not accessible. Such tests are run
exclusively.
The design of the man-in-the-middle proxy allows the execution of a large number of proxy instances. Various proxy instances can be executed on one machine and a lot of machines
can be distributed in the secured SOA. The conﬁguration is
done per machine. Table I shows the conﬁguration parameters
of a proxy instance. The man-in-the-middle-proxy and the test
engine are implemented in Java. The captured messages are
sent to the test engine via JMX2 .
VI. D ISCUSSION

B. Automated Test Result Veriﬁcation
The test engine TE initiates a request to the secured SOA.
The request is composed out of control data. The secured SOA
processes the request and as a result the test engine TE receives
a response. This process also generates requests and responses
between the intermediate components. This intermediate data
is captured by the proxies and forwarded to the test engine
TE.

In secure software systems, access to application data is restricted or in some cases still not possible because of e.g. data
encryption. All of the components are hardened and production
ready. Integration tests in highly secure software systems may
need special approaches. It is important what effects the testing
method has on the production ready components. Using active
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2 http://java.sun.com/javase/technologies/core/mntr-mgmt/javamanagement/

test components might inﬂuence the production system in an
unexpected way. This report has shown how security restricts
the testability. The goal is to apply veriﬁcation methods, which
allow accessing the data needed without serious impacts on
security and on the system itself.
Every veriﬁcation method has its own different strengths and
weaknesses. There is no general rule that one veriﬁcation
method is more applicable than others. In the speciﬁc case
of our study we have concluded that the method of the manin-the-middle proxy provides the ﬂexibility we need for this
complex situation without seriously harming the security of
each component and the overall system. From a security
perspective passive veriﬁcation methods - such as on-the-ﬂy
decryption - should always be preferred if applicable.

[13] L. Ribarov, I. Manova, and S. Ilieva. Testing in a service-oriented world.
InfoTech, Proceedings of the International Conference on Information
Technologies, 2007.
[14] W. T. Tsai, J. Gao, X. Wei, and Y. Chen. Testability of software
in service-oriented architecture. Computer Software and Applications
Conference, Annual International, 2:163–170, 2006.
[15] J. Vincent, G. King, P. Lay, and J. Kinghorn. Principles of built-in-test
for run-time-testability in component-based software systems. Software
Quality Control, 10(2):115–133, 2002.
[16] F. Wozak, T. Schabetsberger, and E. Ammmenwerth. End-to-end security
in telemedical networks - a practical guideline. International Journal of
Medical Informatics, 76(5-6):484–490, 6 2007.

VII. C ONCLUSION AND F UTURE W ORK
SOA testing in general is still a rapidly developing ﬁeld.
This work discusses one speciﬁc scenario, but it is assumable that similar scenarios face the same challenges. While
this single scenario may not serve as a general pattern, the
reﬂection of different strategies could be used as a baseline
for other testing scenarios. Our future work aims to analyze
similar cases and to generalize the results to provide guidelines
for SOA testing in secure environments. Further we are
investigating the use for the provided results for monitoring,
surveillance and auditing the infrastructure during production.
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Abstract—Software quality can be monitored and estimated during the
software development process. One common approach is to utilize classification models to predict quality of software modules prior to system
deployment and then allocate software enhancement resources based on
the predicted results. The predictive accuracy of classification models is
often affected by the quality of input data. For example, redundant or
irrelevant features harm prediction, and high dimensionality of input
data may make classification very difficult. Feature (software metric)
selection becomes a necessary step in the modeling process for such types
of data sets. In this paper, we present our newly proposed thresholdbased feature selection technique using the area under ROC (Receiver
Operating Characteristic) curves and compare its performance to that of
six standard filter-based feature selection methods. Our experiments are
conducted on three groups of software data sets. The results demonstrate
that our proposed threshold-based feature selection method has better
or similar performance compared to the six standard filter-based feature
selection approaches.

I. I NTRODUCTION
Software quality modeling is an important tool to achieve high
quality software. The output of the modeling process can direct
practitioners to allocate project resources strategically, e.g., assigning
more resources to the program modules that have been predicted as
high-risk or low-quality. The standard approach for software quality
modeling is to apply data mining and machine learning algorithms
to the software measurement data collected during the software
development process and predict whether a program module is faultprone (fp) or not fault-prone (nfp). In fact, data mining has been
successfully applied in a variety of domains, such as protein structure
prediction [1], network intrusion detection [2], text classification [3],
and software defect prediction [4]. The software quality modeling
process becomes ineffective and sometimes impractical if input data is
of high dimensionality or contains a number of irrelevant or redundant
features. Feature selection is required for such types of data sets. The
objective of feature selection is to select a subset of features that
minimize the prediction errors of the learner.
Generally, feature selection is divided into two groups, wrapperbased feature selection and filter-based feature selection. The main
characteristic of wrapper-based techniques is that which attributes
are selected is learner-dependent. The same classifier or inductive
algorithm is used to both select the relevant features and execute the
mining process [5]. Therefore, for a given data set, a wrapper-based
technique may produce different feature subsets when using different
learners. The potential problems of a wrapper-based technique lie in
its high computational cost and a risk of overfitting to the model.
In contrast, a filter-based technique is learner-independent. Once the
data set is given, the filter-based technique will produce a feature
subset (or feature subsets) that is (or are) correlated to the dependent
attributes irrespective of whatever leaner will be used after.
For this study, we propose a new threshold-based feature selection
(TBFS) technique, which is in the filter-based feature selection

category. This method is developed from a classification performance
metric. Each independent attribute is individually paired with the
class attribute and the two-attribute data set is evaluated using the
performance metric. In this study, we select AUC (area under a
ROC curve) as the performance metric, since AUC has been widely
used for evaluating the predictive capability of classifiers in many
application domains, including software engineering [6], [7], [8].
AUC provides a single numerical metric that represents the predictive
power of each attribute, and attributes with higher AUC values are
considered better able to predict the class attribute. This is the first
time AUC has been used for feature selection in this manner. Of
course, we notice that Chen and Wasikowski proposed the FAST
algorithm [9], which is based on the area under a ROC curve (AUC).
However, in their work AUC was generated by moving the decision
boundary of a single feature classifier with thresholds placed using
an even-bin distribution. This means that they calculated a ROC
curve by discretizing the distribution, while our technique is much
more general compared to their work. Our technique does not require
discretization, making it more precise and avoiding the determination
of how wide the bins should be. Furthermore, our proposed TBFS can
be readily extended by changing what classifier performance metric
is used for feature ranking, although we only present the technique
using AUC.
In order to validate the effectiveness of our proposed method, we
compare TBFS to six commonly used filter-based feature selection
techniques on three groups of software data sets, each group including
three separate releases. The three groups of data sets exhibit different
class distributions (i.e., the percentage of positive (fp) examples).
Five different classifiers are applied to the training data sets with
the attributes selected by the seven feature selection techniques. The
experimental results demonstrate that our proposed TBFS method has
better or similar performance compared to the best of the six standard
filter-based feature selection approaches. Moreover, the comparison
results show that TBFS is more appropriate when a training data set
is highly imbalanced (i.e., the percentage of positive (fp) examples
is very low).
The remainder of the paper is organized as follows. Section II
describes related work. The six standard filter-based feature selection
techniques and our newly proposed TBFS method, as well as the five
classifiers and the associated classification performance metric used
in study are presented in Section III. A case study is provided in
Section IV. Finally, conclusions are drawn in Section V.
II. R ELATED W ORK
Feature selection, as an important activity in data preprocessing,
has been extensively studied for a few years in data mining and
machine learning. Liu and Yu, in their research [10], provided a
comprehensive survey of feature selection algorithms and presented
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an integrated approach to intelligent feature selection. Another good
review on various aspects of the attribute selection problem was done
by Guyon and Elisseeff [11]. They outlined the main techniques and
approaches used in attribute selection, including feature construction,
feature ranking, multivariate feature selection, efficient search methods, and feature validity assessment methods.
Numerous variations of feature selection have been employed in a
range of fields [12], [3], [13], [14], [15]. Jong et al. [15] introduced
methods for feature selection based on support vector machines
(SVM). Ilczuk et al. [14] investigated the importance of attribute
selection in judging the qualification of patients for cardiac pacemaker
implantation. In the context of text mining, Forman [3] investigated
multiple filter-based feature ranking techniques.
Although feature selection has been widely applied in various data
mining problems, its application in software quality and reliability
engineering has been limited. Rodrı́guez et al. [16] applied feature
subset selection with three filter-based models and two wrapper-based
models to five software engineering data sets. The results showed that
the reduced data sets maintained their prediction capability with fewer
attributes than the original data sets. Moreover, while it was stated
that the wrapper-based model was better than the filter-based model,
it came at a high computational cost. Chen et al. [17] have studied
feature selection using wrappers in the context of software cost/effort
estimation. In their study, serval COCOMO-I and COCOMO-II data
sets were used. They also stated that the wrapper is theoretically
quite slow, but since all the data sets in their study were very
small, the experiments required only approximately 20 minutes per
data set. They concluded that the reduced data set could improve
the estimation and recommended feature selection in cost modeling,
particularly when dealing with very small data sets.
Our research group recently studied various feature selection techniques including filter-based and wrapper-based methods [18], [19],
[20], [21], [22] and applied them to a variety of software data sets.
The results demonstrate that the performances of the classification
models were maintained or even improved when over 85 percent of
the features were eliminated from the original data sets.
III. M ETHODOLOGY

Algorithm 1: Threshold-Based Feature Selection using AUC
input :
1. Data set D with features F j , j = 1, . . . , m;
2. Each instance x ∈ D is assigned to one of two classes
c(x) ∈ {f p, nf p};
3. The value of attribute F j for instance x is denoted F j (x);
4. Performance metric: AUC.
output: Ranking R = {r 1 , . . . , r m } where r j represents the rank for
attribute F j , i.e., the r j -th most significant attribute as
determined by metric AUC.
for F j , j = 1, . . . , m do
Normalize F j → F j =

F j −min(F j )
;
max(F j )−min(F j )
j

using attribute F and

Calculate metric AUC
{c(x)|x ∈ D}, AUC(F j );

class attribute

Create attribute ranking R using AUC(F j ) ∀j

[23]. Information gain (IG) is the information provided about the
target class attribute Y, given the value of another attribute X. IG
measures the decrease of the weighted average impurity of the
partitions compared to the impurity of the complete set of data.
A drawback of IG is that it tends to prefer attributes with a larger
number of possible values, i.e., if one attribute has a larger number
of values, it will appear to gain more information than those with
fewer values, even if it is actually no more informative. One strategy
to solve this problem is to use the gain ratio (GR), which penalizes
multiple-valued attributes. Symmetrical uncertainty (SU) is another
way to overcome the problem of IG’s bias toward attributes with
more values, doing so by dividing by the sum of the entropies of X
and Y.
Relief is an instance-based feature ranking technique introduced by
Kira and Rendell [24]. ReliefF is an extension of the Relief algorithm
that can handle noise and multiclass data sets, and is implemented
in the WEKA tool [23]. When the WeightByDistance (weight
nearest neighbors by their distance) parameter is set as default (false),
the algorithm is referred to as RF; when the parameter is set to ‘true’,
the algorithm is referred to as RFW.

A. Standard Filter-Based Feature Selection Techniques

B. Threshold-Based Feature Selection Technique

The procedure of feature ranking is to score each feature according
to a particular method, allowing the selection of the best set of
features. The six standard filter-based feature ranking techniques used
in this work include: chi-square (CS), information gain (IG), gain
ratio (GR), two types of ReliefF (RF and RFW), and symmetrical
uncertainty (SU). The chi-square - χ2 (CS) test is used to examine
the distribution of the class as it relates to the values of the feature
in question. The null hypothesis is that there is no correlation; each
value is as likely to have instances in any one class as any other
class. Given the null hypothesis, the χ2 statistic measures how far
away the actual value is from the expected value:

The threshold-based feature selection (TBFS) technique was developed and implemented by our research group within WEKA [23].
The procedure is shown in Algorithm 1. Each independent attribute
is paired individually with the class attribute, and that two-attribute
data set is evaluated using the AUC performance metric. The feature
ranking framework we propose includes normalizing the attribute
values (so that they fall between 0 and 1) and treating those values
as the posterior probabilities from which to calculate AUC. Note that
no classifiers were built during the feature selection process.
More specifically, feature F j is normalized to F j by

nc
r 

(Oi,j − Ei,j )2
χ2 =
Ei,j
i=1 j=1

where r is the number of different values of the feature, nc is the
number of classes (in this work, nc = 2), Oi,j is the number of
instances with value i which are in class j, and Ei,j is the expected
number of instances with value i and class j. The larger this χ2
statistic, the more likely it is that the distribution of values and classes
are dependent; that is, the feature is relevant to the class.
Information gain, gain ratio, and symmetrical uncertainty are
measures based on the concept of entropy from information theory

F j =

F j − min(F j )
max(F j ) − min(F j )

F j can now be thought of as a posterior probability. Unlike the
standard binary classification methods that use the default decision
threshold of 0.5 to assign the predicted class, we propose the use
of performance measures that can be calculated at various points in
the distribution of F j . One example is the area under a ROC curve
(AUC). The benefit of the proposed method is that it exhibits the
characteristics of prediction models at every decision threshold value
(t ∈ [0, 1]) instead of at a single point (t = 0.5), therefore providing
a better and more general picture of the classification performance.
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TABLE I
D ATA C HARACTERISTICS

Similar to the procedure for calculating rates in a classification
setting with a posterior probability, the true positive rate (T P R), true
negative rate (T N R), false positive rate (F P R), and false negative
rate (F N R) can be calculated at each threshold t ∈ [0, 1] relative to
the normalized attribute F j . For example,
T P R(t) =

| {x ∈ D | (F j (x) > t) ∩ (c(x) = f p)} |
.
| {x ∈ D | c(x) = f p} |

Data set
Eclipse-1

Eclipse-2

(1)

F N R(t), T N R(t), and F P R(t) can be defined analogously. AUC
utilizes T P R(t) and F P R(t) as described below.
Receiver Operating Characteristic [25], or ROC, curves graph true
positive rate on the y-axis versus the false positive rate on the x-axis
at each threshold t ∈ [0, 1]. The resulting curve illustrates the tradeoff between true positive rate and false positive rate. In this study,
ROC curves are generated by varying the decision threshold t used
to transform the normalized attribute values into a predicted class.
AUC is used to provide a single numerical metric for comparing the
predictive power of each attribute, and attributes with higher AUC
values are determined to better predict the class attribute. In this
manner, the attributes can be ranked from most to least predictive
based on the AUC metric. This definition is different than the one
used by Chen and Wasikowski [9], which consider only a small subset
of the possible threshold values when calculating the true positive and
false positive rates.

Eclipse-3

Rel.
2.0
2.1
3.0
2.0
2.1
3.0
2.0
2.1
3.0

thd
10
5
10
5
4
5
3
2
3

#Attri.
209
209
209
209
209
209
209
209
209

#Obj.
377
434
661
377
434
661
377
434
661

#fp
23
34
41
52
50
98
101
125
157

%fp
6.1
7.8
6.2
13.8
11.5
14.8
26.8
28.8
23.8

#nfp
354
400
620
325
384
563
276
309
504

%nfp
93.9
92.2
93.8
86.2
88.5
85.2
73.2
71.2
76.2

K-Nearest Neighbors (KNN) [29] classifier, also called instancebased learning, uses distance-based comparisons. The choice of
distance metric is critical. KNN was built with changes to three
parameters. The distanceWeighting parameter was set to
‘Weight by 1/distance’, the kNN parameterwas set to ‘5’, and the
crossValidate parameter was turned on (set to ‘true’).
Support VectorMachine (SVM) [30] also called SMO in WEKA
had two changes to the default parameters: the complexity
constant c was set to ‘5.0’ and build Logistic Models
was set to ‘true’. By default, a linear kernel was used.
Logistic Regression (LR) [31] is a statistical regression model for
categorical prediction by fitting data to a logistic curve.
IV. A C ASE S TUDY

C. Classification Performance Metric

A. Data Sets

The effectiveness of each feature selection is assessed by evaluating
the classification performance of the models subsequently trained and
tested with that particular feature selection. In our experiments, we
use AUC as the classification performance metric. Our selection of
AUC is based on one of its characteristics, namely its invariance to a
priori class probability distributions. Moreover, it has been proven
to be statistically consistent [26]. AUC does not emphasize one
class over the other as may be the case in some other performance
metrics, thus it is not biased against the positive (fp) class. Given the
imbalanced nature of our data sets (see in later section), AUC is an
appropriate measure for comparing the classification performance of
the learners. In fact, AUC serves as an aid to both feature ranking
and final classification evaluation in this study.

In our experiments, we use publicly available data, namely the
Eclipse defect counts and complexity metrics data set obtained from
the PROMISE data repository [32]. In particular, we use the metrics
and defects data at the software packages level. The original data
for Eclipse packages consists of three releases denoted 2.0, 2.1,
and 3.0 respectively. Each release as reported by [33] contains
the following information: the name of the package for which the
metrics are collected (name), the number of defects reported six
months prior to release (pre-release defects), the number of defects
reported six months after release (post-release defects), a set of
complexity metrics computed for classes or methods and aggregated
in terms of average, maximum, and total (complexity metrics), and
the abstract syntax tree of the package consisting of the node size,
type, and frequency (structure of abstract syntax tree(s)). For our
study we transform the original data by: (1) removing all non-numeric
attributes, including the package names, and (2) converting the postrelease defects attribute to a binary class attribute with fault-prone
(fp) being the minority class and not-fault-prone (nfp), the majority
class. Membership in each class is determined by a post-release
defects threshold thd, which separates fp from nfp packages by
classifying packages with thd or more post-release defects as fp and
the remaining as nfp. In our study, we use thd = {10, 5, 3} for
releases 2.0 and 3.0 while we use thd = {5, 4, 2} for release 2.1.
This results in three groups. Each group contains three data sets,
one for each release. The reason why a different set of thresholds
is chosen for release 2.1 is that we would like to keep similar class
distributions for the data sets in the same group. All data sets contain
209 attributes (208 independent attributes and 1 dependent attribute).
Table I shows the characteristics of the data sets after transformation
for each group. These data sets exhibit different distribution of class
skew (i.e., the percentage of fp examples).

D. Classifiers
In this study, the software quality prediction models are built
with five different learners, including naı̈ve Bayes [27], multilayer
perceptron [28], K-nearest neighbors [29], support vector machine
[30], and logistic regression [31]. The five learners were selected
because of their common use in the software engineering domain
and data mining, and also because they do not have a built-in feature
selection capability. Unless stated otherwise, we use default parameter settings for the different learners as specified in WEKA [23].
Parameter settings are changed only when a significant improvement
in performance is obtained.
Naı̈ve Bayes classifier (NB) [27] utilizes Bayes’s rule of conditional probability and is termed ‘naı̈ve’ because it assumes conditional
independence of the features.
MultiLayer Perceptron (MLP) [28] is a neural network of simple
neurons called perceptrons. Some related parameters of MLP were
set as follows. The hidden-Layers parameter was set to ‘3’ to
define a network with one hidden layer containing three nodes, and
the validationSetSize parameter was set to ‘10’ to cause the
classifier to leave 10% of the training data aside to be used as a
validation set to determine when to stop the iterative training process.

B. Results & Analysis
The experiments were performed on the three groups of Eclipse
data sets. First, we used the six standard feature ranking techniques
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TABLE II
C LASSIFICATION P ERFORMANCE

are considered in the test: Factor A represents seven feature selection
methods (six standard feature ranking techniques and the newly
proposed TBFS method), while Factor B represents five classifiers
(NB, MLP, KNN, SVM and LR). The null hypothesis for the ANOVA
test is that all the group population means are the same and the
alternate hypothesis is that at least one pair of means is different.
In addition, the interaction between Factor A and Factor B is also
taken into account in the test. Table III presents the ANOVA results
for each group of data sets. The p-value is zero for each main
factor and interaction of each group of data sets. This means that
at least two filter-based feature selection techniques are significantly
different from each other and also at least two classifiers performed
significantly distinct from each other. In addition, the interaction
significantly affects classification performance in each group of data
sets. In other words, changing value of Factor A will significantly
influence the value of Factor B, and vice verse.

(a) Eclipse-1
CS
GR
IG
RF
RFW
SU
AUC
Avg

NB
0.8355
0.8152
0.8527
0.8174
0.8132
0.8323
0.8753
0.8345

MLP
0.8539
0.8094
0.8750
0.8228
0.8356
0.8307
0.8850
0.8446

CS
GR
IG
RF
RFW
SU
AUC
Avg

NB
0.8504
0.8260
0.8565
0.8262
0.8214
0.8484
0.8533
0.8403

MLP
0.8823
0.8576
0.8881
0.8456
0.8276
0.8793
0.8930
0.8676

CS
GR
IG
RF
RFW
SU
AUC
Avg

NB
0.7877
0.7682
0.7889
0.7879
0.8032
0.7854
0.7859
0.7867

MLP
0.8561
0.8257
0.8568
0.8141
0.8301
0.8528
0.8590
0.8421

KNN
0.8829
0.8337
0.9003
0.8275
0.7752
0.8689
0.9104
0.8570

SVM
0.8911
0.8604
0.9029
0.8519
0.8523
0.8820
0.9156
0.8795

LR
0.8628
0.8458
0.8716
0.8631
0.8538
0.8573
0.8758
0.8614

Avg
0.8652
0.8329
0.8805
0.8365
0.8260
0.8542
0.8924

LR
0.8999
0.8872
0.9024
0.8711
0.8529
0.8987
0.9094
0.8888

Avg
0.8883
0.8631
0.8919
0.8402
0.8213
0.8855
0.8940

LR
0.8871
0.8645
0.8865
0.8406
0.8536
0.8831
0.8880
0.8719

Avg
0.8556
0.8334
0.8557
0.8076
0.8207
0.8525
0.8556

(b) Eclipse-2
KNN
0.8912
0.8536
0.8927
0.7854
0.7684
0.8867
0.8941
0.8531

SVM
0.9179
0.8913
0.9197
0.8730
0.8364
0.9145
0.9204
0.8962

(c) Eclipse-3
KNN
0.8618
0.8419
0.8600
0.7530
0.7605
0.8562
0.8583
0.8274

SVM
0.8852
0.8669
0.8861
0.8424
0.8559
0.8851
0.8866
0.8726

and TBFS with AUC to rank the attributes according to their respective scores. Then, we selected log2 n attributes that had the highest
scores, where n is the number of the independent attributes in the
original data set. In this study, n = 208, so log2 n = 8. We choose
log2 n attributes, because 1) related literature does not provide
guidance on the appropriate number of features to select; and 2) one
of our recent empirical studies [34] showed that it was appropriate
to use log2 n features when using WEKA to build random forests
learners for binary classification in general and imbalanced data sets
in particular. Although we used different learners here, a preliminary
study showed that log2 n is still appropriate for various learners.
After feature selection, we applied five different classifiers to the
training data sets with the selected attributes, and we used AUC
to evaluate the performance of the classifications. All the results
are reported in Table II, with three subtables, each representing the
results for each group of the data sets. In the experiments, ten runs
of five-fold cross-validation were performed. The values presented
in the tables represent the average AUC for every classification
model constructed over the ten runs of five-fold cross-validation.
The best feature selection technique in terms of their classification
performance (AUC) for each classifier is highlighted with bold. We
also present the average performance (last column of the tables) for
each feature selection method across five classifiers as well as the
average of each learner (last row of the tables) across seven feature
selection techniques. The outputs demonstrate that the AUC method
outperformed six standard feature selection techniques over all five
learners for Eclipse-1, over four learners for Eclipse-2, and three
learners for Eclipse-3.
We also conducted a two-way ANalysis Of VAriance (ANOVA) F
test [35] on the classification performance for each group of the data
sets (Eclipse-1,-2 and-3) separately to examine if the performance
difference (better/worse) is statistically significant or not. Two factors

We further carried out a multiple comparison test [35] on each
main factor and their interaction with Tukey’s honestly significant
difference criterion. Note that for all the ANOVA and multiple
comparison tests, the significance level α was set to 0.05. Figures 1
through 3 show the multiple comparisons on the three groups of data
sets, each with three subfigures representing Factor A, Factor B, and
interaction A×B, respectively. The figures display graphs with each
group mean represented by a symbol (◦) and 95% confidence interval
as a line around the symbol. Two means are significantly different if
their intervals are disjoint, and are not significantly different if their
intervals overlap. Matlab was used to construct the ANOVA models
and perform the multiple comparisons presented in this work, and
the assumptions for constructing ANOVA models were validated. For
Factor A and interaction A×B, the proposed TBFS method (AUC) is
highlighted with thick lines for clear illustration purpose. From these
figures we can see the following points:
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•

•

•

•

Among the six standard filter-based feature selection methods,
IG performed best, followed by CS and SU; the other three
techniques, GR, RF, and RFW, performed significantly worse
than the first three. The AUC method performed better than all
these six standard feature selection techniques. This pattern is
reflected by all groups of data sets. However, the significance
levels are different with respect to the different class distribution
of each group of data sets. For example, the distinction between
each pair of AUC, IG and CS can be clearly seen in Fig. 1(a)
but not in Fig. 3(a).
Of the five classifiers, SVM and LR performed best, followed
by MLP and KNN; NB performed worst. This pattern is also
true for all groups of data sets. However, a slight difference
exists between groups of data. For instance, KNN performed
better than MLP for Eclipse-1, but the reverse finding exhibits
for Eclipse-2 and Eclipse-3.
There are 35 groups for interaction A×B; these are formed by
each of seven feature selection techniques being combined with
five classifiers. The group means demonstrate that in addition to
the two main factors, the classification performance is heavily
influenced by their interactions. For example, for Eclipse-1,
AUC significantly outperformed five standard feature selection
techniques on average (see Fig. 1(a)) but this pattern was not
observed when LR was used (see Fig. 1(c)).
One point that is clearly observed in the multiple comparisons
is that the performance advantage of AUC over other methods
becomes increasingly dramatic as the class imbalance becomes
more serious (i.e., the percentage of fp examples becomes

TABLE III
T WO - WAY ANOVA TABLES
(a) Eclipse-1
Source
A
B
A×B
Error
Total

Sum Sq.
0.5733
0.2460
0.2030
1.3384
2.3606

d.f.
6
4
24
1015
1049

Mean Sq.
0.0955
0.0615
0.0085
0.0013

p-value
0
0
0

F
72.45
46.63
6.41

CS

NB

GR

MLP
IG

KNN

RF

RFW

SVM

SU

(b) Eclipse-2
Source
A
B
A×B
Error
Total

Sum Sq.
0.7392
0.4633
0.1928
1.9731
3.3684

d.f.
6
4
24
1015
1049

Source
A
B
A×B
Error
Total

Sum Sq.
0.3531
1.0675
0.2770
0.7391
2.4367

d.f.
6
4
24
1015
1049

LR
AUC

Mean Sq.
0.1232
0.1158
0.0080
0.0019

F
63.38
59.58
4.13

p-value
0
0
0

F
80.82
366.47
15.85

p-value
0
0
0

0.81

CS

NB

MLP
IG

KNN

RFW

0.84

0.85

0.86

0.87

0.88

0.89

0.9

0.91

0.83

0.84

0.85

0.86

0.87

0.88

0.89

0.9

0.91

(b) Factor B

CS−NB
GR−NB
IG−NB
RF−NB
RFW−NB
SU−NB
AUC−NB
CS−MLP
GR−MLP
IG−MLP
RF−MLP
RFW−MLP
SU−MLP
AUC−MLP
CS−KNN
GR−KNN
IG−KNN
RF−KNN
RFW−KNN
SU−KNN
AUC−KNN
CS−SVM
GR−SVM
IG−SVM
RF−SVM
RFW−SVM
SU−SVM
AUC−SVM
CS−LR
GR−LR
IG−LR
RF−LR
RFW−LR
SU−LR
AUC−LR

GR

RF

0.83

(a) Factor A

(c) Eclipse-3
Mean Sq.
0.0589
0.2669
0.0115
0.0007

0.82

0.7

0.75

0.8

0.85

0.9

0.95

(c) Factor A×B

SVM

SU

LR
AUC

0.81

Fig. 2.
0.82

0.83

0.84

0.85

0.86

0.87

0.88

0.89

0.9

0.82

0.83

0.84

(a) Factor A

0.85

0.86

0.87

0.88

0.89

(b) Factor B

CS−NB
GR−NB
IG−NB
RF−NB
RFW−NB
SU−NB
AUC−NB
CS−MLP
GR−MLP
IG−MLP
RF−MLP
RFW−MLP
SU−MLP
AUC−MLP
CS−KNN
GR−KNN
IG−KNN
RF−KNN
RFW−KNN
SU−KNN
AUC−KNN
CS−SVM
GR−SVM
IG−SVM
RF−SVM
RFW−SVM
SU−SVM
AUC−SVM
CS−LR
GR−LR
IG−LR
RF−LR
RFW−LR
SU−LR
AUC−LR
0.74

Eclipse-2: Multiple Comparison

0.9

CS

NB

GR

MLP
IG

KNN

RF

RFW

SVM

SU

LR
AUC

0.8

0.81

0.82

0.83

0.84

0.85

0.86

0.87

0.88

0.78

0.8

(a) Factor A
0.76

0.78

0.8

0.82

0.84

0.86

0.88

0.9

0.92

0.94

(c) Factor A×B
Fig. 1.

Eclipse-1: Multiple Comparison

increasing low). This may implies that the AUC method is
especially appropriate when classification occurs for highly
imbalanced data (e.g., the percentage of positive (fp) examples
is less than 10%).
Our recent work [36] has shown that classification models built on
smaller subsets of attributes via the six commonly used filter-based
feature selection techniques had similar or better performances than
those built with a complete set of attributes. Thus, we did not present
the results for full data sets in this paper.
V. C ONCLUSION
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0.84

0.86

0.88

CS−NB
GR−NB
IG−NB
RF−NB
RFW−NB
SU−NB
AUC−NB
CS−MLP
GR−MLP
IG−MLP
RF−MLP
RFW−MLP
SU−MLP
AUC−MLP
CS−KNN
GR−KNN
IG−KNN
RF−KNN
RFW−KNN
SU−KNN
AUC−KNN
CS−SVM
GR−SVM
IG−SVM
RF−SVM
RFW−SVM
SU−SVM
AUC−SVM
CS−LR
GR−LR
IG−LR
RF−LR
RFW−LR
SU−LR
AUC−LR
0.72

0.74

0.76

0.78

0.8

0.82

0.84

0.86

0.88

(c) Factor A×B
Fig. 3.

Data mining has been applied in a wide variety of domains,
including software defect prediction. However, one of the problems
often encountered in the data mining process is that sometimes a

0.82

(b) Factor B

Eclipse-3: Multiple Comparison

0.9

0.92

data set has an overabundance of features or attributes. Selecting
a subset of features is needed in such situations. In this paper,
we present a new threshold-based feature selection technique, in
which classification algorithms are not involved. In order to evaluate
the effectiveness of the proposed method, we applied this feature
selection technique to three groups of software data sets, each group
having three separate releases. We built a number of classification
models using the selected attributes and five different classifiers. We
also compared the new method to six commonly used standard feature
selection techniques. The experimental results demonstrate that our
proposed method performed better than or similar to the best of six
commonly used feature selection techniques. Furthermore, the performance strength of TBFS over other methods becomes increasingly
evident as the class imbalance becomes more serious. Of course, the
conclusions drawn in this paper regarding the effectiveness of the
proposed feature selection approach are based on the experiments
conducted on the data sets from this specific software system. The
extension of such conclusions to other types of data sets requires
further study. We leave this as part of our future research. Future
work also includes an extension of the approach by replacing AUC
with different classifier performance metrics.
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Abstract—In this paper, we propose a semi-supervised text
classification approach for bug triage to avoid the deficiency of
labeled bug reports in existing supervised approaches. This new
approach combines naive Bayes classifier and expectationmaximization to take advantage of both labeled and unlabeled
bug reports. This approach trains a classifier with a fraction of
labeled bug reports. Then the approach iteratively labels
numerous unlabeled bug reports and trains a new classifier with
labels of all the bug reports. We also employ a weighted
recommendation list to boost the performance by imposing the
weights of multiple developers in training the classifier.
Experimental results on bug reports of Eclipse show that our new
approach outperforms existing supervised approaches in terms of
classification accuracy.
Keywords- automatic bug triage; expectation-maximization;
semi-supervised text classification; weighted recommendation list

I.

INTRODUCTION

Most of large software projects employ a bug tracking
system (bug repository) to manage bugs and developers. In
software development and maintenance, a bug repository is a
significant software repository for storing the bugs submitted
by users. Those users, including developers, testers and end
users, submit the content of bugs as bug reports to identify
software defects or user suggestions. In the bug repositories,
Bugzilla [6] is the most popular one in open source softwares.
Before verifying and modifying a bug, each bug report
must be assigned to a relevant developer who could fix it [7].
This process of assignment is called bug triage. In traditional
bug repositories, all the bugs are manually triaged by some
specialized developers (triagers) [7]. Such manual work is
expensive in labor costs. Taken Eclipse (an open source
integrated development environment [8]) as an example, 37
bugs are submitted to the bug repository and 3 person-hours are
spent on assigning the bug reports per day on average [1].
Aiming to reduce the human labor costs, some supervised
text classification approaches have been proposed for
automatic bug triage, including naive Bayes (NB) classifier [7]
and support vector machine [3]. These approaches treat bug
triage as the classification of text content of bug reports and
treat relevant developers as class labels. The supervised
approaches train learnable classifiers with existing bug reports
Our work is partially supported by the Natural Science Foundation of
China under Grant No. 60805024, 60903049, the National Research
Foundation for the Doctoral Program of Higher Education of China under
Grant No. 20070141020, and CAS Innovation Program under Grant No.
209
ISCAS2009-DR01.

and then predict relevant developers for the incoming bug
reports with these classifiers. In addition, the classification
accuracy of these approaches is not high enough, so most of the
bug triage approaches employ a recommendation list to provide
the candidate developers to be selected by human triagers.
Before training a supervised classifier for bug triage, a
necessary step is to collect numerous labeled bug reports,
which are bug reports marked with their relevant developers.
However, labeled bug reports are insufficient. Bettenburg, et al.
investigate the existing quality problems of the bug reports in
actual bug repositories [4]. Since some of bug reports are not
well-formed, it is difficult to provide correct labels for all the
bug reports. In practice, even a human triager usually
mistakenly labels bug reports with developers who cannot fix
the bugs. Jeong, et al. report that 44% of bugs are assigned to
mistaken developers by triagers during the first assignment [11].
In other words, nearly half of bug reports may consist of wrong
labels after they are assigned. Motivated by the deficiency of
labeled bug reports with good quality, we take advantage of
unlabeled bug reports, which are original bug reports without
developer information.
In this paper, we propose a semi-supervised text
classification approach to improve the classification accuracy
of bug triage. This semi-supervised approach enhances a NB
classifier by applying expectation-maximization (EM) based on
the combination of unlabeled and labeled bug reports. First,
this semi-supervised approach trains a classifier with labeled
bug reports. Then, the approach iteratively labels the unlabeled
bug reports and trains a new classifier with labels of all the bug
reports. To adjust bug triage, we update such a semi-supervised
approach with a weighted recommendation list (WRL) to
augment the effectiveness of unlabeled bug reports. This WRL
is employed to probabilistically label an unlabeled bug report
with multiple relevant developers instead of a single relevant
developer. The experimental results on Eclipse indicate that the
semi-supervised approach increases the classification accuracy
by up to 6%, compared to the original accuracy of 11% to 43%
using the supervised NB classifier.
This paper makes the following main contributions:
1) A semi-supervised text classification approach for bug
triage: We add the unlabeled bug reports to the existing

approaches. In semi-supervised classification, we utilize the
knowledge from the unlabeled bug reports to assist the existing
supervised classifier.

supervised approach to avoid the deficiency of labeled bug
reports.
2) A weighted recommendation list for the semi-supervised
approach: We provide a weighted recommendation list for
augmenting the semi-supervised approach using probabilistic
labels of unlabeled bug reports. Based on this weighted
recommendation list, we improve the classification accuracy
for the semi-supervised approach.

A. Semi-supervised framework of bug triage
In this paper, we address bug triage by a semi-supervised
text classification approach with EM according to the classic
text classification approach in [13]. EM is an iterative method,
which is used for finding maximum likelihood estimates of
parameters in probabilistic models. In our semi-supervised bug
triage approach, the classifier with EM fills the “missing
values” (labels) of unlabeled bug reports and then trains a new
classifier with all the labels of bug reports.

The remainder of this paper is organized as follows. Section
II shows the previous related work of bug triage. Section III
presents the semi-supervised bug triage approach and its
augmentation of a weighted recommendation list. Section IV
shows the experiments on bug reports of Eclipse. In Section V,
we discuss the potential problems in the semi-supervised bug
triage. Section VI concludes this paper and presents the future
work.
II.

For the application of automatic bug triage, a bug triage
approach tests an incoming unlabeled bug report by a trained
classifier. To evaluate the effect of a classifier, the data set is
divided into two sets: training set for building the classifier and
test set for measuring the classification accuracy. In semisupervised approaches, such a training set is further divided
into two subsets: labeled subset with labeled bug reports and
unlabeled subset with unlabeled ones.

RELATED WORK

As to our knowledge, there is no semi-supervised bug triage
approach in the literature. All the existing approaches on bug
triage and its relevant problems are based on supervised or
unsupervised learning. ubrani & Murphy propose the first
work on automatic bug triage [7]. They innovatively apply a
supervised learning approach (NB classifier) using text
classification to predict relevant developers. They also report
the basic steps in the preprocess and provide a set of heuristics
for labeling bug reports [2]. Anvik, et al. extend the above
machine learning approach [3]. They call their bug triage
approach as a semi-automatic approach since they firstly
employ a recommendation list to provide the candidate
developers for human triagers. Compared with the text
classification approaches, Matter, et al. investigate the expertise
model of developers on bug triage [12]. Jeong, et al. propose a
bug tossing graph approach based on Markov chains from the
knowledge of reassigning [11].

Algorithm 1 presents the framework of training this semisupervised approach with EM. There are two basic phases in
the framework. One phase is to train a classifier with labeled
bug reports; the other phase is EM with both labeled and
unlabeled bug reports. The phase of EM iterates two kernel
steps. In expectation-step (E-step), the approach evaluates and
labels the bug reports in unlabeled subset; in maximization-step
(M-step), the approach rebuilds a new classifier with the labels
of all the bug reports. The iterations of building classifiers
repeat until the performance of classifiers does not improve.
Algorithm 1. Framework of training a semi-supervised classifier with
EM
Input: labeled subset Rl and unlabeled subset Ru of bug reports,
set of developers D
Output: classifier T for semi-supervised bug triage

The most relevant work of bug triage is detecting duplicate
bug reports. In a bug repository, some bug reports are marked
as duplicates since such bug reports are just similar as some
other handled ones. Runeson, et al. [15] and Wang, et al. [16]
remove duplicate bug reports based on supervised natural
language processing approaches. Jalbert & Weimer tackle the
problem of duplicate bug reports by clustering, an unsupervised
learning approach [10]. In contrast to removing the duplicate
bug reports, Bettenburg, et al. merge duplicate ones by adding
extra information to diagnose actual problems in bug
repositories [5].

Build a basic classifier T supervisedly from bug reports in Rl .
Loop while classifier T improves
E-step. Use classifier T to evaluate each bug reports in Ru . Label
bug reports in Ru .
M-step. Rebulid classifier T with bug reports in Rl and Ru .

Most of the supervised approaches can be employed as the
basic classifier in the first phase. In this paper, we apply NB
classifier due to the following reasons. First, NB is a
probability classification framework which can perform well
on the text form of bug reports; second, a common method for
providing the recommendation is to sort them with probability;
third, it is easy to extend EM with a probability weight based
on NB.

Before the researches on bug triage, Podgurski, et al.
propose a clustering approach to gather the bug reports with the
similar errors [14], which can be viewed as the first learning
approach for bug reports. They focus on the stack traces in bug
reports and analyze the causes of program failures by applying
the unsupervised learning approach.
III.

To enhance the supervised classifier for bug triage, a
recommendation list can be employed to enlarge the set of
relevant developers. According to a recommendation list of
size n , the top-n developers can be recommended as the

SEMI-SUPERVISED BUG TRIAGE

A reasonable solution for the deficiency of labeled bug
reports is to use the unlabeled ones by semi-supervised learning
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relevant ones instead of only one best developer. This
technology is a common strategy on bug triage [1][3][11]. In
this paper, we incorporate a WRL into EM to add the weights
for multiple relevant developers while training a classifier. The
mechanism of these weights provides probabilistic labels for
unlabeled bug reports.

the NB classifier are modified to adapt the unlabeled bug
reports.
In E-step, (1) is still used to give the probabilities of labels
of bug reports; meanwhile in M-step, the (2) and (4) can be
modified to be

B. NB classifier
NB classifier is the first approach when treating bug triage
as text classification [7]. For further discussion on the semisupervised approach, we briefly restate the classification
framework of NB on bug triage as follows.

P(d j | T )

P (d j | T ) P ( ri | d j ;T )

v P ( d j | T ) P ( ri | d j ;T )

P (ri | T )

P(d j | T )

R
i 1

P (d j | ri )

(1)

where P(d j | ri ) {1,0} from the training set, i.e., if the label
of ri is d j , P(d j | ri ) 1 ; else P(d j | ri ) 0 . The list of words is
W {w1 , w2 ,..., w| w|} for all the text of bug reports. A NB
classifier simplifies the calculation of P(ri | d j ;T ) under the
assumption that the words are independently and identically
distributed (i.i.d.). Thus, the likelihood probability can be
estimated as,
P (ri | d j ;T )



ri
k 1
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ki

W

R

m 1

i 1
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i 1

j
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i
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Algorithm 2 presents the process of training the semisupervised classifier with a WRL. To implement this extension
of EM, E-step recommends the developers with first top-n
posterior probability for the bug reports in unlabeled subset. In
other words, the top-n developers are probabilistically labeled
for each bug report in unlabeled subset in E-step. The sum of
probabilities of developers in the list is one for a bug report.
Then in M-step, P(d j | ri ) is extended as the function
*(d j , ri , q ji ) ,

R

P ( wk | d j ;T )

ki

i 1

Weighted recommendation list
Similar as NB classifier with a recommendation list, we
design a WRL to guide the M-step of EM. The usage of a
recommendation list is to provide a developer list for the
decision by a triager; instead, WRL is employed to provide
weights for promoting the iterations of EM. With this WRL,
we add the weights of multiple developers without maximum
posterior probability for bug reports in unlabeled subset.

where ri is the number of the words in the bug report ri ,
N ki is the occurrences of word wk in ri , and
i 1

¦ /(i) N P(d | r )
¦ ¦ /(i) N P(d | r )

D.

(3)

¦ N P(d | r )
¦ ¦ N P(d | r )

(5)

 1 if ri  Rl
/(i) ®
(7)
¯O if ri  Ru
where O is a constant value and 0 d O d 1 . Obviously,
if O 0 , the classifier degenerates into a NB classifier. The
classifier is a basic EM for O 1 , which treats the weights of
bug reports in unlabeled subset as those in labeled subset. The
classifier changes into a weighted EM for 0  O  1 , which
treats the bug reports in unlabeled subset with fewer weights
than those in labeled subset. The mechanism of weight factor
augments the basic EM with the distinction of the labeled and
unlabeled bug reports [13]. In practice, the value of O can be
estimated by cross-validation method for parameter selection
[18]. When the classifier parameters do not improve any more,
EM terminates its iterations.

(2)

R

/ (i ) P ( d j | ri )

Rl  O Ru

where Rl and Ru are the labeled subset and the unlabeled
subset, respectively. The weight factor of labels is

The prior probability can be estimated from the training set,

¦

R
i 1

R

P ( wk | d j ;T )

Given a set of bug reports R {r1 , r2 ,..., r| R|} and a set of
developers D {d1 , d 2 ,..., d| D|} , the task of bug triage is to
assign a relevant developer for an incoming bug report r . For a
given bug report ri , a classifier ) (parameterized on T )
provides a developer d j which can maximize P(d j | ri ;T ) for all
d j  D . Thus, the task of building a NB classifier is to
calculate the posterior probability P(d j | ri ;T ) and to choose the
developer with maximum P(d j | ri ;T ) . With an application of
Bayes’ theorem, the posterior probability for a given report ri
is
P (d j | ri ;T )

¦

(4)

i

To train a classifier, NB estimates (2) and (4) with the
training set; to predict a relevant developer for an incoming bug
report r , all the P(d j | r;T ) are calculated with (1) and (3). In
practice, a Laplace smoothing is applied to (2) and (4) to avoid
zero probabilities. Due to the limitation of paper length, we do
not present the formulae after smoothing.

*(d j , ri , q ji )

C. EM in semi-supervised bug triage
The semi-supervised approach with EM depends on the
assumption that the data are generated by a mixture model, and
there is a correspondence between mixture components and
classes [13]. In semi-supervised triage with EM, some steps of

 2n  q ji
°°
n  q ji
® ¦ d j Li 2
°
0
°̄

nq

2 ji
if d j  Li
2n  1

(8)

if d j  Li

where Li is a developer list with top-n posterior probability
of ri and q ji is the ranking position of the developer d j for ri
in Li with 1 d q ji d n (this ranking is based on the posterior
probability). For ri  Rl , the size of recommendation list can be
denoted as n 1 , i.e., the label of ri in the labeled subset is still
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marked as its original relevant developer. Thus, *(d j , ri , q ji ) 1 ,
if and only if d j is the relevant developer of ri in the labeled
subset. With the extension of (8), (5) and (6) can be formed as
P (d j | T )

¦

R
i 1

/ (i )*( d j , ri , q ji )

(including ours), but we tend to keep the really resolved bug
reports. We have 10747 bug reports left after removing. The
capability of data set is close to some classic literature
[3][7][12].
To extract the numerical values for the bug reports, we
select the text of the short description and the first long
description to describe a bug report. The reason for this
selection is that the triager will face these to describe the details
of an incoming bug report [12]. The text form of both short and
long description can be tokenized as a list of words and
converted into a vector based on words. Thus, every bug report
employs such a word vector for recording the counts of words.

(9)

Rl  O Ru
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¦ ¦ /(i) N *(d , r , q
R
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W

R
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j
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i

ji

j

i

(10)
ji

)

Thus, in every M-step, the weights of multiple developers
are calculated for rebuilding the classifier. In a developer list
for an unlabeled bug report, the developer with larger posterior
probability can add larger weights for training the classifier.
This extension of M-step provides the feasibility for making
EM adapt for the semi-supervised bug triage.

Before converting the bug reports, we remove the words in
the stoplists and the non-alphabetic tokens to reduce the word
vector space [9]. The stoplists store the words with high
frequency, which can express little meanings in text. And the
non-alphabetic tokens always stand for the specialized words
appeared in few bug reports. In addition, we do not use the
stemming technology to identify the words with various
grammatical suffixes. Many approaches on bug triage employ
no stemming since it is not effective in distinguishing bug
reports [3][5][7].

Algorithm 2. Training NB classifier with EM and a WRL
Input:

labeled subset Rl and unlabeled subset Ru ,
set of developers D , size n of recommendation list

Output: classifier T for semi-supervised bug triage
Select O for weight factor of Ru by cross-validation.

After the above steps, numerous words are still left in the
word vectors. We remove the words with low frequency to
reduce the vector space according to [7]. The words with low
frequency can only influence few bug reports and do not
provide sufficient information for training a classifier.
Similarly, we remove the developers within low frequency to
avoid the retired developers according to [3][5][7]. We
generated three data sets (in Table I) for comparison after
removing the developers who fix less than 10, 30, and 50 bug
reports, respectively.

Build the NB classifier T from the bug reports in Rl , while
calculating P(d j | T ) with (2) and P( wk | d j ;T ) with (4).

Loop while classifier T does not improve.
E-step. Use the classifier T to estimate the posterior probability
of bug reports in Ru , P(d j | ri ;T ) with (1). Record each list
Li of ri , and q ji for developer d j in Li .

M-step. Rebulid classifier T , with bug reports in Rl and Ru , by
calculating P(d j | T ) with(9)and P( wk | d j ;T ) with(10).

IV.

B. Experimental results
We implement all the approaches with Java (JDK 1.6) in
our experiments.

EXPERIMENTS

A. Data preparation
We evaluate the semi-supervised bug triage approach with
Bugzilla on Eclipse in the experiments. We take the bug reports
with the id from 150001 to 170000 as the data set (The XML
form of bug reports can be found in MSR Mining Challenge
2008 [17]). To apply the algorithm described in Section III, it is
necessary to preprocess the bug reports as numerical values.

To train and test the classifier effectively, we make the
developers in training set, labeled subset and unlabeled subset
follow the same probability distribution. For every experiment,
the first 5% bug reports of each developer are selected as
labeled subset in training set; the following 20% are test set;
and the other 75% are unlabeled subset of training set. The
unlabeled subset is only used when training a semi-supervised
classifier.

To label the relevant developer for bug reports, a direct
method is to identify the developer in assigned-to field. The
assigned-to field is a part of a bug report for marking the first
relevant developer to fix the bug. This field is filled by triagers
when a user of the bug repository submits a bug. However, the
developer, who really solves the bug, is not always in
agreement with the value of assigned-to field. To solve the
problem of this confused field, we follow some previous works
[3][7] to label the bug reports with a set of heuristics [2].
Moreover, during the step of labeling bug reports, we remove
the bug reports without resolved status, verified status, fixed
resolution or duplicate resolution. The status or resolution of a
bug report indicates the current status in the life cycle. The
removing is not necessary for any bug triage approach

In the experimental results, we report the performance of
the approaches with the classification accuracy. For a bug
triage with a recommendation list, we calculate the accuracy as
accuracyn

# of correct relevant developers
, n t1
# of bug reports in test set

(11)

where n is the size of the recommendation list. The
accuracy is a standard method to measure the performance of
bug triage in [5][7][11]. Thus, we do not use other information
retrieval metric methods, e.g., precision and recall rates. In our
experiments, we abandon the classic evaluation method,
k -fold cross-validation according to the reasons in [3]. In
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addition, we select the constant parameter O for the weight
factor by cross-validation, which is a standard method of
parameter selection in machine learning [18].
Accuracy (%)

50%

We show the classification accuracy while varying the size
of the recommendation list on the data sets with different scales
in Table I. To simplify the following expression, NBEM is
short for NB classifier with EM and NBEM+WRL is short for
NBEM with a WRL. We set the size of WRL as the maximum
size of recommendation list. From Table I, both NBEM and
NBEM+WRL obtain better classification accuracy than NB.
For the recommendation list with size 3, this accuracy
improves 2% to 5%; for the list with size 5, this accuracy
improves 3% to 6%. Considered the original accuracy of NB
from 11% to 43%, this improvement is valuable for automatic
bug triage. NBEM+WRL also obtains better accuracy than
NBEM, from 1% to 3%. It is necessary to note that WRL may
hurt performance when the size of the recommendation list is
small (e.g., size 2 in the third data set). The reason is that WRL
covers the ignored developers in EM, but adds too many
weights to the relevant developers in a small recommendation
list.

9324 bug reports
and
238 developers

1
2
3
4
5

Accuracy (%)
NB NBEM NBEM+WRL
11.26 11.82
11.82
17.12 17.91
18.69
20.78 22.07
23.48
23.48 25.62
26.63
26.52 28.10
30.12

6965 bug reports
and
110 developers

1
2
3
4
5

15.47
22.65
27.61
31.46
35.09

16.28
23.32
28.42
32.57
35.97

16.28
24.50
29.68
33.38
37.75

5050 bug reports
and
60 developers

1
2
3
4
5

19.92
29.37
34.96
38.52
43.29

21.04
33.54
39.02
43.50
47.36

21.04
32.83
39.74
44.92
48.07
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(a) Varying the parameter for weight factor of NBEM
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(b) Varying the parameter for weight factor of NBEM+WRL
Figure 1. Classification accuracy while varying the parameter

for the weight factor

V.

DISCUSSION

We discuss three topics about our semi-supervised bug
triage approach in this section.
The experimental results show that the classification
accuracy can be improved by up to 6%. Actually, although the
original accuracy of NB is only 11% to 43%, this improvement
is not satisfactory for bug triage. The experimental results are
insufficient for the real-world applications. As to our
knowledge, three reasons are presented as follows: the quality
of bug reports is not good enough; a relevant developer for a
bug report is hard to label correctly even for human triager; and
the mixture model assumption of EM (in Part C of Section III)
is not always satisfied in real-world data. In the literature,
ubrani & Murphy mention the basic semi-supervised
approach using EM in the discussion of [7], but Anvik, et al.
abandon this approach because the results are worse than NB
classifier in the discussion of [3]. The reason is that the EM
algorithm may hurt classification accuracy when the unlabeled
data are in small scale [13]. An extension of the basic EM is a
weight factor or a weighted recommendation list, which can
partly reduce the dependency of the above mixture model
assumption of EM. Moreover, some other extensions may be
used to improve the classification accuracy for the semisupervised approach.

TABLE I.
CLASSIFICATION ACCURACY WHILE VARYING THE SIZE OF
THE RECOMMENDATION LIST ON THREE DATA SETS WITH DIFFERENT SCALES

List size

30%

20%

In our semi-supervised approach, EM relies on a constant
parameter, which is for the weight factor of unlabeled bug
reports. A common method to select such a kind of parameter
is cross-validation. It is noted that cross-validation cannot
provide the best weight factor for the optimal classification
accuracy. In Figure 1, we present the classification accuracy on
the third data set in Table I while varying the constant
parameter O for the weight factor of the recommendation lists
with different sizes. To obtain high classification accuracy,
NBEM (Figure 1a) tends to choose the small values near 0.1
for O , but NBEM+WRL (Figure 1b) tends to the large values
near 1.0. In addition, for a recommendation list with a certain
size, the classification accuracy can change up to 3%.

Data set

40%

Many bug triage approaches draw an analogy between bug
triage and text classification by processing the bug reports
based on the existing text process approaches [3][7][15][16]. It
is straightforward to take advantage of the text classification
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approaches in bug triage since most of the content of bug
reports consist of free text. However, there are two significant
differences between bug triage and text classification. First, the
scale of data sets on bug triage is too small in comparison to
that on text classification; second, bug triage contains more
specialized vocabularies than the common text classification.
Thus, not all the text classification approaches can be helpful
for the bug triage.
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Abstract—Feature selection is an important data preprocessing step
in data mining applications. In this paper, we studied six ﬁlter-based
feature ranking techniques and an ensemble technique using rank
ordering of the features (mean or median). The best features are selected
through either the individual ranker or an ensemble approach. Then
the reduced data set is used to build classiﬁcation models using three
well-known classiﬁers within the domain of software quality engineering.
The classiﬁcation accuracy was evaluated in terms of the AUC (Area
Under the Receiver Operating Characteristic Curve) performance metric.
Results demonstrate that the ensemble technique performed better overall
than any individual ranker and also possessed better robustness. The
empirical study also shows that variations among rankers, learners and
software projects signiﬁcantly impacted the classiﬁcation outcomes.

I. I NTRODUCTION
Software quality data (metrics) that are collected during the
software development process include valuable information about a
software project. Software practitioners strive to improve software
quality by constructing quality prediction models using software
metrics (attributes or features) and data mining techniques. Feature
selection can be broadly classiﬁed as feature ranking and feature
subset selection. Feature ranking sorts the attributes according to
their individual predictive power, while feature subset selection
ﬁnds subsets of attributes which collectively have good predictive
power. Feature selection techniques can also be categorized as ﬁlters,
wrappers and hybrids. Filters are algorithms in which a feature set
is selected without involving any learning algorithm. Wrappers [1],
[2] are algorithms that use feedback from a learner to select features.
The hybrids [3] are combination of ﬁlters and wrappers, and thus
exploit advantage from both methods. This work focuses on ﬁlterbased feature ranking.
Using a single method for feature selection may generate local
optima. Ensemble methods attempt to combine multiple methods of
different types instead of using a single one. These methods are
an emerging area in machine learning research. Ensemble feature
selection combines multiple feature subsets to get a single ﬁnal
feature subset [4], [5]. The ﬁnal feature subset will be used for
future learning. There are two types of ensemble feature selection:
ensembles of multiple feature selection techniques and an ensemble
of a single feature selection. Ensembles of multiple feature selection
combine outcomes of various feature selection techniques. The feature selection can be feature ranking, feature subset selection, or combinations of feature ranking and feature subset selection techniques.
An ensemble of a single feature selection combines various outcomes
(multiple views) of a single feature selection technique, where feature
selection is performed on different subsamples of the original data
set, including sampling, bootstrap or n-fold cross-validation.
The focus of this paper is to evaluate six commonly used ﬁlterbased rankers (feature selection techniques) and our proposed ensemble approach. The latter consists of feature ranking techniques

followed by a combination method. The six feature ranking techniques considered are: chi-square (CS), information gain (IG), gain
ratio (GR), two forms of the ReliefF algorithm (RF and RFW), and
symmetrical uncertainty (SU). Two separate combination methods
were used in the ensemble technique. One uses mean (EM) of
ranking scores, while the other uses median (ED). These methods
were evaluated using software measurement data in our case study,
including the four consecutive releases of a very large telecommunications system and three data sets from NASA project KC1. The
software quality prediction models were built using three different
classiﬁcation algorithms (classiﬁers or learners): naı̈ve Bayes (NB),
K-nearest neighbors (KNN), and support vector machine (SVM).
The classiﬁcation accuracy was evaluated in terms of the AUC
performance metric. The results demonstrate that the performance
of ﬁlter-based rankers may be signiﬁcantly inﬂuenced by the data
set and learner used in classiﬁcation, while the ensemble approach
generally performed better than the individual rankers and presented
more stable and robust behavior with respect to various data sets and
different learners.
The key contributions of this research are:
• Implementation and investigation of the ensemble technique.
Although six ﬁlter-based feature ranking techniques and three
learners are used in the study, any number of feature ranking
techniques and learners can be used. This is also the ﬁrst paper
to investigate ensembles of such diverse ranking techniques.
• The use of imbalanced data from real-world software systems.
Such an extensive range of feature ranking and ensemble approaches for software quality prediction (and other application
domains) is unique to this study.
II. R ELATED W ORK
This section provides a brief coverage of key ensembles feature
selection works in the area of data mining and software engineering.
An exhaustive discussion is avoided due to space considerations.
One of the main problems which needs to be considered when
building an ensemble model is diversity. Diversity may be achieved
through using different data sets, feature subsets, or classiﬁers.
Lee [6] and Rokach et al. [7] combined outcomes of various nonranker ﬁlter-based feature subset selection techniques. Souza et al. [8]
and Loscalzo et al. [9] studied the ensemble of a single feature subset
selection technique. Souza et al. applied the ensemble approach to
feature selection by proposing a systematic way of combining various
outcomes of a feature selection algorithm. Loscalzo et al. applied an
ensemble approach to consensus feature groups.
Very limited research exists on ensemble feature ranking. Ensemble
feature ranking can be classiﬁed as either ensembles of multiple
feature ranking techniques or an ensemble of a single feature ranking
technique. More recently, one approach was proposed by Saeys et
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al. [5] using an ensemble of a single feature ranking technique. They
studied an ensemble of a feature ranking technique which aggregates
the top 1% of best features of the rankings. The rankers used in
the study included two ﬁlter-based feature ranking techniques, SU,
and RELIEF; and two embedded feature ranking techniques, Random
Forests with 10 trees and SVM RFE. Each feature ranking technique
was repeatedly applied on different bootstrapped samples with 40
bags of the same data set. The classiﬁers used in the study included
SVM, Random Forests with 50 trees and 5-NN. Their results showed
that the best classiﬁcation results (accuracy) were obtained by using
SVM classiﬁer and an ensemble of SVM REF.
A recent study on ensembles of multiple feature ranking techniques was done by Olsson and Oard [4]. Their work considered
combinations of three commonly-used ﬁlter-based feature ranking
techniques, including document frequency thresholding, IG, and chisquare method (χ2max and χ2avg ) for text classiﬁcation problems. To
create ensembles, two or more ranking lists were combined. They
concluded that the best performing combination was χ2max and χ2avg .
The experimental results showed that the ensemble approach could
achieve higher peak R-precision and F1 than a non-combined feature
ranker at statistically signiﬁcant levels when the classiﬁer was built
using 100-Nearest Neighbor. The technique we propose in this work
is much more general than that of Olsson and Oard. Their work built
ensembles for the text classiﬁcation problem, while ours does not
require binary data, making it more general and useful on any numeric
data set. We combined six diverse commonly used ﬁlter-based rankers
instead of three. Moreover, the ensemble technique presented in this
study can be used with any number of feature ranking techniques
which we leave to future work.
III. M ETHODOLOGY
A. Filter-based Feature Ranking
Filter-based feature ranking techniques rank features independently
without involving any learning algorithm. Feature ranking consists of
scoring each feature according to a particular method, then selecting
features based on their scores. This work used some commonly
used ﬁlter-based feature ranking techniques including chi-square,
information gain, gain ratio, symmetrical uncertainty, and ReliefF.
For speciﬁc algorithmic details on these techniques, the reader is
referred to the various cited references.
The chi-square (CS) [10] test is used to examine if there is ‘no
association’ between two attributes, i.e., whether the two variables
are independent. CS is more likely to ﬁnd signiﬁcance to the extent
that (1) the relationship is strong, (2) the sample size is large, and/or
(3) the number of values of the two associated features is large.
Information gain, gain ratio, and symmetrical uncertainty are measures based on the concept of entropy, which is based on information
theory. Information gain (IG) [11] is the information provided about
the target class attribute Y, given the value of independent attribute
X. Information gain measures the decrease of the weighted average
impurity of the partitions, compared with the impurity of the complete
set of data. A drawback of IG is that it tends to prefer attributes with
a larger number of possible values; that is, if one attribute has a
larger number of values, it will appear to gain more information than
those with fewer values, even if it is actually no more informative.
One strategy to counter this problem is to use the gain ratio (GR),
which penalizes multiple-valued attributes. Symmetrical uncertainty
(SU) [12] is another way to overcome the problem of IG’s bias toward
attributes with more values, doing so by dividing IG by the sum of
the entropies of X and Y.

Relief is an instance-based feature ranking technique [13]. ReliefF
is an extension of the Relief algorithm that can handle noise and
multi-class data sets. When the ‘weightByDistance’ (weight nearest
neighbors by their distance) parameter is set as default (false), the
algorithm is referred to as RF; when the parameter is set to true, the
algorithm is referred to as RFW.
B. Ensemble Method
We investigated the use of ensembles of multiple feature ranking
techniques. These ranking techniques are combined to yield more
stable and robust results. There are two essential steps in creating
a single feature ranking list from multiple ranking lists. First, a set
of different ranking lists is created using corresponding ﬁlter-based
rankers and input to the next combining step; second, these ranking
lists are integrated using rank ordering of the features. Diversity
can be achieved by using various rankers. The combining methods
used in the study include mean (EM) and median (ED). For mean
combination, each feature’s score is determined by the average of the
ranking scores of the feature in each ranking list, while for median
combination, we give each feature’s combining score the median
score in all ranking lists. Mean combination (average rank) has been
used by Olsson and Oard [4]. We used median combination (median
rank) in the paper as well.
C. Classiﬁers
Software quality prediction models were built with three wellknown classiﬁcation algorithms including naı̈ve Bayes (NB), Knearest neighbors (KNN), and support vector machine (SVM). These
were selected because of their common use in software engineering
and other data mining applications. Unless stated otherwise, we use
default parameter settings for the different learners as speciﬁed in the
WEKA [14] data mining tool. Parameter settings are changed only
when a signiﬁcant improvement in performance is obtained.
Naı̈ve Bayes classiﬁer (NB) [15] utilizes Bayes’s rule of conditional probability and is termed ‘naı̈ve’ because it assumes conditional
independence of the features. K-nearest neighbors (KNN) [16]
classiﬁer, also called instance-based learning, uses distance-based
comparisons. The choice of distance metric is critical. KNN was built
with changes to three parameters. The ‘distanceWeighting’ parameter
was set to ‘Weight by 1/distance’, the ‘kNN’ parameter was set to
‘5’, and the ‘crossValidate’ parameter was turned on (set to ‘True’).
The support vector machine (SVM) [17], also called SMO in WEKA,
had two changes to the default parameters: the ‘complexity constant
c’ was set to 5.0 and ‘build Logistic Models’ was set to true. By
default, a linear kernel was used.
D. Performance Metric
Traditional performance measures such as F-measure, overall classiﬁcation accuracy, or its complement, misclassiﬁcation rate, are
inappropriate when dealing with the classiﬁcation of imbalanced data.
In a domain such as software quality prediction, the number of fp
(fault-prone) modules is much lower than the nfp (not fault-prone)
modules. Instead, we used a performance metric that considers the
ability of a classiﬁer to differentiate between the two classes: the area
under the ROC (Receiver Operating Characteristic) curve (AUC). It
has been shown that AUC has lower variance and is more reliable than
other performance metrics (such as precision, recall, F-measure) [18].
The AUC is a single-value measurement, whose value ranges from
0 to 1. The ROC curve is used to characterize the trade-off between
hit (true positive) rate and false alarm (false positive) rate [19]. A
classiﬁer that provides a large area under the curve is preferable over a
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TABLE I
S OFTWARE DATA S ETS C HARACTERISTICS
Data set
SP1
SP2
SP3
SP4
KC1-5
KC1-10
KC1-20

#Metrics
42
42
42
42
63
63
63

#Modules
3649
3981
3541
3978
145
145
145

%fp
6.28%
4.75%
1.33%
2.31%
24.83%
14.48%
6.90%

that each value presented in the table is the average over the ten
runs of ﬁve-fold cross-validation outcomes. The best model for each
data set is indicated in underlined boldfaced print, while the worst
performance is boldfaced italic. Each value in the table is determined
by three dimensions: (1) feature ranking techniques (CS, GR, IG, RF,
RFW, SU, EM, and ED); (2) classiﬁers (NB, KNN and SVM); and
(3) data sets (SP1, SP2, SP3, SP4, KC1-5, KC1-10, and KC1-20).
We compared the performance of NB, KNN and SVM models built
after feature selection. A total of 168 values are included in the three
tables.

%nfp
93.72%
95.25%
98.67%
97.69%
75.17%
85.52%
93.10%

classiﬁer with a smaller area under the curve. Traditional performance
metrics consider only the default decision threshold of 0.5. ROC
curves illustrate the performance across all decision thresholds. A
perfect classiﬁer provides an AUC that equals 1.
IV. E XPERIMENTS
A. Experimental Data Sets
Experiments conducted in this study used software metrics and
defect data collected from real-world software projects, a very large
telecommunications software system (denoted as LLTS) and NASA
software project KC1. LLTS contains data from four consecutive
releases, which are labeled as SP1, SP2, SP3 and SP4. The software
measurement data sets consist of 42 software metrics, including 24
product metrics, 14 process metrics, and four execution metrics [20].
NASA project KC1 [21] contains three data sets KC1-5, KC1-10,
KC1-20. After preprocessing, each of these data sets includes 63
attributes. The seven data sets used in this work represent software
projects of different sizes with different levels of imbalance. Table I
lists the characteristics of the seven data sets utilized in this work.
B. Experimental Design
We ﬁrst used six ﬁlter-based rankers and our proposed ensemble
technique to select the subsets of attributes. We rank the features
and select the top log2 n features according to their respective
scores, where n is the number of independent features for a given
data set. The reasons why we select the top log2 n features include
(1) no general guidance has been found in related literature on the
number of features that should be selected when using a feature
ranking technique; (2) a software engineering expert with more
than 20 years experience recommended selecting log2 n number
of metrics for software quality prediction; (3) a preliminary study
showed that log2 n is appropriate for various learners; and (4) a
recent study [22] showed that it was appropriate to use log2 n as
the number of features when using WEKA to build Random Forests
learners for binary classiﬁcation in general and imbalanced data sets
in particular. Subsequently, the selected features were used to build
classiﬁcation models.
The experiments were conducted to discover the impact of (1) six
commonly used ﬁlter-based rankers vs. ensemble technique; (2) three
different learners; and (3) two different software projects from the
software quality prediction domain. We implemented the ensemble
technique in WEKA and used it for the defect prediction model
building and testing process. In the experiments, ten runs of ﬁvefold cross-validation were performed. The ﬁve results from the ﬁve
folds were then combined to produce a single estimation. In total,
8,400 models were evaluated during our experiments.
C. Experimental Results
The classiﬁcation models were evaluated in terms of the AUC
performance metric. All the results are reported in Table II. Note

D. Analysis of Results
Table III summarizes the number of best cases (positive numbers)
and the number of worst cases (negative numbers) for all the rankers
on each individual classiﬁer as well as for all classiﬁers together.
From Table II and III, we can observe the following facts:
• CS performed best for KC1-10 when using the KNN classiﬁers
but worst when using NB classiﬁer. This demonstrates that
the performance of a ranker is inﬂuenced by the selected
classiﬁer. In addition, for a given classiﬁer (for instance NB),
RF performed best for SP3 and KC1-5 but worst for KC1-20.
This displays that for a given classiﬁer, the same ranker can
produce different results for different data sets. In other words,
the characteristics of data sets impact on the performance of
rankers.
• Among the six feature ranking techniques, GR performed worst.
This can be easily seen from the ratio between its numbers of
the best and worst cases. RF and RFW showed a considerable
number of worst cases even though they also displayed a number
of best cases. This indicates that RF and RFW had unstable
performance with respect to different classiﬁers. CS, IG and SU
presented less frequently best and also worst cases than other
techniques. In fact, they displayed moderate and stable behavior.
The ensemble technique compared to each individual ranker
(except SU) showed lower number of worst cases (actually no
worst cases at all). ED also had the second highest number of
best cases among all the ranking techniques.
We also performed a two-way ANOVA test to statistically examine
the various effects on performance of the classiﬁcation models. The
two factors were designed as follows. Factor A represents the eight
feature selection techniques (CS, GR, IG, RF, RFW, SU, EM and
ED); and Factor B represents the three learners (NB, KNN and
SVM) used in classiﬁcations. The interaction effect A×B was also
considered in the ANOVA test. A signiﬁcance level of α = 5% was
used for all statistical tests. Table IV presents the ANOVA results
for the LLTS data sets. Note that the ANOVA tests were performed
on the LLTS four releases together. From the table, we can see that
the p-values for the main factors A and B, and the interaction term
A×B were less than 0.05, indicating the AUC values are not same
for all groups in each of the main factors and also inﬂuenced by the
interaction term A×B, i.e., Factor A is different at every level of
Factor B, and vice versa.
Additional multiple comparisons for the main factors and interaction term were performed to investigate the difference among the
respective groups (levels). The test results are shown in Figure 1,
where each sub-ﬁgure displays graphs with each group mean represented by a symbol (◦) and 95% conﬁdence interval. The summarized
results reveal the following:
• For the eight feature selection methods (Figure 1(a)), the two
ensemble methods on average outperformed the other six ﬁlterbased ranking techniques, among which GR, RF, RFW and SU
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TABLE II
E XPERIMENTAL R ESULTS IN T ERMS OF AUC
Data
SP1
SP2
SP3
SP4
KC1-5
KC1-10
KC1-20

CS
0.7846
0.8108
0.8184
0.7696
0.7484
0.7513
0.8525

GR
0.7346
0.7613
0.7808
0.7519
0.7489
0.7729
0.8669

IG
0.7831
0.8081
0.8118
0.7794
0.7438
0.7546
0.8569

(a) NB
RF
0.7879
0.8053
0.8305
0.7731
0.7990
0.7585
0.8296

RFW
0.7882
0.8081
0.8190
0.7735
0.7832
0.7639
0.8987

SU
0.7865
0.7729
0.7882
0.7592
0.7468
0.7719
0.8531

EM
0.7819
0.8109
0.8183
0.8039
0.7841
0.7676
0.8507

ED
0.7822
0.8117
0.8145
0.8031
0.7679
0.7705
0.8521

Data
SP1
SP2
SP3
SP4
KC1-5
KC1-10
KC1-20

CS
0.7570
0.7800
0.7879
0.7913
0.7915
0.8449
0.8659

GR
0.7139
0.7515
0.7298
0.6853
0.7590
0.8219
0.8896

IG
0.7475
0.7721
0.7802
0.7967
0.7749
0.8180
0.8495

(b) KNN
RF
0.7495
0.7221
0.7898
0.7631
0.7923
0.7078
0.8674

RFW
0.7489
0.7255
0.7704
0.7665
0.7782
0.6963
0.8867

SU
0.7600
0.7796
0.7602
0.7433
0.7693
0.8247
0.8761

EM
0.7545
0.7791
0.7921
0.7897
0.7875
0.8246
0.8721

ED
0.7545
0.7802
0.7865
0.7895
0.7711
0.8364
0.8744

Data
SP1
SP2
SP3
SP4
KC1-5
KC1-10
KC1-20

CS
0.6401
0.7060
0.6456
0.6529
0.7935
0.7645
0.8382

GR
0.6532
0.6577
0.6294
0.6247
0.7649
0.7712
0.8432

IG
0.6651
0.6628
0.6470
0.6531
0.7844
0.7740
0.8610

(c) SVM
RF
0.6708
0.6357
0.6341
0.6248
0.8201
0.7521
0.8119

RFW
0.6368
0.6386
0.6611
0.6423
0.7988
0.6798
0.8824

SU
0.6632
0.6572
0.6601
0.6399
0.7768
0.7813
0.8396

EM
0.6386
0.6872
0.6573
0.6543
0.7882
0.7805
0.8412

ED
0.6538
0.6905
0.7084
0.6804
0.7819
0.7784
0.8398

TABLE III
P ERFORMANCE S UMMARIZATION IN T ERMS OF AUC
NB
KNN
SVM
ALL

# of best
# of worst
# of best
# of worst
# of best
# of worst
# of best
# of worst

CS
0
-1
1
0
1
0
2
-1

GR
1
-4
1
-4
0
-3
2
-11

IG
0
-1
1
-1
0
0
1
-2

RF
2
-1
0
-1
2
-2
5
-4

RFW
2
0
1
-1
1
-2
3
-3

SU
0
0
1
0
1
0
2
0

EM
1
0
1
0
0
0
2
0

ED
1
0
1
0
2
0
4
0

TABLE IV
T WO - WAY ANOVA TABLES FOR LLTS DATA S ETS
Source
A
B
A×B
Error
Total

•

•

Sum Sq.
0.1859
3.2717
0.0534
1.0833
4.5943

d.f.
7
2
14
936
959

Mean Sq.
0.0266
1.6358
0.0038
0.0012

F
22.95
1413.38
3.29

p-value
0
0
0

performed signiﬁcantly worse than the ensemble methods while
the other two, CS and IG, performed worse. Of those six ﬁlterbased rankers, CS and IG performed best (though still worse
than the ensemble techniques), and the rest fared much worse.
For the three learners (Figure 1(b)), their classiﬁcation performances were signiﬁcantly different from each other. NB
performed best followed by KNN, then SVM.
For interaction A×B, 24 groups produced by three learners
combined with eight feature selection techniques are presented.
The ensemble methods are highlighted with thick lines on the
95% interval in Figure 1(c). It can be seen that Factor A was

different at every level (group) of Factor B. For example, GR
performed signiﬁcantly worse than the other seven methods
when the KNN learner was used, but did signiﬁcantly worse
than six of them when NB was used and only one of them
when SVM was used. This demonstrates that the interaction has
great impact on the results.
Table V presents the ANOVA result for the three KC1 data sets.
The result demonstrates that there was no signiﬁcant distinction
between any pair of the group means for Factor A since the p-value
(0.38) was greater than 0.05, while an obvious difference existed
in at least one paired of group means for Factor B, because the pvalue was zero. For interaction A×B, the conclusion was similar
to the one obtained from the LLTS data sets, namely, Factor A
was different at every level of Factor B. The multiple comparison
tests are presented in Figure 2. The results also demonstrate that the
ensemble methods on average were better than the other individual
ﬁlter-based feature ranker, though not signiﬁcant. In addition, the
KNN learner signiﬁcantly outperformed the other two learners, NB
and SVM for the KC1 data sets. No distinction was found between the
performances of the NB and SVM classiﬁers. In addition, from Figure
2(c), we can observe that the ensemble methods were more stable than
the other individual ranking techniques. For instance, RFW presented
the best performance among the eight feature selection techniques
when the NB learner was used to build models, but showed the worst
performance when the KNN and SVM learners were used to do so.
In summary, the ensemble technique with two different combination methods (mean and median), compared to each individual ranker,
consistently performed very well, similar or superior to the other
methods. In addition, the results indicate that the ensemble technique
had better robustness. It is worthwhile to note that type of the ranker,
classiﬁer and software project (data set) played a key role for building
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CS
GR
IG
RF
CS
RFW
GR
SU
IG
EM
RF
ED
RFW
0.69

0.7

0.71

0.72

0.73

0.74

0.75

0.76

0.77

SU

(a) Factor A

EM
ED

NB

0.78

0.79

0.8

0.81

0.82

0.83

0.84

(a) Factor A

KNN
NB

SVM
KNN

0.65

0.7

0.75

0.8

(b) Factor B
SVM
CS−NB
GR−NB
IG−NB
RF−NB
RFW−NB
SU−NB
EM−NB
ED−NB
CS−KNN
GR−KNN
IG−KNN
RF−KNN
RFW−KNN
SU−KNN
EM−KNN
ED−KNN
CS−SVM
GR−SVM
IG−SVM
RF−SVM
RFW−SVM
SU−SVM
EM−SVM
ED−SVM

0.78

0.79

0.8

0.81

0.82

0.83

(b) Factor B

0.6

0.65

0.7

0.75

0.8

CS−NB
GR−NB
IG−NB
RF−NB
RFW−NB
SU−NB
EM−NB
ED−NB
CS−KNN
GR−KNN
IG−KNN
RF−KNN
RFW−KNN
SU−KNN
EM−KNN
ED−KNN
CS−SVM
GR−SVM
IG−SVM
RF−SVM
RFW−SVM
SU−SVM
EM−SVM
ED−SVM

0.85

(c) Factor A×B
Fig. 1.

LLTS: Multiple Comparison in Terms of AUC

0.74

TABLE V
T WO - WAY ANOVA TABLES FOR KC1 DATA S ETS
Source
A
B
A×B
Error
Total

Sum Sq.
0.0213
0.0593
0.0752
1.9764
2.1322

d.f.
7
2
14
696
719

Mean Sq.
0.0030
0.0296
0.0054
0.0028

F
1.07
10.43
1.89

0.76

0.78

0.8

0.82

0.84

(c) Factor A×B
Fig. 2.

p-value
0.3816
0
0.0242
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KC1: Multiple Comparison in Terms of AUC

0.86

a software defect prediction model. Our recent studies [20], [23] also
demonstrate that the reduced feature subsets can have better or similar
prediction performance compared to the complete set of attributes
(original dataset).
V. C ONCLUSION
Filter-based ranker (feature selection) is one of the commonly used
methodologies for feature selection. This work has presented detailed
experiments using six frequently used rankers and our proposed
ensemble approach and applied them to a very large telecommunications software system with four releases and a NASA project KC1
which includes three data sets. The classiﬁcation models were built
using NB, KNN and SVM learners. The classiﬁcation accuracy was
evaluated in terms of the AUC performance metric.
The experimental results show that the performance of rankers
(feature selection techniques) may be signiﬁcantly inﬂuenced by
the data set and learner used in classiﬁcation. It is frequently seen
that one ranker performs well in a given data set for a particular
classiﬁer but becomes very bad when used on a different data set
or with a different classiﬁer. This study proposed and investigated an
ensemble technique with two different combining methods using rank
ordering of the features (mean or median) and results demonstrate that
the ensemble technique performed better overall than any individual
ranker and also possessed better robustness. The empirical study also
shows that variations among rankers, learners and software projects
signiﬁcantly impacted the classiﬁcation outcomes.
Future work may include experiments using additional data sets
from the software engineering domain as well as from other application domains.
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negotiation support is required to allow organizations to
establish e-contracts that regulated DSD.
This paper presents a negotiation process that aims at
supporting the establishment of e-contracts. This
negotiation process is part of a wider Business Process
Management (BPM) approach based on web services and
product line concepts [6], which include: reuse, contract
establishment, dynamic execution environment and econtract meta-models. In this paper, our negotiation
process is applied to the domain of software acquisition
and related services in DSD. The paper is organized as
follows: Section 2 presents background on web services,
BPs, e-contracts and the product line approach for
business process (PL4BPM); Section 3 presents our
negotiation process and its role in the PL4BPM. This
process takes into account the standard ISO/IEC
12207:2008. Section 4 presents related work and Section
5 concludes the paper.

Abstract
Several factors have motivated organizations to look
for partnerships for software development. However,
seeking, negotiating and contracting partners for
Distributed Software Development (DSD) involve
complex issues. This paper proposes a negotiation and
contracting process applied to a DSD scenario. It uses
PL4BPM, an approach based on web services technology
that has electronic contract as its central element.
Feature models representing negotiated web services are
used as a common representation that can be managed by
involved stakeholders.

1. Introduction
Distributed Software Development (DSD) has been
facing several challenges, such as: a myriad of
technological resources, frequent market changes, a high
demand for cost reduction and increasingly short
schedules. To cope with these challenges and improve
performance, companies are seeking third party contracts,
thus focusing on the activities of their expertise area [1].
In order to ensure a reliable inter-organizational
cooperation a contract must be established. This contract
must define the activities and clauses which state the
obligations, permissions and constraints of each party [2].
Web services have been providing an important
technological support to third party contracting [3]. A
software development activity can be represented as a
service. Thus, several organizations can cooperate
throughout a software process based on business
processes (BP) composed of web services. This
cooperation needs to be regulated by an electronic
contract (e-contract) which defines quality attributes and
specific properties for each contracted service. Such
definitions need to be previously negotiated between
organizations. During the negotiation phase, organizations
establish the services to be contracted, their quality level
and properties, in addition to variables such as price [5].
However, negotiation within the electronic context may
require a long and complex negotiation process. Thus, a

2. Background
Web services technology has been identified as the
most promising for the implementation of Serviceoriented Computing (SOC). According to the web service
technology, a software can be decomposed into selfcontained, loosely coupled and language independent
units [4]. BP can be used to compose web services;
integrate systems – including the legacy ones; compose
complex applications through services grouping and
coordination; and to establish partnerships in DSD. A BP
consists of a set of tasks undertaken in a specific sequence
to achieve a business goal [7]. It also represents
constraints on activities execution order as well as
possible interactions between them.
An e-contract is an electronic document used to
represent an agreement between partner organizations
which is basically composed of: i) product or service
definition; ii) rights, obligations and prohibitions; and, iii)
actions to be taken in case of disagreements. Contracts
can be complex and, in general, its establishment process
is often cumbersome due to the large number of
parameters involved in the selection of Quality of Service
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(QoS) attributes and levels. Thus, a negotiation between
the parties is necessary to define the issues involved in
establishing an e-contract [3].
PL4BPM aims at offering support to model variability
in BPs and web services, and to monitor e-contracts
throughout the process execution [6]. It is designed to
model the artifacts involved in the negotiation between
organizations willing to establish a common e-contract to
regulate their cooperation. It is also used for
renegotiations when a previously agreed e-contract cannot
be executed as planned and the parties desire to keep the
cooperation by readjusting the previous contract. In this
paper, the e-contract negotiation and establishment
process is oriented by feature models (FM) and their
possible configurations.
Figure 1. Negotiation process model life cycles.

3. Contract negotiation and establishment in
DDS

3.2.1. Create negotiation case. In a negotiation, partners
are guided by a common objective, such as providing a
service. In order to achieve this objective, several
elements must be present. In our approach these elements
are grouped in a negotiation case. In addition, the
negotiation case contains: i) a brief description that can be
used in a directory where partners can find negotiations of
their interest; ii) detailed information about this
negotiation case; and, iii) the maximum deadline to end
the negotiation and proceed to the e-contract
establishment.

Negotiation involves interaction between parties where
each party has its aims at reaching an acceptable
agreement [8]. Our negotiation process model is
composed of 11 (eleven) activities grouped into two
cycles. An e-contract model is used to guide the
negotiation process. The activities were defined according
to: the framework proposed by Kim et al. [10]; the
process model of Wu et al. [11] and the standard ISO/IEC
12207:2008 [12]. Figure 1 shows the sequence of the
activities of the proposed negotiation process.
The first cycle Planning and Agenda Settings defines
the elements that compose the negotiation base. The
second cycle – Negotiating and Establishing WS-Contract
– uses the structure defined in the first cycle to support
the negotiation between parties.

3.2.2. Specify roles and cardinalities. The organization
partners act within specific roles. A role groups a set of
partners capable of providing the same type of service. In
the same case there might be several roles.
3.2.3. E-services feature model elaboration. Each
service in the FM can have one or more negotiation
variables. A negotiation variable is an item that acts as
negotiation mark in respect to the service. A usual
example of negotiation variable is price. PL4BPM
considers two negotiation variables: i) e-services
properties; and, ii) QoS attributes. In our scenario, eservices properties represent additional characteristics
and/or specific requirements, such as an option in the
control menu. QoS attributes represents non-functional
requirements such as access control.

3.2 Planning and agenda settings
The planning and agenda settings cycle produces the
elements that compose the negotiation base. Its
conceptual model is presented in Figure 2. The
Negotiation case is the central element. It can be
supported by several strategies in different moments of a
negotiation. The goal of any negotiation is to reach an
agreement, specified as an e-contract. In each Negotiation
case, a Negotiator can play a different Role, which has
Cardinality. It defines the number of possible winners on
this Role. A Feature Model Template which contains the
e-services that can be contracted is elaborated for every
Role. It is a reference which contains the requirements
elicited from the service consumer. The Negotiator
partner is responsible for updating the FM according to
the services it can offer, thus generating a Feature Model
Instance. Throughout the negotiation execution,
Negotiation threads are generated which group the eservices and their Negotiation variables.

3.2.4. Assign partners to a specific role. The partners
are the organizations responsible for providing the
services. Each role may group several organizations.
However, the final contract must comply with the
cardinality already defined. This information is important
for decision makers and may affect organization efforts
within a negotiation.
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3.2.5. E-services feature model update. A FM template
is elaborated to a role, thus after a role has been assigned
to a partner, it inherits its FM. However, this partner may
either not be capable of providing the services defined in
the FM template or may even provide additional services.
Thus, it is necessary that the provider organization revises
the FM, as defined in this activity. This revision may
demand modifications in the group of services, services
and negotiation variables according to provider
organizations, thus generating a FM instance. Consider
for instance, one group of services named Web interface
for system administration. Suppose that for some reason,
one of providers cannot provide the interface according to
the defined requirements. This organization then
withdraws this group of services from its FM.

template. This template contains information that can be
used in any e-contract defined from the defined FM.

3.3 Negotiating and establishing WS-contract
The negotiating and establishing e-contract cycle uses
the structure defined in the first cycle to support the
negotiation between parties. The services offered are
selected to be contracted. The negotiation of the values of
the variables of these services is carried out and, finally
the e-contract is established.
3.3.1. E-services feature model configuration. the
Consumer selects the services and negotiation variables of
its interest. The Consumer gets the FM updated and
provided by each organization participating of the
negotiation. Thus, the Consumer may select
complementary services from competing organizations.
3.3.2. Set up groups of negotiation threads. Each
service negotiated by a provider and a consumer results in
a negotiation thread. As some threads are concurrent, they
need to be organized so that the Consumer has a clean
view of the concurrent services. Each thread group has a
cardinality defining the maximum number of winners for
each group. Each thread has a rate defined by the
Consumer according to its viewpoint in the negotiation.
This rate is used for decision making and visible only for
the Consumer.
3.3.3. Execution of negotiation protocol. A negotiation
protocol defines both style and rules that guide bidding in
the process. The negotiation advances or ends according
to these rules. Our negotiation process can support the
most common styles. During the negotiation protocol
execution, each service needs to be negotiated aiming to
reach an agreement between partners. By following the
rules and observing the cardinalities, the winners of each
negotiation thread are selected. Our negotiation process
model allows that players exchange shorts messages
throughout the process.

Figure 2. Conceptual model of negotiation and econtract establishment.
3.2.6. Specify desirable values to negotiation variables.
In a negotiation, each partner may have different interests.
Providing a service may represent an advantage for a
provider whereas may not be a good option for others.
Thus, each provider must rate the negotiation variables
for the services they offer. These rates can guide the
partner so that they spend efforts according to the services
of their interest. Ratings represent strategic information,
thus they should be visible just for partner who rated
them. This information will help the negotiator to better
understand its concessions and right assertions.

3.3.4. E-contract establishment. Having defined the
services and providers, the last activity can be executed. It
consists of generating an instance of the e-contract based
on the template defined in first cycle of the negotiation
process. The final e-contract contains the service
contracted by each winner organization of the negotiation.

4. Related work
The study of computer-aided negotiation processes is
not a new issue. These systems emerged from 1980 and
has been applied in training and research projects related
to negotiation environments, however they are rarely used
in practice [9]. Currently, there are some studies to

3.2.7. E-contract template creation. The last activity of
this cycle consists of the creation of the e-contract
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support the establishment of partnerships in the e-services
context. Shiping and Chen [5] present a web service for econtract negotiation and establishment whose purpose is
to facilitate dynamic collaboration among partners. It
works as an intermediary in which partners can be
discovered and then form a partnership. Moreover, a
framework based on WS-CCDL (Web Service –
Collaborative Context Definition Language) was
developed to support the approach. Lin [14] presents
architectural models for the construction of a negotiation
process and contract establishment. The architecture is
based on SOA. In another approach [15], negotiation
protocols are encapsulated into components. It has a
platform in which different negotiation protocols can be
used by alternating components. It provides user-friendly
interface for the negotiators.
Chiu et al. [9] present a contract negotiation process
for a particular scenario, through the use of metamodels
that specify the e-contract elements. The metamodels are
used in the development of a web services-based
framework. To demonstrate the framework applicability,
a portal has been developed in which negotiations are
conducted and sales contracts are established in an ecommerce environment.
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6. Conclusion
A successful DSD process involves identifying,
negotiating and establishing e-contracts for service
provision. The process proposed here defines a sequence
of activities that allow conducting a negotiation for the
establishment of e-contracts that can be applied in
building partnerships in the DSD domain.
FMs representing negotiation elements and variables
allow involved experts to have a clear and direct view of
the involved elements, regardless their expertise. In
general, negotiation processes in a same area involve
reuse of artifacts, as supported in the PL4BPM approach.
It was therefore important to use the ISO/IEC 12207:2008
standard as a basis for the definition of the process
presented both to ensure quality to the process and to
provide internationally standardized parameters. Finally,
the aim of this particular work is to add computational
support to e-negotiation between organizations towards
contracting e-services. Moreover, we draw attention to the
current market of global software development. Our tool
will provide Web interface to support negotiations
between organizations located in different geographical
areas. The set of techniques applied in this negotiation
process allows organizations to save time and money in
addition to gaining in the quality.
Future work in this direction includes: i) the support
for other negotiation variables, like economic variables;
ii) improvement of the decision support during
negotiation; and, iii) the support of the cultural
differences between partners.
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In this context, the Web services are a key technology
for the effective operation of e-business systems.
However, not all aspects involved in developing
Web services have been properly solved. One of the
main issues in defining Web services is the difficulty
in determining what should be the expected
functionality of such services. This problem arises
from the following factors: 1) the current technology in
Web service modeling focuses on defining its
functionality without considering, in a systematic
manner, the main needs of the organizational context;
2) the lack of reliable sources that allow the designers
to implement a Web service reflecting the business
tasks as well as the user’s requirements; 3) the need of
some mechanisms to establish the correspondence
between the business functionalities and those which
have been implemented in Web services.
We consider the most pressing of the current
difficulties to specify the correct functionality of Web
services to be the following: a) business models are not
properly adapted to support service-oriented
specifications and the result is the incompatibility
between these models and those that implement the
Web services; b) the lack of methodological
approaches to generate services automatically from the
business’ features thus often forcing this process to be
accomplished manually.
In this research work, a methodological approach is
proposed as the first method to generate WSDL (Web
Services Description Language) [5] descriptions of
Web services, which are obtained from serviceoriented business models. It is important to point out
that service-oriented approach has been developed
over the i* Framework [20] by adding new rules and
properties to get an organizational vision of services.
Therefore, this work establishes an approach of a
generation of services where the business model is
correctly adapted to the service technology, and the
Web services are obtained in a systematic way using
the MDA (Model Driven Architecture) approach [14].

Abstract
At present, enterprises need sophisticated software
applications to sell and promote their products or
services in order to maintain their leadership in the
business world. One of the most promising trends is
the use of Web services technology as the appropriate
mechanism to implement e-business, which uses
Internet to replicate services offered by an enterprise.
However, despite the clear advantages of Web
services, there are problems in determining the initial
functionalities required by them. Currently, the
functionalities of Web services are not obtained in a
systematic manner from the organizational
environment that Web services try to replicate.
Therefore, it is complicated to ensure that Web
services fit the business user’s needs. In this paper we
face this problem by defining a methodological
approach to generate Web services from serviceoriented organizational descriptions. The ModelDriven Architecture has been used in this work in
order to ensure the systematic translation of modeling
primitives of the organizational model into their
corresponding WSDL services descriptions.

Key Words: Business services, Web services,
Model-Driven Architecture.
1. Introduction
The Internet has become an essential tool in current
enterprises’ activities [3], where it is used as a
successful strategy to guarantee their competitiveness
in order to maintain their leadership. In this context, ebusiness has been implemented as a mechanism that
allows the enterprises to offer their products and
services remotely, so they can expand their scope that
was previously limited by their location. E-business
approach focuses on determining the processes needed
by a company to offer their services through the Web.
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This paper is structured as follows: Section 2
presents the related works. Section 3 presents the
overview of the proposal. Section 4 presents our
transformational approach, and finally, Section 5
presents the conclusions of this work.

UML source models. The main contribution of this
work is the use of metamodels to define the source and
target models in order to apply rules to generate the
Web services.
An approach for the automatic generation of
WSDL descriptions has been presented in Vara et al.
[19] that uses UML as source model. In this work, the
authors propose an extension of UML for WSDL.
Similar to in the research of Bézivin [2], in this work
the MDA approach is applied to obtain a service
document from the UML specification.
The work of Yu Xiaofeng et al. [21] presents a
transformation from EDOC models to Web service
interface models. From the EDOC model is taken a
Component Collaboration Architecture (CCA)
metamodel as the main profile to mapping elements to
WSDL elements, using names for the CCA elements,
similar to the names of the WSDL elements to
establish the map in a low level.
The main difference of our approach with that of
those previously mentioned is that our proposal
implements the use of business services models as a
source for the automatic generation of Web services in
an MDA approach. The research works presented in
this section use traditional models (Tropos, UML, etc)
which are not service-oriented models. In our
approach, the use of a business service model is
relevant because it will ensure the appropriate
correspondence between business functionalities and
WSDL specifications of Web services.

2. Related works
One of the current interests in Web service
computing is the definition of a design methodology to
define the appropriate functionalities of Web services.
One of the trends in this context is the use of business
descriptions as source for the determination of Web
services functionalities. Following, some of the more
relevant works in this field are detailed:
Papazoglou and Yang [16] present a methodology
for Web services design based on business processes.
In this approach, strategies and principles are defined
to describe business processes in order to facilitate the
identification of functions of the Web services. Once
the design methodology has been applied, the WSDL
specification is created by the following steps: a)
specifying the service interface; b) creating the
operation parameters; c) establishing the message
protocol; and finally d) implementing the services.
The research work defined by Lau and Mylopoulos
[11] presents a methodology for Web services
generation from Tropos’ [18] specifications. As the
first phase of this methodology, the capabilities of the
agents in the model are identified and UML activity
diagrams are used to represent the actor tasks. They
also use UML sequence diagrams to describe agent
communication. As result of the process, the authors
propose the use of open standards to implement the
Web Services: a) WSDL for service specification; b)
SOAP for request and response procedures and; c)
UDDI for service publication.
A guideline for Web service design has been
pointed out by Ruiz et al. in [17], that extends the
OOWS [8] method to Web services design. The main
contributions of this work are: a) to determine the
appropriate models to obtain service functionalities; b)
to propose a methodological guide to design service
functionalities; c) to identify the operations that
support the functional requirements of an application
and; d) to propose a design method to automatically
generate the WSDL specification of the Web services.
In the work of Gronmo et al. [10], a MDD process
is defined to develop Web services as an extension of
UML. The main contribution of this work is to support
bidirectional rules between UML models and WSDL
descriptions.
The work of Bézivin et al. [2] presents an MDA
approach to generate Web services descriptions from

3. Overview of the proposal
In this section, we present a general overview of a
method that allows obtaining the WSDL specifications
of Web services from service-oriented organizational
models [7]. This method can be divided into two main
phases (see Fig. 1): in first phase, a business service
model is created according to the work proposed in
Estrada [7] to be used as the source to model the Web
services functionalities. MOF-Ecore specifications [4]
were applied in order to create the metamodel of the
service-oriented business model; with this metamodel
the transformation from a business environment to the
implementation of Web services is achieved using an
MDA approach. As result of first phase, a business
service model described in MOF (Meta-Object
Facility) [15] is created. This model represents the PIM
of the transformation approach.
The second phase consists of applying the
transformation rules in MOFScript [13] as the
necessary to convert the business primitives into
elements for Web service design. The rules used in this
phase were based on M2T (Model to Text)
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transformations because WSDL documents are
generated from a service-oriented business model. As
result of this phase, a WSDL description for Web
services is created a according the transformation
rules. This specification represents the PSM of the
transformation process.

functionalities that are offered by the enterprise to
customers. Estrada proposes an architecture of three
models to define the business service view of an
enterprise (Fig. 2):
x Global Model. The modeling process starts with the
definition of a high-level view of the services
offered and used by the enterprise. The global
model permits the representation of the business
services and the actor that plays the role of
requester and provider. Extensions to i* [20]
conceptual primitives are used in this model
x Process Model. The business service must be
decomposed into the set of concrete processes that
perform it. The process model allows for the
representation of the functional abstractions of the
business process for a specific service. This model
provides the mechanisms required to describe the
flow of multiple processes. Extensions to i*
conceptual primitives are used in this model.
x Protocol Model. The semantic of the protocols and
transactions of each business process are
represented in an isolated diagram using the
redefinition i* conceptual constructs. This model
provides a description of a set of structured and
associated activities that produce a specific result
or product for a business service.

Fig. 1 Overview of the proposed approach
The approach presented in this paper has been
validated by developing a software tool, that we called
MOS, which implements the proposed method.
Section 4.1 shows an example of the modeling
stage of a Web service (first phase) and section 4.3
deploys the figures that represent the WSDL
documents generated from this method applying the
transformation rules M2T (second phase).
Section 4.2 describes the analysis to establish the
relationship between elements to model, besides how
the rules were designed.

4. Our Web Service Generation Approach
The research work presented in this paper
represents the first approach that proposes the use of
the MDA standards to translate service-oriented
business models into WSDL Web service descriptions.
The MDA approach was seen as the suitable choice in
carrying out the transformation. In consequence, a
restriction was imposed to the transformation tool that
consisted in achieving the transformation using models
based on MOF specifications and using well-defined
models to ensure a systematic generation when
applying the transformation rules from a PIM-source
model to a PSM-destination description.
Following, the main phases of the proposed
approach are shown in detail.

Fig. 2 Models of the service-oriented
architecture
One of the main contributions of this research was
the creation of an e-business metamodel which was
obtained by applying the MOF-Ecore specifications [4]
on the primitives of the service-oriented business
model [7]. As a result of first phase in the proposed
approach, a business service model is created by using
MOF. This model represents the PIM of the
transformation approach.
The metamodel called MOS Ecore is based on
MOF and ensures the compatibility required for it to be
stored in MOF repositories or handled through MOF
tools.
Following, an example for the case study “to
request a driver license” is shown in Fig. 3. In the
model, the processes “determine cost” and “register

4.1. Business service modeling phase
The work defined by Estrada in [7] is the basis of
this work, where an organizational model is
represented as a business service composition model.
In this model, the services correspond with the
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payment” were selected to be translated into Web
services.
In this modeling stage, each one of the elements
and their corresponding properties are described. The
complete specification of the model produces the MOS
model, a model to design services in the organizational
context, ensuring that the subsequent generation of
Web services is reliable.

element; it represents correctly the Web service while
the service element represents the orchestration.
Table 1 shows the correspondence between the
MOS elements which are represented in WSDL and
BPEL elements. These elements are taken from the
models proposed in work [7], the models correspond to
different stages of refinement in the modeling process,
and therefore the elements of each model are broken
down into other elements up to the base unit which are
resources and tasks.
Table 1. MOS elements
ServiceOriented
Business
elements

Fig. 3 Model Web service specification
The modeling approach proposed in this work has
been validated by defining a prototype (MOS tool) that
allows for the creation of models with extension
*.mos. The *.mos file represents the PIM source model
that will be used to obtain the Web services
specifications.

WSDL
elements

BPEL elements

Aggregated
service

-

-

Basic
service

-

Process

Modeling
primitive

<service>…

<process>…
<\process>
<partnerLink/>
<variable/>
inputVariable
outputVariable
<partnerLink/>

</service>

portType

<definitions>
…<\definitio
ns>

4.2. Generating a Web service model from
mapping rules (M2T) using an MDA approach

<port>…
</port>

One of the key features of the MDA approach is
the notion of mapping, which consists of a set of rules
and techniques used to modify one model in order to
get another model [14].
MDA [1] provides a separation between modeling
and implementation details, making a distinction
between platform independent models (PIM) and
platform specific models (PSM). One of the key
technologies used by MDA to define the source
models (PIM) and objective (PSM) is MOF, which is a
meta-language
for
creating
domain-specific
metamodels.
To generate the Web service specification it was
necessary to define the elements of the business
services model to be used to create the WSDL
specification in order to implement the business
services. It was not simple to establish the same level
of correspondence between Web service and the
service element of the business service model, due to
the high level of abstraction in the business model. To
match the Web service with the business elements, we
analyzed the similar functionalities of them, and we
found that a Web service corresponds to the process

</portType>

<portType>
…
< binding>…
</ binding>
Task

<
message>…<
/ message>
<operation>
…</
operation>

Resource

<part/>

<variable/>
port
Invoke_…_Inpu
tVariable
Invoke_…_Outp
utVariable
messageType
Element/ns2:

In order to establish the transformation rules, it was
necessary to define the mapping language. The
language used to achieve the transformation was
MOFScript, which is currently a candidate in the OMG
RFP process [13] on MOF Model to Text
Transformations. In addition to being a transformation
language, it is a tool that is built as a plug-in in Eclipse
[9].
One contribution of this work is the definition of
the transformation rules in MOFScript in order to
obtain the mapping from a MOS model to the WSDL
description of Web services that implement business
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functionality. The rules are applied to models
serialized in XML and they take the *.mos files as an
input to generate WSDL specifications as the outputs
of the method. The transformation rules are created
following the syntax shown in [13]. Below are just two
of the transformation rules defined in this research to
produce WSDL documents from a model *.mos. The
complete specification of the rules may be consulted in
[12].
Rule 1. The tasks involved in a process are mapped
into operations of a Web service, through the rule
mmos.Process::portTypesOperations.

must be replaced by the server where services will be
implemented.

4.3. Creation of the Web service specification
The next stage of the method is the application of
transformation rules to the source model (business
services model) to generate the objective (WSDL
description of a Web service).
The MOS tool was developed using NetBeans IDE
6.5 as a mechanism to validate the proposed approach.
It has the following features: 1) it allows for creating
and opening service models; 2) it serializes the MOS
model to XML; 3) it stores the models as files with
extension *.mos and; 4) it executes Eclipse V3.3.2 to
apply the transformation rules using the MOFScript
plug-in.
Once the WSDL document is created, it just needs
to be checked in well-formed XML syntax and the
only property that needs to be changed is the address
where the implementation is located.
WSDL documents generated were tested in the
NetBeans IDE 6.5 platform [6], generating Web
services from them. There is a straight relationship
between the processes modeled in Fig. 3 and the Web
services interfaces obtained from the transformation.
Documents generated from the model in Fig. 3, are
displayed in Fig. 4 and Fig.5 for services “register
payment” and “determine cost”. The figures show the
main elements of a WSDL document, for example, the
messages that are received or sent, the type of message
and portTypes indicating input and output. Besides,
each element can be traceable through the
correspondences established in Table 1.

mmos.Process::portTypesOperations(): String {
var operation:String =''
self.tasks->forEach(t:mmos.Task){
if(t.transactional == "T"){
operation= operation + '<!--' +
t.description + '--> \n'
operation= operation + '<operation
name="' + t.name.replace(" ", "").toLower() +
'"> \n'+
'<input name="input1"
message="tns:' + t.name.replace(" ",
"").toLower() + 'Request"/> \n' +
'<output name="output1"
message="tns:' + t.name.replace(" ",
"").toLower() + 'Response" /> \n' +
'</operation> \n'}
}result = operation }

This rule creates operations from the tasks included
in the processes. Each task has the name property, by
which it indicates the name of the operation through
instruction t.nombre.replace(" ", "").toLower(),
as well as being used to specify the messages that are
sent or received.
Rule 2. The process is mapping to the service
described in the WSDL description, through the rule
mmos.Process::serviceWSDL.
mmos.Process::serviceWSDL(): String {
result = '<service name="' +
self.name.replace(" ", "").toLower() + '"> \n'
+
'<port name="' +
self.name.replace(" ", "").toLower() +
'HttpSoapEndpoint" binding="tns:' +
self.name.replace(" ", "").toLower() +
'SoapBinding"> \n' +
'<soap:address
location="http://localhost:${HttpDefaultPort}/'
+ self.name.replace(" ", "").toLower() + '/'+
self.name.replace(" ", "").toLower() +
'HttpSoapEndpoint/"/> \n' +
'</port> \n' +
'</service> \n' }

This rule creates the service, the description of the
location address and the port, where the Web service
implementation is established in some programming
language. This example has written an address that

Fig. 4
registerpayment.
wsdl
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Fig. 5 determinecost.
wsdl

[6] NetBeans
Community.
NetBeans
IDE.
http://www.netbeans.org/features/web/webservices.html.
[7] H. Estrada, A service-oriented approach for the i*
framework. PhD Thesis, Valencia University of
Technology, Valencia, Spain, 2008.
[8] J. Fons, V. Pelechano, M. Albert, O. Pastor,
“Development of Web Applications from Web
Enhanced Conceptual Schemas”. In: Procedings of the
International Conference on Conceptual Modelling.
Chicago, EE.UU, 13 - 16 October: Springer-Verlag,
Lecture Notes, 2003, pp. 232-245.
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Foundation.
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MOFScript.
http://www.eclipse.org/gmt/mofscript/about.php.
[10] R. Grønmo, D. Skogan, I. Solheim, J. Oldevik, “Modeldriven Web Service Development”. Idea Group Inc.
International Journal of Web Services Research, Vol.1,
No. 4, 2004, pp. 1-13.
[11] D. Lau, J. Mylopoulos, “Designing Web Services with
Tropos”. In: Proceedings of the IEEE International
Conference on Web Services (ICSWS'04). San Diego,
California, USA, 2004.
[12] I. Morales, Generation of WSDL specifications of Web
services from service-oriented organizational models (in
Spanish). Master Thesis, National Center of Research
and Technological Development, Morelos, Mexico,
2009.
[13] J. Oldevik. Eclipse. MOFScript Documentation.
http://www.eclipse.org/gmt/mofscript/doc/MOFScriptUser-Guide.pdf.
[14] OMG Object Management Group. MDA Guide Version
1.0.1. Specification, Needham, MA, OMG (2003).
[15] OMG Object Management Group. Meta-Object Facility
(MOF) Specification Version 1.4. Needham, MA, OMG
(2002).
[16] M. Papazoglou, J. Yang, “Design Methodology for Web
Services and Business Processes”. In: A. Buchmann et
al. (eds.) TES 2002. LNCS, vol. 2444,
Springer,Heidelberg, 2002, pp.54-64.
[17] M. Ruiz, P. Valderas, V. Torres, V. Pelechano, “A
Model Driven Approach to Design Web Services in a
Web Engineering Method”. In: Proceedings of the
CAiSE'05 Forum, Portugal, 2005, pp. 183-188.
[18] A. Susi, A. Perini, J. Mylopoulos, P. Giorgini, “The
Tropos Metamodel and its Use”. Informatica journal 29,
No. 4, 2005, pp. 401-408.
[19] J. Vara, V. De Castro, M. Esperanza, “WSDL
Automatic Generation from UML Models in a MDA
Framework”. International Journal of Web Services
Practices, Vol. 1, No. 1-2, 2005, pp. 1-12.
[20] E. Yu, “Modelling Strategic Relationships for Process
Reengineering”, Ph.D. Thesis, Department of Computer
Science, University of Toronto,1995.
[21] Yu Xiaofeng, Hu Jun, Zhang Yan, Tian Zhang Tian,
Wang Linzhang, Zhao Jianhua, Li Xuandong, "A Model
Driven Development Framework for Enterprise Web
Services," edoc, pp.75-84, 10th IEEE International
Enterprise Distributed Object Computing Conference
(EDOC'06), 2006

With the objective of validating this approach five
case studies were carried out to analyze if the tool
generates the required Web services. Results indicate
the correct generation of Web services. For more
information regarding these studies, consult [12].
However, we consider that is necessary to perform an
empirical evaluation to prove a real utility about the
proposed approach against to create manually the Web
services or by applying any of the actual approaches in
automatic Web service generation.

5. Conclusions and future works
In this paper, a methodological approach is
proposed to generate Web services from a business
service model. We propose that by using a serviceoriented model at an organizational level, it is possible
to facilitate the work of defining Web services under a
methodological approach such as MDA. We have done
an initial analysis to generate the BPEL document to
obtain a composition of the Web service specifications
generated. The result of this work offers a promising
approach for BPEL generation.
In future work, we will be dealing with the
generation of complete functionality of the Web
service. We are currently working on methods to use
the organizational descriptions (business service
models) to generate precisely the choreography and
orchestration of services, using the BPEL language.
Another proposal for future work is the extension of
the MOS Ecore metamodel to integrate all the
modeling stages proposed by the business service
architecture [7].
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Abstract—Composite Web services can be completed complex
transactions or workflows by combining existing ones. However,
they always run in the highly dynamic and change internet
environment, for the applications and environment, advanced
transactional support is required to ensure the execution quality
of composite service. In order to ensure the selective services
execute reliability, this paper proposes a reliable selection model
which selects web services not only according to their functional
requirements and QoS characteristics but also to their behavioral
properties (such as transactional risk) and user's intent(SLA). In
order to evaluate the risk of different transactional granularity, a
way of mining transactional granularity in advance by
considering full multi-relation among transactional Web services
is proposed in this paper. Further more, a new comprehensive,
objective TRQoS-driven service selection model with
transactional risk support is presented.

composed of multiple operations, which are described in the
form of input or output of messages. The execution of business
process tasks can be turned into WSDL operation invocations.

Keywords-Web service; transactional risk; TRQoS; selection;
reliability

Figure 1. A Business Process Model
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Web service techniques can offer new added-value services
by integrating existing services into a new composite service[1].
As a consequence of the rapid growth of web services
(especially similar functional), selecting the "optimal"
individual services to use becomes a challenging work[2]
especially in the dynamic environment. Most of the previous
work have been to devoted to appropriate service selection
based on QoS[3-5] (such as price, time, reputation and so on)
which can help customers to select a distinguished service with
higher qualities. These methods to some extent promote an
efficient service selection strategy. However, very few consider
behavior properties (such as transactional). Service selection
methods ignoring transactional behavior, especially for
business process, will be incomplete, unreliable and infeasible
enough to express a given customer's intentions and norms[6].
The following scenario in Figure 1 shows the whole
business process modeled as a WSDL, service and each task
can be implemented by invoking a set of services which span
over a single or multiple Web service operations. For simplicity,
we assume that one task(Ti) is corresponding with one
transactional Web service in the form of WSDL. In one WSDL
document, several port types are defined, each of which acts as
the static interface of this Web service. A port type is
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For example, if task T11 and task T21 belong to one
transactional Web service, then the failure of one Web service
(T21) will induce another cascading service (T11) failure too. If
we select T11 and T21 to composite, since the execution cost
(including price and duration) of T11 and T21 are less then the
cost of T12 and T22, i.e. cost(T11 + T21) < cost(T12 + T22).
However, the risk with regard to composite transactional Web
service of T11 and T21 is higher than the composite Web
services of T12 and T22, i.e. risk(T11 + T21) > risk(T12 + T22). Due
to the transactional Web service ACID properties, if the
composite transactional Web service has completed
successfully, their duration and price are both lower. Otherwise,
The failure of one Web service (T11) will induce another
cascading service (T21) failure, furthermore, the process will
induce the entire replacement of the cascading failure services.
Therefore, Web service with transactional support is the basic
guarantee of reliable and correct execution. In order to support
reliable Web service reselection, compensation supporting has
become an important solution, since it is the key problem for
business process to recovery the system from exceptional
failures and execution reliability. Several Web service
standards relevant to transaction support have been proposed,
such as BPEL4WS, WS-coordination, WS-Transaction, WSCI
and WS-CDL and so on[7]. These standards and policy have
been applied for supporting Web service transaction well. This
paper discusses the considered transactional behavior

selecting the reliable composite services based on the above
properties of transactional Web service.

properties and addresses an efficient service selection model.
We summarize our contributions to the above problem as
follows:

Definition 2. Business Process Model. A business process
model (or a composite Web service) can be modelled in the
form of BPM=<TCS, s, ¦CR, ¦DR, ¦BR>, where:

(1). We have defined a metric, called composite reliability
(CR), to measure the probability that a given state in the
composite transactional service will lead to successful
execution in an error-prone environment;

(1) TCS is a set of transactional Web service(TWS), i.e.
TCS={tws1, tws2, ..., twsi, ..., twsn}, where twsi ҏTCS, i=1,2,...,n.
TWS was shortly by task. Each task was executed by a set of
operations within.

(2). In order to obtain the behavior of transactional
composite Web service, the granularity of transactional Web
services can be identify by mining various dependencies exist
in tasks;

(2) ¦CR is control relation set of tasks, ¦CR ={Sequence,
And-Join, And-Split, Or-Join, Or-Split};

(3). A new comprehensive, objective transactional-driven
services selection model TRQoS which considering not only
general QoS but transactional risk and the user’s intent (SLA)
was sufficiently proposed;

(3) ¦DR is data relation set of tasks, ¦DR ={0,1}, 1
denotes there being data dependency between tasks; 0 denotes
there not being data dependency between tasks.
(4) ¦BR is business relation set of tasks, ¦BR ={0,1}, 1
denotes there being business dependency between tasks, 0
denotes there being not business dependency between tasks.

The rest of the paper is organized as follows. In Section 2,
we give the basic definition. Section 3 we describe Reliable
TR-QoS Driven Web Service Selection model based on
Transactional Risk. Finally, conclusion is given in section 4.
II.

(5) s: tĺstate is a mapping function, where state={initial,
active, failed, completed, aborted, canceled}.

BASIC DEFINITION

Problem Statement: Given: (1) D, a service set, and SLA,
the task of mining is to find top k-path, which satisfy TRQoS
requirement.

In this section, we introduce the concept of an atomic
transactional Web service (ATS) and composite transactional
Web service (CTS). Further, we show how to construct
business process logic model by combining a set of
transactional Web service.

III.

Definition 1. Atomic Transactional Web Service.

The key of reliable execution of composite Web service is
construct a reliable transactional Web service selection QoS
model. In this section, we introduce the transactional-driven
QoS concept and proposes objective QoS-driven service
selective model.

A component service is atomic if the elements of it can be
treated as a unit of work. That is it can use compensation
mechanism to ensure that all of its component services
complete successfully or none of them do, we say it is atomic
transactional service (ATS). ATS is the minimal granularity of
composite transactional Web service (CTS).

When several functionally and transactional equivalent
Web services are available to perform the same activity,
traditional Web service selection methods mostly considers
price, time, available, successful and so on. However,
transactional properties may impact the qualities of web service.
In order to reakon the real QoS of Web services, a model is
needed which captures the descriptions of these properties from
a user perspective. Different previous QoS metric, such model
must take into account the fact that transactional QoS including
transactional risk and nested reliability and so on except several
generic quality criteria for a Web service. In this section, we
will give some definitions concerning transactional web service.

Definition 2. Composite Transactional Service.
A composite transactional Service(CTS) is a composite
Web service, i.e. CTS={tws , tws , ..., tws , ..., tws }, where twsi
denotes atomic transactional Web service or transactional Web
service, tws CTS, i=1,2, ..., n.
1

2

i

RELIABLE WEB SERVICE SELECTION MODEL BASED ON
TRANSACTIONAL RISK

n

i

The main transactional properties of a Web service we are
considering are:
(1) Retriable. A service s is said to be retrible if it is sure to
complete after several finite activations;

A. Identification the Granularity of Transactional Services
Transactional Web service can be denotes an entity, all the
components in which will be done or do nothing. We called the
cascading component sets the basic transactional service
granularity.

(2) Compensatable. A service s is said to be compensatable
if it is offers compensation policies to semantically undo its
effects.
(3) Pivot. A service s is said to be pivot if once it
successfully completes, its effects remains forever and cannot
be semantically undone.

From the structural aspect, we can classify the execution
scenarios into five types, namely "Sequential" tasks, "AndJoin" tasks, "And-Split" tasks, "Or-Join" tasks, and "Or-Split"
tasks[8]. According to these scenarios, if task twsi and twsj satisfy
the following conditions, we can obtain the direct service
dependency (DD) between tasks as below.

This shows compensation is the basic properties for
transactional Web service. A CTS takes advantage of
transactional service behavior properties to specify mechanisms
for failure handling and recovery. The goal of this paper is
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Definition 5. Direct Compensation Dependency. If one
task twsi is fail and need to be compensate, based on the state of
task and multi-relation in tasks, we define direct compensation
dependency(DCD) between tasks as follows:

(4) Or-Joint and Or-Split as Case 4, for Or-Join tasks and
Or-Split tasks, their proceeding tasks and succeeding tasks will
be specific, task twsk and one of the proceeding (succeeding)
tasks were executed while others are not. Therefore, we can
treat them as sequential tasks.

(1) When twsj is the direct preceding task of twsi, i.e.
CR(twsi , tws j ) " sequence " , if they satisfy the following

Based on above, we can identify the transactional services
granularity, Such as, given a pair of transactional Ti and Tj. if
they satisfies the following conditions: DR(Ti,Tj)=1 or
BR(Ti,Tj)=1, then we say Ti and Tj belong to a transactional
granularity, shortly by CT={Ti, Tj}. Further, a hierarchical of
nested transactions can be deduce recursively shows in Figure
2, where, lower case letters, such as a, b, c, d, e with black
dashed ellipse, denote the atomic transaction and the capital
letters, such as A, B with red dashed ellipse, denote the nested
transaction. Limit the space, we omit the details.

conditions: BR(twsi , tws j ) 1 and DR(twsi , tws j ) 1 , we say
there being compensation dependency relation, i.e.
DCD(twsi , tws j ) 1 ;
(2) When two services(twsi and twsj ) both completed before
activating another service, i.e. CR(twsi , tws j ) " And  Joint " ,
if they satisfy BR(twsi , tws j ) 1 , we say there being
compensation dependency relation, i.e. DCD(twsi , tws j ) 1 ;
(3) When a Web service is activated only when both of its
predecessor Web services (twsi and twsj) have completed, i.e.
CR(twsi , tws j ) " And  Split " , if they satisfy the following
conditions: BR(twsi , tws j ) 1 and s(twsi)=”Completed”, we say
there being compensation dependency relation, i.e.
DCD(twsi , tws j ) 1 ;

Figure 2. Atomic (nested) Transaction

For example, given a business flow in Figure 1, T={T1, T2,
<CT1>, <CT2 >}={T1, T2, <T3, T4>, <T5, T6>}, T3 and T4
belongs to a compound transactional service(CT1) and T5 and
T6 belongs to a compound transactional service(CT2).
Furthermore, composite reliability can be induce by
considering the transactional granularity.

(4) When only one task will be select from Or-joint
multitasks or Or-Split multi-tasks, i.e. CR(twsi , tws j ) =”Orjoint or Or-Split”, we say there is not compensation
dependency relation, i.e. DCD(twsi , tws j ) 0 ;

Definition 4. Composite Reliability (CR). Given a
business process BP, BP={CT1, CT2, …, CTn}, CTi denotes the
composite transactional service. Its composite reliability is:

However, in a dynamic composite environment, identifying
the granularity of transactional services is the key issue for
reliable selection. The granularity of transactional services is
the range of cascading compensation that has indirect
compensation dependency relationship with failure service
node. Indirect compensation dependency relation can exported
by direct compensation dependency among services. According
to different scenarios from structural aspect, we induce the
indirect dependency (ID) as follows:

n

CR(BP)

IR (Ti )

DCD(tws j , twsk ) 1 , when task twsk, is aborted or
compensated, its And-Joint task, twsi should be compensated,
i.e. ICD (twsi , twsk ) 1 .

Definition 4. Business Process Risk
Given a business process, BP={CT1, CT2, …, CTi,…, CTn},
CTi denotes the composite transactional service, the
transactional risk of BP can be denotes by:

(3) And-Split as Case 3, if DCD(twsi , tws j ) 1 and

DCD(tws j , twsk ) 1 , when task twsk, is aborted or
compensated:

When s(twsi)=initial, no compensation need.

 R (tws1 )  R (tws2 )  ...  R (twsn ), sequence
®
¯ R (tws1 ) u R(tws2 ) u ... u R (twsn ), parrell

In addition, other quality of Web service, such as time,
available, successful and so on are realized by using the
aggregation functions similar as Definition 4. We don’t discuss
the process of TRQoS aggregation in this work. Beside this, we
more focus the transactional risk. In the following, we give the
risk of composite transactional Web service.

(2) And-Joint as Case 2, if DCD(twsi , tws j ) 1 and

x

IR(CT1)  IR(CT2 ) ...  IR(CTn ), sequence
®
¯IR(CT1)uIR(CT2 )u...uIR(CTn ), parrell

Where, IR denotes the inter Reliability (shortly by IR) for
an atomic transactional web service, Ti={tws1, tws2,…, twsn},

DCD(tws j , twsk ) 1 , when a Sequential task, twsk, is aborted
or compensated, twsi should be compensated, i.e.
ICD (twsi , twsk ) 1 .

When s(twsi)= completed, the task, twsi should be
compensated, i.e. ICD (twsi , twsk ) 1 .

n

i 1

(1) Sequential as Case 1, if DCD(twsi , tws j ) 1 and

x

¦CR(CT )

n

Risk ( BP)

¦ Risk (CT )
n

i 1

n(c / cr )  n( r / rc)
n(c / cr )  n(r / rc )  n( p / pr )

Where, n(c/cr) is the numbers of services with
compensation or compensation&retrial properties, n(r) is the
numbers of retrial service, n(p) is the numbers of pivot.
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are several paths with the maximal score, one of them is
selected randomly. Limited by space, we omit the reliable
algorithm in details.

B. TR-QoS Model
In addition, based on granularity of transactional Web
service and atomic transactional behavior properties, i.e. pivot,
compensational and retrial, web can induce the behavior of
different granularity transactional service. The behavior of
composite services may be different by compositing different
behavior services with the same function which induce the
different transaction risk. Limited by space, we only list a pair
of atomic transactional behavioral property of sequential
execution and parallel execution shows in Table 1. From Table
1, we can export transactional properties of the whole business
process.

IV.

This paper proposes a reliable select model based on
transactional web service. The model selects web services not
only according to their functional requirements and QoS
characteristics but also to their behavioral properties (e.g.
transactions) and user’s intent(SLA). Furthermore, a way of
mining transactional granularity in advance by considering full
multi-relation among transaction Web services is proposed in
this paper. Further more, a new comprehensive, objective TRQoS service select model with transactional support is
presented.

Table 1. Transactional Behavioral Property
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Abstract1

satisfaction of the access control policies (ACP) between
services. In this paper, web service behavior description is
enriched by annotating the ACP on the business protocols.
Moreover, we assume that the invocation of each Web service operation is controlled by access control policies; such
policies establish which credentials the invoker Web service
must possess in order to be able to invoke the operation.
A business protocol (BP) of a service represents the
possible sequences of message exchanges between this service and the other services. This protocol model is presented
using state chart which is a suitable model for describing
behaviors. Figure 1 shows an example of a business protocol of an authentication service based on a specific identification card. In this model, states represent the various stages
that a service may go through while transitions are triggered
when a message is received or sent. The positive polarity
indicates that the message is an incoming message and the
negative polarity indicates that the message is an outgoing
message. There is a unique initial state (e.g., s0) and one or
more final states (e.g., s5).
This work discusses the results of modeling and analyzing Web services business protocols augmented with access
control policies to verify the implementation of Web services choreography. Access control policies are expressed
using ontology in order to benefit from the flexibility offered
by subsumption on concepts together with the possibility to
use ontology alignment in the context of the semantic Web.
We define and verify Web service compatibility in order to
see if (and how) n services can have interactions based on
their protocols.

Nowadays, Web services technologies are adequate for designing
and implementing complex inter-enterprise business applications.
Web services choreography defines the required behaviors of Web
services which participate in implementing such applications with
their interactions through message exchanges. The designer of the
application collects the Web services that implement the defined
choreography. The selected services must be compatible and perform the required operations of the application. Therefore, checking the compatibility between Web services to guarantee that they
can interact correctly is a main step in the verification process.
This type of checking is based on the services descriptions. Enriching services descriptions by including their behaviours is becoming
more and more important. This behaviour can be described by
business protocols representing the possible sequences of message
exchanges. Since a lot of Web services use access control policies
to restrict the access to authorized consumers, these policies
should be a part of the service description. Selecting compatible
Web services for implementing service choreography is the main
contribution of this work. This is achieved by modeling and checking the compatibility between Web services by analyzing their
business protocols after assigning the access control policies
which will be presented using an ontology.

1. Introduction
Web services are loosely coupled applications designed to
support interoperable machine-to-machine interaction over a
network. This type of interaction between components is
formally defined by the service-oriented architecture (SOA)
[1]. Therefore, all the information about the service that is
needed by the client should be included in service description in order to allow the client to correctly interact with it.
A business protocol of a Web service, that is the possible
message exchange sequences supported by the service,
should be included in the service descriptions (see, e.g., [2]).
Web services choreography is used in the design phase
of complex peer-to-peer applications in which each peer can
be implemented by a Web service. The behavior of each
peer must be specified in the choreography of the application. Any Web service that would like to join the choreography would need to conform to that specification. Several
research efforts focus on the issue of determining whether
the behavior of the Web services implementing choreography matches the one described by the choreography specification [13, 14, 15]. Behavior conformance must include the

s4
newtrail(+)

IDresponse(+)

IDrequest(-)

Opensession(+)
s0

Negative-ACK(-)

s1

s2

s3

Enabledisable (-)

s5

Figure 1. Authentication Web service business protocol.
This paper is organized as follows. Section 2 presents the
previous work. Section 3 presents Web service choreography modeling. Section 4 describes the formal methods and
algorithms applied on Web service business protocols. Section 5 explains the verification process. Finally, Section 6
presents the conclusion.

2. Related work
The need for formal methods and software tools for
automatically analyzing service descriptions is widely recognized, and many approaches have been developed to this
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end. State-based models are commonly used to model the
behaviours of systems, due to the fact that they are simple
and intuitive. Various Web services models have been proposed for capturing different types of abstractions. For instance, Fu et al. in [4] present a modeling for Web services
interactions by formalising the specification and verification
of electronic services for composition purposes. Qui et al. in
[5] propose a language for Web services choreographies
called Chor as a simplification of WS-CDL [6].
Formal analysis of service protocols in terms of automated support to service interoperability at the business
protocol level has been discussed in some recent works [7,
8, 9, 10]. A model for business protocols and a framework
for protocol-based analysis had been presented by Benatallah et al. [11]. This model captures all the conversations that
are supported by a service. Bordeaux et al. in [8] present
three different definitions for compatibility: (a) two services
A and B are compatible if they have opposite behaviors; (b)
two Web services are compatible if they do not have unspecified reception, and (c) two services are compatible if there
is at least one execution leading to a pair of final states.
There is a drawback with the first and the second definitions, that is they do not check whether the interaction will
reach a final state or not.
In our definitions of compatibility, we merge the
second and the third definition of Bordeaux [8]. Therefore, n
business protocols are compatible if and only if any potential sent message from one service can be received by one of
the other services during their interaction and vice versa,
and any reachable state is not in a deadlock, i.e., there is at
least one execution leading to a pair of final states. Based on
our definition, if n protocols are compatible, we guarantee
that no error can happen during the interaction.
Foster et al. [17] present a formalization of Web services
composition and Web services choreographies based on
finite state process algebra. Busi et al. [14] and Kazhamiakin et al. [15] propose two formal calculi to model Web
services orchestration and Web services choreography. They
investigate the interdependencies between choreography and
orchestration and propose a bisimulation-like notion of conformance between choreography and orchestration of Web
services.
Development of suitable access control models, able to
restrict access to Web services to authorized users is an important issue. Mecella et al. [12] present a conversationbased Web services access control model. Robinson et al.
[16] investigates the problem of how to enforce access control in Web services choreographies. They propose a mechanism to derive access control policies to be enforced by
each Web service covering a choreography role and architecture to enforce such policies at runtime. Access control
policies enforcement is enabled and disabled in a just-intime manner that matches the control flow described in the
choreography.
Paci et al. in [13] present an approach to determine at
the design time whether a choreography can be imple-

mented by a set of services based on their access control
policies and the disclosed policies regulating the release of
their credentials. Our verification approach is different from
their work because it based on checking the compatibility
between the services which are selected for implementing
the choreography by using their business protocols. In addition, we will use the ontology in presenting the ACP and
credentials. Description logics (DLs) [3] as policy formalisms technique can be used to present access control policy
ontology. Descriptions logics are very useful for defining,
integrating, and maintaining ontology, which provide the
semantic Web with a common understanding of the basic
semantic concepts used to annotate Web pages. Access control policy will be formalized using DL. We will perform
subsumption ()ك, union (), and intersection (∩) operations
on the ontology during our algorithms. Presenting ACP of
Web services as ontology will enables us to use ontology
alignment tools to find classes of data that are ”semantically
equivalent ”.

3. Modeling Web Services Choreography
Web service choreography is modeled as a non deterministic transition system. In this model, business protocol
defines Web service behavior that must be followed by the
selected web service to participate on the choreography.
Each state of the model presents the status of each business
protocol. The transitions between the states of the model are
annotated by the messages exchange between services with
ACP or credentials. Each message exchange is associated
with an operation offered by a service and implies an exchange of information between the invoker service and the
service providing the operation. The message’s sender and
receiver are also annotated on the transition. A conversation
is a sequence of message exchanges starts by the start state
and ends by a final state.
Definition 1: (WS-Choreography Transition System with
ACP) A choreography is represented by a non deterministic
transition system TS = (S, M, T, so, sf). S is a set of choreography states. Each state is a tuple of the form (Na, (p1,
state1),(p2, state2),...,(pn, staten)) where Na is the state name
and in each tuple (pi, statei), statei represents the state of
business protocol pi. s0  אS is the initial state and sf  אS is
the final state. M is a set of message exchanges. Each message exchange is represented by a tuple (ps, pd, o, AC, c,
mt), where ps is the business protocol of the message’s
sender, pd is the business protocol of the receiver of the
message, o is the operation of the pd that invoked by ps that
triggers the message exchange, AC is the access control
policy, c is the set of credentials, and mt is the message
type. T  كS × M × S is the transition relation. A transition
(s, m, s’)  אT if m = (ps, pd, o, AC, c, mt) and the tuples (ps,
states) and (pd, stated) in state s are replaced by the tuples
(ps, state’s) and (pd, state’d) in state s’ (respectively) due to
the invocation of the operation o.
Example 1: Figure 2 shows an example of Web service
choreography describing shopping process between Seller,

236

Buyer, and Broker. Credit agency partner is used for checking the credentials that are provided by the partners. Each
state of the choreography contains information about the
current state of all the participants (seller, buyer, credit
agency, and broker). For example, the state ARTICLE
SPECIFIATION SUBMIT indicates that the Buyer is in the
start state, the Seller is in the Sent_Req state, the Broker is
in the Rec_Req state, and the CreditAgency is in the start
state. The process is based on a broker between the seller
and the buyer. The sellers send the articles to the broker
and the buyers buy these articles from the broker. Usually,
this system is used when the sellers are not specialists and
they want to sell some articles.

ness protocol definitions is based on the definition of Benatallah in [2], augmented with ACP and the sender or the receiver of each message. This protocol is deterministic (i.e. all
the outputs transition from any state are different).
Definition 2: A business protocol assigned with ACP is a
tuple P = (S; s0; T; F) which consists of the following elements:
– S is a finite set of states and s0  אS is the initial state.
– T  كS 2 × M × (({-} × 2c) {( +} × AC)) × P’, is a finite
set of explicit transition, where M is a set of messages assigned to the explicit transitions between the states, AC is
the set of access control policies, c is the set of credentials,
and P’ is the protocol which receives or sends the message
on this transition.
– This protocol is deterministic (i.e. a message cannot correspond to more than one output transition of a state).
– All states in the protocol are accessible and co-accessible
(i.e. there a path from the start state to this state and from
this state to a final state).
– F  كS is a set of final states. If F = { }then P is said to be
an empty protocol.
Output (si) defines all the outgoing transitions triggered
from the state (si) and input (si) defines all the incoming
transitions to the state (si).

START
((Buyer, start),(Seller, start),(Broker,start),(CreditAgency,start)))
(Seller, Broker, SubmitArticleSpec, AritclesubmitReq, ACP=true, C=true)
ARTICLE SPECIFIATION SUBMIT
((Buyer, start),(Seller,
Sent_Req),(Broker,Rec_Req),(CreditAgency,start)))
(Broker, Seller, QuoteUpdate,QuoteUpdateReq, ACP=true, C=true)
QUOTE UPDATING REQUEST-KS
((Buyer, start),(Seller,
Rec_QU),(Broker,Sent_QU),(CreditAgency,start)))
(Seller, Broker, QuoteUpdate,QuoteUpdateRes, ACP=true, C=true)
(Broker, Seller, QuoteUpdate,QuoteUpdateReq, ACP=true, C=true)
QUOTE UPDATING RESPONSE-SK
((Buyer, start),(Seller,
Sent_QU),(Broker,Rec_QU),(CreditAgency,start)))
(Buyer, Broker, ArticleQuote,AritcleQuoteRequest, ACP=true, C=true)
ARTICLE QUOTE REQUEST-BK
((Buyer, Sent_AQ),(Seller,
Sent_QU),(Broker,Rec_AQ),(CreditAgency,start)))
(Broker, Buyer , ArticleQuote,AritcleQuoteresponse, ACP=true, C=true)
ARTICLE QUOTE RESPONSE-KB
((Buyer, Rec_AQ),(Seller,
Rec_QU),(Broker,Sent_AQ),(CreditAgency,start)))
(Buyer, Broker, QuoteUpdate,QuoteUpdateRequest, ACP=true, C=true)
QUOTE UPDATING REQUEST-BK
((Buyer, Sent_QA),(Seller,
Rec_QU),(Broker,Rec_QA),(CreditAgency,start)))
(Broker, Seller, QuoteUpdate,QuoteUpdateReq, ACP=true, C=true)
ARTICLE QUOTE REQUEST-KS
((Buyer, Sent_AQ),(Seller,
Rec_QU),(Broker,Sent_QU),(CreditAgency,start)))
(Seller, Broker, QuoteUpdate,QuoteUpdateRes, ACP=true, C=true)
(Broker, Seller, QuoteUpdate,QuoteUpdateReq, ACP=true, C=true)
ARTICLE QUOTE RESPONSE-SK
((Buyer, Sent_AQ),(Seller,
Sent_QU),(Broker,Rec_QU),(CreditAgency,start)))
(Broker, Buyer , QuoteUpdate,QuoteUpdatesponse, ACP=true, C=true)
ARTICLE QUOTE RESPONSE-KB
((Buyer, Rec_QU),(Seller,
Sent_QU),(Broker,Set_QU),(CreditAgency,start)))
(Buyer, Broker, Cancel ,End, ACP=true, C=true)

(Buyer, Broker, payement, PayementOrder, ACP=Credit Card, C=LCL Master Card)

CANCEL-BK
((Buyer, Sent_Cancel),(Seller,
Sent_QU),(Broker,Rec__Cance),(CreditAgency,start)))

PAYEMENT REQUEST-BK
((Buyer, Sent_PA),(Seller,
Sent_QU),(Broker,Rec_PA),(CreditAgency,start)))

(Boker, CreditAgency, checking credit, CreditCheckReq, ACP=Credit Card, C=LCL Master Card)
PAYEMENT CHECK-BC
((Buyer, Sent_PA),(Seller,
Sent_QU),(Broker,Sent_CC),(CreditAgency,Rec_CC)))
(CreditAgency, Broker, checking credit, Failure, ACP=true, C=true)

(CreditAgency, Broker, checking credit, Sucess, ACP=true, C=true)
PAYEMENT SUCCESS-CK
((Buyer, Sent_PA),(Seller,
Sent_QU),(Broker,Rec_CCSUC),(CreditAgency,Sent_CCSUC)))

PAYEMENT FAILURE-CK
((Buyer, Sent_PA),(Seller,
Sent_QU),(Broker,Rec_CCFail),(CreditAgency,Sen_Fail)))

(Broker, Seller, payement, PayementOrder, ACP=Visa Card, C=BNP Visa Card)
PAYEMENT REQUEST-KS
((Buyer, Sent_PA),(Seller,
Rec_PA),(Broker,Sent_PA),(CreditAgency,Sent_CCSUC)))
(Seller, CreditAgency, checking credit, CreditCheckReq, ACP=Visa Card, C=BNP Visa Card)
PAYEMENT CHECK-SC
((Buyer, Sent_PA),(Seller,
Sent_CC),(Broker,Sent_PA),(CreditAgency,Rec_CC)))
(CreditAgency, Seller, checking credit, Failure, ACP=true, C=true)
(CreditAgency, Seller, checking credit, Sucess, ACP=true, C=true)
PAYEMENT FAILURE-CS
((Buyer, Sent_PA),(Seller,
Rec_CCFail),(Broker,Sent_PA),(CreditAgency,Sent__CCFail)))

PAYEMENT SUCCESS-CS
((Buyer, Sent_PA),(Seller,
Rec_CCSucc),(Broker,Sent_PA),(CreditAgency,Sent__CCSucc)))
(Seller, Broker, SubmitArticle, Aritclesubmitorder, ACP=true, C=true)
ARTICLE SUBMIT
((Buyer, Sent_PA),(Seller,
Sent_Artice),(Broker,Rec_Artice),(CreditAgency,Sent__CCSucc)))
(Broker, Buyer , SubmitArticle, Aritclesubmitorder, ACP=true, C=true)
ARTICLE RECIEVED
((Buyer, Rec_Article),(Seller,
Sent_Artice),(Broker,Sent_Artice),(CreditAgency,Sent__CCSucc)))

Figure 2: Web services choreography describing shopping process

4. Formalization and Algorithms
This section presents the formal definitions of business
protocol and the algorithms used in the analysis. The busi-
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4.1. Compatibility
There is a difference in the methodology between checking the compatibility in terms of message exchange and in
terms of ACP. Checking the compatibility in terms of message exchange depends on the current message of each protocol and corresponding current message in the other protocol. But checking the compatibility in terms of ACP depends on the current ACP and the previous or current credentials of the corresponding transition. Therefore, there is a
need to update each transition with all the credentials that
can be provided before reaching it (i.e. transition credentials
updated to be all the credential resulted from the current
credentials and the previous provided credentials). We
called this set of credentials “cumulative Access Control
Credentials (ACC)”. Figure 3 shows an example of two
business protocols P1 and P2 where P1 provide its c credential in the first transition but P2 asked for it in the third transition. If we compare the two protocols without calculating
the cumulative ACC then we will find that they are incompatible but after calculating the cumulative ACC for P1 we
find that they are compatible. The question is then; in which
step in the checking process the satisfaction between ACP
and credential can be checked? Figure 4 shows an example
to answer this question. In this figure, P1 is a client protocol
and P2 is a service protocol and P1 is compatible with P2.
P3 is another service protocol which is not compatible with
P1 because the policy xz in M7 in P3 can not satisfied by
(zx or yz) credentials in P1. Figure 5 shows an example
where protocol P2 has a policy zx not satisfied by (zx or yz)
credentials in P1 but the two protocols are compatible because there is a part of the credentials (yz) will not provided

six, siy are in the states which composes sip and si+1x, si+1y
are in the states which composes si+1p .
x
y
x Polarity(mi; T ) ≠ polarity(mi; T ) and
x
o If polarity(mi; P ) = - then ACx = True, ACpi = ACiy,
cip= cix, ciy =true
o Otherwise (mi; Py) = - then ACy = True, ACpi =
ACix, cip= ciy, cix =true
p
– F = F1 ×…× Fn.

by the protocol P1 if it interacts with P2 and the provided
credentials in M7 is zx which satisfy the zx in P2. Therefore, we must not calculate the cumulative before determining the transition which will be used in the interaction between the two protocols. So, when we update the cumulative
ACC, we only consider the transition which will potentially
share in the interaction.
P1
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Definition 4. (Cumulative path in the product automata):
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Figure 3: Two protocols indicate the importance of calculating the cumulative access control credentials.
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Definition 6. (Compatibility in terms of product automata
assigned with ACP) Protocols P 1 = (S1; s01; T1; F1), …, Pn =
(Sn; s0n; Tn; Fn) and Ap = (Sp; s0p; Tp; Fp) is their product
automata assigned with ACP, we say that the n protocols are
compatible using their product automata if there is a relation
R = S1 ×…× Sn where for all (si1,…,sin )  אR:
–(six; si+1x ; m-; cix; py )  אTx, ( siy; si+1y ; m+; ACiy; px) א
Ty where (sip ; si+1p ;m; cix ; px ; piy)  אTp, and si+1p  אR
– (siy; si+1y ; m-; ciy; px)  אTy, ( six; si+1x ; m+; ACix; py) א
Tx where (sip ; si+1p ;m; ciy ; py ; pix)  אTp, and si+1p  אR.
– six, siy are in the states which composes sip and si+1x, si+1y
are in the states which composes si+1p
–si+1p  אSP is co-accessible; there is a path in the product
automata from this state to final state.
–s0p  אR
– For all the complete non looping cumulative paths PAp =

Figure 4: Three different business protocols P1, P2, and
P3. P1 is compatible with P2 but not compatible with P3.
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Definition 5. (Co-accessibility of a state in the product of
automata): Ap =p1 × … × pn =(Sp; s0p; Tp; Fp) is the prod
uct of automata of n BP, state   אSp is co-accessible if


there exist two paths PA1 and PA2 where PA2 =  .PA1.  ,

and   אFp.
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PAp = siP ሱۛۛۛሮ si+1p ; … ; snp ሱۛۛሮsn+1p is a cumulative path
in the product automata Ap = (Sp; s0p; Tp; Fp) where

– is the set of cumulative credentials which is re
ceived from the protocol Px to the protocol Py.  is the

union of the previous set of cumulative credentials െͳ


and the current set of credentials  where  is the set of
credentials on the transition between the state (six and si+1x)
of the protocol Px where six is one of the states that produce
sip and si+1x is one of the states that produce si+1p.


– Ͳ = Ͳ
– A complete cumulative path in the product automata is the
cumulative path which starts with the initial state s0P and
ends with a final state sfP  אFp.

s4

Figure 5: P1 is compatible with P2 (this show the importance of calculating the cumulative ACC after determining the transition which will be used in the interaction
and this is accomplished by calculating the product
automata.)



 Ͳ

Definition 3. The product automata Ap of n business protocols P1 = (S1; s01; T1; F1), …, Pn =(Sn; s0n; Tn; Fn) is defined
as Ap = (Sp; s0p; Tp; Fp) where:
– Sp = S1 ×…× Sn, s0p = (s01 ; …; s0n ).
– Tp is the greatest subset of (Sp × Sp ×M× AC × 2c × Px ×
Py) such that for each transition (sip; si+1p; mi; ACip ; cip; px;
py)  אTp there exist two transitions (six; si+1x; mi ; (ACix or
cix) ;py)  אTx and (siy; si+1y; mi ; (ACiy or ciy) ; px)  אTy with :



  

s0P ሱۛۛሮ s1p ; … ; snp ሱۛۛሮsn+1p , in the product automata,

each policy  is satisfied by the set of cumulative cre
dentials  .
The algorithm which is used for checking the compatibility between n protocols in terms of product automata with
ACP can be divided into two parts. The first part is for
checking compatibility in terms of message exchange and
this can be done by constructing the product automata and
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ENQUEUE(Q; sjp ;  )
ܡܠ
2- If
ܑ in the cumulative product automata satisfying it then
The n protocols are compatible in terms of ACP.
Else
The n protocols are not compatible in terms of ACP.

traversing through it, starting by the initial state, using
breadth first approach and checking that if there is a state
does not included in this relation set R (i.e. each state have
two corresponding states of the n protocols and all the outgoing messages from this state in one protocol can be received by one of the other protocols) then the algorithm
stops and the n protocols are not compatible, else if all states
in the product automata are included in this relation set then
the two protocols are compatible in terms of message exchange and go to the second part. The second part is for
calculating the cumulative credentials on each transition on
the product automata.
Algorithm 1 presents the second part of the algorithm.
The idea of this algorithm is to use the queue data structure
to cumulate the credentials. Each element of the queue consists of the state, cumulative credentials which are corresponding to the n protocols in this state. The algorithm traverses through the automata for updating these credentials of
the states and in the same time updates the cumulative credentials on the transitions. After calculating the cumulative
credentials on each transition, if any ACP related to one of
the protocols on any transitions is not satisfied by the cumulative credentials on this transition then the n protocols are
not compatible in terms of ACP. The AND operator between two credentials in an ACP expression means that
these two credentials are required to satisfy this policy and
the OR operator between them means that one of these credentials is sufficient for satisfying the policy.

ܡܠ
ܡܠ
 ܑǡ۱ك ܑ܃

Complexity analysis: Let T1, ...,Tn be the number of
transitions of the n protocols P1, ..., Pn respectively, the construction of the product automata will take (T 1 x T2 x... x
Tn). The calculation of the cumulative credentials will take
number of states in the product automata SP multiplied by
the size of the longest non looping path which equals the
numbers of states SP multiplied by the maximum numbers
of paths which also equals SP (i.e. cumulative credentials
takes (Sp)3) . As a result, the complexity for the algorithm
will be ((T1 x T2 x... x Tn) + (Sp)3).

5. The verification process
The verification process can be summarized in the following steps:
1. Select the Web services and get its business protocols
assigned with the ACP and credentials.
2. Create the product automata between these protocols (as
defined on definition 3).
3. Calculate the cumulative ACC on the product automata
(as defined on definition 4).
4. Check the compatibility in terms of ACP between these
protocols (as defined on definition 6) using algorithm 1
for calculating and checking the ACP on the product
automata.
5. If the business protocols are compatible in terms of message exchange and ACP and the product automata presents the same behaviour as the choreography then the set
of services which have these business protocols can implement this choreography. Otherwise, this choreography
cannot be implemented by these services.

Algorithm 1: Compatibility between n protocols in
terms of ACP using cumulative product automata.
Input: P1 = (S1; s01; T1; F1), …, Pn = (Sn; s0n; Tn; Fn) and Ap =
(Sp; s0p; Tp; Fp) their product automata Ap = (Sp; s0p; Tp; Fp)
Output: The n protocols are compatible in terms of ACP or
not.
1-Calculate the cumulative credentials on the automata.
ܡܠ
۱ ܑ܃: Cumulative credentials sent by protocol Px to the protocol Py before reaching to the state sip.
ܡܠ
۱ ܒܑ܃: Cumulative credentials sent by protocol Px to the protocol Py and assigned to the transition between sip and sjp
(i.e. union of set of credentials in those transitions.
For each state sip  אoutput(s0p) do


 = Ͳ

ENQUEUE(sip;  )
while Q ≠ empty do
Temp_Q = DEQUEUE(Q)

for each sjp אoutput(sip) in which (sip;  ) = Temp_Q
do


 _ temp = 

if  ≠ null then




 =ሺ  ) 
else



 =ሺ  )



 =  



if ¬ (( ==  ̴temp) and  ≠ null then

Example: figure 6 shows set of business protocols of Web
services for implementing the choreography of figure 2. The
protocols are annotated with the ACP. Figure 7 shows a
graphical representation of a simple Credit Card ontology
will be used on the verification process. During the compatibility checking algorithm, the provided credentials are
checked against the required ACP. The ontology is used
during this checking to calculate the subsumption between
credentials. For instance in figure 6, the Broker required
policy in the transition ‘PayementOrder(+),Credit Card,
buyer’ is “Credit Card” and the corresponding Buyer provided credentials in the transition “PayementOrder(-), LCL
Master Card, Broker” is the “LCL Master Card”. The
ontology of figure 7 shows that the “LCL Master Card” is a
“Master Card” which is a “Credit Card”. As a consequence, the “LCL Master Card” satisfies the policy “Credit
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Card”. Without using the ontology, the two protocols are
not compatible because the checker will not detect the relation between the policy and the provided credentials.

A fourth extension is to use these tools for web service
composition.
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Figure 6: Set of business protocols of services that can be
used for implementing the choreography of figure 2.
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Figure 7: Graphical representation of a simple Credit
Card ontology which is used in the verification process.

6. Conclusion
In this paper we propose a verification approach to verify the behaviours specified by processes choreographies
and the selected web services for implementing these choreographies. Therefore, this work investigated a high-level
analysis and management of business protocols of Web services that is aware of access control policies assigned to
service operations. Beside protocol annotation with policies
and credentials, we defined notions of compatibility based
on those annotated protocols. Together with those notions,
we proposed algorithms for checking compatibility between
any set of services.
The contributions of this paper can be extended in several directions. First, we will extend this work to include
time constraints. Another direction for future work consists
in abstracting annotations in order to deal with other functional and non functional properties, such as quality of service or privacy. A third possible extension of this work is to
automatically build adapters allowing set of services to
work together even though they are not directly compatible.
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On the other hand, context-awareness refers to the
capability of an application or a service being aware of its
physical environment or situation (e.g. context) and to respond
proactively and intelligently based on this awareness [1]. We
define the context-aware SaaS application customization as: the
modification of an application behavior as to make it suitable
to the special and unique needs of the customer and her context
considered relevant to that application.

Abstract Recently, Software as a Service (SaaS) has become a
popular software service mode. Context-awareness and
customizability are important and desirable properties for
providing the same application for different customers. Most of
existing approaches tackle application customization by explicitly
specifying some form of variation points where parts of the
application remain unspecified or are defaulted and can be
customized by each customer to suit its particular needs. This,
however, leads to a mismatch between how the architect or
developer logically views and interprets differences in a SaaS
application family and the actual modeling constructs through
which the logical differences must be expressed. Hence, in order
to capture the variability in SaaS applications in a more logical
and independent way we propose the concept of change fragment
and change primitives. A novel approach to effective
customization of SaaS at levels of control flow and component
framework is proposed and evaluated.

Many different solutions have been proposed by researchers
to the problem of context-aware customization during SaaS
application development and provision. However, two main
issues could be identified in the existing approaches.
Firstly, SaaS application modeling must be flexible enough
to deal with constant changes both at the business level (e.g.
evolving business rules) and at the technical level (e.g.
contextual information). The flexibility could be provided or
addressed by incorporating variabilities into a system [5]. Most
of the approaches tackle SaaS application customization by
explicitly specifying some form of variation points. These
approaches (e.g. [4][5]) first identify the variation points in the
SaaS application and its associated alternatives (variants) that
specify different implementation of the system. Second, either
at design time or at runtime, they specify variants selection
mechanisms (based on ranking rules, preferences, etc). These
approaches enjoy the inherent power of a software product line
in dealing with variability, automation and consistency.
However, the problem is that, for example, each task in the
application is modeled as a variation point in and of itself, each
governed by its own clause to determine inclusion or exclusion.
This is in contradiction with how the developer or architect
logically views the application variant i.e. in terms of the
features that determine the difference between application
variants in each usage context. Moreover, these approaches are
not scalable enough because of the difficulty in variation
management when the number of variation points increase.

Keywords-context-awareness; SaaS; MDD; SaaS customization

I.

INTRODUCTION

SaaS, a new delivery model for software, can be
characterized as software deployed as a hosted service and
accessed over the Internet [2]. Indeed, moving from traditional
deployed and run in a data center
to offering software as a service has
a set of advantages for software customers [5] and requires
software vendors to shift their thinking in business model and
application architecture.
Changing the business model involves shifting the
ownership of the software from the customer to an external
provider, reallocating the responsibility for the management of
the underlying hardware and software infrastructure for that
software from the customer to the provider, and reducing the
cost of providing software services, through specialization and
economy of scale. From an application architect's point of
view, the service provider provides the same application for
several different customers; and thus the software must be built
following the model of a multi-tenant architecture [2].
However, each individual tenant or customer has different
requirements for the same application logic. To achieve this,
the customer will be provided by an application template [5] in
which some parts of the application remain unspecified or are
defaulted and can be customized by each customer to suit their
particular needs.

Secondly, SaaS are built following service oriented
architecture (SOA). An application is a composition of services
that is orchestrated by workflows such as the standard Business
Process Execution Language (BPEL). Thanks to SOA, SaaS
applications enjoy the power of programming in the large (i.e.
service orchestration) which is separated from the
programming in the small (i.e. service implementation). Thus, a
deep customization can occur when considering the two basic
levels: that of the individual service and the service
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Figure 1. Leveled views of SaaS application

orchestration. The approach presented in this paper therefore
could be applied to the layers of the SaaS application as long as
this layer has been modeled as we will see later.

well as customization mechanisms. Obviously, mixing process
with business rules and customization issues weaken the
modularity of the system. Typically, according the separation
of concern principle, the SaaS application developer has to
focus on the core application business logic and then define
separately the customization and business rules, and weave
them to the core application.

Motivated by these problems and directives in mind, we
propose an MDD-based approach that introduces the notion of
change fragment and change primitive to capture the variability
in a more logical and independent form. The proposed
approach contributes to a solution to automatically generating a
customized SaaS application based on the relevant context.

Therefore, modularization and separation of concerns are
the driving principles of our approach to target the SaaS
application customization. We propose a model-driven
development (MDD) approach for developing such
applications. MDD emphasizes using models to capture the
application knowledge that are independently of any
underlying computing infrastructure, e.g. middleware,
programming languages operating systems etc; which will ease
the reuse, adaptation, and evolution of applications.

The rest of the paper is structured as follows: Section II
describes the rationale behind the proposed approach. Section
III presents the proposed approach for the SaaS application
customization. In Section IV, we describe how to instantiate a
SaaS application. In section V we present the proof-of-concept
prototype; and in section VI we illustrate the proposed
approach by giving a simple example of an event advisor. The
related work and concluding remarks end the paper.
II.

As the number of services involved in a SaaS application
grows, the complexity of developing and maintaining these
applications also increases. One of the successful approaches to
managing this complexity is to represent the application by
different architectural views [8]. Examples of these views are
orchestration view, control flow view, and component view
(see Fig. 1). The idea is to give the developer the possibility of
applying the necessary change fragments in each view and then
the automated tool verifies the integrity of the changes and

THE RATIONALE OF THE PROPOSED APPROACH

In the context of SaaS applications, the SaaS developer has
to include not only business process in a process language
(such as BPEL), but also business rules, polices, constraints, as

Figure 3. Deriving the change meta-model

Figure 2. The proposed framework
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create OUT : ChangeMM from IN1 : ControlFlowMM, IN2 :
MinimalChangeMM;
helper def: changeableElement: MinimalChangeMM!EClass =
MinimalChangeMM!EClass.allInstances()->select(i | i.name =
'ChangeableElement');
rule copyChangeEvolutionMM {
from s : MinimalChangeMM!EClass
to t: ChangeMM!EClass (
name <- s.name,
interface <- s.interface,
eSuperTypes <- s.eSuperTypes,
eStructuralFeatures <- Sequence {s.eStructuralFeatures}
...
)
}
rule generateChangeMMElements {
from s : ControlFlowMM!EClass (s.name <> 'Process' and not
s.abstract)
to t: ChangeMM!EClass (
name <- s.name,
interface <- s.interface,
eSuperTypes <- s.eSuperTypes,
eStructuralFeatures <- Sequence {s.eStructuralFeatures}
...
),
added_element: ChangeMM!EClass (
name <- 'Added' + s.name,
eSuperTypes <- Sequence {t, thisModule.changeableElement}
),
changed_element: ChangeMM!EClass (
name <- 'Changed' + s.name,
eSuperTypes <- Sequence {t, thisModule.changeableElement}
),
deleted_element: ChangeMM!EClass (
name <- 'Deleted' + s.name,
eSuperTypes <- thisModule.changeableElement
)
}

Figure 4. The change set meta-model

generates the customized application variant artifacts
accordingly. This modelling respects the separation of concern
principle so that we will have multiple views of the systems;
each view will model a specific concern.
In this paper we focus on the control flow view; however
the proposed approach could be extended to the other views. In
addition, the approach aims to tackle context-aware
customization without interfering with the core functionality of
the application.
III.

THE PROPOSED A PPROACH

Figure 5. Change metamodel generation script

Typically, the developer first focuses on the functional
(business logic) aspect of the SaaS application which will yield
a basic model of the system. Then, he defines the change set
and the different possible context scenarios. "Weaving" a group
of correspondent change fragments with the basic model will
yield a new SaaS application instance.

The most interesting aspect of the proposed approach is that
the relevant characteristics of the different concerns (context,
change, application logic) will be abstracted in models and
made observable to the application developers. Moreover, she
will be able to do any type of change to the application model.
In this way, developers will be able to manage customizability
to a greater degree of flexibility.

The proposed conceptual model is structured in four main
sections that address, respectively, the modeling of the control
flow, context information, change set and the weaving model
that links between change model and context model (Fig. 2).

A. Context Model
As in previous work [3], the main construct for
representing context knowledge is the ContextPrimitive
which represents the base context constructs (primitives):
entity classes, entity attributes and entities associations. Also,
we presented an approach for context-aware software
development based on a flexible product line based context
model which significantly enhances reusability of context
information by providing context variability constructs to
satisfy different application needs.
In addition, we introduce here the context-dependent
constraint construct which allows us to specify conditions that
must hold to introduce some kind of context-aware
customization by specifying the change fragments (CFs) that
should be applied to the basic model as described in the next
sections. The Object Constraint Language OCL language is
leveraged to express the constraint expression.

During runtime, the customer and environmental context
will be gathered when the SaaS application is invoked by the
customer. The Context Analysis module evaluates all context
constraints of the context model. Using the constraints
weaving model we are
able to determine the relevant change fragments (See Section
IV) and the order in which they should be applied to the basic
control flow model.
The customization process determines -according to the
mapping between the change fragments and context elementsthe set of change fragments to be applied to the application
instance. The model composer combines the set of change
fragments to the control flow model and verifies the integrity of
the system. The result is a new control flow model which
corresponds to the current context. All these operations are
fulfilled in the model level. Thus, the resulting process model
has to be translated to concrete artifacts e.g. BPEL. Now it is
the role of the infrastructure to create a new instance
corresponding to the new control flow model which satisfies
the user requirements and context. This transformation from
the model to the code is achieved using one of the model-totext transformation tools.

B. Change Set Model
Customizing SaaS applications usually involves adding,
dropping and replacing tasks in the application. For instance, in
component model this involves adding, dropping and replacing
components. In this respect, and in order to achieve deep
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Figure 6. The prototype architecture

should be a model, the mapping between the context
constraints and the CFs will be represented by a weaving
model. This mapping will be used as information for driving
the model transformation.

change ability, we propose to add for each component X three
classes: AddedX, DeletedX, and ChangedX describing the
difference between the basic component model and the
respective variant model (Fig. 3). Other change types can be
mapped to variations and combinations of these ones. For
instance to achieve the plugin and plugout capability a
combination of DeletedX and AddedX could be used. In the
same manner, for each class Y in control flow metamodel we
add three classes AddedY, DeletedY, and ChangedY. The change
set metamodel (Fig. 4) consists of a ChangeStrategy class that
contains one or more ChangeFragments. The ChangeFragment
in turn consolidates related ChangePrimitives (a set of
elements of type ChangeableElement) into a single conceptual
variation. Our approach promotes CFs to be first-class entities
consisting of closely-related additions, deletions and changes
performed on the basic model. Dependencies are used to
describe relations between CFs in order to constrain their use.
The relations supported are as follows: dependency (Require),
compatibility (Exclude), execution order constraint (Follow),
and hierarchy (SubSet). Further, the CF concept is used to
specify the application customization during runtime namely
the customization strategy. But, what about the evolution of the
customization strategy? This is the role of the change strategy
concept. An example of strategy evolution is that the business
owner may choose to apply a different customization strategy
during the Christmas days and later to return to the basic
strategy. To this end, the change strategy could also be linked
to a specific context constraint.

IV.

The selection of a SaaS application variant in a particular
context should be done automatically. Therefore the application
context in which this selection takes place has to be considered.
It is important to distinguish here between two type of changes:
i) permanent change witch lead to change of the SaaS
application specification (structure and behavior) due for
instance to the business rules or application logic, and ii)
instance-level change which affect only the current application
instance. We generate the customized control flow model by
applying a number of CFs and their related change primitives
to the corresponding basic model as follows: i) Select the CFs
,
whose context constraints associated with it
ii) Check CFs relations to ensure model consistency, iii) Apply
the CFs to the basic model, and iv) Check for consistency to
avoid any deadlock or data inconsistency in the resultant
application variant. A consistency check is necessary and it is
considered for our future work.
The proposed approach is flexible enough to accommodate
the
regulation or the business rules by assigning them to a context
constraint always evaluated to true. One of the advantages of
this approach is that the change in the SaaS application
specification can be easily documented.

The change set metamodel of each view could be
automatically generated from the model of that view. One
possible approach is to use the ATL transformation language1
as in the script of Fig. 5.

V.

PROTOTYPE ARCHITECTURE

We have developed a Java application for the SaaS
application variant generation. The Eclipse Modeling
Framework (EMF) was used to model the aforementioned
models. In this prototype we consider both the control flow
view model and component model of the SaaS application.

On the other hand, in order to link the context model and
change set model, and because in the MDD world everything
1

SAAS APPLICATION INSTANTIATION

ATL Language http://www.eclipse.org/m2m/atl/
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Having specified these models, the developed application
generates a context-aware customized control flow model or
new plug-in/plug-out component model based on customer
request (Fig. 6). The customer request for the SaaS application
is intercepted by the Proxy service which in turn triggers the
Context Analysis module which evaluates all context
constraints of the context model. The Model Composer module
applies only those CFs relevant in the SaaS application usage
context to the basic control flow model and component model.
The resultant control flow model and component model are
automatically transformed, using a set of transformation rules,
to generate the executable specification of the target platform
i.e. BPEL, or component framework. They will be dynamically
deployed to the execution engine; and the customer request is
then transferred to the new deployed and personalized process.
VI.

contains a variable named $CustomerName whose value is
extracted either from the customer request information or from
any other data source. In either case the above-mentioned
proxy service is responsible for assigning the variable value.
Fig. 9 shows a sample of the change fragments cf1 that
regroups different change primitives that should be applied
when the customer type is research oriented. The weaving
model (Fig. 10) contains one link element that links between
the context constraint named CustomerIsResearchOriented
and the CF named cf1. Finally, the developed prototype will
generate the customized process which contains only the
suggestions for paper and poster presentation events.
VII. OVERHEAD EVALUATION
In this experiment, the cost of generating the customized
control flow model is evaluated in terms of response time using
a Pentium4 PC with RAM of 3GB. For this purpose we use an
example of a control flow model consisting of twenty activities.
In each experiment we increment the number of change
primitives to be applied to the basic model and measure the
time required to derive the BPEL artifact and to deploy the new

CASE STUDY

To demonstrate the approach a small case study is done,
namely, the Event Advisor application. This application
provides the conference attendee (the customer) with a
personalized suggestion for the conference events (i.e. paper,
poster, and industrial demo presentations) according to the
customer preferences and context. We consider a generic
service application that customers can access through a
wireless connection using their own portable devices. Fig. 7
depicts a part of the static structure of this application. This
application could be enhanced by automatically filling in the
ClientType parameter, using for this purpose information
provided by the context infrastructure. Being a researchoriented customer means that she is not interested in getting
suggestions for the industrial demos. Therefore there is a need
to change the process structure so that the activity that invokes
the IndustrialDemo is deleted.

<ctxt:ContextModel xmi:version="2.0"
xmlns:xmi="http://www.omg.org/XMI"
xmlns:ctxt="http://napier.ac.uk/context">
<associations name="Alice_attributes"
entities="//@entities.0" attributes="//@attributes.0"/>
<associations name="Bob_attributes" entities="//@entities.1"
attributes="//@attributes.1"/>
<entities name="Alice"/>
<entities name="Bob"/>
<attributes name="ClientType" value="ResearchOriented"/>
<attributes name="ClientType" value="IndustrialOriented"/>
<contextconstraints expression="associations->select(a |
a.entities->exists(e | e.name='$CustomerName') and
a.attributes->exists(a1 |a1.name = 'ClientType' and
a1.value='ResearchOriented'))"
name="CustomerIsResearchOriented"/>
...
</ctxt:ContextModel>

Fig. 8 shows a simple example of the context model that
contains two entities: Alice and Bob. The association elements
assign the attributes to the entities so that Alice has an attribute
ClientType whose value is ResearchOriented
ClientType is IndustrialOriented. The context constraint
named CustomerIsResearchOriented is an example of the
constraints having OCL-based parameterized expression. It

Figure 8. The context model
<cs:ChangeStrategy xmi:version="2.0"
xmlns:xmi="http://www.omg.org/XMI"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:cs="http://napier.ac.uk/cs">
<changeFragments name="cf1">
<children xsi:type="cs:DeletedSequence"
updatedElement="SequenceC"/>
<children xsi:type="cs:DeletedCopy"
updatedElement="DemosSuggestion"/>
<children xsi:type="cs:ChangedCopy"
updatedElement="SuggestionResponse">
<to variable="..." part="suggestionsData"/><from
literal="..."/>
</children>
</changeFragments>
</cs:ChangeStrategy>

Figure 9. The change strategy model
<weaving:WeavingModel xmi:version="2.0"
xmlns:xmi="http://www.omg.org/XMI"
xmlns:weaving="http://napier.ac.uk/weaving">
<links name="l1"
contextConstraintName="CustomerIsIndustrialOriented"
changeFragmentName="cf1"/>
</weaving:WeavingModel>

Figure 10. The weaving model

Figure 7. Event advisor application

245

IX.

CONCLUSION

The challenge for the SaaS architect is to ensure that the
task of configuring applications is simple and easy for the
customers, without incurring extra development or operation
costs for each configuration. Therefore, we have described a
MDD approach for managing and automatic generating
customized SaaS application variants. Based on logicallyviewed well-defined CFs and change primitive constructs; on
the ability to regroup CFs in reusable components; and on the
ability to regroup these components in a constrained way,
necessary adjustments of the basic application can be correctly
and easily realized when creating or configuring an application
variant. The proposed approach may provide the possibility of
application
different customization strategies tailored for different
contexts. Future work includes providing the developer with
verification tools to verify the change fragments composition
regarding the application consistency and integrity at design
time. This will give the developer the flexibility to define
profound changes to the SaaS applications in different views.

Figure 11. The overhead evaluation

process into the BPEL engine. Fig. 11 shows that the overhead
is negligible. For 10 change primitives the overhead is around
200ms. For 60 change primitives the overhead is just less than
0.5s which still acceptable in SaaS kind of applications.
VIII. RELATED W ORK
One of the most successful research directions in the field
of software engineering and particularly in software reuse was
the software product line SPL (e.g. [6]). Variation points are
one of the key concepts in SPL to express variability. However,
as aforementioned capturing the application variability using
the change fragments and primitives is more intuitive and
logical from the developer point of view.
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In [5] the authors present an approach that allows the
generation of customization processes out of variability
descriptors. The proposed approach is different in the way it
presents the variation points and variants. It regroups the
different variants into more abstract and meaningful constructs
to ease the adjustments of the basic application.
Similar to the proposed approach, Provop [7] provides a
flexible solution for managing process variants following an
operational approach to configure the process variant out of a
basic process. This is achieved by applying a set of welldefined change operations to it. However, the proposed
approach deviates from Provop in that it uses the MDD
approach and defines the CFs as change model elements not as
change operations.
VxBPEL [4] is an adaptation language that is able to
capture variability in processes developed in the BPEL
language. VxBPEL provides the possibility to capture variation
points, variants and realization relations between these
variation points. Unlike the proposed approach, VxBPEL
works on the code level and the variants are mixed with the
process business logic which may add complexity to the
process developer task. Further, unlike the proposed generative
approach, VxBPEL is specific to BPEL language.
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Web services protocol used for advertising the capabilities
of resource providers, establishing agreement between two
parties (such as, a service provider and a consumer) and for
monitoring compliance at runtime.
This paper investigates the following research issues in
designing a dynamic and trusted Web service Composition:
(i) Obtain only those composition solutions that satisfy
the service-level agreement parameters specified in the
query along with the functional requirements.
(ii) Is it good to obtain a composition solution based on
functional attributes first, and then apply non-functional
attributes (i.e., attributes specified in a Service-level
agreement of the query) to further prune the results?
(iii) Can we get better performance by looking at the
non-functional attributes first and consider only those
services that comply with the service-level agreement
provided by the query? Thereby, only the complying
services are used for a composition solution.
(iv) Is it better to weave functional and non-functional
attributes while looking for a composition solution?
(v) Can we get better performance by using a subset of
non-functional attributes in the first stage of filtering and
then obtain composition solutions based on functional
attributes. At the end, perform another pass to further
narrow down results based on the remaining non-functional
attributes that were not used in the first pass.
Our aim is to find the best possible approach to provide
the user with a dynamic and trusted composition in an
efficient manner.
Our research makes the following novel contributions:
(i) Formalization of Dynamic Web Service Composition
that considers Service-Level agreements along with
functional attributes of a service.
(ii) Algorithms for different approaches to applying
functional and non-functional attributes during the
generation of a composition solution.
(iii) Prototype implementation of the algorithms and
performance results.
The rest of the paper is organized as follows. In the next
section we present related work followed by the
background material on composition and SLA’s. In Section
4, we present our approaches to finding dynamic
composition solutions. In Section 5, we present the
experimental results for each of the approaches described in
Section 4. Finally, we present our conclusions/future work.

Abstract
Given the numerous, potentially reusable, Web services
available on the Internet, search and composition
techniques that efficiently discover viable services will be a
strong requirement. A major challenge for dynamic Web
service composition will be the ability to measure the
quality or reliability of services that are delivered. In this
paper, we present a solution for dynamic Web service
composition that leverages non-functional attributes
provided in the form of Service-Level Agreements (SLA’s).
The objective of our work is to understand the most
efficient algorithms for discovering and composing web
services into capabilities with predictable quality. As such,
we analyze different approaches to composition when web
service composition routines must take into account
functional and nonfunctional information. We present our
algorithm, a prototype implementation, and experimental
results obtained from the various approaches to “weaving”
attributes (of different dimensions) as a part of the
composition process.

1. Introduction
Automatic composition of Web services has been an
active area of research [11, 12], where various
methodologies and techniques to dynamically or semiautomatically create composite services have been
investigated. The current challenge in automatic
composition of Web services also includes finding a
composite Web service that can be trusted by consumers
before using it. Hence there is a need to consider nonfunctional attributes of Web services when composite
services are being built. The non-functional attributes can
be represented in the form of a Service-Level Agreement
(SLA), i.e., a formal agreement or contract between a
consumer and a service provider or between two service
providers [9, 10]. The agreement is on the level of service
that is to be provided in terms of the availability,
performance guarantee, or other attributes of the service.
Web Service-Level Agreement (WSLA) [1] is a standard
for unambiguous and clear specification of Service Level
Agreements that can be monitored by the service provider,
customer, or a third party for compliance. Web Service
Agreements (WS-Agreements) [2] is an XML standard and
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interpretation of data and use of translation techniques, such
as the eXtensible Stylesheet Language, XSL, allows the
comparison and margining of the underlying information.
Web Service Agreements (WSAG) [2] is based on the
WSLA [1] semantics whereas the data is represented
hierarchically underneath the notion of an agreement. An
agreement can be further specified with a name or
identifying string. An agreement can also be described by
its context. Context information includes the name of the
consumer and producer, the timeframe for the validity of
the agreement, and other related template information. Each
agreement encapsulates a list of terms. Of most importance
to this work are the guarantee terms which are described
within the terms node. Guarantee terms consist of a service
scope which contains the name of the specific service
relevant to the guarantee. The service level objective
contains a predicate for the metrics that quantitatively
define the guarantee. The service level objective contains
parameter name, value, and unit of measure.
Capturing service level agreements in XML-based
notations allows the SLA attributes to be represented in a
format similar to the WS Description Language (WSDL)
files that represent the operational specifications of the
service. WSAG can be embedded, transported, and
negotiated within WSDL files. This represents a benefit if
a service stakeholder wants to evaluate multiple services,
side-by-side. Another benefit of capturing SLA attributes in
XML-based files is the ability of enhancing attributes with
semantics. It is possible that organizations will name
attributes with their own customized naming schemes.
Semantics would allow disparate organizations to mediate
SLA attributes that are the same but may be named
differently. This approach leverages the numerous projects
that use semantics to highlight web services for mediation.

2. Related Work
Dynamic Web service Composition and QoS-aware
composition has been active area of research [11, 12].
Research on a QoS-aware composition [5, 8, 13] consider
applying SLA’s to workflow compositions or Web service
compositions, although they do not perform dynamic
composition. They use one of the existing composition
languages to create the composite service manually or
create a template that is later used to select appropriate
services for each stage of composition. After obtaining
composition solutions manually or semi-automatically,
these approaches present a QoS model and apply the nonfunctional attributes on the potential solutions to confirm
that they comply with the pre-defined agreements. Thus, the
solutions are pruned based on SLA compliance.
Our previous work on Workflow Composition of
Service-level Agreements [3] presents a set of SLA
measures and principles that best support QoS-based
Composition. A model and representation of SLA attributes
was introduced and an approach to compose SLA’s
associated with a workflow of Web services was presented.
The research on creating a QoS-Aware middleware for Web
service Composition in [7] is similar to our work as they
identify services that can fit into a useful composition based
on QoS measures. They use two approaches for selection:
one based on local (task-level) selection of services and the
second is based on a global allocation of tasks to services.
They also use a template for composition, in this case a
state chart that has the generic service tasks defined.
Finding a composite service involves finding concrete
services that fit into the template. In contrast, we do not use
any template but instead find the composition solution
automatically. The work presented in [6] combine semantic
annotations and SLA’s thereby providing better approach to
specification of SLA’s in contrast to our approach that uses
SLA’s in dynamic service composition.

3.2. Web Service Composition
Informally, the Web service Composition problem can
be defined as follows: given a repository of service
descriptions, and a query with requirements of the
requested service, in case a matching service is not found,
the composition problem involves automatically finding a
directed acyclic graph of services that can be composed to
obtain the desired service. Figure 1 shows an example
composite service made up of five services S1 to S5. In the
figure, I’ and CI’ are the query input parameters and preconditions respectively. O’ and CO’ are the query output
parameters and post-conditions respectively. Informally, the
directed arc between nodes Si and Sj indicates that outputs
of Si constitute (some of) the inputs of Sj.

3. Background
In this section we present the necessary background
information on Web service Composition and ServiceLevel Agreements.

3.1. Service-Level Agreements
Web Service-Level Agreements provide a standard
specification that allows authors of Web services to specify
the performance metrics associated with their Web service
application. In addition, the authors can also specify the
desired performance targets and actions to be taken in case
the performance targets are not met.

3.3. Functional and Non-functional Attributes of
Web services

3.1.1. WS-Agreement
In order to store and manage Service-Level Agreements
(SLAs), the attributes must be represented in a format
conducive for distributed data management. An XML-based
approach to represent SLA information facilitates quick

3.3.1. Functional Attributes
The generalized Composition problem is defined in our
previous work [4] in terms of functional attributes of the
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Web service, i.e., inputs, outputs, pre-conditions, postconditions, and side-effects of the Web service. The
generalized Composition problem can be defined as
automatically finding a directed acyclic graph G = (V, E) of
services from repository R, given query Q = (CI’, I’,A’,
AO’,O’,CO’), where V is the set of vertices and E is the set
of edges of the graph. Each vertex in the graph either
represents a service involved in the composition or postcondition of the immediate predecessor service in the
graph, whose outcome can be determined only after the
execution of the service. Each outgoing edge of a node
(service) represents the outputs and post-conditions
produced by the service. Each incoming edge of a node
represents the inputs and pre-conditions of the service. The
following conditions should hold on the nodes of the graph:
1. for all i, Si  V where Si has exactly one incoming
edge that represents the query inputs and pre-conditions, I’
subsumedby U i Ii, CI’ Æ iCIi.
2. for all i, Si  V where Si has exactly one outgoing
edge that represents the query outputs and post-conditions,
O’ subsumes U i Oi, iCOi Æ CO’.
3. for all i, Si  V where Si represents a service and has
at least one incoming edge, let Si1, Si2, ..., Sim be the nodes
such that there is a directed edge from each of these nodes
to Si. Then Ii subsumes U k Oik U I’, (COi1 COi2 ...  COim
 CI’) Æ CIi.
4. for all i, Si  V where Si represents a condition that is
evaluated at run-time and has exactly one incoming edge,
let Sj be its immediate predecessor node such that there is a
directed edge from Sj to Si. Then the inputs and preconditions at node Si are Ii = Oj U I’, CIi = COj . The
outgoing edges from Si represent the outputs that are same
as the inputs Ii and the post-conditions that are the result of
the condition evaluation at run-time.

created in the graph. The outgoing edges of the conditional
node represent the possible conditions which will be
evaluated at run-time. Depending on the condition that
holds, the corresponding services are executed. That is, if a
subservice S1 is composed with subservice S2, then the postconditions CO1 of S1 must imply the preconditions CI2 of
S2. The following conditions are evaluated at run-time:
if (CO1 Æ CI2) then execute S1;
else if (CO1 Æ ¬CI2) then no-op;
else if (CI2) then execute S1;
3.3.2. Non-Functional Attributes
A typical SLA has a large number of measures and
criteria. However, in this work, we attempt to choose the
measures that are most closely aligned to Web service
composition. In the general functional notion of Web
service composition, a basic Web service workflow system
must ensure that the input information supplied by the
consumer ultimately leads to the required actions and
outputs required by that consumer. In parallel, the
workflow management system must ensure that the
predicates and requisites match (either by syntactical or
semantic techniques) in each step of the workflow.
Although the functional Web service composition has been
investigated a great depth in literature, the assessment
criteria associated with SLA terms increases the
requirements for composition threefold.
In this work, we stratify the SLA criteria by introducing
three principles associated with composing SLAs,
Compliance (Suitability), Sustainability, and Resiliency.
i.
Compliance (Suitability):
Compliance is the principle that ensures that the consumer
receives the requested composite capability at the service
level that is required. The functional notion of Web service
composition fits within this principle, since the consumer
specifies their required outputs of the composition.
Considering SLA terms, the composition process must
assure that the aggregate cost, uptime, and service rate are
compliant with the user requirements. Cost is the sum total
price of all services participating in the solution process.
Uptime is a guarantee by the service providers that their
services will be available a specified percentage of the time
per day or month. Finally, service rate is the time it takes to
complete the process by adding the response times of each
service in the composition.
ii.
Sustainability:
Sustainability is the ability to maintain the underlying
services in a timely fashion. Negotiation, renegotiation and
problem resolution are strongly correlated to sustainability.
A consumer will require assurance that a particular business
is capable of agreeing on contract terms (i.e.
negotiation/renegotiation) in a timely manner. In addition,
the service providers must be capable of resolving highimpact problems (perhaps identified by the consumer) in a
timely manner. Both negotiation and problem resolution

Figure 1: Example of a Composite Service as a Directed
Acyclic Graph
The meaning of the symbolÆ is the implication relation.
In other words, a service at any stage in the composition
can potentially have as its inputs all the outputs from its
predecessors as well as the query inputs. The services in the
first stage of composition can only use the query inputs.
The union of the outputs produced by the services in the
last stage of composition should contain all the outputs that
the query requires to be produced. Also the post-conditions
of services at any stage in composition should imply the
pre-conditions of services in the next stage. When it cannot
be determined at compile time whether the post-conditions
imply the pre-conditions or not, a conditional node is
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Asi = (Upsi, SRatesi, SRespsi, Costsi, PreNTsi, RenegTsi ,
Repsi , Relsi)
where Upsi is the uptime of the service specified by the
agreement, SRatesi is the allowable service rate, SRespsi is
the allowable service response time, Costsi is the
subscription cost or price of the service, PreNTsi is the
maintenance pre-notification time, RenegTsi is the
expiration/renegotiation time of the agreement, Repsi is the
reputation of the service and Relsi is the reliability rating of
the service. The SLA for a workflow composition or a
composite web service is obtained by composing the set of
SLAs of all the services participating in the composition.
Hence the SLA of the workflow composition also consists
of uptime of the composite service, the allowable service
rate, the service response time, the subscription cost or
price, the maintenance pre-notification time, and the
expiration/renegotiation time of the agreement. Computing
the SLA of a workflow composition involves computing
these individual SLA measures of the workflow that are
presented in detail in [3].

times ensure that a consumer can meet the demands of their
end users.
iii.
Resiliency:
Resiliency is the principle of a service to perform at high
service levels over an extended period of time. If a service
is frequently taken off-line for maintenance or if the
frequency of updates impedes the predictability of its
operation, then that service is not very resilient.

4. Dynamic Web Service Composition
The current challenge in automatic composition of Web
services includes finding a composite Web service that can
be trusted by consumers before using it. Hence there is a
need to consider non-functional attributes of Web services
when composite services are being built. In this section we
present our approach that considers functional attributes
described in a Web service description document and the
non-functional attributes described in a WS-Agreement
document.

4.1 Composition using Functional Attributes
4.3 Weaving
Attributes

In order to produce the composite service represented as
a graph shown in the Figure 1, we use the definition of the
generalized Composition presented in section 3.3.1. We
filter out services that are not useful for the composition at
multiple stages as described in our previous work on a
Generalized Semantics-based Service Composition [4, 14].

1. L Å NarrowServiceList(QI, QCI);
2. O Å GetAllOutputParameters(L);
3. CO Å GetAllPostConditions(L);
4. While Not (O subsumed by QO)
5.
I = QI U O; CI = QCI  CO;
6.
L’ Å NarrowServiceList(I, CI);
7. End While;
8. Result ÅRemoveRedundantServices(QO, QCO);
9. FinalResult Å SLACompose(Result);
10. return FinalResult;
Table 1: FuncAttr-First Algorithm

SLA

measures

&

Non-Functional

The main focus of our research presented in this paper is
to weave the functional and non-functional attributes in a
composition algorithm. In our prototype implementation we
use a repository of Web service descriptions and their
corresponding WS-Agreements. The query requesting a
composite Web service has specification of its functional
and non-functional requirements. The repository is preprocessed and all the functional (list of inputs, list of
outputs, list of pre-conditions and post-conditions and sideeffects) and non-functional (various SLA measures)
attributes are indexed. Service description documents
contain semantic descriptions provided using an ontology.
In our prototype, we use a semantic relations generator
module that extracts and indexes all the semantic relations.
After the pre-processing stage, the composition routine is
executed using the query data and all the preprocessed data.
We present three different approaches for a dynamic Web
service composition.

FuncAttr-First Routine
Algorithm: FuncAttr-First
(Input: QI - QueryInputs, QO - QueryOutputs,
QCI - Pre-Cond, QCO - Post-Cond
Output: FinalResult – ListOfServices)

4.2 Composition of
Functional Attributes)

Functional

4.3.1 Approach 1 (FuncAttr-First)
In this approach, functional attributes are used first to
filter services and find appropriate services that can form a
composite service that matches the query requirements. The
repository of service descriptions and service-level
agreements is pre-processed and all the functional and nonfunctional attributes are indexed. Then the multi-stage
filtering technique that is described in detail in our previous
work [4] is applied to find composition solutions. In this
approach, functional attributes that are specified in the
query and the service description documents are considered
first. The conditions described in the formal definition of
the generalized composition problem (presented in section
3.3.1) are applied by the multi-stage filtering algorithm.

(Non-

Our approach also uses SLA’s of the individual services
involved in the composition and determines the SLA of the
composite service obtained. SLA of a service consists of
specific Web service-oriented measures, as defined in the
research presented in [3].
Let Asi be the SLA of a Web service si. Asi can be
represented as a tuple shown below:
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After the solutions are obtained, the non-functional
attributes such as uptime, cost, renegotiation time, etc. are
checked on the composite services obtained to ensure
compliance. The SLA of a composite service is determined
as described in section 4.2. Table 1 presents the algorithm
for this approach.

lized composition are applied at each stage of composition.
Along with those conditions, the SLA measures are also
checked for compliance at each stage of the composition.
Any services that do not comply with the specified
agreement are filtered out. At the end, composition
solutions obtained are already SLA compliant. Table 3
presents the algorithm for this approach.

4.3.2 Approach 2 (NonFuncAttr-First)
In the NonFuncAttr-First approach, after the preprocessing stage, we first filter services based on their
individual SLA measures obtained from WS-Agreements
and the query requirements. Then the multi-stage filtering
technique is applied to the filtered set of Web services to
obtain composition solutions as shown in Table 2.

4
Query
3
Execution
2
Time
(millisecs) 1
0

NonFuncAttr-First Routine
Algorithm: NonFuncAttr-First
(Input: QI - QueryInputs, QO - QueryOutputs,
QCI - Pre-Cond, QCO - Post-Cond
Output: Result – ListOfServices)

FuncAttr-First
NonFuncAttrFirst
2000

3000

4000

WeaveAttr

Number of services

Fig. 2: Query Execution Time (4-8 I/O Parameters)

5. Experimental Results

1. FilteredList Å FilterBasedOnSLAMeasures();
2. L Å NarrowFilteredServiceList(QI, QCI);
3. O Å GetAllOutputParameters(L);
4. CO Å GetAllPostConditions(L);
5. While Not (O subsumed by QO)
6.
I = QI U O; CI = QCI  CO;
7.
L’ Å NarrowServiceList(I, CI);
8. End While;
9. Result ÅRemoveRedundantServices(QO, QCO);
10. return Result;
Table 2: NonFuncAttr-First Algorithm

The prototype of a dynamic composition engine presented
in section 4 is implemented using Constraint Logic
Programming and semantic descriptions of Web services
are specified using the language USDL [14]. Our impleme-

8
Query
6
Execution
4
Time
2
(m illisecs)
0

4.3.3 Approach 3 (WeaveAttr)
In the WeaveAttr approach, after the pre-processing
stage both the functional and non-functional attributes are
used by the multi-stage filtering technique. In this case, all
the conditions specified in the formal definition of a genera-

FuncAttr-First

2000 3000 4000
Num ber of
services

NonFuncAttrFirst
WeaveAttr

Fig. 3: Query Execution Time (16-20 I/O Parameters)

WeaveAttr Routine
Algorithm: WeaveAttr
(Input: QI - QueryInputs, QO - QueryOutputs,
QCI - Pre-Cond, QCO - Post-Cond
Output: Result – ListOfServices)
1. L Å NarrowServiceList(QI, QCI);
2. SL Å FilterBasedOnSLAMeasures(L);
3. O Å GetAllOutputParameters(SL);
4. CO Å GetAllPostConditions(SL);
5. While Not (O subsumed by QO)
6.
I = QI U O; CI = QCI  CO;
7.
L’ ÅNarrowServiceList(I, CI);
8.
SL’ Å FilterBasedOnSLAMeasures(L’);
9. End While;
10. Result ÅRemoveRedundantServices(QO, QCO);
11. return Result;
Table 3: WeaveAttr Algorithm

ntation is generic enough to work with other semantic
description languages also. The SLA measures are specified
using WS-Agreements. We tested our implementation on
repositories of different sizes and with different number of
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Execution
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(millisecs)
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8
6
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FuncAttr-First
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Num ber of
services

NonFuncAttrFirst
WeaveAttr

Fig. 4: Query Execution Time (32-36 I/O Parameters)
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Repository Size
(number of
Services)

Number of
I/O
parameters

Preprocessing
time

Query Execution
Time (in millisecs)

Query Execution
Time (in millisecs)

Query Execution
Time (in millisecs)

(in secs)

(FuncAttr-First)

(NonFuncAttr-First)

(WeaveAttr)

2000

4-8

39.3

3

3

2

2000

16-20

49.7

5

5

2

2000

32-36

63.5

6

7

2

3000

4-8

61.3

4

3

2

3000

16-20

63.8

5

5

2

3000

32-36

106.1

8

7

3

4000

4-8

73.2

4

4

2

4000

16-20

89.8

6

7

2

4000

32-36

134.6

10

9

4

Table 4: Performance of Composition Routine

input and output parameters. Each of the WS-Agreement
documents had six SLA measures which include Uptime,
Cost, Service Response Time, Renegotiation time, Maintenance Pre-Notification Time, and Reputation of the service.
We noted the pre-processing time for each of the
repositories. We performed composition using the three
approaches presented in section 4 with various queries and
tabulated the query execution times as shown in table 4.
The results from approaches 1 and 2 (FuncAttrFirst and
NonFuncAttrFirst) are similar whereas the query execution
time of WeaveAttr approach is lower than the other two
approaches as presented in figures 2, 3, and 4. Hence, the
WeaveAttr approach seems to be the better approach over
the other two.
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with similar behaviors would be grouped into the same cluster. One
or more test cases were sampled from each cluster and manually
checked whether they are fault-revealing test cases. This so-called
observation-based testing [5,6]. Yan et al. [19] proposed a new test
case sampling strategy by leveraging test case spectra information
to select test cases that are most likely to be failed. Recently, Zhang
et al. [23] introduce cluster analysis in regression testing to improve
the precision of test selection techniques.
Many properties of the program’s execution could be profiled to
characterize the behaviors of test cases. Such properties include:
statement, function, basic-block, data-flow, control-flow, event
sequence, etc. [10,21]. Although Zhang [23] achieves a satisfactory
result, there is a main shortcoming of it: the function call traces are
too simple to capture the behaviors of test cases. However, if we use
more detailed properties, such as statement or basic-block, it may be
infeasible for cluster analysis with a high dimensional cluster space
for large software. A main challenge of further improvement is to
select fewer property features to highlight the parts of software
affected by modification, such that cluster filtering can be
efficiently conducted on large software.
Agrawal [1] discussed the application of execution slice in
regression test selection. The set of statements executed under a test
case is referred to as the execution slice of the program with respect
to a test case. During the off-line processing [1], the execution
slices of the program with respect to all test cases in the regression
test suite are collected. After the program is modified, only those
test cases whose execution slices contain a modified statement are
selected to rerun. This is a typical application of program slicing in
regression testing.
Program slicing can remove the irrelevant code with respect to
the modification, such that it not only can reduce the dimensions of
cluster analysis, but also can highlight the parts related to the
modification. In this paper, we propose a new test selection
approach that combines program slicing and execution profiles
before cluster analysis. The cluster filtering of regression test
selection is based on statement level execution traces, but we only
used the modified statements and statements affected by the
modification.
The remainder of this paper is organized as follows: in the next
section, our approach is described in detail. The experiment and its
result analysis are done in Section III. Section IV concludes this
study.

Abstract
Test selection technique is used to select a sufficient subset of the
existing test suite in regression testing. In this paper, we combine
program slicing and cluster analysis to improve regression test
selection techniques. A static slice is computed from the modified
code. The intersection of the program slice and the execution
profile of each test case, which is considered as a lightweight
dynamic slice, is computed to highlight the parts of software
affected by modification. It reduces the size of the execution traces
of test cases significantly. Then cluster analysis is conducted on
these intersection features and few test cases will be sampled from
each cluster to form a small regression test suite. The slice filtering
gives more potential chances to deal with large software by
reducing the dimensions of cluster analysis. The experiment results
show that fault-revealing test cases tend to cluster together after
slice filtering and a regression test suite sampled from these
clusters has sufficient fault detection capability.
Keywords: test case selection, program slicing, cluster analysis,
cluster filtering, regression testing

I.

INTRODUCTION

Due to the expensiveness of regression testing, test selection
techniques are employed to reduce the cost of retesting a modified
program by selecting a subset of existing test suite to run.
Regression test selection techniques reduce the size of test suite, but
they may omit fault-revealing test cases and therefore lose some
fault detection capability.
Many regression test selection techniques have been proposed.
Fischer [7] used the systems of linear equations to select test suites
that yield segment coverage of modified code. Yau and Kishimoto
[20] used input partitions and data-driven symbolic execution
techniques to achieve test case selection. Leung and White [9]
presented a technique that placed a firewall around modified
modules and selected unit tests for modified modules that lay within
the firewall and integration tests for groups of interaction modules
that lay within the firewall. Chen [4] developed a technique to select
test cases that traverse the modified code entities such as functions,
variables, etc. Rothermel et al. [14] proposed a safe test selection
technique. A selection method is safe if it selects all the faultrevealing test cases. However, a safe technique may select many
non-fault-revealing test cases such that test resources are wasted.
Dickinson [5,6] et al. used cluster analysis on execution profiles
induced by the original test cases. It was expected that test cases

The work described in this article was partially supported by the National Natural Science Foundation of China (90818027, 60803007) and the Opening
Project of Shanghai Key Laboratory of Computer Software Evaluating & Testing (09DZ2272600).
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II.
1.

test case’s execution trace to filter out the irrelevant code, the result
is quite different as is shown in Table 1. Traces of t2 and t3 are
actually the same by filtering, and the difference between t1 and t2 is
magnified since those statements that are irrelevant of s2 are filtered
out. By focusing on only the affected code, the distances between
each test case are justified in the clustering space.

OUR APPROACH

Overview

We use the following notations throughout the rest of this paper:
P denotes the original version of a program, P’ denotes its modified
version. Before the discussion of our approach, several definitions
are given as following. A test case is fault-revealing if it detects a
failure in a program. A test case is modification-traversing if and
only if it executes new or modified code, or executes formerly
executed code that has been deleted. For statement s and variable v,
the slice S of program P with respect to the slicing criterion <s, v>
includes only those statements of P needed to capture the behavior
of v at s [18, 2, 22]. In other words, the slice S of program P
includes those statements that are directly or indirectly dependent
on the value of variable v at statement s.
Dickinson [5, 6] shows that fault-revealing test cases attributed
to the same fault exhibit similar behaviors and share similarity in
their execution profiles. Our approach employs this observation and
can be presented briefly as following: let T= {t1, t2,…}denote the
existing test suite, where ti denotes a single test case. The execution
traces set are denoted by E={e1,e2,…} where ei is the corresponding
execution trace of ti collected previously. Let M={s1,s2,…} denote
the set of the statements been modified in P’. Let S denote program
slice with respect to the modification locale in M. To filter out the
unaffected statements, we intersect S with each execution trace ei in
E. To reduce the traces further, statements belonging to a basicblock are condensed so that only the first statement of the basicblock is remained. We refer the final set of execution traces as
F={f1,f2,…}, and we refer fi as the feature of test case ti. A cluster
analysis is conducted on F in the following step. At last, a sampling
strategy is employed to select potential fault-revealing test cases.
We assume that test cases are independent in this paper.

Test
cases

Input
m

n

t1

1

0

t2

-1

0

t3

-1

1

Table 1. 3 Test cases
Execution trace
(Statement no.)
1,2,4,5,6,7,8,9,10,
11,12,13,14
1,2,3,5,6,7,8,9,10,
11,12,13,14
1,2,3,5,6,7,8,9

Statement no.
by filtering
2,4,5,6,7,8
2,3,5,6,7,8
2,3,5,6,7,8

This intersection of static slice and execution trace could be
considered as a lightweight dynamic slice. The exact dynamic slice
is more precise than static slice. But the computation of dynamic
slice is always more complex and time-consuming than static slice.
The historical execution profiles, such as covered statements, are
collected during regression testing. Assisting a low cost static slice,
the parts of software affected by modification are computed easily.
Please note that our approach is not safe due to the
indeterminacy of cluster analysis and randomness in a sampling
strategy. This un-safeness means our approach may miss some
fault-revealing test cases. However, in a resource-limited testing
scenario, running all the test cases selected by a safe regression test
selection techniques may be superfluous. On the other hand, an
appropriate subset of all fault-revealing test cases is sufficient to
detect and debug the faults in many cases. Our technique selects a
significantly smaller subset than a safe selection technique does,
thus achieving a better reduction of the set of potential test cases to
be run. Moreover, with an appropriate sampling strategy and
sampling rate, our approach can select approximately the same
number of fault-revealing test cases as a safe selection technique
does. And the number of the falsely selected non-fault-revealing
test cases is very low in most cases.
By applying slice filtering, our approach achieves high
performance over large sized program. In Section III, we conduct
an empirical study on a relatively large sized program named space.
On the other hand, our approach has certain limitation when dealing
with small sized program. This is because execution profiles of test
cases on small programs tend to be alike. Therefore, bug-revealing
test cases are not isolated into small clusters and are unlikely to be
sampled out.

2.

Execution Traces Collection

Test suite T is executed on program P and the statement level
coverage information is collected using GNU call-coverage profiler,
gcov [11]. This information is then stored to form the execution
traces E. An execution trace ei  E is a list of statements exercised
during the running of test case ti  T.

Figure 1. An example
We construct a simple program to demonstrate the necessity
of the filtering process using program slice, as is shown in Figure 1.
Table 1 gives 3 test cases of this program. Suppose the statement s2
“if (m<n)” is changed to “if (m<=n)”. The execution traces for each
test case are shown in Table 1. t1 and t2 are similar since they share
many statements in their execution traces. Their execution traces
differ in only one statement. t3 is dissimilar to both t1 and t2 since its
execution trace is quite different from both t1 and t2. However, if we
compute the forward and backward slice at statement s2, which, in
statement level, is <s2, s3, s4, s5, s6, s7, s8>, and intersect it with each

3.

Program Slice

We consider 3 different kinds of changes [17] in P’: define
change, use change and control change. Informally, a define change
is a change on the left-hand side of an assignment statement; a use
change is a change on the right-hand side of an assignment. Given a
statement si in P: varx=varz is changed in P’ to vary=varz , the union
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set of the following 3 slices is used: forward slice at <si , varx>,
forward slice at <si , vary> and backward slice at <si , varz>. In the
case of use change, if a statement si , varx=vary, in P is changed to
varx=varz in P’, then the union set of the forward slice at <si , varx>
and backward slice at <si , varz> is used. Control changes require
special treatment. Control change is defined as follows: a change is
a control change if it affects the original control-flow [17]. Consider
the program in Figure 1, if we change statement s2 from if (m<n) to
if (m<=n), then this change is a control change. We compute the
slice of control change in 3 steps: first, we compute all the control
dependent of changed statement s2, the result will be s3 and s4. In
the second step, we compute and combine forward slices over each
statement computed in previous step: forward slice at <s3, a> and
forward slice at <s4, a>. Thirdly, we add in the modified statement
s2. The result will be <s2, s3, s4, s5, s6, s7, s8>. Please note that if we
directly use forward slice for <s2, (m, n)>, the result will be <s2, s3,
s4, s5, s6, s7, s8, s9, s10, s11, s12, s13, s14>. This is an imprecise result
because statements from s9 to s14 are irrelevant to the modified
statement s2.

4.

Since statements in a basic-block get executed together or not
executed at all, only one of the statements in a basic-block can
provide enough information. So statements of a basic-block should
be reduced to a single statement. We use its first statement to
represent this basic-block. So after this step of filtering, the
resulting feature set F={f1, f2,..}, fi= <ai1, ai2,…,ain3> is an n3dimensional vector, where aik is the execution count of a basic block
bk . This is the final data and will be feed to the cluster analyzing
step. n1>n2>n3, such that the dimension of cluster analysis is
reduced.
Note that the final feature set F includes the features of all the
modification traversing test cases. This is because we keep the
features of all the test cases that exercise at least one modified or
deleted statement during the second step of filtering. Given some
assumptions [13], the set of modification traversing test cases is a
superset of the fault-revealing test cases. So no omissions of faultrevealing test cases happen before clustering analysis.

5.

Clustering Analysis

In cluster analysis phase, a feature fi is represented as an ndimensional vector <ai1, ai2,…,ain>, where n is the number of basicblocks in P and if the basic-block bk does not get executed in
execution trace ei, then aik=0. Euclidean distance is used as the
distance function between to features fi and fj as following:

Slice Filtering

The execution traces are recorded in statement level during
previous phase of testing. But they need to be preprocessed before
feed to the clustering step. The preprocessing is carried out using
the program slice computed previously. We refer this phase as slice
filtering. The quality of slice filtering can be improved in 3 steps.
Firstly, many statements in an execution trace are not relevant
to the program modification and including them in the execution
traces will not achieve any gain. Those irrelevant statements should
be filtered out from the execution traces. Let E={e1, e2,…} be the
set of execution traces before filtering. ei is an n1-dimensional
vector <ai1, ai2, … ,ain1>, wherein aik is the execution count of
statement sk and {sk | 1<k<n1} is the set of all the statements of the
program. If a statement sk is not executed in execution trace ei, the
associated execution count aik is 0. So after this step of filtering, the
resulting execution traces E’={e1’, e2’,…} where ei’ is an n2dimensional vector <ai1, ai2, … ,ain2>, where aik is the execution
count of sk and sk  S.
Secondly, if an execution trace does not have any common
statements with the program slice, we can assert that its
corresponding test case is not fault-revealing. These test cases can
be safely removed from the original test suite. We then generalize
this property: if the size of the intersection set of an execution trace
with the program slice is below a certain threshold, its
corresponding test cases are not likely to be fault-revealing on one
condition that the intersection set does not include any modified or
deleted statements. So we remove those test cases that are remotely
relevant to the code modification if they do not exercise the
modified or deleted code. We intersect the program slice S
computed previously with E’ to form the feature set F’={f1’, f2’,…},
where fi’ is the execution count of statement si  S . For a test case
ti , the size of its feature is the number of statements it exercised in
ei. A small-sized feature indicates low level of relevance to the
modification of P’. Since we are interested in test cases that have
certain degrees of relevance, a test case is kept if: 1). its feature size
is above a predefined threshold; 2) it exercises at least one modified
or deleted statement. We use Filtering Rate, FR for short hereafter,
to quantify the extension of filtering. If the threshold is M and the
size of the program slice Si is N, then the filtering rate FRi is M / N *
100%. When FR gets lower, the effect of filtering diminishes i.e.
fewer features can be eliminated. The remaining features are then
feed to the next step of filtering.

D( f i , f j )

¦

m
k

2
(
a

a
)
ik
jk
1

(1)

The simple k-means algorithm is implemented and employed as the
cluster algorithm in our approach. The k-means algorithm requires
the initial cluster number as a parameter. In our approach, this
number is set according to the size of the final feature set. Let CN
denote this initial cluster number, then CN=|F|*p, where |F| is the
size of the final feature set and 0<p<1.

6.

Sampling

After the cluster analysis, similar test cases will be partitioned
into the same clusters. According to previous studies [5,6,10,23], if
we use appropriate metrics to describe each pair of execution traces,
then executions with unusual behaviors, etc. revealing a bug, tend to
be isolated within the same clusters after the clustering process.
And the next step is to sample out a subset of test cases which
mostly consists of failed test cases.
We choose a popular strategy, namely adaptive sampling
strategy [5,6], in our approach. We first sample a certain number of
test cases with a pre-defined sampling rate, denoted as SR
hereinafter. Then the test cases with those selected features are run
to check if they are fault-revealing. If a fault-revealing test case is
found, the entire cluster from which the test cases are sampled is
selected. This strategy favors small clusters and has high probability
to select fault-revealing test cases.

III. EXPERIMENT AND EVALUATION
1.

Subject Program

We use a subject program, space, from SIR, Software-artifact
Infrastructure Repository [15] as our subject program. Space has
5902 lines of code, 1533 basic-blocks. A total of 38 modified
versions along with a base program. For each version, the base
program is augmented with a real fault. A total of 13585 test cases
are supplied.
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2.

Analysis on version 13, 25, 26, 35, 37, 38 shows that most of
the program failures detected are caused by memory access
violations. Those failures cause premature termination of the
execution flows. However, static program analysis, like program
slicing employed in our approach, cannot predict these drastic
execution flow changes. In other words, the original execution
traces and the program slices cannot provide enough information to
differentiate and isolate those test cases. As discussed previously,
the key to our approach is isolation of fault-revealing test cases into
small clusters, otherwise our approach performs ineffectively.
On the other hand, if we raise FR to 0.5, certain improvement
on precision, reduction and recall can be achieved. Figure 5-7
respectively compare the precision, reduction, recall of our
approach with FR=0.3 and FR=0.5.
We make the following observations in the experiment: (1) for
most versions, our approach has higher precision and lower (lower
is better) reduction than Dejavu. It means that we can select faultrevealing test cases from the original test suite and select relatively
few non-fault-revealing test cases; (2) the effectiveness of our
approach depends largely on the level of isolations of faultrevealing test cases. By choosing appropriate parameters such as
filtering rate, sampling rate, initial cluster number etc., we can
enhance the level of isolation.

Measures

We construct a measurement model to evaluate the
effectiveness of a regression test selection approach. Our model
consists of 3 measurements: precision, reduction, recall [23].
Precision measures the extent to which a selection method
omits non-fault-revealing test cases in a run. We define precision as
follows: if in a certain run the techniques selects a subset of N test
cases, in which M test cases are fault-revealing. The precision of the
technique is: M / N * 100%. If a technique achieves higher
precision, it means that this technique can omit more non-faultrevealing test cases.
Reduction measures the extent to which a technique can reduce
the size of the original test suite. We define reduction as follows: if
a selection technique selects M test cases out of all N existing test
cases in a certain run, the reduction of the technique is: M / N *
100%. A low value of reduction indicate that it reduce more cost of
regression testing.
Recall measures the extent to which a selection technique can
include fault-revealing test cases. We define recall as this: if a
selection technique selects M fault-revealing test cases out of N
existing fault-revealing test cases in a certain run, the recall of the
technique is: M / N * 100%. Recall indicates the fault detecting
capability of a technique. A safe selection technique can achieve
100% recall.
Generally, a test selection technique makes a tradeoff between
these 3 measurements. Safe techniques aim to achieve 100% recall,
but they may falsely include many non-fault-revealing test cases.
These 3 measures are computed for each version of space in our
experiment.

3.

4.

Threats to Validity in the Experiment

Our primary concern of internal threats is the code for
experiment. We use a well known tool gcov to collect coverage
profilers. We also conduct a double check on other code. For
external threats, the subject program space may not possess
sufficient representativeness. More programs and more types of
faults will be studied in our future work.

Experimental Results

Rothermel et al. developed a safe regression selection tool
Dejavu [14]. Dejavu is known as an effective algorithm in its high
precision of test selection. A comparison is made between our
approach and Dejavu. Note that version 1, 2, 32 and 34 of space do
not have any fault-revealing test cases in the original test suites,
hence they are excluded from the experiment.
We make 2 comparisons in the experiment: the first is between
Dejavu and our approach with FR=0.3; the second is between 2
different filtering rates, FR=0.3 and FR=0.5 of our approach. Other
parameters are set as following: sampling rate SR = 0.1; the initial
cluster number CN = |F|*0.025, where |F| is the size of the final
feature set after filtering. The sampling procedure is repeated 40
times for each version.
Figure 2-4 respectively give comparisons of precision, reduction
and recall between Dejavu and our approach with FR set to 0.3. Our
approach achieves approximately the same effectiveness in version
4, 5, 6, 20, 21, 22, 23, 30, 33 and is inferior to Dejavu in version 13,
25, 26, 35, 37, 38. We achieve certain improvement in the resting
19 versions.

IV. CONCLUSION AND FUTURE WORK
In this paper, we present a novel regression test selection
technique. We show the effectiveness of program slicing techniques
in filtering execution profile. A subject program, space, from SIR is
used in our experiment. We construct three measurements,
including precision, recall, and reduction to evaluate the
effectiveness of a regression test selection approach. With the
evaluation model, we compare our approach with a successful safe
regression test selection technique proposed by Rothermel et al. [13,
14]. However, the following questions have not been answered in
this paper:
z
Can dynamic slicing techniques improve the filtering
process further?
z
How to determine a good filtering rate, sampling rate and
cluster number for a given program?
These questions would be studied in our future work.
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Figure 2. Comparison of precision between our approach when FR=0.3 and Dejavu

Figure 3. Comparison of reduction between our approach when FR=0.3 and Dejavu

Figure 4. Comparison of recall between our approach when FR=0.3 and Dejavu

Figure 5. Comparison of precision between FR=0.3 and FR=0.5
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Figure 6. Comparison of reduction between FR=0.3 and FR=0.5

Figure 7. Comparison of recall between FR=0.3 and FR=0.5
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Abstract
Automatic Test Case selection is an important task to improve the efﬁciency of Software Testing. This task is commonly treated as an optimization problem, whose aim is to
ﬁnd a subset of test cases (TC) which maximizes the coverage of the software requirements. In this work, we propose
the use of Particle Swarm Optimization (PSO) to treat the
problem of TC selection. PSO is a promising optimization
approach which was not yet investigated for this problem.
In our work, PSO was used not only to maximize coverage of requirements, but also to consider the cost (execution effort) of the selected TCs. For this, we developed a
constrained PSO algorithm in which execution effort was
treated as a constraint in the search, whereas the requirements coverage is used as the ﬁtness function. We highlight
that, although execution effort is an important aspect in the
test process, it is generally neglected by the previous work
that adopted search techniques for TC selection. In experiments performed in different test suites, PSO obtained good
results when compared to other search techniques.

1

Introduction

In the search for quality, Software Testing has become a
central task in the software development process, aiming to
assure quality and reliability [1]. However, this task can be
very expensive, taking up to 50% of the total software development cost [2]. Several tools to automate testing tasks
have been proposed, from test generation to its execution.
Existing tools for the generation of test cases can deliver
good test suites concerning requirements’ coverage (e.g.,
[3, 4]). However, these suites are usually too large to be
executed within the available time [5]. Yet, an analysis of
these suites reveals redundancies in the test cases, i.e., two
or more test cases satisfying the same requirement. Hence,
it is desirable to reduce the test suite, in order to respect time
constraints, however without compromising coverage.
In this scenario, this work investigated mechanisms to

select an adequate subset of a given test suite considering
time constraints but safeguarding requirements’ coverage.
Test Case (TC) selection is known to be a difﬁcult task, and
should not be performed at random. In the absence of automatic tools, this task is usually manually performed in an
ad-hoc fashion. Besides being a slow process, manual selection does not always observe requirements’ coverage [6].
Different authors have formulated the TC selection problem as an optimization problem, and tried to solve it by deploying search techniques (e.g., Greedy Search and Genetic
Algorithms) [5]. Our work investigated the use of Particle
Swarm Optimization (PSO) [7] for TC selection. PSO is
a population-based search algorithm inspired in the social
behavior of bird ﬂocks. An increasing attention has been
given to PSO in recent years, motivated by its success in
different problems when compared to Genetic Algorithms
and other search techniques [8]. Despite that, PSO was not
yet investigated in the context of TC Selection.
Regarding selection criteria, the majority of the related
previous works only deploy requirements’ coverage; the
cost of executing the TCs was rarely considered. We implemented a Binary Constrained PSO (BCPSO) [9, 10] considering both the requirements’ coverage (quality) and the execution effort (cost) of the selected subset of TCs. We used
requirements’ coverage as the ﬁtness function to be optimized, and used execution effort as a threshold constraint in
the search. We also propose a hybrid PSO algorithm which
integrates a greedy search mechanism to reﬁne the solutions
provided by BCPSO.
The proposed algorithms were evaluated using two different real-world test suites of functional TCs related to the
mobile devices domain. The performed experiments obtained very satisfactory results. This work is being developed with the support of the CIn-Motorola Brazil Test Center (CIn-BTC) Research Group [3], a partnership between
CIn/UFPE and the Motorola Industrial Ltda (Brazil).
Section 2 brieﬂy discusses the Test Case Selection problem. Section 3 presents the proposed approach. Section 4
brings the experiments and obtained results. Finally, section
5 presents some conclusions and future work.
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2

Test Case Selection

According to [6], Test Case selection is the task of selecting a subset of TCs from a test suite in order to achieve
a given goal (e.g., maximum test suite size, minimum desired coverage etc). TC selection is commonly treated as an
optimization problem by the literature [5]. In this context,
a search technique explores the space of possible subsets of
test cases aiming to ﬁnd the subset which best matches the
problem’s goal. However, the selected subset may not have
the same coverage as the original test suite.
The TC selection problem is NP-Complete [5], in such
a way that it is difﬁcult to solve it in a deterministic
way. Hence, heuristic search approaches are more feasible. Among the search algorithms used in this context, we
can cite the HGS algorithm [11], the GRE algorithm [12],
Greedy Search heuristics for set-covering [13] and Genetic
Algorithms [14].
The criterion of coverage requirement to be optimized
depends on the type of Software Testing. For structural test,
requirements are “pieces” of program code (e.g., blocks,
statements, decisions) that should be exercised by the test
cases [15, 11]. For functional test, in turn, the requirements
are reported in a speciﬁcation of the software [6].
Although previous works have focused on optimizing the
requirements coverage of the selected subset of TCs, the
cost of executing these tests is also important. According
to [14], the actual aim of TC selection is to achieve better
efﬁciency in terms of cost. Nevertheless, few works were
proposed in the context of test case selection considering
cost [14, 16]. Yet, these works performed experiments only
with structural test (although they aim to cover functional
TC as well). In fact, it is harder to consider execution cost
of functional tests, since it is necessary to estimate the cost
of manually typing the TC before its execution [17].
The following sections presents details of our approach,
which considers both coverage and cost whem selecting
TCs. Our experiments evaluated the proposed algorithms
in two functional test suites.

3

PSO to Test Case Selection

Particle Swarm Optimization (PSO) [7] algorithm is a
population-based search technique inspired on the birds
ﬂocks. The basic PSO algorithm initially deﬁnes a random
population of particles, each one having a position in the
search space and a velocity. The position codiﬁes a candidate solution for the problem being solved and the velocity
indicates the direction of the search performed by the particle. The particles are evaluated by a ﬁtness function to
be optimized. For a number of iterations, the particles ﬂy
through the search space, being inﬂuenced by each one’s
own experience and by the experience of their neighbors.

Particles change position and velocity continuously, aiming
to reach a better position.
PSO has shown to be a simple and efﬁcient algorithm
compared to other search techniques, including for instance
the widespread Genetic Algorithms [8]. In the current work,
we investigated the use of PSO to the problem of TC selection. We can point out some applications of PSO in
Software Testing, particularly for test case generation (e.g.,
[18]). However to the best of our knowledge, there is no
work investigating PSO for the TC selection problem.
In our proposal, we formulated the TC selection problem
as a constrained optimization task in which requirements’
coverage is the ﬁtness function to be optimized, and the execution effort of the selected TCs is used as a constraint in
the search. As said before, previous works that deployed
search techniques to TC selection rarely considered the execution cost of the selected TCs. Hence, the investigation
of a constrained TC selection problem, and the use of constrained PSO to solve it are also speciﬁc contributions of
our work.
We developed a Binary Constrained PSO (BCPSO) by
merging two versions of PSO: (1) the binary version of PSO
proposed in [9], since the TC selection problem under consideration has a binary search space; and (2) the PSO version which deals with constrained problems, proposed in
[10]. The BCPSO is presented in section 3.1.
Furthermore, a hybrid implementation of BCPSO with a
greedy-search algorithm, named as Forward Selection (FS),
was developed aiming to verify whether some improvement
in PSO performance could be obtained by using a local
search mechanism for each particle (see section 3.2).
As it will be seen in section 4, the proposed algorithms
were applied to TC Selection of functional test. We highlight that no previous work was found in the literature that
performed cost-constrained TC Selection in the context of
functional software test.

3.1

The Binary Constrained PSO

In this section, we provide a description of the BCPSO
algorithm, developed to select test cases considering both
coverage of software requirements and execution effort.
3.1.1

Problem Formulation and Fitness Function

A particle position indicates a candidate subset of TCs to
be used in the software testing process. Given a test suite
T = {T1 , . . . , Tn } of n test cases, a particle position is
represented as a binary vector t = (t1 , . . . , tn ), in which
tj ∈ {0, 1} indicates the presence (1) or absence (0) of the
test case Tj among the subset of selected TCs.
The ﬁtness of each particle is the percentage of requirements covered by the represented solution. Formally, let
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R = {R1 , . . . , Rk } be a given set of k requirements. Let
F (Tj ) be a function that returns the subset of requirements
in R covered by the individual test case Tj . Then, the ﬁtness
function of a particle represented by t is given as:

| tj =1 {F (Tj )}|
F itness(t) = 100 ∗
(1)
k

In eq. (1), tj =1 {F (Tj )} is the union of requirements
subsets covered by the selected test cases (i.e., Tj for which
tj = 1).
As said, the execution effort of the selected TCs is used
as a constraint in the search process. Formally, each test
case Tj ∈ T has a cost score cj . The total cost of a solution
t is then deﬁned as:

Cost(t) =
cj
(2)
tj =1

r1 and r2 are random values in the interval [0,1]. The ﬁrst
part of eq. (6) represents the inertia factor, the second one
represents the cognitive component of the search (own experience) and the third one represents the social component
of the search(experience from the neighborhood).
The parameters ω, C1 and C2 control the trade-off between the cognitive and the social behavior of the particles. In our work, ω linearly decreases from 0.9 to 0.4, and
C1 = C2 = 2 (as suggested by [19]). Finally, in order to
deﬁne neighborhood, each particle is indexed, and its neighborhood consists of the particles which are its predecessor
and successor.
In PSO, the particle position is updated in the direction of
its velocity. In BCPSO, the update of positions followed the
same operations originally proposed in the binary PSO [9].
First, the sigmoid function is used to normalize the values
of velocity in the interval [0,1] as follows:

In our work, the cost cj was computed for each test case
by using the execution effort estimation model developed
by Aranha and Borba [17]. Finally, we formulated the optimization problem solved by PSO as:
maximize :

F itness(t)

(3)

subject to :

Cost(t) < θ

(4)

In the above equation, θ is a threshold given by the user,
which reﬂects the problem constraint: the amount of resources available to perform the Software Testing. In the
constrained PSO proposed in [9], if a particle violates the
constraint (i.e., if it is an infeasible solution), its ﬁtness is
penalized. The penalization of the ﬁtness function was deﬁned in our work as follows:
F itnessP enalty (t) = F itness(t) − 100

(5)

For particles violating the problem constraint, the ﬁtness
values initially computed using eq. (1) are replaced by the
values computed by the penalized function in eq. (5), assuming non-positive values. This way, the infeasible particles do not inﬂuence the other particles of the population.
3.1.2

Search Operation

In PSO, each particle explores the search space by updating
its position according to a velocity vector v = (v1 , . . . , vn )
which indicates the direction of the search performed by
the particle. The velocity vector is updated at each PSO
iteration by the following equation:
v ← ωv + C1 r1 (t̂ − t) + C2 r2 (ĝ − t)

(6)

In eq. (6), t̂ indicates the best position achieved by the
particle, and ĝ is the best position achieved by its neighbors.

sig(vj ) =

1
1 + e−vj

(7)

Finally, the new particle position is updated as follows:

1, if rj ≤ sig(vj )
tj =
(8)
0, otherwise
In the above equation, rj is a random number sampled
in the interval [0,1]. Equation (8) was proposed in [9] in order to certify that the new positions are still binary vectors.
The position value tj tends to 1 when the velocity assumes
higher values (closer to 1). In its turn, tj tends to 0 for lower
values of velocity (vj close to 0).

3.2

The Hybrid BCPSO-FS

A greedy search algorithm, named as Forward Selection
(FS) inspired on [20], was adapted to consider the execution effort constraint. The search process starts with an
empty set of TCs, and progressively selects a TC that, when
added to the TCs set, does not violate the cost constraint. At
each step, the algorithm chooses the non-selected test case
Tj ∈ T with highest requirements coverage (F (Tj )), and
veriﬁes whether the cost constraint is not violated. Whenever a tie is observed between the best remaining TCs, a
random choice is made. This process is repeated until all
remaining TCs will cause a violation of the cost constraint
when individually added to the TCs subset being formed.
The FS algorithm is combined to the BCPSO in order
to create a new hybrid algorithm (named here as BCPSOFS). The hybrid algorithm is similar to BSPSO, however, at
each iteration of BCPSO, the FS algorithm is used as a local
search mechanism in order to reﬁne each particle’s solution.
Each particle produced in a BCPSO iteration is given as an
initial solution to FS, which reﬁnes it until the stopping criterion of FS is reached. The solutions optimized by FS are
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Experiments and Results

In this section, we present the experiments which evaluated the performance of the implemented search techniques.
The experiments were performed to select TCs from two
test suites used to test mobile devices1 , referred here as
Suite 1 and Suite 2. Both test suites have 80 TCs, however their characteristics are different, as shown in the table
1. Suite 1 is more complex, covering a higher number of requirements. The total effort needed to execute all test cases
in Suite 1 is also higher when compared to Suite 2.
The TCs in Suite 1 are less redundant2 , i.e. two distinct
test cases rarely cover the same requirement. Hence, for
Suite 1, it is expected to be more difﬁcult to ﬁnd a solution
with good ﬁtness evaluation. In Suite 2, in turn, each test
case individually covers a higher number of requirements,
1 These suites were obtained from the Motorola CIn-BTC (Brazil Test
Center) research project
2 Redundancy of a suite is measured by the average Jaccard similarity
between the sets of requirements covered by each pair of TCs.
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Figure 2. Search progress on ﬁtness observed for Suite 1 and θ=50%

Figure 1. Search progress on ﬁtness observed for Suite 1 and θ=75%
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BCPSO
BCPSO−FS
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Fitness Evaluations

Fitness Evaluations

then used as the particles population of the next iteration of
BCPSO. The hybrid algorithm alternates the use of BCPSO
and FS during the search: BCPSO performs a global exploration of the search space, whereas FS reﬁnes the solutions
provided by BCPSO thus performing a local search.
Hybrid algorithms that combine global and local procedures have shown to be useful in other applications (e.g.,
[21]). We expect that the hybrid algorithm proposed in our
work can also be useful for TC selection.

70

60

BCPSO
BCPSO−FS
Random
0

80

Table 1. Characteristics of the Test Suites
Suite 1
Suite 2
Total Effort
1053.91 min 699.31 min
n. of Requirements
410
248
Redundancy
0.36%
14.09%
n. of Test Cases
80
80

with a higher level of redundancy. This characteristic makes
it easier to select test cases in Suite 2.
In our experiments, we evaluated the search progress of
BCPSO and BCPSO-FS for each suite in two different scenarios regarding the threshold (θ). In these scenarios, the θ
threshold was deﬁned to reduce the execution effort to 75%
and 50% of the total effort estimated for each suite. The
search stopping criterion was set to the maximum number of
200,000 ﬁtness evaluations (which showed to be big enough
to allow the convergence of each tested algorithm).
As a basis of comparison, we also performed experiments using a purely random search, which, despite its simplicity, has the advantage of performing a uniform exploration of the search space, being very competitive in other
contexts [21]. Each algorithm was executed 100 times for
each suite and scenario considered.
Figures 1, 2, 3 and 4 present the average ﬁtness (over
the 100 runs) along the number of ﬁtness evaluations. The
proposed algorithms outperformed the Random search in
all suites and scenarios, which indicates that the proposed
algorithms were feasible to optimize the ﬁtness function.
By comparing BCPSO to BCPSO-FS, we observed that
BCPSO obtained in general a better behavior in the begin-
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Figure 3. Search progress on ﬁtness observed for Suite 2 and θ=75%

ning of the search. In the initial iterations, a global exploration of the search space performed by BCPSO was more
important than the reﬁned search performed by BCPSO-FS.
The BCPSO-FS, in turn, obtained better results when used
to reﬁne relatively good regions of the search space. In these
regions, the FS local search could achieve positions which
were difﬁcult to be yielded by BCPSO.
As expected, better results were observed for Suite 2 (the
less redundant suite) for which the search algorithm converged to adequate solutions within a lower number of ﬁtness evaluations. We could also notice that the constraint
imposed in the search had an impact in the results. For
θ=75%, the search algorithms obtained in general better results, since this constraint is not so strong. In fact, the higher
is the value of θ, the higher is the number of subsets of TCs
that do not violate the execution effort constraint (i.e. the
higher is the number of feasible solutions). These results
indicate that the performance obtained by the search algorithms would be dependent both on the characteristics of the
test suite given as input, and on the resources constraints
imposed by the context of application.
Finally, we compared the best solutions found by each
algorithm BCPSO, BCPSO-FS, FS and Random (see table
2). Our results showed that the hybrid BCPSO-FS outperformed all other algorithms in all scenarios for Suite 1 (the
most complex one). For Suite 2, all algorithms (apart from
Random) achieved coverage values of 100%. Despite its
simplicity, the FS algorithm has shown to be very competitive, particularly when compared to the BCPSO. The
hybridization showed to improve the BCPSO algorithm by
adding an explicit mechanism of local search. Other hy-

5.000

Figure 4. Search progress on ﬁtness observed for Suite 2 and θ=50%

Table 2. Best average ﬁtness results
Algorithm
Suite 1
Suite 2
θ=75% θ=50% θ=75% θ=50%
BCPSO
93.50
77.39
100.00
100.00
BCPSO-FS
95.26
80.19
100.00
100.00
FS
95.00
78.43
100.00
100.00
Random
82.74
69.43
97.02
94.43

brid search strategies can be investigated in future work, for
instance, by adopting other greedy search techniques.

5

Conclusion

In this work, we investigated the use of Particle Swarm
Optimization for TC selection. We can point out some contributions of the current work. First, to the best of our
knowledge, PSO was not investigated yet in the context
of TC selection. Also, we considered the effort in executing the selected test cases by formulating TC selection as
a constrained optimization task and by proposing speciﬁc
versions of PSO to treat this task.
We implemented a Binary Constrained PSO (BCPSO)
and a hybrid algorithm BCPSO-FS, which integrated the
FS algorithm to improve the performance of the BCPSO. In
the performed experiments, BCPSO and BCPSO-FS outperformed the results obtained by a Random search, thus
verifying the viability of using PSO to TC selection. The
BCPSO-FS obtained good results when compared to its individual components. The good performance of BCPSO-FS
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was achieved by combining the global search performed by
BCPSO and the local search performed by the FS algorithm.
Several extensions of the current work can be considered
in the future. First, we intend to perform experiments on
more test suites, and investigate the effect of the PSO’s parameters in its performance. Following, we intend to adapt
a higher number of algorithms for dealing with constrained
TC selection and to perform a more complete comparison
of techniques. Finally, we will investigate new strategies to
combine search techniques, in order to provide more robust
hybrid algorithms for TC selection.
Acknowledgments: The authors would like to thank CNPq,
CAPES (Brazilian Agencies) and National Institute of Science and Technology for Software Engineering (INES) for
their ﬁnancial support.
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Abstract

of a linear model are its simplicity and ease of use, while
its major drawback is its high model bias: if the underlying function is not well approximated by a linear function,
then linear regression produces poor results. Support vector
regression is a kernel method for regression based on the
principle of structural risk minimization [5]. This method
exploits the fact that, over a small enough subset of the domain, any sufﬁciently nice function can be well approximated by a linear function. Kernel methods have outperformed more traditional techniques in a number problems,
including regression [3][4].
This paper discusses regression models over a statistical view of learning in an application with software defect
estimation. A NASA software project data base [6] is considered. This dataset is related to one of the NASA projects
and contains several modules. All discovered faults of the
system are also registered in each dataset, together with the
number of module containing the fault.
The idea is to present the usefulness of the SVR method
as one alternative to the problem of software engineering estimation models, particularly defect estimation. In addition,
the SVR method is compared with two regression statistical
methods. The performance of the methods is measured by
the prediction accuracy that is assessed based on the mean
magnitude of relative errors (MMRE).
The structure of this paper is as follows: Section 2
presents regression methods. Section 3 describes the importance of estimation in software engineering and shows
the NASA data base. Section 4 presents an experimental
evaluation of the methods using the NASA data set. Finally,
Section 5 gives the concluding remarks.

By using a kernel function, data that are not easily separable in the original space can be predicted data. This
paper evaluates the performance of support vector regression for software defect estimation. In addition, this method
is compared with the two statistical methods: kernel and
linear regression. The performance of the methods is assessed by the mean magnitude of relative errors (MMRE).
Experiments were carried out using a project data set from
NASA and the results show that support vector regression
methods gives better performance than regression statistical methods in this task.

1. Introduction
Software development and maintenance constitutes a
signiﬁcant cost for organizations, and the manner of high
quality software requires extensive testing for software defects [1]. Quality of a software system is relative to the
number of defects reported in the ﬁnal product. Early discovery of software errors is very important and may cause
signiﬁcant cost savings, especially for large and complex
systems.
During the past years, many researchers have attempted
to evaluate different methods and several defect prediction
systems have been proposed. The results of these systems
are given in terms of classiﬁcation accuracy, precision, performance, etc. However, these factors do not really show
the goodness of the model. Examples of software defect estimation using global learning methods include the regression method [3], classiﬁcation [7] and examples of software
effort estimation contain the neural networks [2][4].
Machine learning techniques use data from past projects
to build a regression model that is subsequently employed
to predict the defect of novel projects [3]. The linear regression [8] is widely used in statistical estimation. The beneﬁts

2. Kernel-Based Regression Methods
This section presents two regression methods. These
methods construct a local approximation of a linear function that model the relation between a set predict variables
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and a response variable at the query point. The goal of a regression method is to ﬁnd the function f (x) that best models the training data. In the linear regression, this is done by
ﬁnding the line that minimizes the sum of squares error on
the training set.
Let Ω = (xi ), yi (i = 1, ..., n) be a training data set.
Each pattern i is described by a vector xi = (xi 1, .., xi p)
representing quantitative values of p predictor variables
(X1 , ..., Xp ) and a quantitative response valueyi representing the value of a dependent quantitative variable Y .
In our case, we aim to build regression models with a
training data set and to use these models to predict software
project defects

2.1. Support Vector Regression (SVR)
Support vector machines (SVMs) are a set of related
learning methods for classiﬁcation and regression problems
introduced by Vapnik and they have attracted much research
attention in recent years due its demonstrated improved generalization performance over other techniques in many real
world applications [4]. The main difference between SVM
and these techniques including neural network is that it
minimizes the structural risk instead of the empirical risk.
The principal is based on the fact that minimizing an upper
bound on the generalization error rather than minimizing
the training error is expected to perform better.
Support vector regressions (SVRs) are state-of-art learning machines for solving linear and non-linear regression
problems. They are able to construct spline approximations of given data independently from the number of inputdimensions regarding complexity during training and with
only linear complexity is compared to exponential complexity in a conventional method.
In ε-SVR [5], our goal is to ﬁnd the ε-insensitive loss
function. This function deﬁnes a band around the true outputs sometimes referred to as a tube. The idea is that errors
smaller than a certain threshold ε > 0 are ignored. On the
other hand, we do not care about errors as long as they are
less than ε, but will not accept any deviation larger than this.
When using SVR for linear regression, the function is
given by
f (x) = ω, x + b with ω ∈ X, b ∈ 

(1)

where ... denotes the dot product in X. For the case
of nonlinear regression,f (x) = (ω, φ(x)) + b, where φ
is some nonlinear regression function witch maps the input space to a higher (maybe inﬁnite) dimensional feature
space.
The SVR algorithm involves the use of Lagrangian multipliers, which rely solely on dot products of φ(x) . This
can be accomplished via kernel functions, deﬁned as

K(xi , xj ) = φ(xi ), φ(xj )

(2)

Thus, the method avoids computing the transformation
φ(x) explicitly. The common kernel types are linear, polynomial and Gaussian kernels. In this paper, we consider
SVR with linear kernel that is computed as K(xi , xj ) =
xi , xj .

2.2. Kernel Regression (KR)
The kernel regression [8] (here called KR) is a wellestablished non-parametric method for nonlinear regression
in which the target value for a test point is estimated using a
weighted average of the surrounding training samples. The
weights are typically obtained by applying a distance-based
kernel function to each of the samples, which presumes the
existence of a well-deﬁned distance metric.
The essential idea of this method is that in estimating
f (x) it is desirable to give greater weight to observations
that are close to the focal xi . Considering d(x, xi ) the distance between an observation x of the data set D and the
query xi . To weight the neighborhood of xi it is need a
kernel function K(d(x, xi )) that attaches greatest weight to
observations that are close to the focal xi , and then falls
off symmetrically and smoothly as |d| grows. Given these
characteristics, the speciﬁc choice of a kernel function is not
critical.
A popular kernel function is the Gaussian function
(equation 5) given by
1 −d(x,xi )
K(d(x, xi )) = √ e 2h
2π

(3)

where d(x, xi ) is the square Euclidian distance between x
and the location of interest xi . Here, the bandwidth h is the
standard deviation of a normal distribution centered at xi .

3. Software Defect Estimation
Software estimation is responsive to the widespread
problems the software industry has experienced in creating
meaningful cost and schedule estimates. The estimations
are the basis of planning and particularly they are useful in
schedule and budget development. It is important to estimate the size of the software, the project costs and number
of defects the whole project.
Software defect is probably one of the most analyzed response variables in recent years in the process of project
management. The determination of the estimated value
for this variable when initiating software projects allows
us to quality and resources of productivity software. The
cost of ﬁxing a defect later can be several orders of magnitude higher than during development, yet a program must
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be shipped by some deadline dictated by market considerations. This makes the estimation of the number of remaining defects a very important challenge.
In order to run an application with software defect estimation using support vector regression, experiments with
a well known NASA data set presented in [6] is considered in this paper. This data set contains 18 projects. Each
project has several examples that are described by two predictor variables and a response variable that is Error Count
(EC). Here, two projects KC1 and KC4 of this data set are
adopted.
The project KC1 is a large ground system and made up
of 43KSLOC of C++ code. The predict variables considered for this project are Design Complexity (DC) that is the
degree of complexity of the module and Branch count (BC)
that is the number of ramiﬁcation in the module.
The project KC4 is a ground-based subscription server
and consisting of 25KLOC of Perl code. The predictor
variables are: Branch count (BC) and Node Count (NC)
that is number of nodes found in a given module.

4. Experimental Evaluation
This section presents an performance analysis of the regression methods based on kernel functions considered in
this work regarding the projects KC1 and KC4. In addition, these methods are compared with the classic linear
regression one. The accuracy prediction of the methods is
measured by the mean magnitude of relative error (MMRE)
that is estimated by the hold-out method in the framework
a Monte Carlo simulation. The experiments are performed
using the Language R [3].
Lower values of MMRE mean good regression models,
and a common criterion for accepting a model as good is
M M RE ≤ 0.25 [3] and [4]. The mean magnitude of relative error (MMRE) is given by
n

M M RE =

1  |yi − yˆi |
n i=1
yi

(4)

where yi and yi are the original and estimated value for Error Count (EC), respectively, and n is the size (number of
examples) of a project.
Initially, an analysis to measure the linear correlation between the variables for each project is carried out. The correlation ρ is given by the Pearson’s Correlation. Small values of ρ mean low degree of relationship between two variables.
The correlation between the NC and BC variables for
the project KC4 is given by ρ = 0.281688. This value
points out low degree of linear dependence between these
variables. Regarding the linear correlation between a predict variable and the response variable (EC) for the project

KC4, we have that the correlation between NC and EC
variables is ρ = 0.6942585 and correlation between BC
and EC variables is ρ = 0.6792276. These values indicate
that there is a moderate correlation between predictor and
response variables for project KC4 .
For the project KC1, the correlation between the BC and
DC predictor variables is ρ = 0.2177881. Again, the predictors variables are fairly correlated. Regarding the linear correlation between a predict variable (EC) and the response variable for the project KC1, we have that the correlation between BC and EC variables is ρ = 0.3743979
and the correlation between DC and EC variables is ρ =
0.6928196. These results show that there is a moderate correlation between DC and EC variables and a fair correlation
between BC and EC variables.
The regression methods were applied to the projects
KC1 and KC4 and the MMRE for each regression method
was computed from a test data set. Test and learning sets
are randomly selected from each project. The learning set
corresponds to 75% of the original data set and the test data
set corresponds to 25%. The experiments were organized in
the framework of Monte Carlo simulation and the estimated
MMRE of corresponds to the average of the MMREs found
between the 100 replications of the test set. Statistical Student’s t-test for paired samples at a signiﬁcance level of 5%
is then applied to compare the methods.
Regarding the application for the SVR method was used
the value 10− 1 as the cost parameter and the linear kernel.
For KR method was used the value 0, 75 as span parameter.
Two regression models were adopted for estimating the
response variable (ER): a model with one predictor variable
(simple regression) and a model with two predictor variables (multiple regression).
Table 1 presents the average and the standard deviation
for the MMRE considering the Linear, KR and SVR regression methods and multiple and simle model for project
KC4. For the simples regression model was used the NC
variable as predictor because this variable is the best option
in terms of the correlation coefﬁcient ρ . From the results in
this table, we can observe that the SVR model outperforms
the KR and linear methods.
Table 1. MMRE for Project KC4
Measure

Simple Regression
SVR

KR

Linear

Average

0.00920101

0.0115975

0.0118506

Standard Deviation

0.00686635

0.010012

0.00797625

Multiple Regression
SVR
Average

KR

0.01360363 0.01532860

Linear
0.0151362

Desviation Standard 0.00340079 0.00815224 0.00429567
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Table 2 shows the average and the standard deviation for
the MMRE considering the Linear, KR and SVR regression
methods and multiple and simple model for project KC1.
For the simples regression model was used the DC variable
as predictor because this variable is the best option in terms
of the correlation coefﬁcient ρ . From the results in this
table, again we can observe that the SVR model is better
than the KR and linear methods.
Table 2. MMRE for Project KC1
Measure

Simple Regression
SVR

KR

Linear

Average

0.00876021

0.0177154

0.0193363

Standard Deviation

0.0011359

0.00463945

0.0027578

Multiple Regression
SVR

KR

Linear

Average

0.0193927

0.0216992

0.028415

Standard Deviation

0.0193927

0.0056143

0.00412899

Table 3 and Table 4 present the comparison between the
regression methods for projects KC4 and KC1, respectively, based on the observed values of statistic tests. Let
μ1 and μ2 be the average of the MMRE for SVR method
and a non-SVR method, respectively. Here, the null and alternative hypotheses of a statistic test are: H0 : μ1 = μ2
and H1 : μ1 < μ2 .
Table 3. Methods for Project KC4
Model

SVR × Linear
p-value

Simple Regression
Multiple Regression

Decision

4.557715e − 06 Reject H0
0.0004909987

Reject H0

SVR × Kernel
p-value

Decision

Simple Regression

0.03787513

Reject H0

Multiple Regression

0.005610107

Reject H0

Table 4. Methods for Project KC1
Method

SVR × Linear
p-value

Simple Regression

Decision

1.977956e − 18 Reject H0

Multiple Regression 1.977956e − 18 Reject H0
SVR × Kernel
p-value
Simple Regression

clearly superior to those of the kernel and linear regression
methods.

5. Conclusions
In this paper, we have investigated the use of support
vector regression for estimation of software project defect.
We have carried out experiments using two projects of the
well-known NASA data set. The support vector regression
method was compared the both kernel and linear regression methods. We have considered the estimation of defect based solely on the simple regression, as well as, multiple regression for the two projects. The prediction quality is assessed by MMRE. This measure is estimated by
hold-out method in the framework of a Monte Carlo simulation with 100 replications. The results provided by the
SVR method are compared with the correspondence results
provided by linear and kernel regression methods regarding
the two projects. Indeed, the results showed that the SVR
model is the best option in terms of prediction quality.
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Abstract—Knowing how a software project is likely to evolve is
an essential problem for any software project manager. Finding
efﬁcient predictors for performance indicators (e.g., bugrates)
has been the focus of many studies. Previous studies found
that process metrics make likely candidates for this predictor
role, for bug data in particular. We propose a methodology
for in-depth analysis of process metrics to ﬁnd out how they
relate to changes. We use a lexical approach to classify changes
into perfective, adaptive and corrective changes. The analysis
consists of examining a set of hypotheses on the nature of the
relationship of certain process metrics and the change categories,
e.g., perfective changes and their impact on the consecutive bug
appearance rate of a module. As this work is in progress, we
present a pilot study on a module of the Ant Project to showcase
and discuss our technique and point out early trends.
Index Terms—Data Mining; Process Metrics; Software Repositories; Change Management Data; Maintenance;

I. I NTRODUCTION
Efﬁcient monitoring of a software project is a fundamental
need of any project manager. With mailing lists, version control and problem tracking databases huge pools of historical
project data are at the disposal to depict a detailed current
state of the project and possible threats. A focus of current
research is on building models for fault prediction (e.g., [9]
or [15]), however there is also a need for a more ﬁne-grained
analysis of change and process metrics. Mockus et al. present
a lexical approach to classify changes more differentiated
in[7] . We want to expand on this approach by showing how
speciﬁc maintenance tasks (adaptive, corrective and perfective
changes) relate to process metrics, e.g. wether a perfective
change temporarily decreases the fault rate in a module.
We want to show that there are signiﬁcant differences
between the various process metrics and the categories of
changes - e.g., that fault data based on a bug tracker and
bug ﬁxing procedures through corrective changes might not
be as closely related as generally is assumed. We use the
Core Module of the Ant Project1 , a subproject of the Apache
Project2 to showcase trends that warrant further research and
to discuss our technique and tooling. In future work we will
formulate a more generic methodology to perform analyses
on heterogenous projects, based on the experiences made
with this study. The planned analysis consists of a regression
1 http://ant.apache.org
2 http://www.apache.org

analysis and a time series analysis similar to the analysis in
[5]. The knowledge gained by the pilot study will be used as
a foundation for multiple project analysis.
II. P RESENTING THE I DEA AND THE DATA
Predicting fault data as shown by Zimmermann et al. in
[15] is a helpful source to learn more about the nature
of software projects. However, from a project management
point of view ﬁnding or predicting bugs is only one part of
improving software quality. To prevent bugs and to keep the
number of bugs low is as much of a priority as knowledge
about possible bugs. Performance increase and keeping the
system scalable, stable and secure is important as well. These
problems are not addressed by analyzing or predicting bugs
alone. To analyze most of these factors, we will examine the
relationship of process metrics and corrective, adaptive and
perfective changes. We use the deﬁnition by Mockus in [7] corrective changes are changes to ﬁx faults, adaptive changes
are changes that add new features and perfective changes
are changes that restructure the code to accommodate future
changes.
We propose the following hypotheses:
• Hypothesis 1: Process metrics provide meaningful results
for corrective changes as it has been proven in various
studies (e.g., in [15]) that process metrics relate to fault
data and that this bug rate is constant (i.e. corrective
changes are constant too).
• Hypothesis 2: Process metrics provide meaningful results
for adaptive changes as some process metrics measure
developer activity on a module and an active module is
likely subject to further adaptive changes. Some process
metrics analyze numbers of faults and changes and as has
been suggested and proven in literature, modules that are
prone to change are also likely to contain faults (See [10]
or [9]).
• Hypothesis 3: Process metrics are unlikely to relate to
perfective changes in a signiﬁcant fashion as process
metrics measure activity and perfective changes are more
likely subject to the design of modules than implementation activity .
As this is work in progress, the hypotheses are not veriﬁed
or discarded based on the pilot study. There will be a ﬁner set
of more speciﬁc sub-hypotheses based on the data gathered
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in the pilot study for the ﬁnal study (e.g., Perfective Changes
reduce the consecutive fault rate of a module over a given
period of time).

there is something like the decay of a perfective change.
The data required for this metric is the sum of all changes
in a given time period.
• Number of developers who have made deltas on the
module: We will analyze if the number of developers
relates to changes undertaken in the module. A natural
assumption here is that a high number of developers
might lead to an increase in perfective changes later on
in the module. This metric is gathered from the SVN by
using StatSVN7 .
Further planned process metrics for the ﬁnal study:
• Measure of the average age of the code: This measure
is calculated by using dates of changes weighted by the
size of the changes.
• Weighted time damp model: Graves et al. use this model
to compute a module’s fault potential.

A. Classifying Change
We classify changes using an approach introduced by
Mockus et al. in [7]. To test our approach we chose the Core
Module of the Ant Project. We use scripts based on previous
work of Mockus et al.3 - a stand-alone tool is planned for the
ﬁnal study that integrates further process metrics and gathers
the project data (bug database and version control repository
data) by itself. The change data is gathered from a code
repository, in this case it is Subversion (SVN)4 . We gathered
the changes over different time periods (2008 for Number of
Deltas, 2003-2008 for Number of Faults and Developers) for
a more diverse view on the data. We use the comments of
each MR to classify the changes into corrective, adaptive and
perfective changes. The WordNet5 support to gather the stems
of the words has not been implemented yet, but is planned for
the categorization heuristic in the ﬁnal study. Following the
keyword clustering procedure, the classiﬁcation rules had to
be altered to provide meaningful results.
There are different approaches for classifying changes, e.g.,
the approach presented by Sliwerski et al. in [13]. However
we were more interested in the maintenance tasks themselves
than in the outcome (i.e., bug introduction). Additionally, we
were interested in all changes not just the ones linked to the
bug tracking system, as the data from the pilot study suggests
that there are more corrective changes unrelated to bugs in the
bug tracking system.

III. A NALYZING THE R ESULTS
We plan to analyze process metrics and their relationship
to changes - one kind of analysis is done by correlating both
measures with each other. We use the introduced set of process
metrics on each kind of change and on all changes. In the
second analysis we follow a different approach - we evolve
the metric values and the changes in a time-series analysis,
similar to Herraiz et al. in [5].
A. Number of Past Faults

B. Gathering the Process Metrics
We will use the process metrics used by Graves et al. in [3]
in the ﬁnal study - a subset was chosen for the pilot study. To
retrieve the data from Bugzilla6 we employed scripts used by
Mockus et al. in [6].
The following process metrics are included in the pilot
study:
• Number of past faults: Graves et al. found that the
number of faults in a module in the future are related
to the faults found in the module in a past period of
time; future faults are a constant multiple of past faults
according to them. By classifying change we aim to prove
that the consecutive fault rate decreases after a perfective
change took place. We gather this metric by mining data
from Bugzilla.
• Number of deltas: We will use the number of deltas
to a module to ﬁnd trends of increase and decrease depending on the kind of change that has been undertaken.
According to Graves et al. a high number of deltas is
an indicator for future faults in the module and thus
corrective changes. The aim of this analysis is whether
3 http://mockus.us/oss/
4 http://subversion.tigris.org

Fig. 1.

Number of Faults and Classiﬁed Changes per Month (2003-2008)

Studies similar to the work presented by Sliwerski et al. in
[13] show that there has been some effort to link corrective
changes and bugs in a bug tracking system. However, as can
be seen in Figure 1 corrective changes seem like multiples
of the bug rate (a bug is not ﬁxed by a single change and a
bug might be reopened). If a large number of bugs are ﬁxed
without ever entering the bug tracking system, predicting fault
data by using former fault rates needs to be reconsidered, even
if one assumes that the behavior of not reported bugs is a
constant factor (i.e., the number of bugs not reported does

5 http://wordnet.princeton.edu/
6 https://issues.apache.org/bugzilla

7 http://www.statsvn.org/
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TABLE I
N UMBER OF FAULTS AND C LASSIFIED C HANGES
Changetype
Corrective
Perfective
Adaptive
All Commits

TABLE II
N UMBER OF D ELTAS AND C LASSIFIED C HANGES

Correlation Values
0,78
0,59
0,61
0,67

Changetype
Corrective
Perfective
Adaptive

not change over time). While our pilot study seems to carry
the current assumptions from bug data analysis, perfective
changes and their impact on the fault rate provide a challenge
for future analysis. When looking at Figure 1 we see two
perfective spikes, which are followed by a decline in the bug
rate - however adaptive changes and perfective changes spike
there too, so a general change activity is more likely to have
occurred than a suggested relationship of perfective changes
and a temporarily lowered bug rate. The correlation values
presented in Table I indicate that corrective changes correlate
moderately with the fault rate. Perfective and adaptive changes
correlate moderately as well with the fault rate, however
are distinguishably lower than correlation of fault rate and
corrective changes.

Correlation Values
0,85
0,89
0,9

schedules (see Figure 1 which shows corrective and adaptive
changes peaking in similar timeframes). By normalizing the
change numbers by activity, we might be able to smoothen
the change curves. The correlations shown in Table II strongly
indicate that all three types of changes are dependent on the
number of all commits and that there is no ”asynchronous”
change type, i.e. a change that happens more frequently during
low activity in the repository.
C. Number of Developers Who Have Made Deltas on the
Module

B. Number of Deltas

Fig. 3.
Month

Number of Developers and Classiﬁed Changes (2003-2008) per

Fig. 2. Number of Deltas - Classiﬁed by Change Category (2008) per Month

In Figure 2 changes are split into the three categories, unspeciﬁed changes are not depicted, because the categorization
technique is still being tuned. For the pilot study we assume
the unspeciﬁed changes to be distributed according to their
categorized appearance (adaptive and corrective accounting for
the majority of the changes). About 25% of the changes could
not be categorized by our solely automated categorization. We
hope to decrease the amount by adding additional features to
the mechanism. Figure 2 shows summed up changes (over the
course of a year - 2008 - for better visibility). While corrective
changes seem constant (in accordance to our hypotheses),
perfective changes peak twice. One of the peaks happens
before a peak of corrective and adaptive changes, however the
sample size is too small to make any assumptions yet, since
it can be seen in Figure 1 that corrective changes spike over
a longer time period and this is in contrast to our hypotheses.
An additional process metric to be taken into consideration for
the ﬁnal study is feature requests per month, to see whether
adaptive changes are demand-driven, or just prone to activity

As can be seen in Figure 3, the number of developers
committing to the module seem constant, while the changes
show peaks. It can be noted that the developer peak and the
change peak fall within the same time frame, however further
change peaks are not accompanied by developer peaks. The
data gathered for the pilot study is not sufﬁcient to make any
assumptions about how the number of developers and changes
of modules relate (Past research by Graves et al. show that fault
data and number of developers do not relate signiﬁcantly).
This is further carried by the correlations shown in Table
III. Curiously, adaptive changes correlate moderately with the
developer number, indicating that feature adding procedures
do increase with a higher developer number, while corrective
and perfective tasks do not.
IV. T HREAT TO VALIDITY
As this is work in progress, the threats to validity of the presented study are many. We understand that for the ﬁnal study,
the change classiﬁcation approach needs further validation and
at least the WordNet support. As projects in the open source
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TABLE III
N UMBER OF D EVELOPERS AND C LASSIFIED C HANGES
Changetype
Corrective
Perfective
Adaptive
All Commits

Correlation Values
0,31
0,44
0,53
0,45

community are constantly evolving one has to keep in mind
that statements about these projects are only temporary valid there is no shipment and therefore a hypothesis like ”Perfective
changes reduce future bugs in the software” can only be proven
temporarily (i.e., for a speciﬁc version). The values presented
here are subject to change and present the values generated by
our tools for the time being. The tools (e.g., the dictionary for
the lexical approach) are still being tuned and might still show
skewed results. Our lexical approach is not as successful yet
as attempts in previous studies, however we did employ it on
different Apache modules with similar performances (about
half of the changes classiﬁed before tuning it).
A. Goals of the Pilot Study
The pilot study presented here should showcase an example
of the data we will analyze. We present the pilot study to
evaluate our approach and if the data can be gathered required
can be gathered in a fashion that can be carried over to
different projects with similar technological settings. Even
though we can not discard or prove any hypotheses yet,
the pilot study provides us with insights for more speciﬁc
hypotheses.
V. C ONCLUSION
We showed that process metrics and classiﬁed changes
raise interesting questions to expand on in future work. We
explained the tools and techniques we plan to use in the ﬁnal
study and showed intermediate results on a single module
of the Ant Project. We gave insight into the gathered data
by showing the development of the metrics and dependent
variables over time. One of the most interesting questions is
on the relationship of bug tracking and corrective changes for the ﬁeld of bug prediction, ﬁndings here might have a
considerable impact. Less evident from the data presented is
the relationship of perfective changes and process metrics. Is
the beneﬁt of refactoring measurable? Are perfective changes
capable predictors of temporary fault rate decreases? The pilot
study itself has delivered trends and gave insight into the data the results however have their drawbacks and potential pitfalls.
A. Future Work
We presented data in the pilot study that warrants a more
thorough analysis, therefore we plan to do a regression analysis
and a time-series analysis for the ﬁnal study. It is planned to
have a user-friendly tool for the analysis in the ﬁnal study, so
as many as possible projects can be analyzed. By enlarging
the study we aim to derive a model that holds general validity,
or if that is not feasible, a learning model that can be used

in any project after parameterization. We plan to augment our
analysis by product metrics, which should provide interesting
results especially for perfective changes. A further parameter
that might be introduced into our analysis is the modiﬁcation
done in a change to further distinguish between categories of
changes (additionally to integrating simple change size and
interval into the classiﬁcation mechanism). Furthermore we
consider implementing an approach similar to Fluri et al. in [2]
to deliver additional information about the change categories
and adding thorough refactoring analysis to the categorization
(as presented by Weissgerber et al. in [14]).
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In this paper, a novel cost-effective combinatorial test case
prioritization technique will be proposed. This technique takes
both the importance of combination and the cost of test cases
into consideration. The contributions of our work include: (1)
proposing a novel metric to assess the combinatorial coverage
efficiency of combinatorial test suite; (2) proposing two greedy
algorithms, which prioritize test cases in existing combinatorial
test suite; (3) show the properties of proposed technique and its
advantage over some existing methods in experiments.

Abstract—Combinatorial testing has been widely used in practice.
People usually assume all test cases in combinatorial test suite
will be executed fairly. However, in many applications where
combinatorial testing is needed, the entire test suite is not run as
a result of test resource constraints. To improve the efficiency of
testing, combinatorial test case prioritization technique is needed.
This paper presents a novel cost-effective combinatorial test case
prioritization technique, which takes combination weights and
test costs into account. Firstly, a metric, which could incorporate
varying combination weights and test costs, is proposed to assess
the combinatorial coverage efficiency of combinatorial test suite.
And secondly, two heuristic algorithms are proposed to prioritize
combinatorial test cases. Finally, experimental results are given
to illustrate the properties of proposed technique, and also prove
its comparative advantage over existing methods.

This paper is organized as follows. Section 2 presents some
backgrounds. Section 3 proposes a metric for combinatorial test
case prioritization. Section 4 describes two algorithms. Section
5 provides experimental results. And finally, section 6 gives a
conclusion and future works.

Keywords-software testing, combinatorial testing, test case
prioritization, metric, algorithm.

II.

BACKGROUND

In this section, some backgrounds will be presented.
I.

INTRODUCTION

Combinatorial testing (CT) is a practical testing technique.
For a system under test (SUT) that has n parameters (or factors),
it is unacceptable to cover all the possible n-tuple combinations
of parametric values, since the combinatorial explosion of
parametric values. CT provides a tradeoff between the cost of
testing and the degree of combinatorial coverage. For example,
2-way CT (also named as pair-wise testing) requires covering
all the 2-tuple combinations rather than the n-tuples. CT has
been studied and applied widely because of its efficiency and
effectiveness. Especially, it is very effective for some highlyconfigurable systems [1].
In traditional testing process, all test cases in test suite will
be run fairly and completely to achieve a given combinatorial
coverage criteria. However, in many applications where CT is
needed, for example regression testing, the entire combinatorial
test suite is not run as a result of test resource constraints. To
improve the efficiency of testing, the combinatorial test case
prioritization technique, which prioritizes test cases to cover
some important combinations of parametric values as soon as
possible, is needed to extend traditional CT technique. Besides
the importance of combinations of parametric values, it is also
necessary to take the cost of test cases into account: the test
cases that require less cost should be run as earlier as possible
to save the testing resource. Without loss of generality, we
assume the “cost of test case” means the consumed time of the
running of such test case.

A. Combinatorial Testing
In order to detect the faults that are triggered by interactions
among parameters, combinatorial testing (CT) aims to cover
some specific combinations of parametric values.
For a system under test (SUT) that has n parameters (or
factors), we suppose each factor fi has ai discrete valid values
(i=1, 2, …, n). Without loss of generality, let F={f1, f2,…, fn}
denote the set of factors, and Vi={1, 2,…, ai} denote the set of
valid values for fi (i=1, 2, …, n).
Definition 1. The n-tuple test=(v1, v2, …, vn) is a test case
for SUT, where v1V1, v2V2,…, vnVn.
Definition 2. Given a 2-dimension array A=(ai,j)m×n, where
the j-th column is associated with the factor fjF and there are
ai,jVj for j=1, 2,…, n. If each m× (1<<n) sub-array contains
all possible -tuple combinations of parametric values of
corresponding  parameters, then A is a -way covering array
(or a covering array with a fixed strength ). It could be
denoted as CA(m; , F).
For a given SUT, a -way combinatorial test suite, which
covers all -tuple combinations of parametric values, could be
obtained easily from a -way covering array. Here, each row of
covering array is a test case of test suite. Therefore, we say that
combinatorial test suite and covering array are equivalent in
this paper.
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For example, we consider a system that is shown in Table I.
Exhaustive testing requires 34=81 test cases. However, the 2way combinatorial test suite (Table II) needs only 9 test cases
to cover all the 2-tuple combinations of parametric values.
TABLE I.

THE SUT WITH 4 PARAMETERS

ClassA
A1
A2
A3

ClassB
B1
B2
B3

ClassC
C1
C2
C3

For the situation that neither importance of combinations
nor test costs are taken into consideration, R. C. Bryce et al
proposed a metric for combinatorial test prioritization, and used
the first strategy to prioritize combinatorial test cases [13].
The importance of combinations is also taken into account.
The covering array that involved in the varying combination
weights is named as the biased covering array. R. C. Bryce et al
adopted the second strategy to generate biased covering array
[14]. And X. Chen and Q. Gu used the ant colony algorithm to
generate biased covering array [15].

ClassD
D1
D2
D3

TABLE II. PAIR-WISE TEST SUITE FOR SUT

ClassA
A1
A1
A1
A2
A2
A2
A3
A3
A3

ClassB
B1
B2
B3
B1
B2
B3
B1
B2
B3

ClassC
C1
C2
C3
C2
C1
C3
C3
C1
C2

To setup the weights of combinations that evaluate their
importance, X. Qu and M.B. Cohen et al proposed the methods
that based on code coverage and specification [11]. Especially,
for the configurable systems, they proposed the weighting
method that based on fault detection and configuration change
[16]. And in their extending works, the cost of changing
configurations is also taken into consideration [17].

ClassD
D1
D2
D3
D3
D2
D1
D2
D3
D1

III.

METRIC

Firstly, we will propose a metric that evaluate test suite’s
efficiency of combinatorial coverage.

One of the key challenges in CT is generating test suite
with minimal number of test cases. But unfortunately, it has
been proved that the problem of generating combinatorial test
suite is NP-C [2]. To solve this problem, people develop many
combinatorial test generation methods. Most of these methods
could be categorized into algebraic methods, greedy methods,
meta-heuristic search, and others [18].

A. Limitation of Existing Metric
For the situation that neither importance of combinations
nor test costs are taken into consideration, R. C. Bryce et al.
defined a metric as follow [13]:

f (T )
B. Test Case Prioritization
Test prioritization technique aims to schedule test cases in
an order that increase their effectiveness at meeting some given
performance goal. This problem could be defined as [4]:

i
m
¦i 0  j 0 tCov(T [ j ])

Here, it is assumed that T={T[1], T[2], …, T[m]}, and the T[i]
denotes the i-th test cases in T. The tCov(T[i]) computes the set
of combinations that covered by the test case T[i].

Here, PT is the set of all possible orderings of Tinit. And f is an
objective function that, applied to any such ordering, yields an
award value for that ordering.

Besides the limitation that neither weights nor costs are
taken into account, there are also some other limitations: (1) As
the description of literature [13], there are m test cases in T. So
the indexes of them should be 0, 1, …, m-1 or 1, 2, …, m. It is
impossible that both T[0] and T[m] appear in T. (2) In actual
testing, the mission of test case is accomplished if and only if
such test case has been run completely. It means that the
tCov(T[i]) should be counted after the execution of T[i].

For different application scenarios, many test prioritization
techniques and empirical studies have been reported in recent
years. For example, there are techniques based on source code
and test history [5][6], varying test costs and fault severities [7],
basic block coverage [8], time budget [9], slicing result [10],
and etc. To evaluate the prioritized test suite’s efficiency of
faults detection, the metrics APFD [6], APFDC [7], and
NAPFD [11] are proposed. And there are also some metrics
that consider other types of information, such as the metric
APBC that evaluate the efficiency of basic block coverage [12].

B. Proposed Metric
In this sub-section, we will propose a novel metric for the
situation that both combination weights and test cost are taken
into consideration.
Considering the -way test suite T={T[1], T[2], …, T[m]}.
The whole testing process should be considered as a discrete
process including m steps. And in each step, a single test case
will be run. So the metric, which measures the quality of the
whole testing process, should have a form as follows:

Definition 3. For an initial test suite Tinit, PT is the set of
permutations of Tinit, f is a function from PT to real numbers.
Test prioritization aims to find a TPT such that:

(T) (TPT) (TT) [f(T)tf(T)]

f (T )

C. Combinatorial Test Case Prioritization
People began to study combinatorial test case prioritization
technique. All these works can be addressed in two strategies:
(1) Pure Prioritization Strategy: prioritize test cases in existing
combinatorial test suite; and (2) Re-Generation Strategy:
incorporate prioritization into combinatorial test generation.

m
¦ i 1 h (i )

To define the hCT(i) that measures the contribution of all
executed test suite in the i-th step, we calculate the number of
covered combinations. And in the i-th step, the T[1], T[2], …,
T[i-1] have been run, while the T[i] is still running. So the set
of combinations that covered by executed test cases should be:
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i 1
,

® i 1 tCov(T [ j ]), 2 d i d m
¯ j 1

ME

We take the combination weights into account. Assume all
-tuple combinations form a set CombSet, and the weight of tuple combination ckCombSet is Weight(ck)=cwk. So the rate
of total contributions of those executed test cases is:

m

Therefore, we can conclude that the value of APCC metric
is equal to the mathematical expectation of the rate of total
contributions of executed test cases. 

Then we take the test costs into account, and assume the
cost of test case T[i] is Cost(T[i])=tci. So in the the i-th step, the
total contributions of those executed test cases per unit cost is:
Contribute PerCost (i )

tc

i
m
j 1

¦ tc j

IV.

u Contri (i )

A. Prioritize according to the total contribution per unit cost
Firstly, we propose an algorithm which prioritizes test cases
according to the test case’s total contribution per unit cost.
Here, we define the total contribution per unit cost (TCPUC)
for each test case testTinit:

¦i 2 (tc i u ¦ ck AddtlCov (i ) cw k )
m
( ¦ j 1 tc j ) u (¦ ck CombSet cw k )
m

TCPUC (test )

3

To illustrate the APCC metric, we take a SUT with F={2 },
which means there are 3 parameters and each parameter has 2
values, as an example. We generate a 2-way combinatorial test
suite (Figure 1(a)) that covers all the 2-tuple combinations of
parametric values. Here, we assume all 2-tuple combinations
have an equal weight. If the order of prioritized test cases is 12-3-4, the APCC metric value is 0.25 (Figure 1(b)); and if the
order is 4-3-2-1, the APCC metric value is 0.5 (Figure 1(c)).

1
1
2
2

f3

Cost

1
2
1
2

1
2
2
1

4.0
3.0
2.0
1.0

combinatorial coverage

1.
2.
3.
4.

f2

(a) Test Suite

ACPUC(test )

¦ck ( tCov (test ) tCov (T )) cwk
Cost (test )

Here, tCov(T) contains all the -tuple combinations that have
been covered by the test cases in prioritized test suite T. While
tCov(test) contains all that covered by current testTinit.

Order: 1-2-3-4
APCC=Area=0.25

75%
50%
25%

0.4

Cost (test )

B. Prioritize according to the additional contribution per
unit cost
Another opinion is that, all the contributions that have been
made by previous test cases should be ignored when evaluate
current test case. So it is reasonable to consider test case’s
additional contribution per unit cost (ACPUC). We define the
ACPUC for each testTinit that have not been selected:

Proof: When T[i] is still running, the rate of contributions
of executed test cases is Contribute(i) (i=1, 2, …, m). Note that
t~U[0, ¦mj=1tcj], it means that the probability of the event that
testing is terminated exceptionally when T[i] is still running is
p(i)=tci/¦mj=1tcj. So the mathematical expectation (ME) of the
rate of total contributions of executed test cases when testing
process is terminated could be described as:

Test No. f1

¦ck tCov (test ) cwk

After calculate it for all m test cases in Tinit, we sort test
cases according to their TCPUC in descending order, and get a
prioritized test suite T. And for the test cases that have the same
priority, we select randomly. Algorithm 1, which adopts the
selection sorting as an example, describes the details.

Theorem 1. Let the t is the time when the whole testing
process is terminated exceptionally. If t~U[0, ¦mj=1tcj], then the
physical sense of APCC metric is the mathematical expectation
of the rate of total contributions of executed test cases when
testing process is terminated.

100%

ALGORITHM

After define the metrics, two algorithms, which prioritize
test cases in an initial test suite Tinit to increase their APCC
metric value, will be proposed in this section.

By summating ContributePerCost(i) for i=1, 2, …, m, we
can get be the a metric for the situation that both combination
weights and test cost are taken into consideration:
f (T )

m

¦i 2 (tci u ¦ck AddtlCov(i ) cwk )
(¦mj 1 tc j ) u (¦ck CombSet cwk )

0,
i 1

°¦
cw
k
c
i

AddtlCov
(
)
k
®
, 2didm
° ¦c CombSet cwk
k
¯

Contribute (i )

¦i 1 ( p(i) u Contribute(i))
¦c AddtlCov(i ) cwk
tc i
m
)
u k
¦i 1 ( m
¦ j 1 tc j ¦ck CombSet cwk

0.7

combinatorial coverage

AddtlCov(i)

75%
50%
25%

0.1

0.9 1

test execution
(b) Compute APCC for Prioritized Tests

0.3

0.6

1

test execution
(c) Compute APCC for Prioritized Tests

Figure 1. Example of Computing APCC Metric Values
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Order: 4-3-2-1
APCC=Area=0.5

100%

Algorithm 1. Prioritize Test Cases According to the Total
Contribution per Unit Cost (TotalCTPri)

Algorithm 2. Prioritize Test Cases According to the
Additional Contribution per Unit Cost (AddtlCTPri)

Input: Tinit, Weights of Combinations, Costs of Test Cases
Output: Prioritized Test Suite T
1. Initialize T[1…m] and Count[1…m]
2. for i:=1 to m
3.
Count[i]:= TCPUC(Tinit[i])
4. end for
5. for i:=1 to m //Selection sort according to TCPUC
6.
Max:=0; Best:=0
7.
for k:= i to m
8.
if (Tinit[k]T AND Count[k]>Max) then
9.
{Max:=Count[k]; Best:=k }
10.
end if
11. end for
12. T[i]=T[Best]
13. end for

Input: Tinit, Weights of Combinations, Costs of Test Cases
Output: Prioritized Test Suite T
1. Initialize T[1…m]
2. for i:= 1 to m
3.
Max:=0; Best:=0
4.
for k:= 1 to m
5.
if (Tinit[k]T) then
6.
Count:= ACPUC(Tinit[k])
7.
if (Count>Max) then
8.
{Max:=Count; Best:=k }
9.
end if
10.
end if
11. end for
12. T[i]:= Tinit[Best]
13. end for

y Reciprocal (P): all value weights for fi are (1/ai)2;
y Half (H): half of the weights for each parameter are set to
0.1, and other half to 0.9.

At each time, we calculate the ACPUC for all test cases that
have not been selected into the prioritized test suite T, and
select one with the highest ACPUC. And for the test cases that
have the same priority, we select randomly. This operation will
repeat until all test cases in Tinit have been selected into T.
Algorithm 2 describes the details.
V.

Thirdly, setup the costs for test cases. We use following 4
cost distribution styles that described in [7] to assign costs:
y
y
y
y

EXPERIMENTS

To assess the efficiency of proposed combinatorial test case
prioritization technique, we will design some experiments.

TABLE IV. COST DISTRIBUTION IN MOZILLA

A. Performance of proposed algorithms
In the firstly experiment, we will evaluate the performance
of proposed algorithms TotalCTPri and AddtlCTPri.

Name
HTML
Printing
Smoke tests
Buster

1) Experimental setup
Firstly, generate initial combinatorial test suite Tinit. We
select 4 systems under test (SUT) and 3 classic combinatorial
test generation algorithms including Orthogonal Array (OA)
[3], Recursion Construction (RC) [19], and DDA [20]. For
each SUT, we only adopt the best one (“best” means generate
the smallest test suite) of all available algorithms to generate 2way combinatorial test suites. The details about SUTs and
selected algorithms are shown in Table III.

Level Description
1
2
3
4

Percent

least
normal
more
most

87%
1%
2%
10%

TABLE V. COST DISTRIBUTION IN QTB

Level Description
1
10

less
more

Percent
88%
12%

So there are totally 16 different combined distributions. For
4 SUTs and 16 combined distributions, we run proposed two
algorithms and record the results in Figure 2. In which the
horizontal axis denotes the APCC values, and the horizontal
axis denotes the combined distributions.

TABLE III. TEST GENERATION ALGORITHMS AND SUTS

S1: 56
S2: 313
S3: 23×33×43×5
S4: 24×62×72×82

Equal (E) : all test cases have the same cost 1;
Random (R) : costs are distributed randomly;
Mozilla (M): see Table IV;
QTB (Q): see Table V.

Orthogonal Array
Recursion Construct

2) Result and discussion

DDA

As displayed in the figures 2, it can be concluded that the
combinatorial test case prioritization technique can improve the
performance, which is measure by the proposed APCC metric,
of combinatorial test suite evidently.

Secondly, setup the weights of 2-tuple combinations. We
adopt following 4 weight distribution styles, which have been
described in [14], to assign weight for each parametric value.
And then, the weight of combination could be calculated by
multiplying the weights of all corresponding parametric values.

And comparing two proposed algorithms, it is evident that
the performance of TotalCTPri is a little worse than that of
AddtlCTPri for most distributions. But the gap between the
performances of two proposed algorithms is not very big.

y Equal (E) : all values have the same weight 1;
y Random (R): weights are distributed randomly;
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Figure 2. APCC Metric Value for Different Prioritization Algorithms and Combined Distributions

B. Compare to existing techniques
In the second experiment, we will compare our proposed
technique to a related technique, which includes an algorithm
WDDA [14]. The technique in literature [13] is not taken into
consideration, since our technique will be equal to it if both the
combination weights and the test costs are ignored.

For comparison, we considerer initial combinatorial test
suites of 4 SUTs, and list the sizes of them in Table IV. The
same as before, initial test suites Tinit are prioritized by the
TotalCTPri and AddtlCTPri to get TTotal and TAddtl respectively.
Note that for many SUTs and weight contributions, the
sizes of TWDDA are bigger than that of corresponding initial test
suite (also the sizes of TTotal and TAddtl). That means the total
costs of TWDDA, TTotal and TAddtl are different. So it is necessary
to modify them before comparing: if |Tinit|<|TWDDA|, then create
|TWDDA|-|Tinit| test cases randomly, and insert these test cases
into TTotal and TAddtl as the |Tinit|, |Tinit|+1, …, |TWDDA|-th test
cases; or vice versa.

1) Experimental setup
Firstly, for 4 different SUTs that shown in Table III, we set
weights for parametric values according to 4 different weight
distributions: Equal, Random, Half, and Reciprocal. And
compute weights of all 2-tuple combinations. Then, use
WDDA algorithm to generate prioritized pair-wise test suites
TWDDA for different SUTs and weight distributions respectively,
the sizes of generated test suites are displayed in Table VI.

2) Result and discussion
By analyzing the comparison results that shown in Figure 3,
we can find following conclusions:

TABLE VI. SIZE OF GENERATED TEST SUITES

Algorithm

Weight
Distribution

S1

S2

S3

When algebraic methods (OA or RC) are available, the
prioritized test suites that generated by WDDA are usually
bigger than test suites that generated by the algebraic methods.
And the APCC values of TWDDA are less than that of TTotal and
TAddtl almost all the time. So it is evident that our proposed
technique has advantage in this circumstance.

S4

Equal
16
19
25
72
Random
25
20
26
73
WDDA
Half
16
19
25
72
Reciprocal
16
20
27
77
Normal Algo
16(a) 15(b) 25(c) 72(c)
5
13
3
3
S1: 4 , S2: 3 , S3: 2 ×3 ×43×5, S4: 24×62×72×82
a: Orthogonal Array, b: Recursive Construct, c: DDA

When algebraic methods are not available, we use DDA to
generate initial test suites. (1) If the weight distribution is set as
Equal or Half, the sizes of TWDDA and Tinit are approximate and
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even equal sometimes. And the APCC values of TWDDA, TTotal
and TAddtl are also approximate and even equal. (2) If the
weight distribution is Random or Reciprocal, the sizes of TWDDA
are always bigger than that of Tinit (this phenomenon is also
described in [14]). And APCC values of TWDDA are less than
that of TTotal and TAddtl.
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Abstract . Online auction systems have made remarkable
progress in recent years. However, one of the most severe
and persistent problems in such systems is shilling
behavior, which is a type of auction fraud where a bidder
artificially drives up the bidding price so that the winner
of the auction has to pay more than he otherwise would
pay. Verification of shill bidders in an online auction is
difficult due to incomplete knowledge about suspicious
bidders. In this paper, we introduce a novel approach for
verifying shill bidders using a multi-state Bayesian
network, which supports reasoning under uncertainty. We
describe how to construct the multi-state Bayesian
network and present formulas for calculating the
probabilities of a bidder being a shill and being a normal
bidder. To illustrate the effectiveness of our approach, we
provide a case study for shill verification, and
demonstrate that a multi-state Bayesian network performs
better than a bi-state Bayesian network.

in shill bidding, a seller might recruit a fake bidder, or
create a pseudo-bidder account, to place bids that are
solely intended to raise the price of an auctioned item. In
this case, an honest bidder may become a victim of shill
bidding and not even be aware that such activity has
occurred. As a concrete example, consider auction A held
by seller S. If the current price of the auctioned item is
below the expectation of the seller, S can employ bidder B
to bid and raise the price. Once the auction price has
reached a certain satisfactory value, B stops bidding to
avoid accidentally winning the auction.
Shill bidding is not a new phenomenon in the domain
of online auctions; however, the development of effective
ways to detect and verify shill bidding in online auctions
is still an open problem [3]. Since both a seller and a
buyer can be anonymous and managed by a single person
with multiple accounts, it is very hard to discover the
actual relationship between sellers and bidders.
Furthermore, the actions of a shill bidder are seemingly
close to normal bidding, which make it difficult to
differentiate between such a shill bidder and a normal
bidder. To safeguard the interests of legitimate users,
researchers have attempted to identify various shill
bidding patterns [4-6]. Meanwhile, many popular auction
systems have implemented techniques aimed at curbing
shilling activity. For example, eBay has a reputation point
system where each buyer or seller has a reputation score
called a feedback score. This score reflects a user’s
trustworthiness as evaluated by other users with whom
this user has traded. However, most of the methods
deployed so far cannot establish a shill bidder due to a
lack of complete information about the bidder, thus
allowing guilty parties to go unpunished.
In this paper, we propose a Bayesian network based
system that can handle incomplete knowledge and help
verify whether a shill suspect is an actual shill. Figure 1
shows a framework for shill detection and verification.
Based on online auction data and shill bidding patterns,
we can detect shill suspects using existing approaches,
such as the data mining method [7] and real-time model

1. Introduction
Online auctions have become an integral part of ecommerce. An online auction system provides a platform
for people from different walks of life and geographic
locations to come together for the purpose of exchange of
services, goods or money. In the spirit of the auction, the
highest bidder becomes the winner of the auctioned item.
As the number of people participating in online auctions
increases, online auction systems are experiencing an
immense volume of auction-based trading, as well as the
problems associated with this volume of traffic.
Despite the popularity of online auctions in recent
years, one of the biggest problems in online auctions,
namely shill bidding [1-3], remains unchecked. Shill
bidding is a bidding activity that artificially increases an
auctioned item’s price or apparent desirability. To engage
* This material is based upon work supported by the U.S. National
Science Foundation under grant numbers CNS-0715648 and CNS0715657.
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checking mechanism [8]. However, there is no guarantee
that a shill suspect is an actual shill because it is possible
for a normal bidder to coincidentally demonstrate some
shilling behaviors, although the bidder has no intention at
all to be a shill. In order to verify if a shill suspect is an
actual shill, we must use additional evidence to reason
about the shill suspect’s possibility for being a shill or a
normal bidder. Our approach employs a multi-state
Bayesian network as a verification engine. Once an actual
shill is confirmed, the involved auction would likely be
cancelled in order to protect other users’ interests. Note
that although shill detection is an important component of
our proposed framework, details about detection
mechanisms are beyond the scope of this paper.

Auction Data

Shill Detection

User Info
Additional
Evidence

Bayesian Network Based
Verification Engine

…
Actual Shill

and Faloutsos proposed a data mining method to detect
auction fraud by extracting characteristic features from
exposed fraudsters [10]. They determined the significant
features related to auction fraud by analyzing the
fraudsters’ transaction histories, which exist as graphs.
More recently, Xu, et. al proposed a real-time model
checking approach to detect shill suspects in auctions that
are in progress, or “live” [8]. This approach introduced a
dynamic auction model (DAM) that can be used to detect
shilling behaviors formally specified using linear
temporal logic (LTL). Although the above approaches can
be effective in detecting shill suspects in online auctions,
they are not sufficient for determining whether a shill
suspect is an actual shill. In contrast, the focus of this
paper is to introduce a verification engine that supports
reasoning under uncertainty for shill verification. As
such, this work is complementary to other research efforts
for detection of shill suspects.
Previous work on shill verification is rare. Dong, et. al
used Dempster-Shafer (D-S) theory to verify whether a
user is a shill using additional evidence from both auction
data and user information [11]. This is different from our
approach because in our approach, the evidence set is
based solely on user information. Note that using our shill
detection and verification framework, the auction data has
already been used in the first stage – for detection of shill
suspects, we do not use the same information again in the
second stage – for shill verification. Therefore, our
approach requires less computation, and thus it is more
efficient for shill verification than the D-S based method.

Shill
Patterns

Shill Suspects

Cancel
Auction

Figure 1. Shill detection and verification framework

2. Related Work
Most of the previous work related to auction fraud
focuses on detection of in-auction fraud, which happens
while transactions are in progress. Such auction fraud
occurs disguisedly, leaving behind no obvious evidence;
thus the victims typically do not even realize that the
fraud has taken place. In order to effectively detect shill
bidding, which is a major type of in-auction fraud,
researchers have summarized various shill and normal
bidding patterns [4-6]. Such bidding patterns are
important knowledge for detection of shill suspects;
however, they are not sufficient for justifying the
presence of shills because some shill bidding patterns can
be considered as normal behaviors under certain
circumstance. For example, when an auctioned item is a
rare and very hard to find item, a bidder may place very
high bids in order to win the auction since the opportunity
to bid on such an item might not present itself in the
future. In this case, the bidder’s bidding behavior may
match with some shill bidding patterns; however, the
bidder has no intention at all in being a shill.
Other researchers have utilized statistical and data
mining techniques to detect abnormal bidding behaviors.
Kauffman and Wood used a statistical approach to
examining reserve price shilling behaviors and presented
the factors that lead to this behavior [9]. They also
showed how to use an empirical model to test for
questionable and opportunistic bidding behaviors. Chau

3. Bayesian Network Based Verification Engine
3.1 Bayesian Network for Shill Verification
Bayesian network (BN) or belief network is a
probabilistic graph model that can be used to capture
uncertain knowledge in a natural and efficient way [12].
BN models the dependencies among variables and gives a
concise specification of full joint probability distribution.
BN is a directed acyclic graph (DAG) where each
variable is denoted by a node, and the probability of a
node is conditionally dependent on its parent node(s). The
nodes are selected from the same domain, such that they
help in the decision making process. It is vital that these
nodes represent major features in the domain, which
contribute factors in decision making or influencing the
variables that affect the major calculation.
The basic task for a probabilistic inference system
using BN is to calculate the posterior probability for a
query variable X, given a set of observed evidence e for a
set of evidence variables E. This is done by summing
terms of the full joint distribution as follows [12]:
(1)
P ( X e ) D P( X , e ) D P ( X , e , y )

¦
y

where X is the query variable, e is the observed values
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for a set of evidence variables E, y is the values for a set
of unobserved (or hidden) variables Y, and D is the
normalization factor. Note that P(X, e, y) is the full joint
probability of X, e and y.
Figure 2 shows a BN with three layers that we
designed for shill verification. The first layer defines three
groups of evidence nodes, namely evidence nodes for
determining the strength of bidder’s evidence (N1-N4),
evidence nodes for determining the strength of seller’s
evidence (N7-N9), and evidence nodes for determining
the interaction strength of the involved bidder and seller
(N5, N6). Nodes N1-N9 represent evidence sources that
are observable in the context of eBay. To simplify the
network, we define three unobservable nodes (N10-N12)
in the second layer, whose parents are the aforementioned
three groups of nodes, respectively. The values of the
three layer-two nodes (N10-N12) can be used to
determine the conditional probabilities of being a shill or
a normal bidder, which are defined as nodes Shill (N13)
and Normal (N14) in the third layer.
B_FB
(N1)

Uniq
(N2)

NewU
(N3)

B_Evidence
(N10)

VeriU
(N4)

Encout
(N5)

Percent
(N6)

S_FB
(N7)

Interaction
(N11)

Shill
(N13)

Power
(N8)

bidder has interacted, helps us understand the bidder’s
general activity with the auction community.
New User (N3) is a person who registered recently,
possibly within the last 30 days. EBay assigns a special
icon to such users. A new user has little or no associated
history and has the least to lose if banned for fraud. Thus,
new users are more likely to appear on a suspect list than
experienced users. Note that since a user can have
multiple accounts, it is easy for a user to create a new
account for shill bidding.
Verified User (N4) is a registered user who has
provided eBay with further proof of identity. To become
a verified user with eBay, the user must provide personal
information (e.g., home address and birth date), which is
processed through a third party company such as Equifax.
Since a verified user’s personal information is recorded,
such a person typically would not risk shill bidding and
accidentally being caught.
Encounters (N5) is the number of auctions held by
seller S, in which the bidder placed a bid in the past 30
days. Although a high number of encounters may imply
that the bidder simply prefers seller S, it is also possible
that the bidder is serving as a shill bidder for S.
Bid Percentage (N6) is the percentage of bids placed
by the bidder in auctions held by seller S over the total
number of bids placed by the bidder in the past 30 days.
Although a high bid percentage may be due to the
competitiveness of the auctions held by seller S, it is also
an indicator of shill bidding because it implies a very
close relationship between the bidder and seller S.
Seller Feedback (N7) is the feedback assigned to a
seller. Again, eBay uses different colored stars for
different feedback score ranges. Similar to the bidder
feedback star, a seller with a good feedback score
typically does not want to risk loosing that score by being
involved in shill bidding. Note that a high feedback score
is critical to a seller because most bidders prefer to buy
items from a trustworthy seller, even at the cost of paying
more money for the auctioned item, as it guarantees them
proper and timely delivery.
Power Seller (N8) is a status assigned by eBay to
some sellers who consistently sell a significant volume of
items, maintain a 98% positive feedback rating, and
provide a high level of service to their buyers. There are
multiple levels of power seller like Gold, Silver and
Bronze. Obviously, being a power seller is a positive
indicator that that seller is not involved in shill bidding.
Seller Type (N9) of a seller can either be private or
store at eBay. To be an eBay store, the seller must have
an eBay seller account with credit card information on
file. The seller must also be a verified user or have a
feedback score of at least 20. So a “store seller” tends to
be trusted by bidders, and is typically not likely to be
involved in shill bidding.

Type
(N9)

S_Evidence
(N12)

Normal
(N14)

Figure 2. Bayesian network for shill verification
We now explain each of the nodes (N1-N14) defined
in Figure 2.
Bidder Feedback (N1) represents a range of feedback
score values for a particular bidder. In eBay, feedback
scores for bidders are represented by different colored
stars. For example, a yellow star represents that the bidder
has a feedback score in the range of 10 to 49. A
reputation mechanism, such as feedback stars, serves as a
deterrent for bad user service and illegal actions; it can
also be used to gauge the trustworthiness of a user.
Obviously, a bidder with a high score has been in the
system longer and is trusted by many people. Since it can
take a long time and serious effort for a user to obtain a
high feedback score, a legitimate bidder is not likely to
risk sacrificing this score lightly by engaging in shill
bidding.
Number of Unique Sellers (N2) is the number of
different sellers whose auctions the bidder has
participated in over the past 30 days. Most shill bidders
frequently trade with the same seller or a set of sellers.
Knowing the number of different sellers with whom the
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Bidder Evidence Level (N10) is evaluated based on
the bidder’s evidence information from its parent nodes.
A high bidder-evidence (strength) level implies the bidder
is more likely an actual shill.
Interaction Level (N11) represents the strength of
interaction between the bidder and seller in question. A
high level of interaction implies a preferred seller or an
unhealthy relationship between the two parties.
Seller Evidence Level (N12) considers the probability
that the seller is involved in shill bidding. Note that if we
implicate a bidder in an auction, the seller of the same
auction must also be implicated. Similar to bidder
evidence level, a seller is judged based on the seller’s
evidence information from its parent nodes.
Shill Bidder (N13) indicates whether a bidder suspect
is an actual shill given additional evidence. This node
represents the prior probability that the bidder is an actual
shill based on the states and probabilities of its parent
nodes, namely N10-N12.
Normal Bidder (N14) indicates whether a bidder
suspect is actually a normal bidder given additional
evidence. This node represents the prior probability that
the bidder is actually a normal bidder based on the states
and probabilities of its parent nodes, namely N10-N12.
Note that we consider the two nodes N13 and N14 as
conditionally independent. Thus given a set of evidence e
(i.e., values of evidence variables N1-N9), the summation
of probabilities of being a shill and a normal bidder,
P(shill| e) + P(normal| e), does not necessarily equal to 1.

Table 1. State values for nodes N1-N9
Node

Bi State

Multi State

N1
N2
N3
N4
N5
N6
N7
N8
N9
N10
N11
N12
N13
N14

Low/High
Low/High
True/False
True/False
Low/High
Low/High
Low/High
Low/High
Store/Private
Low/High
Weak/Strong
Low/High
Yes/No
Yes/No

None/Yellow/Blue/Turquoise/Other
1 / 2-5 / 6-15 /Other
True/False
True/False
Low/High
No more than 30 / 31-80 / Other
None/Yellow/Blue/Turquoise/Other
None/Bronze/Other
Store/Private
Low/High
Weak/Strong
Low/High
Yes/No
Yes/No

3.3 Conditional Probability Table
The prior knowledge of the BN can be derived from
eBay auction data as well as user information. The
auction data and user information were collected from
eBay using the Trading APIs available for developers
[13], which allows a developer to retrieve various types
of data via different web service invocations. It is
important to note that information retrieved about a
bidder is limited; one can only obtain information that is
available for the last 30 days before the time of data
collection. This is in accordance with eBay’s privacy
policies, which prevents other users from acquiring
unlimited information regarding a bidder in an auction.
Furthermore, all bidders are named anonymously (e.g.,
x***y) – only a seller of an auction may see the real user
identifications of the bidders participating in the auction.
We represent the prior knowledge of the BN as
conditional probability tables (CPT) associated with each
node in the network. A CPT is similar to a truth table and
shows the conditional probability of the node with respect
to every state of its parent nodes. In order to complete the
CPT for each node, we retrieved auction data for the
query “laptop.” Auction data for a total of 109 auctions
with 1127 bidders was accumulated. With the help of an
existing shill detection tool [8], we created a training data
set by identifying shill suspects (bidders or sellers) and
verifying them manually through investigation of their
profiles as well as their shill patterns. In the following, we
provide a few examples of shill bidding patterns that were
useful for creating the training data set.

3.2 Multi-State Bayesian Network
In a BN, each node typically takes only one of two
values, such as true and false. This type of BN is called a
bi-state BN. The second column in Table 1 shows the two
states for each of the nodes we are considering. For
example, node N1 in a bi-state BN can be in a state of low
or high. N1 has the value of low when the bidder
feedback star is Turquoise or below; otherwise, N1 has
the value of high. Note that the values corresponding to
each state are determined based on the actual data
distribution of the original information from eBay. In
other words, the states are assigned based on how shills
and normal bidders are clustered, but only through
approximation and observation.
In order to make the BN reflect the dependencies
among different nodes more precisely, we consider a
multi-state BN, where the nodes are not limited to two
states. The third column of Table 1 shows the use of
multiple states for some nodes. For example, node N1 in a
multi-state BN can be in one of the following states None,
Yellow, Blue, Turquoise, or Other, which correspond to
different levels of a bidder feedback star. In our case
study, we demonstrate that a multi-state BN performs
better than a bi-state BN for shill verification.

High and Irregular Incremental Bids: Shill bids
have a tendency to be relatively high as compared to other
bids placed by normal bidders. A normal bid usually has
an increment of $1 to $5, or $10 to $50 for high-end
auctions. If a bidder’s bid increment is very high and
irregular, the bidder is likely a shill.
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Early and Middle Stage Bidding: Most shills only
bid in the initial and middle stages of an auction, but stop
bidding in the final stage to avoid winning the auction.
On the other hand, an active bidder in the final stage of an
auction is not likely a shill.
Successive Bidding: A normal bidder typically does
not outbid himself. Therefore, any successive bidding
activities that outbid oneself can be considered as a good
indicator of shilling behavior.
Total Increase in Price: An interesting observation is
the total increase in the price of an item due to a single
bidder or multiple bidders who collude to raise the
auction price. Thus, it is a good clue to shilling.
Once the training data set is ready, we can create a
CPT for each node in both a bi-state BN and a multi-state
BN. Note that to create CPTs for node N10 and N12, we
manually identified bidders and sellers with high
evidence level based on their suspiciousness. We also
manually identified bidders and sellers with strong
interaction strength for creating CPT for node N11. Table
2 shows part of the CPT for node N10 in the bi-state BN.
For example, the second row of Table 2 tells that when
the bidder’s feedback score is low (i.e., Turquoise or
below, for N1), and the number of unique sellers is also
low (i.e., less than 10, for N2), and the bidder is a new
user (N3), and the bidder is not a verified user (N4), then
the conditional probability for N10 being high (i.e., high
bidder evidence level) is 0.83. This is reasonable because
an unverified new user with a low number of unique
sellers and low feedback score is likely a shill (if the
bidder has already been detected as a shill suspect). As
another example, since there are no training examples in
the category “N1 = H, N2 = L, N3 = T, N4 = F” (i.e., the
third row in Table 2), the conditional probability for N10
being high is set as 0.00. This setting will have no
impacts on shill verification results because a new user is
not likely to have a high feedback score.

for N1), and the number of unique sellers is 1 (N2), and
the bidder is not a new user (N3), and the bidder is not a
verified user (N4), then the conditional probability for
N10 being high is 0.93. This is also reasonable because
an unverified experienced user with very low feedback
score, who only traded with the same seller of the auction
in the past 30 days, is very likely a shill (again, if the
bidder has already been detected as a shill suspect).
Table 3. Part of the CPT for node N10 in multi-state BN
VeriU (N4) NewU (N3) Uniq (N2)
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

F
F
F
F
F
F
F
F

T
T
T
T
F
F
F
F

L
L
H
H
L
L
H
H

L
H
L
H
L
H
L
H

1
1
1
1
<=5
<=5
<=5
<=5
<=15
<=15
<=15
<=15
Other
Other
Other
Other

P(N10 = H)

None
Yellow
Blue & Torq
Other
None
Yellow
Blue & Torq
Other
None
Yellow
Blue & Torq
Other
None
Yellow
Blue & Torq
Other

0.93
0.75
0.72
0.10
0.89
0.87
0.87
0.10
0.30
0.25
0.10
0.10
0.00
0.00
0.00
0.00

4. Case Study
To illustrate the effectiveness of our proposed
approach, we developed a Bayesian network toolkit (a
snapshot of the toolkit for a multi-state BN is shown in
Figure 3). The inputs of the toolkit are the BN for a
particular auctioned item, and an auction with the same
type of auctioned item, along with the user information
for all involved bidders and seller. In this study, the
auctioned item is of type “laptop,” and the auction under
investigation is “HP HDX 16t notebook” held from Oct09-09 to Oct-16-09, as shown in Table 4.
The conditional probabilities for query variables Shill
and Normal, given evidence e, can be calculated using
Equations (2) and (3), respectively, which are derived
from Equation (1) defined in Section 3.1.
(2)
P( Shill e ) D P( Shill , e ) D P ( Shill , e , y )

Table 2. Part of the CPT for node N10 in bi-state BN
VeriU (N4) NewU (N3) Uniq (N2) B_FB (N1)

F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

B_FB (N1)

P(N10 = H)
0.83
0.00
0.15
0.00
0.86
0.15
0.30
0.10

¦
y

P( Normal e )

D P( Normal , e )

D ¦ P( Normal , e, y ) (3)
y

Similarly, Table 3 shows part of the CPT for the node
N10 in the multi-state BN. The CPT for node N10 in the
multi-state BN provides a conditional probability for
more specific state values of its parent nodes. For
example, the second row in Table 3 indicates that when
the bidder’s feedback score is None (i.e., no feedback star

In the above equations, Shill is the query variable
N13, Normal is the query variable N14, e is the observed
values for the set of evidence variables E = {N1, N2, ...,
N9}, and y is the values for the set of unobserved
variables Y = {N10, N11, N12, N14} in Equation (2), and
Y = {N10, N11, N12, N13} in Equation (3), respectively.
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Table 4. HP HDX 16t notebook bidding history
Bidder (FB)
3***3 (27)
p***t (299)
p***t (299)
g***e (245)
p***t (299)
g***e (245)
p***t (299)
8***1 (29)
p***t (299)
g***e (245)
m***s (4)
g***e (245)
m***s (4)
g***e (245)
§

Bid Amount
US $630.00
US $621.00
US $611.00§
US $601.00
US $601.00
US $561.00§
US $551.00
US $550.00
US $510.00§
US $500.00
US $500.00
US $405.00§
US $400.00
US $202.50§

Bid Time
Oct-16-09 08:19:12 PDT
Oct-15-09 18:34:38 PDT
Oct-15-09 18:34:38 PDT
Oct-14-09 16:59:59 PDT
Oct-15-09 17:54:10 PDT
Oct-14-09 16:59:59 PDT
Oct-12-09 17:09:44 PDT
Oct-14-09 12:31:54 PDT
Oct-12-09 17:09:44 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 16:49:22 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 16:49:00 PDT
Oct-09-09 15:49:21 PDT

Automatic bid using eBay proxy bidding system.

Bidder (FB)
9***a (1)
g***e (245)
9***a (1)
g***e (245)
9***a (1)
g***e (245)
9***a (1)
g***e (245)
9***a (1)
g***e (245)
a***a (21)
g***e (245)
a***a (21)
a***a (21)
Starting Price

In order to determine whether a shill suspect is an
actual shill, we first define thresholds based on our
experience for probabilities of being a shill and a normal
bidder. Although the thresholds are subjectively defined,
they are sufficient for our case study and can be improved
later as we gain more experience with shill verification.
The current thresholds are defined as follows:
P(shill | e)  0.8 and P(normal | e) < 0.30 => Shill
Now from the bidding history listed in Table 4, we
detected three shill suspects, namely g***e, m***s, and
9***a, all of which demonstrated some shill patterns. For
example, bidder m***s has very high and irregular
incremental bids, and only placed bids in the middle stage
of the auction. The evidence we collected for the three
shill suspects is listed in Table 5.

Bid Amount
US $200.00
US $112.50§
US $110.00
US $102.50§
US $100.00
US $61.00§
US $60.00
US $51.00§
US $50.00
US $31.00§
US $30.00
US $26.00§
US $25.00
US $0.99§
US $0.99

Bid Time
Oct-10-09 12:40:10 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 12:39:56 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 12:39:43 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 12:39:27 PDT
Oct-09-09 15:49:21 PDT
Oct-10-09 12:39:04 PDT
Oct-09-09 15:49:21 PDT
Oct-09-09 13:58:29 PDT
Oct-09-09 15:49:21 PDT
Oct-09-09 13:58:02 PDT
Oct-09-09 13:58:02 PDT
Oct-09-09 08:20:59 PDT

Table 5. Evidence of three shill suspects
Node
N1
N2
N3
N4
N5
N6
N7
N8
N9

Bidder
g***e
Turquoise
14
False
False
2
6
Yellow
None
Private

m***s
None
1
False
False
1
100
Yellow
None
Private

9***a
None
2
False
False
4
45
Yellow
None
Private

Based on the evidence data and the BN we developed
for auctioned items of type “laptop,” we used our
Bayesian network toolkit to calculate P(shill | e) and
P(normal | e) for the three shill suspects. The results for
both the bi-state BN and the multi-state BN are listed in
Table 6. From Table 6, we can see that using the bi-state
BN, no shill suspects can be confirmed as actual shills,
although bidder m***s had demonstrated very obvious
shilling behaviors. In contrast, when using the multi-state
BN, bidder m***s can be successfully identified as an
actual shill. Thus, the experimental results of the case
study conform to our expectation that a multi-state BN
performs better than a bi-state BN.
Table 6. Probability of being a shill or a normal bidder
Probability of Being Shill /
Normal Bidder
Bi-State
Multi-State

Figure 3. Tool support for multi-state BN
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P(shill | e)
P(normal | e)
P(shill | e)
P(normal | e)

Bidder
g***e
0.4008
0.5687
0.3449
0.7456

m***s
0.6115
0.3052
0.8086
0.2607

9***a
0.6391
0.2590
0.7234
0.2454

In our case study, we also calculated P(shill | e) and
P(normal | e) for other bidders in the auction (as shown in
Figure 3). Our experiments show that no other bidders
satisfy our defined requirements to be shill, as is
expected. For example, bidder 3***3 is the winner of the
auction, and is thus not likely to be a shill. This fact is
consistent with the results demonstrated in Figure 3,
where P(shill | e) = 0.4286 and P(normal | e) = 0.6580.

[4]

[5]

5. Conclusions and Future Work
Shill detection and verification are an imprecise art
riddled with uncertainties. However, using a probabilistic
inference system such as a BN, we can account for these
uncertainties with some degree of belief and reach a
decision. The BN gives us results for decision making
based on prior knowledge about the domain and thus
provides some level of quantification. The biggest
dilemma we have when implicating a bidder is whether
the bidder was simply “in the wrong place at the wrong
time.” With additional evidence for suspected bidders,
our multi-state BN helps us resolve this uncertainty when
implicating a bidder and the seller of the auction.
We also see from the results that a multi-state BN
gives more accurate results as compared to a bi-state BN.
This follows the fact that using multi-state BN, we can
classify shills in fine-grained categories, allowing us to
draw more precise conclusions.
For future work, we will implement a clustering
algorithm like k-means clustering [14], which can help
cluster large chunks of data and provide a clearer picture
of the knowledge domain. This will help in the discovery
of any hidden node states that can give a better result for
identifying shills in online auctions. Furthermore, we also
plan to incorporate our Bayesian network toolkit with an
agent-based trustworthy online auction system we
previously developed [15]. We believe once the above
features are implemented, we will have a full-fledged,
reliable verification engine, which can form the core of a
trustworthy agent-based online auction system.

[6]

[7]

[8]

[9]

[10]

[11]

[12]
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Abstract. In this paper, we are interested in the
relationship between final prices of online auctions and
possible shill activities during those auctions. We conduct
experiments on real auction data from eBay to exam the
hypotheses that (1) A lower-than-expected final auction
price indicates that shill bidding was less likely to occur
in that auction; and (2) A higher-than-expected auction
final price indicates possible shill bidding. In the
experiments, a neural network approach is used to learn
the expected auction price. In particular, we trained the
LArge Memory Storage and Retrieval (LAMSTAR) Neural
Network based on features extracted from item
descriptions, listings and other auction features. The
likelihood of shill bidding is determined by a previously
proposed Dempster-Shafer theory based shill certification
technique. The experimental results imply that both a
lower-than-expected final auction price and a higherthan-expected final auction price might be used as direct
evidence to distinguish trustworthy auctions from likely
shill-infected auctions, allowing for more focused
evaluation of those shill-suspected auctions.

Many online consumers do not realize that shill
bidding is a serious illegal behavior. In fact, if convicted,
a shill bidder can serve several years in prison and pay a
significant fine [2]. In 2004, an eBay store owner who
conducted shill bidding pleaded guilty to Combination in
Restraint of Trade, a violation of the New York antitrust
law. It is a felony punishable by a maximum of four years
in prison [2].
To protect online auction bidders from shill bidding,
shills, who intentionally drive up an auction’s final price,
should be detected as they are placing the shill bids so
that the auctions can be cancelled and bidders are
protected from fraudulent activities. However, it is not
easy to detect shills due to their concealment efforts and
the lack of non-deniable evidence. Yet, if we can easily
and quickly distinguish auctions that are suspected of
involving shills from auctions without shills, the process
of shill investigation may become somewhat less difficult
since efforts can then be focused on just those auctions
with potential shills. In this paper, we propose a method
to classify auctions into two such categories – those that
are likely to involve shills and those that are not likely to
involve shills. The primary classification feature we
consider is the actual final price of the auction (in
comparison to an expected final price).
The rest of this paper is organized as follows. Section
2 discusses related work. Section 3 describes the
hypotheses we evaluate and why we formed these
hypotheses. Section 4 introduces how the experimental
data is collected and how the desired features of the data
can be defined. Section 5 presents our experimental
procedures and reports the results. Finally, Section 6
provides conclusions and mentions some future work.

1. Introduction
Online auction platforms, such as eBay, have become
ideal places for people to purchase bargain-priced and
hard-to-find items. Besides, they also allow people to
become instant businessmen at a low cost. However,
frauds develop in online auctions as online auction
platforms expand in use. Shill bidding, which is one type
of auction fraud, aims to inflate the final price of an
auction. Such bidding activity has been found to have a
severe impact on the fairness of auction markets, and in
the worst scenario it can result in insufficient market or
even market failure [1].

2. Related Work
Generally, a substantial amount of work has been
done in the study of auction data. Heijst et al., combined
text mining and boosting algorithms to predict auction
final prices [3]. Ghani et al., compared a regression model,

* This material is based upon work supported by the U.S. National
Science Foundation under grant numbers CNS-0715648 and CNS0715657.
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According to the modus tollens rule in classic logic,
we obtain our first actual hypothesis.

a neural network and a decision tree, and they achieved
the best result using the neural network when treating the
price prediction problem as a series of binary
classification problems [4]. In [5], Lim et al., employed
grey system theory to predict auction closing prices in a
simulated auction environment. In this paper, we use a
neural network approach, but for the special purpose of
predicting shilling activities. In particular, the expected
auction price is learned from the LArge Memory Storage
and Retrieval (LAMSTAR) Neural Network, where price
prediction is based on features extracted from item
descriptions, listings and bids features.
The topics of shill detection and verification also have
attracted significant attention from researchers. Patel et al.,
proposed a real-time shill monitor for agent based online
auction systems using role-based access control
mechanisms [6]. Xu, et al., introduced a formal model
checking approach for detecting shilling behaviors,
especially the competitive shilling behaviors [7]. Dong et
al., proposed a decision support system based on
Dempster-Shafer (D-S) theory [8] to compute the
likelihood of shill bidding activities [9]. Kauffman and
Wood discovered that the existence of shill bids in an
online auction can drive up the final selling price of the
auction [10]. In contrast, in this paper we are interested in
some different questions: If an auction finishes at a price
that exceeds the expected closing price range, can we
consider it to be likely that the auction involves shill
bidding? And similarly, if an auction finishes at a price
that is much lower than the expected closing range, is it
likely that the auction does not involve any shill bidding?

႒ Hypothesis 1 (The non-shill hypothesis): A lowerthan-expected final auction price indicates unlikely
shill bidding. 
Auction prices can reflect the current market of the
auctioned item. If a final auction price falls in the normal
price range – for example within +/-20% of the average
price – the price of the auction conforms to market
discipline. In contrast, if the market for a type of item is
depressed, the final auction prices for these items are not
expected to be high. Under this circumstance, if the final
prices of a particular seller’s auctions are significantly
and consistently higher than those of the same-item
auctions, the seller is suspected of employing shill
bidding or other types of fraudulent bidding activities.
Therefore, the final price of an auction is believed to
be an indicator of trustworthiness.
An auction that does not involve shill bidding is likely to
have a lower-than-expected, or as-expected, final auction
price.
Again, according to the modus tollens rule, we obtain our
second hypothesis:
႒ Hypothesis 2 (The shill hypothesis): A higher-thanexpected auction final price indicates possible shill
bidding.

4. Data Collection

3. The Hypotheses

EBay provides listings for a broad range of auctioned
items. It also makes available detailed information of
each auction and some limited information on sellers and
bidders. Because there is no available public auction
database, we designed a software agent to collect auction
data from eBay. Given some search criteria, the agent is
able to retrieve specified data for completed auctions, and
store the data on local disks.
We designed the data collecting agent as shown in
Figure 1. A central server first obtains the completed
auctions’ URLs from auction listing pages according to
the search criteria. Then the server establishes and
maintains a global queue that can be accessed by crawlers
to keep track of the URLs. Following the given URLs, the
crawlers sequentially scan HTML tags to extract the
desired data. The collected data are then stored in a
database. An advantage of this design is that multiple
crawlers work collaboratively to create an efficient data
collecting agent. In addition, the task queue can be used
to avoid duplicated data collection.

Since a shill bidder’s primary goal is to drive up the
final price, it seems reasonable that for a shill-infected
auction, the final auction price should be significantly
higher than it would have been if no shill bids were
placed in the auction. Therefore, if the final price of an
auction can be predicted accurately (assuming there are
no shill bids), the actual final price of the auction would
be very useful in deciding if this auction is likely to
involve shills. This would provide direct evidence to both
shill investigators and other bidders.
Kauffman and Wood found that shill bidding acts as a
signal for other bidders to place higher bids and thus
increase the auction’s winning bid [10]. In other words, if
shill bidding occurs in an auction, the auction will very
likely have a higher final auction price. Equivalently, we
suggest the following linguistic, fuzzy-logic type
expression:
Shill bidding is highly likely to result in a higher-thanexpected final auction price.
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Table 1. Data features in 4 different groups
Group
Name
Item

Features
Condition (new, used,
refurbished, unspecified)
Number of pictures
Reputation
percentage (%)

Seller

CategorySpecific

The data used in this project is under the category of
Nintendo WII game console and systems. Note that
although the broad categorization of the data is WII game
console system, the items bundled with the game systems
vary from auction to auction. For example, the items for
sale in one of the auctions include a WII game console
and a new WII FIT, which is an accessory of WII game
system; while in another auction the auctioned item is a
bundle of Nintendo WII System Console, Steering Wheel
and 13 Games. Therefore, the category of WII console
system is still a broad category that contains many types
of items. This partially explains why the prices of this
category cover a wide range. The final price distribution
for the data used in this study is shown in Figure 2.
For each auction, we collected data that is filled in by
the seller when listing an item for auction, including
information about the seller, details of the item (name,
specifications, description, photos, etc.) and attributes
about the auction (length, starting bid, reserve price,
shipping charges, etc.). The data is processed to extract
attributes and create new attributes that are then used to
predict the final price for that auction. The data features
classified in 4 different groups are listed in Table 1.

Description
Reputation score

Has web-store
(Yes/No)

TopRatedseller
(Yes/No)

Number of bids

Number of bidders

Bid
Details

Figure 1. Data collecting agent

Shipping cost ($)

Duration

Starting time

Starting bid ($)

End Time

Month

Day

Fit (Yes/No)

Game (number)

Bundle (Yes/No)

Wheel (Yes/No)

5. Experiments
In this section, we report experiments we conducted to
study the two hypotheses proposed in Section 3.
5.1 Overview
First, we built and trained a neural network to predict
auction prices (the neural network based model is
introduced in Section 5.2). Once the neural network based
price predictor achieved good performance, we employed
the price predictor to predict the final prices of new
auctions that were not used in the training and testing
phases. Since the price predictor can achieve a relatively
high accuracy, we consider the predicted prices as
“expected” prices. We selected 30 auctions whose
predicted prices were higher than their actual prices and
another 30 auctions whose predicted prices were lower
than their actual final prices. The two groups of data were
used to test Hypothesis 1 and Hypothesis 2, respectively.
Next, we computed a shill score, as described in [9], for
each of the 60 auctions. The shill score is the highest
belief of shilling behavior among all bidders in an
auction. The shill score is a number between 0 and 1
(inclusive) that indicates the likelihood of an auction
involving shills. The shill score and belief of shill are
defined in Section 5.3. In brief, the predicted price is
compared with the actual final auction price. If the actual
price is higher than the expected price, and the shill score
for the auction is higher than or equal to 0.9, the shill
hypothesis is verified. Otherwise, if the shill score is
lower than 0.9, the shill hypothesis is not verified.
Similarly, if the expected price is higher than the actual
price, and if the shill score for the auction is less than 0.5,
the non-shill hypothesis is verified. Otherwise if the shill
score is higher than 0.5, the non-shill hypothesis is not

Figure 2. Final price distribution in the study
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The grids on the rightmost part of the figure (pointed
to by arrows and circled in an oval) are the output
decision layer of the network. The network is designed
with multiple output layers and each layer consists of two
neurons, so each layer represents a binary classifier:
whether the final auction price is within certain $X range
or not. The value of X in this study is set as 50. In other
words, the price predictor is trained to predict if an
auction’s final price is in a $50 range or not, such as
($185, $235], rather than a specific numeric value. Since
the minimum price in the collected data set is $135 and
the maximum price is around $410, there are 6 output
layers in the neural network.
Because the actual final price is a specific number,
while the expected price is defined using a range, to
compare these prices, the actual price is compared to the
average price of the expected range. For example, if a
predicted price falls in the range ($185, $235], $210 is
used as the comparator. In this study, we define “higher”
as at least $50 more and “lower” as at least $50 less.
After training the neural network on 1000 auctions
and testing it on another 600 auctions, the neural network
achieved a precision as high as 95%. Thus, given an
auction, the price predictor can determine with a small
chance of error if the final auction price will fall in a
range span of $50. Note that in this experimental study,
we only predict the final price of one specific category of
items. We leave the work of predicting the final price of
general items as future work.

verified. Note that the thresholds of 0.9 and 0.5 are
subjective values defined in [9]; but may be adjusted later
based on our further experience. In the following sections,
we explain further the process for obtaining expected
prices and the method for computing shill scores.
5.2 Price Prediction
We built a price predictor based on the Large Scale
Memory Storage and Retrieval (LAMSTAR) network
[11]. The LAMSTAR, which combines Self Organization
Map (SOM) and statistical decision tools, has been
successfully applied to diagnosis, prediction and detection
type of applications [12]. The trained network for
predicting auction final prices is shown in Figure 3.

5.3 Shill Analysis
Figure 3. The network for predicting auction price
In [9], a shill certification method based on the
mathematical theory of evidence, Dempster-Shafer (D-S)
theory was introduced. Six bid-level properties and two
auction-level properties are quantified to compute the
belief of shill for every bidder in an auction. The bid-level
properties include the time of a bidder’s last bid in an
auction, the bidder’s concurrent bidding activities, the
bidder’s reputation score, the bidder’s average bid
increment, the bidder’s winning ratio, and a bidder’s
affinity for the seller. The auction-level properties include
the number of bids and the starting price of the auction.
The D-S theory considers a universe of discourse 
(also called frame of discernment) that consists of a finite
set of mutually exclusive atomic states in a problem
domain [8]. For example, in the auction shill detection
domain, the frame of discernment for a bidder is  =
{shill, ~shill}. The power set 2, which is the set of all
possible subsets of  including the empty set, can be
denoted as 2 = {Ø, {shill}, {~shill},  }. The D-S theory
assigns a belief mass to each subset of the power set by
function m: 2Æ[0,1]. The function is called basic mass
assignment (BMA) if it satisfies the following two
equations:

The grids on the top of the figure are the subwords,
representing features from Table 1. Each of them is
abbreviated by three letters. These features are
preprocessed and then provided as inputs to the neural
network. For every subword there is an associated SOM
module (in the middle of the figure) that is used to store
and retrieve information in the training process. For each
subword, a winning neuron in the associated SOM
module is determined based on the similarity between the
input and a storage-weight vector (stored information).
In the middle of the figure, the arrows between SOM
modules encode the correlations between them. The linksweights between different SOM modules and the linkweights from the SOM modules to the output decision
layer are continuously trained during normal operational
runs. They are adjusted on a reward/punishment principle.
Specifically, for the weights of links to the output layer, if
the output of the particular output neuron is desired, the
link weight for that neuron is rewarded by a small nonzero increment, while if the output is not desired, the link
weight is punished by a small non-zero decrement. The
link-weights between SOMs can be trained in a similar
way.
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¦ m( A)

1

(1)

A2 4

m(Ø) = 0

(2)

Given a certain piece of evidence, m(A) represents
one’s belief exactly on state A, not any subset of A. The
empty set Ø represents a contradiction, which cannot be
true in any state. Therefore, the BMA for Ø is assigned 0.
The basic mass assignment m() can be interpreted as the
total ignorance of the problem domain, where one feels
uncertain about the truth because every state is present.
For the shill detection problem, Eq. (1) and Eq. (2) imply
that m(shill) +m(~shill) +m() = 1.
To obtain the overall belief on state A, one must take
the sum of beliefs on all subsets of A. As defined in Eq.
(3), a belief function is defined as the mass sum of all Bs,
which are subsets of A. Thus, in D-S theory, a degree of
belief is represented as a belief function rather than a
Bayesian probability function, and mass values are
assigned to sets of elements rather than singletons.
(3)
bel ( A) ¦ m( B )


Figure 4. Analysis results of Higher Group auctions
From Figure 4, we can see that when the actual prices
are less than the predicted prices, the shill scores for all
30 auctions are under 200, which means that each of them
is smaller than 0.5 before being scaled by 400. Hence in
accordance with the shill certification rules, no auctions
in this group involved shill bidding activities. Therefore,
the experimental results support the non-shill hypothesis
(Hypothesis 1). .

B A

Based on Dempster’s rule of combination, the formula
for computing the belief of shill is as follows:

 belief (shilli ) m(shilli )
m( shilli )

m1 ( shilli )  m2 ( shilli )    mn ( shilli )

(4)
(5)

The shill certification approach is demonstrated to be
effective and accurate. In the experiments, we compute
the shill score for every bidder in an auction. The shill
score for an auction is defined as the highest shill score
among the bidders. The auction is suspected to involve
shill bidding when the shill score for the auction is higher
than 0.9; while the auction is considered to be free of
shills when the shills score for the auction is less than 0.5.
5.4 Results and Discussion

After building the price predictor, we ran the price
predictor on a distinct collection of data. As mentioned in
Section 5.1, we selected 30 auctions that have predicted
prices higher than actual prices; we name this group of
data as Higher Group. We also selected another 30
auctions that have predicted prices lower than actual
prices, and name this as Lower Group. According to the
hypotheses proposed in Section 3, the shill scores of most
of the auctions in Higher Group should be under 0.5 and
the shill scores of most of the auctions in Lower Group
should be above 0.9.
The actual prices, predicted prices, and the shill scores
for Higher Group and Lower Group are shown in Figure 4
and Figure 5, respectively. In order to make shill scores
visible in the figures with a Y-axis scaled from [0, 400],
the shill scores are multiplied by 400 in both figures. To
enhance visibility, points are connected by lines.


Figure 5. Analysis results of Lower Group auctions
From Figure 5 we can see that when the actual prices
are higher than the predicted prices, most shill scores are
beyond 360 (i.e., bigger than 0.9 before being scaled).
However, there are several exceptions: 3 out of 30 shill
scores are smaller than 0.9 but still much higher than the
non-shill threshold, 0.5. As discussed in [9], a bidder
with a shill score between 0.5 and 0.9 implies the bidder
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analysis aimed at uncovering threats to the validity of the
findings. In addition, we will also consider studying other
types of auctions with unexpected prices in order to
widen the scope of our results.

is suspicious rather than innocent. Thus, the shill
hypothesis (Hypothesis 2) is also supported by the data.
The experimental results provide us two very
important pieces of evidence for shill bidding
investigation: 1) if an auction has a higher-than-expected
final price, the auction is likely to involve shills, and 2) if
an auction has a lower-than-expected final price, the
auction is unlikely to involve shills. Note that we did not
explicitly consider “normal” (or as-expected) priced
auctions, but we believe shilling activities are not likely in
such cases as in the auctions with low-than-expected final
auction prices.
The auctions with lower-than-expected prices can be
eliminated from the set of auctions that need to be
investigated. Moreover, the two pieces of evidence can be
easily obtained. Both experienced investigators and
ordinary bidders can use the price-based evidence as
signals for determining the trustworthiness of a seller.
Note that in order to make our approach more
practical, we need to consider the following three issues:
First, since the market of an item may change with time,
the price predictor should be trained periodically in order
to make the expected price as accurate as possible.
Second, in this paper, we only analyzed a small number
of auction data in one category to verify the hypotheses;
using more auction data from other categories may
strengthen our results. Third, we should determine if the
price of a general category of items can be predicted as
accurately as that of the WII gaming system studied in
this paper.
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6. Conclusions and Future Work
Shill bidding has been a serious issue faced by
innocent bidders in online auctions for a long time.
However, due to the characteristic of concealment of shill
bidding activities, both bidders and investigators lack an
easy yet effective way to evaluate the trustworthiness of a
seller. Thus, there is a pressing need to explore a new
simple method to investigate auction shills. In this paper,
we first propose two hypotheses: (1) A lower-thanexpected final auction price indicates that shill bidding is
less likely to occur in the auction, and (2) A higher-thanexpected auction final price indicates possible shill
bidding. We then present experiments to test these
hypotheses. The experimental results indicate that both
hypotheses can be used to provide direct evidence in
determining auctions with shill bids. The evidence can
help people distinguish auctions with shills from auctions
without shills, so effort can be focused on auctions with
potential shills and thus save precious investigation time.
In our future work, we will look to improve the
precision of the price predictor as well as the shill
certification techniques. We will also strengthen the
empirical study in terms of considering prediction-price
intervals that reflect prediction errors, and performing
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Abstract— The energy generation became an important

RMI, Jeeves) and commercial works (IBM's San Francisco)
[5].
In this work, a framework is developed in order to measure,
simulate and test photovoltaic processes. The solution provides
the reuse of software projects, analysis, and tests based on solar
energy applications. It is up to the developer the reuse of the
source code, which can be specialized according to the
application.
It also provides many benefits such as the updating of
climatic data, the creation and use of new elements, and the
incorporation of new functionalities into existing applications.
It is possible to manipulate data and formulas related to solar
energy domain especially those ones already tested and
validated.
This paper is divided into five sections. The Section 2
describes the framework. The Section 3 presents the
photovoltaic model. In Section 4 a case study is presented. The
Section 5 concludes this paper.

aspect of modern life once the population is growing rapidly in
the metropolitan regions. Pessimistic forecasts are growing in the
global energy scenario demanding the use of renewable sources of
energy, such as the solar one. But, in order to follow such demand
new computer techniques have to be developed. This paper
presents a framework to assist the developer in the project of new
elements and simulation of solar applications. By applying the
framework concepts, such as source code reuse, one can create a
complete environment to evaluate solar energy data. This work
focuses in the software development and tools to be used in solar
energy generation process, such as the photovoltaic one.

I. INTRODUCTION
The Brazilian institute (INPE) estimates an annual increase
of 4% in electric energy demand for the next 20 years in Brazil
[1]. This fact, and also the concern about environmental
consequences due to the consumption of non-renewable fossil
fuel, impels the researchers to develop alternative technologies
to generate electric energy. The photovoltaic energy is an
example.
But, in order to accomplish photovoltaic experiments, to
report statistical results and to evaluate the efficiency of the
solar energy conversion into electric energy new evaluative
processes must be used.
There are many software devoted to solar energy application
such as blast, doe (doeplus, visual doe), ener-win, energy plus,
hot2000, passport and solar5. However, the costs for
implantation, management and control are still far too
expensive [2, 3].
Most software and tools do not attend the requirements
demanded for different simulations of solar energy processes,
even though the Software Engineering discipline provides
paradigms to develop more flexible and reusable systems based
on, for example, frameworks [4].
Frameworks are used in very different contexts such as
graphical interfaces (Java Swing, AWT), net services (Java

II. THE FRAMEWORK
The main objective of any framework is to simplify the
development of similar applications [6]. It can be used in order
to encapsulate the business rules involved in the description of
any new element some of which based on detailed descriptions
of the previous ones.
The framework can carry dynamic simulations for renewable
energies such as the solar one. In this work it has been
generated an abstraction in order to describe photovoltaic
systems - a method to convert solar energy into electric energy.
Any framework must have the capability to add new
elements to its structure. It has to incorporate new
functionalities or new elements to the set already developed.
In terms of solar systems it must have the ability, for
example, to update climatic data. The framework is divided
into four basic packages as depicted in Figure 1:
• the Form package which is responsible for
supplying the interfaces,
• the Controller package to control the simulations,
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•
•

the DataBase package to provide access to the
database, and
the Energy package which initiates the framework
and provides the programmer all the functionalities.
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All solar energy system [7] simulations can be modeled
according to some basic elements: the radiation, the collector
and the container. All of then are encapsulated in one of the
following modules:
•
•
•
•
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IRadiation – a module responsible for supplying the
solar radiation data;
ICollector – a module responsible for the
conversion of solar energy into the electric one;
IStore – a module responsible for storing energy;
IManipulate – a module responsible for carrying all
kinds of measurement.

•

the mountTree() method constructs the execution
graph and the transfer() method links all the
elements together.

•

The calculate() method is called to run the
simulation.

Basically every solar simulation process, thermal or
photovoltaic, is based on the solar radiation. Sensors capture
the energy, which is processed and distributed to the elements
of the system.

The framework calls the solar radiation element to calculate
the solar radiation data. The solar collector supplies
information to the electric conversion process based on the
radiation data.
Users do not need to be worried if the solar radiation is
supplied monthly or hourly. The framework simply simulates
the behavior of each element accordingly.
The framework is divided into three hierarchical layers
(Figure 2). The first one corresponds to the interfaces and
classes which are responsible for drawing elements
(EMCObject, EMCPoint, and EMCPipeVertices classes). The
second layer is responsible for guaranteeing that the simulation
will run correctly. The last one adds to the simulation the
elements already developed.
Each class has its own functionalities, e.g, the EMCPipe
class deals with communications between each connection
point.
All elements have their connection points and each
connection point is defined in terms of EMCJoinPoint.
The framework organizes the elements as a directed graph
where the main node is the solar radiation element and the
others are interfaces such as ICollector, IManipulate or Icapture
(Figure 3). All dependency is solved before running the
simulation. The data flow is depicted in Figure 4:
• class Execute receives parameters from the
elements involved in the process;

Fig. 3. Main classes used in simulations.



III. PHOTOVOLTAIC SYSTEMS
This section presents the concepts and the mathematical
models related to the solar energy conversion process into
electric energy [8, 10]. The Solar Energy process identifies a
year, named reference year, to estimate radiation on
photovoltaic systems. The devices presented in the photovoltaic
system are described as follows.
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Fig. 4. Runtime scenario.

A. The reference Year
The solar energy application performance is heavily
dependent on climatic aspects. However, meteorological data
analysis is computational intensive.
An alternative is to define meteorological variables
representing a period of time in order to lower computer costs.
The reference year represents a set of meteorological variables
for a specific region during a year.
There are many methodologies to identify the reference year:
the TRY (Test Reference Year), TMY (Typical Meteorological
Year), DRY (Design Reference Year), and the SRY (Short
Reference Year) [8, 9].

Fig. 5. The solar radiation based on the reference year.

The solar irradiance of 1000 W/m2 and the temperature of
25°C are the pattern conditions for the photovoltaic
arrangement [8].
The maximum value for a fixed solar intensity is found in the
inflexion point of the modulus standard curve. The luminous
intensity and the cells temperature mainly influence the
photovoltaic modulus performance.
An increase in the isolation level also increases the cell
temperature and, consequently, tends to reduce the modulus
efficiency [8]. Because of that, crystalline solar cells reach
their greatest efficiency at low temperatures - the coefficients
depend on the type of material.
The elevation of temperature decreases significantly the
value of the voltage generated by the modulus and causes a
little rise in the current value.
The equation describing the photovoltaic generator
performance relating voltage, solar intensity and temperature is
given by equations (1), (2) e (3):

B. Methods to Estimate Radiation
The equations to be presented describe models to estimate
the radiation values on the terrestrial surface based on hourly,
daily, and monthly climatic variations.
The Figure 5 shows the method based on historical measured
data and on the identification of the presumable reference year.
It is important to emphasize that the global radiation is
calculated based on solar insulation.
C.

°
ª § V − ΔV
I = I SC ®1 − C1 «exp¨¨
°̄
¬ © C 2VOC

The Photovoltaic Panel

The panel is the photovoltaic system element responsible to
convert the solar energy into electricity. This process is the
result of energy being absorbed by the semiconductors
elements of the solar module.
The curve that relates the voltage and the current, which is
generated by photovoltaic modulus, is given by (I x V).
Information about voltage and current for the maximum
power, the open-circuit voltage, the short-circuit current, the
temperature coefficient for the short-circuit current, the
referential solar irradiance and the temperature coefficient for
the short-circuit voltage in the referential solar irradiance is
also given.

· º ½°
¸¸ − 1» ¾ + ΔI
¹ ¼ °¿

(1)

where C1 and C2 are coefficients described by the following
formulas:

C2 =

VMP VOC − 1
ln(1 − I MP I SC )

§ I
C1 = ¨¨1 − MP
I SC
©
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(3)

where:
•
•
•
•
•
•

F. The Inverter
V: output circuit voltage;
VOC: open circuit voltage;
VMP: maximum power voltage;
I: output current;
SC: Short circuit current;
IMP: maximum power current

Also known as DC-AC converter (direct current - alternating
current), it establishes a connection between the photovoltaic
generator and the DC source.
Its efficiency is given by the ratio power input and the power
output varying within a band of 50% to 90% [10].
The efficiency value percentage, commonly specified by the
manufacturer, is the maximum value that can be reached by
this element. It is represented by ηinv (Equations 4 and 5).

D. Battery
The battery is a convenient device to store electric energy
generated by the photovoltaic modulus. The initial charge, the
discharge value, and the efficiency are represented as follows:
•
•
•
•

IV. CASE STUDY: PHOTOVOLTAIC SOLBRASIL TOOL
This section presents a case study based on the framework
developed. It is important to emphasize that the hot spots are
implemented both by the specialization of the abstract classes
and the composition of elements, such as the ones related to the
devices SBFVSolarPanel, BFVController, SBFVBattery and
SBFVInverter. The Figure 6 shows an instance of the
framework - the SolBrasil photovoltaic system.

EB: storage energy in the batteries;
EBmin: minimum discharge level;
EBmax: maximum charge level;
ηbat: battery efficiency;

During the first hour, the charging and discharging process in
the batteries respect the following restriction:
EBmin ≤ EB ≤ EBmax.
This restriction is regulated by the controller element. Its
characteristics are described in the next subsection.
E.

The Charge Controller

This element disconnects the photovoltaic modulus when the
battery reaches its maximum charge level. Also it activates the
supplying element when the minimum charge level is reached.
The mathematical model describing its operation is given
below. It takes into account two situations: the loading and
unloading battery level [10].
After applying the charge and discharge restriction for the
battery, the controller will charge up to the maximum limit if
the energy generated by the photovoltaic arrangement exceeds
the energy demanded (Equation 4).
Otherwise, if the energy demanded by the charge is higher
than the one generated by the modulus, the batteries will be
discharged to supply the deficit according to Equation 5.

§
E (t ) ·
E B (t ) = E B (t − 1) + ¨¨ E G (t ) − L ¸¸η bat
η inv ¹
©
§ E (t )
·
E B (t ) = E B (t − 1) − ¨¨ L − EG (t )¸¸
© η inv
¹
where:
•
•
•
•

Fig. 6. SolBrasil - A framework instance.

A. The Execution Diagram
The design of photovoltaic systems depends on where it will
be installed. The latitude and altitude data are important to the
calculation methods.
The inclination angle of the photovoltaic generator, which
maximizes its own energy production, varies through the year.
It means that the same photovoltaic generator can be calculated
from one region to another with different estimated values of
solar radiation.
The global radiation on the panel surface considered as
reference is the azimuth surface angle = 180° and the nearby
reflectivity = 0,22 of Belo Horizonte city, Minas Gerais, Brazil.
The execution diagram was designed for a photovoltaic
home system, isolated from the power supply system. The

(4)

(5)

EG: Energy generated by the photovoltaic module;
EL: Energy wasted in the loading process;
t: Time to be considered (Hour);
ηinv: Efficiency of the Inverter;
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devices were specified according to the manufacturers
specifications: ASE-100-ATF/17 from ASE Americas
manufacturer; the 12MC36 battery from Moura manufacturer;
the Sollis controller element from Varixx manufacturer; and the
XantrexGT conversor from Xantrex manufacturer.
B.

The Figure 8 shows the relation between the light index
along the reference year and the extraterrestrial radiation
reflected on the surface.
It is represented by the Ho curve and it does not have any
influence on the deviation caused by the layers at the
atmosphere. So, its behavior is regular and its intensity is high
in almost every moment.
The radiation on the earth surface H, is shaped mainly in the
function of the light index Kt, which represents the influence of
clouds and atmospheric gases in the radiation brightness, that
is, as cloudier it is, lower the radiance will be.
The Figure 9 shows the monthly average hourly radiation
based on the reference year. It can be notice an increase in the
irradiation (center of the graphic) showing that the inclination

The Demand Definition

The operation of the photovoltaic system depends on the
electric demand to be informed. The frozen spot FrmConsumo
registers the consumption outline and its data are stored in the
corresponding database structure.
The identification of the reference year allows the
photovoltaic calculation to be done daily along a year. The
Figure 7 shows the registered demand for the simulation.

Fig. 9. The monthly average hourly radiation based on the
reference year.

Fig. 7. Energy consumption graph.

The framework operates based on the registered energy
consumption. It is also possible to inform the demand through
the element energy consumption (given in w/h).

has an influence in the photovoltaic modulus during the months
with lower indexes of irradiation and with elevated indexes of
clarity.
The Figures 10 and 11 represent the graphics for the power
supplied by one photovoltaic modulus and for the stored energy
in a bank with three batteries along a year. After the
computation of the irradiation data, the calculus is done to
estimate the maximum power point of the photovoltaic
generator. It is given by the ratio curve between the current I
and the voltage V for each - the maximum value in the curve
inflection. The graphic of the modulus-generated power is also
in along-the-year hourly average.

C. The Results
Starting from the reference year it is possible to generate a
synthetic sequence of the light index of the rainy days. The
output is related to the solar irradiance and consequently is
extremely important to the simulating process.

Fig. 8. The relation between the Extraterrestrial Radiation and the
surface one, in the function of the light index along the year.

Fig. 10. Monthly Mean Hourly Power generated by the
photovoltaic modulus along the year.
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In the graphic for the stored energy in the battery bank
(Figure 11), the top line delimitates the maximum capacity of
storage, over which the bank would be overcharged; the bottom
line delimitates the maximum depth of charge - below it the
batteries would be exposed to a deep discharge that would
damage them.

A future work intends to investigate the application of the
proposed solution in systems related to other renewable energy
sources such as wind systems.
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Fig. 11. Batteries Stored Energy along the year.

It can be noted that the available capacity is placed between
two limits and that the charge controller interferes in such a
way that it does not allow the bank to be overloaded or to
receive a deep discharge.
It also shows that the energy, which is stored along the year,
suffers a directly proportional variation to the medium hourly
power generated by the modulus monthly - it avoids the
batteries charging to its maximum initial value which certainly
reduces the batteries useful lifetime.
V. CONCLUSION AND FUTURE WORK
The framework approach allows a great flexibility in the
development of new applications due to the facility in
customizing users requirements. It also enables the reuse of the
analysis, project and source code. It increases software quality,
reduces the effort and time to develop new applications.
In this work it was developed a system, to simulate real
systems, especially those ones related to the conversion of solar
into electric energy through photovoltaic cells.
The proposed solution has simplified the procedures taken by
solar energy researchers to develop control systems. Besides, it
has allowed the reuse of a consolidated and tested solution.
This work can be considered an innovative proposal for the
solar energy area as it has developed a methodology based on
framework capable of calculating the behavior of photovoltaic
systems isolated from electric network by means of analyzing
the solar radiation, the energy balance, the statistical results and
the identification of failures.
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Abstract
Efﬁciency in data manipulation is of vital importance to
ERP systems. Flexible data manipulation API helps to address a number of acute needs of end users and application
developers. To be efﬁcient the API must meet a number of
requirements: (i) allow data operations at any granularity level, (ii) guarantee data integrity, (iii) be scalable, (iv)
allow cross-platform invocations, (v) be convenient to use.
None of the ERP systems exposes an API like that.
Building on the notions of business objects and Web services, this paper contributes with the concept of a business object query language (BOQL). Essentially, BOQL is a
query-like service invocation, which provides on-the-ﬂy orchestration of CRUD-operations of business objects. BOQL
allows to achieve the desired level of data manipulation efﬁciency at a reasonable price. To demonstrate the efﬁciency
of the suggested approach the paper presents a use case
showing how BOQL enables the development of composite
applications.

1

Introduction

Data manipulation is critical to enterprise resource planning (ERP) systems. An ERP system is a data-driven application, meaning that accessing and manipulating data represent the biggest share of its workload. The more efﬁcient
these operations, the greater the value of the system. The
current paper elaborates on two questions: what makes ERP
data manipulation efﬁcient and how the efﬁciency can be
achieved. The main contribution of the paper is the concept of a business object query language (BOQL). Essentially, BOQL is a query-like service invocation, which provides on-the-ﬂy orchestration of CRUD-operations of business objects. BOQL allows to achieve the desired level of
data manipulation efﬁciency at a reasonable price.
The rest of the paper is structured as follows. Section 2
discusses the requirements that an efﬁcient data API must
satisfy. Section 3 gives an overview of related work and

analyzes the state of the art in ERP data access. Section 4
presents the business object query language (BOQL), which
is the main contribution of the paper, and shows how it satisﬁes the requirements discussed in Section 2. Section 5
presents a prototype demonstrating how an ERP system can
expose BOQL as an interface to its data. Section 6 presents
a use case, where BOQL is used to develop a composite
application. Section 7 concludes the paper.

2

Accessing and manipulating ERP data

To be efﬁcient, data API in an ERP system must satisfy a number of requirements: (i) allow data operations at
any granularity level, (ii) guarantee data integrity, (iii) be
scalable, (iv) allow cross-platform invocations, (v) be convenient to use. Each requirement is explained below.
The ﬁrst requirement, interprets efﬁciency as the ability
to access any combination of attributes with as little effort as
possible. An ERP system stores in its database hundreds of
gigabytes of data. Typically, these data are fragmented. For
example, a sales order header is stored separately from sales
order items. The fragmentation is the direct consequence
of data normalization, the process of ensuring the maximum cohesion of entity types and eliminating redundancy
in data model. The main argument in favor of normalization is that the management of normalized data is simpler
than that of denormalized. The disadvantage of normalization is that it disjoints semantically coupled attributes into
a number of subsets and stores them separately (in different
database tables). Data API in such systems (e.g. SAP R/3
and SAP Business Suite) is often organized around these
subsets, meaning that the system exposes operations that are
able to manipulate only the attributes that belong to a single table. This is very inefﬁcient, because the semantics of
data operations in most applications assumes manipulation
on application domain objects (purchase order, customer invoice and etc.) rather than on database tables. In this case
the API’s granularity does not match the granularity of the
applications’ needs. Whenever such a mismatch happens,
application developers have to take the burden of express-
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ing the required operation in terms of available ones. This
complicates the code and leads to situations, when data manipulation part of an application outweighs the application’s
value adding part.
The second requirement, data integrity, ensures that any
usage of the API must not compromise the integrity of ERP
data. Data integrity means that the manipulation of data
must be performed in accordance with business logic rules.
For example, when creating a sales order, availability check
must be performed. Only after a successful conﬁrmation
a sales order entry can be created in the system. Without
such a check, creating a sales order by simply inserting data
into corresponding database tables with SQL statements can
result in a sale of not existing products.
The third requirement, scalability, ensures the ability of
the target API to handle increasing number of requests.
One of the current trends in ERP systems development is
switching to software as a service (SaaS) model. No maintenance and a better pricing model based on actual usage
drive organizations to favor SaaS ERP solutions over traditional on-premise ones [7]. Because the service provider
rather than the consumer has to bear the cost of operating
the system, the provider is strongly motivated to reduce the
system’s total cost of ownership. A well-designed hosted
service reduces total cost of ownership by leveraging economy of scale. Sharing all aspects of the IT infrastructure
among a number of consumers allows the provider to reduce operating expenses and thus increase proﬁt. Consolidation of consumers onto a singe operational system, however, comes at the price of increased system complexity due
to multi-tenancy at the database layer. Multi-tenancy is basically mapping a number of single-tenant logical schemas
in one multi-tenant physical schema in the database [4].
The inevitable consequence of multi-tenancy is increased
workload: the system has to handle requests from much
more consumers in comparison to a single-tenant system
[8]. Therefore, scalability becomes a crucial characteristic
of an ERP system, if its provider plans to offer it as a service.
The forth requirement, cross-platform support, is necessary in the contemporary heterogeneous world. The variety
of platforms, from which applications access ERP systems,
has dramatically increased over the last decade. Desktop
computers running different operating systems, mobile devices, enterprise-class servers, all may run applications interacting with ERP systems. Designing speciﬁc API for every platform conﬁguration is costly in terms of development
and maintenance. Therefore, to support such a heterogeneous environment, the target API must be based on industry standards and avoid the usage of proprietary technologies. Standards compliance, however, must not be abused.
It is a trade-off: by improving interoperability designers often sacriﬁce performance and simplicity of code.

The last requirement is the ease of use. Although obvious, the requirement often gets overlooked. As consequence, powerful functionality can become not usable. In
the context of ERP data manipulation the main usability factor in our opinion is the transparency of data model. Therefore, the target API must not only expose data of an ERP
system, but also the system’s data model or metadata.

3

Related work

A straightforward approach to data manipulation can
be to use SQL. Since an ERP system relies on relational
database, SQL statements could be issued directly against
the database to operate on data. Although feasible, this approach is unlikely to satisfy the requirements stated above.
The problem with SQL is that it violates the data encapsulation principle. It exposes too much control over the underlying database and increases the risk of corrupting data
in the system. An ERP system is not only data, but also a
set of business rules that apply to the data. Generally, these
rules are not a part of the system’s database. Direct access
to the database circumvents the rules and violates data integrity. Therefore, accessing directly the data by any means
must be prohibited.
An alternative to SQL can be data as a service approach.
In this case a system exposes a number of Web services
with strongly-typed interfaces operating on data. This approach has an advantage of hiding internal organization of
data. Instead of a data schema and a query interface an ERP
system exposes a set of operations that manipulate its data.
By choosing operations and calling them in an appropriate
sequence required actions can be performed. Because of
using Web services this approach is platform independent.
In fact, the data-as-a-service approach has been very popular. SAP, for instance, has deﬁned hundreds of Web service operations that access data in SAP Business Suite [2].
Amazon Electronic Commerce service is another example
of such approach [1]. However, this method has a serious
disadvantage - lack of ﬂexibility. Although an ERP system
can expose many data manipulation operations, they will
unlikely cover all combinations of attributes that applications might need to operate on. Therefore, granularity mismatches are very likely to occur. As discussed earlier, this
will require application developers to manually construct a
sequence of calls on existing operations to perform a desired manipulation. An example of such a case is presented
in [6]. To partially overcome the mismatch, the interfaces
of Web services can be relaxed [5]. This, however, will blur
the semantics of the operations.
Service data objects (SDO) [9] enhance the data-as-aservice approach by rigidly specifying many aspects of data
manipulation API. SDO is a speciﬁcation for a programming model that uniﬁes data programming across hetero-
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geneous data sources, provides robust support for common
application patterns, and enables applications, tools, and
frameworks to more easily query, view, bind, update, and
introspect data [3]. SDO has a composable (as opposed
to monolithic) architecture and is based upon the concept
of disconnected data graphs. Under the disconnected data
graphs pattern, a client application retrieves a data graph
from a data source, mutates the it, and can then apply the
data graph changes back to the data source. Access to data
sources is provided by a class of components called data
access services. A data access service (DAS) is responsible for querying data sources, creating graphs of data containing data objects, and applying changes to data graphs
back to data sources. SDO essentially wrap data sources
and fully control access to them via a set of strongly-typed
or dynamic interfaces. SDO offer a number of advantages:
data encapsulation, better semantics in comparison to the
previous approach (because manipulation API is organized
around data objects from application domain), better modularity and reuse. However, SDO have a weakness (as in
the case of data-as-a-service approach): the problem of interface design is not solved. Therefore, granularity mismatches are possible, but the usage of dynamic interfaces
can alleviate the problem at the cost of code complexity.
As one can see all approaches have advantages and disadvantages. SQL as a data access API gives great ﬂexibility
by allowing to construct queries that match the granularity
of any information need. However, SQL exposes too much
control over the database and circumvents business logic
rules. The data-as-a-service and SDO approaches, on the
other hand, enforce business rules by exposing a set of Web
operations, which encapsulate data manipulation and hide
data organization. However, the granularity of the exposed
operations often does not match the needs of application developers due to poor interface design.

4

set of operations has an advantage that any business object
can support it. Therefore, all business objects can be derived from the same base class featuring the mentioned arrays (of attributes and associations) and CRUD-operations.
Such uniform behavior and structure allow to introduce a
query language for business objects very much like SQL
for relational entities. We propose the following scenario:
1. A programmer composes a query, the description of
what to retrieve from or change in the system, according to some SQL-like grammar, and sends the query as
a string to the system by calling a generic Web service
operation, for example ExecuteQuery.
2. The system parses the string to detect present clauses
(from, select, where, etc.) and builds a query tree - an
internal representation of the query. The tree is then
passed for further processing to a query execution runtime, very much like in a DBMS.
3. Using the from clause the runtime obtains references to
the business objects, on which the operations must be
performed - source business objects. Then the runtime
traverses the query tree in a speciﬁc order and converts
recognized query tokens to appropriate CRUD-calls on
the source business objects. For example, tokens from
select clause are converted to Retrieve or RetrieveByAssociationChain operations, while tokens from update clause are converted to Update operations.
4. Having constructed the call sequence, the runtime
binds corresponding string tokens to the input parameters of CRUD-operations. For example, the token Customer.Name of the select clause is interpreted as a call
to Retrieve operation with the input parameter value
”Name” on the business object Customer. Now everything is ready to perform the calls of CRUD-operations
in the on-the-ﬂy constructed sequence.

Business object query language

Forming a business object out of semantically related
data and accessing the data via a ﬁxed set of operations give
good control over the data. On the other hand, exposing
the data via a speciﬁc interface limits application developers in ways they can manipulate the data. To overcome this
deﬁciency we suggest to use only a dynamic interface of a
business object and automatically generate the sequence of
calls to its operations, given a special query (compact, formal description of an action a developer wants to perform
on the business object).
Despite the diverse semantics of business objects they all
have the same structure (an array of attributes and associations) and behavior (a set of operations). The most basic set
of operations a business object supports is called CRUD Create, Retrieve, Update, Delete. Although too generic, this

5. The last step is the composition of result set. The result
is compiled in an XML document and sent back to the
calling application.
In its essence the BOQL performs on-the-ﬂy orchestration of calls to objects’ CRUD-operations based on userdeﬁned queries. These queries are transformed to a sequence of calls that perform the required action. BOQL
has an advantage of supporting queries at any granularity
level as in the case of SQL (because of using dynamic interface of business objects) without circumventing business
rules (because CRUD-operations control data manipulation
and enforce business logic rules). BOQL is made feasible
by a uniform representation of business objects (in terms of
the structure and behavior). As one can see BOQL already
fulﬁlls the requirements i, ii and iv from Section 2. The rest
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Figure 1. The architecture of the test system
we consider to be implementation details and address in the
next section.

5

Implementing BOQL

The current section demonstrates how an ERP system
can support BOQL. The Figure 1 sketches the architecture
of a prototyped system. BOQL is implemented by two elements: a business object engine and a query engine: the
former manages business objects in a way BOQL assumes1
and the latter provides access to them from outside of the
owning process via a query-like interface. These two elements are instances of BoEngine and QueryEngine classes
respectively. Both are created at the system’s startup time.
Business object engine is instantiated ﬁrst to assemble business objects and store references to them in a pool. Then
the instance of the query engine is created. It has access to
the pool and can manipulate the objects.
Every business object encapsulates an in-memory table
to cache data. The in-memory table is populated with data
taken from a private database. Every object also encapsulates logic to synchronize its in-memory table with the
database. To the query execution runtime an object is available via its interface: a collection of attributes and associations to other objects and CRUD-operations. How those
are implemented is completely hidden inside the object.
Neither business objects nor their in-memory cache and
database tables can be directly accessed outside of the owning process. The direct access to the data is prohibited to
enforce internal business logic. To access the business data
an external application must use the standardized query-like
1 meaning

interface exposed by the query engine. When the latter receives a query it parses it and transforms recognized tokens
to corresponding operation invocations.
The implementation platform for the prototype is .NET.
The system is implemented as a Windows service and the
query interface is published as a Web service hosted by Internet Microsoft Information Services (IIS). The Web service is meant to dispatch a query to the system and serves
as a request entry point. There is no other way to invoke
or access the system except for issuing a call to the Web
service. The physical data storage is implemented as a Microsoft SQL Server 2005 database.
To make the architecture scalable, it must be
multithread-aware and bottle-neck-free. The Web service
can easily become a bottleneck in the system. Therefore,
the actual BOQL query execution is factored out from the
Web service to so called working processes. Each process
can run on any physical server, to which the Web service
hosting machine can establish a TCP connection. Every
working process has a queue, to which the Web service appends BOQL queries, and a pool of working threads, which
pull out the queries from the queue and process them. The
queue is very important, as it enables asynchronous communication between the Web service and the working process.
The former does not wait for the completion of the query
and becomes quickly available to other client applications.
To determine a working process that should be assigned a
BOQL query the Web service uses round-robin scheduling
algorithm. Hence, if the number of queries increases, the
system’s administrators must simply instantiate more working processes2 and register them with the Web service.
Using BOQL requires the knowledge of business object
model: the list of business objects the system has, their attributes and associations. To communicate this information
we have developed a tool called Schema Explorer. It automatically retrieves metadata from the system and builds
a business object graph (see Figure 2). Such a tool greatly
simpliﬁes the creation of BOQL queries by offering a plenty
of useful functionality: business object search, association
and attribute search, ﬁnding connections/paths between any
two business objects, displaying a business object graph or
its part, intellisense support for query editor, test execution
of a query, to name just a few. The business object metadata
is obtained using reﬂection mechanism of .Net Framework.
Query engine exposes a number operations which internally
use reﬂection to query the business object metadata. For example, if a developer wants to know what business objects
the system has, the tool calls an operation which scans the
pool and obtains the types of business objects instantiated
by the system. To look up the list of associations of a given
business object, say Customer, the tool issues a call to another operation that gets the names of elements in the As2 of

that it guarantees the compliance to CRUD-interface
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course free hardware capacity must be available

7

Figure 2. Schema of the Web retailer’s CRM
sociations array of the corresponding business object. Because business object model does not change the metadata
is cached in order to avoid the reﬂection overhead.

6

Example

Consider a Web retailer that sells items online and subcontracts a logistics provider to ship sold products. The retailer operates in a geographically large market (e.g. the US
or Europe). In this situation the consolidated shipment of
items can generate considerable savings in delivery. Consolidation means that a number of items is grouped in a single bulk and sent as one shipment. The savings come from
price discounts gained from higher transportation volume
and less transaction cost per item shipped (because it is the
bulk that is charged, but not individual items).
To manage their sales, the retailer uses a system with the
business object graph as Figure 2 presents. We assume that
the system exposes a query-like Web service interface as
described in the section 5. The query returning the shipping address for all sales order items that are to be delivered
looks as follows:
SELECT
SO˜id, SO.Contact.Address˜postalAddr,
SO.Items˜id, SO.Contact.Customer˜name,
FROM
SalesOrder As SO
WHERE
SO.Status = "ToDeliver"
GROUP BY
SO.Contact.Address˜city
By invoking the query-liked Web service and passing the
above query to it, a third-party application consolidates the
items by their destination. The next step for the application
is to submit a request for quote to a logistics provider and
get the price of transporting each group of items. Many
logistics providers have a dedicated service interface for
this, so the application can complete this step automatically.
Once the quote has been obtained and the price is appropriate the products can be packaged and picked up by the
logistics provider.

Conclusion

Efﬁcient data manipulation API is essential to ERP systems. To be efﬁcient, the API must satisfy a number of
requirements: (i) allow data operations at any granularity
level, (ii) guarantee data integrity, (iii) be scalable, (iv) allow cross-platform invocations, (v) be convenient to use.
Existing approaches and APIs do not satisfy all these requirements. The current work contributes with the concept of query-like service invocation implemented in the
form of a business object query language. BOQL offeres
both the ﬂexibility of SQL and encapsulation of data-as-aservice and SDO approaches. In its essence, BOQL is onthe-ﬂy orchestration of CRUD-operations exposed by business objects of an ERP system. The authors also showed
that BOQL satisﬁes all ﬁve requirements. In addition the
paper demonstrated how BOQL enables the development
of enterprise composite applications. Furthermore, the major components of the architecture were outlined and prototyped with Microsoft .NET platform.
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Abstract
By using an ontology-based approach as the underlying
scheme of hardware verification tools, knowledge about the
specific design under test (DUT) is kept separate from the
tool’s generic service engine. This separation enables tools
to easily adapt to new DUTs. In this paper, we discuss how
we successfully adopted an ontology-based approach to the
development of hardware verification tools. We also present
ClassMate, an ontology modeling platform developed and
used in IBM that is especially suited to support hardware
verification ontologies. The ontology-based approach has
boosted the impact of IBM’s hardware verification tools by
facilitating reuse — enabling adaptation to a large number
of complex DUTs including several generations of the same
design, lowering maintenance costs per DUT, and driving
the accumulation of deep domain knowledge.

1. Introduction
Functional verification is the process of ensuring that a
logic design conforms to its specification. In current industrial practice, simulation-based verification plays the major role in the functional verification of hardware designs.
This technique verifies a design’s correctness by simulating
the description of the hardware expressed using some hardware design language [1], driving stimuli into this simulation model, and then checking the validity of the produced
results. This model is termed design under test (DUT). The
verification environment or testbench is created around the
DUT and is composed of a large number of modules and
tools. These include stimuli generators and drivers, monitors, coverage analyzers, checkers and reference models.
The development and maintenance of a testbench environment for a high-end server system is a large software endeavor involving dozens of verification engineers and spanning many years of effort, thereby challenging verification
schedules and driving up hardware development costs. This

problem has become increasingly acute with the growing
pressure for cost reduction and faster time-to-market.
Modern testbench environments are created using specialized languages and follow strict methodologies. Development environments supporting these languages and
methodologies are available from leading design automation tool vendors [2, 3]. Testbench modules are built for
a specific architecture, protocol, or DUT, and have deep
knowledge about the DUT embedded in their code. Most
testbench components do not provide good (or even any)
separation of the application-specific knowledge from the
core service engine. This means that the amount of sharing and reuse between testbench modules is limited, even
between those that provide similar services for different
DUTs. This level of reuse greatly contributes to the inflated
development cost described above.
In this paper, we propose using an ontology-based approach for building hardware verification tools. With this
approach, knowledge about the architecture of the DUT and
the accumulated domain expertise are kept separate from
the tool’s main engine. Decoupling knowledge from control enables the same tool to be used for verifying different hardware designs or different generations of the same
design. Thus whenever a new or follow-on hardware design is introduced, only its model need be specified; the actual application engine remains unchanged. The benefits
of this approach are reduced time-to-market, higher quality tools (due to the stability of the application engine), and
greater reuse of accumulated knowledge between hardware
designs.
This paper also introduces ClassMate, an ontology modeling platform developed and used in IBM. The ClassMate
modeling language can be viewed as an extension of UML
2.0 [4] Class Diagrams. This language provides several
features that are especially suited for supporting hardware
verification tools such as extended data types, constraints,
refinement, and packages. The platform also provides a
form-based graphical studio to facilitate rapid model development. ClassMate was developed to compensate for features and capabilities that were found lacking in existing on-
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tology development languages and environments [5, 6, 7].
The modeling language of ClassMate is expressive enough
to describe the intricacies of hardware designs and its expert knowledge, formal enough to facilitate maintenance
and reuse, and easily convertible to the representation required for the operational needs of the verification tool.
ClassMate is currently used in IBM by several hardware
verification tools including unit, processor, and systemlevel test generators [8, 9, 10], cache hierarchy initializers [11] and post silicon exercisers. These tools have
been successfully deployed to verify IBM System p servers,
IBM System z servers and gaming consoles (Microsoft
XBOX360, PlayStation3, Nintendo Wii) [12]. It has been
estimated that together these tools have saved IBM well in
excess of 100 million dollars.
The rest of the paper is organized as follows. In Section 2, we describe the ontology-based tool scheme and
its adaptation to hardware verification tools. In Section 3
we present the ClassMate platform, with emphasis on the
modeling features that are essential for hardware verification. Finally, in Section 4, we review our experience with
ontology-based hardware verification tools within IBM.

2. Ontology-based tools
This section discusses a software development scheme
and a tool architecture intended to provide better productivity in the development and maintenance of software tools.
We also describe the adaptation of this scheme to hardware
verification tools.
The ontology-based architecture for tool development is
suitable whenever a family of applications shares a welldefined application domain (e.g., travel planning and booking [13], business process modeling [14], test program generation [9]). Each family of applications shares similar principles of operation even though the applications themselves
may provide services that are significantly different. In
these examples, the development of the basic service engine and the adaptation for a specific application case require deep expert knowledge of the application domain and
of the specific application case respectively.

2.1. Tool architecture
The key concept driving the ontology-based scheme is
a domain specific modeling language. The language provides the terminology, i.e., the basic concepts, required
to build an application-specific ontology. This application
specific knowledge is then imported, or interpreted, by an
application-domain service engine, which in turn uses it to
provide the required application-specific services. Hence,
the service engine coupled with the application-specific ontology becomes a specific service application (e.g., a per-

Figure 1. Ontology-based scheme
sonalized travel agent). Figure 1 is a diagrammatic illustration of the ontology-based scheme. The design and evolvement of the service engine is tightly coupled with the domain specific modeling language. The engine interprets the
application-specific ontologies by, and only by, the basic
application domain concepts provided by this language.
The ontology-based tool architecture has created a new
role, a knowledge engineer, on top of the traditional tool developer and user roles. The knowledge engineer is responsible for the development of the application-specific ontology.
This tool architecture requires a modeling platform to
support the construction of application specific ontologies.
It is desirable to use a general purpose modeling platform
designed to support ontology-based tools. In this case,
domain-specific languages would be derived from the language provided by the platform. In Section 3, we describe ClassMate, a modeling platform designed to support
ontology-based tools.

2.2. Ontology-based hardware verification tools
Many components of a verification environment are tailored to verify a specific DUT. Some components have a
well defined set of services and operating principles that
hold beyond the specific DUT and therefore are qualified as
tools. However, using the common development methodology these too would require dramatic adaptation, and sometimes total rewrite, in order to serve a new hardware design. Examples include microprocessor and system-level
test program generators, system-level transaction and coherency checkers, behavioral reference models, and some
system initialization and setup tools. Our exerience in IBM
shows that tools in this category benefit from adopting the
ontology-based scheme (see Section 4 for examples).
The ontology supporting hardware verification tools
should cover aspects of the DUT and its verification environment so that the application can interact correctly with
the DUT and accomplish its verification task. These aspects
may include: DUT architecture, interface protocols, system
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Figure 2. Model of a load word instruction

dress of the source memory operand is equal to the sum of
the value of a base register and an immediate value specifying the displacement. The LoadWordInstruction is a type
of load instruction with a particular length, binary encoding
and other unique attributes not described here.
The generic test generation engine would now traverse
the Power architecture specific ontology to extract specifications of Power instructions. This is a reasoning step
in which the engine uses the terminological layer in conjunction with embedded domain knowledge to interpret the
specification and construct a constraint satisfaction problem (CSP) [16] for each appearance of an instruction in the
test program. The CSP reflects the instruction’s structure,
architectural rules, testing knowledge, program context and
any specific user request. In a second reasoning step, the
engine uses a constraint solver to randomly determine the
instruction properties by sampling the solution space of the
CSP. Modeling knowledge about the generation of instruction streams and the way it would be treated by the generation engine is beyond the scope of this example.

2.3. Advantages and trade-offs
topology rules, micro-architectural details, behavioral aspects, validity assumptions and rules. A second component
of the ontology should include design-specific expert guidance, generally referred to as testing knowledge (TK). TK
should indicate effective methods to accomplish the application’s task (e.g., bug-prone areas and setups to guide or
bias the generation of tests). This component would include
any per-DUT tuning of the tool’s operating principles.
The following example illustrates how the ontologybased approach is deployed by a test program generator
for micro-processor verification [9]. Consider the ontology fragment sketched in Figure 2. The model naturally
decomposes into a two-tiered architecture. The terminological layer captures fundamental processor architecture
and test program generation concepts and vocabulary. This
layer constitutes the domain-specific modeling language
supported by the test program generator. In contrast, the
DUT layer is where DUT-specific concepts are developed
by the application engineer using terms defined in the terminological layer of the ontology.
Instruction and Operand are generic concepts found in
all processors and are therefore part of the terminological layer. All instructions have a set of source and target operands, and a single code operand. Operands have
a length (number of bytes) and a data value whose size is
a multiple of its length. Operands are further sub-classified
into memory and register operands which characterize how
they are addressed. The DUT layer models Power architecture [15] specific concepts. The Power architecture specifies
that a load instruction transfers data between memory and
one of the machine’s 32 general purpose registers. The ad-

The ontology-based development scheme drives the generalization of domain-wide expert knowledge and its encapsulation in a reusable engine. It promotes the formulation
of a standard, domain-specific modeling language that captures the fundamental domain concepts and terminology,
and encourages the use of declarative modeling techniques
for knowledge representation. With the accumulation of
these mechanisms it should effectively force modularity between domain-wide knowledge and application specific details. In terms of the expected return on investment (ROI)
we aim to achieve the following advantages over traditional
development processes: replicate the impact of a domain
expert and reduce the dependency on the expert; accumulate
domain knowledge from application to application; boost
standardization and reuse across the application-domain, including reuse of ontology modules.
An ontology-based tool may be viewed as an application
generator for a narrow application-domain. The advantages
of the ontology-based development scheme and its ROI
strongly depend on the selected application domain. There
is a delicate balance to consider. By selecting an application domain that is too wide, the service engine becomes
too generic to significantly boost development productivity for a specific application. By narrowing the domain,
we risk serving only a few applications, thereby reducing
the ROI for the additional complexity induced by this development scheme. With a ‘golden cut’ selection, we can
have a service engine that embeds deep domain knowledge,
boosts development and maintenance productivity, and reduces costs for a large set of specialized applications.
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3. ClassMate platform
ClassMate is an ontology development platform built
in IBM and used successfully by many of the company’s
hardware verification tools, several of which are briefly described in Section 4. It consists of a modeling language,
a graphical studio for viewing and editing ontologies, an
API for model reflection, and tools to reuse, validate, and
query models. While ClassMate shares many features with
existing ontology platforms, it goes beyond these systems
by offering advanced features and concepts that are particularly suitable for hardware verification. In the rest of this
section, we describe the ClassMate language and platform
with an emphasis on these novel features.

3.1. Types, constraints, instances and facets
All concepts in ClassMate are strongly typed. This enables the service engine to reason coherently about a DUTspecific ontology and allows for automated detection of
modeling errors. ClassMate supports primitive (integer,
boolean, etc.), enumeration, record and collection types.
The bitstream primitive type is used to represent arbitrary
but fixed sized bit vectors commonly found in hardware
ontologies such as addresses and data values. Compound
types such as records and collections are used to construct
more complex user defined concepts. Record types consist
of properties (data members) which are themselves typed.
Properties have an optional default value which is used if
no value is specified when the type is instantiated.
Types in ClassMate have extensional semantics in that
they represent the possibly infinite set of values (or instances) the type can have. It is possible to restrict the extension of any type to a set of values which defines its domain. In the example of Figure 2, the domain of the index
integer data member of GPR is 0-31, reflecting the fact that
there are 32 general purpose registers in the Power architecture. Similarly, the LoadWordInstruction’s code operand is
restricted to the values contained in the 0x3AXXXXXX bitstream, where each X represents a don’t care hexadecimal
value. Instances are named, fully defined values of a type.
Instances are particularly useful for restricting the domain
of a type to a specific set of pre-defined values.
Powerful constraints that further restrict the extent of
types are expressed through predicates over one or more
properties. In hardware verification ontologies, constraints
originate either from rules that govern the DUT or from the
accumulated testing knowledge. The architectural rule that
an operand address equals the contents of the base register plus the displacement is modeled as a constraint in our
example. A TK indicating that it would be desirable for
a memory access to cross page boundaries is modeled as
a soft constraint intended to bias the generation of the in-

struction. ClassMate’s modeling language provides a rich
set of constructs for defining complex constraints including arithmetic, logical, bitwise, and set operators, as well as
quantification over collections.
Facets act as hints to the application engine on how an
entity of the model should be treated. They can be attached
to any ClassMate entity. For example, facets can be used to
specify if a constraint should be interpreted by the engine as
a hard or soft constraint.

3.2. Meta types, inheritance and refinement
As mentioned in Section 2.2, hardware verification models naturally decompose into terminological and DUT specific layers. ClassMate allows users to distinguish between
ordinary types and meta types which are used to capture
terminological concepts. This distinction is particularly important for an ontology-based tool since its service engine
is constructed to be DUT-oblivious. Using reflection and
guided by its knowledge of the meta types, a service engine can extract all the information necessary to enable its
operation.
Types naturally form taxonomy hierarchies. This is true
both for types defined in the terminological layer and in the
DUT layer. In type hierarchies, a derived record type often
introduces new data members not found in any of its base
types. This type of derivation is analogous to inheritance
found in object-oriented modeling. In ClassMate, we introduce the notion of refinement which extends derivation
beyond traditional inheritance. Any restriction of the extent
of a type is considered to be a refinement of the type. Examples of refinement include: restricting the domain of a type,
adding constraints, restricting an arbitrary sized collection
to have a fixed cardinality, and refining the underlying element type of a homogeneous collection. A refined record
may include new data members or refine the type of an inherited one. The sourceOps property in our example combines both types of collection refinements. It is defined to
be an arbitrary sized set of Operands in Instruction, whereas
in LoadInstruction it is refined to be a single-element set
of BaseDisplacementOps, which in turn are derived from
Operand.

3.3. Packages and redefinitions
Completely new hardware designs are rare. More commonly, a hardware design is a next generation follow-on
to an already existing one. For this reason, ontologies for
hardware verification are rarely built from scratch. Concepts may be common to all or some derivatives of the same
hardware architecture or may be unique to a particular DUT.
Thus, when creating ontologies for complex systems, it is
useful to create packages containing partial models that can
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understanding, editing and refactoring of complex models.
The first challenge a knowledge engineer faces before editing a model is to figure out where to apply the change and
which components of the model would be affected. ClassMate assists in this task by searching for all references to
a given entity across packages, and by generating diagrams
of the inheritance and composition hierarchies for a given
type. ClassMate supports several advanced refactoring scenarios: renaming types and properties, cloning and removing types, and restructuring type hierarchies including the
insertion of intermediate types.

4. Ontology-based verification tools in IBM

Figure 3. ClassMate Studio
be used as building blocks. A package contains a set of
imported packages along with newly derived concepts. A
DUT-specific ontology would therefore encompass a hierarchy of dependent partial-models or packages, designed to
be reused between DUTs.
Frequently, in the process of developing follow-on models, it is useful to redefine a type introduced by an imported package without altering its original definition. In
this way, other models that import the package are not affected, whereas the follow-on model reflects the type’s new
definition. ClassMate therefore supports type redefinition,
a transformation that safely follows the rules of refinement
but does not introduce a new type. The alternative to redefinition is to repartition packages and refactor the model
hierarchy, which is a costly and error-prone activity. The
ability to share sub-models between ontologies, and to redefine concepts in a type-safe manner for follow-on hardware
designs, greatly facilitates model reuse.

Several tools in the hardware verification domain within
IBM are ontology-based, following the operational scheme
described in Section 2.2 and using ClassMate as their modeling platform. We briefly outline the services provided by
some of these tools and their main modeling concepts before presenting some quantitative indicators based on our
experience.
Genesys-Pro [9] is IBM’s main processor-level test program generator. The Genesys-Pro model was used as a running example throughout this paper and will therefore not
be further elaborated.
X-Gen [10] is a system-level test program generator for
verifying systems. Its main modeling concepts are components (processor cores, bus bridges, etc.) and interactions
performed between components.
The CacheLoader [11] application performs cache hierarchy initialization intended to drive the system into corner
cases. Its model specifies cache structures and hierarchy,
hashing functions and coherent initialization rules.
Generation of address translation resources is achieved
via the DeepTrans [8] module. DeepTrans uses ClassMate
to describe the address translation process, the translation
resources, and the related architectural rules.
Table 1. Ontology usage results

3.4. ClassMate Studio
ClassMate Studio is a graphical development environment used for editing, browsing, navigating, and visualizing
models. The studio adopts a form-based approach to facilitate rapid creation of potentially large ontologies dealing
with types that contain a large number of properties. The
tool provides four views of the model: types (shown in Figure 3), instances, constraint definitions and packages. In the
types view, the left-hand side shows the type hierarchy. The
right-hand side shows the contents of the currently selected
type, including its composition hierarchy, constraints and
facets.
ClassMate Studio provides advanced tools to assist in the

X-Gen
Spec Size (pages)
No. DUTs
No. Follow-on DUTs
No. Basic Concepts
No. DUT Concepts
% reuse
New design
initial
effort
mature
Follow-on
initial
design effort
mature

2100
9
4
139
3784
68
1-2 mths
1.5-2 yrs
1-2 wks
8-10 mths

GenesysPro
1800
43
35
152
2800
56
1 mth
1 yr
1 wk
3 mths

CacheLoader
15
4
1
60
104
85
3-7 days
1-2 mths
2 days
1 wk

DeepTrans
200
27
22
75
340
56
2-3 wks
6 mths
3-4 days
2 mths

In Table 1, we present some quantitative indicators based
on our experience with the above sample of ontology-based
hardware verification tools. As a very rough measure of
complexity, the average number of pages in the relevant
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architecture specifications is shown. One can see that
ontology-based verification tools have been used successfully to verify a large number of different and follow-on
DUTs — up to 43 different DUTs are handled by GenesysPro. In each of these applications, the number of basic concepts in the terminological layer is relatively small, and yet
it allows for the definition of a large number of concepts (up
to several thousands) in the DUT layer. This shows that with
the right ontology a solid basis for taxonomy hierarchies can
be achieved. It can be seen that approximately 60 percent
of modeling can be reused by follow-on DUTs. However,
it should be noted that some follow-on DUTs are very similar to their base DUTs, resulting in reuse of 98 percent of
the modeling concepts. The table also shows that utilizing
the reuse capabilities of ClassMate results in a much faster
bring-up time for follow-on DUTs — by a factor of 4 for
initial models and a factor of 2 to 3 for mature models.
While the effort values listed in the table are high, note
that most of the accounted DUTs are complex high-end
server systems for which the development cost of DUTtailored tools is estimated to be 3 to 7 times higher. In these
cases, the high cost of tailored solutions would have risked
affordability and schedules, a risk which most likely would
have resulted in a compromise on quality and maturity of
the tool.

reuse, thereby enabling adaptation to a large number of
highly complex DUTs, lowering the per-DUT development
costs, and driving the accumulation of deep domain knowledge, all of which help to meet tight verification schedules.
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Smarter Software Engineering: Knowledge factors
contributing to improved Individual Performance
Narayanan Srinivasaraghavan, Craig McDonald and John Campbell
School of Information Sciences and Engineering
University of Canberra, Australia

Abstract—This research paper aims to understand the relative
contribution levels of different knowledge factors to
improvements in performance. A theoretical framework is
developed that involves nine types of knowledge required for an
individual to perform Software Engineering (SE) roles. Based on
this, the research explores the contribution that additional
knowledge makes to perceived performance improvement after
an individual joins a SE team. The results indicate that
Technique skills and Configuration knowledge (knowledge of
application systems) contribute most to improvements in
performance after an individual joins a SE team. It is found that
Role has statistically significant relation with Contribution of
Configuration knowledge to improvements in performance.
These findings allow smarter software engineering. By targeted
Knowledge Management (KM) initiatives to improve success
rates and reduce failures.
Keywords-component;
Smarter
Knowledge, Performance (key words)

I.

Software

framework for knowledge required to perform well in a given
position. The three levels of skills classification (soft skills,
technical skills and business concept skills) by Bailey and
Stefaniak [17] was applied to Beazley et al. [16] framework.
The application system knowledge (named as configuration
knowledge) is identified as the content specific knowledge that
is very specific to performing SE roles. Based on these, nine
knowledge types are identified as required to perform SE roles.
These are 1) Technique skills, 2) Soft skills, 3) Configuration
knowledge (functional and technical knowledge of the
application system), 4) Social network knowledge, 5) Business
domain area knowledge, 6) Systems knowledge, 7) Process
knowledge, 8) Cultural knowledge and 9) Heuristics
knowledge.

Engineering,

INTRODUCTION

This research aims to identify the contribution of various
knowledge types to improved performance in Software
Engineering in enterprise context. Individual knowledge is a
fluid mix of framed experience, values, contextual information
and expert insight that provides a framework for evaluating and
incorporating new experiences and information [1]. SE is a
knowledge intensive activity [2-7] requiring both tacit and
explicit knowledge [8-11].
The following research question is examined: What are the
contributing knowledge factors to improvement in individual
performance? An understanding of contributing factors to
performance in SE can allow enterprises to carry out better
targeted KM, thus reducing SE project failures [11-13] and
mitigate risks such as 1) schedule and budget overruns and 2)
low quality [12, 14].
II.

LITERATURE REVIEW

A. Knowledge Types
The literature review shows that several types of
knowledge, skills or abilities are required to perform various
SE roles1. Beazley et al. [16] provided a seven knowledge type
6WXGLHVUHODWLQJWRNQRZOHGJHDQGSHUIRUPDQFHIRUEXVLQHVV
DSSOLFDWLRQ VRIWZDUH DQG V\VWHPV GHYHORSPHQW IDOO EHWZHHQ
,QIRUPDWLRQ 6\VWHPV ,6  DQG 6( ILHOGV >@ +HQFH WKH
OLWHUDWXUH UHYLHZ LQFOXGHG UHVHDUFK SDSHUV RQ V\VWHPV


Figure 1. Theoretical framework

Technique skills, such as 1) Web programming, 2) Unix, 3)
C++, [17-20] have been found to be useful to perform
programmer and programmer-analyst roles. Technique skills
such as business analysis skills, project management skills are
required for business analysts and project managers
respectively [18, 21-25].
Walz et al., [26] found that the knowledge is shared
amongst members of the SE team showing the importance of
GHYHORSPHQWIURP6(DQG,6DUHDV

309

social network knowledge. Curtis et al., [27] found that a
software engineer would normally communicate most
frequently with team members, slightly less frequently with
other teams on the project, much less often with corporate
groups and except for rare cases, very infrequently with
external groups [27].
Soft skills refer to non-technical skills performed in the
intra- and inter-personal domains that facilitate the application
of technical skills and knowledge [28]. Soft skill types have
been demonstrated to be important in performing the job of a
programmer [17], business analyst [29], project manager [30,
31], architects [32, 33] and systems analysts [34-36].
SE is about building, enhancing or maintaining an
application software system in an enterprise context.
Configuration knowledge or application system knowledge
refers to the functional and technical knowledge of the specific
software application(s), which is the focus of the SE activity.
Several field studies have demonstrated the need for
application system knowledge to perform various SE roles [26,
27, 37, 38]. These field studies have also recognised the need
for business domain area knowledge to perform various roles
in SE [26, 27, 37, 38]. Through experimentally created design
contexts, Adelson and Soloway [39] demonstrated that the
contextual business domain area knowledge is central to
designers. It has been found that business domain knowledge is
required for programmers [17], business analysts [34-36],
architects Frampton et al., [33] , business analysts [29] and
project managers [30, 40].
Systems knowledge, including problem-solving skills and
analytical and modelling skills as well as knowledge of
development methodologies [25], has been found to be needed
[33] to perform the roles of programmers, architects and
systems analysts [18] and project managers [30, 40] .
The importance of following processes in SE has been
emphasised in literature [41, 42]. Many organisations have
implemented process maturity frameworks such as CMMI [43]
and SPICE [44]. The guide to SWEBOK includes the SE
process knowledge area. Hence, process knowledge is
identified in the theoretical framework.
Telliglu and Wagner [45] found that SE practice depends
on context and culture. The issues relating to communication
and coordination breakdowns in large design projects as
identified by Curtis et al., [27] could be related to lack of
cultural knowledge amongst the individuals. Cash et al., [46]
identified that in the e-commerce era many competencies that
are based on an understanding of culture were required. It was
found that an understanding of business culture is required to
perform the role of programmers [17]. Chan [47] found
evidence for cultural, social norms and practice to performing
various roles in enterprise system development.
Heuristics means a useful shortcut, an approximation or a
rule of thumb for guiding search [48]. Vitalari and Dickson
[36] provided evidence that some types of heuristic problem
solving behaviours lead to better performance in systems
analysts. Zmud’s [49] categorisation of knowledge items
related to the need to know the policies of the organisation
some of which can be considered to be heuristics in nature

[50]. Chan [47] found that company specific policies and rules
are important to performing various roles in Enterprise System
development.
B. Performance
WordNet defines performance, as the “act of performing;
of doing something successfully; using knowledge as
distinguished from merely possessing it” [51]. Individual
performance is the efficiency with which an individual is able
to deliver the expected outcomes [52]. Curtis et al. [27]
provided evidence from a field study to the proposition that the
thin spread of application domain knowledge and less social
network knowledge affected performance. Rasch and Tosi [53]
developed an integrated model for performance and
demonstrated that individual intellectual KSA has the strongest
direct effect on perceived performance. Wade and Parent [54]
carried out a survey of Web masters and found that skill
deficiencies in both organisational skills and technical skills
lead to lower job performance. White and Leifer [55] obtained
perceptions from systems professionals on skills and
performance and found that skills such as technical skills,
systems knowledge, business domain knowledge and soft skills
have an impact on the overall performance. Thus, it has been
demonstrated in the literature that knowledge, skills and ability
contribute to performance [53-56].
Based on the literature review, several types of knowledge
have been identified that are needed to perform SE roles. Based
on these a theoretical framework is formulated (see Figure 1. ).
III.

RESEARCH DESIGN

An exploratory study was designed to understand the
contribution of different knowledge factors to improved
performance after individuals join the software project teams.
As part of a larger survey on knowledge needs, a sub-survey
was designed to collect perceived relative contribution to
performance of different knowledge factors, if performance
improved at all. A open ended question in the questionnaire
allowed for capturing any other type of knowledge factor that
has implications for performance. Extensive qualitative data
was also collected.
A non-probabilistic purposive sampling approach was used
to collect data. The researcher being a consultant working in
the SE industry for more than fifteen years, using his personal
relationships was able to secure volunteers to collect data from
fellow colleagues and professional contacts in their
organisations.
IV.

RESULTS

A total of 178 responses were collected through the survey.
Programmer-analysts (78) toped the list followed by
Programmers (28) and business analysts (28). Nine respondents
(5.05% of total) carried out combination roles and eleven
(6.1%) carried out other roles. The number of participants with
greater than 5 years of experience (121) outweighs the count
with less than 5 years (49). More than half of respondents came
from a Government/public sector background (57.8%) while
others worked in private sector domains such as banking,
telecom and media. The relevant SE systems were

310

implemented using a range of technologies and platforms that
included .NET, Java, Mainframe, ORACLE and AS-400.
A. Qualitative results
The survey contained a question asking the participants to
provide one significant example of how the increase in
knowledge (of different types) contributed to their increased
performance. Sixty one comments were obtained. The analysis
of qualitative data reveals support to the proposition that the
different types of knowledge contribute to increase in
performance. Following are some examples of comments:
•

Business domain area knowledge: An understanding
of business domain knowledge such as insurance
particularly during requirements analysis can help in
improved performance.
• Configuration knowledge: Overview and architecture
of the system and its functionality of the system
including business rules, technical components of the
system, its database structures help in resolving
problems, analyse impacts and in improved
performance.
• Cultural knowledge: An understanding of cultural
items through knowledge sharing sessions and
interactions
with
senior
management,
an
understanding of quality requirements for products,
expectations from people on work outputs, impact to
people have helped with increasing the performance.
• Heuristic knowledge: Management of templates and
its use and implementing lessons learned from project
management reviews have helped with improved
performance
• Process knowledge: Better knowledge of auditing
procedures, test processes and management,
procedures for analysis has helped with improved
performance.
• Social network knowledge: Improved team
communication and knowledge sharing culture,
expanded stakeholders, personal relationships,
connecting people, closer working relationships, an
understanding of point of contact helped improved
performance. The following comment demonstrates
the importance of social network knowledge to
improved performance. ‘Social Network knowledge –
once I knew who did what within the organisation,
ability to quickly resolve external problems which
were affecting the application I supported improved
dramatically.’
• Technique skills: Improved technical skills in new or
existing technologies contribute to improved
performance.
Participants did not provide qualitative comments for 1)
soft skills and 2) systems knowledge. Further, no other
knowledge factor was identified through the open ended
question in the questionnaire that allowed for capturing any
other type of knowledge factor.

B. Quantitative results
1) Ranking of Knowledge types
For every knowledge factor identified in the theoretical
framework (nine types of knowledge; see Figure 1. ), perceived
contribution of increased knowledge to improved performance
is captured. The mean perceived contribution to improved
performance for the nine knowledge factors identified in the
theoretical framework was computed and ranking assigned. It
is found that (see TABLE I) increases in 1) Technique skills
(specialised skills to carry out the job) and 2) Configuration
knowledge (the knowledge of the application system) are the
two ranking important factors contributing to improved
performance in Software Engineering. This is followed by
increases in systems knowledge, business domain knowledge,
soft skills and social network knowledge respectively. Increase
in cultural knowledge contributes least to improvements in
performance. Increases in Process knowledge and heuristics
knowledge rank 7 and 8 respectively.
Based on the quantitative and qualitative results, it can be
concluded that all the knowledge factors identified in the
theoretical framework contribute to improved performance. As
per the rankings, the increase in technique skills contributed
most to improved performance.
TABLE I.

RANKING BASED ON MEAN CONTRIBUTION

2) Role and Contribution of Configuration knowledge to
improvements in Performance
After analysing using ANOVA between Role and
contribution of different knowledge factors, it was found that
Role has a statistically significant (p < 0.030) relation with
Contribution of configuration knowledge to improvements in
performance (see TABLE II). However, ANOVA of pair-wise
comparisons revealed no significant relationships between
specific roles and Contribution of configuration knowledge to
increase in performance. Further analysis of means (see
TABLE III) reveal that the Contribution of configuration
knowledge to improved performance is the highest for
architects. This is followed by both programmers, programmeranalysts, designers and business analysts. The contribution of
configuration knowledge to improvements in performance is
the lowest for testers and project managers. Such a variation in
average contributions can be expected due to differing
responsibilities of different roles [57].
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Thus, this finding shows that while application system
knowledge contributes to improved performance for all roles,
some roles appear to have a higher need than other roles.
Hence KM activities should target configuration knowledge
improvements for programmers, programmer-analysts, and
business analysts.

TABLE II.

SIGNIFICANT RELATION BETWEEN ROLE AND CONTRIBUTION
OF CONFIGURATION KNOWLEDGE TO INCREASE IN PERFORMANCE

TABLE III.

MEANS CONTRIBUTION OF CONFIGURATION KNOWLEDGE TO
INCREASE IN PERFORMANCE FOR DIFFERENT ROLES

definitions). The survey cannot predict future.
V.

CONCLUSIONS

The research ranked the knowledge types in terms of their
contribution to improvements in performance. Increased
Technique skills and Configuration knowledge rank as the top
contributors to improved performance after individuals join the
SE team. It was found that role has a statistically significant (p
< 0.030) relation with Contribution of Configuration
knowledge to improvements in performance. These findings
allow smarter SE practice by carrying out targeted KM
initiatives. For instance, imparting Technique skills and
Configuration knowledge can be taken up as a priority for
newcomers. Practitioners can take up the challenge of
equipping themselves with these types of knowledge upon
joining new SE teams. Experience Factories [58] that include
experience packages such as product packages, and technique
skill packages (example: tool packages) need to be developed
and implemented from a KM viewpoint. Through such
increases in knowledge to individuals in SE teams, it is
possible to improve performance, thus increasing success rates
and reducing failures.
REFERENCES
[1]

[2]

C. Limitations
Several limitations exist in regard to the general-survey
research. These are listed below.
•

•

•

•

Perception only – This research collects the perceived
contributions to performance from individuals. Such
perceptions have been used in the literature [18, 20,
40, 54] to capture knowledge requirements and are
found to be a practical way to measure knowledge
needs. These perceptions on knowledge may or may
not reflect reality.
Tacit knowledge: The inarticulable tacit component
of knowledge present within individuals cannot be
captured using perception studies on individuals. This
research may not have captured this tacit knowledge
adequately.
Non-probabilistic: The sampling methodology used
in this study is purposive-judgemental sampling
approach. This is a non-probabilistic sampling
methodology. Hence, the results of the study cannot
be generalised to a wider population.
The survey collects opinions at a certain point in time
and reports the results. The performance increases
can change in the future due to various reasons
(example: technological change, changes to role

[3]

[4]

[5]

[6]

[7]

[8]

[9]

312

T. Davenport, and L. Prusak, Working Knowledge :
How Organizations manage what they know ?,
Boston, MA.: Harvard Business School Press, 1998.
C. R. de Souza, S. Quirk, E. Trainer et al.,
“Supporting collaborative software development
through the visualization of socio-technical
dependencies,” in Proceedings of the 2007
international ACM conference on Supporting group
work, Sanibel Island, Florida, USA, 2007.
T. Dingsoyr, “Knowledge management in mediumsized software consulting companies,” Computer
Science,
Norges
Teknisk-Naturvitenskapelige
Universitet, Norway, 2002.
R. L. Glass, “The relationship between theory and
practice in software engineering,” Commun. ACM,
vol. 39, no. 11, pp. 11-13, 1996.
P. N. Robillard, “The role of knowledge in software
development,” Commun. ACM, vol. 42, no. 1, pp. 8792, 1999.
P. N. Robillard, P. d'Astous, D. t. Franoise et al.,
“Measuring cognitive activities in software
engineering,” in Proceedings of the 20th international
conference on Software engineering, Kyoto, Japan,
1998.
Y. Ye, "Supporting software development as
knowledge-intensive and collaborative activity." p.
15.
A. Forward, and T. Lethbridge, “The relevance of
software documentation, tools and technologies: a
survey,” in Proceedings of the 2002 ACM
symposium on Document engineering, McLean,
Virginia, USA, 2002.
L. P. W. Land, A. Aurum, and M. Handzic,
“Capturing
Implicit
Software
Engineering

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Knowledge,” in Australian Software Engineering
Conference, Canberra, Australia, 2001.
J. Parsons, and C. Saunders, “Cognitive Heuristics in
Software Engineering: Applying and Extending
Anchoring and Adjustment to Artefact Reuse,” IEEE
Transactions on Software Engineering vol. 30, no.
12, pp. 873-888, 2004.
B. Philp, and B. Garner, “Knowledge Mediation in
Software Quality Engineering,” in Australian
Software Engineering Conference, Canberra,
Australia, 2001.
K. Ewusi-Mensah, Software Development Failures,
Boston, MA, USA: MIT Press, 2003.
T. DeMarco, Controlling Software Projects :
Management, Measurement and Estimation, New
York, NY: Yourdon Press, 1982.
R. Baskerville, J. Pries-Heje, and B. Ramesh, “The
enduring contradictions of new software development
approaches: a response to 'Persistent Problems and
Practices in ISD',” Information Systems Journal, vol.
17, no. 3, pp. 241-245, Jul, 2007.
R. S. Pressman, Software engineering : a
practitioner's approach, 7th ed., New York:
McGraw-Hill Higher Education, 2009.
H. Beazley, J. Boenisch, and D. Harden, Continuity
Management : Preserving Corporate Knowledge and
Productivity when employees leave, Hoboken, N.J.:
John Wiley & Sons, Inc, 2002.
J. Bailey, and G. Stefaniak, “Industry perceptions of
the knowledge, skills, and abilities needed by
computer programmers,” in Proceedings of the 2001
ACM SIGCPR conference on Computer personnel
research, San Diego, California, United States, 2001.
D. M. S. Lee, E. M. Trauth, and D. Farwell, “Critical
skills and knowledge requirements of IS
professionals: A joint academic/industry,” MIS
Quarterly, vol. 19, no. 3, pp. 313, 1995.
D. J. McCubbray, “The systems analyst of the
1990's,” in Proceedings of the ACM SIGCPR
conference on Management of information systems
personnel, College park, Maryland, United States,
1988.
R. R. Nelson, “Educational Needs as Perceived by IS
and End-User Personnel: A Survey of Knowledge
and Skill Requirements,” MIS Quarterly, vol. 15, no.
4, pp. 503, 1991.
M. J. Gallivan, D. Truex III, and L. Kvasny,
“Changing patterns in IT skill sets 1988-2003: a
content analysis of classified advertising,” SIGMIS
Database, vol. 35, no. 3, pp. 64-87, 2004.
C. R. Litecky, K. P. Arnett, and B. Prabhakar, “The
paradox of soft skills versus technical skills in IS
hiring,” Journal Of Computer Information Systems,
vol. 45, no. 1, pp. 69-76, Fal, 2004.
S. Nansi, “Critical information systems management
issues frameworks and relationships with individual
IS executives and organisational environments: A

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

313

study in Singapore,” Ph.D thesis, International
Graduate School of Management, University of
South Australia, Adelaide, 1998.
B. Prabhakar, C. Litecky, and K. Arnett, “IT skills in
a tough job market,” Commun. ACM, vol. 48, no. 10,
pp. 91-94, 2005.
P. A. Todd, J. D. McKeen, and R. B. Gallupe, “The
evolution of IS job skills: A content analysis of IS job
advertisements from 1970 to 1990,” MIS Quarterly,
vol. 19, no. 1, pp. 1, 1995.
D. B. Walz, J. Elam, and B. Curtis, “Inside a software
design team: knowledge acquisition, sharing, and
integration,” Commun. ACM, vol. 36, no. 10, pp. 63-77, 1993.
B. Curtis, H. Krasner, and N. Iscoe, “A field study of
the software design process for large systems,”
Commun. ACM, vol. 31, no. 11, pp. 1268--1287,
1988.
T. M. Kantrowitz, “Development and Construct
Validation of a Measure of Soft Skills Performance,”
Psychology, Georgia Institute of Technology, 2005.
N. Evans. "The Need for an Analysis Body of
Knowledge (ABOK) - Will the Real Analyst Please
Stand
Up
?,"
1
Jan
2009,
2009;
http://proceedings.informingscience.org/InSITE2004/
053evans.pdf.
K. Schwalbe, Information Technology Project
Management, Massachusetts: Course Technology
Thomason Learning, 2002.
B. Ives, and M. H. Olson, “Manager or Technician?
The Nature of the Information Systems Manager's
Job,” MIS Quarterly, vol. 5, no. 4, pp. 49, 1981.
The Open group. "TOGAF Architecture Skills
Framework,"
http://www.opengroup.org/architecture/togaf8doc/arch/chap30.html.
K. Frampton, J. Thom, J. Carroll et al., “Information
technology architects: approaching the longer view,”
in Proceedings of the 2006 ACM SIGMIS CPR
conference on computer personnel research: Forty
four years of computer personnel research:
achievements, challenges \& the future, Claremont,
California, USA, 2006.
G. Hunter, “Excellent systems analysts: key audience
perceptions,” SIGCPR Comput. Pers., vol. 15, no. 1,
pp. 15-31, 1994.
G. Hunter, and S. Palvia, “Ideal, advertised and
actual systems analyst skills: the Singapore context,”
Information Technology & People, vol. 9, no. 1,
1996.
N. Vitalari, and G. Dickson, “Problem solving for
effective systems analysis: an experimental
exploration,” Commun. ACM, vol. 26, no. 11, pp.
948-956, 1983.
B. Curtis, D. Walz, and J. Elam, “Studying the
process of software design teams,” in Proceedings of
the 5th international software process workshop on

[38]

[39]

[40]

[41]

[42]

[43]

[44]
[45]

[46]

[47]

Experience with software process models,
Kennebunkport, Maine, United States, 1990.
J. D. Herbsleb, and E. Kuwana, "Preserving
knowledge in design projects: what designers need to
know," Proceedings of the SIGCHI conference on
Human factors in computing systems, pp. 7--14:
ACM Press, 1993.
B. Adelson, and E. Soloway, “The Role of Domain
Experience in Software Design,” IEEE Transactions
on Software Engineering, vol. 11, no. 11, November1985, 1985.
S. Nansi, and D. Bennett, “Requisite IS management
knowledge and skills construct: a survey,” SIGCPR
Comput. Pers., vol. 19, no. 1, pp. 3--19, 1998.
W. S. Humphrey, A discipline for Software
Engineering: Addison Wesley Longman (Singapore)
Pte Ltd, Indian Branch, 1995.
A. Wasserman, “Toward a discipline of software
engineering,” IEEE Software, vol. November, no. 2327, 1996.
Software Engineering Institute. "Process Maturity
Profile : CMMI v.1.1 Class A Appraisal Results," 09
Sep
2004,
2004;
http://www.sei.cmu.edu/sema/pdf/CMMI/2004aug.pd
f.
ISO-SPICE. "What is SPICE?," 20th May 2008,
2008; http://www.sqi.gu.edu.au/spice/what.html.
H. Telliglu, and I. Wagner, “Software Cultures :
Exploring
cultural
practices
in
managing
heterogeneity within system design,” Commun. ACM,
vol. 42, no. 12, pp. 71-77, December 1999, 1999.
E. Cash, P. Yoong, and S. Huff, “The impact of ecommerce on the role of IS professionals,” SIGMIS
Database, vol. 35, no. 3, pp. 50-63, 2004.
R. Chan, “Structuring and modelling knowledge in
the context of enterprise systems,” Centre for
Information Technology Innovation, Queensland
University of Technology, 2003.

[48]

[49]

[50]
[51]
[52]
[53]

[54]

[55]

[56]

[57]

[58]

314

G. Gigerenzer, and P. M. Todd, Simple heuristics that
make us smart, Oxford: Oxford University Press,
1999.
R. Zmud, Information Systems in Organizations,
Oakland, New Jersey: Scott, Foresman and
Company, 1983.
P. A. Busch, D. Richards, and C. N. G. Dampney,
"Visual mapping of articulable tacit knowledge."
Princeton
University.
"Performance.
(n.d),"
http://dictionary.reference.com/browse/performance.
Macquarie Online Dictionary, "Macquarie Online
Dictionary," 2008.
R. H. Rasch, and H. L. Tosi, “Factors affecting
software developers' performance: An integrated
approach,” MIS Quarterly, vol. 16, no. 3, pp. 395,
1992.
M. R. Wade, and M. Parent, “Relationships Between
Job Skills and Performance: A Study of
Webmasters,” Journal of Management Information
Systems, vol. 18, no. 3, pp. 71, 2001.
K. B. White, and R. Leifer, “Information Systems
Development Success: Perspectives from Project
Team Participants,” MIS Quarterly, vol. 10, pp. 215223, 1986.
R. W. Zmud, “Individual Differences and MIS
Success: A review of the empirical literature,”
Management Science, vol. 25, no. 10, pp. 966, 1979.
ACS. "ICT Careers Portal," 10th Jan 2008, 2008;
http://www.acs.org.au/ictcareers/index.cfm?action=li
st&sgrID=200707131235515720.
V. Basili, and F. McGarry, “The experience factory:
how to build and run one (tutorial),” in Proceedings
of the 19th international conference on Software
engineering, Boston, Massachusetts, United States,
1997.

Lattice-Context Based Digital Paper Search
Chongyang Shi,Zhendong Niu
School of Computer Science
Beijing Institute of Technology
Beijing,China
Email: {happysprite,zniu}@bit.edu.cn

Xiyi Cheng
Jianda Aopeng Education and Science
Beijing,China
Email: xy21wj@126.com

Abstract

(a) Select search lattice-contexts automatically
(b) Perform keyword-based search within the selected contexts

Based on concept lattice, this paper proposes a new digital paper search paradigm that ranks search outputs, while
controlling the diversity of keyword-based search query output topics. During pre-querying, papers are assigned into
pre-speciﬁed lattice-based contexts patterns, and queryindependent context scores are attached to papers with respect to the assigned contexts. When a query is executed,
relevant contexts are selected, search is performed within
the selected contexts, context scores of papers are revised
into relevancy scores with respect to the query and the context that they are in, and query outputs are ranked within
each relevant context. Our experiments indicate that the
proposed lattice context-based search approach produces
search results with up to 50% higher precision, and reduces
the query output size by up to 60% than CNKI search.

1

(c) Within each context, compute relevancy
scores of located papers, re-rank search results,
and return the located papers
With the FBS approach, (i) search input includes only
papers residing in the selected lattice-contexts as opposed
to all papers (ii) search output is enhanced by a highly useful context-based paper classiﬁcation, (iii) topic diffusion
across search results is controlled, and (iv) query output
sizes are reduced to include only search results in the contexts of interest.
Since the FBS approach performs a search within selected lattice contexts, some important results might be
missing if they are not in the selected contexts. As an alternative, step 2 of the FBS approach can be modiﬁed to
include all search results (FBS all) as follows:

Introduction

(a) Select search contexts automatically

In order to (i) minimize the scope of query in the large
numbers of papers, and (ii) provide controlled ways of
eliminating query output topic diversity, (iii) present a new
method which can effectively rank query output papers, we
propose a new digital paper search paradigm, called Formal
concept analysis-Based Search (FBS) approach, which is a
context based search model using lattice, as follows:

(b) Perform keyword-based search across all papers to
select the publications to be returned
(c) For the returned papers that reside in the selected contexts, compute relevancy scores of these papers in each context.
(d) Re-rank search results and return the located papers

1. We perform two query-independent pre-processing
steps before any query session starts: assign papers
into lattice-based contexts;and compute lattice (importance) scores for papers. Therefore, each lattice context contains two types of information: (i) the intrinsic lattice information of paper set(object) and the attribute set owned by the paper set and (ii) the context
score of each paper.

2

Classifying Papers with Scores to Latticecontexts

This section presents an approach to automatically locate
papers of contexts. The approach constructs lattice context
patterns from training data set and uses those patterns to
locate the paper set of the context.

2. Then, at search time, we perform the following steps:
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2.1

3

Lattice Context Patterns Building and Paper’s
Context Assignment

A context-based search query maybe any set of keywords. After mapping a given query to a set of query contexts, we perform the search and rank search results within
these contexts. In literature[3], we introduce a novel similarity evaluating model based on rough formal concept analysis and information content similarity method. Given an
arbitrary query term, it can therefore be viewed as an undeﬁnable set of attributes in formal concept. Following the
theory of rough set, such a set of attributes can be approximated by deﬁnable set of attributes, namely, the intensions
of formal concepts. Since lower approximation is the greatest deﬁnable set of the concept, we build our similarity measure on the lower approximation. And the similarity model
between the term and the context c which is express by lattice information (O, D) based on lower attribute approximations is

Papers acting as object items would be assigned to lattice
context one by one after the course of patterns building, so
here we use the incremental lattice building algorithms[6].
And when new papers are added to the lattice patterns, according the increment lattice building way, the patterns of
contexts should be updated. To avoid this problem of updating and ensure all the papers included by lattice contexts,
we must train partial dataset from all based on which stable
patterns are constructed. And while new papers are added
to the stable patterns, all contexts could hold the line.

2.2

Assigning Lattice Context Scores to Papers

The lattice context score of a paper in each context is
computed using text-based similarity measures based on the
Term Frequency-Inverse Document Frequency (TFIDF) [5]
model. In each context c, a paper p’s context score is deﬁned as the text-based similarity score between context’s
centroid and p. The centroid of context is computed by averaging all papers’ score in context. In other words, papers
in context that are highly similar to the centroid of c receive
high context scores.
Based on the papers of a context, one centroid is constructed. After counting the occurrences of the term in
each paper, our approach averages all the occurrences score
which is stored as an attachment within the context. The
average occurrences score of centroid is deﬁned as

Sim(q, (O, D)) =
|(qLA ∩D)|
LO ∩O)|
ω |(qLO|(q
∩O)|+(ma −la ) + (1 − ω) |(qLA ∩D)|+(na −ra )

ni
N ∗M
M

4

Search and Rank Search Results

Search results returned from the lattice-based search are
ranked by their relevancy scores with respect to the context
and the query term. The relevancy score of paper p to query
q in context ci is computed as

(1)

where ni is the number of times the context term appears
in the paper i, and N is the length of a vector representing
the paper. M is the number of the papers in the context.Then
in our case, the context score of p in c is computed as
Score(p) = sim(pc , p)

(3)

You can ﬁnd more details of the similarity model in [3].
Finally, given a query term q, and using the above similarity model, then those contexts(formal concepts) with sufﬁciently high similarity higher than a threshold t are selected to be the query lattice contexts of q.


Avg Occurrences Score =

Selecting Contexts for Keyword Search

R(p, q, ci ) = wcontext .Context Score(p, ci )+
wmatching .T ext M atching Score(p, q)

(4)

where Context Score(p, ci ) is the context score of p
in context ci , T ext M atching Score(p, q) computes the
similarity between p and q, and wcontext and wmatching are
weights of the context score and the text matching score,
respectively. wcontext + wmatching = 1. By default, we deﬁne wmatching > wcontext (i.e., we used wmatching = 0.8
and wcontext = 0.2 in the experiments). In this deﬁnition,
the text-matching scores between the query keyword and
the papers are considered more important than the context
scores of the papers. However, the weights can be adjusted
based on users’ preference. For example, if the user wants
to increase the signiﬁcance of the contexts, wmatching will
be reduced while wcontext will be increased, and search results within the contexts will be ranked with respect to the
new weights.

(2)

Where pc is the centroid of c, and sim(pc , p) is the textbased similarity between p and pc .
Since lattice contexts are represented hierarchically, a
paper p can reside in both context ci and ci ’s descendant
contexts. Compared to ci , ci ’s descendant contexts are
more speciﬁc, and the descendant contexts’ paper sets are
less diverse. Hence, a high context score for p in ci ’s
descendant contexts means that p is highly relevant to ci .
Therefore, a ﬁnal score computation step takes place as follows. Let p reside in context ci with score si , and descendant contexts ck . . .cn of ci with scores sk , . . ., sn . Then p’s
score in context ci is modiﬁed as max(sj ), j ∈ i, k, ..., n.
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5.1.1

But users may want to view a single result set independent of the individual searched contexts. To effectively rank
search results for the latter case, scores of a paper residing in
multiple contexts need to be merged into a ﬁnal score.When
appearing in multiple contexts, paper p’s overall relevancy
score R(p,q) to the query q is computed using (1) the relevancy score of p to q in each context, and (2) the relevancy
of each context containing p to q, as follows:
R(p, q) =

 np

i=1

To construct an AB-evaluating set,we use an approach similar to the pearl-growing search strategy [4]. This approach
expands the AB-evaluating set with citations of a paper in
the initial answer set S1. Since a paper usually cites or is
cited by other papers that are relevant to it, citations of a
paper in S1 are potentially relevant to the query term. There
are two approaches involving the citation based expansion.

(wP aperRelevancy R1 (p,q,ci )+wcontext R2 (ci ,q))
np

1. Text-based expansion: This approach uses the textbased similarity measure to locate additional papers.
Since a paper in S1 is highly relevant to the keyword
query, papers that are cited to the paper are potentially
relevant to the query. Thus, papers cited with high similarity scores to p are added to the AB-evaluating set.

(5)
where R1 (p, q, ci ) is the relevancy score of p to q in the
context ci , R2 (ci , q) is the relevancy score of the context
ci to the query q , np is the number of contexts that contain p, wP aperRelevancy and wcontext are the weights of
R1 and R2 , respectively, wP aperRelevancy + wcontext =
1. We deﬁne wP aperRelevancy > wcontext (i.e., we used
wP aperRelevancy = 0.6 and wcontext = 0.4 in the experiments).

5

2. Citation-similarity-based expansion: Citation similarity [1] is computed as follows:
SimCitation (p1, p2) = BibW eight ∗ Simbib (p1, p2)+
(1 − BibW eight) ∗ Simcoc (p1, p2)
(7)
where p1 and p2 are papers, p1 ∈ S1, p2 ∈
/ S1,
Simbib is the bibliographic coupling score, Simcoc is
the co-citation score, BibWeight is the bibliographic
coupling weight,CocWeight = 1-BibWeight is the cocitation weight, and 0 ≤ BibW eight ≤ 1. Simbib is
deﬁned as
k1
Simbib (p1, p2) =
(8)
Mb

Experimental setup

We downloaded, parsed, and populated our database
with information from 10000 full-text CNKI[2] papers. All
selected papers came from the computer science area of information retrieval. Fifty top frequent keywords extracted
from the keyword part of these papers were selected as
attributes to construct paper’s concept lattice. Based on
trained papers’ information of all, we built the stable lattice
patterns, and then the rest papers were added to these lattice
context patterns one by one. And to evaluate the accuracy
of the context-based search approach, recall and precision
scores of selected queries were used.In addition to recall
and precision, we used the harmonic mean F1, which combines recall and precision. F1 is deﬁned as
F 1t =

5.1

2
1
Recallt

+

1
Pr ecisiont

AB-evaluating set construction

where k1 is the number of common citations between p1 and p2, and MB is the maximum number
of common citations between any pair of papers in the
database.
Simcoc is deﬁned as:
Simcoc (p1, p2) =

k2
Mc

(9)

where k2 is the number of papers co-cite p1 and p2,
and MC is the maximum number of papers that co-cite
any pair of papers in the database.

(6)

AB-evaluating set

5.2

Here, we developed an approach to ﬁnd the
A(rtiﬁcially)B(uilt)-evaluating set of a query automatically. The AB-evaluating set was used to evaluate queries
with no human judgments of their search results. Through
domain expert evaluations of a small number of queries,
we reﬁned the AB-evaluating set creation process, and
manually veriﬁed its correctness. Then the AB-evaluating
set was used extensively in the experiments to evaluate
search query recall and precision scores.

Experimental results

In this section, we compare recall, precision, and harmonic mean of recall and precision (F1) when performing
different search approaches.
5.2.1

Comparing context-based results against CNKI
results

Here we compare recall and precision scores from the FBS
approach to CNKI’s general keyword-based search. Papers
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searching and returning more papers on average than the
context-based search approaches.
(2) The context-based approaches produce approximately 50% higher precision at high thresholds and approximately 25% higher precision at moderate thresholds.
(3) At moderate thresholds, the context-based approaches yield approximately 25% higher F1 scores than
CNKI. Moreover, from Figure 1, the number of context based search results at moderate thresholds are much
smaller (approximately 10 times) than CNKI search results.
(4) The FBS approach reduces the query output size by
up to 60% as compared to the CNKI.

FBSall
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Figure 4. Average F1 scores of CNKI, FBS,
and FBS all
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Figure 1. The average number of papers returned from CNKI, FBS, and FBS all
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0.2

0.4
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Figure 2. Average recall of CNKI, FBS, and
FBS all

6
that are in CNKI search results but not in our database are
ﬁltered out before evaluations. Figure 1 shows the average number of papers from CNKI, FBS, and FBS all approaches. Figure 2 and 3 compares the average recall and
precision scores of CNKI, FBS, and FBS all approaches.
Figure 4 illustrates the average F1 scores of the three approaches.
Experimental results show the following:
(1) At t > 0.10, CNKI recall is higher than the context based (FBS and FBS all) recall. This is due to CNKI

Conclusion

Trough our way, we (1) minimize query output topic diversity, (2) reduce query output size,(3) decrease user time
spent scanning query results, and (4) increase query output
ranking accuracy. Using CNKI publications as the testbed,
our experiments indicate that the proposed lattice contextbased search approach produces search results with up to
50% higher precision, and reduces the query output size by
up to 60% than CNKI search.
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SDUHQWV  VWDWHV DQG WKH ULJKW VLGH RI WKH &37 FRQWDLQV
FRQGLWLRQDO SUREDELOLW\ YDOXHV IRU HDFK FRQILJXUDWLRQ  (YHU\
URZ LQ WKH FKLOG QRGHV  &37 PXVW FRQWDLQ YDOXHV WKDW VXP WR
H[DFWO\RQH
$ %1¶V '$* DQG &37V FDQ EH DXWRPDWLFDOO\ OHDUQW IURP
GDWD>@RUE\ GRPDLQ H[SHUW HOLFLWDWLRQ>@ ZKHUH H[SHUWV
NQRZOHGJHDEOH LQ D JLYHQ GRPDLQ DUH DVNHG WR YLVXDOL]H WKH
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2QHRI WKH NH\ REVWDFOHV IRU%1 SUDFWLWLRQHUV LV DFTXLULQJ
SUREDELOLW\ SDUDPHWHUV IRU &RQGLWLRQDO 3UREDELOLW\ 7DEOHV >
@7KURXJKRXWWKHODVWWKUHHGHFDGHVDQXPEHURIWHFKQLTXHV
ZHUHSURSRVHGWRKHOSPLWLJDWHWKLVSUREOHP3HDUO¶V1RLV\25
*DWH WHFKQLTXH >@ LV SHUKDSV RQH RI WKH PRUH HVWDEOLVKHG
WHFKQLTXHV IROORZHG E\ LWV JHQHUDOL]DWLRQ 1RLV\0$; *DWH 
> @  +RZHYHU WKHVH WHFKQLTXHV RIWHQ PDNH IXQGDPHQWDO
DVVXPSWLRQV DERXW WKH %1 )RU H[DPSOH WKH\ DVVXPH WKDW
SDUHQW QRGHV PXVW EH LQGHSHQGHQW DQG WKDW HDFK QRGH PXVW
KDYH DQ ³DEVHQW´ VWDWH ,Q PDQ\ GRPDLQV KRZHYHU WKHVH
DVVXPSWLRQV FDQQRW EH VDWLVILHG 7R UHPHG\ PDQ\ RI WKHVH
FRQVWUDLQWV 'DV >@ SURSRVHG D WHFKQLTXH NQRZQ DV WKH
ZHLJKWHG VXP DOJRULWKP :6$  +RZHYHU XQOLNH WKH 1RLV\
25DQG1RLV\0$;WHFKQLTXHVWKHUHDUHQRHPSLULFDOVWXGLHV
DV IDU DV ZH NQRZ WKDW DVVHVV WKH :6$¶V HIILFLHQF\ DQG
HVWLPDWLRQDFFXUDF\
7KHUHIRUH RXU DLP LV WR HPSLULFDOO\ DVVHVV WKH :6$¶V
HIILFLHQF\DQGHVWLPDWLRQDFFXUDF\XVLQJDVEHQFKPDUNPDQXDO
GRPDLQ H[SHUW HOLFLWDWLRQ7KH PDLQ FRQWULEXWLRQ RI WKLVSDSHU
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LV WR SURYLGH HPSLULFDO HYLGHQFH RQ WKH XVH RI WKH :6$ IRU
&37SUREDELOLW\JHQHUDWLRQ$QRWKHUFRQWULEXWLRQLVWRSURSRVH
DQH[WHQVLRQWRWKH:6$WRUHPHG\DFHUWDLQLVVXHHQFRXQWHUHG
GXULQJWKHDSSOLFDWLRQRIWKHDOJRULWKP GHWDLOHGLQ6HFWLRQ,,, 
7KH UHPDLQGHU RI WKLV SDSHU LV RUJDQLVHG DV IROORZV 7KH
QH[W6HFWLRQLQWURGXFHVWKH:6$IROORZHGE\DGHVFULSWLRQRI
WKHPHWKRGRORJ\XVHGLQWKHHPSLULFDODVVHVVPHQWRXUUHVXOWV
DQGWKUHDWVWRWKHLUYDOLGLW\DQGILQDOO\RXUFRQFOXVLRQV
,,, 7+(:(,*+7('680$/*25,7+0
7KH:6$LVEDVHGRQWZRKHXULVWLFVRULJLQDOO\SURSRVHGE\
.DKQPDQ DQG7YHUVN\ >@7KH ILUVW VWDWHV WKDW WKH PRUH
FRJQLWLYHO\ DFFHVVLEOH DQ HYHQW LV WKH PRUH OLNHO\ LW LV
SHUFHLYHG WR RFFXU NQRZQ DV WKH DYDLODELOLW\ KHXULVWLF   7KH
VHFRQGKHXULVWLFLVWRPHQWDOO\VLPXODWHDVFHQDULRWRDVVHVVWKH
HDVHZLWKZKLFKGLIIHUHQWUHVXOWVDUHSURGXFHGJLYHQDQLQLWLDO
VHW RI SDUDPHWHUV DQG RSHUDWLQJ FRQVWUDLQWV NQRZQ DV WKH
VLPXODWLRQ KHXULVWLF  8VLQJDV EDVLV WKHVHWZR KHXULVWLFV'DV
LQWURGXFHVWKHQRWLRQRIFRPSDWLEOHSDUHQWDOFRQILJXUDWLRQ>@
WR EH XVHG WR HOLFLW WKH PRUH FRJQLWLYHO\ DFFHVVLEOH VFHQDULRV
IURPWKHH[SHUWVDQGODWHUWRJHQHUDWHWKHUHPDLQLQJ&37XVLQJ
D ZHLJKWHG VXP FDOFXODWLRQ 7R GHVFULEH WKH ZHLJKWHG VXP
DOJRULWKPZHZLOOUHIHUWRWKH%1LQ)LJXUH

DVNLQJH[SHUWVTXHVWLRQVWKDWDUHHDV\WRYLVXDOL]HDQGVLPXODWH
EHFDXVHWKH\UHODWHWRPRUHUHDOLVWLFSUREDELOLWLHV2QFHWKLVLV
GRQHWKHQWKHDOJRULWKPJHQHUDWHVWKHUHPDLQLQJSUREDELOLWLHV
WKDWDUHOLNHO\KDUGHUWRHVWLPDWH
+RZHYHU DQ LPSRUWDQW DVVXPSWLRQ PXVW EH PDGH ZKHQ
DSSO\LQJ WKLV DOJRULWKP WKH H[SHUW PXVW EH FDSDEOH RI
LGHQWLI\LQJUHDOLVWLFFRPSDWLEOHSDUHQWDOFRQILJXUDWLRQVRIHDFK
VWDWHIRUHDFKSDUHQW,IWKHH[SHUWIDLOVWRGRVRWKHDOJRULWKP
ZLOOJHQHUDWHOHVVWUXVWZRUWK\SUREDELOLWLHV
7KHDOJRULWKPWDNHVDVLQSXW
 7KH FRQGLWLRQDO SUREDELOLWLHV FRUUHVSRQGLQJ WR WKH
FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV IRU HYHU\ SDUHQWDO
VWDWH
 $ UHODWLYH ZHLJKW YDOXH EHWZHHQ ]HUR DQG RQH  IRU
HDFK SDUHQW QRGH GHQRWLQJ WKH GHJUHH RI LQIOXHQFH D
SDUHQWKDVRQDFKLOGQRGH7KHUHODWLYHZHLJKWVIRUDOO
SDUHQW QRGHV PXVW DGG XS WR H[DFWO\ RQH $ UHODWLYH
ZHLJKW HTXDO WR ]HUR PHDQV WKDW D SDUHQW KDV QR
LQIOXHQFHDWDOORYHUDFKLOGQRGHDQGFDQWKHUHIRUHEH
RPLWWHG IURP WKH QHWZRUN FRQYHUVHO\ D UHODWLYH
ZHLJKWHTXDOWRRQHLQGLFDWHVWKDWDSDUHQWQRGHLVWKH
RQO\GHWHUPLQDQWRIWKHFRQGLWLRQDOSUREDELOLWLHVLQWKH
FKLOGQRGH
7KH DERYH LQSXWV DUH WKHQ XVHG DV ZHLJKWHG VXP
FRUUHVSRQGLQJ WR HDFK VWDWH FRQILJXUDWLRQ LQ WKH FKLOG QRGH V
&37DVIROORZV
ܲሺܺ ൌ  ݔ หଵ ǡ
ଶ ǡ
ଷ ǡ ǥ௭ ሻ ൌ

ݓଵ ܲሺܺ ൌ  ݔห݉ܥሾܲଵ ൌ ଵ ሿሻ    ݓଶܲሺܺ ൌ  ݔ ห݉ܥሾܲଶ ൌ ଶ ሿሻ
ݓଷ ܲሺܺ ൌ  ݔ ห݉ܥሾܲଷ ൌ ଷ ሿሻ ǥ  ݓ ܲሺܺ ൌ  ݔ ห݉ܥሾܲ ൌ ௭ ሿሻ
݂ ݅ݎൌ ͳ ǥ ȁݔȁ

)LJXUH *HQHULFQDLYH%D\HVLDQ1HWZRUN



:H UHSUHVHQW D QRGH¶V LQGLYLGXDO VWDWHV LQ VXSHUVFULSW VR
ሼ ݔଵ ǡ  ݔଶ ǡ Ǥ Ǥ Ǥ  ݔ ሽDUH DOO WKH VWDWHV RI WKH FKLOG QRGH [  IRU WKH
SDUHQW QRGHV ZH¶OO XVH QXPEHUV LQ VXEVFULSW WR GLVWLQJXLVK
EHWZHHQGLIIHUHQWSDUHQWV)RUH[DPSOHሼଵଵ ǡ ଵଶ ǡ Ǥ ǤǤଵ ሽDUHDOO
WKHVWDWHVRIWKHILUVWSDUHQWܲଵ 
7RIRUPDOO\GHILQHWKHQRWLRQRISDUHQWDOFRPSDWLELOLW\OHW
WKHSDUHQWܲ EHDVVLJQHGDQDUELWUDU\VWDWH௩ LHܲ ൌ ௩ DQG
OHWܲ EHDQRWKHUSDUHQWVXFKWKDWܲ LVFRQVLGHUHGFRPSDWLEOH
ZLWKܲ ൌ ௩ RQO\ ZKHQܲ LV LQ VRPH VWDWH ௪  WKDW LV PRVW
OLNHO\ DFFRUGLQJ WR WKH H[SHUW¶V NQRZOHGJH WR FRH[LVW ZLWK
ܲ ൌ ௩ 7KHUHIRUHZHZLOOXVHWKHQRWDWLRQ݉ܥሾܲ ൌ ௩ ሿ
WR UHSUHVHQW WKH VHW RI VWDWHV WKDW DUH FRPSDWLEOH ZLWKܲ ൌ ௩ 
IRUDOOSDUHQWV
݉ܥሾܲ ൌ ௩ ሿ ൌ ቄ௪ ǡ ݅ ് ݆ቚ୵ୀଵǥหೕ ห ൫௪ ห௩ ൯ቅ



7KHH[SHUWLVDVNHGWRHOLFLWWKHSUREDELOLWLHVRIFRPSDWLEOH
SDUHQWDO FRQILJXUDWLRQV IRU HDFK VWDWH LQ HDFK SDUHQW QRGH
ZKHQHYHU WKH FRPELQDWLRQ RI VWDWHV LV PHDQLQJIXO LH
FRPSDWLEOH WRWKHH[SHUW DQGWKHQWKH:6$DOJRULWKPLVXVHG
WR JHQHUDWH WKH SUREDELOLWLHV RI D FKLOG QRGH V &37 )RU
H[DPSOH LI ZH UHIHU WR WKH %1 LQ )LJXUH  WKH H[SHUW PLJKW
ILQG LW HDVLHU WR HVWLPDWH WKH SUREDELOLWLHV IRU 3ODQW *URZWK
5DWHIRUWKHFDVHZKHQWKH:DWHU$PRXQWLVORZZKLFKZRXOG
OLNHO\FRLQFLGHVZKHQWKH6XQOLJKW$PRXQWLVKLJKVRWKHUHIRUH
݉ܥሾܹܽ ݎ݁ݐൌ ݓܮሿ ZRXOG FRQWDLQ WKH SDUHQWDO VWDWH
ܵ ݐ݄݈݃݅݊ݑൌ   ݄݃݅ܪ7KHUHIRUH ZKDW PDNHV WKLV DOJRULWKP
XQLTXH FRPSDUHG WR RWKHU WHFKQLTXHV LV WKDW LW IRFXVHV RQ



:KHUHݓLVWKHUHODWLYHZHLJKWYDOXHIRUDSDUHQWHJݓଵ LV
WKHUHODWLYHZHLJKWYDOXHIRUܲଵ 7RLOOXVWUDWHLW VXVDJHZHUHIHU
EDFN WR RXU H[DPSOH SUHVHQWHG LQ )LJXUH  DQG 7DEOH , 7R
FDOFXODWHDQDUELWUDU\FHOOLQWKH&37WKDWKDVQRWEHHQHOLFLWHG
IRULQVWDQFHWKHSUREDELOLW\WKDWWKH3ODQW*URZWK5DWHLV)DVW
JLYHQ WKDW WKH :DWHU $PRXQW LV /RZ DQG 6XQOLJKW $PRXQW LV
0HGLXP  $VVXPLQJ WKDW ERWK SDUHQWV DUH HTXDOO\ LQIOXHQWLDO
LHERWKKDYHDQHTXDOUHODWLYHZHLJKWYDOXHRI WKHQWKH
ZHLJKWHGVXPFDOFXODWLRQIRUWKLVFHOOLVDVIROORZV
ܲሺ ݁ݐܴ݄ܽݐݓݎܩൌ ݐݏܽܨȁܹܽ ݎ݁ݐൌ ݓܮǡ ܵ ݐ݄݈݃݅݊ݑൌ ݉ݑ݅݀݁ܯሻ
ൌ ͲǤͷ ൈ ܲሺ ݁ݐܴ݄ܽݐݓݎܩൌ ݐݏܽܨȁ݉ܥሾܹܽ ݎ݁ݐൌ ݓܮሿሻ
ͲǤͷ ൈ ܲሺ ݁ݐܴ݄ܽݐݓݎܩൌ ݐݏܽܨȁ݉ܥሾܵ ݐ݄݈݃݅݊ݑൌ ݉ݑ݅݀݁ܯሿሻ



,I GLIIHUHQW SDUHQWV¶ VWDWHV VKDUH WKH VDPH FRPSDWLEOH
SDUHQWDO FRQILJXUDWLRQ LW LV SRVVLEOH WR UHGXFH WKH QXPEHU RI
HOLFLWDWLRQ TXHVWLRQV GXH WR WKLV RYHUODS ,Q DGGLWLRQ LW DOVR
PDNHV WKH FRPSXWDWLRQ RI WKH DOJRULWKP PRUH HIILFLHQW
KRZHYHU LQ PRVW FDVHV WKLV FRPSXWDWLRQ ZLOO EH QHJOLJLEOH
)RUH[DPSOHLIWKHUHDUHSDUHQWQRGHVHDFKZLWKVWDWHVEXW
QRQH RI WKH VWDWHV VKDUH DQ\ SDUHQWDO FRQILJXUDWLRQ WKHQ 
HOLFLWDWLRQTXHVWLRQVDUHQHHGHGWRVDWLVI\WKHILUVWLQSXWRIWKH
DOJRULWKPZKHUHDVLIZHWDNHWKHRSSRVLWHH[WUHPHZKHQWKHUH
LVDQRSWLPXPFRPSDWLEOHSDUHQWDOFRQILJXUDWLRQRYHUODSRQO\
 TXHVWLRQV DUH UHTXLUHG $OWKRXJK VXFK RSWLPXP RYHUODS LV
XQOLNHO\WREHIUHTXHQWLWLVVWLOOEHQHILFLDOWRGHWHFWRYHUODSVLQ
RUGHUWRUHGXFHWKHHOLFLWDWLRQHIIRUW
7KHUHDUHFLUFXPVWDQFHVZKHQWKHGRPDLQH[SHUWLVXQDEOH
WR FKRRVH H[DFWO\ RQH FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQ IRU D
JLYHQ SDUHQWDO VWDWH DVVLJQPHQW LH WKHUH PD\ EH D VHW RI
FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV IRU WKDW JLYHQ VWDWH 'DV
GRHV QRW SURYLGH D VROXWLRQ IRU VXFK VLWXDWLRQV +RZHYHU
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GXULQJ RXU H[SHULPHQWDWLRQ ZLWK WKLV PHWKRG ZH SURSRVHG D
SRVVLEOHVROXWLRQIRUWKLVSUREOHP:HVXJJHVWHGDQH[WHQVLRQ
RIWKH DOJRULWKP >@ VXFK WKDWLID SDUW RI WKH JLYHQ&37
FRQILJXUDWLRQ FDQ EH PDWFKHG ZLWK D FRPSDWLEOH SDUHQWDO
FRQILJXUDWLRQ WKHQ WKLV YDOXH ZRXOG EH XVHG ZKLFK LV WKH
GHIDXOW VLWXDWLRQ SUHVHQWHG LQ (TXDWLRQ   RWKHUZLVH DQ
DYHUDJH RI DOO YDOLG FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV¶
SUREDELOLWLHVZRXOGEHXVHG2XUSURSRVDOZDVODWHUGLVFXVVHG
ZLWKWKH:6$¶VDXWKRUZKRDJUHHGZLWKRXUVXJJHVWLRQ
7RVWDWHWKHSURSRVHGH[WHQVLRQIRUPDOO\OHWȳሾܲ ൌ ௩ ሿEH
D VXEVHW RI ݉ܥሾܲ ൌ ௩ ሿ VXFK WKDW LW FRQWDLQV DOO RI WKH
FRPSDWLEOHVWDWHVWKDWVKDUHWKHVDPHSDUHQWLQRWKHUZRUGVLW
LV WKH VHW RI VWDWHV WKDW KDYH DW OHDVW RQH RWKHU VWDWH IURP WKH
VDPHSDUHQWWKDWLVDOVRFRPSDWLEOHZLWKܲ ൌ ௩ LH
πሾܲ ൌ ௩ ሿ ൌ ൛ ݉ܥ אሾܲ ൌ ௩ ሿห ݉ܥ אሾܲ ൌ ௩ ሿǣ ܽ ് ܾൟ



$QGOHW߱EHDQ\VXEVHWRIπሾܲ ൌ ௩ ሿVXFKWKDWHDFKVWDWH
KDV D XQLTXH SDUHQW LH VHW RI VWDWHV WKDW GR QRW VKDUH WKH
SDUHQWZLWKDQRWKHUVWDWH :HFDQGHILQH߱DVIROORZV
߱ ൌ ൛ܵ  ؿȳሾܲ ൌ ௩ ሿǡ  ് ห ǡ   אǣ ݆ ് ݇ൟ



:H WKHUHIRUH H[WHQG WKH RULJLQDO QRWDWLRQ IRU UHSUHVHQWLQJ
WKH VHW RI FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV IRU WKH SDUHQWDO
DVVLJQPHQWܲ ൌ ௩  (TXDWLRQ   WR EH FRQGLWLRQDO RQ߱ ZH
GHILQHWKLVFRQGLWLRQDOSDUHQWDOFRQILJXUDWLRQDVWKHIROORZLQJ
 ݉ܥቈ

ܲ ൌ ௩
 ൌ ቄ௪ ቚ୵ୀଵǥหೕ ห ൫௪ ห௩ ǡ ߱൯ቅ
߱



ZKLFK LV WKH VHW RI DOO VWDWHV WKDW DUH FRPSDWLEOH ZLWK
ܲ ൌ ௩ DQG DOO RI WKH FRPSDWLEOH SDUHQWDO DVVLJQPHQWV
UHSUHVHQWHG E\߱  8VLQJ WKLV GHILQLWLRQ ZH FDQ H[WHQG WKH
:HLJKWHG6XP$OJRULWKP (TXDWLRQ WRKDQGOHDOOVLWXDWLRQV
ZKHQ WKHUH DUH PRUH WKDQ RQH FRPSDWLEOH SDUHQWDO
FRQILJXUDWLRQVIRUDJLYHQSDUHQWDODVVLJQPHQWDVIROORZV
ܲ൫ܺ ൌ  ݔ ห݂݃݅݊ܥ൯ ൌ 


ೡ א

ݓ ݂ሺ௩ ǡ ݊ܥሻ



ZKHUH݂݃݅݊ܥLV D JLYHQ FRQILJXUDWLRQ LQ WKH FKLOG &37
WKDW ZH DUH JHQHUDWLQJ WKH SUREDELOLW\ IRU ݓ LV WKH ZHLJKW
DVVRFLDWHG ZLWK SDUHQW ݅ DQG ݂ሺ௩ ǡ ݂݃݅݊ܥሻ LV D FRQGLWLRQDO
IXQFWLRQGHILQHGDVIROORZV
݂ሺ௩ ǡ ݂݃݅݊ܥሻ

ܲ ൌ ௩
ቇ  ك ݂݃݅݊ܥ݂ܫπሾܲ ൌ ௩ ሿ
݂݃݅݊ܥ
ൌ
 
ܲ ൌ ௩

۔σఠאπൣୀೡ൧ ܲ ൬ܺ ൌ  ݔฬ ݉ܥ ߱ ൨൰
ۖ
ܱ݁ݏ݅ݓݎ݄݁ݐ
หπሾܲ ൌ ௩ ሿห
ە
݂ ܿݎൌ ͳ ǥ ȁݔȁ
ۓ
ۖ

ܲ ቆܺ ൌ  ݔ ቤ ݉ܥቈ

,QRWKHUZRUGVLIDSDUWRIWKHJLYHQFRQILJXUDWLRQFDQEH
PDWFKHG ZLWK D FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQ WKHQ LWV
HOLFLWHG SUREDELOLWLHV ZRXOG EH XVHG RWKHUZLVH DQ DYHUDJH RI
WKH FORVHVW LQ VLPLODULW\  FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQ
SUREDELOLWLHVZRXOGEHXVHG
1RWHWKDWRXUVROXWLRQLQFUHDVHVWKHQXPEHURISUREDELOLWLHV
HOLFLWHG XVLQJ WKH :6$ PHWKRG EHFDXVH IRU HDFK DGGLWLRQDO
SDUHQWDO VWDWH WKDW LV FRQVLGHUHG WR EH FRPSDWLEOH IRU D JLYHQ
SDUHQW WKH QXPEHU RI HOLFLWHG SUREDELOLWLHV XVLQJ WKLV PHWKRG
JURZVH[SRQHQWLDOO\ZKLFKPD\DSSURDFKPDQXDOHOLFLWDWLRQLQ
WKH H[WUHPH VFHQDULR ZKHUH QR FRPSDWLEOH FRQILJXUDWLRQV DUH
VHOHFWHG

,9 0(7+2'2/2*<
7KH %1V XVHG LQ RXU HPSLULFDO DVVHVVPHQW RI WKH :6$
PHWKRG ZHUH HOLFLWHG IURP H[SHUWV LQ VRIWZDUH DQG :HE
GHYHORSPHQW 7KHVH %1V ZHUH EXLOW WR IRUHFDVW GHYHORSPHQW
FRVWV IRU :HE FRPSDQLHV 7ZR :HE HIIRUW HVWLPDWLRQ %1V
ZHUH XVHG WKXV OHDGLQJ WR WZR VHSDUDWH FDVH VWXGLHV 7KH
IROORZLQJIDFWRUVZHUHIL[HGLQHDFKRIWKHVHVWXGLHV
x $ VLQJOH GRPDLQ H[SHUW SDUWLFLSDWHG LQ HOLFLWLQJ DOO
UHTXLUHG LQIRUPDWLRQ %\ IL[LQJ WKH GRPDLQ H[SHUW ZH
HOLPLQDWHG DQ\ SRWHQWLDO GLVFUHSDQFLHV WKDW FRXOG EH
LQWURGXFHGE\PXOWLSOHGRPDLQH[SHUWV
x $Q H[SHUWGULYHQ %1 PRGHO FRQVWUXFWHG XVLQJ RQO\
PDQXDO HOLFLWDWLRQ ZDV XVHG DV EHQFKPDUNEHFDXVH LW KDG
DOUHDG\ EHHQ YDOLGDWHG XVLQJ UHDO GDWD DQG LW ZDV
FRQILUPHG E\ WKH GRPDLQ H[SHUW V  WR IXOO\ UHIOHFW WKHLU
EHOLHIV7KHUHIRUHWKHEHQFKPDUNPRGHOZDVXVHGDVEDVLV
WRPHDVXUHWKHDFFXUDF\RIWKH:6$DOJRULWKP
x 7KHLQSXWSUREDELOLWLHVIRUWKH:6$DOJRULWKPZHUHWDNHQ
GLUHFWO\ IURP WKH EHQFKPDUN %1 DQG ZHUH QRW HOLFLWHG
DJDLQ 7KLV ZDV GRQH WR DYRLG GLVFUHSDQFLHV LQ
SUREDELOLWLHV XVHG LQ WKH PRGHOV EHLQJ FRPSDUHG LH LI
SUREDELOLWLHV ZHUH HOLFLWHG WZLFH RQFH XVLQJ PDQXDO
HOLFLWDWLRQ DQGRQFH XVLQJ WKH :6$ DOJRULWKP WKHH[SHUW
FRXOG HUURQHRXVO\ SURYLGHGLIIHUHQWSUREDELOLW\ YDOXHV IRU
H[DFWO\ WKH VDPH FHOO LQ WKH &37   7KHUHIRUH WKH RQO\
LQSXWV WKDW ZHUH HOLFLWHG IRU WKH:6$ DOJRULWKP ZHUHWKH
VHOHFWLRQ RI WKH FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV DQG
WKHZHLJKWVIRUHDFKSDUHQW
:HHYDOXDWHGWKHZHLJKWHGVXPDOJRULWKPE\
x 'HWHUPLQLQJ UHGXFWLRQV LQ HOLFLWHG SUREDELOLWLHV WKDW LW
DFKLHYHV 7KLV LV GRQH E\ VLPSO\ FRXQWLQJ WKH UHTXLUHG
LQSXW SUREDELOLWLHV UHTXLUHG E\ WKH DOJRULWKP IRU D JLYHQ
&37 DQG WKHQ FRPSDULQJ LW ZLWK WKH &37 VL]H LH ZKDW
ZRXOGEHUHTXLUHGLIRQHZRXOGXVHPDQXDOHOLFLWDWLRQ 
x 0HDVXULQJWKHDFFXUDF\RIWKHDOJRULWKPE\FDOFXODWLQJWKH
DEVROXWH HUURU (XFOLGHDQ GLVWDQFH  EHWZHHQ HYHU\ FHOO LQ
WKH JHQHUDWHG &37 DQG WKH UHIHUHQFH &37 LQ WKH
EHQFKPDUN %1 PRGHO +HUH ZH XVHG WKH VDPH WHFKQLTXH
SUHYLRXVO\ XVHG WR HYDOXDWH &37 JHQHUDWLRQ WHFKQLTXHV
HJ >@   7KH :LOFR[RQ VLJQHG UDQNHG WHVW ZDV
HPSOR\HG WR WHVW WKH VWDWLVWLFDO VLJQLILFDQFH RI WKH UHVXOWV
D  $QRQSDUDPHWULFWHVWZDVFKRVHQEHFDXVHZH
FRXOGQRWJXDUDQWHHWKDWWKHGDWDIURPVRPHRIWKH&37VLQ
WKHEHQFKPDUN%1ZHUHQRUPDOO\GLVWULEXWHG
9

5(68/76

,Q WKLV VHFWLRQ ZH VXPPDULVH WKH UHVXOWV IRU WKH WZR FDVH
VWXGLHVFRQGXFWHG
&DVH6WXG\
7KHEHQFKPDUNPRGHOFRQWDLQVQRGHVZKHUHIRXUZHUH
FRQVLGHUHG WR EH QRQWULYLDO LQ WHUPV RI SUREDELOLW\ SDUDPHWHUV
KLJKOLJKWHGLQ)LJXUH DQGZHUHWKHUHIRUHXVHGDVUHIHUHQFH
&37V $ &37 LV FRQVLGHUHG DV QRQWULYLDO ZKHQHYHU LW KDV DW
OHDVWWZRSDUHQWQRGHVHDFKSUHVHQWLQJDWOHDVWWZRVWDWHV>
@7KHVL]HVRIWKHIRXU&37VDUHOLVWHGLQ7DEOH,,
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)LJXUH %HQFKPDUN%D\HVLDQ1HWZRUNPRGHOOIRUFDVHVWXG\
7$%/(,,
&37
$
%
&
'



7+(6,=(2)&376,1&$6((678'<
6L]H





1XP
PEHURI3DUHQWV





)LJXUH 'LVWULEXWLRQRIDE
EVROXWHHUURUVIRUFDVHVWXG\

ZĞĚƵĐƚŝŽŶŝŶĞůŝĐŝƚĂƚŝŽŶ
ĂĐŚŝĞǀĞĚ;йͿ


7KH GRPDLQ H[SHUW ZDV FRQILGHQW LQQ LGHQWLI\LQJ WKH
FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV IRU &
&37V $ DQG %
+RZHYHUWKLVZDVQRWWKHFDVHIRUWKHUHPDLQLQJ&37VJLYHQ
WKDW WKH H[SHUW ZDV XQDEOH WR VHOHFW H[DFWOO\ RQH FRPSDWLEOH
SDUHQWDOFRQILJXUDWLRQIRUPRVWSDUHQWVWDWHVLLQ&37&DQGWRD
OHVVHU H[WHQW LQ &37 ' ZH WKHUHIRUH DSSOOLHG RXU SURSRVHG
H[WHQVLRQ GHVFULEHGLQ6HFWLRQ,,, :HHOLFLLWHGDOOFRPSXWDEOH
SDUHQWDO FRQILJXUDWLRQV WKDW WKH H[SHUW FRXXOG LGHQWLI\ IRU D
JLYHQSDUHQWDOVWDWHDQGODWHUDYHUDJHGWKHLUSSUREDELOLW\YDOXHV
7KHSHUFHQWDJHUHGXFWLRQ LQ SUREDELOLW\ HOLFLWDWLRQ IRUHDFKRI
WKHIRXU&37V VHH)LJXUH VKRZVWKDW&37
7&DFKLHYHGRQO\
 UHGXFWLRQ LQ HOLFLWDWLRQ GXH WR WKH H[SHUW¶V
LQGHFLVLYHQHVVLQVHOHFWLQJFRPSDWLEOHSDUHQWDOFRQILJXUDWLRQV



'HVSLWH WKH DERYHPHQWLR
RQHG UHVXOWV QR VWDWLVWLFDOO\
VLJQLILFDQWGLIIHUHQFHVLQDFFXUUDF\ ZHUHREVHUYHGEHWZHHQWKH
WZRPRGHOVEHLQJFRPSDUHG
&DVH6WXG\
7KH EHQFKPDUN PRGHO XVHG LQ WKLV VWXG\ FRQWDLQHG 
QRGHVVHYHQZHUHFRQVLGHUHGQ
QRQWULYLDOLQWHUPVRISUREDELOLW\
SDUDPHWHUV KLJKOLJKWHG LQ )LJXUH
)
  DQG ZHUH XVHG DV
UHIHUHQFH&37V7DEOH,,,OLVWVWKHVHYHQUHIHUHQFH&37VL]HV


ϴϳ͘Ϭϰй
ϲϲ͘ϲϳй
ϰϰ͘ϰϰй
ϯϯ͘ϯϯй

)LJXUH %HQFKPDUN%D\HVLDQ
Q1HWZRUNPRGHOIRUFDVHVWXG\







7$%/(,,,



&37
$
%
&
'
(
)
*

ŽŶĚŝƚŝŽŶĂůWƌŽďĂďŝůŝƚǇddĂďůĞ
)LJXUH (OLFLWDWLRQUHGXFWLRQVDFKLHYHGLQFDVHVWXG\



:LWK UHJDUGV WR DFFXUDF\ )LJXUH  LOOXVWUDWHV WKH
GLVWULEXWLRQ RI DEVROXWH HUURU YDOXHV IRU HDFFK JHQHUDWHG &37
&37 & DFKLHYHG QHDUO\ SHUIHFW DFFXUDDF\ PRVW YDOXHV
SUHVHQWLQJDQDEVROXWHHUURUHTXDOWR]HUR Z
ZKLFKLVDOVRGXHWR
WKHSURSRVHGH[WHQVLRQRIWKHDOJRULWKPZKHHUHKLJKHUDFFXUDF\
LVDFKLHYHGGXHWRIXUWKHUHOLFLWDWLRQRISUREEDELOLWLHV:LWKWKH
H[FHSWLRQ RI &37 ' DOO PHGLDQ DEVROXWH HUURU YDOXHV ZHUH
XQGHULHPHGLDQDFFXUDF\RIZ
ZKLFKLVDORZHUURU
UDWH LQ FRPSDULVRQ WR RWKHU VWXGLHV DVVHHVVLQJ RWKHU &37
JHQHUDWLRQWHFKQLTXHV>@



7+(6,=(2)&376,1&$6(678'<
6L]H








1XPEHURI3DUHQWV









'XULQJWKLVFDVHVWXG\ZHFFKRVHQRWWRDSSO\RXUSURSRVHG
H[WHQVLRQWRWKH:6$LQRUGHUWREHDEOHWRDVVHVVWKH:6$DV
LW ZDV RULJLQDOO\ SURSRVHG WKX
XV ZKHQHYHU WKH GRPDLQ H[SHUW
ZDV HQFRXQWHULQJ GLIILFXOWLHV LQ
L VHOHFWLQJ D VLQJOH FRPSDWLEOH
SDUHQWDO FRQILJXUDWLRQ IURP D VHW
V RI YDOLGFRQILJXUDWLRQVWKH\
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ZĞĚƵĐƚŝŽŶŝŶĞůŝĐŝƚĂƚŝŽŶ;йͿ

ZHUHDVNHGWRDUELWUDULO\VHOHFWDQ\FRQILJXUDWWLRQIURPWKHYDOLG
VHW
$VLJQLILFDQWUHGXFWLRQLQHOLFLWDWLRQHIIRUWZDVDFKLHYHGLQ
FDVH VWXG\  VSHFLILFDOO\ LQ &37 * WKH ODUUJHVW &37 XVHG LQ
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5HJDUGLQJ WKH DFFXUDF\ RQH FDQ REVHUUYH WKDW ZLWK WKH
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RULWKP WKHUH DUH WKUHDWV WR WKH
YDOLGLW\RIWKHVHUHVXOWVWKDWPX
XVWEHWDNHQLQWRDFFRXQW
7KH ILUVW WKUHDW UHODWHV WR
R WKH QXPEHU RI H[SHUWV ZKR
SDUWLFLSDWHGLQHDFKFDVHVWXG\JLYHQWKDWDJUHDWHUQXPEHURI
H[SHUWVFRXOGSHUKDSVLQFUHDVH WKHOHYHORIFHUWDLQW\UHODWLQJWR
LGHQWLI\LQJFRPSDWLEOHSDUHQWDOOFRQILJXUDWLRQIRUHDFKSDUHQWDO
VWDWH&OHDUO\IXUWKHULQYHVWLJDWLLRQLVQHHGHGLQRUGHUWRFRQILUP
ZKHWKHUWKHDFFXUDF\FKDQJHVZ
ZKHQHYHUWKHQXPEHURIH[SHUWV
LQFUHDVHV
$QRWKHU WKUHDW UHODWHV WR WKH VL]H RI WKH %1 PRGHOV
HPSOR\HGLQERWKFDVHVWXGLHV$OWKRXJKERWK%1PRGHOVGLG
QRW VHHP WR EH VPDOO IXUWKHUU LQYHVWLJDWLRQV LQYROYLQJ YHU\
ODUJH %1 PRGHOV LV QHHGHG WR FRQILUPUHIXWH WKH SDWWHUQV
REVHUYHGKHUHLQ
$ UHODWHG SRLQW LV WKH DS
SSOLFDELOLW\ RI WKH :6$ WR D
SDUWLFXODU GRPDLQ  $V VWDWHG SUHYLRXVO\ ERWK FDVHV VWXGLHV
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ZHUHEDVHGLQWKH:HEHQJLQHHULQJGRPDLQ&HUWDLQLQWULFDFLHV
VSHFLILF WR WKLV GRPDLQ PLJKW DIIHFW WKH SHUIRUPDQFH RI WKH
:6$ IRU H[DPSOH LW PLJKW EH PRUH GLIILFXOW WR LGHQWLI\
SDUHQWDOFRPSDWLEOHFRQILJXUDWLRQVLQRWKHUGRPDLQVFRPSDUHG
WRWKHRQHXVHGKHUHLQ
9,, &21&/86,216
&37 VL]HV JURZ H[SRQHQWLDOO\ UHODWLYH WR WKH QXPEHU RI
SDUHQWDO VWDWHV  7KHUHIRUH D VHHPLQJO\ XQGHUVL]HG %D\HVLDQ
1HWZRUN PRGHO FDQ VWLOO FRQWDLQ YHU\ ODUJH &37V  )RU WKDW
UHDVRQ DEDWLQJ WKLV H[SRQHQWLDO JURZWK LV DQ LPSHUDWLYH
UHTXLVLWHIRUHOLFLWLQJODUJHUDQGPRUHFRPSUHKHQVLYH%1V
7KH :6$ UHOLHV RQ WKH QRWLRQ RI FRPSDWLEOH SDUHQWDO
FRQILJXUDWLRQVWRHOLFLWSUREDELOLWLHVIRUVFHQDULRVWKDWDUHHDVLHU
WR UHFDOO E\ WKH H[SHUW DQG KHQFH OLNHO\ WR EH HDVLHU WR HOLFLW
DQG EH PRUH UHOLDEOH  7KH DOJRULWKP XWLOL]HV D YHU\ VLPSOH
FDOFXODWLRQEDVHGRQHOLFLWHGSDUHQWDOZHLJKWVDQGDZHLJKWHG
VXP  +RZHYHU WKH RULJLQDO DOJRULWKP SURSRVHG E\ 'DV GRHV
QRW GHVFULEH KRZ WR GHDO ZLWK VLWXDWLRQV ZKHUH WKH H[SHUW
FDQQRW VHOHFW D VLQJOH FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQ IRU D
JLYHQSDUHQWDOVWDWH7KHUHIRUHZHSURSRVHGDQH[WHQVLRQIRU
WKH DOJRULWKP WKDW UHPHGLHV WKLV VLWXDWLRQ E\ DYHUDJLQJ WKH
SUREDELOLWLHV RI YDOLG FRPSDWLEOH SDUHQWDO FRQILJXUDWLRQV WKDW
H[SHUWPLJKWVHOHFW
7KH DLPV RI RXU ZRUN ZDV WKHUHIRUH WR HPSLULFDOO\ DVVHVV
WKH :6$ LQ WHUPV RI HOLFLWDWLRQ UHGXFWLRQ DQG DFFXUDF\
$QRWKHUVHFRQGDU\JRDOZDVWRVHHKRZHIIHFWLYHRXUSURSRVHG
H[WHQVLRQWRDOJRULWKPZDV
:H DVVHVVHG WKH :6$ LQ WZR FDVH VWXGLHV 7KH ILUVW FDVH
VWXG\ FRQVLVWHG RI IRXU QRQWULYLDO &37V WZR &37V WR ZKLFK
RXU SURSRVHG H[WHQVLRQ WR WKH RULJLQDO :6$ DOJRULWKP ZDV
DSSOLHG WR 7KH RXWFRPH RI WKH ILUVW FDVH VWXG\ VKRZHG WKDW
RYHUDOOWKH:6$DOJRULWKPDFKLHYHGDVLJQLILFDQWUHGXFWLRQLQ
WKH HIIRUW HOLFLWLQJ SUREDELOLWLHV DQG DFKLHYHG YHU\ KLJK
DFFXUDF\ZLWKDPHGLDQDEVROXWHHUURUYDOXHOHVVWKDQIRU
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SURSRVHG H[WHQVLRQ WR WKH DOJRULWKP ZDV QRW DSSOLHG DQG
LQVWHDGWKHH[SHUWZDVDVNHGWRDUELWUDULO\VHOHFWDFRPSDWLEOH
SDUHQWDOFRQILJXUDWLRQLQWKHHYHQWWKDWWKHUHLVPRUHWKDQRQH
YDOLGFRQILJXUDWLRQFRPSDWLEOHZLWKDJLYHQSUHQDWDOVWDWH
7KH UHVXOWV RI WKH VHFRQG FDVH VWXG\ VKRZHG VOLJKWO\ OHVV
DFFXUDWHUHVXOWVKRZHYHUVWLOOYHU\PXFKFRPSDUDEOHWRWKDWRI
WKH ILUVW FDVH VWXG\ SHUKDSV VXJJHVWLQJ WKDW RXU SURSRVHG
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An Ontology-based Mapping Repository for Meta-querier Customization
;LDR /L 5DQG\ &KRZ
'HSDUWPHQW RI &,6( 8QLYHUVLW\ RI )ORULGD
*DLQHVYLOOH )/  86$
{[O FKRZ}#FLVHXI HGX
IRU PHWDTXHULHU FRQVWUXFWLRQ V\VWHPV ,W LV KLJKO\ GHVLUDEOH
WR DOORZ XVHUV WR EXLOG WKHLU RZQ PHWDTXHULHUV E\ VHOHFWLQJ
WKHLU SUHIHUUHG GDWD VRXUFHV +RZHYHU WKLV LPSOLHV D SRWHQ
WLDOO\ ODUJH QXPEHU RI FXVWRPL]HG PHWDTXHULHUV WR DFFRP
PRGDWH YDULRXV XVHU QHHGV 7KH ULVLQJ VFDODELOLW\ RI PHWD
TXHULHUV UHQGHUV WKH H[LVWLQJ DSSURDFKHV LPSUDFWLFDO
7R FRQVWUXFW DQG PDLQWDLQ D ODUJH QXPEHU RI PHWD
TXHULHUV WKH DUJXDEO\ PRVW FULWLFDO SUREOHPV DUH storage DQG
discovery RI PDSSLQJV ZKLFK DUH WKH FRUQHUVWRQHV RI D FXV
WRPL]HG PHWDTXHULHU 7R DGGUHVV VXFK SUREOHPV WKLV SD
SHU SURSRVHV DQ RQWRORJ\EDVHG PDSSLQJ UHSRVLWRU\ FDOOHG
M-Ontology 7KH H[LVWLQJ UHVHDUFK RIWHQ UHJDUGV PDSSLQJ
UHSRVLWRULHV DV VLPSOH VWRUDJH FRQWDLQHUV RI PDSSLQJV ZLWK
WKHLU UHODWHG LQIRUPDWLRQ +RZHYHU LQ WKH FRQWH[W RI FXV
WRPL]HG PHWDTXHULHUV ZH EHOLHYH WKDW PDSSLQJ UHSRVLWRULHV
QHHG WR KDYH ULFKHU VHPDQWLFV DQG SOD\ D PRUH LPSRUWDQW UROH
EHFDXVH RI WKH QHFHVVLW\ RI EXLOGLQJ DQG PDLQWDLQLQJ D SRWHQ
WLDOO\ ODUJH VFDOH RI PHWDTXHULHUV
%DVHG RQ WKLV REVHUYDWLRQ 02QWRORJ\ YLHZV D PDS
SLQJ DV DQ LQVWDQFH RI D UHODWLRQ FRQQHFWLQJ WZR FRQFHSWV
7KH FRQFHSWV FDQ EH DXWRPDWLFDOO\ H[WUDFWHG IURP WKH TXHU\
IRUPV RI GDWD VRXUFHV WKDW DUH FRQQHFWHG E\ PDSSLQJV $
UHODWLRQ LQ 02QWRORJ\ LV D KLJKHUOHYHO DEVWUDFWLRQ RI PDS
SLQJV EDVHG RQ WKHLU VHPDQWLFV 6XFK D VHPDQWLFVEDVHG PDS
SLQJ PRGHOLQJ LV SXUSRVHO\ GHVLJQHG IRU EHWWHU XQGHUVWDQG
LQJ E\ KXPDQV 02QWRORJ\ IXQFWLRQV OLNH D GRPDLQVSHFLI F
NQRZOHGJH EDVH IRU PDSSLQJ VKDULQJ DQG UHXVH WR IDFLOLWDWH
HDVH RI PDFKLQH DXWRPDWLRQ 7KH LPSOHPHQWDWLRQ RI VXFK D
PDSSLQJ UHSRVLWRU\ KDV WKUHH PDMRU GHVLJQ FRQVLGHUDWLRQV
 Sharing of mappings 7KH ODUJH VFDOH RI FXVWRPL]HG
PHWDTXHULHUV RIWHQ LQGLFDWHV WKDW UHSHWLWLYH PDSSLQJV QHHG
WR EH VWRUHG DQG PDQDJHG 6HSDUDWH VWRUDJH PLJKW FDXVH D
KLJK GHJUHH RI GDWD UHGXQGDQF\ DQG SRWHQWLDO XSGDWH DQRPD
OLHV 7KXV 02QWRORJ\ LV QRW IRU D VLQJOH PHWDTXHULHU EXW
VKDUHG E\ D JURXS RI PHWDTXHULHUV LQ WKH VDPH DSSOLFDWLRQ
GRPDLQ
 Understanding of mappings 7KH PDSSLQJ UHSRVLWRU\
LV LQWHQGHG IRU XVH QRW RQO\ E\ PDFKLQHV EXW DOVR E\ KXPDQV
:H GHYHORS D QRYHO VHPDQWLFVEDVHG DSSURDFK WR PRGHO WKH
PDSSLQJV %DVHG RQ WKLV PRGHO D ZHOOGHI QHG PDSSLQJ RQ
WRORJ\ FDQ EH FRQVWUXFWHG E\ RXU SURSRVHG PDSSLQJ LQVHUWLRQ
DOJRULWKP
 Reuse of mappings 'LVFRYHULQJ WKH PDSSLQJV EHWZHHQ

Abstract
There exist an increasing number of (semi-)structured information sources over the Web. To increase the access efficiency of the heterogeneous information sources, customized
meta-queriers are built by integrating the user-specified Web
query forms. Each meta-querier requires mappings for resolving semantic interoperability among data sources. A potentially large set of mappings need to be stored and discovered. Thus, this paper proposes an ontology-based mapping repository, called M-Ontology, for efficient storage and
discovery of these mappings. We develop a novel semanticsbased approach to model the mappings. Based on this model,
a well-defined mapping ontology is generated through incremental insertion of unstructured query-form mappings. We
also present a reuse-oriented mapping discovery algorithm
for many-to-many complex mappings using M-Ontology. The
discovered mappings are recycled to further enrich the mapping ontology, which in turn enhance the discovery of new
mappings. Finally, the experiments show promising results
in the feasibility and effectiveness of our algorithms.

1. Introduction
::: KDV EHHQ H[SHULHQFLQJ D WUHPHQGRXV JURZWK RI
VHPL VWUXFWXUHG LQIRUPDWLRQ LQ SDUWLFXODU WKH GDWDEDVHV
EHKLQG GHHS ZHE > @ 'DWD LQWHJUDWLRQ WHFKQLTXHV DUH
RIWHQ DSSOLHG RYHU WKHVH VHPL VWUXFWXUHG VRXUFHV WR LQ
FUHDVH WKH HII FLHQF\ RI LQIRUPDWLRQ DFFHVV $ meta-querier
DFKLHYHV KLJKHU HII FLHQF\ E\ SURYLGLQJ XVHUV D XQLIRUP
TXHU\ IRUP FDOOHG a global form WR D VHW RI LQWHJUDWHG GDWD
VRXUFHV 8VHU TXHULHV WKURXJK VXFK D JOREDO IRUP DUH WUDQV
ODWHG WR UHVSHFWLYH ORFDO TXHULHV DQG WKHQ WKH FRPELQHG ORFDO
TXHU\ UHVXOWV DUH UHWXUQHG 7KH TXHU\ WUDQVODWLRQ LV EDVHG RQ
WKH mappings EHWZHHQ WKH JOREDO TXHU\ IRUP DQG WKH TXHU\
IRUPV FDOOHG local forms RI WKH XQGHUO\LQJ GDWD VRXUFHV
0XFK HIIRUW KDV EHHQ PDGH RQ WKH FRQVWUXFWLRQ RI D VLQ
JOH GRPDLQVSHFLI F PHWDTXHULHU HJ :,6(,QWHJUDWRU >@
DQG 0HWD4XHULHUV >@  +RZHYHU GLIIHUHQW XVHUV KDYH GLI
IHUHQW VHOHFWLRQ FULWHULD IRU GDWD VRXUFHV HJ IXQFWLRQDOLWLHV
GDWD TXDOLWLHV VLWH FUHGLELOLW\ ,W LV LPSRVVLEOH WR EXLOG D RQH
VL]HI WVDOO PHWDTXHULHU WR VDWLVI\ WKH GLYHUVH XVHU QHHGV DQG
SUHIHUHQFHV >@ Customizability LV DQ HVVHQWLDO UHTXLUHPHQW
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Figure 1. $ IUDJPHQW RI 02QWRORJ\ IRU WKH DLUOLQHWLFNHWERRNLQJ GRPDLQ
WR GDWD WUDQVIRUPDWLRQ 7KUHH W\SHV RI FRQFHSW QRGHV DQG D
PDMRU W\SH RI UHODWLRQ HGJH DUH H[SODLQHG DV IROORZV

JOREDO IRUPV DQG ORFDO IRUPV LV D FULWLFDO LVVXH LQ WKH PHWD
TXHULHU FRQVWUXFWLRQ $OWKRXJK PXFK HIIRUW KDV EHHQ PDGH
LQ PDSSLQJ GLVFRYHU\ I QGLQJ FRPSOH[ PDSSLQJV ZLWK H[
SUHVVLRQV LV VWLOO DQ RSHQ SUREOHP :H EHOLHYH WKDW UHXVLQJ
WKH H[LVWLQJ PDSSLQJV LV RQH RI WKH EHVW RU PD\EH WKH RQO\
ZD\V WR I QG WKH QHZ PDSSLQJV HVSHFLDOO\ WKRVH ZLWK FRP
SOH[ H[SUHVVLRQV :H SURSRVH D VHPLDXWRPDWLF DSSURDFK WR
GLVFRYHU PDQ\WRPDQ\ PDSSLQJV WKURXJK 02QWRORJ\
7KH UHVW RI WKLV SDSHU LV RUJDQL]HG DV IROORZV 6HFWLRQ 
SUHVHQWV WKH PRGHOLQJ DQG FRQVWUXFWLRQ RI WKH 02QWRORJ\
6HFWLRQ  GHVFULEHV WKH DOJRULWKP RI PDSSLQJ GLVFRYHU\
WKURXJK 02QWRORJ\ 6HFWLRQ  SUHVHQWV WKH LPSOHPHQWDWLRQ
DQG WKH H[SHULPHQWDO DQDO\VLV )LQDOO\ ZH GLVFXVVHV WKH UH
ODWHG ZRUN DQG IXWXUH ZRUN LQ 6HFWLRQ  DQG 

E-Nodes: $Q (OHPHQWDU\ 1RGH FDOOHG DQ E-Node UHS
UHVHQWV WKH FRQFHSW RI D VFKHPD HOHPHQW ,W LV WKH PRVW
IXQGDPHQWDO FRQFHSW XQLW IRU FRQVWUXFWLQJ KLJKOHYHO FRQ
FHSWV (1RGHV DLP DW HOLPLQDWLQJ language heterogeneity
/DQJXDJH KHWHURJHQHLW\ UHIHUV WR WKH GLIIHUHQFH LQ WKH ODQ
JXDJHV XVHG WR UHSUHVHQW TXHU\ IRUPV (DFK VFKHPD HOH
PHQW LV HQFDSVXODWHG LQWR DQ (1RGH ZLWKRXW VHPDQWLF ORVV
7KH VHPDQWLFV RI DQ (1RGH LV UHI HFWHG E\ WKH D-Attributes
RI WKH FRUUHVSRQGLQJ VFKHPD HOHPHQW HJ QDPH LG GR
PDLQ  (DFK (1RGH DOVR KDV Instances DQG I-Constraints
ZKLFK DUH WKH NQRZQ GDWD LQVWDQFHV DQG WKH LQVWDQFH FRQ
VWUDLQWV VXFK DV WKH LQVWDQFH W\SH DQG GRPDLQ )RU H[DPSOH
WKH (1RGH E1 LQ )LJ FRUUHVSRQGV WR D VFKHPD HOHPHQW
ZKRVH '$WWULEXWHV DUH QDPHRXWERXQG GHSDUW0RQWK
LGPRQWK&DOHQGDU FODVVPRQWK DQG WH[W'HSDUW DQG
LQVWDQFHV DUH UHSUHVHQWHG LQ D QXPEHU IURP µ¶ WR µ¶ ,W
FDQ EH FRUUHFWO\ LQIHUUHG IURP LWV '$WWULEXWHV DQG LQVWDQFHV
WKDW WKLV HOHPHQW LQGLFDWHV D FRQFHSW DERXW GHSDUWXUH PRQWKV

2 M-Ontology
2.1 Modeling
,Q PHWDTXHULHUV JOREDO DQG ORFDO TXHU\ IRUPV FDQ EH UH
JDUGHG DV D VHW RI TXHU\ FRQGLWLRQV > @ UHIHUUHG WR KHUH
DV schema elements  (DFK VFKHPD HOHPHQW FRQVLVWV RI D
+70/ FRQWURO HJ D FKHFNER[  LWV DVVRFLDWHG LQVWDQFHV
LH SRVVLEOH XVHU LQSXWV DQG GHVFULSWLYH DWWULEXWHV FDOOHG
D-Attributes HJ QDPH LG DQG FODVV 
*HQHUDOO\ DQ HOHPHQWOHYHO PDSSLQJ FDQ EH GHI QHG DV
M apping ListE1  ListE2  Exp ConV  ZKHUH ListE1 DQG
ListE2 DUH WZR RUGHUHG OLVWV RI VFKHPD HOHPHQWV ZKRVH VH
PDQWLFV DUH UHOHYDQW WR HDFK RWKHU 7KH HOHPHQW QXPEHU RI
D OLVW FDQ EH RQH RU JUHDWHU WKDQ RQH DQG WKXV PDSSLQJ FDU
GLQDOLW\ PLJKW EH 1 : 1 1 : n RU n : m n > 1 DQG m > 1 
Exp GHQRWHV D KLJKOHYHO GHFODUDWLYH H[SUHVVLRQ WKDW VSHFL
I HV WKH WUDQVIRUPDWLRQ UXOHV IURP ListE1 WR ListE2  ([SUHV
VLRQV FDQ EH OLVWRULHQWHG IXQFWLRQV HJ HTXLYDOHQFH FRQ
FDWHQDWLRQ PDWKHPDWLF H[SUHVVLRQV RU RWKHU PRUH FRPSOH[
VWDWHPHQWV HJ LIHOVH ZKLOHORRS  ,Q DGGLWLRQ WKH IRUPDW
RI Exp VKRXOG EH ERWK KXPDQXQGHUVWDQGDEOH LH FDQ EH
HDVLO\ PRGLI HG E\ QRUPDO XVHUV  DQG PDFKLQHSURFHVVDEOH
LH FDQ EH DXWRPDWLFDOO\ WUDQVIRUPHG WR H[HFXWDEOH UXOHV 
ConV LV D FRQI GHQFH YDOXH UDQJLQJ EHWZHHQ  DQG   LQ
GLFDWLQJ KRZ FRQI GHQW WKH PDSSLQJ KROGV
:LWK WKLV PDSSLQJ UHSUHVHQWDWLRQ ZH FDQ SUHVHQW D JUDSK
PRGHO IRU WKH SURSRVHG PDSSLQJ RQWRORJ\ 02QWRORJ\ LV
QRW ODQJXDJH VSHFLI F /LNH PRVW FODVVLFDO RQWRORJ\ PRGHOV
> @ 02QWRORJ\ FDQ EH UHSUHVHQWHG E\ D GLUHFWHG JUDSK
DV LOOXVWUDWHG LQ )LJ ZKHUH D QRGH GHQRWHV D FRQFHSW ZLWK
D VHW RI DVVRFLDWHG LQVWDQFHV DQ HGJH LQGLFDWHV D UHODWLRQ
VKLS EHWZHHQ WZR FRQFHSWV 7KH UHODWLRQ W\SHV DUH UHVWULFWHG

G-Nodes: *HQHUDOL]DWLRQ 1RGHV FDOOHG *1RGHV DUH WKH
JHQHUDOL]DWLRQ RI (1RGHV WKDW VKDUH WKH VDPH VHPDQWLFV DQG
LQVWDQFH IRUPDWV EXW WKHLU V\QWDFWLF UHSUHVHQWDWLRQV DUH GLI
IHUHQW 7KH VHPDQWLFV RI D *1RGH LV HTXLYDOHQW WR WKDW RI LWV
LQFOXVLYH (1RGHV 7KH '$WWULEXWHV DQG '/DEHOV RI D *
DL
1RGH gn DUH WZR VHWV RI ZRUG WXSOHV SetDA
gn DQG Setgn  (DFK
ZRUG WXSOH wi  wfi FRQVLVWV RI D GLVWLQFW ZRUG wi DQG WKH
FRUUHVSRQGLQJ DSSHDUDQFH IUHTXHQFLHV wfi LQ gn SetDA
gn LV
JHQHUDWHG IURP WKH QRUPDOL]HG '$WWULEXWHV RI WKH LQFOXGHG
(1RGHV ZKRVH LQVHUWLRQ LV DOUHDG\ YHULI HG E\ KXPDQV 7KH
'/DEHOV FDQ EH DXWRPDWLFDOO\ GHULYHG IURP IUHTXHQW DSSHDU
DQFH RI '$WWULEXWHV RU PDQXDOO\ LQSXW E\ KXPDQV 7KH GH
WDLOHG DOJRULWKPV IRU I QGLQJ WKH '$WWULEXWHV DQG '/DEHOV
RI D *1RGH DUH GLVFXVVHG LQ 6HFWLRQ  ,Q DGGLWLRQ WKH ,Q
VWDQFHV DQG ,&RQVWUDLQWV RI D *1RGH DUH GLUHFWO\ REWDLQHG
IURP WKH LQFOXVLYH (1RGHV )RU H[DPSOH G3 KDV WKH VDPH
LQVWDQFH VHW DQG ,&RQVWUDLQWV DV E1  E2 DQG E3 
7KH SXUSRVH RI *1RGHV LV IRU syntactic heterogeneity
7KH (1RGHV LQ SetE−Node VKDUH WKH VDPH VHPDQWLFV DQG
LQVWDQFH IRUPDWV EXW WKHLU V\QWDFWLF UHSUHVHQWDWLRQV DUH GLI
IHUHQW 7KDW LV WKH LQVWDQFHV RI WKHVH (1RGHV VKDUH WKH
VDPH IRUPDW ZLWK WKH LGHQWLFDO VHPDQWLFV LI WKH\ UHSUHVHQW
WKH VDPH REMHFW EXW WKH '$WWULEXWHV RI WKHVH (1RGHV FRXOG
EH WRWDOO\ GLIIHUHQW 7R WDNH DQ H[DPSOH LQ )LJ WKH FRQ
FHSW RI *1RGH G3 LV JHQHUDOL]HG IURP WKUHH YHULI HG (
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1RGHV $OWKRXJK WKHVH (1RGHV KDYH HTXLYDOHQW VHPDQWLFV
DQG LQVWDQFHV IRUPDW WKHLU '$WWULEXWHV DUH GLIIHUHQW LQ WKH
DWWULEXWHV¶ QXPEHUV W\SHV DQG YDOXHV ,W LV QRW QHFHVVDU\ WR
LPSRVH DQ\ V\QWDFWLF WUDQVIRUPDWLRQ ZKHQ WKHVH (1RGHV H[
FKDQJH WKHLU LQVWDQFHV
A-Nodes: $Q $JJUHJDWLRQ 1RGH FDOOHG DQ A-Node LV JHQ
HUDWHG E\ DJJUHJDWLQJ DQ RUGHUHG OLVW RI *1RGHV $1RGHV
DUH LQWURGXFHG IRU UHSUHVHQWLQJ PDQ\WRPDQ\ PDSSLQJV ,WV
,QVWDQFHV DQG '/DEHOV FDQ EH IHWFKHG IURP LWV LQFOXVLYH
QRGHV DQG WKHQ FRPELQHG LQ WKH VDPH RUGHU )RU H[DPSOH
WZR $1RGHV A1 DQG A2 LQ )LJ UHSUHVHQW WKH FRQFHSW ³GH
SDUWXUH GDWHV´ E\ DJJUHJDWLQJ WKH VDPH WKUHH *1RGHV G1 
G2 DQG G3  7KHVH *1RGHV UHVSHFWLYHO\ UHSUHVHQW D FDOHQGDU
\HDU GD\ DQG PRQWK E\ QXPEHUV $OWKRXJK WKHLU VHPDQ
WLFV DUH HTXLYDOHQW WKHLU LQVWDQFH IRUPDWV DUH GLIIHUHQW GXH
WR GLIIHUHQW HOHPHQW RUGHUV A1 XVHV PLGGOH HQGLDQ IRUPV
³PRQWKGD\\HDU´ LH VWDUWLQJ ZLWK WKH PRQWK  A2 XVHV
ELJ HQGLDQ IRUPV ³\HDUPRQWKGD\´ LH VWDUWLQJ ZLWK WKH
\HDU  1RWH WKDW DJJUHJDWLRQ FDQQRW EH GLUHFWO\ DSSOLHG RQ
(1RGHV LQ 02QWRORJ\ ,Q RWKHU ZRUGV $1RGHV RQO\ FRQ
QHFW ZLWK *1RGHV 7KLV UHTXLUHPHQW HQIRUFHV (1RGHV WR
EH HQFDSVXODWHG LQWR *1RGHV ,W LQGLFDWHV PRUH FRQFHSWV
FDQ EH JHQHUDWHG E\ FOXVWHULQJ VFKHPD HOHPHQWV
T-Edges: $ 7UDQVIRUPDWLRQ (GJH FDOOHG T-Edge FRQQHFW
LQJ WZR QRGHV UHSUHVHQWV D WUDQVIRUPDWLRQ UHODWLRQ &RPELQ
LQJ ZLWK WKH *1RGHV DQG $1RGHV 7(GJHV DLPV WR DGGUHVV
WKUHH GLIIHUHQW W\SHV RI KHWHURJHQHLW\ EHWZHHQ WZR VHPDQWLF
RYHUODS FRQFHSWV 7KH\ DUH instance heterogeneity structural
heterogeneity DQG semantic heterogeneity  ,QVWDQFH KHW
HURJHQHLW\ UHIHUV WR WKH YDULHW\ LQ LQVWDQFH IRUPDWV IRU WKH
VDPH HQWLW\ )RU H[DPSOH ERWK G0 DQG G3 UHSUHVHQW WKH GH
SDUWXUH PRQWKV EXW WKH\ UHVSHFWLYHO\ XVH GLIIHUHQW IRUPDWV
LH QXPEHUV DQG FKDUDFWHU VWULQJV 7KXV D 7(GJH T R5
PLJKW EH FUHDWHG IRU WUDQVIRUPLQJ LQVWDQFHV IURP G3 WR G0  LI
QHFHVVDU\  6WUXFWXUDO KHWHURJHQHLW\ RIWHQ RFFXUV ZKHQ WKH
DJJUHJDWLRQ RUGHUV RI FRQFHSWV DUH GLIIHUHQW )RU H[DPSOH
A1 DQG A2 UHSUHVHQW D GDWH LQ D GLIIHUHQW RUGHU LH ³PRQWK
GD\\HDU´ DQG ³\HDUPRQWKGD\´ $ 7(GJH T R4 LV XVHG WR
OLQN A1 DQG A2   6HPDQWLF KHWHURJHQHLW\ UHSUHVHQWV WKH
GLIIHUHQFHV LQ WKH FRQFHSW FRYHUDJH DQG JUDQXODULW\ )RU LQ
VWDQFH T R3 LV XVHG WR FRQQHFW WZR FRQFHSWV A1 DQG G4 ZLWK
GLIIHUHQW FRYHUDJH 'LIIHUHQW IURP A1  G4 RQO\ UHSUHVHQWV WKH
GHSDUWXUH GDWH ZLWKRXW ³\HDU´
Metadata: 02QWRORJ\ VWRUHV QRW RQO\ PDSSLQJV EXW DOVR
WKHLU UHODWHG FRQWH[W LQIRUPDWLRQ LH WKH PHWDGDWD RI PDS
SLQJV 7KH PHWDGDWD LV PDLQO\ XVHG WR HQKDQFH V\VWHP HI
IHFWLYHQHVV DQG UREXVWQHVV 7KH PHWDGDWD LQFOXGHV WKH ZKR
ZKDW ZKHUH ZKHQ DQG KRZ DVSHFWV DVVRFLDWHG ZLWK WKH
ZKROH OLIHF\FOH RI PDSSLQJV LQFOXGLQJ WKHLU FUHDWLRQ YHUL
I FDWLRQ PRGLI FDWLRQ DQG GHOHWLRQ
7KH SURSRVHG PDSSLQJ PRGHOLQJ RUJDQL]HV PDSSLQJV
EDVHG RQ WKHLU VHPDQWLFV LQ D VWUDLJKWIRUZDUG DSSURDFK ,W
VXSSRUWV I YH W\SHV RI KHWHURJHQHLW\ ODQJXDJH V\QWDFWLF LQ
VWDQFH VWUXFWXUDO DQG VHPDQWLF KHWHURJHQHLW\ 6XFK D VHPDQ
WLF PRGHOLQJ PDNHV VHQVH RI XQRUJDQL]HG PDSSLQJ LQIRUPD
WLRQ VR DV WR HQKDQFH WKH XQGHUVWDQGLQJ E\ KXPDQV HVSH

Start

Inserting
List E1
Inserting
List E2

[YES]

Searching
T-Edge

Found?
[No]

Creating
T-Edge

Human
Interaction

End

Figure 2. 7KH I RZFKDUW RI RQWRORJ\ FRQVWUXFWLRQ
FLDOO\ ZKHQ WKH VFDOH RI PDSSLQJV LV SRWHQWLDOO\ ODUJH

2.2

Incremental Construction

02QWRORJ\ LV DQ RQWRORJ\EDVHG GRPDLQVSHFLI F PDS
SLQJ UHSRVLWRU\ ,WV FRQVWUXFWLRQ LV WKURXJK LQFUHPHQWDO LQVHU
WLRQV RI HOHPHQWOHYHO PDSSLQJV 7KH LQFUHPHQWDO DSSURDFK
LV YHU\ FULWLFDO IRU EXLOGLQJ D ORQJ UXQQLQJ DQG VKDUHG PDS
SLQJ UHSRVLWRU\ 6LQFH ERWK XVHUV DQG GDWD VRXUFHV DUH DX
WRQRPRXV XQLWV VRXUFH VHOHFWLRQ DQG ORFDO TXHU\ IRUPV DUH
G\QDPLF 1HZ PDSSLQJV FRQWLQXH WR EH LQVHUWHG DV QHZ
GDWD VRXUFHV DUH LQVHUWHG RU ROG RQHV HYROYH 02QWRORJ\ UH
TXLUHV SHULRGLF XSGDWH ,W LV PRUH HIIHFWLYH WR XSGDWH LW LQFUH
PHQWDOO\ UDWKHU WKDQ UHOHDUQ WKH RQWRORJ\ IURP VFUDWFK 0
2QWRORJ\ VSOLWV WKH VHPLDXWRPDWLF PDSSLQJ LQVHUWLRQ LQWR
WKUHH VHTXHQWLDO SKDVHV DV LOOXVWUDWHG LQ )LJ  LQVHUWLQJ
WKH HOHPHQW OLVWV ListE1 DQG ListE2   LQVHUWLQJ WKH H[SUHV
VLRQ Exp  YDOLGDWLQJ WKH LQVHUWLRQ E\ KXPDQV
• Element Insertion SKDVH  LV WR LGHQWLI\ FRQFHSWV IRU D
PDSSLQJ RQWRORJ\ mo WKURXJK LQGLYLGXDOO\ LQVHUWLQJ HDFK HO
HPHQW RI DQ HOHPHQW OLVW listE  %HVLGHV XSGDWLQJ WKH RQWRORJ\
mo WKLV SKDVH DOVR UHWXUQV DQ abstract node cn FRUUHVSRQG
LQJ WR listE IRU WKH QH[W SKDVH 1RWH WKDW IRU WKH VLPSOLFLW\ RI
GHVFULSWLRQ DQ abstract node LV LQWURGXFHG KHUHDIWHU WR UHS
UHVHQW D QRGH WKDW PLJKW EH D *1RGH$1RGH
,Q WKLV SKDVH HDFK VFKHPD HOHPHQW e LQ listE LV FKHFNHG
LI LW DOUHDG\ H[LVWV LQ WKH RQWRORJ\ mo ,I WUXH LWV *1RGH LV
RU D SDUW RI WKH WDUJHW DEVWUDFW QRGH ,I IDOVH LW LV HQFDSVX
ODWHG LQWR D QHZ (1RGH en 7KHQ WKH IXQFWLRQ SearchGNode
VHHNV WKH PRVW VXLWDEOH *1RGH gn LQ mo IRU LQVHUWLQJ en ,I
QRW IRXQG en LV LQVHUWHG LQWR D QHZ *1RGH RWKHUZLVH en
LV GLUHFWO\ LQVHUWHG LQWR WKH IRXQG gn ,I listE RQO\ FRQWDLQV
D VLQJOH HOHPHQW gn LV WKH DEVWUDFW QRGH cn WKDW ZLOO EH UH
WXUQHG RU HOVH HDFK RI WKH IRXQG *1RGHV gn LV LQVHUWHG LQWR
D QHZ $1RGH an LQ WKH VDPH RUGHU ZLWK WKH RULJLQDO RQH RI
VFKHPD HOHPHQWV LQ listE  )LQDOO\ WKH IXQFWLRQ SearchANode
JRHV RYHU mo WR I QG DQ $1RGH anInM O ZLWK WKH VDPH FRQ
WHQWV OLNH an ,I VXFK DQ $1RGH H[LVWV anInM O LV WKH QRGH
ZKLFK QHHGV WR EH UHWXUQHG RU HOVH an ZLOO EH UHWXUQHG DV DQ
DEVWUDFW QRGH 7KH FRUH RI WKLV SKDVH LV WZR VHDUFK IXQFWLRQV
L SearchANode FDQ EH LPSOHPHQWHG E\ GLUHFWO\ HYDOXDW
LQJ WKH HTXLYDOHQFH EHWZHHQ an DQG WKH $1RGHV LQ mo 7ZR
$1RGHV DUH HTXLYDOHQW RQO\ ZKHQ WKH\ LQFOXGH WKH VDPH *
1RGHV LQ WKH VDPH RUGHU
LL SearchGNode LV LPSOHPHQWHG E\ FRPSDULQJ WKH VH
PDQWLF VLPLODULWLHV RI DOO WKH *1RGHV LQ mo ZLWK WKH (1RGH
en 7KH WDUJHW *1RGH gn LV WKH RQH ZLWK WKH KLJKHVW VLPL
ODULW\ YDOXH simgn−en WKDW PXVW H[FHHG D JLYHQ WKUHVKROG ,I
QR *1RGH LV HOLJLEOH D QXOO YDOXH LV UHWXUQHG 7KH VLPLODULW\
simgn−en EHWZHHQ gn DQG en LV GHWHUPLQHG E\ WZR VWHSV
6WHS  Preprocessing 7KH '$WWULEXWHV DQG ,QVWDQFHV RI
en DUH FROOHFWHG DQG WKHQ QRUPDOL]HG E\ 1/3 QDWXUDO ODQ
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JXDJH SURFHVVLQJ WHFKQLTXHV WRNHQL]DWLRQ VWRSZRUG UH
PRYDO DQG VWHPPLQJ 7KH UHVXOWLQJ WH[WV DUH FRQVLGHUHG DV
WZR EDJ RI ZRUGV WKDW LV WZR XQRUGHUHG VHWV RI ZRUGV SetDA
en
DQG SetINS
en 
6WHS  Calculating 5HVXOWLQJ IURP WKH SUHYLRXV KXPDQ
YHULI HG LQVHUWLRQ RI (1RGHV WKH *1RGH gn KDV DQ LQVWDQFH
DA
VHW SetINS
DQG WZR ZRUG VHWV SetDL
gn
gn DQG Setgn  UHVSHFWLYHO\
FRUUHVSRQGLQJ WR LWV '/DEHOV DQG '$WWULEXWHV ,I gn DQG en
DUH FRQVWUDLQWFRPSDWLEOH WKHLU VHPDQWLF VLPLODULW\ LV FDOFX
ODWHG E\

3. Mapping Discovery
0DSSLQJ GLVFRYHU\ LV D FULWLFDO RSHUDWLRQ IRU I QGLQJ WKH
PDSSLQJV EHWZHHQ WZR TXHU\ IRUPV 2XU DSSURDFK LV WR
PDWFK WZR IRUPV WKURXJK DQ LQWHUPHGLDU\ PDSSLQJ RQWRO
RJ\ ,WV FRUH LV WKH UHXVH RI SUHYLRXV PDSSLQJV 7KH PDLQ
LGHD LV EDVHG RQ D IHDWXUH RI 02QWRORJ\ ZKHQ DQ (1RGH
LV LQVHUWHG LQWR DQ H[LVWLQJ *1RGH DOO WKH PDSSLQJV DVVR
FLDWHG ZLWK WKLV *1RGH ZLOO EH DXWRPDWLFDOO\ DVVLJQHG WR
WKLV (1RGH 7KDW LV DOO WKH (1RGHV LQ WKH VDPH *1RGHV
VKDUH WKHLU PDSSLQJ LQIRUPDWLRQ VLQFH WKH\ KDYH WKH LGHQWL
FDO VHPDQWLFV LQ WKH VDPH IRUPDWV 7KLV IHDWXUH JUHDWO\ HQ
KDQFHV WKH UHXVH RI H[LVWLQJ PDSSLQJV FRPSDUHG ZLWK WKH
GLUHFW UHXVH >   @ 7KH PDWFKLQJ EHWZHHQ QF orm1
DQG QF orm2 FRQVLVWV RI WKUHH VHTXHQWLDO SKDVHV
• Searching Abstract Nodes SKDVH   7KLV SKDVH LV WR I QG
WZR VHWV RI DEVWUDFW QRGHV ASet1 DQG ASet2 WKDW UHVSHFWLYHO\
FRUUHVSRQG WR QF orm1 DQG QF orm2 
6WHS  G-Node searching )RU HDFK HOHPHQW RI WKH
TXHU\ IRUPV WKH DIRUHPHQWLRQHG IXQFWLRQ SearchGN ode
FDQ EH HPSOR\HG WR I QG WKH PRVW VXLWDEOH *1RGH IURP 0
2QWRORJ\ 7KHQ DOO WKH VXLWDEOH *1RGHV DUH LQVHUWHG LQWR
WKH FRUUHVSRQGLQJ DEVWUDFWQRGH VHWV
6WHS  A-Node searching $Q $1RGH LV VHOHFWHG LQWR
WKH DEVWUDFWQRGH VHWV RQO\ ZKHQ DOO LWV LQFOXVLYH *1RGHV
DUH DOUHDG\ FRQWDLQHG LQ WKH VHWV
• Discovering Mappings SKDVH   7KLV SKDVH LV WR GLV
FRYHU TXHU\ IRUP PDSSLQJV IURP QF orm1 WR QF orm2 DQG
YLFH YHUVD UHSUHVHQWHG DV M P12 DQG M P21 UHVSHFWLYHO\
6WHS  Searching the reachable abstract nodes $Q DE
VWUDFW QRGH cn LV FRQVLGHUHG reachable IURP ASet1 RQO\ LI LW
LV DEOH WR I QG DQ HGJH WR cn IURP DQ\ QRGH LQ ASet1  7KXV
LW LV VLPSOH WR REWDLQ WZR VHWV RI UHDFKDEOH QRGHV RSet1 DQG
RSet2 UHVSHFWLYHO\ IURP ASet1 DQG ASet2 LQ D PDSSLQJ RQ
WRORJ\
6WHS  Finding the overlap 7KH RYHUODSV RSet1 ∩
ASet2 DQG RSet2 ∩ ASet1 VHSDUDWHO\ LQGLFDWH WKH PDSSLQJV
M P12 DQG M P21 ZKRVH H[SUHVVLRQV DUH LQ WKH FRQQHFWHG 7
(GJHV 7KH RYHUODS ASet1 ∩ ASet2 GHQRWHV WKH VHPDQWLFV
HTXLYDOHQFH PDSSLQJV EHWZHHQ WZR TXHU\ IRUPV 7KH GH
PDQGHG PDSSLQJV FDQ EH GLUHFWO\ GHULYHG IURP WKH DERYH
WKUHH RYHUODSV
• Validating & Correcting Mappings SKDVH   7KH I QDO
SKDVH LV WR YHULI\ DQG FRUUHFW WKH PDFKLQHGLVFRYHUHG PDS
SLQJV E\ KXPDQ EHLQJV 7KHVH YHULI HG PDSSLQJV DUH UHF\
FOHG WR LQFUHPHQWDOO\ FRQVWUXFW 02QWRORJ\ E\ WKH SURSRVHG
FRQVWUXFWLRQ DOJRULWKP LQ 6HFWLRQ 

DA
simgn−en
= w1 × sim1 (SetDL
gn , Seten ) + w2 ×
DA
DA
INS
sim2 (Setgn , Seten ) + w3 × sim3 (Setgn , SetINS
en )

ZKHUH w1  w2 DQG w3 DUH WKUHH ZHLJKWV LQ >@ VXFK WKDW
3
i=1 wi  7KH VLPLODULW\ IXQFWLRQV sim1  sim2 DQG sim3
DUH LPSOHPHQWHG E\ D K\EULG PDWFKHU WKDW FRPELQHV VHYHUDO
OLQJXLVWLFVEDVHG PDWFKHUV VXFK DV :RUG1HWV\QRQ\P GLV
WDQFHV JUDP GLVWDQFHV DQG -DFFDUG GLVWDQFHV 0DQ\ DO
JRULWKPV IRU VFKHPDRQWRORJ\ PDWFKLQJ KDYH EHHQ SURSRVHG
VHH WKH VXUYH\V> @  0RVW RI WKHP FDQ EH HDVLO\ HP
SOR\HG LQ WKLV SKDVH $V WKLV LV QRW WKH WDUJHW RI WKLV SDSHU
WKH GHWDLOV DUH QRW H[SODLQHG LQ WKLV SDSHU
• Expression Insertion SKDVH   7KH WDUJHW RI WKLV SKDVH LV
WR LGHQWLI\ DQG FUHDWH 7(GJHV 7KH LQSXWV RI SKDVH  LQFOXGH
DQ H[SUHVVLRQ Exp DQG WZR DEVWUDFW QRGHV cn1 DQG cn2
WKDW UHVSHFWLYHO\ FRUUHVSRQG WR ListE1 DQG ListE2  3KDVH
 FKHFNV LI WKHUH H[LVWV D 7(GJH ZLWK WKH VDPH H[SUHVVLRQ DV
Exp IURP cn1 WR cn2  ,I LW GRHV QRW H[LVW D 7(GJH FRQWDLQ
LQJ Exp LV FUHDWHG RWKHUZLVH WKLV SKDVH LV I QLVKHG
• Human Interaction SKDVH   +XPDQV DUH UHVSRQVLEOH
IRU WKH YDOLGDWLRQ DQG FRUUHFWLRQ RI QRGHV DQG HGJHV )RU
DOOHYLDWLQJ SRVVLEOH UHGXQGDQF\ DQG HUURU SURSDJDWLRQ RQO\
WKH QRGHV DQG HGJHV WKDW KDYH EHHQ YDOLGDWHG E\ KXPDQV FDQ
DIIHFW WKH IXWXUH PDSSLQJ LQVHUWLRQ VerifyENode DQG VerifyTEdge DUH WZR RI WKH PDLQ YHULI FDWLRQ IXQFWLRQV
L VerifyENode $IWHU DQ (1RGH en LV YHULI HG LWV WZR
INS
QRUPDOL]HG EDJV RI ZRUGV SetDA
en DQG Seten  VWDUW WR DI
IHFW WKH FRUUHVSRQGLQJ *1RGH gn 7KH '$WWULEXWHV SetDA
gn
DQG ,QVWDQFHV SetINS
RI gn QHHG WR EH XSGDWHG WR FRPELQH
gn
WKH ZRUGV RFFXUULQJ LQ WKH (1RGH 7KH PDFKLQHIRXQG '
/DEHOV SetDL
gn PLJKW DOVR HYROYH E\ VHOHFWLQJ WKH '$WWULEXWHV
ZLWK WKH WRSN IUHTXHQFLHV HJ N   ,Q FDVH RI XSGDWHV RQ
WKH *1RGH WKH UHODWLYH $1RGH LV DOVR XSGDWHG LI QHFHVVDU\
LL VerifyTEdge 7KH YHULI FDWLRQ RI D QHZ 7(GJH DIIHFWV
QRW RQO\ LWV RULJLQDO DVVRFLDWHG PDSSLQJ EXW DOVR DOO WKH LQ
GLUHFWO\ FRQQHFWHG (1RGHV LQVHUWHG LQ WKH SDVW DQG IXWXUH
6XFK DQ DFWLYLW\ LQGLFDWHV n × m PDSSLQJV DUH YDOLGDWHG
ZKHUH n DQG m DUH UHVSHFWLYHO\ WKH YDOXH RI SRVVLEOH (1RGH
FRPELQDWLRQ RI WKH FRQQHFWHG DEVWUDFW QRGHV

4

Implementation and Experiments

02QWRORJ\ LV EXLOW RQ WRS RI DQ RSHQVRXUFH V\VWHP
³$OLJQPHQW 6HUYHU´ >@ 7KLV V\VWHP SURYLGHV VRPH EDVLF
VHUYLFHV OLNH PDSSLQJ VWRUDJH DQG RQWRORJ\ PDWFKLQJ 7R
HYDOXDWH WKH IHDVLELOLW\ DQG HIIHFWLYHQHVV RI 02QWRORJ\ ZH
FRQGXFW H[SHULPHQWV WR VLPXODWH RQWRORJ\ FRQVWUXFWLRQ DQG
WKH VXEVHTXHQW PDSSLQJ GLVFRYHU\ 0DSSLQJ GLYHUVLW\ DQG
UHSHWLWLRQ GHSHQG RQ XVHU VHOHFWLRQ RI GDWD VRXUFHV WKH FRP
SRVLWLRQ RI ORFDO TXHU\ IRUPV DQG WKH GHJUHH DQG IUHTXHQF\

)ROORZLQJ WKH DERYH PDSSLQJ LQVHUWLRQ DOJRULWKP 0
2QWRORJ\ LV FRQVWUXFWHG DQG HQULFKHG DV PRUH DQG PRUH
PDSSLQJV DUH LQVHUWHG 7KH FRUH RI WKLV DOJRULWKP LV D
UHSUHVHQWDWLYHEDVHG FOXVWHULQJ DOJRULWKP WKDW LV VWUDLJKWIRU
ZDUG WR KXPDQ XVHUV 8VHUV FDQ HDVLO\ LPSURYH WKH SHU
IRUPDQFH E\ PDQXDOO\ FKDQJLQJ WKH UHSUHVHQWDWLYHV HJ
DGGLQJ RU UHPRYLQJ VHYHUDO '/DEHOV DQG '$WWULEXWHV
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Figure 3. $ IUDJPHQW RI 02QWRORJ\ IRU WKH DLUOLQHWLFNHWERRNLQJ GRPDLQ
RI WKHLU FKDQJHV ,W LV KDUG WR VLPXODWH WKH FRPSOHWH SURFHVVHV
DQG SHUIRUPDQFHV RI UHDO DSSOLFDWLRQV 7KXV WKH DLPV RI RXU
H[SHULPHQWV DUH WR DVVHVV L Feasibility KRZ KLJK WKH SHU
FHQWDJH RI VFKHPD HOHPHQWV LQ UHDOZRUOG TXHU\ IRUPV KDYH
FRUUHVSRQGLQJ FRQFHSWV VWRUHG LQ 02QWRORJ\ GXULQJ WKH LQ
FUHPHQWDO FRQVWUXFWLRQ SURFHVV" LL Effectiveness KRZ ZHOO
GR RXU DOJRULWKPV SHUIRUP FRUUHFWO\ LQ VHDUFKLQJ RXW VXLWDEOH
*1RGHV IRU D TXHU\ IRUP LH WKH IXQFWLRQ 6HDUFK*1RGH
DIWHU WKH LQVHUWLRQ UHVXOWV RI D VHW RI TXHU\ IRUPV KDYH EHHQ
YHULI HG LH WKH IXQFWLRQ 9HULI\(1RGH "
Data Sets and Performance Metrics. 7R H[DPLQH WKH SHU
IRUPDQFH RI 02QWRORJ\ LQ UHDOZRUOG GDWD LQWHJUDWLRQ SURE
OHPV ZH FROOHFW  TXHU\ IRUP 85/V IURP WKH 8,8& ZHE
LQWHJUDWLRQ UHSRVLWRU\>@ DIWHU UHPRYLQJ WKH LQDFWLYH ZHE
VLWHV $OO WKHVH TXHU\IRUP 85/V DUH IURP WKUHH GRPDLQV
%RRNV   0RYLHV  DQG 0XVLF 5HFRUGV   ZKHUH WKH
YDOXH LQ SDUHQWKHVHV GHQRWHV WKH QXPEHU RI 85/V LQ WKH GR
PDLQ 7KH LQIRUPDWLRQ RI TXHU\ IRUPV LV PDQXDOO\ H[WUDFWHG
IURP WKH +70/ VRXUFH FRGHV WR JHQHUDWH WKH FRUUHVSRQG
LQJ :HE TXHU\ IRUPV 7KHVH TXHU\ IRUPV DUH UHSUHVHQWHG
LQ 2:/ WR DFFRPPRGDWH WKH PDSSLQJ IRUPDW RI $OLJQPHQW
6HUYHU :H XVH WKUHH PHWULFV WR HYDOXDWH WKH SHUIRUPDQFH RI
WKH DOJRULWKPV Hit-rate Precision DQG Recall Hit-rate LV
GHVLJQHG WR PHDVXUH WKH IHDVLELOLW\ RI 02QWRORJ\ Precision DQG Recall DUH ZLGHO\ XVHG LQ HYDOXDWLQJ WKH HIIHFWLYH
QHVV RI LQIRUPDWLRQ UHWULHYDO V\VWHPV Precision PHDVXUHV
WKH GHJUHH RI FRUUHFWQHVV RI *1RGH VHDUFKLQJ Recall PHD
VXUHV WKH GHJUHH RI FRPSOHWHQHVV RI *1RGH VHDUFKLQJ ,Q
WKH VHWWLQJ RI 02QWRORJ\ WKHVH PHWULFV FDQ EH GHI QHG IRU
D VSHFLI F YDOXH m DV L Hit-rate M Oe /N U Me  LL Precision Crte /T otale  LLL Recall Crte /M Oe ZKHUH N U Me
LV WKH WRWDO HOHPHQW QXPEHU M Oe LV WKH QXPEHU RI HOHPHQWV
WKDW FDQ EH FRUUHFWO\ LGHQWLI HG ZLWK WKH *1RGHV Crte LV WKH
QXPEHU RI HOHPHQWV WKDW DUH PDWFKHG WR WKH FRUUHFW *1RGHV
T otale LV WKH QXPEHU RI HOHPHQWV WKDW DUH PDWFKHG WR D VSH
FLI F *1RGH 1RWH DOO WKH DERYH HOHPHQW QXPEHUV DUH IURP
D TXHU\ IRUP WR EH LQVHUWHGPDWFKHG
Experiment Scenarios and Results. $VVXPH WKDW m :HE
TXHU\ IRUPV IURP WKH VDPH GRPDLQ DUH DOUHDG\ LQVHUWHG LQWR
02QWRORJ\ EDVHG RQ RXU SURSRVHG DOJRULWKPV 7KH LQVHU
WLRQV RI WKHVH IRUPV KDYH EHHQ DOUHDG\ FRUUHFWHG DQG YHULI HG
E\ KXPDQ EHLQJV VR WKDW WKH DWWULEXWHV HJ SetDA
RI WKH
gn
FRUUHVSRQGLQJ *1RGHV DUH XSGDWHG WR FRPELQH WKH YHULI HG
VFKHPD HOHPHQWV :H DWWHPSW WR I QG WKH FRUUHFW *1RGHV
IRU D VLQJOH TXHU\ IRUP X WKDW LV QRW LQ 02QWRORJ\ )RUP
X LV UDQGRPO\ VHOHFWHG IURP WKH IRUPV WKDW DUH QRW VWRUHG LQ

02QWRORJ\ 7KDW LV X LV GLIIHUHQW IURP DQ\ IRUP LQ 0
2QWRORJ\ IRU WKH SXUSRVH RI UHPRYLQJ WKH LQI XHQFH RI SRV
VLEOH UHSHWLWLYHQHVV $V VKRZQ LQ )LJ WKH VDPH WUHQGV FDQ
EH REVHUYHG LQ DOO WKUHH GRPDLQV (DFK H[SHULPHQWDO UHVXOW
VKRZV HOHYHQ YDOXHV RI m UDQJLQJ IURP  WR  7KH SHUIRU
PDQFH PHDVXUHV IRU HDFK m DUH FDOFXODWHG E\ WKH DYHUDJH RI
 VDPSOHV HDFK RI ZKLFK LV DXWRPDWLFDOO\ JHQHUDWHG IURP
WKH TXHU\IRUP VHWV LQ WKDW GRPDLQ (DFK VDPSOH LQFOXGHV m
GLIIHUHQW IRUPV H[LVWHG LQ 02QWRORJ\ DQG WKH IRUP X  $OO
WKHVH TXHU\ IRUPV DUH UDQGRPO\ VHOHFWHG
,Q )LJ D  ZKHQ m UHDFKHV  DW OHDVW  HOHPHQWV LQ
X FDQ I QG RXW WKH FRUUHFW *1RGHV VR WKDW WKHVH HOHPHQWV
FDQ GLUHFWO\ UHXVH WKH DVVRFLDWHG PDSSLQJV 7KH LPSRUWDQFH
RI H[LVWLQJ TXHU\ IRUPV RQ +LWUDWHV DUH FOHDUO\ LQGLFDWHG DV
D VKDUS LQFUHDVH RI +LWUDWH FDQ EH VHHQ ZKHQ P LV VPDOOHU
WKDQ  7KH UHPDLQLQJ FXUYH VHHPV WR LQGLFDWH WKDW WKH DG
GLWLRQDO IRUPV > DOPRVW GR QRW DIIHFW WKH +LWUDWHV VLQFH
 FRQFHSWV DUH DOUHDG\ FROOHFWHG IURP WKH I UVW  IRUPV
+RZHYHU WKLV LV QRW DOZD\V WUXH VLQFH PRUH PDSSLQJ HGJHV
PLJKW EH DGGHG ZLWK PRUH IRUPV LQVHUWHG 7KH H[SHULPHQWDO
UHVXOWV DOVR PDWFK WKH FRQFOXVLRQ E\ D UHODWHG VWXG\ >@ VKRZ
LQJ WKDW WKH DJJUHJDWHG YRFDEXODULHV XVHG WR GHVFULEH VFKHPD
HOHPHQWV DUH ³FOXVWHULQJ LQ ORFDOLWLHV DQG FRQYHUJLQJ LQ VL]H´
,Q )LJ E  WKH YDOXHV RI 3UHFLVLRQ VWD\ DURXQG  DIWHU
WKH LQLWLDO OHDUQLQJ SURFHVV P>  $OWKRXJK PRUH *1RGHV
DUH DYDLODEOH IRU FODVVLI FDWLRQ ZLWK P LQFUHDVLQJ )LJ D 
RXU SURSRVHG VHDUFKLQJ DOJRULWKP DOVR FDQ FODVVLI\ PRVW
VFKHPD HOHPHQWV LQWR WKH FRUUHFW FRQFHSWV
,Q )LJ F  D VKDUS LQFUHDVH RI 5HFDOO FDQ EH VHHQ EHIRUH
P UHDFKHV  IROORZHG E\ D VWHDG\ DQG VORZ LPSURYHPHQW
ZLWK m LQFUHDVHV 7KLV SKHQRPHQRQ LQGLFDWHV WKDW '/DEHOV
RI *1RGHV FDQQRW EH FRUUHFWO\ LGHQWLI HG ZKHQ WKH LQFOX
VLYH VFKHPD HOHPHQWV DUH YHU\ IHZ :KHQ m LQFUHDVHV WKH
FRQWHQWV RI '/DEHOV EHFRPH VWHDG\ EXW ,QVWDQFHV DQG '
$WWULEXWHV FDQ DFFXPXODWH PRUH XVHIXO LQIRUPDWLRQ IURP WKH
QHZO\ YHULI HG TXHU\ IRUP LQVHUWLRQ 7KXV 5HFDOO LQFUHDVHV
VORZO\ DQG VWHDGLO\ DIWHU P LV ODUJHU WKDQ 
)URP WKH DERYH H[SHULPHQWV ZH VHH WKDW VFKHPD HOHPHQWV
LQ WKH VDPH GRPDLQ FDQ EH FOXVWHUHG WR JHQHUDWH D UHODWLYHO\
³VPDOO´ PDSSLQJ RQWRORJ\ 7KDW LQGLFDWHV LW LV IHDVLEOH WR
FRQVWUXFW D PDSSLQJ RQWRORJ\ DV D NQRZOHGJH EDVH VKDUHG
E\ PHWDTXHULHUV LQ WKH VDPH GRPDLQ 7KH SHUIRUPDQFH UH
VXOWV LQ WHUPV RI 3UHFLVLRQ DQG 5HFDOO GHPRQVWUDWH WKH HIIHF
WLYHQHVV RI WKH DOJRULWKPV HYHQ ZLWKRXW FRQVLGHULQJ KXPDQ
LQWHUYHQWLRQ )XUWKHUPRUH DV WKH QXPEHU RI GDWD VRXUFHV RQ
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WKH :HE KDV EHHQ VWHDGLO\ LQFUHDVLQJ > @ EHWWHU SHUIRU
PDQFH RI 02QWRORJ\ FDQ EH H[SHFWHG ZKHQ PRUH PDSSLQJV
DUH LQFOXGHG

>@ . && &KDQJ % +H & /L 0 3DWHO DQG = =KDQJ 6WUXF
WXUHG GDWDEDVHV RQ WKH :HE 2EVHUYDWLRQV DQG LPSOLFDWLRQV
SIGMOD Record   ± 
>@ . && &KDQJ % +H DQG = =KDQJ 7RZDUG ODUJH VFDOH
LQWHJUDWLRQ %XLOGLQJ D 0HWD4XHULHU RYHU GDWDEDVHV RQ WKH
:HE ,Q CIDR SDJHV ± 
>@ 5 'KDPDQNDU < /HH $ 'RDQ $ +DOHY\ DQG 3 'RPLQ
JRV L0$3 GLVFRYHULQJ FRPSOH[ VHPDQWLF PDWFKHV EHWZHHQ
GDWDEDVH VFKHPDV ,Q SIGMOD Conference SDJHV ±

>@ + + 'R
Schema Matching and Mapping-based
Data Integration
3K' WKHVLV 8QLYHUVLW\ RI /HLS]LJ
KWWSOLSVLQIRUPDWLNXQLOHLS]LJGHSXE 
>@ & 'UXPP 0 6FKPLWW + + 'R DQG ( 5DKP 4XLFNPLJ
DXWRPDWLF VFKHPD PDWFKLQJ IRU GDWD PLJUDWLRQ SURMHFWV ,Q
CIKM SDJHV ± 
>@ - (X]HQDW DQG 3 6KYDLNR Ontology Matching 6SULQJHU
9HUODJ 1HZ <RUN ,QF 
>@ 5 )DJLQ 3 * .RODLWLV / 3RSD DQG : & 7DQ &RPSRVLQJ
VFKHPD PDSSLQJV 6HFRQGRUGHU GHSHQGHQFLHV WR WKH UHVFXH
ACM Trans. Database Syst.   ± 
>@ $ *RPH]3HUH] 2 &RUFKR DQG 0 )HUQDQGH]/RSH] Ontological Engineering: with examples from the areas of Knowledge Management, e-Commerce and the Semantic Web
6SULQJHU 
>@ + +H : 0HQJ & 7 <X DQG = :X $XWRPDWLF LQWHJUDWLRQ
RI :HE VHDUFK LQWHUIDFHV ZLWK :,6(,QWHJUDWRU VLDB J.
  ± 
>@ - +RQJ = +H DQG ' $ %HOO ([WUDFWLQJ :HE TXHU\ LQ
WHUIDFHV EDVHG RQ IRUP VWUXFWXUHV DQG VHPDQWLF VLPLODULW\ ,Q
ICDE SDJHV ± 
>@ ; /L DQG 5 &KRZ
$Q RQWRORJ\EDVHG PDS
SLQJ UHSRVLWRU\ IRU G\QDPLF DQG FXVWRPL]HG GDWD
LQWHJUDWLRQ
7HFKQLFDO 5HSRUW 5(3
'HSW RI &,6( DW 8QLYHUVLW\ RI )ORULGD 

5. Related Work
0RVW PDSSLQJ UHSRVLWRULHV >  @ VLPSO\ HPSOR\ D
ODUJH WDEOH WR VWRUH VFKHPDOHYHO RU HOHPHQWOHYHO PDSSLQJV
,WV FROXPQV UHSUHVHQW GLIIHUHQW SURSHUWLHV RI PDSSLQJV VXFK
DV VFKHPDHOHPHQW QDPHV PDSSLQJ H[SUHVVLRQV DQG VLPL
ODULW\ YDOXHV 2WKHUV XVH JUDSK PRGHOV LQ ZKLFK QRGHV GH
QRWH VFKHPDV > @ RU HOHPHQWV > @ DQG HGJHV UHSUHVHQW
PDSSLQJV ,Q D PDSSLQJ JUDSK D QHZ PDSSLQJ HGJH EHWZHHQ
WZR QRGHV FRXOG EH GLVFRYHUHG E\ FRPELQLQJ DOO WKH HGJHV LQ
D PDSSLQJ SDWK EHWZHHQ WKHVH WZR QRGHV >  @ +RZ
HYHU DOO WKHVH PDSSLQJ UHSRVLWRULHV PRGHO WKH PDSSLQJV GL
UHFWO\ ZLWKRXW RUJDQL]LQJ WKHP EDVHG RQ WKHLU VHPDQWLFV ,Q
FRQWUDVW 02QWRORJ\ DWWHPSWV WR LGHQWLI\ DQG VWRUH WKH KLG
GHQ FRQFHSWV IURP LQVWDQFHV LQ D VWUDLJKWIRUZDUG DSSURDFK
,W DLPV DW EHWWHU PDSSLQJ PDQDJHPHQW DQG UHXWLOL]DWLRQ QRW
RQO\ E\ PDFKLQHV EXW DOVR E\ XVHUV
&XUUHQWO\ WKH WHFKQLTXHV RI VFKHPDRQWRORJ\ PDWFKLQJ
> @ FDQ KDUGO\ I QG PDSSLQJV ZLWK FRPSOH[ H[SUHVVLRQV
ZKLFK DUH YHU\ FRPPRQ LQ PHWDTXHULHUV 2XU DSSURDFK DW
WHPSWV WR RYHUFRPH WKLV ERWWOHQHFN E\ UHXVLQJ WKH H[LVWLQJ
H[SUHVVLRQV LQ PDSSLQJ RQWRORJLHV 'LIIHUHQW IURP WKH SUHYL
RXV ZRUN >   @ RXU VWUDWHJ\ LV QRW WR GLUHFWO\ UHXVH
LQGLYLGXDO PDSSLQJV EXW WR UHXVH WKHLU SUHYLRXV FRQFHSW FODV
VLI FDWLRQ 'XH WR VSDFH OLPLW WKH GHWDLOHG UHODWHG ZRUN LV QRW
HODERUDWHG KHUH ,QWHUHVWHG UHDGHUV DUH UHIHUUHG WR RXU IXOO
YHUVLRQ >@

http://www.cise.ufl.edu/˜chow/techreport483.pdf

>@ - 0DGKDYDQ 6 &RKHQ ; / 'RQJ $ < +DOHY\ 6 5 -HI
IHU\ ' .R DQG & <X :HEVFDOH GDWD LQWHJUDWLRQ <RX FDQ
RQO\ DIIRUG WR SD\ DV \RX JR ,Q CIDR SDJHV ± 
>@ - 0DGKDYDQ DQG $ < +DOHY\ &RPSRVLQJ PDSSLQJV DPRQJ
GDWD VRXUFHV ,Q VLDB SDJHV ± 
>@ 6 0HOQLN ( 5DKP DQG 3 $ %HUQVWHLQ 5RQGR $ SURJUDP
PLQJ SODWIRUP IRU JHQHULF PRGHO PDQDJHPHQW ,Q SIGMOD
Conference SDJHV ± 
>@ 3 0LWUD * :LHGHUKROG DQG 0 / .HUVWHQ $ JUDSKRULHQWHG
PRGHO IRU DUWLFXODWLRQ RI RQWRORJ\ LQWHUGHSHQGHQFLHV ,Q
EDBT SDJHV ± 
>@ 1 ) 1R\ 1 *ULII WK DQG 0 $ 0XVHQ &ROOHFWLQJ
FRPPXQLW\EDVHG PDSSLQJV LQ DQ RQWRORJ\ UHSRVLWRU\ ,Q
ISWC SDJHV ± 
>@ ( 5DKP DQG 3 $ %HUQVWHLQ $ VXUYH\ RI DSSURDFKHV WR DX
WRPDWLF VFKHPD PDWFKLQJ VLDB J.   ± 
>@ 6 6WDDE DQG 5 6WXGHU HGLWRUV Handbook on Ontologies
,QWHUQDWLRQDO +DQGERRNV RQ ,QIRUPDWLRQ 6\VWHPV 6SULQJHU

>@ : :X & <X $ 'RDQ DQG : 0HQJ $Q LQWHUDFWLYH
FOXVWHULQJEDVHG DSSURDFK WR LQWHJUDWLQJ VRXUFH TXHU\ LQWHU
IDFHV RQ WKH GHHS :HE ,Q SIGMOD Conference SDJHV ±
 
>@ = =KDQJ % +H DQG . && &KDQJ 8QGHUVWDQGLQJ :HE
TXHU\ LQWHUIDFHV %HVWHIIRUW SDUVLQJ ZLWK KLGGHQ V\QWD[ ,Q
SIGMOD Conference SDJHV ± 
>@ $ 9 =KGDQRYD DQG 3 6KYDLNR &RPPXQLW\GULYHQ RQWRORJ\
PDWFKLQJ ,Q ESWC SDJHV ± 
>@ 3 =LHJOHU . 5 'LWWULFK DQG ( +XQW $ FDOO IRU SHUVRQDO
VHPDQWLF GDWD LQWHJUDWLRQ ,Q ICDE Workshops SDJHV ±
 

6. Conclusion
,Q WKH :HE HUD QXPHURXV FXVWRPL]HG PHWDTXHULHUV DUH
QHHGHG LQ PHHWLQJ YDULRXV XVHU UHTXLUHPHQWV 7KLV SDSHU
SURSRVHV DQ RQWRORJ\EDVHG PDSSLQJ UHSRVLWRU\ WR HII FLHQW
VWRUH DQG GLVFRYHU PDSSLQJV $OWKRXJK LW LV SULPDULO\ GH
VLJQHG IRU PHWDTXHULHU FXVWRPL]DWLRQ LW VKRXOG EH XVHIXO IRU
DSSOLFDWLRQV ZKHUH QXPHURXV VLPLODU PDSSLQJV H[LVW HJ
WKH GDWD PHGLDWLRQ SUREOHP LQ WKH FRPSRVLWLRQ RI VHPDQWLF
ZHE VHUYLFHV
:H KDYH LPSOHPHQWHG WKH EDVLF 02QWRORJ\ )XWXUH ZRUN
LQ WKLV GLUHFWLRQ LQFOXGHV DSSO\LQJ WKH SURSRVHG PDSSLQJ
RQWRORJ\ WR WKH JHQHUDWLRQ RI JOREDO TXHU\ IRUPV DND
VFKHPD LQWHJUDWLRQ LQ WKH FRQWH[W RI G\QDPLF DQG FXV
WRPL]HG PHWDTXHULHUV DQG H[WHQGLQJ WKH GRPDLQVSHFLI F
02QWRORJ\ WR VXSSRUW FURVVGRPDLQ GDWD LQWHJUDWLRQ
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6DUDK%/HH6DMMDQ*6KLYD

.6%UDXQVGRUI

'HSDUWPHQWRI&RPSXWHU6FLHQFH
8QLYHUVLW\RI0HPSKLV
0HPSKLV7186$
VEOHH#PHPSKLVHGXVVKLYD#PHPSKLVHGX

)HG([6HUYLFHV&RUSRUDWLRQ
0HPSKLV7186$
NHYLQEUDXQVGRUI#JPDLOFRP

$EVWUDFW²²    $V OHJDF\ V\VWHPV KDYH PDWXUHG PRVW KDYH
EHFRPHPRUHFRPSOH[OHDGLQJWRLQFUHDVHGPDLQWHQDQFHFRVWV
&RPSDQLHV PXVW ILQG ZD\V WR OHYHUDJH WKHLU H[LVWLQJ
LQYHVWPHQWV DQG PDNH LQFUHPHQWDO FKDQJHV WKDW EULQJ
LPPHGLDWHYDOXHWRWKHEXVLQHVVWKURXJKPRGHUQL]DWLRQHIIRUWV
6\VWHPFRPSOH[LW\ZLOOGLFWDWHWKHDSSURDFKWRPRGHUQL]DWLRQ
7KLV SDSHU SURSRVHV D NQRZOHGJH HQJLQHHULQJ DSSURDFK IRU
GHYHORSLQJDFRPSOH[LW\YLVXDOL]DWLRQDQGULVNSURILOHWKDWFDQ
EHXVHGWRSODQDPRGHUQL]DWLRQVWUDWHJ\
.H\ZRUGVULVN
PLWLJDWLRQ
NQRZOHGJH
DSSOLFDWLRQFRPSOH[LW\OHJDF\PRGHUQL]DWLRQ

,




HQJLQHHULQJ

,1752'8&7,21

' *RRG LQ >@ GHILQHV D OHJDF\ DSSOLFDWLRQ DV ³DQ\
DSSOLFDWLRQEDVHG RQ ROGHU WHFKQRORJLHVDQG KDUGZDUH VXFK
DVPDLQIUDPHVWKDWFRQWLQXHVWRSURYLGHFRUHVHUYLFHVWRDQ
RUJDQL]DWLRQ´/HJDF\DSSOLFDWLRQVFRQVXPHDODUJHVKDUHRI
UHVRXUFHV ZLWK VL[W\ WR HLJKW\ILYH SHUFHQW RI WKH
LQIRUPDWLRQ WHFKQRORJ\ ,7  EXGJHW EHLQJ VSHQW RQ DYHUDJH
IRUPDLQWDLQLQJV\VWHPVWKDWDUHXQDEOHWRPHHWWKHFKDQJLQJ
FRPSHWLWLYH QHHGVRI WKHEXVLQHVV,7RUJDQL]DWLRQV QHHG WR
UHGXFH WKH DPRXQW WKH\ VSHQG PDLQWDLQLQJ OHJDF\
DSSOLFDWLRQV DQG HQYLURQPHQWV >@ 7KHVH DSSOLFDWLRQV FDQ
FUHDWHKDYRFZLWKLQWKHRUJDQL]DWLRQGXHWRDYDULHW\RIROGHU
WHFKQRORJLHVPXOWLSOHXVHULQWHUIDFHVGLVSDUDWHGDWDVRXUFHV
DQG GLIIHUHQW DXWKHQWLFDWLRQ SURFHVVHV WKDW FDXVH XVHUV WR
ORJLQ PXOWLSOH WLPHV >@  'RFXPHQWDWLRQ PD\EH VSDUVHRU
QRQH[LVWHQW DQG WKH NQRZOHGJH RI KRZ DQ DSSOLFDWLRQ
LQWHUDFWV ZLWK WKH RYHUDOO VHW RI DSSOLFDWLRQV PD\ EH
XQNQRZQ
0RGHUQL]DWLRQ HIIRUWV DWWHPSW WR HYROYH OHJDF\ V\VWHPV
ZKHQ PDLQWHQDQFH DQG HQKDQFHPHQW QR ORQJHU VXSSRUW
EXVLQHVV JRDOV >@  %HQHILWV WR WKH EXVLQHVV LQFOXGH
LPSURYLQJ WKH DELOLW\ WR UHDFW WREXVLQHVV GHPDQGUHGXFLQJ
WRWDO FRVW RI RZQHUVKLS HQDEOLQJ FRQVROLGDWLRQ RI VHUYLFHV
DQG UHGXFLQJ UHOLDQFH RQ OHJDF\ VNLOO VHWV >@ $ PDMRU
FKDOOHQJH WR WKH PRGHUQL]DWLRQ HIIRUW LV KRZ WR LQWURGXFH
QHZWHFKQRORJ\VROXWLRQVDQGLQWHJUDWHZLWKH[LVWLQJV\VWHPV
ZLWKRXW ORVLQJ YDOXDEOH GDWD DQG SURFHVVHV 2UJDQL]DWLRQV
QHHG WR UHXVH WKH FRQWHQW RI H[LVWLQJ DSSOLFDWLRQV DQG
HIIHFWLYHO\OHYHUDJHWKHODWHVWWHFKQRORJ\VROXWLRQV>@
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$V ROGHU V\VWHPV KDYH EHHQ H[WHQGHG QHZ V\VWHPV
LPSOHPHQWHGDQGLQIUDVWUXFWXUHDJHGWKHFRPSOH[LW\RIWKH
DSSOLFDWLRQODQGVFDSHKDVLQFUHDVHG&RPSOH[LW\LVDQRWLRQ
WKDW PRVW SHRSOH XQGHUVWDQG FRQFHSWXDOO\ EXW LV YHU\
GLIILFXOW WR GHVFULEH  $ FRPSOH[ V\VWHP LQYROYHV
KHWHURJHQHRXV FRQQHFWLYLW\ ZLWK PDQ\ LQWHUDFWLQJ
VXEV\VWHPV,WLVGLIILFXOWWRVHSDUDWHWKHVXEV\VWHPVGXHWR
WKHLUKHDY\GHSHQGHQFLHVRQHDFKRWKHU>@
.QRZOHGJHHQJLQHHULQJ .( LVDSKUDVHFRLQHGLQ
LQ >@  )HLJHQEDXP DQG 0F&RUGXFN DUJXH WKDW ZHOO
HQJLQHHUHGNQRZOHGJHZLOOHPERG\WKHGHWDLOVDQGG\QDPLF
QDWXUH RI LQIRUPDWLRQ UHVXOWLQJ LQWR PRUH XVDEOH
SUHVHQWDWLRQVRINQRZOHGJH>@7KHHQRUPLW\RIWKHGDWDWR
EH FRQVLGHUHG LQ HYDOXDWLQJFRPSOH[LW\SUHVHQWV D GDXQWLQJ
LI QRW LPSRVVLEOH PDQXDO WDVN  $ UHGXFWLRQ LQ WKH KXPDQ
HIIRUWUHTXLUHGFDQEHDFKLHYHGWKURXJKJDWKHULQJVHOHFWLQJ
DQDO\]LQJ V\QWKHVL]LQJ ZHLJKWLQJ DQG HYDOXDWLQJ GDWD
LQIRUPDWLRQ LQVLJKW DQG GHFLVLRQV DQG WKHQ WUDQVIRUPLQJ
WKLVFROOHFWLRQLQWRNQRZOHGJH>@
7KLV SDSHU SURSRVHV DQ DSSURDFK IRU GHYHORSLQJ D
FRPSOH[LW\ PRGHO WKURXJK NQRZOHGJH HQJLQHHULQJ 7KH
HYDOXDWLRQ RI FRPSOH[LW\ ZLOO EH XVHG WR GHWHUPLQH DQ
DSSURDFK WR PRGHUQL]DWLRQ   /HJDF\ V\VWHP PRGHUQL]DWLRQ
LVDQH[HUFLVHLQULVNPLWLJDWLRQ5HEXLOGLQJDOHJDF\V\VWHP
RQ D QHZ SODWIRUP LV PRUH WLPH FRQVXPLQJ DQG SUHVHQWV D
KLJKHU ULVN HVSHFLDOO\ IRU KLJK EXVLQHVV YDOXH DSSOLFDWLRQV
7KH GHWHUPLQDWLRQRID PRGHUQL]DWLRQ DSSURDFK GHSHQGVRQ
WKH ULVN DQG WKH HQHUJ\ UHTXLUHG DSSOLFDWLRQ  .QRZOHGJH
DERXW WKH FRPSOH[LW\ RI OHJDF\ V\VWHPV ZLOO DLG LQ WKHVH
GHFLVLRQV
,,

3523(57,(62)&203/(;,7<

&RPSOH[LW\ LV KDUG WR PRGHO EXW DV D FRQWH[W IRU
GLVFXVVLRQVDERXW WKHFRPSOH[LW\ RI DQ ,7 V\VWHP LW LV HYHQ
KDUGHU WR TXDQWLI\ DQG FRPPXQLFDWH  (OHPHQWV DFTXLUH WKH
SURSHUWLHV RI FRPSOH[LW\ WKURXJK FRQQHFWHGQHVV WR RWKHU
HOHPHQWV LQ D VWUXFWXUH (OHPHQWV DFTXLUH WKH SURSHUWLHV RI
FRPSOH[LW\ YLD WKHLU FRQQHFWHGQHVV WR RWKHU HOHPHQWV LQ D
VWUXFWXUH(DFKFRQQHFWLRQDOORZVWKHWUDQVIHURIWKHSURSHUW\
WRRWKHUHOHPHQW
&RPSOH[LW\ JHQHUDWHV GHOD\ LQ UHVSRQVH WR FKDQJH 7KH
SRWHQWLDOLPSDFWRIDVWUXFWXUDOFKDQJHWRDQDGMDFHQWHOHPHQW
LV WKDW FRPSOH[LW\ RI WKH FKDQJHG HOHPHQW WUDQVIHUV WR WKH

VWUXFWXUHDWODUJH$VLPSOHFKDQJHPD\FDVFDGHWKRXJKWKH
LQWHUFRQQHFWHGV\VWHPJURZLQJDQGVKULQNLQJLQLPSDFWDVLW
PRYHV 7KH VSHHG RI UHVSRQVH WR WKH RULJLQDO FKDQJH LV
UHODWHG WRWKHWLPH UHTXLUHG WR XSGDWH HDFKDIIHFWHG HOHPHQW
DQG WKH QXPEHU RI HOHPHQWV WKDW PXVW FRPSHQVDWH IRU WKH
FKDQJH
&RPSOH[LW\ PDNHV LPSOHPHQWDWLRQ PLVWDNHV PRUH OLNHO\
DV WKH GHVLJQ LV KDUGHU WR TXDQWLI\ DQG FRPPXQLFDWH
&RPPXQLFDWLQJ WKH UHTXLUHPHQWV DQG GHVLJQ RI D ODUJH
FRPSOH[ VWUXFWXUH UHTXLUHV D GLIIHUHQW DSSURDFK WKDQ IRU D
VPDOOHU OHVVFRPSOH[ VWUXFWXUH,QDOHVVFRPSOH[VWUXFWXUH
WKHUHLVRIWHQOLWWOHWKRXJKWDERXWWKHODUJHULPSDFWRIV\VWHP
FKDQJHV  /DUJHU FKDQJHV WHQG WR KDYH XQLQWHQGHG UHVXOWV
DQG UHTXLUH PRUH WLPH WKDQ PDQ\ VWHSZLVH UHILQHPHQWV
7KHJUHDWHUWKHFRPSOH[LW\RIDV\VWHPWKHKLJKHUWKHHQHUJ\
UHTXLUHGWRPDNHDFKDQJH
&RPSOH[LW\ WUDYHOV OLNH FRQGXFWLRQ ZKHQ WKH OLQN
EHWZHHQ HOHPHQWV FKDQJHV VWUXFWXUDOO\SRWHQWLDOO\FKDQJLQJ
PRUH HOHPHQWV WKDQ LQWHQGHG 1RZ WKH FRKHVLYHSHHUV PXVW
FRPSHQVDWH IRU WKH FKDQJHV LQ WKH XSGDWHG HOHPHQW
&RQGXFWLRQGRHVPRUHWROLPLWVWUXFWXUDOUHILQHPHQWWKDQDQ\
RWKHUIDFWRU7KHIHDURIXQLQWHQGHGUHVXOWVRIWHQSUHYHQWVWKH
SRVLWLYHPDWXUDWLRQRIDQDSSOLFDWLRQ
&RPSOH[LW\DOVRWUDYHOVOLNHFRQYHFWLRQZKHQDQHOHPHQW
ZKLFK LV LQGLUHFWO\ FRQQHFWHG WR WKH WDUJHW HOHPHQW PXVW
PDNH D FRPSHQVDWLQJ FKDQJH )RU H[DPSOH URXWHUV LQ D
7&3,3QHWZRUNGRQ WNQRZWKDWDQ\JLYHQGDWDVWUHDPPLJKW
KDYH DGGLWLRQDO RU XSGDWHG ILHOGV LQ LW /LNHZLVH D JDWHZD\
WKDW MXVW SDVVHV PHVVDJHV WKURXJK WR D EDFNHQG PD\
LQDGYHUWHQWO\SDVVPHVVDJHVZLWKDGLIIHUHQWSURWRFROYHUVLRQ
WRFOLHQWVXQDZDUHRIWKHXSGDWHGSURWRFRO
&RPSOH[LW\ WUDYHOV OLNH UDGLDWLRQ ZKHQ WKH HIIHFW RQ D
FRPPRQUHVRXUFHLVQRWREYLRXVEHFDXVHWKHHOHPHQWVZHUH
QRWFRQVLGHUHGSDUWRIWKHVDPHVWUXFWXUH$UHVRXUFHPD\EH
FRQVXPHGOLPLWHGRUGHQLHGE\DQDGMDFHQWHOHPHQW
7KH UHODWLRQVKLS RI HQHUJ\ WR FRPSOH[LW\ KDV EHHQ
VWXGLHG LQ WKH FRQWH[W RI PDQ\ GLIIHUHQW W\SHV RI FRPSOH[
V\VWHPVQRWMXVWWKRVHLQ,77DLQWHULQ>@VWDWHVWKDWHQHUJ\
KDV DOZD\V EHHQ WKH EDVLV RI FXOWXUDO FRPSOH[LW\ 7KH
DYDLODELOLW\RIHQHUJ\LVDFRQVWUDLQLQJIDFWRULQWKHSXUVXLWRI
DQ\ JRDO )XWXUH LQYHVWPHQWV LQ FRPSOH[LW\ UHTXLUH DQ
LQFUHDVHLQHQHUJ\QHFHVVDU\IRUSURJUHVVLYHLQQRYDWLRQ7KLV
XQGHUVFRUHV WKH FRQVWUDLQWV LQ WKH HQHUJ\FRPSOH[LW\
UHODWLRQVKLS >@ 5HGXFWLRQ RI WKH LQWHUFRQQHFWHGQHVV RU WKH
QXPEHU RI XQLTXH HOHPHQWV ZLOO ORZHU WKH FRPSOH[LW\ RI D
V\VWHP
,,, 7(&+12/2*<$3(5785(
$ ILQLWH QXPEHU RI SHRSOH FDQQRW VXSSRUW DQ LQILQLWH
YDULHW\ RI WHFKQRORJLHV DQG VWUXFWXUHV 7KXV HYHU\
RUJDQL]DWLRQ KDV D OLPLW WR ZKDW LW FDQ VXSSRUW 7KH
VXSSRUWLQJ RUJDQL]DWLRQ PXVW VWD\ ZLWKLQ LWV VSDQ RI
HIIHFWLYHQHVVWRHQVXUHLWVVXFFHVV>@
)LJ  LV SURYLGHG E\ WKH DXWKRUV WR DVVLVW ZLWK
FRQFHSWXDOL]LQJ D WHFKQRORJ\ DSHUWXUH PRGHO   7KHUH LV D
OHDGLQJHGJHRIQHZKDUGZDUHVRIWZDUHSURWRFROVDQGVWDII
FRPLQJLQWRWKHRUJDQL]DWLRQDVQHZVWUXFWXUHVDUHLQVWDOOHG
7KHUH LV DOVR D WUDLOLQJ HGJH IRU WKH ROGHVW HOHPHQWV
UHPDLQLQJLQWKHV\VWHP
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7KHV\VWHPFRPSRQHQWVWKDWDUHQHZHUDUHSODFHGRQWKH
ULJKW 2Q WKH OHIW LV D WUDLOLQJ HGJH GHILQHG E\ WKH ROGHVW
FRPSRQHQWV 7KH UHPDLQLQJ HOHPHQWV DUH OLQNHG EHWZHHQ
WKHVHH[WUHPHVE\WHFKQRORJ\LQFOXGLQJKDUGZDUHVRIWZDUH
SURWRFROV DQG HQJLQHHULQJ &RQQHFWLYLW\ EHWZHHQ WKH
HOHPHQWV LV UHSUHVHQWHGE\ WKH GHSHQGHQFLHVEHWZHHQ WKHP
GDWD IORZ SK\VLFDO FRQQHFWLRQV DQG LQIUDVWUXFWXUH
UHODWLRQVKLSV7KHHGJHVDUHQRWVWUDLJKWOLQHVWKH\VKLIWDQG
ZDUSZLWKFKDQJHVWRHDFKERUGHUVWUXFWXUH






)LJ7HFKQRORJ\$SHUWXUH0RGHO

7KHVSDFHEHWZHHQWKHWUDLOLQJHGJHDQGWKHOHDGLQJHGJH
FRQWDLQV HOHPHQWV WKDW DUH FRQQHFWHG E\ WKH GHSHQGHQFLHV
EHWZHHQ WKHP 7KLV DUHD LV FDOOHG WKH WHFKQRORJ\ DSHUWXUH
$Q\JLYHQFRPSOH[,7V\VWHP¶VWHFKQRORJ\DSHUWXUHWHQGVWR
JURZRYHUWLPH7KHHQHUJ\UHTXLUHGWRVXSSRUWWKHDSHUWXUH
JURZV LQ SURSRUWLRQ WR WKLV GHULYHG FRPSOH[ VWUXFWXUH ,W LV
XQWKLQNDEOHWRQHYHUDGYDQFHWKHULJKWHGJHDQGLWLVKDUGWR
UHWLUHHOHPHQWVIURPWKHOHIWHGJH7KHPRVWFHUWDLQUHVXOWLV
WKDWFRPSOH[LW\LVLQFUHDVHGXQWLOWKHRUJDQL]DWLRQ VWHFKQLFDO
RUILQDQFLDOVSDQLVLQDGHTXDWHWRKDQGOHWKHVXSSRUWHQHUJ\
7RUHGXFHWKLVHQHUJ\GUDLQIRUOHJDF\V\VWHPVWKH\PXVWEH
UHWLUHG RU PRGHUQL]HG WR ORZHU WKH RUJDQL]DWLRQ V WRWDO
VWUXFWXUDOFRPSOH[LW\DQGUXQFRVWV
7KHUHDUHIRXUG\VIXQFWLRQDOVWDWHVVKRZQLQ)LJWKDW
EUHDN WKH RYHUDOO V\VWHP DQG VKRXOG EH DYRLGHG VSDUVH
FROODSVHG GLVMRLQW DQG HQWURSLF 7KH ZLGWK RI WKH UHG
WULDQJOH UHSUHVHQWV FRPSOH[LW\ 7KH OHIW VLGH UHSUHVHQWV D
V\VWHP WKDW LV PRUH KHDYLO\ GLIIHUHQWLDWHG WKH ULJKW VLGH
UHSUHVHQWV DQ RYHUO\ FRQQHFWHG V\VWHP 7KH DUHD LQVLGH WKH
WULDQJOH LV WKH VSDQ RI HIIHFWLYHQHVV >@ 7KH GDVKHG OLQH LQ
WKHWULDQJOHUHSUHVHQWVWKHGHYHORSPHQWFXVSZKHUHWKHQHZ
VWUXFWXUH EHJLQV WR H[KLELW XVHIXO IXQFWLRQDOLW\  $V D
VWUXFWXUH EHFRPHV PRUH PDWXUH WKH QXPEHU RI HOHPHQWV LQ
WKHVWUXFWXUHWHQGVWRJURZ7KHUHLVDSURJUHVVLRQILUVWWRWKH
JRDOIROORZHGE\SDWKVWRRWKHUOHVVHQHUJ\RSWLPDOVWDWHV






)LJ6\VWHP6WDWHV


$ QHZ VRIWZDUH VWUXFWXUH VWDUWV RXW FRQFHSWXDOO\ ZLWK
YHU\ IHZ FRPSRQHQWV ,W PD\ KDYH GDWD VRXUFHV DQG FOLHQW
VHUYLFHVGHVLJQHGWRILWQH[WWRLWEXWWKHQHZVHUYLFHLVQRW
\HWH[LVWHQW7KLVLVFDOOHGWKHVSDUVHVWDWH$VGHYHORSPHQW
ZRUN FUHDWHV FRPSRQHQWV IRU WKH QHZ VWUXFWXUH WKHUH LV D
WKUHVKROG ZKHUH FRQQHFWLYLW\ EHWZHHQ WKH HOHPHQWV LQ WKH
VWUXFWXUHDOORZVVRPHEDVLFIXQFWLRQ
$ VWUXFWXUH LV FRQWLQXDOO\ UHILQHG XQWLO LW PHHWV WKH JRDO
VWDWH ZKLFK LVGHILQHGDV D VWDWH ZKHUHWKH VWUXFWXUH IXOILOOV
LWV REMHFWLYH DQG KDV D SRVLWLYH EDODQFH RI LQSXW HQHUJ\ WR
SURGXFWLYH RXWSXW DOVR NQRZQ DV UHWXUQ RQ LQYHVWPHQW
52,   5HTXHVWV IRU QHZ IHDWXUHV ZLOO PRYH WKH JRDO DZD\
IURPWKHVWUXFWXUH VSUHVHQWHIIHFWLYH]RQH
:KHQDVWUXFWXUHEHFRPHVHQHUJ\LQHIILFLHQWWKHFRVWWR
PDNH SURJUHVV LV QR ORQJHU ZRUWK WKH YDOXH JDLQHG  1HZ
YHUVLRQV RI WKH VWUXFWXUH PLJKW UHTXLUH PDVVLYH UHZRUN UH
WRROLQJ DQG UHWUDLQLQJ WR PDLQWDLQ WKH NH\ IXQFWLRQV 7KLV
VWDWHLVWKHFROODSVHGVWDWHWKHVWUXFWXUHLVWRRJHQHUDOGXHWR
IXQFWLRQDOLW\WKDWZDVQRWSDUWRIWKHRULJLQDOREMHFWLYHV
,I D VWUXFWXUH SLFNV XS XQUHODWHG IXQFWLRQV E\ DGGLQJ D
QHZLQWHUIDFHLWPLJKWIRUFHWKHXVHUWRFUHDWHWKHGDWDIORZ
EHWZHHQ WKH HOHPHQWV VXFK DV KDYLQJ WR FXW DQG SDVWH GDWD
IURP RQH LQSXW VFUHHQ WR DQRWKHU 7KLV LV WKH GLVMRLQW VWDWH
WKH SDUWV RI WKH VWUXFWXUH DUH QRW FRQQHFWHG WRJHWKHU LQ D
XVHIXOZD\
7KHODVWODEHOHGVWDWHLVDOVRDKLJKHQHUJ\VWDWHEXWWKH
LQSXW HQHUJ\ FRPHV IURP WKH GHYHORSPHQW WHDP UDWKHU WKDQ
WKHXVHUV,QWKHHQWURS\VWDWHDVWUXFWXUHLVVRFRPSOH[WKDW
QR GHYHORSPHQW HIIRUW FDQ UHILQH WKH VWUXFWXUH WR FUHDWH
SURJUHVV  1R DPRXQW RI HQHUJ\ DYDLODEOH DW SUHVHQW FDQEH
DSSOLHGWR WKH VWUXFWXUHWR JHW D QHWSRVLWLYHUHWXUQ IURP WKH
H[LVWLQJVWUXFWXUH
,9 $3352$&+
0RYLQJ IURP WKHRUHWLFDO FRQFHSWV RQ FRPSOH[LW\ WR D
SUDFWLFDO DSSOLFDWLRQ LV QRW ZLWKRXW FKDOOHQJHV  6FKHUI
GHVFULEHVWKHJHQHUDOFKDOOHQJHZHOOLQ>@³7KHFRPSOH[LW\
GHSHQGV RQ WKHSULRU NQRZOHGJH DQG H[SHFWDWLRQV DERXW WKH
V\VWHP DQG WKH GLIILFXOW\ WR JHW LQIRUPDWLRQ WR ILQG DQ
DGHTXDWH GHVFULSWLRQ DQG WR GHULYH DQ DSSURSULDWH LQWHUQDO
PRGHORIWKHV\VWHPEHKDYLRU:LWKRXWVXIILFLHQWRUFRUUHFW

SULRU NQRZOHGJH VXUSULVHV PD\ RFFXU IUHTXHQWO\ ZKLFK
PDNHV LW GLIILFXOW WR GHDO ZLWK WKH FRPSOH[ V\VWHP DQG WR
IXOILOODJLYHQWDVN´
,QLWLDO VRXUFHV RI GDWD IRU WKLV H[SHULPHQW LQFOXGH DQ
DSSOLFDWLRQ LQYHQWRU\ GDWDEDVH LQ D ODUJH FRUSRUDWH ,7
RUJDQL]DWLRQ,QFOXGHGLQWKHLQYHQWRU\DUHWKHDWWULEXWHVWKDW
GHSLFW ZKLFK GHYHORSPHQW DQG EXVLQHVV JURXSV DUH
UHVSRQVLEOH IRU HDFK DSSOLFDWLRQ   7HFKQLFDO GHWDLOV DERXW
GLUHFWLQWHUIDFHVDUHDOVRDYDLODEOH
7KH WRSRORJ\ RI VRIWZDUH V\VWHPV FDQ EH DGHTXDWHO\
UHSUHVHQWHG DV D GLUHFWHG JUDSK ZKHQ DOO RI WKH LQWHUDFWLQJ
VXEV\VWHPVDUHNQRZQ7KHQXPEHUDQGW\SHRILQWHUDFWLRQV

EHWZHHQ VXEV\VWHPV DUH VLJQLILFDQW IDFWRUV LQ GHWHUPLQLQJ
V\VWHPFRPSOH[LW\>@0D+HDQG'XGHVFULEHLQ>@D
PHWKRG IRU XVLQJ VWUXFWXUH HQWURS\ IRU PHDVXUHPHQW RI
VWUXFWXUDO FRPSOH[LW\ 3DUDPHWHUV OLVWHG IRU WKLV PHWKRG
LQFOXGH FRQQHFWLYLW\ ULSSOH GHJUHH DEVWUDFWLRQ GHJUHH DQG
HGJH ZHLJKW   &RQQHFWLYLW\ LV VLPSO\ WKH QXPEHU RI GLUHFW
FRQQHFWLRQV WKDW D QRGH LQ WKH GLUHFWHG JUDSK KDV  5LSSOH
GHJUHH LV GHILQHG DV WKH VHW RI QRGHV UHDFKDEOH E\ D GHSWK
ILUVW VHDUFK VWDUWLQJ DW D QRGH Y  7KLV VHW LV FDOOHG WKH
UHDFKDELOLW\VHW>@
7KHZHLJKWRIDQHGJHLQWKHJUDSKLVGHILQHGXVLQJWKH
VLJQLILFDQFH RIWKH W\SH DQGSXUSRVH RIWKH LQWHUDFWLRQ >@
)RU WKLV H[SHULPHQW WKH HGJH ZHLJKW LV GHILQHG XVLQJ WKH
WHFKQRORJ\ W\SH IRU HDFK LQWHUIDFH DORQJ ZLWK WKH
GLUHFWLRQDOLW\RIFRQQHFWLRQVEHWZHHQDSSOLFDWLRQV)RUHDFK
W\SH RI LQWHUIDFH D ZHLJKW ZDV DVVLJQHG  9DOXHV RI
µXQNQRZQ¶ RU µQXOO¶ DUH JLYHQ D KLJKHU ZHLJKW WR IODJ WKHVH
FRPSRQHQWV DV UHTXLULQJ PDQXDO LQYHVWLJDWLRQ WR YHULI\ WKH
WHFKQRORJ\
)RUHDFKDSSOLFDWLRQWKH QXPEHURILQWHUIDFHV Q  DQG D
GLUHFWLRQDOLW\ PHWULF G  IRU HDFK W\SH RI WHFKQRORJ\ ZDV
GHWHUPLQHG  ,I D QRGH KDV ELGLUHFWLRQDO LQWHUIDFHV G 
GHJUHH,IDQRGHKDVPXOWLSOHLQWHUIDFHVZLWKWKHVDPHQRGH
G GHJUHH2WKHUZLVHG 7KHQXPEHURILQWHUIDFHV Q 
LV PXOWLSOLHGE\ , ZKLFK UHSUHVHQWVWKH YDOXH RI WKH ZHLJKW
DVVLJQHGWRHDFKLQWHUIDFHW\SH7KHLQWHUIDFHFRPSOH[LW\IRU
HDFKDSSOLFDWLRQLVGHILQHGDV , Q  G 
$Q DGMDFHQF\ OLVW UHSUHVHQWLQJ DOO HGJHV ZDV EXLOW IRU
WKH GLUHFWHG JUDSK WKDW LV FRPSULVHG RI DOO WKH DSSOLFDWLRQV
DQG WKHLU LQWHUIDFHV  7KH EHWZHHQQHVV FHQWUDOLW\ ZDV
FDOFXODWHG DQG XVHG DV D FRPSOH[LW\ PHWULF $Q DSSOLFDWLRQ
ZLWKKLJKEHWZHHQQHVVKDVDORWRILQIOXHQFHRYHUWKHV\VWHP
IORZ,IDQRGHRFFXUVRQPDQ\VKRUWHVWSDWKVEHWZHHQRWKHU
QRGHVLWZLOOKDYHDKLJKHUEHWZHHQQHVVYDOXH
)URP GDWD LQ WKH DSSOLFDWLRQ LQYHQWRU\ WKH IROORZLQJ
LWHPVZHUHLGHQWLILHGDVYDOXDEOHLQWKHTXHVWIRUNQRZOHGJH
DERXW OHJDF\ DSSOLFDWLRQV DSSOLFDWLRQ VWDWH ODVW GDWH RI D
VRIWZDUH FKDQJH DQG QXPEHU RI GHYHORSPHQW UHVRXUFHV
UHTXLUHGWRPDLQWDLQWKHDSSOLFDWLRQ,IDQDSSOLFDWLRQVWDWHLV
FRQWDLQPHQW RU UHWLUHPHQW DQG WKHUH DUH QR UHFHQW FKDQJHV
QRWHG D FRQFOXVLRQ LV GHULYHG WKDW WKHUH LV QR ZRUN EHLQJ
GRQH WR UHSODFH RU UHWLUH WKH DSSOLFDWLRQ  ,I WKH DSSOLFDWLRQ
VWDWH LV PDLQVWUHDP DQG QR UHFHQW FKDQJH LV UHFRUGHG WKH
UHVRXUFHV UHTXLUHG WR PDLQWDLQ WKH DSSOLFDWLRQ PXVW EH
HYDOXDWHG  ,I WKH QXPEHU RI PDLQWHQDQFH UHVRXUFHV LV
UHODWLYHO\ KLJK WKH DSSOLFDWLRQ KDV D KLJK FRVW WR PDLQWDLQ
DQGPLJKWEHDFDQGLGDWHIRUPRGHUQL]DWLRQ
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7R LGHQWLI\ WKH FRPSOH[LW\ RI HDFK DSSOLFDWLRQ DQG WKH
FRPSDQ\¶V WROHUDQFH IRU ULVN D VFDWWHU SORW ZDV GHYHORSHG
7KH FRORU RI HDFK SRLQW LQGLFDWHV WKH LQWHUIDFH FRPSOH[LW\
7KH LQWHUIDFH PHWULF YDOXHV ZHUH ELQQHG ZLWK WKH ORZHU
YDOXHV UHSUHVHQWHG E\ D OLJKWHU VKDGH RI FRORU LQ WKH JUDSK
7KLV PHWULF UHIOHFWV WKH SRWHQWLDO LPSDFW RI FKDQJLQJ WKH
DSSOLFDWLRQ
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KLJKHUWKHEHWZHHQQHVVFHQWUDOLW\LQGLFDWLQJDKLJKHUULVNWR
WKH FRPSDQ\ 3RLQWV DUH SORWWHG RQ WKH [D[LV EDVHG RQ WKH
EXVLQHVV YDOXH GHWHUPLQHG IURP WKH DSSOLFDWLRQ¶V EXVLQHVV
GRPDLQDWWULEXWH7RLGHQWLI\WKHEXVLQHVVYDOXHWKHEXVLQHVV
GRPDLQ IRU HDFK DSSOLFDWLRQ ZDV LGHQWLILHG DQG DVVLJQHG D
ZHLJKW WKDW UHSUHVHQWV WKH SRWHQWLDO ULVN WR EXVLQHVV
FRQWLQXLW\ 7KLV SURYLGHV D EDVLV IRU GHWHUPLQLQJ WKH
FRPSDQ\¶VWROHUDQFHIRUULVNIRUHDFKDSSOLFDWLRQ
$QDO\VLV RI DYDLODEOH GDWD UHYHDOHG WKDW WKH PDMRULW\ RI
WKH DSSOLFDWLRQV UHIOHFW DQ DSSOLFDWLRQ VWDWH RI PDLQVWUHDP
)RUWKRVHPDUNHGµWREHUHWLUHG¶RUµFRQWDLQHG¶WKHYDOXHRI
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WR ZKHWKHU WKH FRVW WR FKDQJH D V\VWHP HLWKHU WKURXJK
UHSODFLQJ WKH EXVLQHVV ORJLF ZLWK DQRWKHU DSSOLFDWLRQ RU
UHHQJLQHHULQJWKHFXUUHQWDSSPD\EHJUHDWHUWKDQWKHFRVWRI
OLYLQJZLWKWKHFXUUHQWVWDWH
.QRZOHGJHJDLQHGIURPWKLVDQDO\VLVHQDEOHVPDSSLQJRI
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WKH µ/RZ &RPSOH[LW\+LJK 5LVN¶ TXDGUDQW UHSUHVHQWV
V\VWHPV ZKHUH ROGHU FRPSRQHQWV VKRXOG EH UHSODFHG ZLWK
QHZHUIDVWHUFRPSRQHQWV
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Abstract—A Question Answering (QA) system must provide
concise answers, from a set of text documents, to questions
stated by the user in natural language. Current QA systems
are oriented to answer open-domain questions, but question
analysis must be adapted to the characteristics of a restricted
domain for being successfully applied to real-world scenarios.
Unfortunately, research addressing question analysis has only
produced ad-hoc solutions and no signiﬁcant attention has
been paid to develop comprehensive approaches to effortlessly
carry out this adaptation. To overcome this drawback, this
paper presents a model-driven approach for systematically and
automatically adapt QA systems to new domains by means of
a set of model transformations established by using the QVT
(Query/View/Transformation) language.
Keywords-question answering; metamodeling; model-driven
development; model transformations

Figure 1.

I. I NTRODUCTION
Question Answering (QA) is deﬁned as the task of extracting the right answer to a speciﬁc question in natural
language from a collection of text documents or corpus [1].
QA systems can be classiﬁed into two types, depending on
the application domain: Open-Domain Question Answering (ODQA) and Restricted-Domain Question Answering
(RDQA) systems. While the former is concerned about a
wide spectrum of questions, the latter is properly tuned to
speciﬁc domain features [2]. A common architecture for
these systems (see Fig. 1) consists of (i) an indexing module
which includes lexical, syntactical or semantic analysis to
be applied to the document collection; and (ii) a searching
module that carries out every required process to answer
a user’s question: question analysis (i.e., detecting the expected answer type), information retrieval (i.e., retrieving
the relevant passages), and answer extraction (i.e., ﬁnding
the expected answer from the retrieved set of passages).
Importantly, to properly carry out the question analysis in
this searching module, patterns1 that contain knowledge
from the domain are required.
Therefore, adaptability of patterns by using knowledge
from a speciﬁc domain is the cornerstone of deriving RDQA
from ODQA systems. Furthermore, obtaining a RDQA systems may suffer from portability, reusability, productivity,

Overview of a generic ODQA system.

integration and interoperability problems as is detailed in
Sect. II. Interestingly, similar drawbacks have attracted the
attention of software engineering researchers for years, who
has focused on developing techniques for overcoming them.
Therefore, our initial hypothesis is that QA systems, as software systems, can borrow software engineering techniques
to deal with knowledge sources in order to easier create
new patterns to obtain RDQA systems. Speciﬁcally, the
adaptation of ODQA patterns to a new domain can be seen
as a model-driven development scenario in which models of
question patterns are deﬁned and managed in an easy and
structured way with a high degree of automatization. Modeldriven development addresses the complete life cycle of
software development by using models [3]. The foundation
for creating these models in a meaningful, precise and consistent manner is provided by metamodeling, while deﬁning
relations that must hold between the metamodel elements,
in order to automatically derive target models from source
models in a correct manner, is carried out by model transformations such as the MOF 2.0 Query/View/Transformation
(QVT) language2 .
Bearing these considerations in mind, in this paper, we
propose to include a new module in the QA system: the
adapting module. This module implements our novel approach for using model-driven development in order to adapt
existing ODQA patterns of the question analysis to new

1 Note that for the purpose of this paper, we will refer to all the possible
strategies for detecting relationships between elements in the question (e.g.,
logic forms, regular expressions, syntactical relations, etc.) as patterns.

2 http://www.omg.org/cgi-bin/doc?ptc/2005-11-01
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domains. The main beneﬁts of our approach is that the
adaptation of patterns is automatically done in a systematic,
well-structured, and standard manner, which signiﬁcantly
reduce the amount of manual labor required in adapting QA
systems to a restricted domain by using an innovative point
of view borrowed from software engineering.
II. R ELATED WORK
Nowadays, question analysis is mainly done in the ODQA
by using linguistic knowledge previously acquired and codiﬁed in form of patterns by an expert in a manual manner.
Therefore, adaptability of patterns by using knowledge from
a speciﬁc domain is the cornerstone of deriving RDQA
from ODQA systems. Furthermore, RDQA systems may
suffer from other concerns: (i) Patterns are created for a
speciﬁc QA system [4], so a great knowledge about the
code of the QA system is required which hinders the task
of tuning the patterns for a new domain and prevents the
reusability and portability of patterns in QA systems from
other domains or from ODQA systems. (ii) The process of
creating new patterns for a speciﬁc domain in a manual
fashion [4], [5], is time-consuming and prone-to-fail, which
affects productivity. (iii) Patterns are tuned by using different
kinds of knowledge resources from a speciﬁc domain (also
known as Knowledge Organization Systems, KOS [6]); according to the level of detail or granularity of the knowledge
they refer to, two kind of KOS exist: generic KOS (such
as WordNet3 ) or the more precise domain KOS (such as
Agrovoc thesaurus4 for the agricultural domain). However,
these KOS have their own formats and interfaces, which
must be uniﬁed by the QA system, thus being a costly
task [1], [2], which poses a problem of integration and
interoperability of KOS.
To overcome these drawbacks, we propose a model-driven
development based on a set of QVT transformations to
automatically adapt question analysis in ODQA system to a
restricted domain from the collection of documents by taking
into account the available knowledge resources.

Figure 2.

Overview of our Restricted Domain Metamodel.

A. Restricted domain metamodel
Our purpose is creating models that are useful for representing terms from the restricted-domain corpus and joining
them with their corresponding concepts from the knowledge
resources. To this aim we have deﬁned the Restricted
Domain metamodel which contains the adequate elements
to create a variety of these models (see Fig. 2). The
core element in this metamodel is the RestrictedDomainModel metaclass which is useful for creating a model for
a particular restricted domain. The CorpusTerm metaclass
refers to the relevant terms of the corpus, which can be
adjectives (AdjectiveTerm metaclass), nouns (NounTerm) or
verbs (VerbTerm). Moreover, the VerbTerm metaclass has
relations to indicate which NounTerm can be seen as subject
or as object. Also the NounTerm can be related to an
adjective which modiﬁes it. Every kind of CorpusTerm has
its own type (coming from several Enumerations as shown in
Fig. 2). Finally, every CorpusTerm may have some semantic
information (SemanticLabel metaclass). Furthermore, Concept and Equivalence metaclasses allow that the elements
of this Restricted Domain metamodel must be semantically
enriched with concepts and relationships from several KOS.
The Concept metaclass refers to an element from a particular
KOS. Each of these elements has a value to represent
it. Besides, each concept can be related to one or more
concepts through relations of synonymy, hypernymy and
hyponymy. Each concept may be related to more than one
KOS for which the name is indicated and also an ID for the
concept within this KOS. This KOS metaclass has an isTop
attribute that states if the concept is a top concept in that
KOS. Equivalences between a term and a concept can be
deﬁned. To this aim the metaclass Equivalence represents
an association between Concept and NounTerm.
Throughout this section we will use a case study to
exemplify our approach. It is based on the agricultural
domain from a corpus of the Cuban Journal of Agricultural
Science5 . In order to deﬁne a restricted domain model,
ﬁrst relevant terms must be obtained. Sample relevant terms
from our case study are: “chlorimuron”, “sulphonylurea”,

III. A DAPTATION TO RESTRICTED DOMAINS
Our approach consists of an adapting module (see Fig. 1)
that allows to adapt an ODQA to a restricted domain.
This module is based on modeling restricted domain terms
and concepts and question patterns. These models must
conform to a restricted domain metamodel and a question
pattern metamodel, respectively. Furthermore, a set of QVT
transformations are deﬁned upon these metamodels to obtain
models of the question patterns adapted to the new domain.
3 http://wordnet.princeton.edu/

5 http://www.ica.inf.cu/productos/rcca/

4 http://www.fao.org/agrovoc/
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“group”, “division” and “growth” as common nouns; “inhibit”, “control” and “belong” as main verbs; and “chemical”
and “cellular” as qualifying adjectives. Also, the following
syntactical information was extracted: “group” is related to
the “chemical” adjective, “division” and “growth” nouns are
related to the “cellular” adjective, while “sulphonylurea”
noun is subject of verbs “inhibit”, “control” and “belong”.
This information is stored in the corresponding CorpusTerm
classes of the restricted domain model. The noun term “chlorimuron” is checked to appear in the domain KOS (Agrovoc
in this case). It is found, so a new concept “chlorimuron” is
created and also a new equivalence between both. Then, the
KOS is navigated by its broader term relationships in order
to ﬁnd those concepts which are hypernyms. The concept
“sulphonylurea” is then found, and also “sulphonamides”
and “amides” as top concept in this domain KOS. Afterwards, this top concept is intended to be mapped to some
concept in the generic KOS (in this case WordNet). It is
found “amide”. Then, by recovering hypernymy relations,
concepts “organic compound” ,“chemical compound” , and
“substance” as top concept in the generic KOS are found.

Figure 3.

Overview of our Question Pattern Metamodel.

An example of pattern from our previously developed
ODQA system (AliQAn [5]) is called “patternEO1”, and it
has the following expressions: PtDt (value: “which”), VBC
(value: “be”) and SNP (whose related concepts are “musical instrument” and “building”); as associations “PtDtVBC” and “VBC-SNP”; and the answer type is “entity object”. Lastly, it is worth noting that this pattern makes
ODQA system able to identify questions of kind: “Which is
the musical instrument that Beethoven was playing?”.

B. Question pattern metamodel
Open-domain question patterns must be represented into
a model in order to be able to adapt them to the domain
represented in a restricted domain model. To this aim we
have deﬁned the Question Pattern metamodel which contains
the adequate elements to create a variety of these question
pattern models. These models will deﬁne the system question typology, i.e. question types that the system will be able
to classify, thus detecting the kind of expected answer and
the key words of the question. Fig.3 shows this metamodel.
A pattern is represented as a Pattern metaclass in order to
have several associated expressions (i.e. Expression and Association metaclasses) which represent a pattern. Moreover,
a pattern is associated to an answer type (i.e. AnswerType
metaclass), in such a way that the kind of expected answer
is known when the classiﬁcation of the question by choosing
the pattern that best ﬁts with the question. A metaclass
Expression is used to consider every kind of expressions.
For example, syntactical labels such as PP-preposition, PtDtinterrogative pronoun or determinant, VBC-verbal head,
SNP-simple noun phrase, SPP-simple preposition phrase and
their values (e.g., an expression PtDt could have “which” as
value). Expressions may have some related concepts (e.g.,
a SNP may have hyponyms of certain concepts within their
expression). A metaclass Association relates expressions in
order to know a sequential order. It has an antecedent and a
consequent. An AnswerType metaclass refers to one or more
concepts in order to determine the type of the answer.A
metaclass Concept that contains one or more IDs stored in
the attribute that identiﬁes different KOS where this concept
is supposed to appear and also several verbs that frequently
are associated to the concept.

C. QVT for adapting question patterns to restricted domains
A set of QVT relations has been developed to adapt question pattern models to restricted domain: ODQuestionPattern2RDQuestionPattern, Hyponym2QuestionPattern, and
DomainConcept2PatternConcept. These relations collect
both the restricted domain model, and models of existing open-domain question patterns, in order to generate
new pattern models speciﬁcally tuned for the domain. The
ODQuestionPattern2RDQuestionPattern QVT relation (see
Fig. 4) ﬁxes the level of granularity to deﬁne a new question
typology since in restricted domain is highly advisable that
these kinds of taxonomy are reﬁned in order to improve the
precision of the system. For example, if a taxonomy level of
1 is chosen then every concept without hypernym is considered for the new pattern and if a more reﬁned taxonomy is
required then the selection criteria could be more restricted.
This criteria is reﬂected in the when clause of the ODQuestionPattern2RDQuestionPattern relation. Speciﬁcally, those
concepts that have a number of hyponyms greater than 2 are
chosen (c0.hyponym.size()>2) from the restricted domain
model and matched with some concept from the question
pattern model according to other precondition stated in the
when clause: an hypernym of the concept from the restricted
domain model corresponds to a concept in the question pattern model or one hypernym (c0.hypernym.value=c1.value
or c0.hypernym.value=c1.hypernym.value). This last precondition is useful to search for relationships between
concepts which have been added to the adapted question
pattern model (new concepts) and those existing concepts
in the question pattern model (old concepts) which allow
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Figure 4.

PtDt (value: “which”) and VBC (value: “be”). The Hyponym2QuestionPattern QVT relation aims to include in
the target question pattern model those concepts that are
hyponyms of the concept created in the previous relations. When this relation is applied to our case study, the
following concepts related to the SNP expression of the
new pattern are obtained: “sulphonylurea”, “chlorimuron”,
“bensulfuron”, and “chlorsulfuron”. Finally, the DomainConcept2PatternConcept QVT relation checks concepts and
related information in the restricted domain model in order
to ﬁll information in concepts of the target question pattern
models. When executing this relation with the “sulphonylurea” concept, the verb set “inhibit”, “control” and “belong”
is stored in the corresponding Concept class of the new
pattern model. Interestingly, once our approach is applied
to the case study, a new kind of restricted-domain question
can be answered by the QA system, e.g., “Which is the
sulphonylurea used for the weeds control in the soja crops?”.

Obtaining a restricted-domain question pattern.

deciding if patterns of an old concept can be used to deﬁne
patterns for a new concept. Assuming that every top-level
concept of the generic KOS used by the ODQA system has
patterns, we can follow the criteria that if the old concept
and the new concept have a common hypernym provided
by the same KOS, i.e. they are siblings in the hierarchy,
then top-level patterns of the old concept can be reused.
Once the when clause holds, concepts from the restricted
domain model (Concept c0) and the question pattern model
(Concept c1) are matched in the source models, then the
following set of elements are created in the target model:
Pattern p2, AnswerType a2, Expression e2, and Concept
c2. While p2, a2 and e2 correspond to elements in the
source question pattern model, c2 takes its value from the
restricted domain model. Finally, the where clause allows to
execute the following QVT relations to complete the new
question pattern: Hyponym2QuestionPattern, and DomainConcept2PatternConcept. Also the QuestionPatternExpression2QuestionPatternExpression relation is executed. Since
this relation simply deals with expressions of the source
question pattern model in order to be created in the target
pattern model, it is not further explained in this paper.
Recalling our case study, concept “sulphonylurea” has
“substance” as hypernym top concept which is not among
old concepts. However, “object” is an old concept with
deﬁned patterns and it has the same top concept hypernym
than “substance” which is “physical entity” . Concepts
“substance” and “object” are then siblings and patterns
from “object” can be reused to the new concept “sulphonylurea”. Therefore, a new pattern for the “sulphonylurea”
concept is created from the old pattern previously explained for the “object” concept (i.e. “patternEO1”). The
name of the new pattern is “patternSulphonylurea1”, and
it has the following expressions: “PtDt”, “VBC” and “
SNP”; as associations they have “PtDt-VBC” and “VBCSNP”; and the answer type is “substance sulphonylurea”.
For our case study, values for the expressions of the
new created pattern are obtained based on the QuestionPatternExpression2QuestionPatternExpression relation:

IV. C ONCLUSIONS AND FUTURE WORK
In this paper we have presented our model-driven approach for using the QVT language for tackling the complex
task of automatically adapting an ODQA system to restricted
domains in a systematic, well-structured, and comprehensive
manner. Our short-term future work consists of carrying out
a set of experiments to measure the effectiveness of our
approach in the whole process of QA in order to compare
it with manually adapting the QA system.
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Abstract
It is well known that software evolution is an inescapable
activity in the software lifecycle. In order to prevent the negative effects of this activity (decreased quality, increased
complexity, etc.), some good practices have been recommended in the past. In this paper, we present a method
which aims at automating a kind of assistance to software
evolution. This assistance makes it possible to guide the
developer when applying changes on a given software by
making persistent some good practices, which can be considered as some kind of knowledge in the software engineering practice. In this method, a domain metamodel is ﬁrstly
introduced. A set of constraints formalizing the good practices are then associated to this metamodel. Together, these
two elements compose the basis upon which the automatic
support for the evolution assistance has been built.

1

Introduction

The study of software evolution, as a ﬁrst-class phenomenon, started at the end of the sixties. The need for
studying software evolution is motivated by the society’s increasing dependency on software that implements business
processes, which are naturally subject to evolution. This
important activity has high costs within a software project
budget. These are estimated nowadays for more than 80 %
of the global cost [4, 13].
To reduce the evolution cost there have been some proposals for good practices. These“good practices” correspond to an experiment-based methodology which leads a
given software evolution to the desired result at a lower cost.

For this purpose, Lehman’s works [8, 6] consisted in undertaking several empirical studies on software evolution [7, 8].
From these studies he speciﬁed laws and good practices for
improving the software evolution process. These good practices, which are considered as units of knowledge acquired
through a long experience on evolving existing software
systems, have been presented in the form of recommendations addressing different contexts. Examples of good practices include : “the necessity to monitor the number of usergenerated fault reports per release in order to check if the
fault rate is increasing”.
It is interesting to specify a catalog of good practices, but
leaving their checking to humans may lead to errors. The
causes of errors are multiple. This can be simply the nonuse of the rules or their bad interpretation. Indeed, rules deﬁned textually in a natural language can lead to this kind of
situation. In order to avoid this, it will be necessary to make
an automatic checking of these recommendations. For that
aim we have to: i) formalize the description of the good
practices; ii) provide a tool able to interpret these descriptions in order to automate the checking of the compliance
of the evolution process with the good practices.
In this paper we propose to formalize the description of
good practices as a set of rules using meta-models (Section 3) and the OCL language [10] (Section 4). To automate
the veriﬁcation of compliance with good practices, we propose a tool designed as an Eclipse plugin (Section 5). Based
on the information system of a software project and the
set of rules, this tool checks the compliance of the project
with the good practices. Before concluding this paper, we
present some related work in Section 6.
In the following section we describe the main principles
of our approach.
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2

Proposed approach

In [14], we proposed to formalize the link between nonfunctional properties and their corresponding architectural
choices, in order to limit the effects of software aging [12].
Using a tool that checks, at every stage of a development,
the validity of the architectural choices, it is possible to
warn on the non-functional properties potentially affected.
By regulating possible actions in response to these warnings, we have built a control system which contributes on
the one hand to updating the documentation and on the other
hand to checking the non regression of the system. We have
shown that this kind of validation signiﬁcantly increases
the chance to reach a well-documented solution, complying
with the new requirements, while preserving the quality attributes that should not be tampered with. Thus, we provide
a way to induce compliance with the good practice which
consists in ”systematically checking, during an evolution
process, the consistency of the software’s non-functional requirements speciﬁcation with its existing design”.
Our aim is to generalize this mode of automatic control
to other good practices described in the literature such as
those introduced by Lehman’s laws or those referenced in
models of maturity-level assessing, such as CMMI [3].

2.1

2.2

Mapping to a particular case

To experiment the proposed approach, we have taken the
following steps:
1. We have deﬁned a metamodel, called SEMM (Software Evolution MetaModel), which identiﬁes the concepts manipulated by the good practices deﬁned by
Lehman [8] for the software evolution process. This
metamodel will be described in the next section. This
is the basis for writing rules of good practices regardless of any tool (PIM format).
2. We have described the rules of good practices as OCL
constraints on SEMM.
3. We have produced the metamodel of AlkoWeb1 development tool which is used by our industrial partner.
This metamodel deﬁnes the concepts handled by the
project information system of AlkoWeb (model, view,
version, author, date, etc.).
4. We have translated the constraints written on the basis of SEMM to their equivalents in AlkoWeb’s metamodel.
5. We have developed an Eclipse plugin, called SEGPE,
which checks the compliance with these rules of the
evolution of a design deﬁned with AlkoWeb.

General architecture of the framework

6. Finally, we have used SEGPE on a particular project.
Good practices specify a number of actions or measures
that improve the effectiveness of the evolution process. Ideally, starting from a formal expression of good practices, we
should be able to automatically generate the code needed to
check their respect in the tools used to achieve the evolution.
To concretize this goal, we propose the following means
to software developers:
1. a language for documenting good practices they wish
to see implemented during an evolution process. This
documentation must be in a format that is independent from any software project or an IDE (Integrated
Development Environment, just like a PIM (PlatformIndependent Model) in MDE (Model-Driving Engineering).
2. a tool able to automatically translate or help in the
translation of these good practices in the context of
a given project or a tool. This translated documentation corresponds to a PSM (Platform-Speciﬁc Model
in MDE) of good practices.
3. Finally, a tool able to interpret the PSM good practices
and to introspect the current project and the IDE’s underlying information system to check if it complies.

In the following, we present SEMM, examples of constraints corresponding to the rules of good practices written on this metamodel, the tool developed for writing and
checking these constraints, and an experimentation made
on a concrete project.

3

Domain Metamodel

An important step towards the automation of the good
practices is to specify the relations between various concepts in software engineering (software, process, activity,
quality, etc.). We do this by deﬁning a metamodel (SEMM)
for this domain. As described in Section 2, a set of concepts was constructed. These concepts form the entities of
the metamodel and are represented as metaclasses. As the
concepts were classiﬁed according to the context to which
they are addressed, the complete metamodel was subdivided
in two parts. Each part covers a particular aspect of the domain.
Figures 1 and 2 represent the different parts (aspects discussed above) of the domain metamodel. Assembled, they
represent a complete illustration of SEMM. Each aspect is
discussed in the following sub-sections.
1 This
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tool is brieﬂy described in section 5.
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Figure 1. Domain Metamodel -part 1: software
product aspect-

StageKind
+ speciﬁcation
+ design
+ implementation
+ testing
+ servicing
+ phaseOut
+ softwareComprehension
+ regressionTesting

<<enumeration>>

ProcessKind
+ development
+ evolution
+ maintenance

Figure 2. Domain Metamodel -part 2: software
process aspect-

3.1

Software Product Aspect

In ﬁgure 1, the metamodel represents a software product as a non-empty set of artifacts. A software and an artifact are considered as versionable entities, having thus a
name and a number. A versionable entity can be releasable
or not. It becomes a releasable entity when some major
changes are made throughout several versions. It has a date
meta-attribute (lastModiﬁed), which corresponds to the date
when the software entity has been versioned (the date of a
commit in an SVN system, for example). The increment
represents the modiﬁcations made on the software or on one
of its artifacts since the last version. Given a versionable entity, we can navigate in this metamodel to the previous or the
following versionable entities. In SEMM, Artifact is an
abstract class. The concrete concept here is Document.
A document can be formal (formal speciﬁcation document,
architecture design document, source code, ...) or informal
(informal non-functional requirements speciﬁcation, source
code documentation, ...).
To a given artifact is associated one or several quality
characteristics. These characteristics have the same semantics as in the ISO 9126 standard2 . Each characteristic (reliability, portability, maintainability, ...) can be externally or
internally visible. It has several sub-characteristics. These
are measured by the means of metrics. Each named metric
is deﬁned by a formula which is used for its evaluation. A
values range can be speciﬁed for a given metric. It represents the context-free acceptable values for the metric.
2 Software engineering – Product quality – Part 1:
Quality
model. The International Organization for Standardization Website:

http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=22749

3.2

Software Process Aspect

Figure 2 shows the software process part of SEMM. The
Artifact metaclass is the common class between the two
parts of the metamodel (the process and the product parts).
In this part of the metamodel, this concept is seen as a dynamic entity which is managed within some software actions. In SEMM, we abstract three distinct levels of granularity for actions where artifacts are managed. A Process is
a set of ordered elements of type Stage and a Stage is a set of
ordered elements of type Activity. A process in this metamodel is named and has a kind. It can be a development,
a maintenance or an evolution process. A stage (part of a
software process) is named and can be of different kinds:
speciﬁcation, design, implementation, testing (for software
development process), servicing and phase-out (for evolution process), and software comprehension and regression
testing (for maintenance process). An activity is the most
atomic action. It represents the low-level operations performed within a software stage (see Figure 2).
Starting from each activity, we can get the eventual previous or following activity. An activity is characterized by
a beginning date, where it can consume several artifacts,
and an end date, where it produces one or several artifacts.
A stakeholder like a project manager, a customer or a developer can participate in one or several activities. During
her/his implication in an activity, a stakeholder can make
some assumptions. Each assumption is named, has a content and a validation date. Different stakeholders can be responsible for the validation of assumptions made on some
artifacts.
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4

Expression of Constraints

We associated to SEMM a set of constraints. These constraints correspond to formal expressions of the rules representing the good practices of software evolution, usually
expressed in the natural language. First, we brieﬂy introduce the constraint language used in this work. We illustrate
then two examples of constraints deﬁned with this language
upon the metamodel presented previously.

4.1

Constraint Language: OCL

As stated at the beginning of this paper, the constraint
language used for formalizing software evolution good
practices is the OMG’s Object Constraint Language. The
choice of this language is motivated by its simplicity and
the presence of reliable support tools. OCL is a ﬁrst order logic language which allows, in a declarative way, the
description of expressions representing constraints for precising the semantics of UML models. In our approach,
these constraints have as a context an element in the domain metamodel (SEMM). This means that the constraints
will be checked on all the models (software processes, software artifacts, ....) instances of this metamodel.

4.2

Examples of PIM rules

In this subsection, we show how two examples of
Lehman’s evolution good practices are formalized using
OCL. The ﬁrst good practice states that [8]:
”... modiﬁcations to the speciﬁcation, assumptions that accompany them and independent
assumptions may be recorded in user or other
documentation. ... (assumptions) must be conﬁrmed as not being inconsistent with the speciﬁcation ... (records of changes to individual speciﬁcations record additions and changes to the assumption set that underlie them.).”
This good practice, which is associated to the ﬁrst evolution law (Continuing Change) is speciﬁed in OCL as follows:
context Assumption inv:
self.concernedArtifacts->forAll(art |
art.lastModified < self.lastValidated)->isEmpty()

In the context of SEMM, this constraint stipulates that
each artifact attached to an assumption should have a date
of modiﬁcation prior to the date of last validation of its associated assumption.
We introduce below another example of a good practice
deﬁned in Lehman’s evolution laws:

”... monitor the number of user generated
fault reports per release to obtain a display of the
fault rate trend with time. A ﬁtted trend line can
then indicate whether the rate is increasing ...”
In OCL and in a simpliﬁed form, we can describe this
rule, which is associated to the seventh law (Declining
Quality), as follows:
context Software inv:
self.artifact->select(a | a.isReleasable)
->oclAsType(Document)->select(doc |
doc.name=’ErrorReport’)->asSet()->size() <=
self.artifact.previous->select(a | a.isReleasable)
->oclAsType(Document)->select(doc |
doc.name=’ErrorReport’)->asSet()->size()

In this constraint, we query the collection of error (fault)
reports associated to two successive versions of releasable
artifacts. The size of these collections should decrease or be
constant.

4.3

PIM to PSM translation

Our choice of OCL was also motivated by the possibility offered by this language to express constraints as models that transformation languages, which are MOF QVTcompliant [11], can handle. Thus, the transformation of
PIM constraints to their equivalent PSM ones becomes possible by using ATL3 or Kermeta4 , for example.
We have formalized many rules of good practices, but
we noticed that some of them deﬁned at PIM level have
no equivalent in PSM one. Examples include the following
rule which states that ”any documentation created must be
clear and comprehensible”:
context Software inv:
self.artifact-> oclAsType(Document)
->forAll(d|d.qualityCharacteristic
->exists(q|q.name = "Comprehensibility")
and d.qualityCharacteristic
->exists(q|q.name = "Clarity"))

As shown above, this constraint is easily expressed with
OCL on SEMM. However, it cannot be easily checked on
real-world IDEs, because existing tools’ information systems do not provide the necessary information for performing this task (quantifying comprehensibility and clarity). In
other words, concepts manipulated by this constraint have
no equivalent in the PSM metamodel. However, it is important to keep this kind of constraints at PIM level in case
of possible tools evolution in order to incorporate concepts
needed for their evaluation (possible deﬁnition in the future
of some metrics for measuring such quality characteristics
that are speciﬁc to the targeted tools).
3 ATLAS

Transformation Language: http://www.eclipse.org/m2m/atl/
Triskell Metamodeling Kernel: http://www.kermeta.org/

4 Kermeta,
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5

SEGPE : a tool to automate Good Practices
validation

In order to validate the approach presented in this paper,
we have implemented a tool named SEGPE (Software Evolution Good Practices Evaluator). This tool is composed of
a set of plugins that are integrated in the Eclipse platform.
This platform has been chosen for several reasons : i) the
Eclipse community focuses researches concerning software
engineering and offers many frameworks for supporting and
promoting model-based development; ii) our team has already developed Eclipse plug-ins: AURES, an architecture
evolution assistant tool [14], and AlkoWeb-Builder, a tool
for component-based Web development [5].
AlkoWeb-Builder, built in a partnership project between
VALORIA laboratory (University of South-Brittany) and
Alkante5 , has been linked with SEGPE. SEGPE has been
built as a plug-in, using two main frameworks provided by
the Eclipse platform : EMF (Eclipse Modeling Framework)
and MDT OCL (Model Development Tools - OCL).

5.1

SEGPE architecture

The metamodel discussed in this paper has been ﬁrstly
designed as an EMF Ecore metamodel (Ecore is an implementation of the OMG’s MOF (Meta Object Facility)).
Then, using this Ecore metamodel, a plugin has been automatically generated, which allows to create and edit instances of our metamodel. The way SEGPE has been
designed intends to preserve a low-coupling between the
metamodel and the plug-in itself. The metamodel can be
extended with no consequences on the plugin.
OCL constraints are deﬁned at the metamodel level and
are directly incorporated in the meta-classes (Assumption,
Artifact, etc...). At this level, the constraints does only
need a syntactic validation, to check if they are grammatically correct. When a developer wants to apply good practices on a real project, the plugin allows to create and edit
a model which conforms to SEMM. By creating model
objects, which are instances of the meta-classes, the constraints are automatically inherited from the metamodel. At
the model level, the context of an OCL constraint is given
by the model object the constraint is attached to. Although
the constraints are deﬁned at the metamodel level, they are
in fact evaluated at the model level. The evaluation of the
constraints allows to check compliance of the project’s state
with the described rules.
The evaluation part of the tool has been designed as another plugin which consists of two views. Good Practices
Contract: used to view the contract’s rules (inherited from
5 Alkante is a company specialized in consulting and engineering information technology (Web, geographical and territorial information systems).

the metamodel) in the context of a model object. The view
allows to evaluate the contract (all its OCL constraints). It
is also possible to launch an evaluation on the whole model,
where all model object contracts will be evaluated. Good
Practices Report: this view is used to display a summary
each time a contract is evaluated.

5.2

Integration with AlkoWeb-Builder

In order to validate SEGPE on a real-world project, the
tool has been associated to AlkoWeb-Builder. AlkoWebBuilder allows to model a component-based Web application by graphically composing hierarchical components. To
do so, we have translated the rules written using SEMM
into their equivalents in AlkoWeb metamodel. This translation was rather easy since the same concepts were present
on both metamodels. However, the translation has shown
some deﬁciencies in AlkoWeb metamodel. For example,
there were no links between artifacts and assumptions on
which they depend. This is important in order to check
some rules, such as the one presented in section 4. Therefore, we believe that it is important to keep the rules written
with SEMM and then translate them into the targeted metamodels. We can thus check the consistency of the targeted
metamodels towards the good practice rules.

6

Related Work

The good practices in software engineering aim at producing rationally software, by decreasing for example their
complexity. Design patterns are a good example of such
practices which have as a goal the capitalization of the programming know-how. Following the same philisophy, a
process pattern suggests a sequence of proven processes
that solves a frequently recurring problem [1]. They represent a way to enforce some good practices. This however
needs to be automated to prevent human errors. We preferred a solution based on constraints expressing declaratively good practices because, unlike the process patterns,
they can express all the space of acceptable solutions.
The reader can see many similarities between our metamodels and OMG’s SPEM (Software Process Engineering Metamodel [9]). Indeed, SPEM is intended to metamodel processes of software engineering (like Rational Uniﬁed Process), and this is what we partly aimed to do.
The main difference between the two kinds of metamodels is that SPEM is a standard for deﬁning processes to
allow building standardized tools for managing (authoring
and customizing) processes, while the metamodels we presented aim at formalizing good practices of software evolution. The metamodels presented in this paper are voluntarily simpliﬁed in order to facilitate the description of
constraints. Many abstract concepts present in SPEM are
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thus not present in these metamodels. This makes easier the
navigation in these metamodels for describing constraints.
Besides, our metamodels cover some aspects not treated
(voluntarily) by SPEM designers. Indeed in SPEM, project
management is not metamodeled. Authors of the SPEM
speciﬁcation [9] afﬁrm that this aspect does not meet their
concerns, and argue that this will make SPEM more complex, because this standard wants to accommodate a wide
range of existing software development processes. In our
work, the software project management is an aspect which
is widely dealt with in the existing software evolution good
practices. Hence, we met the need to integrate it in SEMM.

On the tool level, an interesting issue that has not been yet
explored is how to make a SEGPE model aware of the underlying information system. For the moment, a model’s
artifact references a physical data (a Java class for example)
by its name, but this reference has to be done manually by
the person in charge of editing the model. So, what lacks
by now is to make a model’s artifact aware of any changes
of its referenced data. Even though this issue is not trivial, some features provided by the Eclipse platform could
be used to keep a model up-to-date with its associated information system.
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·¬§ ª·»©- ¿²¼ ¯«¿´·¬§ ¿--»--³»²¬ ¬±±´-ô -¬¿µ»¸±´¼»®- ½¿² ±¾ó
¬¿·² ¿°°®±°®·¿¬» ³»¿-«®»³»²¬ ¼¿¬¿ ¬¸»§ ©¿²¬ò ÊÛÍÌß º«®ó
¬¸»® °®±ª·¼»- ¿ ³«´¬·ó´¿²¹«¿¹»- ª·»© ©·¬¸ ¬¸» »ª¿´«¿¬·±²
®»-«´¬ ±² ¿² ±°»² -±«®½» °®±¶»½¬ò

Ú·¹«®» ïò Ì¸» ½±²¬»¨¬ ¼·¿¹®¿³ ±º ÊÛÍÌßò
ity assessment in certain “software-speciﬁc” levels, such ¿¬¸» ©¸±´» -§-¬»³ô ³±¼«´» ´»ª»´ô ½´¿-- ´»ª»´ô ¾«¬ ²±¬ ¬¸»
•-¬¿µ»¸±´¼»®Œ ´»ª»´ò
Ó·-³¿¬½¸»- »¨·-¬ ¾»¬©»»² ¬¸» ª·»©- ±º ¯«¿´·¬§ ¿--»--ó
³»²¬ ¬±±´- ¿²¼ ¬¸» ª·»©- º®±³ -¬¿µ»¸±´¼»®-ò Ì¸» ³·-³¿¬½¸
³¿§ ®»-«´¬ ·² ³·-«²¼»®-¬¿²¼·²¹ ±º ¯«¿´·¬§ ¿--»--³»²¬ ®»ó
sults, or cause the difﬁculties in the interpretation of qua´·¬§
¿--»--³»²¬ ®»-«´¬-ò É¸»² -¬¿µ»¸±´¼»®- ¬®§ ¬± ±¾¬¿·² ²»»¼»¼
¯«¿´·¬§ ¼¿¬¿ º±® ¼»½·-·±² ³¿µ·²¹ º®±³ ¬¸» ³»¿-«®»³»²¬ ®»ó
sults, they are usually conﬁned to the tool views. There
are two possible causes to the conﬁnement. One cause is
¬¸¿¬ ¬¸»®» ·- ²± ¿°°®±°®·¿¬» ¿--»--³»²¬ °®±½»-- ¿²¼ ¬±±´ º±®
¬¸» -¬¿µ»¸±´¼»®-ò Ì± °®±ª·¼» ¬¸» -±´«¬·±²ô ³±®» ·²¼«-¬®§ó
¿½¿¼»³·¿ -¬«¼·»- ¿®» ®»¯«·®»¼ ¬± ·²ª»²¬ ²±ª»´ ¿--»--³»²¬
°®±½»--»- ¿²¼ ¬±±´-ò ß²±¬¸»® ½¿«-» ·- ¬¸¿¬ -¬¿µ»¸±´¼»®- ¸¿ª»
²± ¹«·¼¿²½» ¬± «¬·´·¦» ¿²¼ ¿--±½·¿¬» »¨·-¬·²¹ ¯«¿´·¬§ ¿--»--ó
³»²¬ °®±½»--»- ¿²¼ ¬±±´- ¬± ³»»¬ ¬¸» ¬¸»·® ²»»¼-ò Ì± ¿ª±·¼
-«½¸ -¸±®¬½±³·²¹-ô ¬¸» ½¸¿´´»²¹» ·- ¬± ¿--±½·¿¬» ¿²¼ ¿¼¿°¬
»¨·-¬·²¹ ¬±±´- ¿½½±®¼·²¹ ¬± -¬¿µ»¸±´¼»®-ù ª·»©-ò
Ú±® ±ª»® -·¨ §»¿®- ±¾-»®ª¿¬·±² ±² ±°»² -±«®½» -±º¬©¿®»
øÑÍÍ÷ °®±¶»½¬ »ª±´«¬·±² ÅéÃô ©» º±«²¼ ¬¸¿¬ ½±®®»½¬´§ «-·²¹
¿²¼ ¿--±½·¿¬·²¹ »¨·-¬·²¹ ¿--»--³»²¬ ¬±±´- ½¿² ¾®·²¹ »¨¬®¿±®ó
¼·²¿®§ ¯«¿´·¬§ ·²º±®³¿¬·±² ¬± -¬¿µ»¸±´¼»®-ò É» ¿´-± º±«²¼
¬¸»®» ¿®» ³±®» ¿²¼ ³±®» ÑÍÍ °®±¼«½¬- ¾«·´¬ ©·¬¸ ³«´¬·ó
°´» °®±¹®¿³³·²¹ ´¿²¹«¿¹»-ò Ì¸» -¿³» °®±¼«½¬ ©·¬¸ ³«´ó
¬·°´» °®±¹®¿³³·²¹ ´¿²¹«¿¹»- ½¿² »¿-» -¬¿µ»¸±´¼»®-ù »ºº±®¬
·² -±º¬©¿®» ¿¼¿°¬¿¬·±²ò Ì¸» ³«´¬·ó´¿²¹«¿¹»- ª·»© ©·´´ ¾»

ïò ×²¬®±¼«½¬·±²
Í±º¬©¿®» »ª±´«¬·±²ô ©¸·½¸ ·- ·²»ª·¬¿¾´» ¼«®·²¹ -±º¬©¿®»
¼»ª»´±°³»²¬ ´·º» ½§½´»ô ®»º»®- ¬± ¬¸» ³¿·²¬»²¿²½» ¿²¼ »²ó
¸¿²½»³»²¬ ±º -±º¬©¿®» -§-¬»³- ±ª»® ´·º»¬·³»ò ß- -±º¬©¿®»
»ª±´ª»-ô ¬¸» ½¸¿²¹»- ³¿¼» ¬± ¬¸» -±º¬©¿®» ³«-¬ ¾» ½¿®»ó
º«´´§ ³¿²¿¹»¼ ·² ±®¼»® ¬± ½±²¬®±´ ¬¸» ¿½¬·ª·¬·»-ò Í±º¬©¿®»
¯«¿´·¬§ ¿--»--³»²¬ ·² ¼·ºº»®»²¬ °»®-°»½¬·ª»- Åïô îô íô ìô ëô êÃ
°®±ª·¼»- ·³°±®¬¿²¬ô ¯«¿²¬·¬¿¬·ª» »ª·¼»²½» º±® -±º¬©¿®» »ª±ó
´«¬·±² ³¿²¿¹»³»²¬ò Ø±©»ª»®ô ¬± ½±²¼«½¬ ¿ ½«-¬±³·¦»¼ ¿-ó
-»--³»²¬ °®±½»-- »¨½´«-·ª»´§ º±® ¿² ¿--»--³»²¬ ½±²¬»¨¬ ·¬·³» ½±²-«³·²¹ ¿²¼ »¨°»²-·ª»ò Ì¸»®»º±®» -¬¿µ»¸±´¼»®- ½¿²
±²´§ «-» »¨·-¬·²¹ ¿--»--³»²¬ ¬±±´- ¬± ±¾¬¿·² ¬¸» ¯«¿´·¬§ ¼¿¬¿ò
Unfortunately, existing assessment tools are usually deﬁn»¼
«²¼»® ¼»ª»´±°»®-ù °»®-°»½¬·ª»- ¬± ¬¸» ¿--»--³»²¬ ½±²¬»¨¬ò
Ì¸»-» °»®-°»½¬·ª»- ¿®» ®»º»®®»¼ ¿- Ê·»©- ·² ¬¸·- -¬«¼§ò Ý«®ó
®»²¬ ¿--»--³»²¬ ¬±±´- ¿®» ²±¬ -«·¬¿¾´» º±® ª¿®·±«- ª·»©- º®±³
-¬¿µ»¸±´¼»®-ò Ú±® »¨¿³°´»ô ¬¸» ³»¬®·½- ¿²¼ ¬¸» ½±®®»-°±²¼ó
·²¹ ¿--»--³»²¬ ³±¼»´- «-«¿´´§ ½±²¬®·¾«¬» ¬± -±º¬©¿®» ¯«¿´ó
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ment heuristic represents the heuristic conﬁguration of asó
sessment process in the speciﬁed quality assessment con¬»¨¬ò Ú±® »¨¿³°´»ô ¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ¸»«®·-¬·½ ³¿§
·²½´«¼» ø¿÷ ³»¬®·½- ¬¸¿¬ ©·´´ ¾» «-»¼ô ø¾÷ ¯«¿´·¬§ ¿¬¬®·¾«¬»and models with speciﬁc statistics methods, and (c) the
³»¬®·½- ³»¿-«®»³»²¬ ®»-«´¬- ½±®®»´¿¬»¼ ©·¬¸ ¸·¹¸ó´»ª»´ -±º¬ó
©¿®» ¯«¿´·¬·»-ò Ê¿®·±«- -±º¬©¿®» ³»¬®·½- ¿®» ·³°´»³»²¬»¼ ·²
the metric suites repository. According to speciﬁed softwa®»
¯«¿´·¬§ ª·»©-ô ÊÛÍÌß ©·´´ ³¿¬½¸ ½±®®»-°±²¼·²¹ ³»¬®·½º®±³ ·¬ ¬± °»®º±®³ ¯«¿´·¬§ ¿--»--³»²¬ò Ò»© ³»¬®·½- ½±«´¼
¾» ·³°´»³»²¬»¼ ¿²¼ ¿¼¼»¼ ·²¬± ·¬ ¬± -«°°±®¬ ³±®» -±º¬©¿®»
¯«¿´·¬§ ¿--»--³»²¬ ¬¿-µ-ò Ó±-¬ ½±³³±²´§ «-»¼ ¯«¿´·¬§
models are all implemented in VESTA. Conﬁgurable tuning points are identiﬁed and exposed during the implementation. Through these tuning points, speciﬁc conﬁguration-ô
-«½¸ ¿- ¬¸» ®»°´¿½»³»²¬ ±º ³»¬®·½- ¿²¼ ¬¸» º±´µ ±º ³»¿-«®»ó
³»²¬ °®±½»--ô ½¿² ¾» ³¿¼»ò
The assessment process template deﬁnes a series of ac¬·ª·¬·»- ¬± ¹»²»®¿¬» ¿² ·²¬»¹®¿´ ¿--»--³»²¬ °®±½»--ò Ú·®-¬ô
the quality assessment context provides the context conﬁg«®¿¬·±² ¬± ¬¸» ¿--»--³»²¬ °®±½»-- ¬»³°´¿¬» ¬¸®±«¹¸ ¬«²·²¹
°±·²¬- øÚ·¹«®» î÷ò Ì¸» ¬«²·²¹ °±·²¬- ¿®» »¨°±-»¼ ¾§ ¬¸»
assessment process template to allow conﬁguration from
-¬¿µ»¸±´¼»®-ù ¯«¿´·¬§ ª·»©-ò Í»½±²¼ô ¬¸®±«¹¸ ¬¸» ½±²¬»¨¬
conﬁguration, the -±º¬©¿®» ¿®¬·º¿½¬ °®±½»--·²¹ ½±³°±²»²¬·²-·¼» ¬¸» ¬»³°´¿¬» ½¿² ¾» -»´»½¬»¼ ¿²¼ ¬«²»¼ò Ì¸» ®»-°±²-·ó
¾·´·¬§ ±º -±º¬©¿®» ¿®¬·º¿½¬ °®±½»--·²¹ ½±³°±²»²¬- ·- ¬± °®»ó
°¿®» ¬¸» -±º¬©¿®» ¿®¬·º¿½¬- º±® ¯«¿´·¬§ ¿--»--³»²¬ò Ì¸·®¼ô
¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ¸»«®·-¬·½ ¿´-± °®±ª·¼»- ¬¸» ¸»«®·-¬·½
conﬁgurations to the assessment process template. By interó
preting the heuristic conﬁguration, metrics and conﬁgurab´»
¯«¿´·¬§ ³±¼»´- ©·´´ ¾» -»´»½¬»¼ò Ú±«®¬¸ô ¬¸» -»´»½¬»¼ ³»¬®·½¿²¼ ¯«¿´·¬§ ³±¼»´- ©·´´ ¾» ·²¬»¹®¿¬»¼ ©·¬¸ ½±²²»½¬±®-ò Ì¸»
½±²²»½¬±®- ¿®» ½±³°±²»²¬- ·²-·¼» ¬¸» ¬»³°´¿¬»ô ©¸·½¸ ½¿²
control the data ﬂow in integral assessment process. Finall§ô
¬¸» ·²¬»¹®¿´ ¿--»--³»²¬ °®±½»-- ©·´´ ¬¸»² ¾» ¹»²»®¿¬»¼ ¿½ó
cording to the assessment process template, context conﬁgurations and heuristic conﬁgurations for quality assessme²¬
·² ÊÛÍÌßò

Ú·¹«®» îò Ì¸» ·²¬»®²¿´ -¬®«½¬«®» ±º ÊÛÍÌßò
²»»¼»¼ ©¸»² -¬¿µ»¸±´¼»®- ¿½¯«·®» ¿² ÑÍÍ °®±¼«½¬ ¾«·´¬
©·¬¸ ³«´¬·°´» °®±¹®¿³³·²¹ ´¿²¹«¿¹»-ò Ë²º±®¬«²¿¬»´§ô ½«®ó
®»²¬ ¿--»--³»²¬ ¬±±´- ½¿²²±¬ ¾» «-»¼ ¼·®»½¬´§ ¬± ·²ª»-¬·ó
¹¿¬» ¿² ÑÍÍ °®±¼«½¬ ¾«·´¬ ©·¬¸ ³«´¬·°´» °®±¹®¿³³·²¹ ´¿²ó
¹«¿¹»-ò ×² ¬¸·- -¬«¼§ô ¿ Ê·»©ó¾¿-Û¼ Í±º¬©¿®» ¯«¿´·Ì§
ß--»--³»²¬ ³±¼»´ øÊÛÍÌß÷ ·- °®±°±-»¼ ¬± ½±²¯«»® -«½¸
¿² ·--«»ò ×² ÊÛÍÌßô ¬¸» ª·»©- º®±³ -¬¿µ»¸±´¼»®- ½¿² ¾»
»¨°®»--»¼ ¾§ øï÷ ¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ½±²¬»¨¬ ¿²¼ øî÷ ¬¸»
¯«¿´·¬§ ¿--»--³»²¬ ¸»«®·-¬·½ò Þ¿-»¼ ±² ¬¸» »¨°®»--»¼ ª·»©-ô
¬¸» -»´»½¬»¼ ³»¬®·½-ô ¯«¿´·¬§ ³±¼»´-ô ¿²¼ ¯«¿´·¬§ ¿--»--³»²¬
processes will be associated and conﬁgured to a new inte¹®¿´ ¿--»--³»²¬ °®±½»-- ·² ÊÛÍÌßò Ì¸» ·²¬»¹®¿´ ¿--»--³»²¬
°®±½»-- ©·´´ ¾» °»®º±®³»¼ ¬± ¹»²»®¿¬» ®»¯«·®»¼ ¯«¿´·¬§ ¼¿¬¿
º±® -¬¿µ»¸±´¼»®-ò

îò ÊÛÍÌß
Ú·¹«®» ï -¸±©- ¬¸» ½±²¬»¨¬ ¼·¿¹®¿³ ±º ÊÛÍÌßò Ì¸» ·²ó
°«¬- ±º ÊÛÍÌß ½±³» º®±³ ¬¸» Í¬¿µ»¸±´¼»®- ¿²¼ ¬¸» Í±º¬ó
©¿®» ß®¬·º¿½¬- Î»°±-·¬±®§ò Ì¸» ±«¬°«¬ ±º ÊÛÍÌß ·- ¬¸»
Í±º¬©¿®» Ï«¿´·¬§ ß--»--³»²¬ Î»°±®¬ ¬± ¬¸» -¬¿µ»¸±´¼ó
»®- ¿½½±®¼·²¹ ¬± ¬¸» ¹·ª»² -±º¬©¿®» ¯«¿´·¬§ ª·»©ò Ì± »-ó
¬¿¾´·-¸ ¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ½±²¬»¨¬ô -¬¿µ»¸±´¼»®- -°»½·º§
¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ½±²¬»¨¬ ¿²¼ -»´»½¬ ¯«¿´·¬§ ¿--»--³»²¬
¸»«®·-¬·½- ·² ¬¸» -±º¬©¿®» ¯«¿´·¬§ ª·»©ò Ì¸» ·²¬»®²¿´ -¬®«½ó
¬«®» ±º ÊÛÍÌß ·- -¸±©² ·² Ú·¹«®» îô ©¸·½¸ ½±²-¬·¬«¬»- ±º
º±«® ³¿¶±® »´»³»²¬-æ øï÷ Í±º¬©¿®» Ï«¿´·¬§ Ê·»©ô øî÷ Ó»¬ó
®·½ Í«·¬»- Î»°±-·¬±®§ô øí÷ Conﬁgurable Quality Modelsô
¿²¼ øì÷ ß--»--³»²¬ Ð®±½»-- Ì»³°´¿¬»ò
Í±º¬©¿®» ¯«¿´·¬§ ª·»© ·²½´«¼»- ¬¸» ¯«¿´·¬§ ¿--»--³»²¬
½±²¬»¨¬ ¿²¼ ¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ¸»«®·-¬·½ò Ì¸» ¯«¿´·¬§
assessment context deﬁnes the context in which the stake¸±´¼»®- ¿®» ¹±·²¹ ¬± ±¾-»®ª» -±º¬©¿®» ¯«¿´·¬§ »ª±´«¬·±²ò Ì¸»
³»¿-«®»³»²¬ -«¾¶»½¬-ô ¹®¿²«´¿®·¬§ô ¿²¼ ¬¸» ©»·¹¸¬ ±º ¼·ó
verse measurement subjects will be speciﬁed in the quality
¿--»--³»²¬ ½±²¬»¨¬ò Ñ² ¬¸» ±¬¸»® ¸¿²¼ô ¬¸» ¯«¿´·¬§ ¿--»--ó

îòïò Ë¬·´·¦¿¬·±² ±º ÊÛÍÌß «²¼»® ¬¸» Ó«´¬·s
Ô¿²¹«¿¹»- Ê·»©
×² ¬¸·- -¬«¼§ô ¬¸» -±º¬©¿®» ¯«¿´·¬§ ¿--»--³»²¬ ¬»³°´¿¬»
·- ·²-¬¿²¬·¿¬»¼ ©·¬¸ Þ¿²-·§¿ ¿²¼ Ü¿ª·-ù- ¸·»®¿®½¸·½¿´ ¯«¿´ó
ity model [8]. The leveling and the identiﬁed tuning points
¿®» ¼»°·½¬»¼ ·² Ú·¹«®» íò Ì¸»®» ¿®» º±«® ´»ª»´-æ ¬¸» ½±³°±ó
²»²¬ ´»ª»´ øÔì÷ô ¬¸» ³»¬®·½- ´»ª»´ øÔí÷ô ¬¸» °®±°»®¬·»- ´»ª»´
øÔî÷ ¿²¼ ¬¸» ¯«¿´·¬§ ¿¬¬®·¾«¬»- ´»ª»´ øÔï÷ò Ú·¹«®» ì ¼»³±²ó
strates the ﬂow of an assessment process under multi´¿²¹«¿¹»- ª·»© ©¸·´» ¿--»--·²¹ ¬¸» ßÒÌÔÎ ±°»² -±«®½»
°®±¶»½¬ ø¸¬¬°æññ©©©ò¿²¬´®ò±®¹÷ò ß- ¬¸» ¼»ª»´±°»®- ½±²-·¼»®
¿--»--·²¹ ¼·ºº»®»²¬ ·³°´»³»²¬¿¬·±²- ±º ßÒÌÔÎ ·² Ö¿ª¿ ¿²¼
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ﬂexibility and effectiveness. In Figure 5, the horizontal
¿¨·- ®»°®»-»²¬- ¬¸» ª»®-·±² ²«³¾»® ±º ¬¸» ±¾-»®ª»¼ -±º¬ó
©¿®» °®±¶»½¬- ¿²¼ ¬¸» ª»®¬·½¿´ ¿¨·- ®»°®»-»²¬- ¬¸» ²±®³¿´ó
·¦»¼ ª¿´«» ±º »¿½¸ ¯«¿´·¬§ ¿¬¬®·¾«¬»ò Ì¸» ¯«¿´·¬§ »ª±´«¬·±²
½«®ª» ±º ±ª»®¿´´ ¿--»--³»²¬ ·- ´¿¾»´ ©·¬¸ •ÏÓÑÑÜŒ ¬¿¹ò
ß´´ ¬¸» ¯«¿´·¬§ ¼¿¬¿ ·² Ú·¹«®» ë ¿®» ²±®³¿´·¦»¼ ¾§ ¬¸» ±ª»®ó
¿´´ ¿--»--³»²¬ ±º ¬¸» »¿®´·»-¬ ¿ª¿·´¿¾´» ª»®-·±² ±º ßÒÌÔÎò
×² ßÒÌÔÎô ¬©± ¼·ºº»®»²¬ °®±¹®¿³³·²¹ ´¿²¹«¿¹»- ¿®» «-»¼ò
Ýõõ ·- «-»¼ ¬± ·³°´»³»²¬ ´·¾®¿®·»- ¿²¼ ·²¬»®º¿½»-ô ©¸·´»
Ö¿ª¿ ·- «-»¼ ¬± ·³°´»³»²¬ ¾±¬¸ ¬¸» ·²¬»®º¿½» ¿²¼ ³¿·² º«²½ó
¬·±²¿´·¬§ò Ú·¹«®» ë -¸±©- ¬¸» ®»-«´¬- ±º ¯«¿´·¬§ ¿--»--³»²¬
º®±³ ³«´¬·ó´¿²¹«¿¹»- ª·»© ¿²¼ ¬¸» ±®·¹·²¿´ ÏÓÑÑÜ ¿-ó
-»--³»²¬ò Ë²¼»® ÏÓÑÑÜ ¿--»--³»²¬ô ¬¸» »ª±´«¬·±² ·²ó
º±®³¿¬·±² ±º ©¸±´» -§-¬»³ ¯«¿´·¬·»- ¿®» °®±ª·¼»¼ô ·²½´«¼ó
·²¹ ¬¸» ¼±©²¹®¿¼» ±º «²¼»®-¬¿²¼¿¾·´·¬§ ¿²¼ «°¹®¿¼» ±º ¬¸»
other ﬁve quality attributes. Developers of ANTLR might
¬¿µ» ½±®®»-°±²¼·²¹ ¯«¿´·¬§ ·³°®±ª»³»²¬ ¿½¬·ª·¬·»-ô -«½¸ ¿«²¼»®-¬¿²¼¿¾·´·¬§ ·³°®±ª»³»²¬ò Ø±©»ª»®ô ¬¸» ·²º±®³¿¬·±²
®»ª»¿´»¼ ¾§ ÏÓÑÑÜ ¿--»--³»²¬ ·- ²±¬ »²±«¹¸ò
×² ¬¸·- ½¿-»ô ¬¸» ´¿½µ ±º ¿°°®±°®·¿¬» ¯«¿´·¬§ ¼¿¬¿ ½¿«-»underestimations of extensibility, ﬂexibility, effectiv»²»-±º ¬¸» °¿®¬·¬·±² ·³°´»³»²¬»¼ ©·¬¸ Ýõõô ¿²¼ ¿´-± ´»¿¼- ¬± ¿²
±ª»®»-¬·³¿¬·±² ±º ·¬- ®»«-¿¾·´·¬§ò Ú±® »¨¿³°´»ô ¬¸» ®»«-¿¾·´ó
·¬§ ±º Ýõõ °¿®¬·¬·±² º®±³ ª»®-·±² îòìòð ¬± îòéòé »ª±´ª»- º®±³
ðòëí ¬± ðòêèô ©¸·´» ¬¸» ±ª»®¿´´ ®»«-¿¾·´·¬§ »ª±´ª»- º®±³ ï
¬± ïòìçò Ì¸» ®»«-¿¾·´·¬§ ±º Ýõõ °¿®¬·¬·±² ·- ³«½¸ ´±©»®
¬¸¿² Ö¿ª¿ °¿®¬·¬·±²ò Ì¸» -¬¿µ»¸±´¼»®- -¸±«´¼ ¾» ¿©¿®» ±º
¬¸·- ·²º±®³¿¬·±² ©¸»² ¬¸»§ ©¿²¬ ¬± ¿½¯«·®» ¬¸» Ýõõ ·²¬»®ó
º¿½» ¿²¼ ´·¾®¿®·»- º®±³ ßÒÌÔÎò ×² ¿¼¼·¬·±²ô ¬¸» °¿®¬·¬·±²
implemented with C++ has higher extensibility, ﬂexibil·¬§ô »ºº»½¬·ª»²»-- ¬¸¿² ¬¸» °¿®¬·¬·±² ·³°´»³»²¬»¼ ©·¬¸ Ö¿ª¿ò
Ú±® »¨¿³°´»ô ¬¸» »¨¬»²-·¾·´·¬§ ±º Ö¿ª¿ °¿®¬·¬·±² º®±³ ª»®ó
-·±² îòìòð ¬± îòéòé »ª±´ª»- º®±³ ðòèî ¬± ðòééô ©¸·´» ¬¸» »¨ó
¬»²-·¾·´·¬§ ±º Ýõõ °¿®¬·¬·±² º®±³ ïòèç ¬± îòíîò Ì¸·- »ª¿´ó
«¿¬·±² ®»-«´¬ -«¹¹»-¬- ¬¸¿¬ -°»½·¿´ ¿¬¬»²¬·±² ±² »¨¬»²-·¾·´ó
ity, ﬂexibility and effectiveness of Java implementation i²»»¼»¼ò Ì¸» -¬¿µ»¸±´¼»®- ©¸± ©¿²¬ ¬± ¿½¯«·®» Ö¿ª¿ ·²¬»®ó
º¿½» ¿²¼ ´·¾®¿®·»- ½¿² ¬¸»®»º±®» ²»¹±¬·¿¬» ©·¬¸ ¬¸» ¼»ª»´±°ó
»®- ±º ßÒÌÔÎò Ì¸» ¼»ª»´±°»®- ±º ßÒÌÔÎ ½¿² ¬¸»®»º±®»
½±²¼«½¬ °®»ª»²¬·ª» ³¿·²¬»²¿²½» º±® Ö¿ª¿ °¿®¬·¬·±² ¬± ·³ó
°®±ª» ¬¸»-» ¯«¿´·¬§ ¿¬¬®·¾«¬»-ò

Ú·¹«®» íò Í»´»½¬»¼ -±º¬©¿®» ¯«¿´·¬§ ³±¼»´ ¿²¼
identiﬁed tuning points.

Ýõõ °®±¹®¿³³·²¹ ´¿²¹«¿¹»-ô ¬¸» ¿--»--³»²¬ °®±½»-- ½±²ó
-·-¬- ±º ¬¸®»» º±®µ °®±½»--»-ò Ì¸»-» ¬¸®»» º±®µ °®±½»--»-¸¿®» ¬¸» -¿³» Ôìò ß- -¸±©² ·² Ú·¹«®» íô Ìë ®»°®»-»²¬- ¬¸»
-»´»½¬·±² ±º ¬¿®¹»¬ -±º¬©¿®» ¿²¼ ·¬- ¿¾-¬®¿½¬ ¼»-·¹² ³±¼»´ò
Ìï ¼»¬»®³·²»- ¬¸» °¿®¬·¬·±² ±º ¬¸» ¬¿®¹»¬ -±º¬©¿®» «²¼»® ½«®ó
®»²¬ -±º¬©¿®» ¯«¿´·¬§ ª·»©ò ×² ¬¸» ³«´¬·ó´¿²¹«¿¹»- ª·»©ô Ìë
©·´´ ¾» -»¬ ¬± ßÒÌÔÎ -±º¬©¿®» ¿²¼ ÑÑ ¼»-·¹² ³±¼»´ô ¿²¼
T1 is speciﬁed to Java and C++ code partitions. The L4 con¬¿·²- -±«®½» ½±¼» ¿¾-¬®¿½¬·±² ½±³°±²»²¬- ¬± ¿²¿´§¦» Ö¿ª¿
¿²¼ Ýõõ ½±¼» ·²¬± ÑÑ ¼»-·¹² ³±¼»´ ®»-°»½¬·ª»´§ò Ì¸» ±«¬ó
°«¬ ±º Ôì ·- ¼·-°¿¬½¸»¼ ¬± ¬¸®»» º±®µ °®±½»--»- ¾§ ¿ ·²º±®ó
mation ﬂow dispatch connectorò
Û¿½¸ º±®µ °®±½»-- ½±²-·-¬- ±º Ôíô Ôî ¿²¼ Ôï -»¯«»²ó
tially. The tuning point T2 in L3 shows the ﬂexibility to
select different metrics as needed. Tuning point T6 speciﬁe³»¬®·½- ¬¸¿¬ ¿®» «-»¼ ¬± ³»¿-«®» ½±³°±²»²¬-ò ×² ¬¸» ³«´¬·ó
´¿²¹«¿¹»- ª·»©ô Ìî ·- -»¬ ¬± ÏÓÑÑÜ ³»¬®·½ -«·¬»ô ©¸·´» Ìê
speciﬁes the NOP metric that is deﬁned for Java and C++
½±¼»ò Ì«²·²¹ °±·²¬ Ìí ·² Ôî ®»ª»¿´- ¬¸» ¿¾·´·¬§ ¬± ¿¼¼ ±¬¸»®
¼»-·¹² °®±°»®¬·»- ·²¬± ÊÛÍÌß ¿½½±®¼·²¹ ¬± ½«®®»²¬ -±º¬©¿®»
¯«¿´·¬§ ª·»©ò Ìé ·- ¬¸» ¬«²·²¹ °±·²¬ º±® ¬¸» ´·²µ¿¹» ¾»¬©»»²
L3 and L2 to conﬁgure metrics that are mapped to design
°®±°»®¬·»-ò Ú±® »¨¿³°´»ô ¬¸» ß¾-¬®¿½¬·±² ¼»-·¹² °®±°»®¬§
½¿² ¾» ¼·®»½¬´§ ³¿°°»¼ ¾§ ßª»®¿¹» Ò«³¾»® ±º ß²½»-¬±®øßÒß÷ ¼»-·¹² ³»¬®·½ ÅèÃò Ì«²·²¹ °±·²¬ Ìì ·² Ôï ®»°®»ó
-»²¬- ¬¸» »¨¬»²-·¾·´·¬§ ±² ¿¼¼·¬·±²¿´ ¯«¿´·¬§ ¿¬¬®·¾«¬»-ò Ì¸»
½±³°«¬¿¬·±² »¯«¿¬·±²- ¾»¬©»»² ¯«¿´·¬§ ¿¬¬®·¾«¬»- ¿²¼ °®±°ó
erties can be conﬁgured by tuning point T8. In the multilanguages view, the conﬁguration of T3, T4, T7 and T8
remain the same as speciﬁed in original QMOOD model.
Ì¸®»» º±®µ °®±½»--»- ¿®» ®»-°±²-·¾´» º±® ³»¿-«®·²¹ ¬¸» Ö¿ª¿
·³°´»³»²¬¿¬·±²ô Ýõõ ·³°´»³»²¬¿¬·±²ô ¿²¼ ±ª»®¿´´ ßÒÌÔÎ
°®±¼«½¬ ®»-°»½¬·ª»´§ò Ì¸» ³»¿-«®»³»²¬ ®»-«´¬- ±º ¬¸®»» º±®µ
processes are ﬁnally integrated by a information ﬂow inte¹®¿¬·±² ½±²²»½¬±®ô ¿²¼ ¬¸» ·²¬»¹®¿¬»¼ ¯«¿´·¬§ ¼¿¬¿ ·- -»²¬ ¬±
¬¸» ¬¸» ®»°±®¬ ¹»²»®¿¬±® ¬± º±®³ ¬¸» -±º¬©¿®» ¯«¿´·¬§ ¿--»--ó
³»²¬ ®»°±®¬ò

ìò Ý±²½´«-·±²
×² ¬¸·- -¬«¼§ô Ê·»©ó¾¿-Û¼ Í±º¬©¿®» ¯«¿´·Ì§ ß--»--³»²¬
øÊÛÍÌß÷ ·- ½®»¿¬»¼ ¬± ¿--±½·¿¬» ¿²¼ ¿¼¿°¬ »¨·-¬·²¹ ¬±±´¿²¼ °®±½»--»- º®±³ ¬¸» ª·»©- ±º -¬¿µ»¸±´¼»®-ò ÊÛÍÌß »¨ó
°´±·¬- ¬¸» ½±²½»°¬ ±º -±º¬©¿®» ¯«¿´·¬§ ª·»©ô ©¸·½¸ ·²½´«¼»¬¸» ¯«¿´·¬§ ¿--»--³»²¬ ½±²¬»¨¬ ¿²¼ ¸»«®·-¬·½ô ¬± ³±¼»´ ¬¸»
¯«¿´·¬§ »ª¿´«¿¬·±² ±º -±º¬©¿®» »ª±´«¬·±² ³±®» ¿°°®±°®·¿¬»´§ò
É·¬¸ ¯«¿´·¬§ ¿--»--³»²¬ ½±²¬»¨¬ô ½±²¬»¨¬«¿´ º¿½¬±®- ·² ¬¸»
stakeholders’ views can be speciﬁed to reﬂect their con½»®²- ¬± ¬¸» ¿--»--³»²¬ ½±²¬»¨¬ò É·¬¸ ¯«¿´·¬§ ¿--»--³»²¬

íò Ý¿-» Í¬«¼§
Ú·¹«®» ë ®»°®»-»²¬- ¬¸» »ª±´«¬·±² ±º ÏÓÑÑÜ ¯«¿´·¬§
¿¬¬®·¾«¬»- ±º ßÒÌÔÎò Ì¸» ÏÓÑÑÜ ¯«¿´·¬§ ¿¬¬®·¾«¬»- ¿®»
®»«-¿¾·´·¬§ô «²¼»®-¬¿²¼¿¾·´·¬§ô »¨¬»²-·¾·´·¬§ô º«²½¬·±²¿´·¬§ô
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Ú·¹«®» ìò ß² ·²-¬¿²¬·¿¬»¼ -±º¬©¿®» ¯«¿´·¬§ ¿--»--³»²¬ °®±½»-- ©·¬¸ ¬¸» ³«´¬·s´¿²¹«¿¹»- ª·»©ò

Ú·¹«®» ëò Ì¸» ¯«¿´·¬§ »ª±´«¬·±² ±º ßÒÌÔÎ °®±¶»½¬ ·² ¬¸» ³«´¬·s´¿²¹«¿¹»- ª·»©ò
¸»«®·-¬·½ô ¿ª¿·´¿¾´» ¯«¿´·¬§ ³±¼»´- ¿²¼ ³»¬®·½- ½¿² ¾» -»ó
´»½¬»¼ ¿²¼ ¿¼¿°¬»¼ ¬± °»®º±®³ ¬¸» ½±®®»-°±²¼·²¹ ¯«¿´·¬§ ¿-ó
sessment under the speciﬁed quality assessment context.

ÅëÃ Ùò Î±¾´»-ô Öò Óò Ù±²¦¿´»¦óÞ¿®¿¸±²¿ô Óò Ó·½¸´³¿§®ô
¿²¼ Öò Öò ß³±®ô •Ó·²·²¹ Ô¿®¹» Í±º¬©¿®» Ý±³°·´¿¬·±²Ñª»® Ì·³»æ ß²±¬¸»® Ð»®-°»½¬·ª» ±º Í±º¬©¿®» Ûª±´«ó
¬·±²ôŒ Ð®±½ò ×²¬ù´ É±®µ-¸±° ±² Ó·²·²¹ Í±º¬©¿®» Î»°±-ó
·¬±®·»-ô °°ò íŠçô Ó¿§ îððêò

Î»º»®»²½»-

ÅêÃ Úò Ü»·--»²¾±»½µô Íò É¿¹²»®ô Óò Ð·¦µ¿ô Íò Ì»«½¸»®¬ô
¿²¼ Öò Úò Ù·®¿®¼ô •ß² ß½¬·ª·¬§óÞ¿-»¼ Ï«¿´·¬§ Ó±¼»´
º±® Ó¿·²¬¿·²¿¾·´·¬§ôŒ Ð®±½ò îí®¼ ×²¬ù´ Ý±²ºò ±² Í±º¬©¿®»
Ó¿·²¬»²¿²½»ô °°ò ïèìŠïçíô Ñ½¬ò îððéò

ÅïÃ Øò Ñ¹¿-¿©¿®¿ô ßò Ç¿³¿¼¿ô ¿²¼ Óò Õ±¶±ô •Û¨°»®·ó
»²½»- ±º Í±º¬©¿®» Ï«¿´·¬§ Ó¿²¿¹»³»²¬ Ë-·²¹ Ó»¬®·½¬¸®±«¹¸ ¬¸» Ô·º»óÝ§½´»ôŒ Ð®±½ò ïè¬¸ ×²¬ù´ Ý±²ºò ±² Í±º¬ó
©¿®» Û²¹·²»»®·²¹ô °°ò ïéçŠïèèô Ó¿®ò ïççêò

[7] H. C. Jiau and C. H. Kao, “Assessing the Efﬁcacy of
Ë-»® ¿²¼ Ü»ª»´±°»® ß½¬·ª·¬·»- ·² Ú¿½·´·¬¿¬·²¹ ¬¸» Ü»ª»´ó
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ÅîÃ Øò Ù¿´´ô Óò Ö¿¦¿§»®·ô Îò Îò Õ´x±-½¸ô ¿²¼ Ùò Ì®¿«-³«¬¸ô
•Í±º¬©¿®» Ûª±´«¬·±² Ñ¾-»®ª¿¬·±²- Þ¿-»¼ ±² Ð®±¼«½¬
Î»´»¿-» Ø·-¬±®§ôŒ Ð®±½ò ïí®¼ ×²¬ù´ Ý±²ºò ±² Í±º¬©¿®»
Ó¿·²¬»²¿²½»ô °°ò ïêðŠïêêô Ñ½¬ò ïççéò
ÅíÃ Óò Éò Ù±¼º®»§ ¿²¼ Ïò Ì«ô •Ûª±´«¬·±² ·² Ñ°»² Í±«®½»
Í±º¬©¿®»æ ß Ý¿-» Í¬«¼§ôŒ Ð®±½ò ïê¬¸ ×²¬ù´ Ý±²ºò ±² Í±º¬ó
©¿®» Ó¿·²¬»²¿²½»ô °°ò ïíïŠïìîô Ñ½¬ò îðððò

ÅèÃ Öò Þ¿²-·§¿ ¿²¼ Ýò Ùò Ü¿ª·-ô •ß Ø·»®¿®½¸·½¿´ Ó±¼»´
º±® Ñ¾¶»½¬óÑ®·»²¬»¼ Ü»-·¹² Ï«¿´·¬§ ß--»--³»²¬ôŒ ×ÛÛÛ
Ì®¿²-ò Í±º¬©ò Û²¹òô ª±´ò îèô ²±ò ïô °°ò ìŠïéô Ö¿²ò îððîò

ÅìÃ Èò Ú®¿²½¸ ¿²¼ Öò Ðò Ý¿®ª¿´´±ô •Ë-·²¹ Ï«¿´·¬§ Ó±¼»´- ·²
Í±º¬©¿®» Ð¿½µ¿¹» Í»´»½¬·±²ôŒ ×ÛÛÛ Í±º¬©¿®»ô ª±´ò îðô
²±ò ïô °°ò íìŠìïô Ö¿²òñÚ»¾ò îððíò

348

DETECTING EMERGENT BEHAVIOR IN DISTRIBUTED SYSTEMS USING
SCENARIO-BASED SPECIFICATIONS
Mohammad Moshirpour

Abdolmajid Mousavi

Behrouz H. Far

Department of Electrical and Computer Engineering
University of Calgary, Canada
{mmoshirp,amousavi,far}@ucalgary.ca
The model which describes the behavior of each system
element (i.e. agent, component or processes) is called
behavioral model, and the procedure of building the
behavioral models for the elements from a scenario-based
specification, is called synthesis of behavioral models, or
simply, synthesis process. A widely accepted model for
behavioral modeling of individual system elements is the
state machine. Several studies have already been conducted
to facilitate the procedure of converting a set of scenarios to
a behavioral model expressed by state machines [5, 6, 8, 12,
13]. In the synthesis process, one state machine will be built
for each system element. The state machine includes all the
messages that are received or sent by that element. Then the
behavior of the distributed system is described by the
product (parallel execution) of all the state machines of the
system elements.
One of the challenges during the synthesis process, is
implied scenarios [3, 4, 10, 11], also known as emergent
behavior. An implied scenario is a specification of behavior
that is in synthesized model of the distributed system and is
not explicitly specified in its specification as a scenario.
This is best illustrated using an example of a real-life
distributed system.

ABSTRACT
Emergent behavior is an important issue in distributed
systems' design. Detecting and removing emergent behavior
during the design phase will lead to huge savings in
deployment costs of such systems. An effective approach
for the design of distributed systems is to describe system
requirements using scenarios. A scenario, commonly known
as a message sequence chart or a sequence diagram, is a
temporal sequence of messages sent between system
components. However, scenario-based specifications are
prone to subtle deficiencies with respect to analysis and
validation known as incompleteness and partial description.
In this research, a method for detecting emergent behavior
of scenario-based specification is proposed. The method is
demonstrated and verified using a mine sweeping robot as
an example.
Index Terms — Distributed systems, Emergent behavior,
Message sequence chart.
1. INTRODUCTION
Scenario-based specification is one of the approaches to
describe a distributed system's behavior. Scenarios are
appealing because they allow stakeholders to describe
system’s functionality by partial stories. There are two main
methods for representing scenarios, developed by OMG and
ITU, namely, Sequence Diagram (SD) and Message
Sequence Chart (MSC) [1, 2]. In spite of the advantages of
using scenarios such as expressive power and simplicity,
there are several challenges particularly for concurrent
systems consisting of multiple autonomous agents (MAS) as
well as distributed systems (DS) which consist of multiple
system components. For instance, because each scenario
gives only a local and partial story of a distributed system's
behavior, the challenge is how the behavior of a distributed
system can be constructed from a set of scenarios and more
importantly whether the derived behavior is acceptable or
not.

Figure 1 – Prototype of a mine sweeping robot

Let’s consider the prototype of an automated minesweeping robot shown in Figure 1. The robot’s mission is to
navigate through a maze-like course, which resembles the
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layout of the streets of a city, for which the robot has no
map and has to investigate it based on utilizing its sensory
information, i.e. ultrasonic and/or GPS data. At the same
time, it has to identify and mark the location of mines. For
this prototype version it is assumed that mines emit infrared
signal which is detectable via the infrared sensor. In order to
provide the robot with more computation power and
additional control for the motors and different types of
sensors, two multi-core CPU units are utilized. The units are
built on separate boards connected via a simple but reliable
connection protocol. The two CPUs interact using the clientserver architecture. As there is no sophisticated operating
system in charge of the control and scheduling of the
processes and threads, the design of the robot must account
for the proper management of all processes and their
interactions in a logical and efficient manner.
For the sake of simplicity, let’s assume that the robot has
only two sets of sensors: an ultra-sonic which is used for
navigation purposes, and an infrared sensor to detect mines.
Both of these sensors are connected to the client CPU. Thus
the client receives signals from sensors, processes the
message and sends them to the server CPU to act upon them
accordingly. The processes Client Controller and Server
Controller, depicted in Figure 2, are in charge of the motors
responsible for the wheels on the left and right sides of the
robot. Each process is also responsible for sending and
receiving messages to and from the other. The server
controller is also in charge of the motor of the mechanism
which dispenses a flag on the location in which a mine has
been detected. The ULTS Motor Controller process is
responsible for the motor in charge of the rotation of the
ultra-sound sensor which is necessary for optimum
navigation through the maze.
Partial behavioral scenarios for this robot are represented
by message sequence charts. The message sequence chart 1
(MSC1), shown in Figure 2, illustrates a scenario where the
robot is moving forward with no obstacle on its way. MSC2
(Figure 3), shows a scenario where the robot has been halted
due to the detection of an obstacle in its path while MSC3
(Figure 4) illustrates a scenario where the robot stops
because of the detection of a mine (based on the signal
received from the IR sensor) which is a pre-requisite for the
mine-flagging operation.
As it can be seen from MSC2 and MSC3 there are two
events which cause the robot to halt: (1) detecting an
obstacle on the way performed by the ultrasound sensor; and
(2) detecting a mine which is done by the infrared sensor.
Similarly there are two events which trigger the motion of
the robot: (1) detection of a free path (i.e. no obstacles in the
way) by the ultrasound sensor; and (2) the completion of the
mine-flagging operation. MSC4 shown in Figure 5
illustrates an emergent behavior that might occur as the
result.
An important observation to be made is the
generalization of messages to indicate their purpose rather

than their specific implementation. Consider message "send
signal (some signal)" which is sent from either of the
sensors to the client controller process as shown in each of
the MSCs (Figures 2-5).
MSC1
IR Sensor

ULT Sensor

Client Controller

ULT Motor Controler

Server Controller

send signal
(no obstacle detected)
rotate
Motors move
forward
send message (no obstacle detected)
Motors move
forward

Figure 2 - Robot is moving forward with no obstacle in the way

MSC2
IR Sensor

ULT Sensor

Client Controller

ULT Motor Controler

Server Controller

send signal
(obstacle detected)
Stop rotation
Stop motors
send message (obstacle detected)
Stop motors

Figure 3 - Robot is halted due to the detection of obstacle in its
path
MSC3
IR Sensor

ULT Sensor

Client Controller

ULT Motor Controler

Server Controller

send signal (mine detected)
Stop rotation
Stop motors
send message (mine detected)
Stop motors
Flag mine
location

Figure 4 - Robot stops due to the detection of a mine
MSC4
IR Sensor

ULT Sensor

Client Controller

ULT Motor Controler

Server Controller

send signal (mine detected)
send signal
(no obstacles detected)
rotate
Motors move
forward
send message (no obstacles detected)
Motors move
forward

Figure 5 - Client controller receives a no obstacle detection
message from the ultra-sound sensor after receiving the mine
detection message from the IR sensor which results in missing
the mine

For instance in MCS1 (Figure 2) the content of the
message sent from the sensor to the client controller is "no
obstacles detected” while in MSC3 (Figure 4) the content of
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the message is "mine detected". It is important to note that
although the content of these messages are different, the
purpose of the two messages remains the same. That is, the
client controller process expects to receive a message,
regardless of the content of the message, from a sensor.
Therefore the message sent from either sensor to the client
controller process is "send signal" and the content is
included in brackets only for clarity.
In [4] an algorithm for safe realizability is proposed but
there is no method to directly check whether implied
scenarios exist in the first place. In other words, so far there
is no formalized and precise representation for the cause of
implied scenarios, so that by capturing that cause during the
design phase, emergent behavior can be detected and
removed. A main contribution of this paper is to give a
definition for indeterminism in behavior of distributed
systems, so that by identifying indeterminism, one can
detect the potential emergent behavior.
The structure of the rest of this paper is as follows: in
Section 2 several definitions that are needed for the rest of
the paper are presented. In Section 3 system behavior
modeling is examined and in Section 4 the detection of
indeterminism and emergent behavior in distributed systems
is discussed. Conclusions and future works are presented in
Section 5.

is a bijection mapping between send and
and
receive events such that whenever
, then
.
is a partial order on E such that for every process
,
is a total order of its members and the
the result of on
transitive closure of
is a partial order of the members of
E.
The partial order captures casual relationship between
the events of a pMSC. This causality basically represents
two things. First, a receive event cannot happen without
having its corresponding send event happened before.
Second, a receive (or send) event, cannot happen until all
the previous events, which are causal predecessors of it have
already been accomplished. Obviously, if all the send events
have their corresponding receive events (i.e. as defined by
the function ), the structure is called a Message Sequence
Chart or simply an MSC. In other words, an MSC has the
is
same structural components as a pMSC, except that
.
defined for
Definition 2 (projection): The projection
for process i
in MSC m, is the ordered sequence of messages
corresponding to the events for the process i in the pMSC m.
,
indicates its length, which is equal to the
For
total number of events of m for the process i, and
refers to jth element of
, so that if
is the jth
interaction event for process i according to the total order of
the events of i in m, then
. In
, we call every element
,
, a receive
a send message and every element
message.
For example, the projection for the process client
controller in MSC1 in Figure 2 will be "client
controller!server controller(send message) ".
Definition 3 (Equivalent Finite State Machine for a
, we define the
projection): For the projection
corresponding deterministic finite state machine
such that:

2. DEFINITIONS
In this section, we give some definitions related to MSC
notation based on a subset of ITU definitions for MSC [1, 4,
7].
Let P be a finite set of processes in a distributed system
) and C be a finite
(with the total number of processes
set of message contents (or message labels) that are passed
among the processes. Let
be the set of alphabet (i.e. events) for the process
, where
denotes an event that sends a message from
denotes
process i with content c to process j, whereas
an event that is received by process i a message with content
c from process j. The set of alphabet will be
and each member of is called a message.
In the following, we try to capture a causal relationship
between a message and its predecessors by defining partial
Message Sequence Chart (pMSC).

is a finite set of states labelled by
to
.
is the set of alphabet
is the initial state
is the final state (accepting state)
is the transition function for
such that
Thus the only
word accepted by
is
.
Note that scenarios can be treated as words in a formal
language, which is defined over send and receive events in
MSCs. Then, a well-formed word for a process is one that
for every receive event there exists a send event in that
word, which in fact captures the essence of definition given
for a pMSC (Definition 1). On the other hand, a complete
word for a process is the one that for every send event in it,
its corresponding receive event also exists in it. In practice,

Definition 1 (partial Message Sequence Chart): A partial
Message Sequence Chart (pMSC) over P and C is defined to
where:
be a tuple
E is a finite set of events.
maps each event with its label. The set of events
. The set of all send
located on process i is
events in the event set E is denoted by
and the set of receive events
.
as
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a system designer must look for complete and well-formed
words for each process, which is not necessarily an easy
task. For any MSC m in the set of MSCs M, any sequence
of m, obtained from a sequence of events in m that respects
the partial order of the events defined for m, is called a
linearization of m, and is a word in the language L(M) of M.

approach of [14] which is making use of an invariant
property of the system called semantic causality is followed.
is a
Definition 4 (Semantic causality): A message
and is denoted by
semantical cause for message
, if process i has to keep the result of the
in order to perform
.
operation of
For example, in MSC1 in Figure 2, message "send
signal" is a semantic cause for message "rotate". As
semantic causality is an invariant property of the system and
is part of the system's architecture and the domain
knowledge, it is independent of the choices made by the
domain experts. In other words, we let the current state of
the process to be defined by the messages that the process
needs in order to perform the messages that come after its
current states. Thus using semantic causality we proceed to
build the system’s domain theory as defined by Definition 5.
Definition 5 (Domain theory): The domain theory Di for a
is defined such that for all
set of MSCs M and process

3. SYSTEM BEHAVIOR MODELING
Scenario-based specification is an efficient and effective
way to represent system requirements for distributed
systems. However as each scenario only partially describes
system's behavior, scenario based specifications are subject
to deficiencies such as incompleteness and contradictions.
Thus having a methodology which can systematically
discover system design errors prior to implementation is
most beneficial and will lead to huge savings in time and
cost. In this section, the first part of this systematic
approach, which is the synthesis of state machines from
message sequence charts is described and elaborated using
the example of the mine sweeping robot.
The procedure of construction of finite state machines
(FSMs) from message sequence charts (MSCs) is referred to
as behavior modeling. For any process i of a partial MSC
described in Definition 1, an equivalent finite state machine
(Definition 3) can be constructed. For instance, Figure 6
shows the eFSM constructed for the client controller process
in MSC1.

qm30

send signal
(no obstacles detected)

qm31

rotate

qm32

motors move
forward

qm33

send message
(no obstacles detected)

, if
then
.
Following the example above, since the message "send
signal" is a semantic cause for message "rotate", both
messages are part of the domain theory. Upon building the
domain theory based on semantic causality we proceed to
assign state values to the states of the constructed eFSM as
explained in Defection 6.
for the
Definition 6 (State value): The state value
state
in eFSM
is a word
such that
over the alphabet
, and for 0 < k < f is defined as follows:
, if there exist
i)
some j and l such that j is the maximum index that

qm3f

Figure 6 - eFSM for the client controller process in MSC 1

qm30

send signal
(obstacles detected)

qm31

stop rotation

qm32

stop motors

qm33

send message
(obstacles detected)

if case i) does not hold

ii)

qm3f

but
Figure 7 - eFSM for the client controller process in MSC 2

qm30

send signal
(mine detected)

qm31

stop rotation

qm32

stop motors

qm33

send message
(mine detected)

iii)

, for some k l < f
, if none of the above cases hold

For instance in order to calculate the state value for state
we proceed as follows: from the domain theory of the
system (Definition 5) we learn that the maximum index j for
is a semantical cause for
which
is j = 1 for which
a message in the transitions after
That is to say
that for example the message "send signal" is a semantic
cause for message "motors move forward". Therefore from
case (i) of Definition 6 we obtain:
.
we observe
In order to calculate
, thus
that "send signal" is the only semantic cause after
case
(ii)
of
Definition
6
holds
and
we
. Therefore we
get
have
(rotate)(send signal). By

qm3f

Figure 8 - eFSM for the client controller process in MSC 3

A comprehensive definition for identical states is needed
for synthesis of behavior models from scenarios. To achieve
this we must first have a clear procedure to assign values to
the states of the eFSMs. This is a very important step and is
performed differently in various works. For instance, [13]
proposes the assignment of global variables to the states of
eFSMs by the system designed engineer, referred to as the
domain expert in this research. However the outcome of this
approach is not always consistent as the global variables
chosen by different domain experts would vary. Therefore
to achieve consistency in assigning state values, the
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V(qm21)
detected)
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Motors move
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stop motors
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1

Motors move
forward

S5

send message
(obstacles detected)

Sf

e

rotate

ro

1

V(qm11)

identical states that correspond to case (ii) of Definition 7
are determined. As identical states are possible areas in
which the system might get confused over what course of
action to take, these states are recorded and presented to the
domain expert to be analyzed and reconsidered.
Figure 10 demonstrates the manner by which identical
states in the mine sweeping robot example can result in
emergent behavior. As mentioned earlier, the message "send
signal" sent from either sensor to the "client controller",
should be considered as a transition regardless of the content
of that message since the client controller process is waiting
to take any message that is sent from the sensors. This
to have identical state values and
causes
satisfy case (ii) of Definition 7.

ta
t
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st nd
ac s
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s
de al
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d)

following the same approach we get the state value for
to be
(rotate)(send signal).
From these examples it can clearly be seen that semantic
causality is an invariant property of the system and is not
affected by the preferences of the domain expert.
To complete behavior modeling for the system, for each
process a final FSM which the union of its corresponding
eFSMs from different scenarios is to be built. Figure 9
demonstrates the union of the three eFSMs built from MSCs
1-3. As established in Definition 6 the value of start and end
states are defined to be equal to 1. The values for other
states are calculated and shown in Table 1.
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Figure 9 - The union of the eFSMs built from MSCs 1-3

Sf

Figure 10 - Resulted DFA after merging identical states
Table 1 - State values for the states of the resulted eFSMs

States

However the content of the message "send signal" will
make a difference in the behavior of the robot. Therefore
these identical states may result in emergent behavior. As
as
shown in Figure 10 by having the states
identical states the robot gets stuck in a state of confusion
between moving forward as it detects no obstacles in its
path, and setting a flag that a mine is detected by infrared
sensor. This state of deadlock is illustrated by MSC4, in
Figure 5.

State Values
(send signal)
(rotate)(send signal)
(motors move forward)
(send signal)
(send signal)
(stop rotation)(send signal)
(stop motors)(send signal)
(send signal)
(stop rotation)(send signal)
(stop motors)(send signal)

5. CONCLUSIONS AND FUTURE WORK
Detection of failures and removal of faults during field
use of a system is about 20 times more expensive than
detection and removal in the requirement and design phase
[15]. Some of the failures can be attributed to distributed
system design. A goal in this research is to identify possible
design flaws that might lead to run time problems in
distributed systems by analyzing the system specification
expressed by scenarios. Unfortunately, manual review may
not efficiently detect all the design flaws due to the scale
and complexity of the system. In this research we have
provided sound techniques to automate the specification and
design review of the distributed system and detect a subset
of unwanted run time behaviors, including implied
behaviors. These issues have been illustrated using the
example of a mine sweeping robot which is designed and
implemented as a distributed system.

4. DETECTION OF INDETERMINISM AND
EMERGENT BEHAVIOR
As demonstrated in the previous section, by assigning
state values based on semantic causality, the basis for
comparing states and consequently discovering identical
states is established. Identical states are defined in
Definition 7 as follows.
and
of
Definition 7 (Identical states): Two states
process i, (m and n could be the same) are identical if one of
the following holds:
i) j = k for
ii)
By considering the union of the eFSMs demonstrated in
Figure 9 and the state values presented in Table 1 the
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[12] S. Uchitel, J. Kramer, and J. Magee. Synthesis of behavioral
models from scenarios. IEEE Transaction on Software
Engineering, 29(2):99–115, February 2003.

In this paper, we provided a method to identify the exact
cause of implied scenarios, so that by capturing it, implied
scenarios can be detected and removed. This method is
novel in the sense of formalization of the cause of implied
scenarios. We believe that this is the main reason for some
shortcomings and conflicts in the current works, as they
have been revealed in [9] and [14]. One of our contributions
is to show that the concept of indeterminism, which was
demonstrated in this paper, is able to address and resolve the
problems that are mentioned in [9].
For future work automating the process of resolving the
detected emergent behavior is intended. In addition the
proposed methodology can be extended to a comprehensive
framework for model based analysis and testing of
distributed software systems. Furthermore, this technique
can be modified to take the UML’s sequence diagrams as
input and thus incorporate the analysis and design of
distributed object oriented systems. These techniques can
also be extended to verify the design of multi-agent systems.
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Abstract

and constraints that should be considered during
the design phases[5].

The technological progress designing new devices and the scientiﬁc growth in the ﬁeld of
Human-Computer Interaction are enabling new interaction modalities to move from research to commercial products. However, developing multimodal
interfaces is still a difﬁcult task due to the lack
of tools that consider not only code generation,
but usability of such interfaces. In this paper, we
present the MultiModal Web Approach and its authoring environment, whose main goal is boosting
the dissemination of project knowledge for future
developments beneﬁted by the solutions to recurring problems in that multimodal context.

As a result, the designers are exposed to an everincreasing challenge: despite of learning the novel
languages and accessible technologies and applying them to obtain the multimodal application code,
they should realize which are the best practices in
this research ﬁeld and how to experiment the designed interfaces with real users with different behaviors in a fast manner prior to the product release.
In addition, the project team should be concerned
on how to promote reuse of Design Rationale (DR)
and application code in order to decrease the cost
and effort implementing multimodal interfaces.
In this paper, we endeavor to answer these questions and concentrate on solving such issues by presenting the MultiModal Web Approach (MMWA),
which relies on the theoretical and empirical expertise acquired in the design process. Such expertise is documented in the form of Design Rationale
(DR), Design Principles and Design Patterns which
can be shared and applied by the design team, during multiple iterations to reﬁne the interface or by
designers of different applications.

1. Introduction
The support for various interaction modalities
has become a mandatory requirement for the next
generation interfaces with the growing proliferation of computing devices, the increasing availability of Web services to the worldwide population
and due to the great expressive power, naturalness
and portability that multimodal interfaces offer the
users to perform their daily tasks [9]. However, the
use of combined modalities such as voice, touch
and graph, raises a number of usability and interaction issues that the project team is faced with,
like syncronization and integration requirements

Moreover, based on our experience applying the
MMWA in real projects [8] and the observations
of the design workﬂow of MMWA, we have designed an authoring tool that guides the project
team, through the MMWA steps and activities. The
advantage of this authoring environment, MMWAae, is that it suggests design alternatives based on
1
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and enables the identiﬁcation, analysis and discovery of multimodal interaction Design Patterns.
Behavioral Model (BM) consists of scenarios,
constraints and information on the environment in
which the multimodal tasks will be performed. BM
aims to assist in identifying the information exchanged between the user and the system during the
task execution. The goal is getting the task domain
information that is necessary for selecting the appropriate tasks mapping and their multimodal interface representation. All such information and data
are documented as part of the multimodal application Requirements Speciﬁcation.
Task Identiﬁcation (TI) and Representation
(TR) identify the tasks to be performed by the user
analyzing important task aspects such as: goals,
initial states, activities and procedures involved, the
problems that may occur, the task environment, the
target audience and their experience, and the multimodal input and output. It creates abstract representations employing methods such as those described in [10] or [12]. Elements needed to generate and analyze any kind of multimodal input
and output including their pros and cons are documented in a DR form. The idea is representing
the result as a list of interfaces elements for each
candidate input and output modality and modalities
combinations. Concrete representations are used to
assign GUI and VUI widgets and the methods required to trigger the transitions as well as the events
that can be activated in each interface element.
Analysis of Solutions (AS) uses earlier captured DR and ﬁlters out the interaction options
based on specialists argumentations. It provides the
potential modalities to perform the task with their
DR. At the end, a design document is obtained and
it is evaluated in the next activity.
An elementary step in the development process
for any multimodal interface involves usability
evaluation (UE) of prototypes based on qualitative
studies; in MMWA it is represented as the Heuristic Evaluation mechanism (MMHE), and authentic
user interactions. A main feature of the MMWA is
the web-based usability evaluation mechanism that
is intended to provide data for problems identiﬁcation, analysis and correction in early stages of the

Figure 1. MMWA design process
previous collected DR [8] and the well-known interaction Design Patterns [2] extended to support
the multimodal theory and it also implements the
previous identiﬁed principles and checklists [8] so
that the designers are presented with the successful solutions for recurring problems in this context
together with their rationale.
This paper is structured as follows: Section 2
details the MMWA. Section 3 describes the case
studies that illustrate how MMWA-ae was applied,
sharing the most signiﬁcant results obtained. Section 4 presents a bibliographic review of design
methods for multimodal interfaces and their main
issues. Conclusions and future work are discussed
in Section 5.

2. The MultiModal Web Approach and
its authoring environment
The MultiModal Web Approach (MMWA) [8],
Figure 1, provides designers with a more practical
framework to design, develop and evaluate multimodal projects. It follows a spiral process composed of 5 activities that allow the capture and retrieval of DR, which provides successful solutions
for recurring problems in the multimodal interaction context, decisions, justiﬁcations, alternatives
and arguments that led to the ﬁnal design, documenting them for future reuse. As a result, it optimizes the methodology for developing interfaces
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project; in MMWA it is represented as a mechanism for automatic logging generation and analysis
in remote User Tests (MMLOG). A beneﬁt of webbased usability studies is that users can be recruited
from all over the world and can interact whenever
is most convenient.
The
MMWA
authoring
environment
(MMWA-ae) was developed to automate the
MMWA activities and serve as a framework for
developing multimodal Web interfaces using voice,
touch and graph. With the aid of MMWA-ae the
designer speciﬁes the multimodal interaction using
Task Analysis as a foundation. It is possible to
make use of Design Patterns and DR to resolve
design questions and obtain the rationale to solve
recurrent problems with the help of solutions used
in previous projects in the same context.
The use of DR can be time-consuming, disruptive and costs excessive. To solve this constraint
our approach extracts and captures DR information when it is needed. The MMWA-ae holds
an abstract mechanism for capturing and storing
DR allowing organizations and developers to use
any WIKI systems main features to collaborate in
the tasks speciﬁcation, implementation and during tests activities.This mechanism also makes information organization achievable, so that future
projects would beneﬁt from efﬁcient searches, ensuring that precise results are achieved.
Another important feature of MMWA-ae is the
ability to generate multimodal interface prototype
to be target of usability evaluations. For each task
speciﬁed by the designer, the tool creates a code
snippet that contains voice and graphical interface
elements and includes functions to capture interaction events. It is possible to perform remote user
testing deploying this interface in a Web environment, therefore evaluating the usability of the designed interface looking for problems that can be
corrected before release to a ﬁnal customer. This
functionality also enables the user interaction patterns identiﬁcation, by analysing charts and graphs,
and design errors identiﬁcation or areas of usability
improvement In addition it covers the main limitations of user testing, which are: the difﬁculty of
recruiting users, time and resources availability to

perform the tests, since the whole process is done
remotely.
Finally, MMWA automatically creates the design documentation, given that during the Task
Analysis the designer is aided by a wizard, whose
main goals are: to perform the analysis of solutions; to obtain the key usability principles to be
included in the generated code and to ensure that
the checklist available on MMWA is considered in
the prototype generation. As future work we intend to include in MMWA a mechanism for the fusion of pre-existing graphical user interfaces with
speech interfaces. Thus, the designer would spend
less effort in the checklists veriﬁcation and using
the practices compiled in the form of DR during
the process of specifying and creating multimodal
Web interfaces.

3. Overview of Case Studies & Results
Up to now we have performed 3 case studies using the MMWA that permitted us to exhibit expressive results obtained using the approach, including:
the validation of the MMWA cycle and its activities; the controlled mechanism to capture and store
DR; and the MMHE and MMLOG mechanisms
that allow for a better interaction design, reporting
the usability problems in a DR format and the underlying rationale to ﬁx them. A new case study
was conducted in order to obtain a number of results on the topic of the authoring tool. The objectives were to determine quality metrics, to analyze
the reutilization rate and to measure the usability of
the generated source code. The same design used
in a previous case study, a Car Rental System was
used. The artifacts were obtained by two groups
of designers: one following the MMWA approach
supported by the MMWA-ae and the other group
designing, developing and evaluating the interfaces
without the support of the authoring tool.
In order to be able to measure code reutilization
and to conﬁrm that the reuse was increased by the
use of MMWA-ae we employed the formula:
ReutilizationRate = [LOCreused + (LOCWhiteBox) - (LOCNonDesiredMethods)] / LOCtotal

Applying the reutilization rate formula in the

357

have developed a mechanism that helps on building
a Design Pattern based on repeated issues, recurring positions supported by well-built arguments.
Another important ﬁnding is regarding the usability of the MMWA-ae generated interfaces. By
performing Heuristic Evaluations we were able to
identify that most of the usability issues found during the ﬁrst case study were not present in the
user interface created by MMWA-ae. This could
be achievable due to the MMWA-ae inherent DR
knowledge and due to the Design Pattern suggestion mechanism, which allows the designers to
choose the best design pattern to implement their
ideas. Furthermore the usability principle built in
the generated code also contributes to the overall
usability increase. Comparing data from the three
case studies, problems found applying the MMHE
decreased from one case study to another due to
the use of DR in subsequent projects and due to the
use of Heuristic Evaluation prior to the User Tests,
validating assumptions made in [6] regarding the
complementary nature of those usability evaluation
methods.
We also used Association Rules in our case
studies. An association rule is rule of the type
A ⇒ B in which A and B are itemsets on the
database, and A ∪ B = ∅. The two classical measures to generate association rules are support and
conﬁdence. Support measures the joint probability of an items set in a database, that is, sup(A ⇒
B) = n(A ∪ B)/N , in which n(A ∪ B) is the number of transactions that A and B occur together,
and N is the total number of transactions. Conﬁdence indicates the occurrence probability of A and
B given the occurrence of A, that is, conf (A ⇒
B) = n(A ∪ B)/n(B).
The users interaction with the prototyped interface generated by MMWA-ae generates log ﬁles
containing the users actions and system events,
one containing all the iteractions in a row of the
database, called BASE-1; and another ﬁle containing where a single iteraction with an interface element in represented in a row of the database, called
BASE-2. There were 70 transactions in the BASE1 and 1,190 transactions in the BASE-2. Using association rules and extracting modalities and tasks

case study we ended up with 83% of overall reutilization.
Moreover, the time spent to design the interface and to obtain the prototype for user testing
is one of the main advantages of the MMWA-ae,
given that the interfaces prototype is obtained right
after the design phase is completed. In contrast,
when MMWA-ae was not used a large numbers
of tasks were performed before the prototype was
obtained, like: DR database queries, team discussions to validate implementation, rounds of usability analysis prior to the ﬁnal delivery, voice user
interfaces grammar creation and testing, etc.
MMWA-ae offers the designer a Wizard to ﬁll
all the important prompts to be used in each voice
interface. Furthermore by choosing one of the
Design Patters, for example the Calendar pattern,
the tool automatically creates the graphical and
the voice interfaces, the grammar and synchronizes
all of them together saving a huge amount of the
development time. It also increases the usability
of such interfaces because MMWA-ae includes an
error recovery strategy mechanism and the wellknow voice universal commands, allowing for a
more robust multimodal interface [1].
MMWA-ae also promotes the Design Documentation and Rationale storage and retrieval.
DR recorded in the case studies is intended to be
a framework of the reasons behind decisions made
when designing artifacts. The understanding of the
justiﬁcation for design decisions made throughout
the design process is necessary in order to understand, recreate, reuse or modify the design.
As a result the MMWA-ae enables the use of
DR: to verify the design decisions, whether it truly
reﬂected what the designers planned based on the
MMWA Behavior Model activity; to evaluate the
design alternatives (MMWA Analysis of Solutions
activity); to modify the design during the maintenance phases and to promote the Design Reuse;
to promote Design Communication among people
who are involved in the design process; to document the entire design process.
Another signiﬁcant outcome obtained was the
framework for Desing Patterns identiﬁcation.
Based on the DR collected in various projects, we

358

4. Related work

relationships like occurence and conﬁdence, we intend to verify which modalities the users choose to
perform a task in the system and in which tasks or
moments they use a combination of modalities to
interact. Besides that, we want to verify the most
common errors, in which part of the interface they
occur and how the modalities are used to recover
from an error.
Some of the extracted rules using the BASE-1
are shown in Table 1. It can be noticed that in
most of the interactions the user chooses both voice
and graphical models. In 74.6% of the times multimodality was used, in which the use of voice implies the use of graphical interface with 86.9% of
conﬁdence, and the use of graphical interface implies the use of voice with 85.5% of conﬁdence.
Rule
∅ ⇒ VOICE
∅ ⇒ GRAPHICAL
VOICE ⇒ GRAPHICAL
GRAPHICAL ⇒ VOICE
VXML ERROR ⇒ GRAPHICAL

Support
85.9
87.3
74.6
74.6
50.7

A number of tools, methods and frameworks
to multimodal interface design have become accessible in recent time. A method for developing
Web-based multimodal interfaces was proposed by
[12]. In this method a framework splits the interface life cycle into four levels: tasks model, domain model, abstract and concrete interface models, each of them performing transformations on
the previous levels until the achievement of the ﬁnal multimodal interface. All the elements, models
and transformations between the levels are speciﬁed evenly through a single interface description
language, the UsiXML. Thus, the whole project
knowledge necessary to lead the changes is explicitly contained in the processing rules, and implementing these rules is granted by a transformation
mechanism.
A tool to assist in the development of multiple
types of interfaces and different ways to combine
graphics and voice in multi-devices environments
was proposed by [10]. The interface can be adapted
to the interaction resources available to avoid confusing the designer with many details related to
devices and programming languages. Bourguet
[4] has investigated the creation of a multimodal
toolkit in which multimodal scenarios could be
modeled using ﬁnite state machines. A more theoretical approach is CARE and its component based
approach ICARE [3] that has provided inspiration
for a comprehensive toolkit: OpenInterface [11].
A multimodal framework, which architecture is
based on agents geared toward direct integration
into a multimodal application, was designed by [7].
One of the most interesting aspects is the use of a
parallel application-independent fusion technique.
We could observe that these methods do not consider principles, guidelines, DR or Design Patterns
to facilitate the design of multimodal interfaces.
We believe such concepts are most important since
they guide designers in making consistent decisions
through the elements which compose the product
and they are efﬁcient techniques to capture, document and communicate the scientiﬁcally validated
and applied knowledge.

Conﬁdence
85.9
87.3
86.9
85.5
92.3

Table 1. Rules from BASE-1
In order to identify common errors using the
voice interface the BASE-2 was used to ﬁnd association rules. The most common error identiﬁed
was in the name identiﬁcation task in the voice interface ( Table 2). This error occured due to the
wide variety of names and the high complexity of
the name grammar in the voice interface. The association rules and the conﬁdence/occurence relationship allowed us to verify that users choose to
switch modes to recover from the error, after the
second frustated attempt to interact using voice. In
98.1% of the interactions with the names graphical interface we found a previous voice interaction
with 71.8% conﬁdence (VOICE ⇒ name GRAPHICAL (71.8, 98.1)).
Rule
VXML ERROR ⇒ name
Name ⇒ VXML ERROR

Support
3.3
3.3

Conﬁdence
33.6
32.8

Table 2. Rules from BASE-2
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Additional concerns were also identiﬁed, given
that these tools, methods and frameworks are speciﬁc to a particular issue even if multiple interactions are available; there is a lack of systems that
convey information using the modalities that are
most appropriate to the users and their tasks; there
is a lack of experience recording and spreading DR
with the employed multimodal interactions. Thus,
our aim is to overcome these issues and concerns
by providing an approach and a tool as it was explicitly shown in the previous sessions.
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Press, New York.
[4] M. Bourguet. A Toolkit for Creating and Testing Multimodal Interface Designs. In Companion
Proc. of UIST 2002, pages 29–30, Paris, 2002.
[5] J. Coutaz, L. Nigay, D. Salber, A. Blandford,
J. May, and R. Young. Four easy pieces for assessing the usability of multimodal interaction: the
CARE properties. In Proc. of Interact’95, pages
115–120, ACM Press, 1995.
[6] H. Desurvire. Usability inspection methods, chapter Faster, cheaper!! Are usability inspection methods as effective as empirical testing?, pages 173–
202. John Wiley & Sons, Inc., New York, 1994.
[7] F. Flippo, A. Krebs, and I. Marsic. A framework
for rapid development of multimodal interfaces. In
Proc. of the 5th international conference on Multimodal interfaces, Vancouver, B.C., Canada., 2003.
[8] A. T. Neto, T. J. Bittar, R. P. M. Fortes, and K. Felizardo. Developing and evaluating web multimodal interfaces - a case study with usability principles. In SAC ’09: Proc. of the 2009 ACM symposium on Applied Computing, pages 116–120, New
York, NY, USA, 2009. ACM.
[9] S. Oviatt, R. Lunsford, and R. Coulston. Individual Differences in Multimodal Integration Patterns:
What Are They and Why Do They Exist?. In Proc.
of CHI’05, pages 241–249. ACM Press, 2005.
[10] F. Paterno and F. Giammarino. Multimodal interaction: research papers: Authoring interfaces with
combined use of graphics and voice for both stationary and mobile devices. In Proc. of the working
conference on Advanced Visual Interfaces, 2006.
[11] M. Serrano, L. Nigay, J.-Y. Lawson, A. Ramsay,
R. Murray-Smith, and S. Denef. The OpenInterface framework: a tool for multimodal interaction.
In Adjunct Proc. of CHI 2008, page 35013506, Florence, Italy, 2008. ACM Press, New York.
[12] A. Stanciulescu, Q. Limbourg, J. Vanderdonckt,
B. Michotte, and F. Montero. A Transformational
Approach for Multimodal Web User Interfaces
based on USIXML. In Proc of the 7th international
conference on multimodal interfaces ICMI 2005,
pages 259–266. ACM Press, New York., 2005.

5. Conclusions
Multimodal interfaces are viewed as a promising
opportunity for achieving universal access in the
near future. On the other hand the ﬁeld is still novel
and needs further research to build reliable and usable multimodal applications due to a lack of supporting tools for the project team. With these statements in mind, we have created the MultiModal
Web Approach and developed its authoring environment that aim to assist designing, implementing
and testing multimodal user interfaces, promoting
modality integration, error handling, dialog management and DR reuse in a clear manner. Furthermore we have show the signiﬁcant results applying
our approach and our tool in real projects through
the accomplishment of case studies.
In summary the tool had: promoted code reuse;
decreased the time to create prototype for usability
evaluations; promoted design documentation; supported DR storage and retrieval and decreased the
usability issues. We have also applied association
rules to identify errors and users behaviors interacting with multimodal interfaces since it is a well
know tool to discovering interesting relations between variables in large databases. The next step in
our research is to increase the Design Pattern support in the MMWA-ae to allow for a more robust
interface prototype generation.
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Abstract—The development of user-centered human computer
interfaces
requires
consideration
of
several
design
recommendations called guidelines. These guidelines are focused
on interface usability and are proposed by several authors. This
article proposes the use of an expert system to identify guidelines
for a given project more effectively. The expert system developed
suggests guidelines from the analysis of a situation described by
the designer. Four hundred and thirty guidelines were included.
The article also presents the technique used to organize the
guidelines of several authors in the system.
Keywords—Expert Systems; Human-Computer Interfaces;
Guidelines

I.

INTRODUCTION

The user-centered development has attracted designer's
attention due to the growing needs to increase user interaction
satisfaction.
Aiming at producing more natural and less hostile user
interfaces, graphical elements have been introduced into them
in order to represent data and tasks. This representation allows
the user to directly interact with data and tasks. Actually, these
items do not correspond to any data or even tasks; they are just
their “signs”. Therefore, signs production is a crucial factor
which contributes to create a good performance user interface
[9].
In order to be able to estimate the success or failure chances
of solutions suggested by the designer for a user interface, there
are, in the literature, broad sets of recommendations. These
recommendations are called guidelines [1].
According to Nielsen [1], Human-computer interface (HCI)
design guidelines may be used as background for heuristic
evaluations of a user interface which is being developed.
Nielsen [1] also describes a heuristic evaluation as a group of
designers observing and analyzing the interface in order to
identify usability issues and verify the application of guidelines
to solve them. Nielsen proposes the use of guidelines in a
specific stage of the "usability engineering model". The model
is composed by three main stages: Pre-design stage, Design
stage e Post-design stage [18]. The following activities
compose the usability engineering lifecycle:
Pre-design stage:

1) Know the user: Study of intended users and use of the
product, which includes individual user characteristics,
task analysis, functional analysis, and evaluation of the
user and the job.
2) Competitive analysis: Analysis of existing products as best
prototypes that can include comparative analysis of
competing products if they exist.
3) Setting usability goals: Setting levels of performance for
usability attributes.
Design stage:
4) Participatory design: This means the involvement of
users in the design process.
5) Coordinated design of the total interface: This step
ensures the consistency of the entire user interface.
6) Guidelines and heuristic evaluation: There are general,
category specific, and product specific guidelines that can
be used as background for heuristic evaluation.
7) Prototyping: Fast produced versions of the system for
early usability evaluations.
8) Empirical testing: Evaluation of the interface by user
testing.
9) Iterative design: Production of new interfaces based on
the usability problems identified in empirical testing.
Post-design stage:
10) Feedback from field use: Gathering usability data after the
release of the product.
Besides heuristic evaluation, guidelines may also be used in
the HCI design [14].
Nielsen's model provides details for the HCI design;
however, the designer must be aware of guidelines in order to
be able to design a high usability HCI.
Aiming at assisting HCI designers, an expert system was
developed. This expert system has the task of recommending
HCI design guidelines. These recommended guidelines may be
used during the HCI design as well as in expert reviews. The
expert system purpose [8] is to provide a fast, easy and
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economical way which tells the HCI designer the design
guiding principles.
A. Guidelines Classification
Nielsen [1] defines three basic categories of guidelines:
General guidelines, category-specific guidelines and productspecific guidelines. General guidelines are applicable in all
types of user interfaces. Category-specific guidelines are
applicable only in a few types of user interfaces. Finally,
product-specific guidelines only are applicable in an individual
product.
One example of general guideline is proposed by
Shneiderman [4]: “Design understandable, predictable and
controllable user interfaces”.
According to Nielsen [1], there are several extensive
collections dedicated to elicit and propose guidelines for the
HCI design. Two of them are Brown's collection [2], with a
total of three hundred and two guidelines, and Mayhew's
collection [3], with a total of two hundred and eighty eight
guidelines. Through these numbers we see that guidelines
application is not trivial. Therefore, the HCI designer needs to
focus on what is needed and deal with design trade-offs [17]
B. HCI Design Support Expert Systems
Expert systems are designed to be used in problems which
require a considerable amount of human knowledge and
expertise [16]. In the HCI context, there is the expert system
ACE (A Color Expert) [13] whose purpose is to assist HCI
designers whenever they need to choose a color for a specific
component of an HCI. According to ACE authors, color
guidelines collections contain low quality guidelines. Though
these collections contain guidelines aimed at eliciting which
color use and which color not to use in a specific HCI, they do
not contain general guidelines for the correct components color
choosing. The ACE interface consists of some questions
regarding components of a specific HCI and their relationship.
Through these answers, ACE suggests which color to use in
every HCI component.
A multidisciplinary approach to integrate software
engineering, HCI design and artificial intelligence is proposed
by [19]. The part concerning artificial intelligence is composed
by an expert system whose main objective is to provide support
and assistance in a HCI design. The expert system outputs are
abstract user interfaces which are obtained through the analysis
of conceptual models. These conceptual models involve
descriptions of various HCI aspects such as HCI tasks and the
relationship among these tasks. Some of the benefits obtained
through this approach concern the generation of user interfaces
adaptable to different types of users and the possibility of
performing different types of tasks.
Mobi-D [11] is an interactive environment whose purpose
is to represent relevant aspects of the HCI design combined
with declarative models. Some of elements which compose this
environment are decision support tools whose feature is shown
below. The HCI design in Mobi-D starts with user tasks
elicitation, a fundamental activity. This activity is performed
by the designer and aided by users. From user tasks, the

designer begins to interact with the tool in order to build user
tasks and domain model which will be used in the remaining
activities. Regarding the decision support tools role, these
analyze built models in order to provide presentation and
design dialog recommendations such as which interaction
object should be used to perform a sub-task.
C. The Developed Expert System
The expert system aims at suggesting user interface design
guidelines by analyzing a situation described by the designer.
In the early development stage, four hundred and thirty
guidelines have been selected. All of them have been extracted
from these authors: [1], [2], [4], [5], [6], and [14]. In order to
allow the guidelines search and selection [8], it was necessary
to group them according to the characteristics and goals they
had in common. The resulting groups of guidelines are called
meta-guidelines [8]. Structuring the database in this way, the
guidelines search and selection occurs through the metaguidelines rather than the analysis of guidelines one by one.
The names of these meta-guidelines have been defined by
analyzing the common goal which every guideline of a same
group owned. For example, there were some guidelines which
concerned about providing features to help protect user data,
thus the created meta-guideline has been named "data
protection".
The guidelines grouping resulted in a total of twenty five
distinct meta-guidelines. All of them are shown below:
1.

System feedback
1.1. Response time
1.2. System messages
1.3. Response to user actions
1.4. Feedback display

2.

Data protection

3.

Documentation

4.

Accessibility
4.1. Basic accessibility
4.2. Advanced accessibility

5.

Data display
5.1. Numeric data display
5.2. Textual data display
5.3. Alphanumeric data display

6.

User interface internationalization

7.

Colors
7.1. Color application
7.2. Data highlighting
7.3. Assistance to people with disabilities

8.

Terminology

9.

Design
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9.1. Textbox design
9.2. Button design
9.3. Taskbar design
9.4. Icon design
9.5. Selection list and selector design
9.6. Window and message box design
9.7. Menu design
9.8. Label design
9.9. Table and graph design
In addition, since the system database is not restricted to
this amount of meta-guidelines, it may be expanded whenever
necessary.
II.

SYSTEM ARCHITECTURE

The system was designed according to what was proposed
by Peixoto [7]. Therefore, there are four main components
which form the whole system. They are: User interface, expert
system, knowledge base, and database. The Fig. 1 shows the
elements through their organization into layers and modules.
When the system starts, the expert system layer accesses
the knowledge base contained in layer three to load stored
knowledge rules. The user interface layer, one, gathers some
information with the designer through modules one to three.
Gathered information is analyzed by the expert system in
order to select appropriate meta-guidelines. Finally, as result
of this analysis, the system accesses the database (layer three)
to retrieve guidelines according to meta-guidelines previously
selected.
In addition to user interface modules one to three, there is
user interface module four which is aimed at assisting a
designer in a HCI evaluation and it is going be presented with
more details in a future section.

A. User Interface
The user interface performs three types of analysis with the
designer. All of them have been made based on proposals [9],
[10] and [12].
Netto [9] proposes a user profile analysis based on several
questions. Some of them performed by the system are:
Computer experience identification, domain knowledge
identification (knowledge to perform the same tasks without
help of computer) and application user frequency.
Complementing Netto’s user profile analysis model, there is a
question which aims at identifying the existence of users with
special needs.
Mandel [12] proposes a user environment analysis based on
several aspects. According to him, the designer must gather
user environment information regarding the physical
environment type, the user location and mobility, and cultural
considerations. For this analysis, the user interface asks
whether the system under construction will be used in more
than one country or region. For example, a system which will
be used in more than one country needs to properly deal with
conversions among several coin types [1].
Finally, according to Sommerville [10], in a presented
information analysis, HCI designer must gather information
regarding several aspects. Some of them are: Presented
information type, direct manipulation user interface existence
for managing such information, the importance of such
information, and how fast information changes should be
notified to the user.
Thus, the user interface presents one screen for each
analysis type:
1.

User environment analysis screen: It aims at identifying
the existence of an internationalized system. The question
the designer has to answer is shown in Fig. 2.

2.

Presented information analysis screen: It aims at
identifying main characteristics related to the type of
information managed by the system under construction
such as the information type, textual or numeric. The
questions the designer has to answer are shown in Fig. 3.

3.

User profile analysis screen: It aims at identifying majority
characteristics in the user community such as computer
experience and domain knowledge. The questions the
designer has to answer are shown in Fig. 4.

Figure 2. User environment analysis screen

Figure 1. System architecture
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The system performs three analysis types: User profile
analysis, user environment analysis, and presented information
analysis. Therefore, the knowledge base has been structured to
support all of them.
All the knowledge used to feed the knowledge base was
gathered from the literature with the help of a usability expert.
One of the books used was [9].
Concerning knowledge base update, a new rule must be
inserted manually, since there is not any module to update the
knowledge base with new rules yet.
C. Expert System
The expert system inference engine uses the forward
chaining strategy to analyze knowledge rules [15]. Through
this strategy, the antecedent part of a rule is analyzed and then,
in case of a rule that matches the described situation, the
consequent part is executed.

Figure 3. Presented information analysis screen

Usually, a knowledge rule used with an expert system is ifthen type; however, since JBoss Drools Plataform [20] has
been used to provide some elements of an expert system, the
rule syntax used was when-then type.
The Fig. 5 presents two when-then syntax rules following
Netto’s recommendations [9]. For this representation, the rule
predicates are computer_experience and meta-guideline.

Figure 5. User environment analysis screen

D. Database
The system integrated database aims at storing HCI design
guidelines. For each stored guideline, the main information is:

Figure 4. User profile analysis screen

B. Knowledge base
The knowledge base goal is to store rules used to represent
expert knowledge so that the expert system can work with
these rules appropriately.
The knowledge base is composed by when-then syntax
rules that are intended to indicate which are the metaguidelines that best fit a under construction HCI. All necessary
information to system execution is gathered by the user
interface.

1.

Guideline;

2.

Guideline example;

3.

Guideline justificative;

4.

Guideline reference (composed by book, year, page,
author, local, and publisher).

Since it depends on the author to inform guideline
information, guideline example and justificative may or may
not be present.
III.

GUIDELINES SELECTED BY THE SYSTEM

The system output is composed by a set of guidelines
presented to the designer. It allows the designer to perform
expert reviews or to design a new HCI.
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A set of guidelines (such as in Fig. 7 showing results from
Fig. 2, 3 and 4) is suitable for design inspiration, as a checklist
in heuristic evaluation or can serve as a reference for answering
specific design questions [18].

Heuristic evaluation is the critique of an HCI regarding a
short list of heuristics such as ten usability heuristics from
Nielsen [1]. These heuristics are more general than specific
HCI guidelines. In this type of review, HCI guidelines may be
used as background [1].
In a guidelines review, the interface is checked according to
specific HCI guidelines, such those manipulated by the system.
Expert reviews are cheaper than a traditional usability tests
such as tests involving user watching and they may be
performed at different points in the development process. In
addition, it is a test which may take little time or few days to be
performed [21].
A. HCI Evaluation and the Expert System
Besides suggesting guidelines for a under construction HCI
as described before, the expert system may also be used as a
way of providing guidelines for an expert review. Aiming at
assisting designers in a HCI expert review, it has been
developed a module providing only relevant aspects to the
designer in this phase. Through one screen, the designer may
select some areas that need to be evaluated and select
guidelines for those. The Fig. 6 shows all areas available to be
chosen.

Figure 6. Some of the guidelines selected by the expert system

Finally, by using system proposed guidelines, high quality
user interfaces will be produced. Nielsen [18] says: “to ensure
the usability of interactive computer products, we must actively
include usability concerns in the software development
process”.
IV.

HUMAN-COMPUTER INTERFACE EVALUATION

Shneiderman [21] places guidelines in a relation composed
by four pillars. This relation demonstrates elements composing
a successful HCI design. These elements are: HCI
requirements, guidelines, HCI software tools, and usability
testing.
Concerning usability testing, there are different types of
tests that may be performed. One of them is expert reviews
[21]. Expert reviews are those in which experts analyze the
user interface in order to find design issues. After that,
solutions based on guidelines may be proposed.
Shneiderman [21] also defines six different types of expert
reviews: Heuristic evaluation, guidelines review, consistency
inspection, cognitive walkthrough, metaphors of human
thinking, and formal usability inspection. Heuristic evaluation
and guidelines review are those in which HCI guidelines may
be used.

Figure 7. HCI evaluation screen

After selecting desired areas, some HCI guidelines will be
presented to the designer. The presentation of these guidelines
is done in the same way as shown before with Fig. 6.
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V.

CONCLUSION

This article presented the developed expert system and the
technique used to organize the guidelines of several authors
inside the system database.
A set of questions have been selected and organized in
order to provide the search of guidelines for a specific project.
The meta-guidelines concept was introduced to reduce the
search space and speed up the choice of guidelines for a
specific HCI project.
The system does not have a guidelines acquisition interface
yet. However, a module which allows the designer to insert a
new guideline with the identification of its meta-guideline will
be developed. The system will also be expanded with the
acquisition of more guidelines.

[7]

[8]

[9]
[10]
[11]
[12]
[13]

The system is going to be used in the first semester of 2010
during the practical lessons of Human-Computer Interfaces
subject at Methodist University of Piracicaba. Certainly, by
using the system, system instructions will be able to be
improved in order to become more efficient in the HCI design
support.

[14]

[15]
[16]
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Abstract — During software development, in order to reuse or
maintain some existing codes (e.g. some classes, interfaces and
methods), developers often need to figure out how the codes work
and how to use them. Whenever this time, developers often need
to read a lot of help-documents about the existing codes. However,
in some projects, help-documents are very large and the contents
related to the target codes are often scattered in different sections
or even in different documents. So, developers often have to
spend much time and effort searching and reading the documents
by jumping from here to there or even from one document to
another. In many cases, the reading becomes so tough and timeconsuming that it makes many developers abandon their tasks.
Especially in some big projects this situation is particularly
serious. In this paper, we proposed a document-section
relationships discovering method and developed a novel tool
named Document Reading Assistant (DRA) to assist developers
to read help-documents. In our method, the background
knowledge contained in the class diagrams corresponding to the
target codes is leveraged to discover the relationships among
different document-sections, and then DRA will use these
relationships to guide developers to finish their reading efficiently.
Our experiment shows that, with our assistant tool, the
developers can finish their reading more efficiently and easily.
Keywords-software reuse, document reading, document-section
relationships discovering, software maintenance;software tools

I.

INTRODUCTION

Software reuse and software maintenance are important
activities for software development. During reuse-based
software development and software maintenance, developers
need to figure out how the target codes (e.g. some classes,
interfaces and methods) work and how to use them. In order to
reuse or maintain the existing codes, developers must try to
understand them and make it clear that how to carry out the
task at hand. Besides referring to the source code or example
code of the target code, developers often need to read the helpdocuments such as user manual and design documents about
the existing codes.
However, in some projects, the help-documents are very
large and usually contain a lot of files. Furthermore, the
contents related to the target code are often scattered in
different sections or even in different documents. So,
developers often have to spend much time and effort searching
and reading the documents by jumping from here to there or
even from one document to another. In many cases, the reading
becomes so tough and time-consuming that it makes many
†

developers abandon the task. Especially in some big project
this situation is particularly serious.
In this paper, we proposed a document-section relationships
discovering method and developed a novel tool named
Document Reading Assistant (DRA) to assist developers to
read help-documents. In this method, the background
knowledge contained in the class diagrams corresponding to
the target codes is leveraged to discover the relationships
among different document-sections. And our tool will show
internal relationships among document-sections visually to
developers. With this tool, whenever a developer focuses on an
interested section in the help-documents as a beginning, DRA
will guide the reading process by finding out the most related
sections from all the documents and recommend them to the
developer. By this means, developers can finish their reading
more efficiently and easily.
Differently from the general text similarity matching
algorithms such as Vector Space Model (VSM) [9], our
document-section relationships discovering method used in
DRA aims to discover the internal relationships among the text
sections in help-documents according to the background
knowledge contained in the class diagrams corresponding to
the target codes. In other words, we use class diagrams as an
intermediary to discover the relationships between documentsections instead of only calculating text similarity.
Our approach contains the following three steps:
1. Each imported help-document is divided into many
sections according to the subtitles. Then, these sections are
stored as a tree structure named subtitle tree.
2. Discover the relationships among all the documentsections by our proposed algorithm using the background
knowledge in class diagrams corresponding to the target codes.
3. When a section is being read, the related documentsections will be recommended visually to developers according
to the discovered relationships.
Because the related document-sections recommended by
our tool is discovered according to the class diagrams
corresponding to the target codes, but not only according to the
general text similarity as many traditional methods did, more
valuable relevant document sections can be found, meanwhile
more unrelated document sections can be pass over. As a result,
developers can read more relevant document sections of the
target codes during their reading process with less effort, so
they can finish their reading more efficiently and easily.
The rest of this paper is organized as follows: section Ċ
presents the overview of our approach. The core algorithm is
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described in section ċ. Section Č is the description about our
tool—DRA. We conduct an experiment and a case study to
evaluate our work in section č. Related work is presented in
section Ď. Section ď draws the conclusion for our work.
PROPOSED APPROACH

II.

As Figure 1 shows, there are three steps in our approach.
We will describe them in detail in the following three
subsections, respectively.
Class diagrams

step1

docn
doc2
doc1

title

.…

Docs

1

2
2.1

.…

2.2

step2
doc1

title

doc2

title

.…
1
.…

.…
1

2
2.1

2.2

.…

2
2.1

2.2

step3
Doc2
Doc1 2.2 related:
subtitle
2.2 related:
1)subtitle
doc1 subtitle
2.1
doc1subtitle
subtitle2.1
2.1
2)1)doc2
doc2subtitle
subtitle1 2.1
3)2)doc2
…3) doc2 subtitle 1
…

Figure 1. Overview of our approach

A. Step 1: Document Segmenting
The content of documents is primarily plain text and is
usually organized according to some kind of structure. Our first
task is to get the document structure. A common method is to
use the subtitle tree. The subtitles split the document into many
sections, which may have parent-child relationships with each
other. For example, the section with subtitle “1.1.” can be seen
as the child of the section with subtitle “1.”.
For help-documents, all the paragraphs in the same subtitle
usually focus on the same topic such as how some part of the
code works or how to use some part of the code. So we divide
the document in accordance with subtitles, which makes sense
in most conditions.
After document segmenting, a help-document is
reorganized as a tree. Each node, which has its own subtitle and
content, in the tree represents a section of the document, each
leaf in the tree represents the smallest subtitles in the document.
In the next step, the internal relationships between these
sections will be discovered.
B. Step 2: Relationships Discovering
This step is the core of the whole process. All the
document-sections got in the last step and the class diagrams of

the target codes are used as input. In order to make the
description simple and easy to understand, we will describe the
algorithm separately, the frame of algorithm will be discussed
first in this section. The detail of algorithm will be discussed in
section ċ. The frame of our algorithm is shown in Figure 2, it
contains four stages.
Stage 1: We get all the classes in the class diagrams of
codes and all the document-sections in each help-document
ready as inputs.
Stage 2: For each document section s, the classes related
with s are obtained by the algorithm named Algorithm_s2C.
The algorithm takes s and all the classes in the class diagrams
as input and then calculates the score between s and each class.
The score represents the degree to which s and the
corresponding class are related. If the score between s and a
class c is greater than zero, we will put c in the result set C.
Algorithm_s2C will be described in section ċ-A in detail. For
each c in C, the relationship between s and c can be shown as:
<s, c, scores2c>,
where scores2c represents the relativity degree between
section s and class c.
Stage 3: Secondly, for each class c in the result set C get in
stage 2, the sections related with c are obtained by the
algorithm named Algorithm_c2T. Similarly to Algorithm_s2C,
this algorithm takes c and all the document-sections as input
and then calculates the score between c and each section. The
score represents the degree to which c and the corresponding
section are related. If the score between c and a section t is
greater than zero, we will put t in the result set T.
Algorithm_c2T will be described in section ċ-B in detail. For
each t in T, The relationship between c and t can be shown as:
<c, t, scorec2t>,
where scorec2t represents the relativity degree between class
c and the section t.
Taking into account the relationship <s, c, scores2c>
obtained in Stage 2, we know T contains the sections related
with s through c. For a section t in T, s and t have the
relationship: <s, t, c, scores2c, scorec2t>.
Stage 2

Stage 1
document
sections
s

classes

document
sections
s

classes
ci
cj

Stage 4
document
sections
s
t

Stage 3
classes
ci
cj

document
sections
s
t

classes
ci
cj

Figure 2. Four stages in relationships discovering

Stage 4: Stage 3 is repeated for each c in C. Then a lot of
Ts are produced. We use Ti to represent the T related with ci.
The final result set Tfinal can be obtained by putting Ti together.
For a t in Tfinal, it may be present in different Ti at the same
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time. For example, if a section t is present in both Ti and Tj,
then s and t have these relationships simultaneously:
 s, t , ci , scores 2 ci , scoreci 2t !

frequency of c’s class name appearing in the title and content
of s to determine scores2c. Following is the pseudo-code:
Input:
s : the section being read.
allClasses : the set composed of all the classes.
Output:
C : the result set which contains the related classes.
Begin:
for each c in allClasses
float scores2c = 0;
if (c.name appears in s.subtitle)
scores2c += weightsubtitle;
end if
int freq = countFreq(c.name, s.content);
scores2c += countScore(freq);
if (scores2c > 0)
put c in the result set C
s and c has a relation: <s, c, scores2c>
end if
end for
End

 s, t , c j , scores 2 c j , scorec j 2t !

As a result, the relations discovered between sections here
are actually multi-dimensional. Each dimension is based on a
class in the target codes.
For each document-section, the four stages will be
performed until all the relationships are discovered.
C. Step 3: Recommendation
After the relationships are discovered, some work should be
performed to convert relationships to recommendations:
1. The relationships discovered are multi-dimensional,
which are inappropriate to display directly. So we need to
convert the multi-dimensional relations into a one-dimensional
relation. The following method is used:
For s and t, if they have relationships like this:
 s, t , ci , scores 2 ci , scoreci 2t !
 s, t , c j , scores 2 c j , scorec j 2t !

 s, t , ck , scores 2ck , scoreck 2t ! …

Convert the multi-dimensional relationships to a onedimensional relationship:
<s, t, Ct, scores2t>, where Ct: {ci, cj, ck, …} and
scores 2t

¦ score

s 2c

In the code above, we distinguish two kinds of positions
where c’s name appears in section s to calculate scores2c.
1. When c’s name appears in s’s subtitle, regardless of
frequency, we add weightsubtitle to scores2c. In our
implementation, we set weightsubtitle to 1.0.
2. When c’s name appears in s’s content, the amount added
to scores2c is calculated by countScore(freq), which is
implemented as follows:
Input:
freq : frequency of c’s name appearing in s’s content.
Output:
score : a part of scores2c which is calculated based on freq.
Begin:
float countScore(int freq)
float score = 0;
if (freq > 0)
score = 0.5 + 0.05*(freq-1);
end if
if (score > 1)
score = 1;
end if
return score;
End

* scorec 2t

cCt

Here, Ct can be seen as the background knowledge of the
relationship between s and t, which may help developers decide
whether t is worth reading.
2. It is worth nothing that the tree structure of the document
should be taken into consideration for relationship discovering.
After the relationships are changed to one-dimensional ones,
the effect of the tree structure can be involved. The main
principle here is that the relationships between section s and the
direct children sections of a section t should contribute to the
relationship between s and t.
n

finalscores 2t

scores 2t  ¦ finalscores 2 cti / n
i 1

n: number of direct children of t in the subtitle tree
cti: direct child of t in the subtitle tree, i is from 1 to n
3. Sorted by the finalscore, related sections can be
recommended to the developer when section s is being read.
III.

ALGORITHMS IN RELATIONSHIPS DISCOVERING

This section describes the two algorithms mentioned in
section Ċ-B in detail.
A. Algorithm_s2C
Algorithm_s2C is used in Stage 2 of Step 2, by which we
can find the related classes for a source section s. The
algorithm aims to calculate scores2c. Overall, it uses the

This implementation makes a great difference in score
when freq is 0 and 1. The score rises with the increase of freq.
Considering that the coarse-grained sections would be in the
ascendant, we set a maximum value for the returned score, i.e.
1.0 in this paper which takes good effect in practice.
B. Algorithm_c2T
Algorithm_c2T is used in Stage 3 of Step 2, by which we
can find the related sections for class c. The algorithm aims to
calculate scorec2t, which mainly uses term frequency and
inverse document frequency to count the score.
The score formula is:
w term, doc, D tfterm , doc / doc * log( D / df term )
tfterm,doc: frequency of term in doc
|doc|: number of all the terms in doc
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D: set of all docs
|D|: number of docs
dfterm: frequency of docs that contain term
The scorec2t can be got by the following formula:
scorec 2t w(c.name, t.subtitle, Allsubtitles) * D

in studying a software project. As we can see, as users reading
a document section, the sections with the closest relationships
with the section being read would be listed beside the source
section. Users can jump to a section directly by double-clicking
the corresponding subtitle.

 w(c.name, t.content , Allcontents) * E
Allsubtitles: set of the subtitles of all the sections
Allcontents: set of the contents of all the sections
 and  represent the importance of subtitle and content in
the calculation, respectively. In our implementation,  is set to
0.4 and  is set to 0.6.
IV.

the section being read
the section recommended

the list of the
related sections

OVERVIEW OF THE TOOL: DRA

Determining how to display the recommendations to
developers is also an important issue, which will make a great
impact on users. If the recommendations are not well displayed,
it will confuse developers and takes little effect.
documents,
Class
diagrams

User

User Interface

Figure 4. Recommending related sections

In addition to the main feature, DRA also provides some
other features. For instance, DRA can show users the class
diagram visually, and can find the sections related with a class
in the class diagram (the algorithm in section ċ-B is reused
here). Due to the limited space, please refer to [18] for further
information about DRA.

Relationship Discovery Module
Information
Extraction
Module

Indexing Module
Information Storage Module

Figure 3. The architecture of DRA

Based on our approach, we developed a tool which is called
Document Reading Assistant (DRA) to help developers read
help-documents. The architecture of DRA is shown in Figure 3.
So far, our tool supports Microsoft word file with the
extension ‘doc’ and the class diagram file generated by
EclipseUML [8]. EclipseUML is a plug-in for Eclipse, which
could be used to create UML diagrams.
DRA contains five parts:
1. The information extraction module is responsible for
extracting information from documents and class diagram files.
2. The information storage module stores the information
extracted from files. The document segmenting in Step 1 of our
approach is carried out in this module.
3. The indexing module is built upon the information
storage module. It creates the indices for both the subtitles and
contents of document-sections. These indices provide support
for the relation discovering module.
4. The relationship discovery module is the most important
module. It deals with the major steps in our approach,
including discovering relationships, recording relationships, etc.
5. The user interface can significantly impact on user
experience. We designed the interface by reference to the
interfaces of some outstanding IDEs, such as Eclipse and
Visual C++, in order to make DRA user-friendly.
The snapshot of the main feature of DRA is shown in
Figure 4. DRA shows the section being read and the related
sections at the same time in order to bring the user convenience

V.

EVALUATION

To evaluate our approach and the implemented tool, we
conducted an experiment and a case study, which are presented
in the next subsections, respectively.
A. The Experiment
In this section, we conduct an experiment to assess our
approach using two widely accepted IR metrics: recall and
precision. Recall is the ratio of relevant document sections
retrieved for a query (i.e. the document-section a developer is
reading) over the total number of relevant document-sections
for the query. Precision is the ratio of relevant document
sections retrieved for a query over the total number of retrieved
document sections for the query. For a given document-section
di, we assume that there are Ri document-sections relevant to it,
and there are Ki relevant document sections among the total Ni
retrieved document-sections. The recall and precision in this
case are defined by the following formulas:

Recall

# relevant i  retrieved i
%
# relevant i

Ki
Ri

Pr ecision

# relevant i  retrieved i
%
# retrieved i

Ki
Ni

Obviously, high recall and high precision are what we
should pursue. However, the consequence of higher precision
is generally a lower recall (and vice versa). For the entire
system, the average recall and precision are defined as follows,
where i ranges over the entire query document-sections set:

Re call
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¦K
¦R
i

i

i

i

¦ # relevant  retrieved
¦ # relevant
i

i

i

i

i

%

Pr ecision

¦K
¦N
i

i

i

i

¦ # relevant  retrieved
¦ # retrieved
i

i

i

i

%

i

This metric is also widely used by researches on
traceability links recovery between software artifacts to
evaluate the recovery results [10, 11].
We conduct the experiment on Lucene [7], a well-known
open source information retrieval library containing two main
functions: text indexing and searching. The version of Lucene
we use in the experiment is release 1.4 consisting of 231
classes. We use ‘Lucene in action’ [6] as the help-document,
which is a very popular book introducing Lucene 1.4
comprehensively; it consists of 10 chapters, 421 pages. It is
unpractical to label all of the contents for the experiment; we
select the first four chapters of this book to conduct the
experiment. Chapter 1 is an overview about Lucene; Chapter 2
introduces the indexing functionality in detail, Chapter 3
describes the searching functionality, and Chapter 4 introduces
analysis, which is an important factor for indexing and
searching. There are total 113 sections, 148 pages in these 4
chapters. From the 113 sections, we randomly select 50
sections for which we labeled their relevant sections manually.
Among these 50 sections, 4 have one relevant section, 5 have
two relevant sections, 12 have three relevant sections, 17 have
four relevant sections, 4 have five relevant sections, and 8 have
more than five relevant sections. There are no sections which
do not have any relevant segments. Then we use our approach
to recommend sections for these 50 sections from the 113
sections, and calculate the average recall and precision
according to different cut values. Result is shown in Figure 5.
Precision/Recall
1
0.9
0.8
0.7

Precision
Recall
P-VSM

0.6
0.5

R-VSM

0.4
0.3
0.2
0.1
0

cut point
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Figure 5. Recall and precision values for experiment with our approach (i.e.
Precision and Recall) and experiment with VSM (i.e. P-VSM and R-VSM)
using Lucene 1.4 and Lucene in action.

From Figure 5, we can see that at cut point 1, the average
precision is over 90% while recall is 23%. Recall reaches over
90% when cut point is 10, where the precision is 37%. Recall
reaches 96% at cut point 16. It is worth nothing that it is
unpractical to find all of the traceability links only using
automatic method. Human interaction should be leveraged to
achieve this goal. Generally, it is considered by many
researches that a good compromise for using IR methods in
traceability links recovery would be getting on average a good
recall (typically at least 70%), with an acceptable precision
(typically at least 30%) [17]. From this point of view, the result
of our approach is acceptable. The result also indicates that our
approach can restrict the document space to read at the level of

10 to ensure that a developer can find the actually relevant
segments roughly with precision being 40%.
Note that, instead of simply using textual similarity, our
approach compute the relativity between document sections
based on class diagram. To compare our approach with textual
similarity based approach, we carried out the experiment again
by computing the relativity between document sections
according to their textual similarity calculated with Vector
Space Model (VSM). The precision and recall values for this
experiment are shown in Figure 5 as P-VSM and R-VSM,
respectively. Obviously, our approach outperforms VSM based
approach significantly. With cut point below 20, the greatest
precision of VSM based approach is only 25%, while the
greatest recall is 51%. The poor performance of textual
similarity based approach might because there is too much
useless information (terms) which will influence the result
negatively.
However, our ultimate goal is to help software developer
learn software project, and further, to reuse or maintain the
software project better. To verify whether our tool can really
save the effort a developer need spend in learning a software
project, we conduct a case study in the next subsection based
on Lucene.
B. The Case Study
In this study, we assign some tasks to the subjects to answer
some questions about Lucene. Some subjects are provided with
our tool and the other subjects can only learn the target
software manually. By comparing the time spent by different
subjects giving right answers, we evaluate the effect of our tool.
As mentioned, Lucene consists of two main functions:
indexing and searching. In the case study, we designed a
questionnaire which contains two parts of problems. Part 1 is
about indexing and Part 2 is about searching. Eight senior
students were selected to participate in the experiment. They all
major in computer science, and they do not know Lucene
before the case study took place. These students were divided
into three groups. Group 1 and Group 2 could read the helpdocument from paper, while Group 3 could read them on
computer.
In Lucene in action, section 1.5 and section 1.6 are the
overview of indexing and searching, respectively. The
difference between Group 1 and Group 2 is that Group 1 was
given the recommendations of section 1.5, while Group 2 was
given those of section 1.6. Group 3 used DRA to solve the
problems. So the recommendations of both section 1.5 and 1.6
are available to the subjects of Group 3.
The answers of the questions in the questionnaire are
distributed in many sections. The recommendations of section
1.5 (the overview of indexing) might help solve the problems
of Part 1 (the problems about indexing), while the
recommendations of section 1.6 (the overview of searching)
might help solve the problems of Part 2 (the problems about
searching). The experiment aimed to evaluate the effect of
these recommendations.
The time each subject consumed was recorded.
Furthermore, we asked the subjects about their experience in
accomplishing the task after they finished the experiment.
1) Case Study Result
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The time each subject consumed is shown in Table 1. The
results with bold font are the time consumed by the subjects
with recommendations.
Firstly, we discuss the groups which read the documents
from paper. We can see that Group 1 with the
recommendations related with indexing spent less time than
Group 2 apparently in Part 1. While in Part 2, Group 2 with the
recommendations related with searching does not show
significant advantage and even spent a little more time in the
mass. The following may be the reasons leading to the
condition:
TABLE I.
Environment

Paper

Computer
(DRA)

THE TIME EACH SUBJECT CONSUMED
Part 1
Part 2
Group
No.
(min.)
(min.)
1
11
25
1
2
10
14
3
15
20
4
34
13
2
5
32
14
6
27
10
7
20
12
3
8
20
13

1. The problems of Part 1 are more difficult than those of
Part 2. As the students must spend much time finding out the
location where the section related with the problems is, the
section recommended plays an important role. While the
problems of Part 2 are easier, it’s not difficult for the subjects
of Group 1 to find the related section without the
recommendations.
2. If the recommendations are not meaningful for the
problem, which may occur occasionally, the subject will waste
some time consulting the recommendations and then refer back
to the structure of the documents such as the catalog to solve
the problem. This kind of wasted time can be ignored in the
difficult task like Part 1. But in the easier task like Part 2, it
can’t be ignored.
Next, let’s see the result of Group 3. The time spent in Part
2 is still similar to all the other subjects’. The possible reasons
have been discussed above. Then we focus on the time spent in
Part 1. It is similar to that of Group 1. It seems that using our
tool has no advantage over the recommendations from paper.
Some experiments [5] have shown that reading paper is more
comfortable and efficient than on-line documents. Taking into
account the fact, we can conclude that our tool doses improve
the efficiency in reading those on-line documents.
2) Case Study Result Analysis
In contrast to the results above, all the subjects, including
those in Group 2, think that the recommendations are useful
and make the tasks easier more or less. This shows that even
the recommendations do not take effect in increasing efficiency
in some cases; it is certainly effective to improve the user
experience.
Some subjects (3 of 6) in Group 1 and 2 complained that
the recommendations on paper were hard to use, especially at
the beginning of the experiment. They had to spend some time
getting familiar with the use of the recommendations. But they
still utilized the recommendations to finish the task in the end
and approved the effect of the recommendations.

The subjects in Group 3 had no such complaints. In fact,
while using DRA, they were more dependent upon the
recommendations. And the use of those recommendations did
not confuse them. The tool could display both the section being
read and the sections recommended in one screen, which
brought the subject convenience.
From the result, we can see that our approach and the tool
improve the efficiency in reading the help-documents to finish
a task, although the easy task in this case cannot show the
advantage significantly. Considering the difficulty in learning a
real software project, we believe that this tool could help the
developers in the studying process. On the other hand, the
experiment shows that the tool does improve user experience in
reading the documents, which is another important reason to
confirm the meaning of the tool.
In addition, it is notable that the help-document we used
during the evaluation, i.e. ‘Lucene in action’, is a published
book. This means that its content has been arranged carefully
before being published to make it more readable. But in real
life, the help-documents for many software projects, especially
some open source projects, are generally not well organized.
Developers will run into many problems during trying to learn
these projects. We believe that the improving effectiveness of
our approach and tool for developers to learn software projects
will be better for the software projects whose help-documents
are not well organized. In the future, we plan to carry out some
further experiments and case studies on more various kinds of
projects to evaluate the effect of our approach and tool further.
VI.

RELATED WORK

A. Traceability Link Recovery
There are many artifacts produced during software
development. How to manage or recover the traceability links
between artifacts has been received much attention in the
literature. Some of them focus on managing traceability links
among various artifacts during software development phase,
such as TOOR in [12], IBIS in [13], and REMAP in [14]. But
they either rely on naming conventions or assigning the links
manually by developers. Some other researches recover
traceability links between design and source code by
leveraging a specific notation as intermediate representation,
such as software reflexion model proposed by Murphy et al. in
[15], and Abstract Object Language (AOL) in [16]. The most
closely related work is the IR based traceability links recovery.
The first research using IR method to recover traceability links
between software artifacts is proposed by Antonio et al. in [10].
They applied and compared two different IR models,
probabilistic model and vector space model, to recover the
traceability links between source code and free text
documentation. Further, Marcus et al. [11] used anther IR
model, i.e. Latent Semantic Indexing (LSI), to conduct
traceability links recovery, and the result indicates that LSI
outperforms the two models applied by [10]. Both of the two
works extract information, e.g. identifiers, comments, from
source code thus to treat source code as a special kind of free
text document. Then the traceability links are recovered by
computing the textual similarity between source code and other
documents using different IR model. They provide a promising
starting point to recover the traceability links between software
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artifacts using IR methods, though the results seems not so
encouraging due to the limitation of IR technology. The
difference between them and our work is that we do not simply
apply IR method to recover the traceability links between
source code and documentation. Using class diagrams as
intermediary, we compute the relativity between different
document-sections. This ensures that the relativity reflects the
relationship between document sections more in the aspect of
implementation, rather than textual similarity. Information in
class diagrams and the structure of documents are taken into
account during the computation. In addition, based on the
proposed approach, we implement a tool to assist developer to
read help-documents to learn software project. The documentsections related to the section being read by a developer will be
recommended to the developer. Developers can also use our
tool to view class diagram and source code when they read
documents.
B. Recommendation System
There is an increased interest in recommending system
which can help users find books, web pages, news that they are
fond of [1, 2, 3]. Regardless of the intentions of these systems,
there are three main methods to make the recommendations:
content-based filter [2], collaborative filter [1] and hybrid
methods [3].
Software reuse and maintenance are important activities for
software development, though we still face a lot of difficulties
in practice. The idea of developing a tool that can help the
developers carry out successful reuse and maintenance is also
an important reason that leads to this work. To the best of our
knowledge, there is no proceeding work which focuses on
recommending the related sections in the software project helpdocuments to assist the developers to learn the software project.
Our approach can be seen as using content-based method. But
differently from the normal content-based method which only
takes the item the user has read into consideration, our
approach also involves the class diagrams of the software in the
recommendation algorithm. It doesn’t get information only
from the document-section itself.

show that this approach can help the developers improve both
efficiency and experience in studying a software project.
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Abstract—In judging the quality of a research study it is
very important to consider threats to the validity of the study
and the results. This is particularly important for empirical
research where there is often a multitude of possible threats.
With a growing focus on empirical research methods in
software engineering it is important that there is a consensus
in the community on this importance, that validity analysis is
done by every researcher and that there is common terminology
and support on how to do and report it. Even though there are
previous relevant results they have primarily focused on quantitative research methods and in particular experiments. Here
we look at the existing advice and guidelines and then perform
a review of 43 papers published in the ESEM conference in
2009 and analyse the validity analysis they include and which
threats and strategies for overcoming them that were given
by the authors. Based on this analysis we then discuss what
is working well and less well in validity analysis of empirical
software engineering research and present recommendations
on how to better support validity analysis in the future.

In this study we survey how validity threats are analyzed in
recent papers published in ESE and discuss the current stateof-the-art and what may have caused it. We then propose
ways that can help in improving the analysis of validity
threats. In particular we address the research questions:
• RQ1. What are the existing advice on and checklists
for VTs in ESE?
• RQ2. What is the current practice in discussing and
handling validity threats in research studies in ESE?
• RQ3. Is the current practice of sufﬁcient quality and, if
not, how can it be improved?
To limit the scope the survey presented here has been
constrained to only cover one year of a major ESE publication
venue. Because of this our results are only preliminary.
Section II below describes existing advice on validity
threats in software engineering. In Section III we describe
the methodology for the survey we have performed on VT
analysis and mitigation in ESE. Section IV gives the results
of the survey and analyses them. Finally, Section V discusses
the VTs of this study itself and future work, while Section
VI concludes.

Keywords-Validity threats, Empirical research, Software engineering, Research methodology

I. I NTRODUCTION
Empirical research in software engineering (ESE) is
increasingly important to advance the state-of-the-art in a
scientiﬁc manner [1]. A critical element of any empirical
research study is to analyze and mitigate threats to the validity
of the results. A number of summaries, models and lists of
validity threats (VTs) have been presented to help a researcher
in analyzing validity and mitigate threats [1, 2]. Many of
these results focus on VT analysis for quantitative research
such as experiments [1] while other consider VT analysis
for qualitative research [2].
For a researcher in ESE it may not be clear if the existing
checklists are consistent or which one applies to a particular
study. In particular for qualitative ESE research this can be
a problem since few studies with results speciﬁc to software
engineering has been presented. Furthermore, several recent
results have pointed to problems in how ESE research is
conducted or reported in sub-areas [3, 4, 5]. In this paper,
we want to analyse in particular how validity threats are
analysed and mitigated in ESE research studies. Ultimately
this will lead to additional support and guidelines for how
to more consistently perform such analysis and mitigation
and thus increase the validity of future ESE results.

II. VALIDITY IN S OFTWARE E NGINEERING R ESEARCH
Validity of research is concerned with the question of
how the conclusions might be wrong, i.e. the relationship
between conclusions and reality [2]. This is distinct from the
larger question of how a piece of research might have low
quality since quality has more aspects than validity alone, for
example relevance and replicability. In non-technical terms
validity is concerned with ‘How the results might be wrong?’
not with the larger questions of ‘How this research might be
bad?’. In many cases they overlap, though.
Validity is a goal, not something that can be proven or
assured with the use of speciﬁc procedures. A validity threat
(VT) is a speciﬁc way in which you might be wrong [2].
In a validity analysis (VA) you identify possible threats and
discuss and decide how to address them. A speciﬁc choice
or action used to increase validity by addressing a speciﬁc
threat we call a mitigation strategy.
For quantitative research in software engineering, such as
experiments, speciﬁc advice on validity analysis and threats
was given by Wohlin et al [1] structured according to previous
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results from Cook et al [6]. Wohlin et al discuss four main
types of validity threats: conclusion, internal, construct and
external.
Conclusion validity focus on how sure we can be that the
treatment we used in an experiment really is related to the
actual outcome we observed. Typically this concerns if there
is a statistically signiﬁcant effect on the outcome.
If there is a statistically signiﬁcant relationship the Internal
validity focus on how sure we can be that the treatment
actually caused the outcome. There can be other factors that
have caused the outcome, factors that we do not have control
over or have not measured.
Construct validity focus on the relation between the theory
behind the experiment and the observation(s). Even if we
have established that there is a casual relationship between
the treatment of our experiment and the observed outcome,
the treatment might not correspond to the cause we think we
have controlled and altered. Similarly, the observed outcome
might not correspond to the effect we think we are measuring.
Finally, the External validity is concerned with whether we
can generalize the results outside the scope of our study. Even
if we have established a statistically signiﬁcant casual relation
between a treatment and an outcome and they correspond to
the casue and effect we set out to investigate the results are
of little use if the cause and effect we have established does
not hold in other situations.
For qualitative research methods there are not software
engineering speciﬁc results and we have to turn to other ﬁelds
of study. Epistemologically qualitative research stretches
between positivism as one extreme and interpretivism as
the other [7]. The two similar notions of subtle realism and
anti-realism have also been used by some authors [8].
The fundamental difference between the two resides in
the interepretivists belief that the humans differ from the
subjects/objects of study in the natural sciences since social
reality has a meaning for humans. That meaning is the
basis both for human actions and the meanings that humans
attribute to their own actions as well as the actions of
others [7]. Positivists on the other hand view humans as
any other data source that can be sensed, measured and
positively veriﬁed [7].
Both positivistic and interpretivistic scientists are interested
in assessing whether they are observing, measuring or
identifying what they think and say they are [9]. However,
since their research questions, methods and views on reality
differ, so do the methods to assess the quality of their
work. Positivists usually use natural sciences criteria: internal
and external validity, reliability and objectivity [7]. The
interpretivists use a set of alternative criteria: credibility,
transferability, dependability and conﬁrmability [10]. No
matter the criteria, there are threats to the validity of the
research. Lincoln and Guba suggest reactivity (researchers
presence might inﬂuence the setting and subjects behaviour),
respondent bias (where subjects knowingly or unknowingly

provide invalid information) and researcher bias (assumptions
and personal beliefs of the researcher might affect the study)
as main threats. Maxwell focuses on the researcher and
lists description (of the collected data), interpretation (of
the collected data) and theory (not considering alternative
explanations) as the main threats [2].
Table I below summarizes the main validity threats that
have been discussed above.
III. R EVIEW M ETHODOLOGY
Below we describe how we selected the papers to be
included in the review, the overall process used and the
forms used in the analysis of each paper.
A. Selection of papers
To limit the scope of our initial review we wanted to
select only recent papers published in ESE. This is also
motivated by the fact that ESE has been maturing and if we
would include too many years back these papers might not be
representative of current practice. Based on this we selected
all full research papers published in the Empirical Software
Engineering and Measurement (ESEM) conference in 2009.
Even though this is a limited selection our assumption is
that ESEM is the state-of-the-art conference on empirical
software engineering research and as such can be expected
to have higher expectations, standards and experience of
empirical research.
A total of 43 full papers was published in ESEM 2009
and are thus included in our results and analysis below.
B. Process for Review
For each of the papers we read and ﬁlled in one form
summarizing the type of and empirical content of the paper
(Paper form). For each validity threat or issue discussed in
the paper we then ﬁlled in a form with detailed information
about each threat and any mitigation strategies mentioned
for it (VT form). The forms used are presented in Tables II
and III respectively and described in more detail below.
The forms themselves were created in discussions between
the researchers based on the review of the existing literature
on validity threats and analysis presented above. These initial
forms were then piloted on a random selection of 4 papers
which was reviewed independently by both authors. The pilot
test did not uncover any discrepancies between the analyses
of the two authors. It only prompted clariﬁcation of where to
record what and the exclusion of a redundant question. Since
we used the same papers in this step this also validated that
we had the same interpretation of the forms and used them
in the same way. We also discarded the idea of classifying
each identiﬁed threat since there is no clear uniﬁed model
for how this can be done.
The remaining 39 papers was then reviewed by one of the
authors and the corresponding forms ﬁlled in. During this

375

Table I: Main types of Validity threats discussed in the literature.
Validity threat type
Conclusion validity
Internal validity
Construct validity
External validity, Transferability
Credibility
Dependability
Conﬁrmalibity

Example of typical questions to be answered
Does the treatment/change we introduced have a statistically signiﬁcant effect on the outcome we measure?
Did the treatment/change we introduced cause the effect on the outcome? Can other factors also have had an effect?
Does the treatment correspond to the actual cause we are interested in? Does the outcome correspond to the effect
we are interested in?
Is the cause and effect relationship we have shown valid in other situations? Can we generalize our results? Do the
results apply in other contexts?
Are we conﬁdent that the ﬁndings are true? Why?
Are the ﬁndings consistent? Can they be repeated?
Are the ﬁndings shaped by the respondents and not by the researcher?

review work, whenever some aspect of a paper were unclear
the paper were discussed jointly by the authors.
In total this resulted in 43 Paper forms and a total of
136 VT Issue forms ﬁlled out. One paper is excluded from
our analysis since it was a theoretical paper without any
empirical content or any analysis of validity. Descriptive
statistics, aggregation and analysis of the forms was then
done cooperatively between the researchers.

Table II: Summary of ‘Paper form’ with questions for each
analysed paper.
Question
1. Software Engineering Perspective?
2. Software Engineering Areas?

C. Paper form
Table II presents the paper form that was ﬁlled out for
each of the reviewed papers.
The questions on the form aimed to characterize the
overall characteristics of the paper (Questions numbered
1-3), the research methods used (Q4-5), the type and amount
of empirical material (Q6) and additional comments (Q7).
For each of the VTs identiﬁed we then ﬁlled in a VT form
detailed below. We also noted a derived measure based on
whether there was zero (noted value ‘No’) or at least one
(‘Yes’) VT forms ﬁlled out for each paper. All the sheets
and the answers to each question were collected, sorted per
paper, in an excel sheet for further analysis.

3. Sub-area(s) within main
area?
4. Type of methodology or
outlook?
5.
Research
Methodology(ies)?

6. Data sources and collection
methods?
7. Comments?

Alternatives
Business, Architecture/Technology,
Process, Organisation, Other
Requirements Engineering, Design
or Architecture, Implementation,
Testing or V&V, Management, Metrics or Measurement, People issues or Human factors, Economics,
Methodology, Other
List main keywords in order of
decreasing importance
Quantitative, Qualitative, Both, Unclear
Controlled Experiment, Experiment,
Survey, Case study (comparative),
Case study (exploratory), Multiple
Case Study, Design of Solution,
Improvement of Solution, Design
of Education, Design of Methodology, Observation study, Grounded
Theory Study
Describe type as well as number of
subjects/groups/companies etc
Free form for any important additional comments

D. Validity threat form
For each validity issue discussed in one of the papers we
used the form summarized in Table III to describe it.
The ﬁrst two questions on the form (Q1-2) asked the
reviewer to describe the validity threat and if the authors
gave the threat any ‘formal’ name according to Table II
above. Then two questions (Q3-4) were ﬁlled out for each
mitigation strategy associated with a validity threat. One
questions focused on describing the mitigation strategy itself
(in the authors own words) while the other asked the reviewer
to estimate which part of the study had been affected by
the mitigation. The included parts to be judged were the
design, the collected data or the analysis of the results. If the
mitigation strategy had not actually been used but was just
noted as a possible future strategy it was marked as affecting
the ‘Future Work’.
The total time needed for reviewing each paper was also
noted in the excel sheet that collected all information.

Table III: Summary of ‘Validity threat form’ with questions
for each validity issue.
Question
1. Summary of validity
threat?
2. Classiﬁcation or naming of
threat by author?
3. Mitigation strategy for
threat?
4. Mitigation strategy affected which part of study?
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Alternatives
Summarize based on how threat is
described in the paper
Note according to validity threats
listed in Table I
Summarize strategy based on how
described in the paper
Design of study, Implementation /
Collected data, Analysis of results,
Future work

Table V: Num. of papers for different research methodologies.

Table IV: Num. of papers for different types of research
methodology.
Type of Method
Quantitative
Qualitative
Both
Unclear
TOTAL

Number
30
4
7
1
42

Method
Experiment
Design of Solution
Case studies
Multiple case studies
Design of Improvement
Survey
Design of Methodology
Controlled experiment
Design of education
Observation study
Grounded theory
TOTAL

Percentage
71.4%
9.5%
16.7%
2.4%
100%

IV. R ESULTS AND A NALYSIS
A. Summary of quantitative data
From the 42 paper forms included in the analysis only
one focused on the Business perspective, 11 on the Architecture/Technology perspective, 28 on the Process perspective
and four on the Organisational perspective1 . One paper was
focused on Education.
Table IV shows the distribution of papers for the different types of research methodology (Q4 on ‘Paper form’).
Unfortunately the distribution is very skewed and have too
few Qualitative papers for us to be able to compare the two
different methodologies.
Table V summarizes the number of papers and their
average number of validity threats for each research methodology employed. Overall 34 papers (79.1%) discussed at
least one validity threat while 9 papers (20.9%) lacked
any such discussion. We can see that interestingly enough
there seems to be a difference in the number of validity
threats that are discussed in quantitative studies compared to
qualitative ditto. If we consider the experiments, controlled
experiments and surveys as quantitative methods and consider
case studies, multitude case studies, observation study and
action research as qualitative (since the latter used grounded
theory it seems plausible), the former group considers an
average of 5.46 validity threats while the latter considers 3.23.
Since we cannot assume the number of validity threats follow
a normal distribution and since they are few, we compared
these differences in mean with the Wilcoxon rank sum nonparametric statistical test. The difference between them are
statistically signiﬁcant at the α = 0.05 level (p = 0.029).
Figure 1 shows a boxplot of the number of validity threats
for the papers employing qualitative or quantitative research
methods, respectively. We can see that the difference is quite
clear as conﬁrmed by the statistical test.
The number of mitigation strategies (69) was much lower
than the number of validity threats (136) with an average
of only 1.60 mitigation strategies per paper and 0.49 per
validity threat. So on average only for about half of the
validity threats that were discussed did the paper authors
also discuss a way to overcome the threat.
Table VI lists the number of mitigation strategies deemed
to affect a certain phase of a study. We note that for 5 of the
1 Note

Num. papers
9
8
7
4
4
3
3
1
1
1
1
42

Percentage
21.4%
19.0%
16.7%
9.5%
9.5%
7.1%
7.1%
2.4%
2.4%
2.4%
2.4%
100%

Avg. VTs
5.22
1.38
4.14
2.25
1.25
4.33
1.67
11
3
2
2
3.26

Figure 1: Boxplot of num. of validity threats for different
research methods

69 identiﬁed strategies it was not possible to judge which
phase they affected. For the rest there is no clear trend, other
than the fact that many mitigation strategies (26.5%) even
if they are discussed are just mentioned as future work and
have not affected the results in the reviewed study at all.

Table VI: Num. of mititgation strategies that affects each
phase.
Affected phase
Design
Future Work
Analysis
Implementation / Data collection
TOTAL

that a few papers had more than one perspective
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Num. strategies
20
17
14
13
64

Percentage
31.2%
26.5%
21.9%
20.3%
100%

B. Analysis of validity threats in reviewed papers

many researchers seem to describe threats based on their
within-study terminology and understanding. The current
terminology is more abstract which may limit its uptake and
use and thus the level of support it gives.
To remedy this situation we proposed that a new and
simpler terminology is introduced that is more directly linked
to the actual elements of the study and is adapted to the
type of method, data source and analysis method employed.
Ideally such a framework should support both quantitative
and qualitative methods. We see little reason that this should
not be possible as long as variation is allowed along the
dimensions discussed above. As a starting point a common
and abstract process model of most research studies can be
used along the lines presented for case studies in [11] or for
experiments in [1]. These two models both have ﬁve steps
with the same meaning and only slightly varying names.
That the number of mitigation strategies is low compared to
the number of threats might seem alarming. However, many
threats are stated just as limitations for which there is no way
the author could have mitigated the it. A typical example is
that the sample size is too small so the results might not be
statistically signiﬁcant. However, the reason often seem to be
one of convenience sampling, i.e. the researchers interviewed
or performed experiments on the subjects that were available
in the studied organisation; they could not get access to any
additional subjects.
There also seem to be some room for more extensive
validity analysis. For the 25 reviewed papers that had a
validity discussion they covered 5.44 threats on average per
paper. Since there are typically several threats to each part
and phase of a study this number seems low and it seems
that there may be a lot of ommission errors. However, it
can also be the case that because of length restrictions the
researchers have considered more threats but only includes
the most severe ones in the actual paper. For these reasons
it might be useful to have more complete validity analysis
available on home pages for respective papers or similar.
Standardized forms for this type of analysis and reporting
might be valuable to promote this practice. However, we ﬁrst
need to extend the analysis in this paper to better understand
the quality of validity analysis today.

Almost no authors had classiﬁed their threats based on any
of the standard methods or names as presented in Section II.
The only widespread name was ‘Generalizability’ which is
the same as External validity.
A fairly common threat was the questioning of the ‘quality
of the raw data’, ‘limited sample size’ and ‘convenience
sampling’. Quite common was also the use of different types
of biases to describe threats. Example of such biases that
were mentioned are the ‘researcher intervention bias’, ‘monooperation bias’, ‘mono-method bias’, ‘researcher bias’, and
‘vested interest might cause bias’.
Overall it was not clear how to map many of the discussed
threats into the formal nomenclature. Most authors used
their own naming and did not try to relate to the published
literature with lists of threats to be checked. Many authors
seemed to consider the validity threats mostly as a postresearch walkthrough of limitations with only limited actual
effect on the study. However, we need to study the data in
more detail, and ﬁnd a uniﬁed framework in which to analyse
the many different threats stated before we can investigate
this in more detail.
We also investigated how easy it was to ﬁnd the validity
discussion in the reviewed papers. Only 25 of the investigated
43 papers had an explicitly named section discussing validity
threats.
V. D ISCUSSION
Overall more than 20% of the reviewed papers lacked
any analysis of validity threats. This is an alarmingly high
ﬁgure. Empirical researchers should know that there is always
several threats to the validity of any research study and they
should be examined both before and while designing the
study as well as throughout the other phases of a study.
The average number of validity threats discussed was 3.26
overall, but higher for quantitative studies (5.46) and slightly
lower for qualitative studies (3.23) and the lowest for studies
that designed a new method, approach or solution. We think
this can be explained by the fact that the existing guidelines
for validity analysis of software engineering research focus
on experiments. It thus becomes more likely that researchers
doing quantitative research in the area would eventually get
reviewer comments or take preparatory courses etc where
they are introduced to these guidelines. The same is not as
likely for qualitative researchers which would have to go
outside of the software engineering ﬁeld to ﬁnd relevant
guidelines and support.
It is apparent from our study that the existing terminology
for analysing validity threats is not used. Only in a few cases
was the terms Internal, Conclusion, Construct or External
validity used, even in experiments and other quantitative
studies. We propose that one explanation can be the fact
that these terms are not more directly linked to the actual
elements of the studies, what has been done etc. Rather

A. Validity threats
There are several validity threats to the design of this study.
Our choice of venue is limited to a single venue and a single
year. In extending this work we should of course include
more venues and more years. This would both give more
data and allow better and more detailed statistical analysis as
well as allowing a broader coverage of the ﬁeld of software
engineering. Care should be taken to ensure that also quality
studies are found and included.
During data collection we mostly used a single researcher
to review each paper. Although we tried to mitigate this threat
by noting any unclear issues and discuss them together there
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is still a higher risk that a single reviewer can be biased and
consistently extract the wrong information. For the future we
hope to have the resources to have at least two reviewers for
each paper. The pilot with co-review of four papers should
have helped to create a common understanding though.
Another threat to the data collection is that our chosen
categories did not always ﬁt the papers, threats and/or
mitigation strategies. Based on the experience from this initial
survey we will update the form further to ensure consistent
collection and analysis of results.
We see few threats to the numerical analysis, however
there are several threats to the analysis of the threat and
strategy summaries. Since we had no uniﬁed framework with
which to classify the threats or strategies our analysis at this
stage is only indicative; without statistics on which threats
are common and not the analysis is unreliable.

[2]
[3]

[4]

[5]

VI. C ONCLUSIONS
To investigate the current state-of-practice in analysing
validity threats among researchers in empirical software
engineering we have reviewed all full research papers from
the ESEM conference in 2009. More than 20% of these
papers contains no discussion of validity threats and the
ones that do discuss on average only 5.44 threats. For only
half of the discussed threats are any strategy to overcome
or mitigate the threat discussed by the paper authors of the
reviewed papers. And more than 25% of these mitigation
strategies mentioned have not been used in the studies but
are just discussed as future work. Furthermore, the situation
seems to be worse for qualitative studies than for quantitative,
possibly because the little advice there is for validity analysis
in software engineering has been presented for experiments.
However, even the existing advice seem to have found little
use, in particular, no common terminology seemed to be
used for validity analysis; researchers use their own terms
or use no speciﬁc terms at all.
We propose that a common model for the process of
conducting empirical research in software engineering is
created and that a simpler terminology for validity threats
and analysis is adapted to this model. Speciﬁc guidelines
for different research methods, data sources and collection
methods can then be attached to the model and allow
adaptation to the speciﬁcs of each study. Such a model
would also allow for more detailed analysis of which threats
are currently analysed and which have been missed. In
future work we will developed such a model and framework
and apply it to more research papers to validate it as well
as deepen our knowledge of the state-of-the-art in validity
analysis.

[6]

[7]
[8]

[9]
[10]
[11]
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GHIHFWVSHUPRGXOH
7KH HYDOXDWLYH VWXGLHV RI FDVHEDVHG UHDVRQLQJ
&%5 PRGHOVKDYHEHHQSURPLVLQJ7KHPRVWQRWDEO\
DGYDQWDJHRID&%5LQWKLVFRQWH[WLVWKDWWKHGHWDLOHG
FKDUDFWHUL]DWLRQ RI WKH VLPLODU FDVHV FDQ KHOS RQH
LQWHUSUHW WKH DXWRPDWLF UHVXOWV &%5 FDQ EH
LQVWDQWLDWHG LQ GLIIHUHQW ZD\V E\ YDU\LQJ LWV
SDUDPHWHUV+RZHYHULWLVQRWFOHDUZKLFKFRPELQDWLRQ
RISDUDPHWHUVSURYLGHVWKHEHVWSHUIRUPDQFH>@
,Q WKLV SDSHU GLIIHUHQW DWWULEXWH ZHLJKWLQJ
WHFKQLTXHV IRU &%5EDVHG GHIHFW SUHGLFWLRQ DUH
SURSRVHG DQG HPSLULFDOO\ HYDOXDWHG ([LVWLQJ UHODWHG
ZRUNLVGLVFXVVHGLQ6HFWLRQ%DVHGXSRQWKHSUREOHP
VWDWHPHQW PDGH LQ 6HFWLRQ  WKH &%5EDVHG VROXWLRQ
DSSURDFK LV GHVFULEHG LQ 6HFWLRQ  $ FRPSUHKHQVLYH
HPSLULFDO HYDOXDWLRQ LV WKH FRQWHQW RI 6HFWLRQ 
)LQDOO\ FRQFOXVLRQV DQG DQ RXWORRN WR IXWXUH UHVHDUFK
DUHJLYHQLQ6HFWLRQ


$EVWUDFW

6RIWZDUH GHIHFW SUHGLFWLRQ LV DQ DFNQRZOHGJHG
DSSURDFKXVHGWRDFKLHYHEHWWHUSURGXFWTXDOLW\DQGWR
EHWWHU XWLOL]H UHVRXUFHV QHHGHG IRU WKDW 2QH NQRZQ
PHWKRGIRUSUHGLFWLQJWKHQXPEHURIGHIHFWVLVDSSO\LQJ
FDVHEDVHG UHDVRQLQJ &%5  ,Q WKLV SDSHU GLIIHUHQW
DWWULEXWH ZHLJKWLQJ WHFKQLTXHV IRU &%5EDVHG GHIHFW
SUHGLFWLRQDUHDQDO\]HG7ZRZHLJKWLQJWHFKQLTXHVDUH
FRPSDUHG ZLWK WKH FDVH RI DSSO\LQJ XQLIRUP ZHLJKWV
7KH ILUVW RQH FDOOHG 6$11 LV EDVHG RQ VHQVLWLYLW\
DQDO\VLV RI WKH LPSDFW RI DWWULEXWHV DV SDUW RI QHXUDO
QHWZRUN DQDO\VLV 7KH VHFRQG RQH LV PXOWLOLQHDU
UHJUHVVLRQFDOOHG0/5
(YDOXDWLRQ RI WKH DFFXUDF\ RI WKH RYHUDOO PHWKRG
IRUDSSO\LQJWKHWKUHHGLIIHUHQWZHLJKWLQJWHFKQLTXHVLV
GRQHRYHUILYHGDWDVHWVFRPSULVLQJLQWRWDODERXW
PRGXOHV IURP 1$6$ 7ZR TXDOLW\ PHDVXUHV DUH
DSSOLHG $YHUDJH DEVROXWH HUURU $$( DQG DYHUDJH
UHODWLYH HUURU $5( ,Q DGGLWLRQ WR WKH YDULDWLRQ RI
ZHLJKWLQJ WHFKQLTXHV WKH LPSDFW RI YDU\LQJ WKH
QXPEHURIQHDUHVWQHLJKERXUVLVVWXGLHG
7KH WKUHH PDLQ UHVXOWV RI WKH HPSLULFDO DQDO\VLV
DUH L  ,Q WKH PDMRULW\ RI FDVHV 6$11 DFKLHYHV WKH
PRVWDFFXUDWHUHVXOWV LL XQLIRUPZHLJKWLQJSHUIRUPV
EHWWHU WKDQ WKH 0/5EDVHG ZHLJKWLQJ KHXULVWLF DQG
LLL  WKHUH LV QR VLJQLILFDQW SUHIHUHQFH SDWWHUQ IRU WKH
GLIIHUHQWQXPEHURIVLPLODUREMHFWVDSSOLHGLQ&%5

.H\ZRUGV 'HIHFW SUHGLFWLRQ FDVHEDVHG
UHDVRQLQJ QHXUDO QHWZRUNV VHQVLWLYLW\ DQDO\VLV
HPSLULFDOHYDOXDWLRQ
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'LIIHUHQW PHWKRGV DQG WHFKQLTXHV DUH NQRZQ IRU
SUHGLFWLRQ RI TXDOLW\ LQ JHQHUDO DQG WKH QXPEHU RI
GHIHFWV LQ SDUWLFXODU $SSURDFKHV VXFK DV JHQHWLF
SURJUDPPLQJ QHXUDO QHWZRUNV FDVHEDVHG UHDVRQLQJ
IX]]\ ORJLF GHFLVLRQ WUHH 1DLYH %D\HV DQG ORJLVWLF
UHJUHVVLRQKDYHEHHQDSSOLHGVXFFHVVIXOO\>@
7KHVRIWZDUHPHWULFEDVHGPRGHOV>@>@>@FDQ
EHGLYLGHGLQWZRJURXSV7KH)LUVWJURXSLVSUHGLFWLQJ
ZKHWKHU WKH JLYHQ VHJPHQW RI WKH FRGH VXFK DV D
PHWKRGRUPRGXOHLVGHIHFWHGRUQRWZKLFKLVUHIHUUHG
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6RIWZDUH PHWULFVEDVHG TXDOLW\ SUHGLFWLRQ PRGHOV
FDQ EH HIIHFWLYH WRRO IRU LGHQWLI\LQJ WKH QXPEHU RI
GHIHFWVRIWKHPRGXOHV7KHXVHRIVXFKPRGHOVSULRUWR
HDFK UHOHDVH RI WKH V\VWHP FDQ FRQVLGHUDEO\ LPSURYH
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DV VRIWZDUH TXDOLW\ FODVVLILFDWLRQ > @ > @ 7KH VHFRQG
JURXS LV SUHGLFWLQJ WKH QXPEHU RI SRVVLEOH GHIHFWV LQ
WKHPRGXOH>@
7KLVSDSHUIRFXVHVRQWKHSUHGLFWLRQRIWKHQXPEHU
RIGHIHFWV,WKDVEHHQDUJXHGWKDW&%5LVLQDFODVVRI
PRGHOLQJ WHFKQLTXHV PRUH VXLWHG WR WKH DQDO\VLV RI
VRIWZDUH HQJLQHHULQJ GDWD FRPSDUHG ZLWK FODVVLFDO
VWDWLVWLFDOWHFKQLTXHVVXFKDVOHDVWVTXDUHVUHJUHVVLRQ 
> @>@7KH&%5PHWKRGRORJ\KDVDOVREHHQXVHGIRU
RWKHU SUREOHPV LQ WKH VRIWZDUH HQJLQHHULQJ ILHOG
LQFOXGLQJVRIWZDUHFRVWHVWLPDWLRQ>@VRIWZDUHUHXVH
> @ VRIWZDUH GHVLJQ>@ HIIRUW SUHGLFWLRQ > @ DQG
VRIWZDUHTXDOLW\>@>@
&%5KDVEHHQDSSOLHGWRWKHTXDOLW\PRGHOLQJDQG
IRUH[DPSOHRQHHPSLULFDOHYDOXDWLRQIRXQG&%5WREH
FRPSHWLWLYH WR D GLVFULPLQDWHG DQDO\VLV PRGHO >@
$QRWKHU VWXG\ WKDW FRQVLGHUHG PRGHOV IRU SUHGLFWLQJ
WKH QXPEHU RI IDXOWV IRXQG D &%5 V\VWHP WR KDYH
VXSHULRU SUHGLFWLYH SHUIRUPDQFH FRPSDUHG WR DQ
RUGLQDU\OHDVWVTXDUHVUHJUHVVLRQPRGHO>@,Q>@DQ
HPSLULFDO VWXG\ LQYHVWLJDWHV WKH HIIHFWV RI XVLQJ
GLIIHUHQW VLPLODULW\ IXQFWLRQV GLIIHUHQW VROXWLRQ
DOJRULWKPVDQGGLIIHUHQWQXPEHUVRIQHDUHVWQHLJKERXU
FDVHV RQ WKH SUHGLFWLRQ DFFXUDF\ RI &%5 V\VWHP ,Q
> @>@WKHSHUIRUPDQFHRID&%5PRGHOZLWKGLIIHUHQW
SDUDPHWHUV GLVWDQFH PHDVXUHV VWDQGDUGL]DWLRQ
WHFKQLTXHVXVHRUQRQXVHRIZHLJKWVDQGWKHQXPEHU
RI QHDUHVW QHLJKERXUV WR XVH IRU WKH SUHGLFWLRQ  DUH
HYDOXDWHG7KH\FRQFOXGHGWKDWWKHUHLVQRGLIIHUHQFHLQ
SUHGLFWLRQSHUIRUPDQFHZKHQXVLQJDQ\FRPELQDWLRQRI
SDUDPHWHUV
7KH ZHLJKW DVVLJQPHQW IRU DWWULEXWHV LQ VLPLODULW\
PHDVXUHPHQW XVHG E\ WKH &%5 V\VWHP SOD\ DQ
LPSRUWDQW SDUW LQ WKH REWDLQHG GHIHFW SUHGLFWLRQ
DFFXUDF\ 7KHUH DUH VRPH VWXGLHV DERXW XWLOL]LQJ
KHXULVWLFV >@ RU URXJK VHW DQDO\VLV >@ WR DVVLJQ WKH
ZHLJKWV IRU DWWULEXWHV ZKHQ XVLQJ &%5 IRU HIIRUW
SUHGLFWLRQ LQ VRIWZDUH HQJLQHHULQJ %XW LQ GHIHFW
SUHGLFWLRQ XVLQJ &%5 WKHUH LV D ODFN RI HPSOR\LQJ
DGGLWLRQDOWHFKQLTXHVRWKHUWKDQUHJUHVVLRQXVHGLQ>@
DQG >@ 7KHLU HYDOXDWLRQ KHOSV WR GHWHUPLQH ZKLFK
WHFKQLTXH ZRUNV ZHOO XQGHU ZKLFK FRQGLWLRQV DQG
ZKLFKRQHGRHVQRW


 1XPEHURIVLPLODUFDVHVXVHGIRUWKHSUHGLFWLRQ
 6ROXWLRQDOJRULWKP KRZWKHQHZFDVHLVSUHGLFWHG
IURPWKHNQRZQROGRQHV 
 $FFXUDF\PHDVXUHPHQWRISUHGLFWLRQ
,Q WKLV SDSHU ZH SURYLGH DQ HPSLULFDO
LQYHVWLJDWLRQ RI WKH LPSDFW RI LQFRUSRUDWLQJ GLIIHUHQW
DWWULEXWH ZHLJKWLQJ WHFKQLTXHV XQLIRUP ZHLJKWV
ZHLJKWV REWDLQHG IURP VHQVLWLYLW\ DQDO\VLV EDVHG RQ
QHXUDO QHWZRUNV 6$11  DQG ZHLJKW REWDLQHG IURP
DSSO\LQJ PXOWLOLQHDU UHJUHVVLRQ  ,Q DGGLWLRQ WKH
LPSDFW RI YDU\LQJ WKH QXPEHUV RI VLPLODU REMHFWV LV
VWXGLHG )RU DOO WKDW WZR PHDVXUHV RI WKH DFFXUDF\ RI
SUHGLFWLRQDUHDSSOLHG


6ROXWLRQDSSURDFK


2YHUYLHZ

$QRYHUYLHZRIWKHSURSRVHGVROXWLRQDSSURDFKLV
JLYHQ LQ )LJXUH  ,QSXW GDWD UHSUHVHQWV WKH DWWULEXWHV
VRIWZDUH PHWULFV  IRU HDFK PRGXOH $ FDVH LV D SDLU
SUREOHP HUURU SUHGLFWLRQ  IRU ZKLFK ZH KDYH D FDVH
EDVH D UHSRVLWRU\  7KH SUREOHP GHVFULSWLRQ XVHV
IHDWXUHV DV HJ &\FORPDWLF &RPSOH[LW\ DQG /LQHV RI
&RGH
7KHDFFXUDWHQHVVRIWKHSUHGLFWLRQGHSHQGVRQWKH
FKRVHQ DWWULEXWHV DQG WKH DWWULEXWH ZHLJKW YHFWRU 7KH
KLJKHU D ZHLJKW WKH PRUH LQIOXHQFH LW KDV RQ WKH
SUHGLFWLRQ 7KH XVH RI ZHLJKWHG VXPV DOVR UHTXLUHV
LQGHSHQGHQW DWWULEXWHV )RU WKLV UHDVRQ WKH &%5
DSSURDFKKDVWREHH[WHQGHGE\WZRWHFKQLTXHVWKDWDUH
FRQFHUQHG ZLWK UHPRYLQJ GHSHQGHQW DWWULEXWHV DQG
OHDUQLQJWKHZHLJKWV


3UREOHPVWDWHPHQW


7KHIXQGDPHQWDOVHWXSIRUDSSO\LQJ&%5LV L WR
KDYHDVHWRINQRZQFDVHVIURPWKHSDVW LL WRKDYHD
QHZFDVHIRUEHLQJSUHGLFWHGDQG LLL WU\LQJWRSUHGLFW
WKH QHZ FDVH E\ DGDSWLQJ D VHW RI PRVW VLPLODU FDVHV
IURP WKH SDVW $Q\ LQVWDQWLDWLRQ RI WKLV &%5
IUDPHZRUN UHTXLUHV WKH VSHFLILFDWLRQ RI D QXPEHU RI
SDUDPHWHUV
 6LPLODULW\ GLVWDQFH IXQFWLRQ
 $WWULEXWHZHLJKWLQJWHFKQLTXH


)LJXUH3URSRVHGDSSURDFK
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6LQFHWKHLQSXWGDWDLQHDFKGDWDVHWKDVFRUUHODWHG
YDOXHV DQDO\VLV LV FDUULHG RXW IRU WUDQVIRUPLQJ WKH
FRUUHODWHGYDULDEOHVLQWRXQFRUUHODWHGRQHV$QGDQHZ
GDWDVHW LV REWDLQHG ZLWK IHZHU DWWULEXWHV )RU WKH
DWWULEXWHVVHOHFWLRQ:(.$>@LVXVHG

6LPLODULW\PHDVXUH
)RU PHDVXULQJ WKH VLPLODULW\ EHWZHHQ WZR REMHFWV
T DQG S ZH DSSO\ WKH ORFDOJOREDO SULQFLSOH > @
$FFRUGLQJ WR WKDW WKH JOREDO  VLPLODULW\ LV GHILQHG DV
WKH ZHLJKWHG VXP RI ORFDO VLPLODULWLHV UHODWHG WR
DWWULEXWHLDVIROORZV

 
ሺǡ ሻ ൌ σ ୧ ୧ ሺ୧ ǡ ୧ ሻ

݉݅ݏ  LVWKHORFDOPHDVXUHGHILQHGRQWKHUDQJHVRI
WKH DWWULEXWHV DQG  ݓൌ  ሼݓଵ ǡ ǥ ǡ ݓ ሽ LV WKH ZHLJKWLQJ
YHFWRU
2QH RI WKH PRVW SRSXODU DQG VWUDLJKWIRUZDUG
GLVWDQFH PHDVXUHV IRU HDFK DWWULEXWH LV 0DQKDWWDQ
'LVWDQFH IXQFWLRQ 7KH 0DQKDWWDQ GLVWDQFH EHWZHHQ D
FXUUHQWFDVHTLQWKHWHVWGDWDVHWDQGDSDVWFDVHSLQ
WKHFDVHEDVHLV


 ݊ܽݐݐ݄ܽ݊ܽܯൌ  σ ݅ݓȁݍ െ  ȁ

:HLJKWLQJDWWULEXWHV
7KH TXHVWLRQ IRU DWWULEXWH ZHLJKWLQJ LV ZKLFK
DWWULEXWHVLQIOXHQFHWKHSUHGLFWLRQLQZKLFKZD\"6RPH
SUHYLRXV VWXGLHV ZLWK &%5 XVHG QRQHTXDO ZHLJKWV
>@ ZKLOH RWKHUV DVVXPHG HTXDO ZHLJKWV >@ $
ZHLJKWLQJ PHWKRG EDVHG RQ 0XOWLSOH /LQHDU
5HJUHVVLRQ DSSOLHG LQ >@ )RU SUHGLFWLRQ RI EHLQJ
GHIHFWHG RU QRW DQRWKHU ZHLJKWLQJ EDVHG RQ ORJLVWLF
UHJUHVVLRQ PRGHO LV DSSOLHG IRU DWWULEXWH ZHLJKWLQJ LQ
>@
,QWKLVVWXG\WZRPHWKRGVQRQXQLIRUPZHLJKWLQJ
DWWULEXWHV ZHUH DSSOLHG DQG FRPSDUHG WR WKH XQLIRUP
RQH 7KH ILUVW RQH XVHV WKH QHXUDO QHWZRUN EDVHG
1HXUR;/ )RUHFDVWHU7RRO>@DQGDVVLJQWKH ZHLJKWV
DVDUHVXOWRIVHQVLWLYLW\DQDO\VLV
7KHVHFRQGRQHXVHV:(.$ DQGPDNHVD
PXOWLSOHOLQHDUUHJUHVVLRQPRGHOWRDVVLJQWKHZHLJKWV
,QWKLVPHWKRGWKHZHLJKWVZLOOEHWKHFRHIILFLHQWVRID
0/5 $OO DWWULEXWHV LQ WKH GDWD VHWVܥ  DQG WKH
FRUUHVSRQGHG 1XPEHU RI 'HIHFWV 1' ZRXOG EH XVHG
IRUILQGLQJWKHFRHIILFLHQWVݓ LQ0/5JLYHQE\  


ܰ ܦൌ  ݓ   ݓଵ ܿଵ   ǥ   ݓ ܿ 

7KH FRHIILFLHQWV IURP WKLV PRGHO DUH XVHG IRU
DWWULEXWHZHLJKWLQJ


1XPEHURIQHDUHVWQHLJKERXUVDQGVROXWLRQ
DOJRULWKP
,Q&%5PRGHOFRQVLGHULQJWKHVLPLODULW\IXQFWLRQ
WKH GLIIHUHQW QXPEHUV RI QHDUHVW QHLJKERXUV PRVW
VLPLODUFDVHV PD\DIIHFWWKHDFFXUDF\6RPHSUHYLRXV
VRIWZDUH HQJLQHHULQJ VWXGLHV ZLWK &%5 V\VWHPV >@
>@XVHGWKHVLQJOHQHDUHVWQHLJKERXUDVWKHEDVLVIRU
SUHGLFWLRQ 6RPH RWKHU RQHV VXFK DV > @ > @
HYDOXDWHGGLIIHUHQWQXPEHUVRIQHDUHVWQHLJKERXUV
,Q WKLV SDSHU WKH HIIHFW RI YDU\LQJ WKH QXPEHU RI
QHDUHVW QHLJKERXUV LV LQYHVWLJDWHG IRU DOO GLIIHUHQW
PHWKRGVRIZHLJKWLQJ

6ROXWLRQDOJRULWKP
)RU WKH VROXWLRQ DOJRULWKP XVHG WR SUHGLFW WKH
QXPEHURIGHIHFWVLQWKHWDUJHWPRGXOHWKHFDVHVZLWK
WKHELJJHVWYDOXHRIVLPLODULW\ZLOOEHVHOHFWHG$VHWRI
QHDUHVW QHLJKERXUV LQ &%5 LV WKH VHW RI WKHVH FDVHV
$QG LW PHDQV WKHVH QHDUHVW QHLJKERXUV DUH WKH PRVW
VLPLODURQHVWRWKHQHZFDVHDQGWKHLUQXPEHUVFDQEH
YDULHG IRU H[SORULQJ LWV HIIHFW RQ WKH SUHGLFWLRQ
DFFXUDF\ 2QFH WKH QXPEHU RI QHDUHVW QHLJKERUV LV
VHOHFWHGDVROXWLRQDOJRULWKPZRXOGEHXVHGWRSUHGLFW
WKHQXPEHURIGHIHFWV
7KHUHDUHGLIIHUHQWW\SHVRIVROXWLRQDOJRULWKPDQG
KHUH WKH XQZHLJKWHG DYHUDJH LV HPSOR\HG 7KLV
DOJRULWKP HVWLPDWHV  E\ FDOFXODWLQJ WKH DYHUDJH RI
WKH QXPEHU RI GHIHFWV RI WKH PRVW VLPLODU PRGXOHV
WKHLU QXPEHU LV HTXDO WR WKH QXPEHU RI QHDUHVW
QHLJKERXUV݊ே  >@ 7KH SUHGLFWHG YDOXH LV WKHUHIRUH
JLYHQE\

ଵ
ܰ ܦൌ  σ ܿ 

ಿ


7KH &%5 WRRO XVHG LQ WKLV SDSHU LV P\&%5
P\&%5LVDFDVHEDVHGUHDVRQLQJWRROGHYHORSHGDWWKH
')., >@ DV D 3URWpJpSOXJLQ ,W LV RSHQ VRXUFHDQG
GHYHORSHGXQGHUWKH*3/OLFHQVH

6HQVLWLYLW\DQDO\VLVEDVHGRQQHXUDO

QHWZRUN 6$11 


$ QHXUDO QHWZRUN 11  FRQVLVWV RI D QHWZRUN RI
QRGHV DUUDQJHG LQ OD\HUV $ W\SLFDO 11 FRQVLVWV RI
WKUHHRUPRUHOD\HUVRISURFHVVLQJQRGHVDQLQSXWOD\HU
WKDW UHFHLYHV H[WHUQDO LQSXWV RQH RU PRUH KLGGHQ
OD\HUVDQGDQRXWSXWOD\HUZKLFKSURGXFHVWKHUHVXOWV
7KHUH LV QR FRPSXWDWLRQ LQYROYHG LQ WKH LQSXW OD\HU
:KHQGDWDLVSUHVHQWHGDWWKHLQSXWOD\HUWKHQHWZRUN
QRGHV SHUIRUP FDOFXODWLRQV LQ WKH VXFFHVVLYH OD\HUV
XQWLODQRXWSXWYDOXHLVREWDLQHGDWWKHRXWSXWQRGHV
7KH11XVHGLQWKLVVWXG\FRQVLVWVRIWKUHHOD\HUV
DV VKRZQ LQ )LJXUH  7KH LQSXW OD\HU KDV  QRGHV
ZKLFKFRUUHVSRQGWRWKHDWWULEXWHVH[WUDFWHGIURPD
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VRIWZDUHPRGXOHLQGDWDVHWV7KHRXWSXWOD\HUKDVRQH
QRGHWRLQGLFDWHWKH QXPEHU RIGHIHFWVLQ WKH PRGXOH
7REXLOGWKH11KHUHZHKDYHXVHGSUHSDUHGGDWDVHWV
IRU&%5

GHIHFWVFRUUHVSRQGLQJWRWKHLQSXWVDVWKHRXWSXW7KH
RXWSXWB0LQ>M@ DQG 2XWSXWB0D[>M@ FRQWDLQ WKH RXWSXW
IURPWKHQHXUDOQHWZRUNFRUUHVSRQGLQJWRWKHVLWXDWLRQ
WKDWDOOLQSXWDWWULEXWHV KDYHWKHLU PHDQYDOXHEXW WKH
MWK DWWULEXWH KDV LWV PLQLPXP DQG PD[LPXP YDOXH
UHVSHFWLYHO\
7KH GLIIHUHQFH EHWZHHQ WKH RXWSXW YDOXHV RI WKH
PLQLPXP DQG PD[LPXP RI HDFK DWWULEXWH 2XWSXWB0LQ
>M@  2XWSXWB0LQ >M@  LV XVHG DV DWWULEXWH ZHLJKWLQJ
KHXULVWLF


EƵŵďĞƌŽĨĞĨĞĐƚƐ
KƵƚƉƵƚ>ĂǇĞƌ

͘͘͘

,ŝĚĚĞŶ>ĂǇĞƌ



)RULIURPWR  RI$WWULEXWHV 
LLVWKHQXPEHURIURZV

͘͘͘
>K ǇĐůŽŵĂƚŝĐ
ŽŵƉůĞǆŝƚǇ

͘͘͘



^
)RUMIURPWR RI$WWULEXWHV 

/ŶƉƵƚ>ĂǇĞƌ



MLVWKHQXPEHURIFROXPQV
^

9DOXH>LM@ĸ0HDQ DWW>M@ 
$DVVLJQWKH0HDQYDOXHRIWKHH[LVWLQJGDWDIRUWKHMWK



)LJXUH7KHDUFKLWHFWXUHRIWKHQHXUDO
QHWZRUN

%DVHG XSRQ WKH 11 VHQVLWLYLW\ DQDO\VLV LV
SHUIRUPHG7KHLQWHQWLRQRIWKLVDQDO\VLVLVWRPHDVXUH
WKH UHODWLYH LQIOXHQFH RI HDFK DWWULEXWH 7KLV DQDO\VLV
KDVWKUHHVWHSV>@
7KH VHQVLWLYLW\ DQDO\VLV ZLOO ILQG WKDW YDU\LQJ
ZKLFKDWWULEXWHIURPPLQLPXPWRPD[LPXPZKLOVWWKH
RWKHU RQHV KDYH WKHLU PHDQ DV WKHLU YDOXH ZLOO KDYH D
JUHDWHUHIIHFWRQWKHQHWZRUNRXWSXW$IWHUFRQVWUXFWLQJ
WKHQHXUDOQHWZRUNLWFDQEHXVHGIRUIRUHFDVWZKLFKLV
QHHGHG LQ WKH VHQVLWLYLW\ DQDO\VLV WR JLYH WKH RXWSXW
YDOXH7KLVVHQVLWLYLW\DQDO\VLVLVGHOLEHUDWHGLQ>@
7KH VHQVLWLYLW\ DQDO\VLV LV LPSOHPHQWHG DV DQ
DOJRULWKP KHUH LQ )LJXUH  ,Q WKLV DOJRULWKP ILUVW D
PDWUL[ZLWKURZV WZRURZVIRUHDFKDWWULEXWH DQG
 FROXPQV RQH FROXPQ FRUUHVSRQGHG WR HDFK
DWWULEXWH ZLOOEHEXLOW,QWKHQHVWHGORRSWKHYDOXHRI
HDFK FROXPQ ZRXOG EH DVVLJQHG WR WKH PHDQ YDOXH RI
FRUUHVSRQGHG DWWULEXWH 7KH 0HDQ IXQFWLRQ JHWV RQH
DWWULEXWHDQGUHWXUQVLWVPHDQYDOXHIURPWKHGDWDVHW
,Q WKH QH[W ORRS 0LQ DQG 0D[ IXQFWLRQV JHW WKH
RQH DWWULEXWH DQG UHWXUQV LWV PLQLPXP DQG PD[LPXP
YDOXHIURPWKHGDWDVHW7KHQILUVWFROXPQRIWKHILUVW
URZLQWKHPDWUL[ZLOOKDYHWKHPLQLPXPYDOXHRIWKH
ILUVW DWWULEXWH DQG WKH ILUVW FROXPQ RI WKH VHFRQG URZ
ZLOO KDYH WKH PD[LPXP YDOXH RI WKH ILUVW DWWULEXWH
$IWHU WKDW VHFRQG FROXPQ ZLOO KDYH WKH PLQLPXP
YDOXH RI WKH VHFRQG DWWULEXWH LQ WKH WKLUG URZ DQG WKH
PD[LPXP YDOXH RI WKH VHFRQG DWWULEXWH LQ WKH IRXUWK
URZ $QG LW FRQWLQXHV IRU DOO DWWULEXWHV 7KH 11B
)RUHFDVWHU IXQFWLRQ ZLOO JHW WKH YDOXHV RI WKH FXUUHQW
URZ DOOYDOXHVRIWKHDWWULEXWHVRQWKHFXUUHQWURZ 
DQGZLOOUHWXUQWKHRXWSXWIURPWKHQHXUDOQHWZRUN7KH
SURYLGHGQHXUDOQHWZRUNIRUWKLVDQDO\VLVJHWVWKHYDOXH
RI DOO WKH LQSXW DWWULEXWHV DQG ZLOO JLYH WKH QXPEHU RI

DWWULEXWHWRWKHHOHPHQWRIWKHLWKURZDQGMWKFROXPQRI
WKHPDWUL[

`
`

Lĸ)RUMIURPWR RI$WWULEXWHV 

^
LĸL

9DOXH>LM@ĸ0LQ DWW>M@ 

$VVLJQWKH0LQLPXPYDOXHRIWKHH[LVWLQJGDWDIRUWKHMWK
DWULEXWHWRWKHHOHPHQWRIWKHLWKURZDQGMWKFROXPQRIWKH
PDWUL[


2XWSXWB0LQ>M@ĸ11B)RUHFDVWHU 9DOXH>LMĸ@ 

$VVLJQWKHRXWSXWRI1HXUDO1HWZRUNZLWKWKHYDOXHRIDOO
DWWULEXWHVRIWKHLWKURZRIWKHPDWUL[


LĸL
9DOXH>LM@ĸ0D[ DWW>M@ 

$VVLJQWKH0D[LPXPYDOXHRIWKHH[LVWLQJGDWDIRUWKHMWK
DWWULEXWHWRWKHHOHPHQWRIWKHLWKURZDQGMWKFROXPQRIWKH
PDWUL[



2XWSXWB0D[>M@ĸ11B)RUHFDVWHU 9DOXH>LMĸ@ 
$VVLJQWKHRXWSXWRI1HXUDO1HWZRUNZLWKWKHYDOXHRI
DOODWWULEXWHVRIWKHLWKURZRIWKHPDWUL[


:HLJKWB11>M@ĸ2XWSXWB0LQ>M@2XWSXWB0LQ>M@
`

)LJXUH6$11DOJRULWKP





(PSLULFDOHYDOXDWLRQ


'DWDVRXUFHVDQGSUHSURFHVVLQJ

7KH 0'3 0HWULFV 'DWD 3URJUDP  LV RQH RI  WKH
PRVW FRPSUHKHQVLYH 'DWD 5HSRVLWRULHV DQG GDWDEDVHV
WKDWVWRUHSUREOHPGDWDSURGXFWGDWDDQG PHWULFVGDWD
>@
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,Q WKLV VWXG\ FRQVWUXFWLRQ WUDLQLQJ WHVWLQJ DQG
HYDOXDWLRQRIWKH&%50RGHODUHEDVHGRQGDWDVHWV
LQFOXGLQJPRUHWKDQPRGXOHVIURP1$6$0'3
7KH VXPPDU\ LQIRUPDWLRQ RI WKHVH GDWD VHWV LV VKRZQ
LQ7DEOH

7DEOH&KDUDFWHUL]DWLRQRIGDWDVHWV

QHLJKERXUV DQG GLIIHUHQW ZHLJKWHG PRGHOV IRU WKHVH
PRGHOV LQ 7DEOH  DQG 7DEOH  GRHVQ¶W VKRZ
VLJQLILFDQWGLIIHUHQFHV
7DEOH$$(DQG$5(IRU6$11DQG(TXDO
:HLJKWLQJZLWK)LYH'LIIHUHQW1XPEHUVRI
1HDUHVW1HLJKERUVIRU)LYH'DWD6HWV

'DWD6HW 0RGXOHV 'HIHFWLYH &RGH /2&
&0


&
.
.&


-DYD
.
3&


&
.
3&


&
.
3&


&
.

'DWD
6HWV

$$(


(YDOXDWLRQFULWHULD

)RU HDFK GDWD VHW WKH WHVW GDWD VHW WKDW LV
LQGHSHQGHQWRIWKHWUDLQLQJGDWDVHWDQGLQFOXGHV
SHUFHQWRIWKHZKROHGDWDVHWLVSUHSDUHG7KHDFFXUDF\
RIWKHPRGHOLVDVVHVVHGXVLQJWKHVHGDWDVHWVIRUFURVV
YDOLGDWLRQ
7KH $YHUDJH $EVROXWH (UURU $$(  DQG $YHUDJH
5HODWLYH(UURU $5( DUHWZRFRPPRQTXDQWLWLHVXVHG
WR PHDVXUH WKH DFFXUDF\ RI WKH SUHGLFWLRQV 7KH $$(
DQG$5(DUHJLYHQE\

ଵ

ଵ





 ܧܣܣൌ σୀଵȁ െ  ݕ ȁ ൌ σୀଵȁ݁ ȁ


ଵ

 ି௬



௬ ାଵ

 ܧܴܣൌ σୀଵ ቚ

ቚ

Q1

:HLJKWLQJZLWK
6HQVLWLYLW\$QDO\VLV
EDVHGRQ11

&0

.&

3&





$5( LV DQ DYHUDJH RI WKH DEVROXWH HUURUV݁ ൌ
 െ ݕ  ZKHUH   LV WKH SUHGLFWLRQ DQG ݕ LV WKH WUXH
YDOXH,Q$5(WKHDEVROXWHHUURULVGLYLGHGE\WKHWUXH
YDOXH WR JLYH WKH UHODWLYH HUURU 7KH GHQRPLQDWRU LQ
$5( KDV D µ¶ DGGHG WR DYRLG GLYLVLRQ E\ ]HUR DV
VXJJHVWHGLQ>@+HUHQLVWKHQXPEHURIWKHPRGXOHV
LQWHVWGDWDVHWV

&RPSDULVRQRIWKHSUHGLFWLRQUHVXOWV

&RQVLGHULQJ WKH VDPH DWWULEXWHV IRU DOO GDWD VHWV
ZH FRPSDUH WKH UHVXOWV IURP WKH GLIIHUHQW SUHGLFWLRQ
PRGHOV
,Q WKH ILUVW FRPSDULVRQ WKH UHVXOWV IURP WZR
PRGHOV DUH VKRZQ LQ 7DEOH  )RU WKH ILUVW PRGHO WKH
ZHLJKWV RI WKH DWWULEXWHV DUH HTXDOO\ DVVLJQHG DQG IRU
WKH VHFRQG RQH WKH 6$11 LV DSSOLHG ,Q WKH VHFRQG
FRPSDULVRQ WKH UHVXOWV IURP RWKHU WZR PRGHOV DUH
VKRZQLQ7DEOH)RUWKHILUVWPRGHOWKHZHLJKWVRIWKH
DWWULEXWHV FRPH IURP WKH 0/5 PHWKRG DQG IRU WKH
VHFRQGRQHWKH6$11PHWKRGLVDSSOLHG
7KH SUHGLFWLRQ SHUIRUPDQFH PHDVXUHPHQWV $$(
DQG $5( IRU DOO ILYH GLIIHUHQW QXPEHUV RI QHDUHVW

3&

3&

$5(

1R:HLJKWLQJ
(TXDO:HLJKWV 
$$(

$5(

. 
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7KHUHDUHWZRSRLQWVWRKLJKOLJKWLQ 7DEOH)LUVW
EHVLGHV WKH VPDOO FKDQJHV WKH 6$11 LV SHUIRUPLQJ
EHWWHUDOPRVWDOZD\V7KHRQO\FDVHLVLQWKH3&GDWD
VHWZKHQZHDUHFRQVLGHULQJWZRDVWKHQXPEHURIWKH
QHDUHVW QHLJKERXUV 7KH EHVW UHVXOW IRU HDFK GDWD VHW
UHJDUGLQJ$$(DQG$5(LVVKRZQE\GLIIHUHQWIRQW
7KH$$(DQG$5(LQ 7DEOHDUHVKRZLQJELJJHU
GLIIHUHQFHV$JDLQDOPRVWDOORI$$(DQG$5(YDOXHV
IURP6$11DUHVPDOOHULQFRPSDULVRQZLWK$$(DQG
$5(IURP0/57KHH[FHSWLRQVKHUHDUHWKUHHFDVHV
7ZR RI WKHP DUH LQ 3& GDWD VHWV ZKLOH WKH QXPEHUV
RIQHDUHVWQHLJKERXUVDUHRQHDQGWZRDQGRQHRIWKHP
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LV LQ 3&GDWD VHW ZKLOH WKH QXPEHU RI QHDUHVW
QHLJKERXULVWKUHH
7KH SRLQW KHUH LV DERXW WKH ELJJHU GLIIHUHQFHV ,W
PHDQVWKDWLIZHFRPSDUH0/5ZLWKHTXDOZHLJKWLQJ
LQ WKH PRVW RI WKH FDVHV HTXDO ZHLJKWLQJ LV PRUH
DFFXUDWHWKDQ0/5

7DEOH$$(DQG$5(IRU6$11DQG0/5ZLWK
)LYH'LIIHUHQW1XPEHUVRI1HDUHVW1HLJKERUV
IRU)LYH'DWD6HWV
'DWD
6HWV

&0

.&

3&

3&

3&

Q1

:HLJKWLQJZLWK
6HQVLWLYLW\$QDO\VLV
EDVHGRQ11

IRU IHDWXUH ZHLJKWLQJ LQ WKLV &%5 PRGHO DQG DOO RI
WKHPDUHVKRZQLQ7DEOH

7DEOH5HODWLYHLPSURYHPHQWVLQFRPSDULQJ
DWWULEXWHZHLJKWLQJWHFKQLTXHV
'DWD
6HWV

:HLJKWLQJZLWK
0XOWLSOH/LQHDU
5HJUHVVLRQ
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5HODWLYHLPSURYHPHQW
RI6$11LQ
FRPSDULVRQZLWK0/5

&0

3&

. 

Q1

5HODWLYHLPSURYHPHQW
RI6$11LQFRPSDULVRQ
ZLWKXQZHLJKWHG



&RQFOXVLRQVDQGIXWXUHUHVHDUFK


,Q WKLV SDSHU DQ HPSLULFDO HYDOXDWLRQ RI WKUHH
ZHLJKWLQJ WHFKQLTXHV XVHG IRU GHIHFW SUHGLFWLRQ
IROORZLQJ FDVHEDVHG UHDVRQLQJ KDV EHHQ FRQGXFWHG
%DVHG RQ PRUH WKDQ  PRGXOHV LQFOXGHG LQ WKH
VWXG\WKHWKUHHPDLQILQGLQJVDUH L ,QWKHPDMRULW\RI
FDVHV 6$11 DFKLHYHV WKH PRVW DFFXUDWH UHVXOWV LL 
XQLIRUP ZHLJKWLQJ SHUIRUPV EHWWHU WKDQ WKH 0/5
EDVHG ZHLJKWLQJ KHXULVWLF DQG LLL  WKHUH LV QR
VLJQLILFDQW SUHIHUHQFH SDWWHUQ IRU WKH GLIIHUHQW QXPEHU
RIVLPLODUREMHFWVDSSOLHGLQ&%5
:KLOHWKHUHVXOWVDUHSURPLVLQJZHDUHDZDUHRID
QXPEHU RI OLPLWDWLRQV ZKLFK QHHG WR EH DGGUHVVHG DV
SDUW RI IXWXUH UHVHDUFK )LUVW RI DOO IXUWKHU GDWD VHWV
RWKHU WKDQ WKH RQHV FRPLQJ IURP 1$6$ QHHG WR EH
FRQVLGHUHG WR LQFUHDVH WKH H[WHUQDO YDOLGLW\ RI WKH
UHVXOWV
$ VHFRQG OLPLWDWLRQ LV WKH VHOHFWLRQ RI WKH
VLPLODULW\ IXQFWLRQ DQG WKH GHILQLWLRQ RI SUHGLFWLRQ
DFFXUDF\:KLOH0DQKDWWDQVLPLODULW\PHDVXUHDQGWKH
$$( DQG $5( DUH DFNQRZOHGJHG PHDVXUHV WKH
TXHVWLRQVUHPDLQVRSHQWRFRPSDUHWKHSHUIRUPDQFHRI
WHFKQLTXHVDJDLQVWRWKHUPHDVXUHVDVZHOO7KLVZRXOG
KHOSWRLQFUHDVHWKHFRQVWUXFWYDOLGLW\RIWKHUHVXOWV
$V SDUW RI WKH VHQVLWLYLW\ DQDO\VLV LQ 6$11
DQRWKHU PHDVXUH IRU LPSDFW RI DWWULEXWHV FDQ EH
DSSOLHG )LQDOO\ RWKHU ZHLJKWLQJ KHXULVWLFV FRXOG EH
HYDOXDWHGLQDGGLWLRQWR6$11DQG0/5
$&.12:/('*(0(17
2QH RI WKH DXWKRUV ZRXOG OLNH WR WKDQN WKH
&DQDGLDQ 16(5& 1DWXUDO 6FLHQFHV DQG (QJLQHHULQJ
5HVHDUFK&RXQFLO 'LVFRYHU\*UDQW IRUWKH
ILQDQFLDOVXSSRUWRIWKLVUHVHDUFK




$JDLQ WKH EHVW UHVXOWV UHJDUGLQJ $$( DQG $5(
DUH VKRZQ E\ GLIIHUHQW IRQWV LQ 7DEOH  :H REVHUYH
WKDW WKH EHVW UHVXOW FDQ FRPH IURP VL]HV RI WKH VHW RI
QHDUHVWQHLJKERXUV
7KHEHVWUHVXOWVIURPERWK7DEOHDQG7DEOHDOO
VKRZ WKH LPSURYHPHQW RI DSSO\LQJ 6$11 LQ
FRPSDULVRQ ZLWK HTXDO ZHLJKWLQJ DQG 0/5 PHWKRGV

5HIHUHQFHV
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>@ & &DWDO DQG % 'LUL ³$ 6\VWHPDWLF 5HYLHZ RI
6RIWZDUH)DXOW3UHGLFWLRQ6WXGLHV´([SHUW6\VWHPV
ZLWK$SSOLFDWLRQVYROSS
>@ .(O(PDP6%HQODUEL1*RHODQG615DL
³&RPSDULQJ &DVHEDVHG 5HDVRQLQJ &ODVVLILHUV IRU
3UHGLFWLQJ +LJK 5LVN 6RIWZDUH &RPSRQHQWV´ 7KH
-RXUQDORI6\VWHPVDQG6RIWZDUHYROSS

>@ 95 %DVLOL /& %ULDQG DQG :/ 0HOR ³$
9DOLGDWLRQ RI 2EMHFW2ULHQWHG 'HVLJQ 0HWULFV DV
4XDOLW\ ,QGLFDWRUV´ ,((( 7UDQVDFWLRQV RQ
6RIWZDUH(QJLQHHULQJYRO  SS±

>@ 1) 6FKQHLGHZLQG ³,QYHVWLJDWLRQ RI /RJLVWLF
5HJUHVVLRQDVD'LVFULPLQDQWRI6RIWZDUH4XDOLW\´
WK 3URFHHGLQJV RI WKH ,QWHUQDWLRQDO 6RIWZDUH
0HWULFV6\PSRVLXPSS
>@ 70 .KRVKJRIWDDU ( % $OOHQ DQG -&
%XVERRP ³0RGHOLQJ 6RIWZDUH 4XDOLW\ 7KH
6RIWZDUH 0HDVXUHPHQW $QDO\VLV DQG 5HOLDELOLW\
7RRONLW´ WK 3URFHHGLQJV RI WKH ,QWHUQDWLRQDO
&RQIHUHQFH RQ 7RROV ZLWK $UWLILFLDO ,QWHOOLJHQFH
SS±
>@ 7 0HQ]LHV - *UHHQZDOG DQG $ )UDQN ³'DWD
0LQLQJ 6WDWLF &RGH $WWULEXWHV WR /HDUQ 'HIHFW
3UHGLFWRUV´ ,((( 7UDQVDFWLRQV RQ 6RIWZDUH
(QJLQHHULQJYRO  SS±
>@ 0 6KHSSHUG DQG * .DGRGD ³&RPSDULQJ
6RIWZDUH
3UHGLFWLRQ
7HFKQLTXHV
8VLQJ
6LPXODWLRQ´ ,((( 7UDQVDFWLRQV RQ 6RIWZDUH
(QJLQHHULQJYRO  SS±
>@ 03 (YHWW 70 .KRVKJRIWDDU 3' &KLHQ DQG
(% $OOHQ ³*3EDVHG 6RIWZDUH 4XDOLW\
3UHGLFWLRQ´ UG 3URFHHGLQJV RI WKH &RQIHUHQFH RI
*HQHWLF3URJUDPPLQJSS
>@ $5*UD\DQG6*0DF'RQHOO³6RIWZDUH0HWULFV
'DWD$QDO\VLV([SORULQJWKH5HODWLYH3HUIRUPDQFH
RI 6RPH &RPPRQO\ 8VHG 0RGHOLQJ 7HFKQLTXHV´
(PSLULFDO 6RIWZDUH (QJLQHHULQJ YRO   SS
±
>@70.KRVKJRIWDDUDQG16HOL\D³$QDORJ\EDVHG
3UDFWLFDO&ODVVLILFDWLRQ5XOHVIRU6RIWZDUH4XDOLW\
(VWLPDWLRQ´ (PSLULFDO 6RIWZDUH (QJLQHHULQJ YRO
SS±
>@$,GUL$$EUDQ70.KRVKJRIWDDU³(VWLPDWLQJ
6RIWZDUH 3URMHFW (IIRUW E\ $QDORJ\ %DVHG RQ
/LQJXLVWLF 9DOXHV´ WK 3URFHHGLQJ RI WKH
,QWHUQDWLRQDO 6RIWZDUH 0HWULFV 6\PSRVLXP 
SS±
>@&9 5DPDPRRUWK\ & &KDQGUD 6 ,VKLKDUD DQG
< 1J ³.QRZOHGJHEDVHG 7RROV IRU 5LVN
$VVHVVPHQWLQ6RIWZDUH'HYHORSPHQWDQG5HXVH´
WK3URFHHGLQJVRIWKH,QWHUQDWLRQDO&RQIHUHQFHRQ
7RROV ZLWK $UWLILFLDO ,QWHOOLJHQFH  SS 

>@% %DUWVFK6SRHUO ³7RZDUG WKH ,QWHJUDWLRQ RI
&DVHEDVHG 6FKHPDEDVHG DQG 0RGHOEDVHG
5HDVRQLQJIRU6XSSRUWLQJ&RPSOH['HVLJQ7DVNV´
VW 3URFHHGLQJ RI WKH ,QWHUQDWLRQDO &RQIHUHQFH RQ
&DVHEDVHG5HDVRQLQJSS±

>@-/LDQG*5XKH³6RIWZDUH(IIRUW(VWLPDWLRQE\
$QDORJ\ 8VLQJ $WWULEXWH 6HOHFWLRQ %DVHG RQ
5RXJK 6HW $QDO\VLV´ ,QWHUQDWLRQDO -RXUQDO RI
6RIWZDUH(QJLQHHULQJDQG.QRZOHGJH(QJLQHHULQJ
YRO  SS
>@. *DQHVDQ 70 .KRVKJRIWDDU DQG (% $OOHQ
³&DVHEDVHG 6RIWZDUH 4XDOLW\ 3UHGLFWLRQ´
,QWHUQDWLRQDO-RXUQDORI6RIWZDUH(QJLQHHULQJDQG
.QRZOHGJH(QJLQHHULQJYRO  SS±

>@70 .KRVKJRIWDDU . *DQHVDQ (% $OOHQ )'
5RVV 5 0XQLNRWL 1 *RHO DQG $ 1DQGL
³3UHGLFWLQJ )DXOW3URQH 0RGXOHV ZLWK &DVHEDVHG
5HDVRQLQJ´ WK SURFHHGLQJ RI WKH ,QWHUQDWLRQDO
6\PSRVLXP RQ 6RIWZDUH 5HOLDELOLW\ (QJLQHHULQJ
SS±
>@70 .KRVKJRIWDDU 1 6HOL\D DQG 1 6XQGDUHVK
³$Q(PSLULFDO6WXG\RI3UHGLFWLQJ6RIWZDUH)DXOWV
ZLWK &DVHEDVHG 5HDVRQLQJ´ 6RIWZDUH 4XDOLW\
-RXUQDOYROSS
>@$ 7RVXQ % 7XUKDQ DQG $ % %HQHU ³)HDWXUH
:HLJKWLQJ +HXULVWLFV IRU $QDORJ\EDVHG (IIRUW
(VWLPDWLRQ 0RGHOV´ ([SHUW 6\VWHPV ZLWK
$SSOLFDWLRQVYROSS±
>@70.KRVKJRIWDDU.*DQHVDQ($OOHQ)5RVV
50XQLNRWL1*RHO$1DQGL³3UHGLFWLQJ)DXOW
SURQH 0RGXOHV ZLWK &DVHEDVHG 5HDVRQLQJ´ WK
3URFHHGLQJV RI WKH ,QWHUQDWLRQDO 6\PSRVLXP RQ
6RIWZDUH5HOLDELOLW\(QJLQHHULQJSS
>@/DURVH'7³'LVFRYHULQJ.QRZOHGJHLQ'DWDDQ
,QWURGXFWLRQWR'DWD0LQLQJ´-RKQ:LOH\ 6RQV
1HZ-HUVH\86$
>@3DLNDUL ( ³$QDORJ\ %DVHG 'HIHFW 3UHGLFWLRQ
0RGHO 6RIWZDUH (QJLQHHULQJ 'HFLVLRQ 6XSSRUW
7HFKQLFDO5HSRUW 'HFHPEHU  
DYDLODEOHDWKWWSSHRSOHXFDOJDU\FDaHSDLNDUL
>@0 0 5LFKWHU ³6LPLODULW\ LQ &DVH%DVHG
5HDVRQLQJ IRU 6LJQDOV DQG ,PDJLQJ´ HG 3HWUD
3HUQHU6SULQJHU9HUODJ
>@0HWULFV 'DWD 3URJUDP 1$6$ ,QGHSHQGHQW
9HULILFDWLRQ
DQG
9DOLGDWLRQ
IDFLOLW\
KWWSPGSLYYQDVDJRY ODVW DFFHVVHG RQ

>@$YDLODEOH DW KWWSP\FEUSURMHFWQHWLQGH[KWPO
/DVW$FFHVVHGRQ
>@$YDLODEOH DW KWWSZZZQHXUR[OFRP /DVW
$FFHVVHGRQ
>@$YDLODEOH
DW
KWWSZZZFVZDLNDWRDFQ]POZHND
/DVW
$FFHVVHGRQ
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I. I NTRODUCTION
Modern software systems are comprised of numerous
components, and are made larger through the use of software frameworks. Such software systems exhibit various behavioural aspects such as communication between components, and state transformation inside components. Formal
specification and verification techniques for such systems have
to be able to describe and verify all these aspects. But there
is seldom works about a single specification technique that is
well suited for all these aspects. In this paper we introduce
a specification model to describe both data and behavioural
aspects of software systems. This model, named ZIA, is a combination of interface automata and Z. Furthermore, we propose
a refinement relation on ZIAs. At last, to verify properties of
ZIAs, a refinement checking algorithm is presented.
Interface automata is a light-weight automata-based languages for component specification, which was proposed in
[1]. An interface automaton (IA), introduced by de Alfaro and
Henzinger, is an automata-based model suitable for specifying
component-based systems. IA is part of a class of models
called interface models, which are intended to specify concisely how systems can be used and to adhere to certain wellformedness criteria that make them appropriate for modelling
component- based systems.
Z [3], [13], [14] is a typed formal specification notation
based on first order predicate logic and set theory. The formal
basis for Z is first order predicate logic extended with type set
theory. Using mathematics for specification is all very well
for small examples, but for more realistically sized problems,
things start to get out of hand. To deal with this, Z includes
the schema notation to aid the structuring and modularization

of specifications. A boxed notation called schemas is used
for structuring Z specifications. This has been found to be
necessary to handle the information in a specification of any
size. In particular, Z schemas and the schema calculus enable
a structured way of presenting large state spaces and their
transformation.
In this paper, we introduce a specification language which
combines Z language and interface automata, named ZIA.
Roughly speaking, a ZIA is in a style of interface automata
but its states and operations are described by Z language. Then
the refinement relation between ZIAs is defined. At last, we
provide an algorithm for checking refinement relation on ZIAs
with finite domain.
This paper is organized as follows: Section 2 gives a brief
review of interface automata. Section 3 gives a brief review of
Z language. In Section 4, we propose a specification languageZIA. Furthermore, the refinement relation for ZIA is presented.
In Section 5, we give a refinement checking algorithm for ZIAs
with finite domain. The paper is concluded in Section 6.
II. I NTERFACE AUTOMATA
An interface automaton (IA) [1], introduced by de Alfaro
and Henzinger, is an automata-based model suitable for specifying component-based systems. IA is part of a class of models
called interface models, which are intended to specify concisely how systems can be used and to adhere to certain wellformedness criteria that make them appropriate for modelling
component-based systems. The two main characteristics of
interface models are that they assume a helpful environment
and support top-down design.
Definition 1 An interface automaton (IA) P = VP , VPi , AIP ,
O
AP , AH
P , TP  consists of the following elements:
(1) VP is a set of states,
(2) VPi ⊆ VP is a set of initial states. If VPi = ∅ then P is
called empty.
H
(3) AIP , AO
P and AP are disjoint sets of input, output, and
H
internal actions, respectively. We denote by AP = AIP ∪AO
P ∪AP
the set of all actions.
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(4) TP is the set of transitions between states such that TP ⊆
VP × AP × VP .
The interface automaton P is closed if it has only internal
actions, that is, AIP = AO
P = ∅; otherwise we say that P is
open.
IA Q refines IA P if Q provides the services of P; it can have
more inputs but no more output actions. As such, a refinement
of an IA does not constrain the environment more than the
original IA does.

Z makes use of identifier decorations to encode intended
interpretations. A state variable with no decoration represents
the current (before) state and a state variable ending with a
prime ( ) represents the next (after) state. A variable ending
with a question mark (?) represents an input and a variable
ending with an exclamation mark (!) represents an output.
A typical schema specifying a state change is the following
operation schema:
Operation
x1 : S1 ; ...; xn : Sn

III. Z L ANGUAGE
Z was introduced in the early 80’s in Oxford by Abrial as
a set-theoretic and predicate language for the specification of
data structure, state spaces and state transformations. The first
systematic description of Z is [13]. Since then the language
has been used in many case studies and industrial projects
(e.g. [3], [14]).
Z includes the schema notation to aid the structuring and
modularization of specifications. A boxed notation called
schemas is used for structuring Z specifications.
For example, the schema below introduces a symbol x, an
element of S, satisfying the predicate p.
A
x:S
p
A generic form of schema may be used to define a family
of global constants, parameterised by some set X.

x1 : S1 ; ...; xn : Sn
i1 ? : T1 ; ...; im ? : Tm
o1 ! : U1 ; ...; op ! : Up
Pre(i1 ?, ..., im ?, x1 , ..., xn )
Inv(x1 , ..., xn )
Inv(x1 , ..., xn )
Op(i1 ?, ..., im ?, x1 , ..., xn , x1 , ..., xn , o1 !, ..., op !)
The inputs are i1 ?, . . . , im ?; the outputs are o1 !,
. . . , op !; the precondition is: Pre(i1 ?, ..., im ?, x1 , ..., xn ).
The state change (x1 , ..., xn ) to (x1 , ..., xn ) is specified by:
Op(i1 ?, ..., im ?, x1 , ..., xn , x1 , ..., xn , o1 !, ..., op !).
The vertical form of schema
S
D1 ; ...; Dm

A[X]
x:X

P1 ; ...; Pn

p
This definition introduces a generic constant x of type X
, satisfying predicate p. The set X is a formal parameter; it
can be regarded as a basic type whose scope is the body of
the definition. Any value given to this parameter when the
definition is used must be of set type.
Schemas are primarily used to specify state spaces and
operations for the mathematical modelling of systems. For
example, here is a schema called StateSpace:
StateSpace
x1 : S1 ; ...; xn : Sn
Inv(x1 , ..., xn )
This schema specifies a state space in which x1 , . . . , xn
are the state variables and S1 , . . . , Sn are expressions from
which their types may be systematically derived. Z types are
sets - x1 , . . . , xn should not occur free in S1 , . . . , Sn , or
if they do, they refer instead to other occurrences of these
variables already in scope (e.g., globally defined variables).
Inv(x1 , ..., xn ) is the state invariant, relating the variables in
some way for all possible allowed states of the system during
its lifetime.

is equivalent to the horizontal form of schema
S=[D
 1 ; ...; Dm | P1 ; ...; Pn ]
In the following, we sometimes use the horizontal form.
In Z [3], [13], [14], there are many schema operators. For
example, we write S ∧ T to denote the conjunction of these
two schemas: a new schema formed by merging the declaration
parts of S and T and conjoining their predicate parts. S ⇒ T
(S ⇔ T) is similar to S ∧ T except connecting their predicate
parts by ⇒ (⇔). The hiding operation S\(x1 , ..., xn ) removes
from the schema S the components x1 , ..., xn explicitly listed,
which must exist. Formally, S\(x1 , ..., xn ) is equivalent to
(∃ x1 : t1 ; ...; xn : tn • S), where x1 , ..., xn have types t1 , ..., tn
in S. The notation ∃ x : a • S states that there is some object
x in a for which S is true. The notation ∀ x : a • S states that
for each object x in a, S is true.
For the sake of space, more details of Z can be refereed to
some books on Z [3], [13], [14].
IV. I NTERFACE AUTOMATA WITH Z N OTATION
Interface automata and Z seem in all ways to complement
each other in their capabilities. Interface automata can characterise precisely the behavioural aspects of a system, whereas
they are not suitable for modelling concisely (abstractly)
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the system data structures. On the other hand, Z has great
expressive power to describe abstract data structures but lack
the notion of operation evaluation order. Currently, there are
a lot of language integration proposals. Some examples are
LOTOS [2], temporal logic and CSP [?], LOTOS and Z [4],
and CSP-Z and CSP-OZ [7], [8], [9]. But temporal logic and
CSP are theoretical models and most programmer are not
familiar to such specification models. This paper is based
on ZIA, a specification language which integrates interface
automata and Z. ZIA is defined such that apart from enabling
one to deal with the behavioural and the data structure aspects
of a system independently.
In this section, we combine inference automata and Z
language to give a specification approach for software components. We first give the definition of such model, named ZIA.
Then we define the refinement of ZIA.
A. Model
Interface automata provide a specification approach for interface behavior properties. But this approach can not describe
data structures specification of states. On the other hand,
Z can specify the state of a system, but is not suitable to
behavioural properties. In this section, ZIA is presented, which
is a conservative extension of both interface automata and Z
in the sense that almost all syntactical and semantical aspects
of interface automata and Z are preserved.
In the original interface automata, states and operations are
abstract atomic symbols. But in ZIA, states and operations are
described by Z schemas.
In the rest of this paper, we use the following terminology:
(1) a state schema is a schema which does not contain any
variable with decoration  ;
(2) an input operation schema is an operation schema which
contains input variables;
(3) an output operation schema is an operation schema
which contains output variables;
(4) an internal operation schema is an operation schema
which contains variables with decoration  .
In the rest of paper, given an assignment ρ and a schema A,
we write ρ |= A if ρ assigns every variable x in the declaration
part of A to an element of its type set, which satisfies the
predicate part of A; we write |= A if ρ |= A for any assignment
ρ.
Definition 2 An interface automaton with Z notation (ZIA)
H
I
O
H
V
A
P = SP , SPi , AIP , AO
P , AP , VP , VP , VP , FP , FP , TP  consists
of the following elements:
(1) SP is a set of states;
(2) SPi ⊆ SP is a set of initial states. If SPi = ∅ then P is
called empty;
H
(3) AIP , AO
P and AP are disjoint sets of input, output, and
H
internal actions, respectively. We denote by AP = AIP ∪AO
P ∪AP
the set of all actions;
(4) VPI , VPO and VPH are disjoint sets of input, output, and
internal variables, respectively. We denote by VP = VPI ∪ VPO ∪
VPH the set of all variables;

(5) FPV is a map, which maps any state in SP to a state
schema in Z language;
(6) FPA is a map, which maps any input action in AIP to an
input operation schema in Z language, and maps any output
action in AO
P to an output operation schema in Z language,
and maps any internal action in AH
P to an internal operation
schema in Z language;
(7) TP is the set of transitions between states such
that TP ⊆ SP × AP × SP . If (s, a, t) ∈ TP then |=
((FPV (s) ∧ FPA (a))\(x1 , ..., xm ) ⇔ FPV (t)[y1 /y1 , ..., yn /yn ]),
where {x1 , ..., xm } is the set of the variables in FPV (s),
{y1 , ..., yn } is the set of the variables in FPV (t), the set of
variables in FPA (a) is the subset of {x1 , ..., xm } ∪ {y1 , ..., yn }.
An action a ∈ AP is enabled at a state s ∈ VP if there
is a step (s, a, s ) ∈ TP for some s ∈ SP . We indicate by
H
AIP (s), AO
P (s), AP (s) the subsets of input, output and internal
actions that are enabled at the state s and we let AP (s) =
H
AIP (s) ∪ AO
P (s) ∪ AP (s).
Intuitively, for any state s, FPV (s) specifies the data structure
properties of all the variables in the state s; for any action a,
FPA (a) specifies the data structure properties of all the variables
before and after performing action a. An input action a inputs
all the input variables in the Z schema FPA (a), and an output
action a outputs all the output variables in the Z schema FPA (a).
In a ZIA, the case FPV (s) |= ⊥ for a state s, or the case
A
FP (a) |= ⊥ for an action a is not prohibited. This is similar
to the case of Z notation: schema [x : N | ⊥] can not be
implemented, but this schema is permitted.
B. An Example
In this section, we give an example to demonstrate ZIA.
An interface automaton with Z notation P = SP , SPi , AIP ,
O
I
O
H
V
A
AP , AH
P , VP , VP , VP , FP , FP , TP  consists of the following
elements:
(1) SP = {0, 1, 2, 3};
(2) SPi = {0};
H
(3) AIP = {a, c}, AO
P = {d} and AP = {b};
I
O
(4) VP = {x1 , x2 }, VP = {y} and VPH = {z};
(5) FPV (0) = S0 =[z
 : N | z = 0], FPV (1) = S1 =[x
 1 ? : N;
 1 ? : N; z : N
z : N | x1 ? ∈ {0, ..., 9}; z = 0], FPV (2) = S2 =[x
 1 ? : N; x2 ? : N;
| x1 ? ∈ {0, ..., 9}; z = x1 ?], FPV (3) = S3 =[x
y! : N; z : N | x1 ? ∈ {0, ..., 9}; x2 ? ∈ {0, ..., 6}; z = x1 ?];
(6) FPA (a) = Aa =[x
 1 ? : N | x1 ? ∈ {0, ..., 9}], FPA (b) =
 1 ? : {0, ..., 9}; z : N | z = z + x1 ?], FPA (c) = Ac =[x
 2? :
Ab =[x
 2 ? : N; y! : N; z : N |
N | x2 ? ∈ {0, ..., 6}], FPA (d) = Ad =[x
y! = z ∗ x2 ?];
(7) TP = {(0, a?, 1), (1, b; , 2), (2, c?, 3), (3, d!, 0)}.
This ZIA is given in figure 1.
C. Labelled Refinement
The refinement relation aims at formalizing the relation
between abstract and concrete versions of the same component for example between an interface specification and its
implementation.
We first give the following definition which describes the
set of states after performing a sequence of internal actions
from a given state.
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Figure 1: A ZIA

Definition 3 Given a ZIA P and a state s ∈ SP the set
ε − closureP (s) is the smallest set U ⊆ SP such that (1) s ∈ U
and (2) if t ∈ U and (t, a, t∗ ) ∈ TPH then t∗ ∈ U.
The following definition describes the set of states after
performing several internal actions and an external action from
a given state.
Definition 4 Consider a ZIA P and a state s ∈ SP . For an
action a, we let
ExtDestP (s, a) = {s∗ | ∃(t, a, t∗ ) ∈ TP .t ∈ ε − closureP (s)
and s∗ ∈ ε − closureP (t∗ )}.
In the following, we use V I (A) (V I (B)) to denote the set of
input variables in Z schema A (B), V O (A) (V O (B)) to denote
the set of output variables in Z schema A (B), and V H (A)
(V H (B)) to denote the set of internal variables in Z schema A
(B).
In order to define the refinement relation between Z
schemas, we need the following notation.
Definition 5 Consider two Z schemas A and B with V I (A) =
I
V (B), V O (A) = V O (B) and V H (A) = V H (B) = ∅. We use the
notation A ≥ B if one of the following cases holds:
(1) if V I (A) = ∅ and V O (A) = ∅ then given an assignment ρ
on V I (A), for any assignment σ on V O (A), ρ ∪ σ |= B implies
ρ ∪ σ |= A, and given an assignment σ on V O (A), for any
assignment ρ on V I (A), ρ ∪ σ |= A implies ρ ∪ σ |= B;
(2) if V I (A) = ∅ and V O (A) = ∅ then for any assignment ρ
on V I (A), ρ |= A implies ρ |= B;
(3) if V I (A) = ∅ and V O (A) = ∅ then for any assignment ρ
on V O (A), ρ |= B implies ρ |= A;
(4) V I (A) = ∅ and V O (A) = ∅.
Intuitively, A ≥ B means that schemas A and B have
the same input variables and the same output variables, and
schema B has bigger domains of input variables but smaller
ranges of output variables than schema A. For example,
A=[x?

: N; y! : R | y! = 2x?] ≥ B=[x?

: R; y! : N |

y! = 2x?], where N is the set of natural numbers, R is the
set of reals, and x? is the largest natural number that is not
larger than x?.
Now we give the refinement relation between Z schemas,
which describe the refinement relation between data structures
properties of states. Roughly speaking, for two Z schemas A
and B, we say that B refines A if the input variables and the
output variables in A are also in B, and schema B has bigger
domains on these input variables but smaller ranges on these
output variables than schema A.
Definition 6 Consider two Z schemas A and B, we use the
notation A  B if
(1) V I (A) ⊆ V I (B), V O (A) ⊆ V O (B);
(2) A\(x1 , ..., xm ) ≥ B\(y1 , ..., yn ), where V(A) =
{x1 , ..., xm }  V I (A)  V O (A), V(B) = {y1 , ..., yn }  V I (A) 
V O (A).
For example, A=[x?

: N; y! : R | y! = 2x?]  B=[x?

: R;
u? : R; y! : N; v! : R; z : N | y! = 2x?; v! = z ∗ u?].
In the following, we give a refinement relation between
interface automata, which is defined in the style of a simulation
on interface automata. Roughly speaking, this refinement relation is composed of a refinement relation between behaviuoral
properties and a refinement relation between data structures
properties.
Definition 7 Consider two ZIAs P and Q. A binary relation
lt ⊆ SP × SQ is a simulation from Q to P if for all states
p ∈ SP , there exists q ∈ SQ such that p lt q the following
conditions hold:
(1) FPV (p)  FQV (q);
(2) For any internal action a, if (p, a, p∗ ) ∈ TP , there is a
state q∗ ∈ ε − closureQ (q), such that FPV (p∗ )  FQV (q∗ ), and
p∗ lt q∗ ;
(3) For any input action a, if (p, a, p∗ ) ∈ TP , there is a
state q∗ ∈ ExtDestQ (q, a), such that FPA (a)  FQA (a), FPV (p∗ ) 
FQV (q∗ ), and p∗ lt q∗ ;
(4) For any output action a, if (p, a, p∗ ) ∈ TP , there is a
state q∗ ∈ ExtDestQ (q, a), such that FPA (a)  FQA (a), FPV (p∗ ) 
FQV (q∗ ), and p∗ lt q.
Definition 8 The ZIA Q refines the ZIA P written P LT Q
if
There is a simulation LT from Q to P, a state p ∈ SPi and
a state q ∈ SQi such that p lt q.
V. C HECKING R EFINEMENT R ELATION OF ZIA S
In this section we give a refinement checking algorithm for
ZIAs. The refinement checking problem for ZIAs asks, given
two ZIAs P and Q, whether P LT Q.
A. ZIAs With Finite Domain
In a ZIA, each state and each action are assigned to a
schema in Z language, which can be regarded as a first logic
formula. By the definition of refinement relation for ZIAs,
to verify P LT Q, one should verify logical implication of
two Z schemas. Therefore, in general, the refinement checking
problem for ZIAs is undecidable since first order logic is
undecidable. But if we consider some decidable sublogics,
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such as description logic and proposition logic, the refinement
checking problem for ZIAs may become decidable.
In this section, we will introduce a class of ZIAs, for which
refinement checking problem is decidable. Roughly speaking,
in a ZIA, each state and each action are assigned to a schema in
Z language. If every variable in any schema has finite possible
values, such ZIAs are called ZIAs with finite domain. Our
refinement checking algorithm will work on such ZIAs.
Definition 9 A Z schema S=[v
 1 : T1 ; ...; vm : Tm |
P1 ; ...; Pn ] is called a Z schema with finite domain, if each
variable vi has finite possible values, i.e., each type Ti has
finite elements.
H
I
O
Definition 10 A ZIA P = SP , SPi , AIP , AO
P , A P , VP , V P ,
H
V
A
VP , FP , FP , TP  is called a ZIA with finite domain, if the
following condition holds:
(1) for each s ∈ SP , FPV (s) is a Z schema with finite domain;
(2) for each a ∈ AP , FPA (a) is a Z schema with finite domain.
An example of ZIA with finite domain is given as follows:
H
I
O
H
V
A
P = SP , SPi , AIP , AO
P , AP , VP , VP , VP , FP , FP , TP  consists
of the following elements:
(1) SP = {0, 1, 2, 3};
(2) SPi = {0};
H
(3) AIP = {a, c}, AO
P = {d} and AP = {b};
I
O
(4) VP = {x1 , x2 }, VP = {y} and VPH = {z};
(5) FPV (0) = S0 =[z
 : {0, ..., 9} | z = 0], FPV (1) = S1 =[x
 1? :
{0, ..., 9}; z : {0, ..., 9} | x1 ? ∈ {0, ..., 4}; z = 0], FPV (2) =
 1 ? : {0, ..., 9}; z : {0, ..., 9} | x1 ? ∈ {0, ..., 4}; z = x1 ?],
S2 =[x
FPV (3) = S3 =[x
 1 ? : {0, ..., 9}; x2 ? : {0, ..., 9}; y! : {0, ..., 9};
z : {0, ..., 9} | x1 ? ∈ {0, ..., 4}; x2 ? ∈ {0, ..., 4}; z = x1 ?];
(6) FPA (a) = Aa =[x
 1 ? : {0, ..., 9} | x1 ? ∈ {0, ..., 4}],
A
 1 ? : {0, ..., 9}; z : {0, ..., 9} | z = (z + x1 ?)
FP (b) = Ab =[x
 2 ? : {0, ..., 9} | x2 ? ∈ {0, ..., 6}],
mod 10], FPA (c) = Ac =[x
 2 ? : {0, ..., 9}; y! : N; z : N | y! = (z ∗ x2 ?)
FPA (d) = Ad =[x
mod 10];
(7) TP = {(0, a?, 1), (1, b; , 2), (2, c?, 3), (3, d!, 0)}.
B. Algorithm
In this section we presented an algorithm RC for checking
refinement relation over ZIAs with finite domain.
Suppose P and Q are two ZIAs with finite domain, the
algorithm is given as follows:
RC(P, Q) =
for each p ∈ SPi , q ∈ SQi
Ap,q := RCS(p, q)
return( ∨ Ap,q )
p,q

RCS(p, q) =
Bp,q := RCZ(FPV (p), FQV (q))
if

a

∧

a∈IA(p,q)∪EA(p,q)

else B :=

∧

(p −→ ) then return(Bp,q )

a∈IA(p,q)∪EA(p,q)

Matcha (p, q)

return(B ∧ Bp,q )
Matcha∈IA(p,q) (p, q) =
a
if (p −→) and (q =⇒) then return(false)
a
for each (p −→ pi ) and (q =⇒ qj )
Ci,j := RCZ(FPV (pi ), FQV (qj ))

Di,j := RCS(pi , qj )
return(∧ (∨ (Ci,j ∧ Di,j )))
i

Matcha∈EA(p,q) (p, q) =

j

a

a

if (p −→) and (q =⇒) then return(false)
Ca = RCZ(FPA (a), FQA (a))
a
a
for each (p −→ pi ) and (q =⇒ qj )
Ci,j := RCZ(FPV (pi ), FQV (qj ))
Di,j := RCS(pi , qj )
return(∧ (∨ (Ca ∧ Ci,j ∧ Di,j )))
i

j

RCZ(S, T) =
if (V I (S) ⊆ V I (T)) or (V O (S) ⊆ V O (T)) then
return(false)
else
VS := V(S) − V I (S) − V O (S)
VT := V(T) − V I (S) − V O (S)
E := RCL(S\VS , T\VT )
return(E)
RCL(M, N) =
if (V I (M) = V I (N)) or (V O (M) = V O (N)) or
(V H (M) = ∅) or (V H (N) = ∅) then
return(false)
if (V I (M) = ∅) and (V O (M) = ∅) then
return(true)
if (V I (M) = ∅) and (V O (M) = ∅) then
return(TV(N ⇒ M))
if (V I (M) = ∅) and (V O (M) = ∅) then
return(TV(M ⇒ N))
if (V I (M) = ∅) and (V O (M) = ∅) then
return(TV(∀ vI1 : V1I ; ...; vIm : VmI •
O
O
O
(N ⇒ M) ∧ ∀ vO
1 : V1 ; ...; vn : Vn •
(M ⇒ N))
where V I (M) = {vI1 , ..., vIm }, V O (M) =
O
I
I
{vO
1 , ..., vn }, the type of vk is Vk ,
O
O
and the type of vk is Vk .
TV(LS) =
rewrite schema LS to an equivalent first order
logical formula LF
if (LF is always true for any assignment on
variables) then return(true)
else return(false)
Suppose that p and p are states of P, and a is an action
a
of P, we use the notation p −→ p to denote (p, a, p ) ∈ TP ,
a
the notation p =⇒ p to denote p ∈ ExtDestP (p, a), and the
notation p =⇒ p to denote p ∈ ε − closureP (p). IA(p) = {a
a
| ∃ p . p −→ p and a is an internal action.}. EA(p) = {a
a
| ∃ p . p −→ p and a is an external action.}. IA(p) ∪ IA(q)
is abbreviated as IA(p, q). EA(p) ∪ EA(q) is abbreviated as
a
EA(p, q). We use p −→ to represent there exists p such that
a

a

a

p −→ p , and q =⇒ means there is no q such that q =⇒ q .
a
Since there are finite states in a ZIA, p =⇒ and p =⇒ is
decidable.
In the above algorithm, the function TV(LS) returns true if
LS is always true for any assignment, otherwise returns false.
In general, TV(LS) can not be implemented since the tautology

403

problem of first order logic is not decidable. But if the logic
is restricted to some decidable sublogics, for example, each
variable of a logical formula has finite possible values, the
tautology problem of such logic becomes decidable. TV(LS)
is decidable because LS is a Z schema with finite domain, and
there are only finite possible assignments on variables.
The function RCS(p, q) starts with the initial pair (p, q), trying to check the similarity of p and q by matching transitions
from them. While travelling the transition graph, at each pair
of nodes the algorithm produces the outgoing transitions and
next states according to the transition of ZIA. The transitions
are then matched for simulation, and the algorithm goes on to
the new state pairs if the matches are successful.
The function Matcha , performs a depth-first search on the
product of the two labelled transition graphs. If one state fails
to match another’s transitions then they are not refinement and
return false, otherwise return true.
C. The Correctness of RC
The correctness of the algorithm for refinement relation is
not difficult to justify. Each call of matcha (p, q) performs a
depth-first search in the product graph of the two transition
graphs. This ensures that matcha (p, q) can only be called for
finitely many times since the states spaces of P and Q are
finite. Therefore RC(P, Q) will always terminate. Furthermore
we can give the correctness of the above algorithm:
Lemma 1 The algorithm RCZ(S, T) given in the above
terminates and is correct, i.e., it returns true iff S  T.
Lemma 2 The algorithm RCS(p, q) given in the above
terminates and is correct, i.e., it returns true iff p lt q.
By the above Lemmas, we have the following proposition:
Proposition 1 The algorithm RC(P, Q) given in the above
terminates and is correct, i.e., it returns true iff P LT Q.
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VI. C ONCLUSIONS
In this paper, we introduced a combination of interface
automata and Z called ZIA, which can be applied to specify
properties of behaviour and data structures of a system. We
then defined the refinement relation for ZIA. At last, to verify
systems, we provided a refinement checking algorithm for
ZIAs with finite domain. It provides techniques to verify
properties of data structures and control aspects in a common
framework.
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Abstract—Passive testing uses the historical interaction ﬁles of
systems in order to decide their correctness. In our testing approach, we represent the most important properties to be checked
by using so-called invariants. Normally, a tester introduces the set
of invariants to perform this task, but in many cases the size of
this set is too small. This paper presents a way to provide a
bigger set of representative invariants. This novel approach is
based on applying genetic algorithms in a small set of invariants
in order to generate a representative bigger invariant suite.
Index Terms—Passive Testing, Genetic Algorithms

I. I NTRODUCTION
The complexity of current systems, the large number of
people working on them, and the number of different modules
that interact with each other, make it difﬁcult to decide their
correctness. Testing techniques [1], [2] allow us to provide a
degree of conﬁdence in the correctness of a system. These
techniques can be combined with the use of formal methods [3], [4], [5], [6], [7] in order to semi-automatically perform
some tasks involved in testing through the use of tools [8].
The application of formal testing techniques to check the
correctness of a system requires to identify its critical aspects,
that is, those characteristics that will make the difference
between correct and incorrect behaviors. While the relevant
aspects of some systems only concern what they do, in some
other systems it is equally relevant how they do what they
do. Thus, during the last years formal testing techniques also
dealt with non-functional properties. In this paper we focus
on systems that contain temporal restrictions, being already
several proposals for timed testing (e.g. [9], [10], [11], [12]).
In testing, we can distinguish between two approaches:
Passive and Active. The main difference between them is
whether a tester can interact with the System Under Test
(SUT), or not. If the tester can interact with the SUT, then
we are in the active testing paradigm. On the contrary, if the
tester simply monitors the behavior, then we are in the passive
testing paradigm. Actually, it is very frequent that the tester is
unable to interact with the SUT. In particular, such interaction
can be difﬁcult in the case of large systems working 24/7 since
this interaction might produce a wrong behavior of the system.
For example, let us consider the task of testing a bank account
Research partially supported by the WEST project (TIN2006-15578-C02)
and the UCM-BSCH programme to fund research groups (GR58/08 group
number 910606).

manager. A possible test suite to check the correctness of this
system might be:
1)
2)
3)
4)

Create a new account.
Change the ID of a user of the system.
Insert $1.000.000 in the account XXX.YYY.ZZZ.
Delete a user.

Since it is very risky to perform these actions in systems
that are already working, testers might use passive testing
techniques in order to test these systems.
In our formal passive testing framework [13], [14], we
consider the following scenario. First, we are provided with
a formal speciﬁcation of the system. In this speciﬁcation all
the correct behaviours of the system are represented. We
also consider that we are provided with a set of formal
requirements, that we will call invariants. They represent the
most expected properties to be checked in the SUT.
Usually we consider different ways to obtain a set of
invariants. In our original approach we assumed that this set
is given by the tester. In this case, before using the invariants
to check the correctness of the system, we have to check their
correctness, with respect to the speciﬁcation, since it makes
no sense to check the correctness of a system with respect
to wrong properties. After strong experimentation with this
ﬁrst approach, we detected the following two problems: The
set of invariants might be erroneous and the size of the set
of invariants was too small. However, the current availability
of computational resources allows us to simultaneously check
huge set of invariants without sensibly decreasing performance: Normally, testers do not generate “from scratch” big
sets of invariants. In this line, in [15] we showed how to use
the speciﬁcation of the system to provide the tester with a set
of invariants. We presented an algorithm that automatically
derives a set of invariants. Unfortunately, the set of derived
invariants was so big, sometimes inﬁnite, and it was nonrepresentative. By non-representative we mean that we were
unable to establish any criterion to compare invariants, for
example, to decide the set containing the best n invariants.
In order to solve this drawback, in [16] we assumed the hypothesis of having knowledge about the system concerning the
past-interactions of the users with the SUT. This information
was collected in a database. We applied data mining techniques
in order to generate a probabilistic model [17] to describe the
users of the system. We adapted the algorithm of [15] to use
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this new information. The underlying idea was to guide the
invariant generation in order to check the most frequent user
sequence actions presented in the probabilistic model.
Unfortunately, we consider that this is neither the unique nor
the optimum way to provide a tester with a set of invariants.
Within the last approach we generated the properties based on
the most common input sequences performed by the users of
this SUT. Let us consider that we have produced several copies
of the same SUT, they are placed in different locations, and
we want to generate a representative invariant suite to test all
of them. Usually, users that are interacting with a SUT do not
interact with another one. In our previous approach, we would
generate a user model for each system, but we were not able
to generate a unique invariant suite, sharing the information
presented in each user model. In this paper we present a
novel methodology, based on genetic algorithms, to cross the
different sets of invariants in order to generate a powerful set
of representative invariants with respect to any user model.
Let us remark that the use of genetic algorithms applied to
formal testing tasks is not new (see, for example, [18], [19],
[20], [21]). Therefore, we consider that it is a feasible way to
work with them.
The rest of the paper is structured as follows. Section II
presents our formal framework. In Section III we present
the use of genetic algorithms in order to provide a set of
representative invariants. Finally, in Section IV we give our
conclusions and some lines for future work.
II. F ORMAL FRAMEWORK
In this section we introduce our framework to specify and
(passively) test timed systems. We extend the well-known
Finite State Machines model by adding time information
concerning the amount of time that the system needs to
perform transitions.
Deﬁnition 1: A Timed Finite State Machine (TFSM) is a
tuple (S, s0 , I, O, T ), where S is a ﬁnite set of states, s0 ∈ S
is the initial state, I and O, with I ∩ O = ∅, are the ﬁnite
sets of input and output actions, respectively, and T ⊆ S ×
I × O × IR+ × S is the set of transitions.
A TFSM M = (S, s0 , I, O, T ) is deterministic if for
all state s and input i there exists at most one transition


(s, i, o, t, s ).
Let us consider the TFSM depicted in Figure 1 and the
transition (s1 , a, x, 3, s2 ). Intuitively, if the machine is at state
s1 and it receives the input a, then it will produce the output x
i/o
−−−→ t s as a shorthand
after 3 time units. We usually write s −
of (s, i, o, t, s ) ∈ T . Finally, we assume that speciﬁcations are
given by deterministic TFSMs.
Next we introduce the notion of trace of a system. A
trace captures the behaviour of an implementation. Traces
collect the outputs obtained after sending some inputs to
the implementation and the amount of time between each
input/output pair. The classical notion of trace, which does
not include any time information, is called a non-timed trace.
Deﬁnition 2: Let M = (S, s0 , I, O, T ) be a TFSM. We
say that i1 /o1 /t1 , i2 /o2 /t2 , . . . , in /on /tn is a timed trace,

a/y/6

start

s1

a/x/3

c/x/4
a/y/2
s4

a/x/1

s2
c/z/4
s3

c/z/1
c/y/2
Figure 1.

Example of TFSM.

or simply trace, of M if there is a sequence of transitions such
that
i1 /o1

i2 /o2

in /on

s1 −−−−−→ t1 s2 −−−−−→ t2 s3 . . . sn −−−−−→ tn sn+1
If i1 /o1 /t1 , . . . , in /on /tn is a timed trace of M , then the

sequence i1 /o1 , . . . , in /on is a non-timed trace of M . 
For
example,
if
we
consider
the
machine
M
depicted
in
Figure
1,
we
have
that
c/x/4, c/x/4, a/x/3, c/z/4, c/z/1, a/x/1
is a timed
trace of M . If we remove time information, we obtain
non-timed traces. For instance, c/x, c/x, a/x, c/z, c/z, a/x
is the non-timed trace associated with the previous timed
trace. SUTs are implemented as black boxes and our only
assumption about them is that they produce sequences that
can be converted into timed traces.
Our passive testing approach is similar to other methodologies since the basic idea consists in recording traces from
the SUT to detect unexpected behaviours. The main novelty
is that a set of invariants is used to represent the most
relevant properties of the speciﬁcation. Intuitively, an invariant
expresses the fact that each time the SUT performs a given
sequence of actions, then it must exhibit a behaviour reﬂected
in the invariant. In order to express traces in a concise way,
we will use the wild-card characters ? and . The wild-card ?
represents any value in the sets of inputs or outputs, while 
represents a sequence of input/output pairs.
Deﬁnition 3: We say that p̂ = [p1 , p2 ] is a time interval if
p1 ∈ IR+ , p2 ∈ IR+ ∪ {∞}, and p1 ≤ p2 . We assume that for
all t ∈ IR+ we have t < ∞ and t + ∞ = ∞. We consider that
IR denotes the set of time intervals.
Let M = (S, s0 , I, O, T ) be a TFSM. We say that the
sequence φ is an invariant for M if the following two
conditions hold:
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1) φ is deﬁned according to the following EBNF:
φ ::= Body → Consequent
Body ::= a/z/p̂, Body |  /p̂, Body | i
Body ::= i/z/p̂, Body | i
Consequent ::= O/p̂  t̂
In this expression we consider p̂, t̂ ∈ IR, i ∈ I, a ∈
I ∪ {?}, z ∈ O ∪ {?}, and O ⊆ O.
2) φ is correct with respect to M (formally deﬁned in [13]).


Even though, our machines present time information expressed as ﬁx amounts of time, time conditions established in
invariants are given by intervals. This fact is due to consider
that it can be admissible that the execution of a task sometimes
lasts more time than expected: If most of the times the task is
performed on time, a small number of delays can be tolerated.
Concerning the notion of correctness, the idea is that an
invariant is correct with respect to a machine M , if M cannot
perform a timed trace that would contradict what the invariant
expresses.
Intuitively, the previous EBNF expresses that an invariant is
either a sequence of symbols where each component but the
last one is either an expression a/z/p̂, with a being an input
action or the wild-card character ?, z being an output action
or ?, and p̂ being an interval, or an expression /p̂. There are
two restrictions to this rule. First, an invariant cannot contain
two consecutive expressions /p̂1 and /p̂2 . In the case that
such situation was needed to represent a property, the tester
could simulate it by means of the expression /(p̂1 + p̂2 ).
The second restriction is that an invariant cannot present
a component of the form /p̂ followed by an expression
beginning with the wild-card character ?, that is, the input
of the next component must be a real input action i ∈ I. In
fact,  represents any sequence of inputs/outputs pairs such
that the input is not equal to i.
The last component corresponding to the expression i →
O/p̂  t̂ is an input action followed by a set of output actions
and two timed restrictions, denoted by means of two intervals
p̂ and t̂. The former is associated to the last expression of the
sequence. The latter is related to the sum of times values associated to all input/output pairs performed before. For example,
the meaning of an invariant as i/o/p̂, /pˆ , i → O/p̂  t̂ is
that if we observe the transition i/o in a time belonging to
the interval p̂, then the ﬁrst occurrence of the input symbol
i after a lapse of time belonging to the interval pˆ must be
followed by an output belonging to the set O. The interval t̂
makes reference to the total time that the system must spend
to perform the whole trace. Next we introduce some examples
in order to present how invariants work.
Example 1: Let us consider the TFSM presented in Figure 1. One of the most simple invariants that we can deﬁne
within our framework is a → {x, y}/[1, 6]  [1, 6]. The idea
is that each occurrence of the input symbol a is followed
by either the output symbol x or y, and this transition is
performed between 1 and 6 time units.

We can specify a more complex property by taking into
account that we are interested in observing the output x
after the input a when the pair c/x was previously observed.
In addition, we include time intervals corresponding to the
amount of time the system takes for each of the transitions
and to the total time it spends in the whole trace. We
could express this property by using the following invariant:
c/x/[3, 5], /[0, 5], a → {x}/[2, 4]  [4, 13]. An observed
trace will be correct with respect to this invariant if each
time that we ﬁnd a (sub)sequence starting with the c/x pair,
performed in an amount of time belonging to the interval [3, 5],
if there is an occurrence of the input a before 5 time units pass,
then it must be paired with the output symbol x and the lapse
of time between a and c must belong to the interval [2, 4]. In
addition, the whole sequence must take a time belonging to
the interval [4, 13].


Next we elaborate on the notion of user models. They
indicate the probability that a user chooses each input in each
situation. We will use a particular case of Probabilistic Finite
State Machine (PFSM) to represent user models (for technical
details, see [17]). Let us note that the interaction of a user with
an implementation ends whenever the user decides to stop it.
Consequently, models denoting users must represent this event
as well. Given a PFSM representing a user model, we will
require that the sum of the probabilities of all inputs associated
to a state is lower than (or equal to) 1. The remainder up to
1 represents the probability of stopping the interaction at this
state. We will combine user models and non-timed traces of
the speciﬁcation to assess the probability of performing certain
sequences of inputs.
III. G ENETIC ALGORITHM
In this section we present our genetic algorithm and how
we can use it to generate a new set of invariants. A genetic
algorithm [22] is a search technique used in computing to
ﬁnd exact or approximate solutions to optimization and search
problems. The evolution usually starts from a population of
randomly generated individuals and happens in generations.
Thus, in each generation of the algorithm, the ﬁtness of
every individual in the population is evaluated. Then, multiple individuals are stochastically selected from the current
population, and modiﬁed to form a new population. Next, the
new population is used in the next iteration of the algorithm.
Commonly, the algorithm terminates when either a maximum
number of generations has been produced, or a satisfactory
ﬁtness level has been reached for the population.
According to this scheme, the structure of the rest of
this section is as follows. In Section III-A we present the
initialization of the set of invariants. After that, in Section III-B
we present how we compare sets of invariants. Next, in
Section III-C the reproduction process is described. Finally,
in Section III-D the termination of the algorithm is presented.
A. Initialization
In this section we focus on how to get an initial population
of invariants. Normally, this initial set contains several hun-
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User model 1

dreds or thousands of possible solutions. Traditionally, this
population is randomly generated, but in our approach we
make use of the algorithms to extract a set of representative
invariants by taking into account the user model that we
have, in order to generate a representative seed of the genetic
algorithm.
Deﬁnition 4: Let S be the speciﬁcation of a system,
I1 , . . . , In be a set of implementations of this system, and
DB1 , . . . , DBn be a set of n databases recording the interactions of users with I1 , . . . , In , respectively. We deﬁne the
initial population with degree δ as:
Φ=

n


User model 2
start

sβ1

c/x/pα
11
start

sα
3

sβ2

sα
1

a/y/pα
31

generate(Ui , S, δ)

a/x/pβ12

a/x/pα
12

c/z/pα
23

sα
2

i=1

a/y/pα
22

where Ui corresponds to the user model generated from
database DBi and generate is the algorithm to extract
invariants with the help of a user model presented in [16].



c/z/pβ23
sβ3
a/x/pβ34

c/y/pβ44
Figure 2.

c/z/pβ34

sβ4

Example of two user models.

B. Selection
In this section we present how we make a selection of
invariants from the existing population. During each successive
generation, a proportion of the existing population is selected
to breed a new generation. Individual solutions are selected
through a ﬁtness-based process, where ﬁtter solutions are
typically more likely to be selected. In our approach we have
two different ways to make the selection of the candidates
from the initial state:
1) The ﬁrst way is to randomly generate a set. This helps
to keep the diversity of the population large, preventing
premature convergence and poor solutions.
2) The second way focuses on a tournament selection.
In [23] we presented a heuristic approach to compare
different sets of invariants. This approach is based on
mutation testing techniques and the invariants are classiﬁed with respect to the probability to detect an erroneous
behavior in different environments.
Deﬁnition 5: Let S be the speciﬁcation of a system,
I1 , . . . , In be a set of implementations of this system,
DB1 , . . . , DBn be a set of n databases recording the interactions of users with I1 , . . . , In , respectively, and U =
{U1 , . . . , Un } be the set of user models extracted from these
databases. Given an invariant suite Φ, we deﬁne the fitness
function as:
fitnessU S (Φ) =



probU S (φ)

U ∈U ,φ∈Φ

where probU S (φ) returns the degree of representativity to
perform all the actions presented in φ with respect to the
parallel composition of the user model with the speciﬁcation.
This degree is a positive real value.



C. Reproduction
The next step is to generate a second generation population
of solutions from those selected through the genetic operator of
crossover. In some heuristics, they divide the population into
a biggest new population in order to increase their number.
This approach cannot be used in our paradigm since our set
of invariants has always to be correct with respect to the
speciﬁcation; if we divide an invariant we may obtain a set of
invariants that might be incorrect.
Example 2: Let us consider the speciﬁcation presented in
Figure 1. We have that the invariant φ = a/x/[2.8, 3.1], c →
{z}/[3.9, 4, 1]  [6.8, 7.4] is a correct invariant for this
speciﬁcation. It means that if we observe the input a followed
by the output x within a time belonging to [2.8, 3.1], then if
we observe the input action c we have to observe the output
z, within a time belonging to [3.9, 4, 1], and the global sum
of observed time values belongs to [6.8, 7.4].
Let φ1 = a → {x}/[2.8, 3.1]  [2.8, 3.1] be a reduction
of φ. We have that φ1 is not correct with respect to the
speciﬁcation. Let us note that this invariant contradicts what is
represented in the speciﬁcation since it requires that each time
that we observe the input a we have to observe the output x,
within a time belonging to the interval [2.8, 3.1]. Taking into
account the speciﬁcation, we are able to produce the following
a/y/6
a/y/2
a/x/y
transitions s2 −−−−−→ s2 , s3 −−−−−→ s1 , or s4 −−−−−→ s1 that
show the incorrectness of the invariant with respect to the
speciﬁcation.


The idea of reproduction is used to represent user behaviours that were not presented into the user models that
we have. Let us consider Figure 2 where two users models,
for the speciﬁcation introduced in Figure 1, are given. Let us
consider the user model 1. From the ﬁrst state, that is sα
1 , it
represents that users have three different possibilities. The ﬁrst
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one is that they can perform the input c, with probability pα
11
returning the system the output z; the second one corresponds
to perform the input a with probability pα
12 returning the
system the output x; the probability to stop in state sα
1 is
α
−
p
.
Taking
into
account
the
user
model
1,
equal to 1 − pα
11
12
the probability associated to perform the input actions c, c, a
α
α
α
α
is p = pα
11 · p11 · p12 · (1 − (p23 + p22 )). An invariant that
checks this property is φ = c/x/[3.9, 4.1], c/x/[3.9, 4.1], a →
{x}[2.9, 3.1]  [10, 12]. So, the idea is that this invariant
has associated p as degree of representation. Let us note that
the previous invariant has 0 as degree of representation when
analyzed with respect to the second user model.
Next, we present our crossover operation. The idea is
to split the body of the invariant and combine its preﬁxes
with other invariants by using the  operation. This wildcard represents any, possibly empty, sequence of inputs and
outputs. Intuitively, by taking into account Figure 2, we want
to represent that we might obtain a new user that starts as
the users represented in the ﬁrst model do, and ﬁnishes as the
behavior presented in the second model.
Deﬁnition 6: Let φ1 and φ2 be two invariants and S be the
speciﬁcation of the system. We deﬁne the cross operation of
φ1 and φ2 as:

cross(φ1 , φ2 , S) = cross (φ1 , φ2 , S) cross (φ2 , φ1 , S)

cS (φ, /[0, ∞], mult(φ2 ))
cross (φ1 , φ2 , S) =
φ∈prefix(φ1 )

where prefix will return the set of all preﬁxes of an invariant,
mult will replace the last time constraint of a invariant, that
is, the one presented after the symbol  by [0, ∞], and
the function cS returns φ = (φ, /[0, ∞], mult(φ2 )) if this
invariant is correct with respect to S; otherwise it will return
the empty set.


Example 3: Let us consider the following two input sequences c, c, c and a, c, c performed from the user models
presented in Figure 2. With the previous deﬁnition, we are able
to represent a new invariant suite for checking the following
behaviors: c, a, c, c , c, c, a, c, c , c, c, c, a, c, c , a, c, c, c ,
a, c, c, c, c , and a, c, c, c, c, c respectively.
In a possible user model generated from the combination
of these models, we will have that the probability of checking
α
α
α
α
the sequence, c, c, c is pα
11 · p11 · p11 · (1 − (p11 + p12 )),
and the probability of checking the sequence a, c, c, c, c, c is
α
α
α
α


pβ12 · pβ23 · pβ34 · pα
11 · p11 · p11 · (1 − (p11 + p12 )).
Due to the following property of real numbers, we suggest
that our heuristic crossover function does not use the complete
set of preﬁxes of an invariant to generate a new one. Let us
consider 0 ≤ a ≤ b ≤ 1 be two real values. We have that a·b ≤
a and a · b ≤ b. This property shows that adding new values
to check the correctness of the system, that is, adding new
probability values to the chain of input sequences to generate
the invariant, will reduce the degree of representativity of the
new invariant with respect to its parents. So, just to solve this
problem, we suggest not to use the complete set of preﬁxes of
an invariant, but only the preﬁxes composed within γ values.

Deﬁnition 7: Let γ be a degree of representativity of the
invariant. We redeﬁne the function cross as:

cross (φ1 , φ2 , S) =
cS (φ, /[0, ∞], mult(φ2 ))
φ∈prefixγ (φ1 )

where prefixγ (φ1 ) represents the set of preﬁx with representativity degree γ.


Example 4: Let us consider again the previous input sequences c, c, c and a, c, c . If want to represent the behaviors of the invariant suite after the crossover with a degree
equal to 2, then we are able to check the following behaviors: c, a, c, c , c, c, a, c, c , c, c, . . . , a, c, c , a, c, c, c ,
a, c, c, c, c , a, c, . . . , c, c, c, c and c, c, . . . , c, c, c, c respectively. We remark that the probability to perform the token
. . . is equal to 1 because it represents any (possible empty)
sequence.


For each new solution to be produced, a pair of parent
solutions is selected for breeding from the previously selected
pool. By producing a child solution using the above method
of crossover, a new solution is created which typically shares
many of the characteristics of its parents. New parents are
selected for each new child and the process continues until
a new population of solutions of appropriate size is generated. These processes ultimately result in the next generation
population of chromosomes that is different from the initial
generation. Generally the average ﬁtness will have increased
by this procedure for the population, since only the best
invariants from the ﬁrst generation are selected for breeding,
along with a small proportion of less ﬁt solutions.
D. Termination
This process of generating a new set of invariants is repeated
until a termination condition is reached. Next we present some
common terminating conditions for our approach. First, the
constructed invariant suite satisﬁes a minimum criteria provides by a tester. This criteria can be expressed, for example,
by a ﬁxing the number of generations reached. Sometimes, in
other environments, we may consider that the access to the
user models is restricted, and we can access this information
a certain number of times. The last terminating condition
corresponds to let the tester to check the invariant extraction
process and letting her to stop at any moment.
In order to conclude the paper, we informally present the
basic steps of our genetic algorithm:
• Choose the initial population of invariants (with δ degree
of representativity).
• Evaluate the ﬁtness of each invariant in that population.
• Repeat this generation until termination (different tester
criteria):
– Select the best-ﬁt individuals for reproduction (by
using the deﬁnition of fitness function).
– Breed new individuals through crossover to give birth
to offsprings (using a degree γ provided by the
tester).
– Evaluate the individual ﬁtness of new invariants.
– Replace least-ﬁt population with new invariants.
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IV. C ONCLUSIONS AND FUTURE WORK
In this paper we have presented a novel approach to generate
a set of invariants to perform passive testing of timed systems.
These invariants have been generated by using a genetic algorithm. The initial population of this approach is obtained by
applying the algorithm to extract invariants with user models
presented in [15], [16]. We showed how we can simulate new
users that are not contained into these models and check these
properties.
Genetic algorithms are an artiﬁcial intelligence technique
that uses metaphors of mechanisms present in nature for
organisms to develop, adapt, reproduce, and try to adapt to
the system in which they act and live. Its main operators
are mutation, reproduction (genetic crossing) and selection of
the ﬁttest individuals. Genetic algorithms are a good method
to use with black-box testing since if we do not have any
information regarding the internal structure of the SUT, then
the testing problem can be expressed as a search in the space
of solutions, guided by a heuristic. In our case, the space
of solutions is the set of all possible implementations that
may have been generated, located in different places, from the
given speciﬁcation. Genetic algorithms can adapt themselves
to ﬁnd this optimum, as long as the ﬁtness function is correctly
deﬁned.
As future work, we would like to compare this approach
with others existing in this ﬁeld, in order to compare the
quality of the sets of invariants that we obtain. In this line,
we will consider the following techniques. The ﬁrst one is
Ant colony optimization, which uses many ants to traverse
the solution space and ﬁnd locally productive areas. Another
approach is adding an entropy with respect to an invariant in
order to use a cross-entropy method to generate candidates
solutions via a parameterized probability distribution. The
last approach to investigate is the cultural algorithm, which
consists of the population component almost identical to
that of the genetic algorithm and, in addition, a knowledge
component called the belief space.
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timed properties for passive testing by using probabilistic user models,”
in 9th Int. Conf. on Quality Software, QSIC’09, pp. 145–154, IEEE
Computer Society Press, 2009.
[17] C. Andrés, L. Llana, and I. Rodrı́guez, “Formally transforming usermodel testing problems into implementer-model testing problems and
viceversa,” Journal of Logic and Algebraic Programming, vol. 78, no. 6,
pp. 425–453, 2009.
[18] D. Fatiregun, M. Harman, and R. M. Hierons, “Evolving transformation
sequences using genetic algorithms,” in 4th IEEE Int. Workshop on
Source Code Analysis and Manipulation, SCAM’04, pp. 65–74, IEEE
Computer Society Press, 2004.
[19] Q. Guo, R. M. Hierons, M. Harman, and K. Derderian, “Computing
unique input/ouput sequences using genetic algorithms,” in 3rd Int.
Workshop on Formal Approaches to Software Testing, FATES’03, LNCS
2931, pp. 169–184, Springer, 2004.
[20] D. Berndt and A. Watkins, “High volume software testing using genetic
algorithms,” in 38th Annual Hawaii Int. Conf. on System Sciences,
HICSS’05, p. 318b, IEEE Computer Society Press, 2005.
[21] K. Derderian, M. Merayo, R. Hierons, and M. Núñez, “Aiding test case
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paper, to huddle this obstacle, we propose formal
semantics of sequence diagram.
One of the most widely studied verification method is
model checking first proposed in the early 1980’s
independently by two groups[2,3] The central idea is to
model a system in such a way that it is possible to
generate a reachability graph whose vertices represent the
states the system can reach and the edges the possible
transitions from a state to another. To perform model
checking, it has to model a concrete system using some
specification language. Several possibilities have been
proposed depending on the domain. A simple but general
formalism is called transition systems[4]. The transitions
of the system can be associated with some action that is
used as a transition label. Such a system model is referred
to as a labeled transition system(LTS) which have welldefined mathematical properties.
In this paper, for defining formal verification of UML
2.0 sequence diagram, we use a previously developed
bounded model checker LTS-BMC[5] whose input
language is FSP[6]. We use this textural representation as
our intermediate semantic model for verifying sequence
diagram. The structure of this paper is that chapter 2
gives background knowledge about BMC(Bounded
Model Checking), FSP and their encoding rules, and the
formal syntax and semantics of sequence diagram are in
chapter 3, and finally conclude in chapter 5.

Abstract1
In UML 2.0, Sequence diagram is extended to have some
reusable factors of interaction, e.g. combined fragment.
But these additional features are hard to formally verify
sequence diagrams. To overcome this obstacle, in this
paper, we propose the formal semantics of sequence
diagram with Finite State Process which is input
language of LTS-BMC bounded model checker. The
similarity between semantics of sequence diagram and
FSP, interleaving and trace semantics, lead to formal
verification of sequence diagram using a legacy welldeveloped bounded model checker.
Keywords : Formal Verification, Bounded Model checking,
Labeled Transition System, Sequence diagram, Finite State
Process

1 Introduction
The formal verification of UML[1] diagrams plays an
important role in detecting errors in early design phase. In
UML, a common issue with sequence diagrams is how to
show conditions and iterations. Indeed, the activity
diagram is more appropriate to model control logic that
involves conditions, loop etc, but in practice, most
developers prefer to stick with the sequence diagram to
show how objects interact together with the control logic
involved. To increase reusability of interactions,
Sequence diagram in UML 2.0 provide additional
concepts such as combined fragment. But because of the
lack of formal semantics of these features, it is hard to
apply formal verification to sequence diagram. In this

2 Background
2.1 BMC
Bounded Model Checking was first proposed by Biere et
al. in 1999[7]. It does not solve the complexity problem
of model checking, since it still relies on an exponential
procedure and hence is limited in its capacity. But
experiments have shown that it can solve many cases that

This work was supported by the GRRC program of Gyeonggi
province. [200911963, Software Technology for Effective
Digital Contents Service]
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cannot be solved by BDD-based techniques.
Bound k
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a.

::

Process
Sharing

<<

Priority High

>>

Priority Low

if then
else

Conditional

/

Re-labeling

\

Hiding

&SSPS
USBDF

sat

unsat
GBJM

Figure 1. Bounded Model Checking Overview
As shown in figure 1, the basic idea in BMC is to
search for a counter-example in executions whose length
is bounded by some integer k. If no bug is found then
one increases k until either a bug is found, the problem
becomes fail to verification or some pre-known upper
bound is reached. The BMC problem can be efficiently
reduced to a propositional satisfiability problem, and
can therefore be solved by SAT-solver rather than BDDs.
Modern SAT solvers can handle propositional
satisfiability problems[8,9,10].
During the last few years there has been a tremendous
increase in reasoning power of SAT solvers. They can
now handle instances with hundreds of thousands of
variables and millions of clauses[11].

2.2 FSP
FSP(Finite State Processes) is a process calculus – one
of a family of notations pioneered by Milner(1989),
CCS(Calculus of Communicating System), and
Hoare(1985),
CSP(Communicating
Sequential
Processes), for concisely describing and reasoning about
concurrent programs[6]. In figure 2, we give the quick
reference of FSP model to help understand.
The semantics of basic FSP are defined in terms of
Labeled Transition Systems(LTSs). Let States be the
universal set of states including S a designed error state,
L be the universal set of labels, and Act = L  {W}, where
W is used to denote an internal action that cannot be
observed by the environment of an LTS. A finite LTS P is
a quadruple S , A, ', q where:

Description
If x is a action and P a process then (x->P)
describes a process that initially engages in the
action x and then behaves exactly as described
by P
If x and y are actions then (x->P|y->Q)
describes a process which initially engages in
either of the actions x or y.

->

SAT-solver
SAT-solver

Decoder
Decoder

Name

@

Interface

{a1,…,ax}::P replaces every label n in the
alphabet of P with the labels a1.n, …, ax.n
Further, every transition (n->Q) in the definition
of P is replaced with the transitions ({a1.n, …,
ax.n }->Q).
||C=(P||Q)<<{a1,…,an} specifies a composition
in which the actions a1,…,an have higher
priority than any other action in the alphabet of
P||Q including the silent action tau.
||C=(P||Q)<<{a1,…,an} specifies a composition
in which the actions a1,…,an have lower priority
than any other action in the alphabet of P||Q
including the silent action tau.
The process if B then P else Q behaves as the
process P if the condition B is true; otherwise it
behaves as Q. If the else Q is omitted and B is
false, then the process behaves as STOP.
Re-labeling is applied to a process to change the
names of action labels. {newlabel_1/oldlabel_1,
…, newlabel_n/old_label_n}
When applied to a process P, the hiding operator
{a1,…,ax} removes the action names a1,…,ax
from the alphabet of P and makes these
concealed actions “silent”. Silent actions in
different processes are not shared. These silent
actions are labeled tau.
When applied to a process P, the interface
operator @{a1,…,ax} hides all actions in the
alphabet of P not labeled in the set a1,…,ax.

Figure 2. FSP quick reference
The only LTS that is allowed to have the error state S
as its initial state is {S }, Act , {}, S , named 3. An LTS
P = S , A, ', q transits with action a  A into an LTS Pc,

y S  States is a finite set of states
y A = DP  {W}, where DP  L denotes the alphabet
of P
y '  S  {S} u A u S, denotes a transition relation
that maps from a state and action onto another state.
y q  S indicates the initial state of P.

a
denoted as P 
o
P' , if:
y Pc = S , A, ', qc , where qczS and (q, a, qc)', or

y Pc = 3, and (q, a, S)'.
a
a
to mean that Pc such that P 
We use P 
o
o
P' ,
and we define a set of designed end states ES  States
such that an LTS P = S , A, ', q is terminating is there
is a state e  S and e  ES and (e, a, q) ' for all a  A.
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CNF, format of SAT-solver. Figure 3 shows simple
example about flattening LTS.

In the following, E range over FSP process expressions,
Q ranges over process identifiers, and A, B range over
sets of observable actions. And lts:Exp o, where Exp
is the set of FSP process expressions, and  the set of
LTSs. The function lts is defined inductively on the
structure of FSP process expressions:
y Q = E means that lts(Q) =def lts(E)
y lts(END) = {e}, {W }, {}, e where e  ES

const N = 3
range T = 0..N
COUNT = COUNT[0],
COUNT[u:T] = (when(i<N) inc -> COUNT[i+1]
|when(i>0) dec -> COUNT[i-1]).
COUNT = COUNT0,

y lts(STOP) = {s}, {W }, {}, s .

COUNT0
COUNT1
COUNT2
COUNT3

y lts(ERROR) = 3.
y If lts(E) = S , A, ', q and E is not ERROR then
lts(a->E) =

=
=
=
=

(inc
(inc
(inc
(dec

->
->
->
->

COUNT1),
COUNT2 | dec -> COUNT0),
COUNT3 | dec -> COUNT1),
COUNT2).

Figure 3. Example of LTS

S  { p}, A  {a}, '  {( p, a, q )}, p

where pS. lts(a->E) = { p, S }, {a}, {( p, a, S )}, p ,

LTS P = S , A, ', q consists of an initial state, a set

where p z S
y Let 1didn, and lts(Ei) = Si , Ai , ' i , qi then lts(a1-

of transition, a set of alphabet and transition relation.
Propositional formula of a given model [[ P]]k is
encoding as follow:
[[ P]]k := [[q]]0  /\ ik 01 [[']]k

>E1|…|an->En)=
S  { p}, A  {a1...an }, '  {( p, a1 , q1 )...( p, an , qn )}, p
where p  Si, S =  i Si , A =  i Ai , '=  i 'i . If Ei
is ERROR then Ai = {}.
y If
lts(E)=
then
lts(E+B)
=
S , A, ', q

In the first bound, initial state q is encoded by [[q]]0 and
in each bound k, transition relation /\ ik 01 [[']]k is encoded
by below four constraints:

S , A  B , ', q .
y The recursive expression lts(rec(X=E)), where X is a
variable in E, is the smallest LTS that satisfies the
rule: rec(X=(a->X)) ~ lts(E[Xmrec(x=E)]), where
“~” is strong semantic equivalence.
y If lts(P) = S p , Ap , ' p , q p is terminating with end

C1. (Exactly One State) Exactly one state in the model is
selected at the same time.

/\ bk 10 \/ in 0 si ,b

/\ bk

state epES and lts(E)= S e , Ae , ' e , qe then, lts(P;

0

/\ in11 /\ nj

i 1

(si ,b  s j ,b )

where |S| = n, and si ,b is ith state of S at the bound b.

E)= S p  S e , Ap  Ae , ' p  ' e , q p , where qe = ep.

C2. (AT Most One Action) At most one action is selected
at the same time.

y If P = 3 or Q = 3, then P||Q = 3. For P =
S1 , A1 , '1 , q1 and Q = S 2 , A2 , ' 2 , q2 , such that

/\ bk

Pz3 and Qz3, P||Q = S1  S 2 , A1  A2 , ', (q1 , q2 ) ,

0

/\ in11 /\ nj

i 1

(ai ,b  a j ,b )

where |A| = n, and ai ,b is ith action of A at the bound b.

where ' is the smallest relation satisfying the rules:
Let a  Act in
a
a
P
o
P'
Q
o
Q'
a

D
Q
a  DP
a
a
P || Q 
o P' || Q
P || Q 
o P || Q'

C3. (Enable Actions) Actions, that are possible to occur
in a state, are encoded with corresponding state.
When |S| = n, for every state si ,b S with bound b, we can

a
a
P
o
P' , Q 
o
Q'
a zW
a
P || Q 
o P' || Q'

define the set of enable actions in the state si as follow:
a
enableActions( si ) {a  A | t.(si 
o
t )  '}

2.3 LTS Encoding

.

Thus C3 is encoded by:

/\ bk 0 /\ in 0 si ,b  \/ mj 1 a j ,b

To encode LTSs into CNF(clause Normal Form), we
reconstruct the flatten structure of the LTSs with
semantics from original FSP. If we finish making a naïve
flatten LTSs and their composition then we translate into

where m is | enableActions( si ) | and a j ,b is one of
action in the set of enable actions with the bound b.
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C4. (Triggered) If the current state meets one of enable
actions, then the transition is triggered and control is
moved to the next state.
When |'| = n and every transition G = (s, a, sc)  ', in
each bound k, C4 is encoded as follow:

activity diagram is more appropriate to model control
logic that involves conditions, loop etc, but in practice,
most developers prefer to stick with the sequence
diagram to show how objects interact together with the
control logic involved. To do this, Sequence diagram in
UML 2.0 provide the concept of combined fragment.

/\ bk 0 /\ in 0 si ,b  ai ,b  sic,b
LTSA(Labelled Transition System Analyser), developed
by Jeff Magee and Jeff Kramer[12], supports a process
algebra notation (FSP) for concise description of
component behavior. LTSA is a verification tool for
concurrent systems. It mechanically checks that the
specification of a concurrent system satisfies the
properties required of its behavior. In addition, LTSA
supports specification animation to facilitate interactive
exploration of system behavior. Figure 4 shows previous
well-developed Bounded Model checker, LTS-BMC.

Figure 5. CombinedFragment
As shown in figure 5, a combined fragment defines an
expression of interaction fragments. A combined
fragment is defined by an interaction operator and
corresponding interaction operands. Through the use of
Combined Fragments the user will be able to describe a
number of traces in a compact and concise manner.
Combined
Fragment
is
a
specialization
of
InteractionFragment.

Figure 4. Overview LTS-BMC

3 Interpretation of SD over FSP
A sequence diagram is a kind of interaction diagram that
shows how processes operate with one another and in
what order. Interactions are used to get a better grip of an
interaction situation for an individual designer or for a
group that needs to achieve a common understanding of
the situation. The most visible aspects of an Interaction
are the messages between the lifelines. The sequence of
the messages is considered important for the
understanding of the situation. The data that the messages
convey and the lifelines store may also be very important,
but the Interactions do not focus on the manipulation of
data even though data can be used to decorate the
diagrams. A sequence diagram shows, as parallel vertical
lines (lifelines), different processes or objects that live
simultaneously, and, as horizontal arrows, the messages
exchanged between them, in the order in which they
occur. This allows the specification of simple runtime
scenarios in a graphical manner.
In UML A common issue with sequence diagrams is
how to show conditions and iterations. Indeed, the

G
Figure 6. Example of Sequence diagram
Table 1 describes some selected interaction operators. In
this paper, we only deal with limited operators such as

414

alt, break, loop, opt, and par. Figure 6 shows an example
of a sequence diagram with alt operator.

which can be used in UML. Operator = {opt, alt, ref, par,
seq, loop} is the set of interaction operators.

<Table 1> Brief overview of interaction operators

Definition 3. (Sequence diagram) Sequence diagram Sd
= {sd1, …, sdn } denotes the finite set of interaction,
where sdi = (F, Oi, ൗi). Oi is the set of message
occurrence, which is included in sdi. ൗi  (F  Oi) u (F
 Oi) is total order relation on message occurrences and
combined fragments.

Operator
alt

assert
break
loop

Keyword
[guard1]
[guard2]
[else]

Minit,
Maxint,
[guard]

neg
opt

par

[guard]

Description
At most one of the operands will
be chosen. The chosen operand
must have an explicit or implicit
guard expression that evaluates to
true at this point in the interaction.
An implicit true guard is implied if
the operand has no guard.
Assertion
A breaking scenario
The Guard may include a lower
and an upper number of iterations
of the loop as well as a Boolean
expression.
Traces that are defined to be
invalid.
A choice of behavior where either
the (sole) operand happens or
nothing happens.
A parallel merge between the
behaviors of the operands.

The interaction relation  is irreflexive transitive and
satisfies following conditions, where sd0 is the unique
root interaction which cannot be an operand.
i  (sdi  sdi)
i,j,k  (sdi  sdj)  (sdj  sdk)  (sdi  sdk)
i > 0  sdi  sd0
For example, according to the above formal syntax, the
sequence diagram of figure 6 is represented as follow: Sd
= {sd0, sd1, sd2}, sd1  sd0, sd2 sd0, F = {({sd1, sd2},
alt)}, guard(sd1) = x > 0, guard(sd2) = x d 0. When sd0 =
(F, O0, ൗ0), O0 = {o1, o2}, o1 = (gate(sd0), opti, ob1:C1),
o2 = (ob1:C1, opti, gate(sd0)) and o1 ൗ0 ({sd1, sd2}, alt)
ൗ0 o2. When sd1 = (F, O1, ൗ1), O1 = {o3, o4, o5, o6, o7},
o3 = (ob1:C1, create, ob2:C2), …, o7 = (ob2:C2, foo(),
ob1:C1) and o3 ൗ1 … ൗ1 o7.

3.1 Formal Syntax of Sequence diagram
A message which is sent or received between life lines is
major element of sequence diagram, and the message
occurrence formally defined as follow.

3.2 Formal Semantics of Sequence diagram
In UML 2.0 specification document, the term trace
means to “sequence of event occurrences,” which
corresponds well with common use in the area of tracesemantics, which is a preferred way to describe the
semantics of Interactions. FSP semantics is also based on
this Interleaving Semantics. Therefore, with translating
from formal syntax defined by previous definitions into
FSP grammar carefully, we can get the method for formal
verification of sequence diagram. These translations are
explained as following three translation rules.

Definition 1. (Message occurrence) O = {o1, …, on}is
the finite set of message occurrence, where each oi  O is
consist of a triple (si, mi, ri), and si, ri  L  {g}. L is the
finite set of life line and g  Gate denotes gate. Gate is
the set of all gates used in given sequence diagram.
sender, receiver : O o L  Gate are functions whose
input is message occurrence and output is a life line or a
gate, e.g. sender(oi) = si and receiver(oi) = ri. A message
script mi  Msg  SIG  CALL  {create, destruct} is
the set of messages, and each element is one of elements
of the set of signal SIG and the set of operation calls
CALL, create signal, or destruct signal. message : O o
Msg is the function that returns a message corresponding
to the input message occurrence, i.e. message(oi) = mi.

Rule 1. (Message occurrence) A message occurrence oi
= (si, mi, ri) can be translated to action of FSP a  DP. DP
is the set of actions in FSP. Given a sequence diagram sdi
= (F, Oi, ൗi), the set of actions in FSPi, DPi = Oi.

Definition 2. (Combined fragment) F = {f1, …, fn}
denotes the finite set of combined fragments, which are
consist of operator, operand, and guards, where fi 
(Operand) u Operator, and Operand  Sd is the subset
of sequence diagram and (Operand) denotes the power
set of operands. guard : Operand o Guard  {H} is the
function that returns the set of guards which belong to the
input operand. Guard denotes the set of expressions

Considering the translation from sequence diagram into
FSP over LTS P = S , A, ', q , the set of action A = DP
 {W}, the set of states S is L  Gate, i.e. life lines and
gates, and the initial state q is correspond to the first
occurrence of message in the sequence diagram. When
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sd0  Sd is the root interaction and sd0 = (F, O0, ൗ0), q =
sender( o10 ), where i>1 o01  O0  o0i  O0  o01 ൗ0 o0i .

diagram and FSP, interleaving and trace semantics, lead
to formal verification of sequence diagram using a legacy
well-developed bounded model checker.

Rule 2. (Combined fragment) A combined fragment fi 
(Operand) u Operator is translated into process
composition of FSP. Each Operand is correspond to each
process of FSP, and translation rules of Operator {opt,
alt, ref, par, seq, loop} are proposed in table 2.
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<Table 2> Rules of translation Operator into FSP
Operator
alt

break
loop

opt
par

Keyword
[guard1] sdi
[guard2] sdj
[else] sdk

minit,
maxint,
[guard] sd

[guard] sd
sdi, …, sdk

FSP
ALT =
( when [guard1] ai -> Processsdi
| when [guard2] aj -> Processsdj
| ai -> Processsdk).
BREAK = ( a -> STOP).
const min = minint
const max = maxint
MININT(I=0) =
if (I < min) then
a[I] -> Processsd; END)
else END.
MAXINT(I=min) =
if (I < max) then
when [guard]
a[I] -> Processsd; END)
else END.
LOOP = MININT; MAXINT.
OPT=(when[guard] a -> Processsd).
||PAR=(Processsdi ||…|| Processsdj).

Rule 3. (Interaction) For interaction sdi = (F, Oi, ൗi),
the translation of F is compliance to Rule 1, and the
translation of Oi follows Rule 2. ൗi = ¢oc1, …, ocn² is
1d i dnoci (Oi  F) and total order, therefore
sequence diagram sdi can be translated a process
Processsdi = (oc1 -> … -> ocn -> END).

4 Conclusions
The formal verification of UML diagrams plays an
important role in detecting errors in early design phase. In
UML, a common issue with sequence diagrams is how to
show conditions and iterations. Nearly all developers
prefer to stick with the sequence diagram to show how
objects interact together with the control logic involved.
To increase reusability of interactions, Sequence diagram
in UML 2.0 provide additional concepts such as
combined fragment. But because of the lack of formal
semantics of these features, it is hard to apply formal
verification to sequence diagram. In this paper, to huddle
this obstacle, we propose formal semantics of sequence
diagram. The similarity between semantics of sequence
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Abstract—Although many business process models have been
proposed, most of them do not contain all the arguments of
control, message and data flows, defined in BPMN. They do
not concern time conditions as in BPMN. On the other hand,
these features allow a process to be defined with richer
semantics but increase the difficulty of correcting an error or
inaccurate process at workflow design. To simplify the analysis,
we defined Hierarchical Timed Coloured Petri Nets ( HCT PNets),

and attach a pair D , E of restricted firing interval and time
is a
D 1 ,D 2 ,...,D n

consumption, with transition t . D

sequence of time intervals, t can be fired in D i , 1 d i d n . D i
can be represented as > starti ,endi @ , a pair of real number
referred to the start and end of firing interval D i , i.e., t can
be fired between starti and endi only. Time intervals D i 1

which is extended from Coloured Petri Nets (CPNets) and
adopted the analysis techniques in CPNets and Timed PNets
(TPNets). Finally, a comparison among HCT PNets, PNets,

and D i can be continuous, but not overlapped. If starti

0,

CPNets and TPNets is given.

t can be fired before endi ; otherwise, t can be fired only

Keywords—business process; control flow; data flow; BPMN;
CPNets; Timed PNets

after starti . For an iterative sequence, such as every

I.
INTRODUCTION
A BPMN-based workflow [1] is described with four
entities: 1) role: describing the performers of task
instantiated, 2): control flow: defining what, when and how
tasks a workflow performs, 3) data flow: specifying what
information entities are produced/manipulated/ passed in
corresponding activities and 4) message flow: representing
the interaction between processes through messages. An
analysis based on the correlations among these four entities
can help check or maintain consistency between execution
order and data transition [2][3][4][5][6][7], as well as
prevents exceptions due to contradiction between data flow,
control and message interaction.
Here, we provide an easier way to extract knowledge
from the four entities of a workflow. Based on our previous
work [8], a model, HCT PNets, extended from CPNets [9][10]

timed. A timed transition can be fired in the time interval(s)
in D by taking E time. An untimed transition can be fired
when it is enabled. The firing mechanism of untimed
transition is the same as that defined in CPNets.
In a TCPNet, defined in Definition 1, a global clock is
introduced. The tokens in TCPNet are timed. Let an activity,
declared with D , E where D > start ,end @ , be presented
with a transition t in a TCPNet and t be fired at W ,
start d W d end . An execution of t takes E time units. The
value of the time stamp(s) associated with the token(s),
which will be removed from t ’s input place(s) when t is
fired, needs to be less than or equal to W . When t is fired, t
creates a time stamp W  E for its output token(s).

and TPNets for analysis is proposed. The techniques
associated with PNet, CPNet or Timed PNet are
comprehensively applied to analyze reachability and detect
deadlock.
The remainder of this paper is organized as follows.
TCPNets is introduced in Section 2 and its extension,
HCT PNets, is proposed in Section 3. In Section 4, a
comparison between our approach and PNet, CPNet, and
Timed PNet is given.
II.

Monday, we can use a notation, e.g.,  Mon to simplify
the expression. In addition, E denotes how long the
transition is expected to execute.
When a token is associated with a time stamp, the token
is timed. If the time stamp is @r , the token is available to
consume after r , i.e., r is the earliest time the token can be
used. When a transition t is associated with D , E , t is

Definition 1

(Timed Coloured Petri Nets)

A TCPNet is a 4-tuple TNet
1.

TIMED COLOURED PETRI NETS – TCPNETS

Time
CNet

In order to extend CPNets with time, our approach is to
associate a time stamp, denoted as @r , r \ , with token,


CNet,G,r',r
0

where

conditions

associated
with
P, T , F , 6, C , V , G, A, m0 , a CPNet, is specified by

time declaration function G . In order to make the
paper self-contained, the definitions of CPNets are
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2.

given in [10].

B t

is a function that maps each
transition into one time condition timeCond , such

b

 : T o timeCond
G

that t T , G t

D1 ,D 2 ,...,D n , a sequence of time intervals, and
Di

> start

i

, end

i

@

,

> start ,end @  R u R : start
i

i

i

d end

i

v1

val1 ,v 2

val 2 ,...,v m

in

valm

is also in

B t

B t

t

of TNet , if and only if the following condition is satisfied:
and the time
v  Var G t
:b v
1 ' p , c , val

where D is

D,E

timeCond

of TNet ’s CNet (defined in [10]). A binding

is less than endi of Dn ,

stamp @r of token p , c , val

,

an interval at the end of D

D1 ,D 2 ,...,D n .

3.

1d i d n .
The global clock associated with TNet is started
from time r0 .

4.

The initial marking M0 is generated by m0 at time

timed marking M at time W if and only if the following

r' , r0 d r' .

properties are satisfied:
(1) p  P : ¦ A p,t

Definition 3 (Step Enabled)
A step Y of TNet , a set of bindings, is enabled in a
t

b m

,

p

t

t ,b Y

Here is a sample TCPNet net (shown in Figure 2.1),
designed with four timed tokens and two timed transitions,
for explaining how a TCPNet works. net ’s global clock is

(2)

(3)

@100 , is assigned with value x and located

1

1' p 3 , W ,1

@100 , 1' p1 , W ,1

@100 , are respectively assigned with value 0,

1' p3 , W ,1

@100  1' p1 , W , 0

M

t

1

>180 , 200 @ ,> 210 , 220 @

is

an

Di

interval

D1 ,D 2 ,...,D n

and the

,@ r

is less than or

> start ,end @
i

in

i

of t , starti d W d endi .

'

'

t

t

. m is a marking function that generates marking M

after firing Y at time W ' . mt can be defined as:
'

@100

p  P : m

@100 . Marking Transition t0 and t1 are

associated with time condition
and

@100  1' p , W ,1

p , c ,val

Definition 4 (Firing a Step)
Let a step Y of TNet be enabled in a timed marking

@100 and

1, 1 and located in place p1 , p1 , p3 . M0 can be denoted as
1' p0 , U,x

there
D

in place p0 . The remaining three W -typed tokens of M0 ,
denoted as 1' p , W , 0

1'

:b v

time stamp @r of token p , c , val
equal to W , and

100. Current time is 100. The U -typed token of M0 , denoted
0

,

v  Var G t

started from 0 and initial marking M0 is generated at time

as 1' p , U,x

 t ,b  Y

'

p

t

m

¦A

p 

t

p ,t

b



t ,b Y

¦A

, 20

> 0 , 250@ , 30 , respectively. t0 can be fired between time

b @W '  E

t , p'

t ,b Y

¦A

Multi-set

180 and 200, or 210 and 230, and t1 can be fired before 250.

p,t

represents

b

the

tokens

t ,b Y

An execution of t0 / t1 takes 20/30 time units.

removed from p , while

¦A

t,p'

b

denotes the

t ,b Y

tokens added to p' . After firing t , the time stamp of the
tokens added is W '  E while an execution of t takes E
'

time. M is directly reachable from M by the occurrence of
t

t

>

the step Y , denoted as M Y ,W ' ! M .
t

'

t

Let two sequential steps Y1 and Y2 of net be ^

Figure 2.1 An example of TCPNet net .

and

^

b1

i ' 0'

t ,b
1

1

,

t ,b
1

2

and b2

`

where

> 0 , 250@ , 30 .
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0

u ' x',j '1'

0

`
,

i '1' . The time conditions of

transition t0 and t1 are

Definition 2 (Transition Binding with Time Conditions)
A binding bt of transition t in TNet is defined with

b0

t ,b

>180 , 200 @ ,> 210 , 220 @

, 20

and

3.

For the case of Y1 , Y1 can be fired between time 180
and 200 or 210 and 220. If Y1 is fired at r , r 180 , one U1

1

4.

type token with value x and one I-type token with value 1
are removed from p0 and p3 , respectively, and two U-type

@r  20 ,
1

 : T o CT , a 1-1 and onto function, is defined from
CT
C
to CT by the conditions given in Definition 6.

T

C

tokens with value x are added into p1 . A time stamp @ 200 ,
@ 200

CTk is a set of PNets, each of which represents the
state transition diagram of a data type in ¦ .

5.

i : ¦ o CTk ,
CTk
from
7.

is created for the two added tokens. The

¦

to

CTk

a 1-1 and onto function, is defined
by the conditions given in Definition

timed marking of the result net, shown in Figure 4.2, is
@ 100  1 ' p 1 , I , 1

1' p , I , 0
1

@ 100  2 ' p 1 , U , x

@ 200

Definition 6 (Expansion of Compound Transition)

.

, the

Given two HC CPNets, HNet and HNet' , HNet z HNet' ,

are removed

HNet' is the expansion of a compound transition t in
HNet , if and only if the following conditions are held.

T

After firing Y1 , Y2 is enabled. If Y2 is fired at r

220

2

tokens of binding elements t ,b
1

and t ,b

1

1

2

from p1 at the same time. A time stamp
@ r2  30

@ 250

@ 250

,

'

Let CNet ' of HNet' be (P ', T ', F ', 6', V ', C ', G', A', m0 ) .

, is created for the four tokens generated by t .
1

1.

The input and output places of t are transferred
into P ' , In t  Out t  P ' , i.e., HNet' is
started from the places in In t and terminated at
the places in Out t ,
T ' ! 1 , the number of transitions in T ' is more

2.

than 1,

*

3.

C p  ¦'

,

the

types

(color

sets)

pIn t  Out t

Figure 4.2 The result net of firing step Y1 .
Figure 2.2 The result net of firing step Y1 .

4.

T

TCPNETS WITH HIERARCHY – HC CPNETS

III.

Continuing the CPNet extension in Section 2,

Definition 7 (Expansion of Color Set)

T

hierarchy is another property added to CPNets. HC CPNet, a

T

Given a HC PNet HNet and a PNet PNet

TCPNet with hierarchy and defined in Definition 5,
supports levels of refining and abstracting transition and
token. A transition t denoting a collapsed sub-process,
whose expansion is another net, is called compound
transition. A token tk denoting an artifact, whose state
transition is represented with a PNet, is called compound
token.

2.

 t  T , | t | | t | 1 , i.e., t has exact one input and
x

x

output places,
3.

Definition 5 ( HC CPNets)

m : P o ^0 ,1`
0

and

¦m

0

1

p

, i.e., all reachable

pP

i ,
 ,CTk
TNet,CT ,CTk ,CT

T

A HC CPNets is a 5-tuple HNet

markings from M0 include one token only.
The number of colors (states) of color set (data type) c
is equal to the number of places in PNet . These colors are

where
1.
T T  T , a set of transitions in TNet is divided into

presented with markings in > M ; , at set of reachable

C

two disjoint sets, T and T . The transitions in T are
A

P,T ,F ,m0 ,

a color set (data type) c involved in HNet is designed
with PNet , if and only if the following conditions are held:
| P |t 1 , i.e., PNet is composed of a place at least,
1.

T

A

associated with the places in In t  Out t are
included in ¦ ' and
, C ' p C p , i.e., the
p  In t  Out t
types associated with p in HNet are the same as
that in HNet' .

C

0

A

markings from M0 .

atomic and the transitions in T are compound.
C

T

2.

CT

Let net be the TCPNet of HC CPNet hnet , an example

T

is a set of HC CPNets, each of which represents

T

in Figure 3.1(a) which is applied to explain how a HC CPNet

the expansion of a compound transition in T .
C
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levels, the compound transitions located in higher levels, 2
or more than 2, can be recursively replaced by its finer nets.

works. Transition t1 in hnet is compound and can be
expanded to net' (shown in Figure 3.1 (c)). The input and

T

In addition, any HC CPNet, restricted to start and end with

output places p1 and p2 in hnet are transferred into net' .

places, is weakly connected, i.e., there is a path between any
pair of distinct nodes in the net at least.
IV. CONCLUSION

The cases of firing t1 before time 200 are transferred to t11
and the U -typed token is taken from p1 and put into p2

T

This paper proposes an advanced PNets, HC PNets, to

without changing value. The rest of cases of firing t1 are

represent a process modeled with BPMN, which includes

transferred to t12 and the value of the token is changed from

T

roles, data flow, control flow, and message flow. In HC PNets,

x to y . In addition, the state transitions of data type U are

hierarchical token is introduced to maintaining correlations
between artifact state transition and activities. Hierarchical
transition introduces a mechanism to show results of activity
refinement. Time condition is allowed to be denoted and
varieties of data semantic are easier to express with
hierarchical token.

represented with a PNet pnet , shown in Figure 3.1(b). The
colors, x and y , of U are represented respectively with
marking

1, 0

pnet is

p ,p
a

and
b

0 ,1

in pnet , while the place array of

.

T

Table 4.1 Advantages of HC PNets
T

HC PNets
Hierarchical
Token
(Net within Net)
Hierarchical
Transition
Time Semantic



PNets\ CPNets\ Timed PNets
High difficulty of maintaining
correlations between an artifact
state transition and its operations
Un-introduce element refinement
mechanism
Time Condition Omission

T

(a)Anexampleof HC CPNet hnet .

Data Semantic

Weak Data Presentation

All

All
PNets\ CPNets
PNets\ Timed
PNets
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Abstract
Wireshark is a widely used network analysis tool. Its
display ﬁlter is one of the most useful mechanisms in wireshark. In a display ﬁlter, we specify the packet property
based on only individual packet. In this paper, we provide
a temporal logic extension to the wireshark’s display ﬁlter
which gives us the power to specify property based on the
whole network ﬂow. This temporal ﬁlter has enough power
to express properties we care about in reality.

1. Introduction
The behavior of network exists in packets transferred in
the network, and exists in every octet transferred in the network. When something unnormal happens, people need to
use some tool to determine where the problem is. A very
frequently used tool is wireshark [4]. We use wireshark to
capture the packets transferred in the network and then analyse these packets manually. After making an initial assumption about where the problem is, we can use wireshark’s
display ﬁlter to ﬁlter out the packets we do not want to see.
Using the display ﬁlter mechanism of wireshark, we can restrict our analysis to a small subset of the whole captured
packets.
Normally, there are still many packets even after applying display ﬁlter. It is not enough to just consider individual packets. We need to analyse the packet’s behavior. A
packet’s behavior is the functionality of a packet, which is
the character that the packet takes in the whole network sequence. As a matter of fact, almost all normal packets in a
network belong to some types of protocols. Protocol deﬁnes
the sequence of network packets.
∗ Supported by the National Natural Science Foundation of China under
Grant Nos. 60721061, 60833001, and the CAS Innovation Program.

In order to describe the behavior of a packet, we need the
following abilities:
1. The ability to describe an event sequence.
2. The ability to specify the packet relation
The ﬁrst ability means that it has the power to describe
the concept of ”an event A occurs before an event B” or
”an event A occurs after an event B” and so on. Temporal
logic [3] provides us such ability. Temporal logic is widely
used in model checking [1] as property speciﬁcation language. In model checking, the model of temporal logic is
inﬁnite future string, but the network ﬂow we capture is just
a ﬁnite string. Orna Lichtenstein and Amir Pnueli [2] discussed the extension of LT L over ﬁnite strings. Temporal
operators give us succinct, intuitive description of an event
sequence.
The second ability we need is to specify the packet relation. To solve this problem, we extend the traditional temporal logic formula with one special packet variable cur,
which always points to the packet we want to check currently. By referencing the variable cur, we can specify the
mathematical relation between packets. We use such extended version of temporal logic to specify the property of
the packet we want to analyse.
The remaining parts of this paper are outlined as following. Section 2 deﬁnes the formal model of a network packet
ﬂow and the syntax and semantics of this temporal logic.
Section 3 exempliﬁes how to use this temporal logic to detect network attacks. Section 4 presents an algorithm to ﬁnd
all packets at which the formula to be checked holds. We
conclude our current work at section 5.

2. Model and Speciﬁcation
As discussed above, we can view network ﬂow as a path.
In order to specify properties of a path, we need to specify
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• Variable v’s value at packet p is p[v]

properties concerning with individual packets ﬁrstly. Then
we can combine them with temporal logic operator to express ﬂow properties.

2.1. Variables
Formally, a network ﬂow is a ﬁnite length string π =
p1 , p2 , . . . , pn , in which pi , 1 ≤ i ≤ n is a packet. A packet
can be viewed as a combination of properties we concern.
For example, we may concern the source IP address, destination IP address of a packet. We denote such variables
by a set V . The set V contains all the symbols we want
to check against an individual packet. Using wireshark’s
display ﬁlter convention, we can represent V by
V = {ip, ip.src, ip.dst, tcp.srcport, tcp.dstport, . . .}.
Every variable in V can also be considered as a map,
which maps a packet to the corresponding domain. For example, ip.src maps an IP packet to its source IP address.
Formally, we have
v ∈ V, v : P → V alues
P is packet set, which contains all of the network packets;
V alues is the value domain, which contains all of the possible values, e.g. IP address 192.168.8.20, TCP ﬂags 0x02
and so on.
We denote the value of a variable v at a packet p by p[v],
e.g. for a packet p whose IP source address is 10.84.35.1,
the p[ip.src] = 10.84.35.1.

2.2. Expressions
Expression is constants, functions and variables combined as usual. Constant can be viewed as a special function
whose arity is zero. Functions are +, −, == and so on. The
meaning of functions are as usual. But in some situation,
function meaning can be overloaded when appropriate. For
example, in expression

• p[f (e1 , e2 , . . . , en )] = f (p[e1 ], p[e2 ], . . . , p[en ])
The above syntax and semantics deﬁnition of expressions are almost the same as traditional deﬁnition of expression of a state. But it does not give us enough power
to express properties we concern. In order to have the ability 2 in section 1, we need a mechanism to express property
with respect to a particular packet. For example, when we
look at a network ﬂow π = p1 , p2 , . . . , pn , we may want to
check pi one by one. When checking the packet pi , we may
want to check whether pi satisﬁes a property such as ”There
is a packet in the past whose IP destination address equals
to the source address of this current packet pi .”.
This requires us to extend the expression syntax to include a speciﬁc referencing packet: the packet we concerns
currently. We extend the deﬁnition of expressions with one
more rule
• v is a variable, cur[v] is an expression
Correspondingly, the semantics of such extended expression with the packet reference variable cur points to packet
q, is deﬁned as
• p[cur → q][cur[v]] = q[v]
Here and after, without explicitly speciﬁed, expression is
the extended expression.
• A proposition is an expression whose value is boolean.

2.3. Temporal Filter
A temporal ﬁlter is just a temporal logic formula whose
proposition deﬁned on the above. Traditionally, temporal
logic formula is deﬁned with ﬁnite past and inﬁnite future.
When we do network analysis, we always cope with ﬁnite
network packet sequence. So here we deﬁne temporal ﬁlter
not only with ﬁnite past, but also with ﬁnite future.
The syntax of temporal ﬁlter is
• proposition is temporal ﬁlter

ip.src == 192.168.8.0/24

• p is temporal ﬁlter, then ¬p

the function == means ”in”, which is true if and only if the
IP source address is in the subnet 192.168.8.0/24.
Formally, expression can be deﬁned as following

• p, q are temporal ﬁlters, then p ∧ q
• p is temporal ﬁlter, then p

• Variable v is an expression

• p, q are temporal ﬁlters, then p S q

• f is n-arity function, and e1 , e2 , . . . , en is expressions
with appropriate type, then f (e1 , e2 , . . . , en ) is an expression. Here f is not logical operator.
At an individual packet, an expression will have a value.
That is the semantics of expressions. We deﬁne it as following:

• p is temporal ﬁlter, then p
• p, q are temporal ﬁlters, then p U q
We interpret temporal ﬁlter on a speciﬁed packet pi of
a network ﬂow π with cur pointing to a packet pj . The
semantics of temporal ﬁlter is
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• π(i, pj ) |= p iff pi [cur → pj ][p] = true, if p is a
proposition
• π(i, pj ) |= ¬ϕ iff π(i, pj ) |= ϕ
• π(i, pj ) |= ψ1 ∧ ψ2 iff π(i, pj ) |= ψ1 and π(i, pj ) |=
ψ2
• π(i, pj ) |= ψ iff i > 1 and π(i − 1, pj ) |= ψ
• π(i, pj ) |= ψ1 S ψ2 iff there exists a k, 1 ≤ k ≤ i
such that π(k, pj ) |= ψ2 and for every m, k < m ≤
i, π(m, pj ) |= ψ1
• π(i, pj ) |= ψ iff i + 1 ≤ n and π(i + 1, pj ) |= ψ
• π(i, pj ) |= ψ1 U ψ2 iff there exists a k, i ≤ k ≤ n
such that π(k, pj ) |= ψ2 and for every m, i ≤ m <
k, π(m, pj ) |= ψ1
Additional temporal operators can be deﬁned by:

is 0x0002; arp.opcode == 0x0001 means the packet is an
ARP request packet because ARP request operation code
is 0x0001. All of these propositions can be determined by
only the individual packet.
Using formula 1 to capture unsolicited ARP reply, we
will get almost nothing useful in a typical environment.
This is because we failed to specify the ARP request which
requests the current ARP reply. Instead, we specify all the
ARP requests before. So what we really want is ”Every
ARP reply is preceded by an ARP request, which requests
this ARP reply”.
In the above declaration, the difﬁculty is to express
”which requests this ARP reply”. We need a method to describe this relation between an ARP request and the ARP
reply. In ARP, an ARP request requests for an IP address to
resolve; ARP reply replies with MAC address corresponding to this IP address. The IP address exists in both ARP
request and reply packet, so we can express this relation as:

¯ = true S ϕ
• ϕ
¯
¯ = ¬¬ϕ
• ϕ
• ϕ = true U ϕ
• ϕ = ¬¬ϕ

3. Using Temporal Filter to Capture Evil Packets
In this section, we will exemplify how to use the temporal ﬁlter we describes above to capture the packets we concerns in a network ﬂow. Here, the meaning of variables are
the same as the one used in the display ﬁlter of wireshark.

3.1. Unsolicited ARP Reply
Address Resolution Protocol (ARP) is the protocol for
ﬁnding a host’s link layer address. Normally, when a host
wants to communicate with other host in the same subnet,
it sends out an ARP request to the broadcast address. The
host, whose IP address is the same as the destination address
in the ARP request packet, will send back an ARP reply
with its MAC address contained after receiving such ARP
request. So usually, ARP reply is the result of ARP request.
In other words, we can say ”Every ARP reply is preceded
by an ARP request”. We deﬁne an unsolicited ARP reply
as the ARP reply packet which is not preceded by an ARP
request. Using temporal ﬁlter, we can formulate it as:
¯
arp.code == 0x0002 ∧ ¬arp.opcode
== 0x0001 (1)
In formula 1, arp.opcode == 0x0002 means the packet
is an ARP reply packet because ARP reply operation code

arp.dst.proto ipv4 == cur[arp.dst.proto ipv4]
Then the unsolicited ARP replay can be speciﬁed as
arp.opcode == 0x0002∧
¯
¬(arp.opcode
== 0x0001
∧ arp.dst.proto ipv4 == cur[arp.dst.proto ipv4])
(2)
All packets which satisfy formula 2 will be suspected as
an unsolicited ARP reply packet. The hosts who are sending
out such packets may be launching ARP spooﬁng [5] at that
moment.

3.2. Nmap ACK Scanning
Nmap (Network Map) is a network security analysis
tool, which is a two-blades sword. Many attackers use nmap
to do host discovery in the early stage of attacking. Nmap
has a few facilities to do host discovery, e.g. PING scanning, SYN scanning, ACK scanning and so on. Among
them, ACK scan is very effective and difﬁcult to be detected.
Usually, an ACK packet is used to acknowledge the acceptance of a previous received packet in TCP. In ACK
scanning, nmap sends out a bogus ACK packet to the remote host. If that host is on-line, it will send RST packet
back to nmap; otherwise, nothing is sent back. By observing whether there is RST packet sent back, nmap knows
whether the host is on-line or off-line. Using traditional
network analysis tool, such as wireshark, such ACK host
scanning is not easily detected because there are hundreds
of ACK packets in typical scenario. You can not determine
which one is the ACK scanning only by looking at the ACK
packet itself.
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procedure T L F ILTER
A←∅
for i = 1 to n do
if C HECK(i,pi ,ϕ) = true then
A = A ∪ {pi }
end if
end for
end procedure

In order to tell ACK scanning packets from normal ACK
packets, we observe that ”In normal situation, all ACK
packets are preceded by packets which come from the destination IP and port of that ACK packet” and ACK scanning
packet does not hold such property. Then we can use the
following formula to pick ACK scanning packets
tcp.f lags == ACK∧
¯
¬  (ip.dst
== cur[ip.src]
∧ tcp.srcport == cur[tcp.dstport]

function C HECK(i,pj ,ϕ)
Case ϕ = p
return pi [cur → pj ][p]
Case ϕ = ¬ψ
return ¬ C HECK(i,pj ,ψ)
Case ϕ = ψ1 ∧ ψ2
return C HECK(i,pj ,ψ1 ) ∧C HECK(i,pj ,ψ2 )
Case ϕ = ψ
if i > 1 then
return C HECK(i − 1,pj ,ψ)
else
return false
end if
Case ϕ = ψ1 S ψ2
if C HECK(i,pj ,ψ2 ) = true then
return true
else if C HECK(i,pj ,ψ1 ) = true and i > 1 then
return C HECK(i − 1,pj ,ϕ)
else
return false
end if
Case ϕ = ψ
if i + 1 ≤ n then
return C HECK(i + 1,pj ,ψ)
else
return false
end if
Case ϕ = ψ1 U ψ2
if C HECK(i,pj ,ψ2 ) = true then
return true
else if C HECK(i,pj ,ψ1 ) = true and
i + 1 ≤ n then
return Check(i + 1, pj , ψ1 U ψ2 )
else
return false
end if
end function

(3)

∧ tcp.dstport == cur[tcp.srcport])
After ﬁnding the packets which satisfy formula 3, we can
know the hosts who are doing host scanning.

4. Algorithm
In this section, we present an algorithm which can ﬁnd
all packets in a network ﬂow which satisfy a temporal ﬁlter.
Given a network ﬂow π = p1 , p2 , . . . , pn , we want to ﬁnd
all pi such that π(i, pi ) |= ϕ.
The algorithm in Fig. 1 checks packets in π one by one.
It calls function Check to determine whether formula ϕ
holds at the packet pi with cur pointing to pi . If holds, then
i is added to set A. At the end of computation, set A contains all the packets where formula ϕ is true. The function
Check in Fig. 1 checks whether ﬁlter ϕ holds according to
the structure of ϕ.The correctness of this algorithm depends
on the following two equations
ψ 1 S ψ2

=

ψ2 ∨ (ψ1 ∧ (ψ1 S ψ2 ))

(4)

ψ1 U ψ 2

=

ψ2 ∨ (ψ1 ∧ (ψ1 U ψ2 ))

(5)

Figure 1. Finding all packets which satisfy the
temporal ﬁlter

We omits the detail of the proof of the correctness of this
algorithm.

5. Conclusion
The temporal ﬁlter presented in this paper provides an
mathematically accurate mechanism to describe the sequential property of a network ﬂow. It is also intuitive to use and
ﬂexible enough to describe real network attack pattern. It
extends the wireshark’s network analysis power. Our temporal ﬁlter is an application of temporal logic to low level
network analysis, not at the high level protocol way. It deals
with the real packets captured in network. Our examples
also show that it is suitable to do network security analysis.
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6\VWHP0RGHOLQJIURP([WHQGHG7DVN'HVFULSWLRQV





-RVH/XLVGHOD9DUDDQG-XDQ6iQFKH]
&HQWURGH,QYHVWLJDFLyQHQ0pWRGRVGH3URGXFFLyQGH6RIWZDUH
8QLYHUVLGDG3ROLWpFQLFDGH9DOHQFLD&DPLQR9HUDVQ9DOHQFLD6SDLQ
^MGHODYDUDMVDQFKH]`#SURVXSYHV



)XUWKHUPRUH LQWHJUDWLRQ RI D 5( DSSURDFK LQWR D
GHYHORSPHQWSURFHVVFDQEHSUREOHPDWLF)RUH[DPSOH
SUREOHPV PD\ DULVH LQ ,6 GHYHORSPHQW IURP REMHFW
RULHQWHG 22  PRGHOLQJ ,I UHTXLUHPHQWV DQG 22
GLDJUDPVDUHQRWSURSHUO\PDQDJHGWKHQLQFRQVLVWHQF\
DQG LQFRPSOHWHQHVV PD\ DSSHDU EHWZHHQ DQG LQ WKHP
>@>@ 0HFKDQLVPV DQG JXLGDQFH IRU 22 PRGHOLQJ
IURPUHTXLUHPHQWVDUHQHHGHGWRDYRLGWKHVHSUREOHPV
$V D VROXWLRQ WKLV SDSHU SUHVHQWV V\VWHP PRGHOLQJ
IURP EXVLQHVV SURFHVVEDVHG UHTXLUHPHQWV 7KH OLQN LV
WKH UHVXOW RI D SURMHFW ZLWK D VRIWZDUH GHYHORSPHQW
FRPSDQ\ $ EXVLQHVV SURFHVVEDVHG 5( DSSURDFK
>@>@>@ KDV EHHQ GHYHORSHG IRU WKH FRPSDQ\ EXW LW
PXVW DOVR EH LQWHJUDWHG LQWR 220HWKRG >@ D
PHWKRGRORJ\IRUDXWRPDWLFVRIWZDUHJHQHUDWLRQWKDWWKH
FRPSDQ\XVHVDQGWKDWLVEDVHGRQ22PRGHOLQJ
,QWKH5(DSSURDFKVRIWZDUHUHTXLUHPHQWVRIDQ,6
DUH VSHFLILHG E\ PHDQV RI H[WHQGHG WDVN GHVFULSWLRQV
(7'  2QFH (7'V KDYH EHHQ VSHFLILHG DQ DQDO\VLV
FODVV GLDJUDP $&'  DQG DQDO\VLV VWDWH WUDQVLWLRQ
GLDJUDPV $67'  DUH GHULYHG IURP WKHP DV SDUW RI
V\VWHP PRGHOLQJ ZLWK 220HWKRG 7KH OLQN LV FDOOHG
(7'22LVGHWHUPLQHGE\DVHWRIUXOHVDQGKDVEHHQ
DSSOLHGDQGHYDOXDWHGLQVHYHUDOILHOGWULDOV
7KH SDSHU LV RUJDQL]HG DV IROORZV 6HFWLRQ 
GHVFULEHV D UXQQLQJ H[DPSOH 6HFWLRQ  SUHVHQWV (7'
VSHFLILFDWLRQ6HFWLRQV  DQG GHVFULEH(7'22DQG
LWV HYDOXDWLRQ UHVSHFWLYHO\ 6HFWLRQ  UHYLHZV UHODWHG
ZRUN)LQDOO\6HFWLRQSUHVHQWVRXUFRQFOXVLRQV


$EVWUDFW

6XFFHVVRIDVRIWZDUHV\VWHPKLJKO\GHSHQGVRQWKH
UHTXLUHPHQWV HQJLQHHULQJ SURFHVV :KHQ DQ
LQIRUPDWLRQ V\VWHP LV JRLQJ WR EH GHYHORSHG IRU DQ
RUJDQL]DWLRQ EXVLQHVV SURFHVVHV VKRXOG EH PRGHOHG
DQGXVHGIRUUHTXLUHPHQWVHOLFLWDWLRQ1RQHWKHOHVVDQ\
UHTXLUHPHQWV HQJLQHHULQJ DSSURDFK PXVW EH OLQNHG WR
VXEVHTXHQW VWDJHV LQ RUGHU WR EH XVHIXO LQ D VRIWZDUH
GHYHORSPHQW SURFHVV 7KLV SDSHU DGGUHVVHV WKLV QHHG
E\ OLQNLQJ D EXVLQHVV SURFHVVEDVHG UHTXLUHPHQWV
HQJLQHHULQJ DSSURDFK WR V\VWHP PRGHOLQJ 2QFH
UHTXLUHPHQWV KDYH EHHQ VSHFLILHG IURP EXVLQHVV
SURFHVVPRGHOVE\PHDQVRIH[WHQGHGWDVNGHVFULSWLRQV
DVHWRIUXOHVGHWHUPLQHKRZWRGHULYHDQDQDO\VLVFODVV
GLDJUDP DQG DQDO\VLV VWDWH WUDQVLWLRQ GLDJUDPV $V D
UHVXOW H[WHQGHG WDVN GHVFULSWLRQV DUH LQWHJUDWHG LQWR
REMHFWRULHQWHG VRIWZDUH PRGHOLQJ DQG GHYHORSPHQW
7KH OLQN LV FDOOHG (7'22 LV WKH UHVXOW RI DQ
LQGXVWULDOSURMHFWDQGKDVEHHQDSSOLHGLQILHOGWULDOV


,QWURGXFWLRQ


6XFFHVV RI D VRIWZDUH V\VWHP QRW RQO\ GHSHQGV RQ
WKH UHVROXWLRQ RI WHFKQLFDO SUREOHPV EXW DOVR KLJKO\
GHSHQGVRQWKHUHTXLUHPHQWVHQJLQHHULQJ 5( SURFHVV
5HTXLUHPHQWVFDQEHUHJDUGHGDVWKHPDLQLQGLFDWRUVRI
WKHTXDOLW\RIDVRIWZDUHV\VWHPDQGDV\VWHPFDQIDLO
LIWKH5(SURFHVVLVQRWSURSHUO\DGGUHVVHG>@
:KHQGHYHORSLQJDQLQIRUPDWLRQV\VWHP ,6 IRUDQ
RUJDQL]DWLRQV\VWHPDQDO\VWVVKRXOGPRGHOLWVEXVLQHVV
SURFHVVHV $Q\ ,6 VKRXOG VXSSRUW WKH H[HFXWLRQ RI
EXVLQHVV SURFHVVHV LQYROYLQJ SHRSOH DSSOLFDWLRQV
DQGRU LQIRUPDWLRQ VRXUFHV RQ WKH EDVLV RI SURFHVV
PRGHOV >@ DQG EXVLQHVV SURFHVV PRGHOLQJ FDQ EH
UHJDUGHGDVHVVHQWLDOIRUUHTXLUHPHQWVHOLFLWDWLRQ>@
1RQHWKHOHVV SURSHU VRIWZDUH UHTXLUHPHQWV VSHFLIL
FDWLRQ 656  IURP EXVLQHVV SURFHVVHV GRHV QRW LPSO\
WKDWD5(DSSURDFKLVDGHTXDWHIRU,6GHYHORSPHQW$
5( DSSURDFK LV QRW XVHIXO SHU VH EXW LW PXVW EH
DSSURSULDWH IRU WKH VRIWZDUH GHYHORSPHQW SURFHVV LQWR
ZKLFKLWLVLQWHJUDWHG>@7KHUHIRUHDQ\5(DSSURDFK
PXVWEHOLQNHGWRVXEVHTXHQWGHYHORSPHQWVWDJHV

5XQQLQJH[DPSOH


7KH VRIWZDUH GHYHORSPHQW FRPSDQ\ EHORQJV WR D
KROGLQJFRPSDQ\2WKHURUJDQL]DWLRQVRIWKLVFRPSDQ\
KDYH EHHQ XVHGWRDSSO\(7'22LQILHOGWULDOV$VD
UXQQLQJH[DPSOHDUHQWDFDUFRPSDQ\LVXVHG1RQH
WKHOHVVLWVDFWXDOUXQQLQJLVQRWFRPSOHWHO\H[SODLQHG
7KH FRPSDQ\ LV ORFDWHG LQ D WRXULVW DUHD DQG LWV
IOHHWRIFDUVYDULHVEHWZHHQWKHVXPPHUDQGWKHZLQWHU
VHDVRQV &DUV DUHXVXDOO\ERXJKWDW WKHEHJLQQLQJ RID
VHDVRQ DQG VROG DW WKH HQG 7KH PDLQ DFWLYLW\ RI WKH
FRPSDQ\ LV FDU UHQWDO EXW LW LQYROYHV RWKHU DFWLYLWLHV
VXFKFDUPDLQWHQDQFHDQGH[WUDVUHQWDO
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)LJXUHVKRZVDQH[DPSOHRI(7'IRUWKHUXQQLQJ
H[DPSOH 7KH GRPDLQ HQWLWLHV RI LQSXW DQG RXWSXW DQG
RIWKHLQIRUPDWLRQIORZV ,) DUHSDUWRIDGRPDLQGDWD
PRGHO )LJXUH ZKLFKLVFUHDWHGLQWKHRUJDQL]DWLRQDO
PRGHOLQJVWDJHRIWKH5(DSSURDFK0RUHGHWDLOVDERXW
(7'VDQGKRZWRVSHFLI\WKHPFDQEHIRXQGLQ>@>@
7KH (7' YHUVLRQ WKDW LV VKRZQ LQ WKLV SDSHU LV
GLIIHUHQWIURPSUHYLRXVRQHV4XDOLW\DWWULEXWHV RQWKH
EDVLVRI>@ IUHTXHQF\DQGFULWLFDOVHFWLRQVDUHQHZ
DQG,)VDUHVSHFLILHGIRUHDFKXVHUDQGV\VWHPDFWLRQ
)LQDOO\ (7'V DUH RUGHUHG )LJXUH  VKRZV WKH
VHTXHQFHRI(7'VWKDWDUHUHODWHGWRFDUOLIHF\FOH


(7'VSHFLILFDWLRQ


7KH5(DSSURDFKFRQVLVWVRIWKUHHVWDJHV RUJDQL]D
WLRQDO PRGHOLQJ SXUSRVH DQDO\VLV DQG UHTXLUHPHQWV
VSHFLILFDWLRQ DQG(7'VDUHXVHGIRU6567KH\DLPWR
VSHFLI\ DGHTXDWH VRIWZDUH VXSSRUW IRU EXVLQHVV WDVNV
DQG DUH HOLFLWHG IURP EXVLQHVV SURFHVV PRGHOV ,W
VKRXOGEHQRWHGWKDW(7'VDUHGLIIHUHQWIURPXVHFDVHV
ZKLFKDLPWRVSHFLI\LQWHUDFWLRQVZLWKDV\VWHP

Extended Task Description: CAR RENTAL
Business process: Car rental
Role: Office employee
Subtasks: Choose a car, Check whether a customer is new or not, Record customer data, Search for
customer data, Fill contract, Choose extras, Take deposit, Print contract details
Triggers: Preconditions: Postconditions: Frequency: 10 times per day during winter season; 30 times per day during summer season
Critical: Days on which a holiday period begins in summer season
Input
Output
Domain Entity
State
Domain Entity
State
Car
Ready
Rental contract
Open
Customer (1)
Car
Rented
Extra
Ready
Customer (2)
Extra
Rented
Business Rules
• The insurance of a car must be valid during the rental period
• A car cannot be rented if it has more than 300000 km
User Intention
System Responsibility
Information Flows
Normal interaction
1. Show cars
Å 1{ Car / make + model / }n
2. Select a car
Æ Car
Å 1{ Customer / name + surname + ID number/ }n
3. Show customers
4. Select a customer
Æ Customer (1)
Æ Rental contract / contract number + current date
5. Introduce rental
+ current time + office + return date + return office /
contract information
Å Rental contract / contract number + current date
6. Show rental contract
+ current time + office + return date + return office
details
+ rental cost + extras cost + VAT + deposit + total
cost / + Car / make + model + plate number / +
(Customer (1) / name + surname + ID number / |
Customer (2) / name + surname + ID number / ) +
[ 1{ Extra / name / }n ]
7. Print rental contract
details
Alternatives
(New customer)
4.a.1. Introduce
Æ Customer (2) / number + name + surname + ID
number + address + city + telephone number +
customer data [5]
credit card type + credit card number + credit card
expiration date /
Extensions
(Extras request)
5.a.1. Show extras
Å 1{ Extra / name / }n
5.a.2. Select extras
Æ 1{ Extra }n
(Deposit payment)
5.b.1. Introduce deposit
Æ Rental contract / deposit /
amount
Quality attributes
• When an office employee selects a car, no other office employee will be able to select the same car
(Functionality/Suitability)



Figure 1. ETD


$ VLJQLILFDQFHFULWHULRQIRU(7'VKDVEHHQGHILQHG
VRWKDWWKHLUJUDQXODULW\LVKRPRJHQHRXVDQGWKXVWKHLU
VSHFLILFDWLRQLVFRQVLVWHQWDQGSURSHU>@$VH[SODLQHG
EHORZ KRPRJHQHRXV DQG DGHTXDWH JUDQXODULW\ LV DOVR
QHFHVVDU\IRUFRUUHFWGHULYDWLRQRI22GLDJUDPV


Figure 2. Domain data model



Figure 3. Sequence of ETDs





(7'22GHULYDWLRQRI22GLDJUDPV


2QFH WKH (7'V RI DQ ,6 KDYH EHHQ VSHFLILHG
DQDO\VLV22GLDJUDPVDUHGHULYHGIRUV\VWHPPRGHOLQJ
IURP(7'V7KHVHGLDJUDPVDUHDQ$&'DQG$67'V


5XOHVIRUGHULYDWLRQRI$&'V


$Q$&'RIDQ,6LVGHULYHGIURPWKH,)VDQGLQSXW
DQG RXWSXW RI LWV (7'V WKHLU VHTXHQFH DQG D GRPDLQ
GDWDPRGHO7KHUHDUHWHQUXOHVIRUWKHGHULYDWLRQDQG
WKH\ DOORZ V\VWHP DQDO\VWV WR PRGHO FODVVHV DQG WKHLU
DWWULEXWHVPHWKRGVDQGDVVRFLDWLRQV
)LJXUHVKRZVDQ$&'IRUWKHUXQQLQJH[DPSOH,W
KDVEHHQGHULYHGIURPWKH(7'VKRZQLQ)LJXUHWKH
GRPDLQGDWDPRGHOVKRZQLQ)LJXUHWKHVHTXHQFHRI
(7'VVKRZQLQ)LJXUHDQGWKHLQSXWRXWSXWDQG,)V
VKRZQ LQ )LJXUH  7KHVH ILJXUHV FRUUHVSRQG WR MXVW D
SDUW RI WKH UXQQLQJ H[DPSOH DQG WKXV WKH $&' LV
LQFRPSOHWH,QDGGLWLRQSDUDPHWHUVDQGGDWDW\SHVKDYH
QRWEHHQPRGHOHGWRNHHS)LJXUHDVVPDOODVSRVVLEOH
7KHUXOHVDUHWKHIROORZLQJRQHV
5XOH & FODVVHV  $ FODVV LV PRGHOHG LQ DQ $&' IRU
 HDFKGRPDLQHQWLW\RIDQ(7'
)RU WKH UXQQLQJ H[DPSOH WKH FODVVHV DUH
³,QVXUDQFH´ ³5DWH´ ³&DU´ ³&XVWRPHU´ ³5HQWDO
&RQWUDFW´DQG³([WUD´
5XOH& DWWULEXWHV $QDWWULEXWHLVPRGHOHGLQDFODVV
IRU HDFK DWWULEXWH WKDW EHORQJV WR WKH GRPDLQ HQWLW\
IURP ZKLFK WKH FODVV ZDV PRGHOHG DQG WKDW LV LQ DQ
LQSXWIORZRIDQ(7'$GDWDW\SHLVVSHFLILHGIRUHDFK
DWWULEXWH
6RPH DWWULEXWHV RI ³&DU´ DUH ³SODWH QXPEHU´
³PDNH´³PRGHO´³HQJLQH³FRORU´DQG³VHDWV´
5XOH & FUHDWLRQ PHWKRG  $ FUHDWLRQ PHWKRG LV
PRGHOHGIRUHDFKFODVV,WVSDUDPHWHUVDUHWKHDWWULEXWHV
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RIWKHGRPDLQHQWLW\IURPZKLFKWKHFODVVZDVPRGHOHG
LQWKHILUVW(7'ZKHUHWKHGRPDLQHQWLW\LVLQDQLQSXW
IORZ$GDWDW\SHLVVSHFLILHGIRUHDFKSDUDPHWHU
7KH FUHDWLRQ PHWKRG RI ³&DU´ LV ³FUHDWH FDU SODWH
QXPEHUPDNHPRGHOHQJLQHFRORUVHDWVGDWH ´
5XOH & GHOHWLRQ PHWKRG  $ GHOHWLRQ PHWKRG LV
PRGHOHGLQDFODVVLI WKHUHH[LVWVDQ(7'LQZKLFK
WKHGRPDLQHQWLW\IURPZKLFKWKHFODVVZDVPRGHOHGLV
SDUW RI DQ LQSXW IORZ   WKH GRPDLQ HQWLW\ GRHV QRW
KDYHDWWULEXWHV WKHGRPDLQHQWLW\LVQRWLQWKH,)VRI
DQ\VXEVHTXHQW(7'DQG WKHGRPDLQHQWLW\ZLOOEH
QRORQJHUQHHGHGLQWKH,6
)RUWKHUXQQLQJH[DPSOHWKLVUXOHLVQRWDSSOLHG
5XOH & PRGLILFDWLRQ PHWKRG  $ PRGLILFDWLRQ
PHWKRG LV PRGHOHG LQ D FODVV IRU HDFK (7' LQ ZKLFK
WKH GRPDLQ HQWLW\ IURP ZKLFK WKH FODVV ZDV PRGHOHG
KDVDWWULEXWHVLQDQLQSXWIORZDQGWKHFUHDWLRQPHWKRG
RI WKH FODVV ZDV QRW PRGHOHG IURP WKH (7' ,WV
SDUDPHWHUVDUHWKHDWWULEXWHVRIWKHGRPDLQHQWLW\LQWKH
LQSXWIORZ$GDWDW\SHLVVSHFLILHGIRUHDFKSDUDPHWHU
$PRGLILFDWLRQPHWKRGRI³&DU´LV³UHWXUQFDU NP
IXHO ´
5XOH & FDOFXODWLRQ PHWKRG  $ FDOFXODWLRQ PHWKRG
LVPRGHOHGLQDFODVVIRUHDFKDWWULEXWHWKDW EHORQJV
WRWKHGRPDLQHQWLW\IURPZKLFKWKHFODVVZDVPRGHOHG
 LVLQDQRXWSXWIORZDQG GRHVQRWFRUUHVSRQGWR
DQDWWULEXWHRIWKHFODVV$UHWXUQGDWDW\SHLVVSHFLILHG
IRUHDFKFDOFXODWLRQPHWKRG
$ FDOFXODWLRQ PHWKRG RI ³5HQWDO &RQWUDFW´ LV
³FDOFXODWHUHQWDOFRVW ´
5XOH & VWDWH FKDQJH PHWKRG  $ VWDWH FKDQJH
PHWKRG LV PRGHOHG LQ D FODVV IRU HDFK (7' LQ ZKLFK
WKH GRPDLQ HQWLW\ IURP ZKLFK WKH FODVV ZDV PRGHOHG
KDVGLIIHUHQWVWDWHVLQWKHLQSXWDQGRXWSXWRIWKH(7'
DQG QR RWKHU PHWKRG KDV EHHQ PRGHOHG LQ WKH FODVV
IURPWKH(7'
$VWDWHFKDQJHPHWKRGRI³([WUD´LV³UHQWH[WUD ´


5XOH & DVVRFLDWLRQV  $Q DVVRFLDWLRQ EHWZHHQ WZR
FODVVHVLVPRGHOHGLI WKHGRPDLQHQWLWLHVIURPZKLFK
WKHFODVVHVZHUHPRGHOHGDUHSDUWRIWKHLQSXWRURXWSXW
RI D VDPH (7'  WKHUHH[LVWVD UHODWLRQVKLSEHWZHHQ
WKH HQWLWLHV LQ WKH GRPDLQ GDWD PRGHO DQG   DQ
DVVRFLDWLRQEHWZHHQWKHFODVVHVLVFUHDWHGLQWKH(7'
³&DU´DQG³5HQWDO&RQWUDFW´DUHDVVRFLDWHGIURPWKH
(7'³&DUUHQWDO´
5XOH & PLQLPXP PXOWLSOLFLW\  7KH PLQLPXP
PXOWLSOLFLW\ RI D FODVV LQ DQ DVVRFLDWLRQ LV  LI WKH
DVVRFLDWLRQ LV QRW PRGHOHG IURP WKH (7' IURP ZKLFK
WKH FUHDWLRQ PHWKRG RI WKH FODVV ZDV PRGHOHG RWKHU
ZLVHWKHPLQLPXPPXOWLSOLFLW\LVWKHPLQLPXPQXPEHU
RI RFFXUUHQFHV RI WKH GRPDLQ HQWLW\LQ WKHLQSXWIORZV
RIWKH(7'IURPZKLFKWKHDVVRFLDWLRQZDVPRGHOHG
7KH PLQLPXP PXOWLSOLFLWLHV LQ ³&DU  5HQWDO
&RQWUDFW´DUHIRU³&DU´DQGIRU³5HQWDO&RQWUDFW´
5XOH & PD[LPXP PXOWLSOLFLW\  7KH PD[LPXP
PXOWLSOLFLW\RIDFODVVLQDQDVVRFLDWLRQLVWKHPD[LPXP
QXPEHURIRFFXUUHQFHVRIWKHGRPDLQHQWLW\IURPZKLFK
WKH FODVV ZDV PRGHOHG LQ WKH LQSXW IORZV RI WKH (7'
IURP ZKLFK WKH DVVRFLDWLRQ ZDV PRGHOHG PD[LPXP
PXOWLSOLFLW\PD\EHLQFUHDVHG
7KH PD[LPXP PXOWLSOLFLWLHV LQ ³&DU  5HQWDO
&RQWUDFW´DUHLQGHWHUPLQDWH µ ¶ IRU³&DU´ LQFUHDVHG 
DQGIRU³5HQWDO&RQWUDFW´


Extended Task Description: CAR PURCHASE
Input
Output
Domain Entity
State
Domain Entity
State
Insurance
Car
Ready
Rate
Information flows
(Normal)
Å 1{ Insurance / company + expiration date / }n
Æ Insurance
Å 1{ Rate / name + price / }n
Æ Rate
Æ Car / plate number + make + model + engine + color + seats + purchase date /

Figure 5. ACD



5XOHVIRUGHULYDWLRQRI$67'V




$Q $67' LV GHULYHG IRU HDFK FODVV RI WKH $&' RI
DQ ,6IURPLQSXW DQG RXWSXWRI LWV (7'V DQGIURPWKH
$&' 7KHUH DUH VL[ UXOHV IRU WKH GHULYDWLRQ DQG WKH\
DOORZV\VWHPDQDO\VWVWRPRGHOVWDWHVDQGWUDQVLWLRQV
)LJXUHVKRZVWKH$67'RIWKHFODVV³&DU´IRUWKH
UXQQLQJ H[DPSOH ,W KDV EHHQ GHULYHG IURP WKH (7'
VKRZQ LQ )LJXUH  WKH LQSXW DQG RXWSXW RI WKH (7'V
VKRZQLQ)LJXUHDQGWKH$&'VKRZQLQ)LJXUH

7KHUXOHVDUHWKHIROORZLQJRQHV

Extended Task Description: CAR RETURN
Input
Output
Domain Entity
State
Domain Entity
State
Rental Contract
Open
Rental Contract
Closed
Car
Rented
Car
Ready | Disabled
Extra
Rented
Extra
Ready
Information flows
(Normal)
Å 1{ Car / plate number / }n
Æ Car / km + fuel /
Æ Rental Contract / return date /
Å Rental Contract / amount to pay /
(Extension)
Æ Car / disability date /



Figure 4. Input, output and IFs of ETDs
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DQG GLDJUDPV WKDW WKH VRIWZDUH GHYHORSPHQW FRPSDQ\
SRVVHVVHG &RPSDQ\ GLDJUDPV FRUUHVSRQGHG WR WKRVH
WKDW DQDO\VWV KDG PRGHOHG ZKHQ WKH FRPSDQ\ KDG
GHYHORSHG,6VIRUWKHRUJDQL]DWLRQVRIWKHILHOGWULDOV
&RPSDQ\GLDJUDPVZHUHODUJHU KDGPRUHLQIRUPD
WLRQ EXWWKHUHDVRQLVWKHZD\RIPRGHOLQJ&RPSDQ\
DQDO\VWV PRGHO LQWHUQDO FKDUDFWHULVWLFV RI DQ ,6 ZLWK
220HWKRG HJ GHVLJQ FODVVHV  ZKHUHDV (7'22
GLDJUDPVDUHDQDO\VLVGLDJUDPVWKDWDUHGHULYHGIURPD
656$VRWKHU DXWKRUV HJ >@ ZH DGRSWDQH[WHUQDO
YLHZ RI DQ ,6 ZKHQ VSHFLI\LQJ UHTXLUHPHQWV WKXV
LQWHUQDOFKDUDFWHULVWLFVFDQQRWEHGHULYHG
1RQHWKHOHVV (7'22 GLDJUDPV FRQWDLQHG DOO WKH
H[WHUQDO FKDUDFWHULVWLFV WKDW DQDO\VWV KDG PRGHOHG LQ
WKHLU GLDJUDPV 7KHUHIRUH WKH\ ZHUH FRPSOHWH IURP D
UHTXLUHPHQWV SHUVSHFWLYH LH WKH\ FRQWDLQHG DOO WKH
LQIRUPDWLRQWKDWZDVQHFHVVDU\WRPHHWUHTXLUHPHQWV
:KHQ DVNLQJ FRPSDQ\ DQDO\VWV DERXW (7'22
XVHIXOQHVV ZH REWDLQHG GLIIHUHQW RSLQLRQV $OWKRXJK
DOORIWKHPVWDWHGWKDW(7'22 DQGWKH5(DSSURDFK 
DOORZHGWKHPWREHWWHUXQGHUVWDQGWKHUHTXLUHPHQWVDQG
DGGUHVV V\VWHP PRGHOLQJ VRPH VHQLRU DQDO\VWV YHU\
VNLOOHG LQ XVLQJ 220HWKRG  VDLG WKDW WKH\ ZRXOG
SUREDEO\QRWXVHLW7KH\WKRXJKWWKDW(7'22FRXOG
QRWLPSURYHWKHLUMREVLJQLILFDQWO\1RQHWKHOHVVMXQLRU
DQDO\VWVVWDWHGWKDWLWFRXOGUHDOO\KHOSWKHP
&RPSOH[LW\ RI (7'22 KDV DOVR EHHQ DQDO\]HG
7KH UXOHV IRU GHULYDWLRQ RI 22 GLDJUDPV FDQ EH
FRQVLGHUHG QRW WR EH YHU\ FRPSOH[ +RZHYHU WKH
REMHFWLYH RI (7'22 LV QRW WR GHILQH D FRPSOH[
SURFHVVIRUV\VWHPPRGHOLQJIURP(7'VEXWWRGHILQH
DVWUDLJKWIRUZDUGDQGSUHFLVHOLQNWKDWFDQKHOSV\VWHP
DQDO\VWVWRPRGHO,6VWKDWPHHWEXVLQHVVSURFHVVEDVHG
UHTXLUHPHQWV 2WKHUZLVH (7'22 FRXOG EH GLIILFXOW
WRXVHWKXVWKHFRPSDQ\ZRXOGQRWDGRSWLW
2WKHU LVVXHV WKDW DUH UHODWHG WR (7'22 DQG WKDW
KDYH EHHQ SUHYLRXVO\ GLVFXVVHG DUH DSSOLFDWLRQ RI WKH
5(DSSURDFK LQFOXGLQJVWDNHKROGHU¶VIHHGEDFN >@>@
DQG FRPSOHWLRQ RI $&'V DQG WKHLU VLPLODULW\ ZLWK
GRPDLQGDWDPRGHOV>@


5XOH 6 LQLWLDO VWDWH  $Q LQLWLDO VWDWH LV PRGHOHG LQ
HDFK$67'
5XOH 6 ILQDO VWDWH  $ ILQDO VWDWH LV PRGHOHG LQ DQ
$67'LIWKHFODVVKDVDGHOHWLRQPHWKRG
5XOH6 LQWHUPHGLDWHVWDWHV $QLQWHUPHGLDWHVWDWHLV
PRGHOHG LQ DQ $67' IRU HDFK VWDWH WKDW WKH GRPDLQ
HQWLW\ IURP ZKLFK WKH FODVV ZDV PRGHOHG FDQ UHDFK LQ
WKH(7'V
7KH LQWHUPHGLDWH VWDWHV RI ³&DU´ DUH ³5HDG\´
³5HQWHG´DQG³'LVDEOHG´
5XOH 6 ILUVW WUDQVLWLRQ  $ WUDQVLWLRQ LV PRGHOHG LQ
DQ $67' IURP WKH LQLWLDO VWDWH 7KH HYHQW RI WKH
WUDQVLWLRQLVWKHFUHDWLRQPHWKRGRIWKHFODVV7KHWDUJHW
VWDWH LV WKH VWDWH RI WKH GRPDLQ HQWLW\ IURP ZKLFK WKH
FODVVZDVPRGHOHGLQWKHRXWSXWRIWKH(7'IURPZKLFK
WKHFUHDWLRQPHWKRGZDVPRGHOHG
7KH WDUJHW VWDWH RI WKH ILUVW WUDQVLWLRQ RI ³&DU´ LV
³5HDG\´DQGLWVHYHQWLV³FUHDWHFDU´
5XOH6 ODVWWUDQVLWLRQ ,IDQ$67'KDVDILQDOVWDWH
WKHQ D WUDQVLWLRQ LV PRGHOHG WR LW 7KH HYHQW RI WKH
WUDQVLWLRQ LV WKH GHOHWLRQ PHWKRG RI WKH FODVV 7KH
VRXUFHVWDWHLVWKHVWDWHRIWKHGRPDLQHQWLW\IURPZKLFK
WKH FODVV ZDV PRGHOHG LQ WKH LQSXW RI WKH (7' IURP
ZKLFKWKHGHOHWLRQPHWKRGZDVPRGHOHG
)RUWKHUXQQLQJH[DPSOHWKLVUXOHLVQRWDSSOLHG
5XOH 6 LQWHUPHGLDWH WUDQVLWLRQV  )RU HDFK PHWKRG
RIDFODVVWKDWLVQRWLWVFUHDWLRQRUGHOHWLRQPHWKRGVD
WUDQVLWLRQ LV PRGHOHG LQ LWV $67' 7KH HYHQW RI WKH
WUDQVLWLRQ LV WKH PHWKRG ,I WKH GRPDLQ HQWLW\ IURP
ZKLFKWKHFODVVZDVPRGHOHGLVSDUWRIWKHLQSXWRIWKH
(7' IURP ZKLFK WKH PHWKRG ZDV PRGHOHG WKHQ WKH
VRXUFH VWDWH LV WKH VWDWH RI WKH GRPDLQ HQWLW\ LQ WKH
LQSXW RWKHUZLVH WKH VRXUFH VWDWH LV WKH VWDWH RI WKH
GRPDLQHQWLW\LQWKHRXWSXWRIWKH(7'7KHWDUJHWVWDWH
LVWKHVWDWHRIWKHGRPDLQHQWLW\LQWKHRXWSXW
$Q LQWHUPHGLDWH WUDQVLWLRQ RI ³&DU´ FRUUHVSRQGV WR
WKHHYHQW³UHQWFDU´ZKRVHVRXUFHVWDWHLV³5HDG\´DQG
WDUJHWVWDWHLV³5HQWHG´
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Figure 6. ASTD


7KH FORVHVW DSSURDFKHV WR (7'22 DUH WKRVH WKDW
DGGUHVV PRGHOLQJ RI DQDO\VLV 22 GLDJUDPV IURP
VRIWZDUH UHTXLUHPHQWV 7KH\ XVXDOO\ PRGHO FODVV
GLDJUDPV IURP XVHFDVHVRUMRLQWO\ZLWK WKHPDQGXVH
PHFKDQLVPV VXFK DV ,)V >@>@ FRQVLVWHQF\ JXLGHOLQHV
>@ VHTXHQFH GLDJUDPV >@ DFWLYLW\ JUDSKV >@ DQG
JRDOV RI XVH FDVHV >@ 6RPH DSSURDFKHV HJ >@ 
PRGHOFODVVHVIURPGLDJUDPVRIWKHL IUDPHZRUN
7KHPHFKDQLVPVWKDWDUHXVHGLQ(7'22DUHLQSXW
DQGRXWSXWRI(7'VDQG,)V,)VRI(7'VDUHEDVHGRQ

(7'22HYDOXDWLRQ


$VPHQWLRQHGDERYH(7'22KDVEHHQDSSOLHGLQ
VHYHUDO ILHOG WULDOV 7KHLU SXUSRVH KDV EHHQ WR DFTXLUH
NQRZOHGJHDQGWRVKRZWKDWLWFDQEHXVHGLQSUDFWLFH
6WDNHKROGHUV RI WKH RUJDQL]DWLRQV DQG FRPSDQ\
DQDO\VWV SDUWLFLSDWHG LQ WKH ILHOG WULDOV DQG VHYHUDO
SURSHUWLHVKDYHEHHQDQDO\]HGDQGHYDOXDWHG
&RPSOHWHQHVVRI22GLDJUDPVKDVEHHQDVVHVVHGE\
FRPSDULQJ GLDJUDPV WKDW ZHUH GHULYHG ZLWK (7'22
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$V IXWXUH ZRUN WRROVXSSRUWIRU (7'22LVEHLQJ
GHYHORSHG DQG IXUWKHU HYDOXDWLRQ LV SODQQHG :H DOVR
ZDQW WR DGGUHVV GHULYDWLRQ RI DEVWUDFW XVHU LQWHUIDFHV
IURP(7'VIRUUHTXLUHPHQWVYDOLGDWLRQDQGGHULYDWLRQ
RIWKHSUHVHQWDWLRQPRGHO LQWHUIDFH RI220HWKRG
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ULW\ LV DOVR QHFHVVDU\ IRU FRUUHFW $&' GHULYDWLRQ 2Q
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LV QRW SURSHUO\ DGGUHVVHG +RZHYHU MXVW >@ DQG >@
GHDOZLWKUHTXLUHPHQWVJUDQXODULW\DQGKRPRJHQHLW\
)LQDOO\ QRQH RI WKH UHYLHZHG DSSURDFKHV DGGUHVV
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G\QDPLFSURSHUWLHVDUHLPSRUWDQWIRU,6PRGHOLQJ>@
7DEOH  VXPPDUL]HV UHODWHG ZRUN DQG FRPSDUHV LW
ZLWK(7'22(LJKWFULWHULDDUHXVHG7KHV\PEROVRI
WKH FHOOV DUH ³´ LI DQ DSSURDFK SURSHUO\ VXSSRUWV D
FULWHULRQ ³´ LI WKH VXSSRUW WKDW LV SURYLGHG VKRXOG
EH LPSURYHG DQG ³´ LI LPSURSHU RU QR VXSSRUW LV
SURYLGHG $V VKRZQ LQ 7DEOH  (7'22 LV WKH RQO\
DSSURDFKWKDWSURSHUO\VXSSRUWVDOOWKHFULWHULD
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Abstract—Property speciﬁcation is still one of the most challenging tasks for transference of software veriﬁcation technology
like model checking. The use of patterns has been proposed
in order to hide the complicated handling of formal languages
from the developer. However, this goal is not entirely satisﬁed.
When validating the pattern the developer may have to deal
with the pattern expressed in some particular formalism. For
this reason, we identify three desirable quality attributes for the
underlying speciﬁcation language: succinctness, ease of validation
and modiﬁability. We show that typical formalisms such as
temporal logics or automata fail at some extent to support these
features. In this work we propose FVS, a graphical scenariobased language, as a possible alternative to specify behavioral
properties. We illustrate FVS’ features by describing one of the
most commonly used pattern, the Response Pattern, and several
variants of it. Other known patterns such as the Precedence
pattern and the Constrained Chain pattern are also discussed.
We also thoroughly compare FVS against other used approaches.

I. I NTRODUCTION
Property speciﬁcation is still one of the most challenging
tasks for transference of software veriﬁcation technology like
model checking. Users of these techniques must still face
the challenge of expressing properties in the language or
formalism used in the speciﬁcation tool. Using natural language to express requirements may appear as an alternative
to formal approaches, but in general leads to ambiguous
and imprecise speciﬁcations, threatening the advantages of
an automated veriﬁcation process. Two of the most common
formal approaches are temporal logics such as Linear Temporal Logic (LTL) and operational notations such as ﬁnite-state
machines. In these approaches ﬁnal users are required to have
a considerable expertise on the formalism to accurately express
the requirement they want to express ([10], [12], [9], [21], [6],
[18], [2]) and this clearly constitutes not a minor obstacle.
The usage of speciﬁcation patterns has been proposed as an
interesting alternative to overcome this problem [9], [8]. The
main purpose of a pattern is to capture recurring solutions to
a particular type of problem. In [9], patterns are described
considering two aspects. On the one hand, the intent of
the pattern is described, that is, the structure of the deﬁned
behavior. This is usually expressed using a disciplined natural
language (DNL) notation [21]. For example, the intent for the
Response pattern is denoted as “One or more occurrences of
action result in one or more occurrences of response”. On
the other hand, each pattern has a scope, which is the extend
of the program execution over which the pattern must hold.
For example, we can say that the pattern must hold between

the occurrence of two given events. Although patterns offer
a friendlier way to express typical requirements, in order to
determine if the pattern is accurately expressing the desired
property, the developer usually must deal with not only the
DNL description of the pattern, but its translation into an
underlying formalism such as LTL [12], [21]. This situation
also arises when deciding the right pattern to be employed,
or even more important, when validating the usage of the
pattern. Therefore, using patterns is not enough to entirely hide
the subtleties of the underlying formalism from the user. This
suggests that the speciﬁcation language should be easy to use,
and sufﬁciently expressive to enable skilled and non-skilled
users to use it appropriately [16], [12]. More speciﬁcally,
we deﬁne three quality attributes desirable for the formalism:
succinctness, ease of validation and modiﬁability. The ﬁrst
one requires that the speciﬁcation of a pattern expressed in
the formalism should be as succinct as the DNL description
of the pattern. Ease of validation estimates how simple it is to
determine if the speciﬁcation of a pattern actually expresses
the desired property. This attribute can be further subdivided
into two sub-attributes: comparability and complementariness.
The resulting speciﬁcation of the patterns should be easy to
compare and distinguish. For example, when comparing two
patterns it is natural to try to understand which one is more restrictive. Complementariness refers to the ability of reasoning
about how the property is violated, which provides meaningful
information to the developer. The formalism should provide an
easy way to reason about complementary behavior. Finally,
modiﬁability is the ability to manipulate objects expressed in
the formalism, so that the pattern can be adapted to subtle
modiﬁcations in the application context.
We believe that the provided mappings of the patterns
to LTL detailed in [9], [8] fail at some extent to support
these features. The resulting LTL formulae may result in
complicated artifacts, which are difﬁcult to compare without deductive manipulation. Reasoning about complementary
behavior is also troublesome since it requires sophisticated
formulae manipulation. If the underlying formalism is an
automata-based one instead, the analysis is similar. In order to
accurately compare two automata language inclusion needs to
be tested. Similarly, operations to complement the language of
an automaton are not trivial and may suffer from exponential
state-explosion problems. Modiﬁability also follows an analogous reasoning. Intricate operations may be needed to modify
a LTL formula or an automaton to adapt to different situations.
Given this context we propose a graphical language based
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on scenarios which aims to improve and ease the property
speciﬁcation process. The language, called FVS (Featherweight Visual Scenarios) is a simple fragment of VTS (Visual
Timed Scenarios) [5], a visual language to deﬁne complex
event-based requirements. We show that FVS, although simple, is powerful enough to properly describe speciﬁcation
patterns. For one side, its visual aspect will help the user
concentrate in the properties themselves instead of dealing
with the subtleties of their formalization. The scenarios are
built using just a few and simple elements, therefore obtaining
compact and minimal speciﬁcations. Semantic and logical relationships between the elements involved can be extracted directly from the scenarios, improving reasoning about patterns.
The language supports the automatic construction of antiscenarios, which help the user in the property speciﬁcation by
looking at behavior that leads to the violation of the property.
What’s more, patterns speciﬁcation is very ﬂexible and can be
easily adapted to different application contexts. Concretely, we
analyze FVS as a speciﬁcation language by describing some
of the patterns introduced by [9] with an special focus on
one of the most used pattern, namely the Response Pattern,
and several variants of it. The Constrained Chain Pattern and
the Precedence pattern are also modeled in FVS. We compare
FVS against the original patterns speciﬁcation in [9] and also
against the Propel language [21], an approach that deﬁne
one of the most known extensions to patterns speciﬁcation.
Propel uses two notations: an extended ﬁnite-state automaton
representation and a DNL representation, based on a restricted
subset of natural language. The comparison is based on the
previously deﬁned concepts: succinctness, ease of validation
and modiﬁability.
The rest of the paper is structured as follows. After describing some initial background, FVS is explained in section
II. Section III shows the speciﬁcation of the Response Pattern
(including several variants of it), the Constrained Chain pattern
and the Precedence pattern in FVS. Analysis and comparison
with other formalisms are presented in section IV. The paper
concludes mentioning future work and conclusions.

both approaches.
II. F EATHER WEIGHT V ISUAL S CENARIOS
In this section we will informally describe the standing
features of FVS. The reader is referred to [5] for a formal
characterization of the language. FVS is a graphical language
based on scenarios. Scenarios consist of points, which are
labeled with the possible events occurring at that point, and
arrows connecting them. An arrow between two points indicates precedence of the source with respect to the destination:
for instance, in ﬁgure 1-(a) A-event precedes B-event. We
use an abbreviation for a frequent sub-pattern: a certain point
represents the next occurrence of an event after another. The
abbreviation is a second (open) arrow near the destination
point. For example, in ﬁgure 1-b the scenario captures the
very next B-event following an A-event, and not any other Bevent. Conversely, to represent the previous occurrence of a
(source) event, there is a symmetrical notation: an open arrow
near the source extreme. In ﬁgure 1-c the scenario captures
just the immediately previous A-event from B-event. Events
labeling the arrow are interpreted as forbidden events between
both points. In ﬁgure 1-d A-event precedes B-event such
that C-event does not occur between them. The abbreviations
presented before can also be expressed using labeled arrows.
Scenario in ﬁgure 1-e shows an equivalent version of the
scenario in ﬁgure 1-b. Finally, two distinguished points are
introduced to denote the beginning and the end of the trace:
a big full circle for begin, and two concentric circles for end
(shown in ﬁgure 1-f).

A. Background

Fig. 1.

Using patterns for property speciﬁcation was ﬁrst introduced
by [9]. According to the authors, patterns fall into two main
categories based on their semantics: Occurrence, where patterns require events to occur or not to occur and Order, where
patterns constrain the order of events. The Absence pattern
and the Universality pattern are examples of the ﬁrst category,
whereas Precedence and Response are examples of the second
category. The complete list of the patterns is available online
[8] where also mappings to different formalisms are supplied.
In this work we will focus only on their mapping to LTL, being
one of the most used formalisms for speciﬁcation. The LTL
formulae discussed in this work refer to the LTL mapping
speciﬁed in [8]. The other formalism discussed here is the
Propel Language [21]. Propel presents a very exhaustive extension to some of these patterns, which covers additional issues
regarding patterns behavior. FVS is thoroughly compared to

Basic Elements in FVS

A. FVS Rules
We now introduce the concept of Rule Scenario (RS) or
simply a rule1 , a core concept in the language. Roughly
speaking, a rule is divided into two parts: a scenario playing
the role of an antecedent and at least one scenario playing the
role of a consequent. The intuition is that whenever a trace
“matches” a given antecedent scenario, then it must match
at least one of the consequents. In other words, rules take the
form of an implication: an antecedent scenario and one or more
consequent scenarios. The antecedent is a common substructure of all consequents, enabling complex relationship between
points in antecedent and consequents: our rules are not limited,
1 Rule Scenarios represent the FVS’s version of Conditional Scenarios
available in VTS [5]
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like most triggered scenario notions, to feature antecedent as
a pre-chart where events should precede consequent events.
Thus, rules can state expected behavior happening in the
past or in the middle of a bunch of events. Graphically, the
antecedent is shown in black, and consequents in grey. Since a
rule can feature more than one consequent, elements which do
not belong to the antecedent scenario are numbered to identify
the consequent they belong to. An example is shown in ﬁgure
2. The interpretation of the rule is that, whenever an Access
request event is followed by an Access granted event (without
a logoff in between), one of two other event sequences must be
observed too. One of them (consequent1) requires that, after
the access has been requested, a valid password is entered.
The other one (consequent 2) allows for the case where a
valid password has been entered before access to the resource
is requested. Observe the power of our trigger notation, where
the antecedent need not precede the consequents in time.

3DVVZRUG&RQILUPHG
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Fig. 2.
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Rule Scenarios in FVS

B. Anti-Scenarios
An interesting feature in FVS is that anti-scenarios can be
automatically generated from rule scenarios. This is valuable
information for the developer since it represents a sketch of
how things could go wrong and violate the rule. The complete
procedure is detailed in [5], but informally the algorithm
computes all possible situations where the antecedent is found,
but none of the consequents is matchable. One anti-scenario
for the rule in ﬁgure 2 is shown in ﬁgure 10. In this case,
a valid password was not entered since the beginning of the
trace and still access is granted.
1RW 3DVVZRUG&RQILUPHG

$FFHVVUHTXHVW

Fig. 3.
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An anti-scenario in FVS

III. PATTERN S PECIFICATION IN FVS
In this section we illustrate how FVS may describe some
of the speciﬁcation patterns introduced by [9]: the Response
Pattern, the Constrained Chain pattern and the Precedence
pattern. One of the most widely used patterns is the Response
pattern, in which the occurrence of one event (referred as the
Action event), leads to an occurrence of another event, the
Response event. This illustrates a cause-and-effect relationship
between the events involved. Examples of the Response pattern
may be requirements such as “Every client request is acknowledged by the server” or “every time the doors are opened the
lights are turned on”. The rule depicted in ﬁgure 4 reﬂects

Fig. 4.

The basic Response Pattern

this behavior. As pointed out in [21], a closer examination of
this pattern’s behavior reveals there are signiﬁcant questions
about the pattern that need to be answered and may lead
to variants of it. For example, can the Action event occur
more than once before the Response event occurs? Taking
this fact into consideration, [21] proposes an extension to the
patterns’ speciﬁcation, deﬁning six possible options to obtain
a more accurate and complete deﬁnition of the pattern: Prearity, which determines whether the Action event may occur
one time or many times before the Response event does,
Post-arity, which determines whether the Response event
may occur one time or many times after the Action event
does, Immediacy, which determines whether or not other
intervening events may occur between the Action event and
the Response event, Precedence, which determines whether
or not the Response event is allowed to occur before the
ﬁrst occurrence of the Action event, Nullity, which determines
whether or not the Action event must ever occur and ﬁnally,
Repeatability, which determines whether or not occurrences
of the Action event after an occurrence of a Response event are
required to be followed by a Response event. In what follows
we model all six cases in FVS.
1) Pre-arity: the rule in ﬁgure 4 models the situation where
the Action event can occur several times before the Response
event (by default in FVS, any arbitrary Action event may
become a valid antecedent to trigger the rule). To limit the
behavior such that Action event can not be repeated before
Response event, a restriction is added to the rule. The condition
prohibits the occurrence of another Action event until the
occurrence of the Response event. This is shown in ﬁgure 5-a.
2) Post-arity: the rule depicted in ﬁgure 4 also models
the situation where the Response event can be repeated. If
Response event cannot be repeated, then between any two
consecutive Response events there must occur an Action
event. In this way, traces containing two or more consecutive
Response events after an Action event will be excluded. Figure
5-b illustrates this behavior.
3) Immediacy: forbidden events between Action and Response are simply added to the pattern by including the
forbidden events properly. This is illustrated in ﬁgure 5-c.
4) Precedence: this is achieved by requiring that the occurrence of a Response event must always be preceded by an
Action event. The rule in ﬁgure 5-d reﬂects this behavior.
5) Nullity: the initial scenario for the Response pattern
(ﬁgure 4) covers the case where the Action event is not
required to occur. Demanding the occurrence of the Action
event implies that the Action event must occur after the
beginning of the trace. This is shown in ﬁgure 5-e.
6) Repeatability: the initial scenario models a repeatable
behavior, since it requires a Response event for every Action
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event. To model the case where the pattern must be fulﬁlled
only for the ﬁrst occurrence of the Action event, a restriction
is added so that the antecedent contemplates only the ﬁrst, and
not each, occurrence of the Action event. The antecedent in
ﬁgure 5-f demands that there is no previous occurrence of the
Action event from the beginning of the trace. Clearly, only the
ﬁrst Action occurrence will satisfy this condition.

2) After Q until P - Between P and Q: Figure 6-c shows
the After Q until P scope. In this case, an Action event
occurring after Q must be followed by a Response event, but
the Response event must occur before P. Note that the rule can
be satisﬁed without the occurrence of P. Figure 6-d shows the
between P and Q scope. In this case, both delimiters must
occur, namely P and Q.
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Six rules covering the extended behavior
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Different scopes for the Response Pattern

B. Response Chain Pattern

The rules presented in ﬁgure 5 model each aspect individually. Naturally, two or more aspects can be combined by
simply including their corresponding rule.
A. Modeling Scopes
The previous section describes what the work in [9] deﬁnes
as the intent of the pattern, that is, the structure of the deﬁned
behavior. This notion can be completed by deﬁning a scope
for the pattern, establishing the extent of program execution
over which the pattern must hold. The available scopes deﬁned
in [9] are: Before P (the pattern must hold before the ﬁrst
occurrence of an event P), After Q (the pattern must hold
only after the ﬁrst occurrence of an event Q), Between P and
Q (the pattern must hold after the occurrence of P but before
the occurrence of Q), After Q until P (similar to the previous
one, but P is not required to occur) or Global, which denotes
the whole execution.
Scopes are introduced in FVS in the same way as any
other restriction of behavior. Thus, Global scope is implicity
modeled by introducing no scope restrictions (all the rules
shown up to here assumed Global scope). In what follows we
model the rest of the scopes for the basic Response pattern2 .
1) Before P - After Q: The rule in ﬁgure 6-a corresponds
to the Before P scope. The occurrence of the property must
precede the ﬁrst occurrence of P. This is, if an Action event
occurs before the ﬁrst P occurrence, then a Response event
must also occur before P. Similarly, the scenario in ﬁgure 6-b
shows the After Q scope. That is, if an Action event occur
after the ﬁrst Q occurrence, then a Response event must also
occur afterwards.
2 Note that extra considerations such as pre-arity or post-arity can be added
to the rules as shown in the previous section.

We now consider a generalization of the Response pattern:
the Response-Chain pattern. In this pattern a sequence of
events 𝑃1 , 𝑃2 ,. . . ,𝑃𝑛 must always be followed by a sequence
of events 𝑄1 , 𝑄2 ,. . . ,𝑄𝑛 . For simplicity and space reasons, we
only consider one case of this pattern, where one stimuli must
be followed by two responses, considering Global (ﬁgure 7-a)
and Between P and Q scopes (ﬁgure 7-b).



Fig. 5.



Fig. 7.

One Stimuli-Two Responses Pattern

Note that the only difference with the rules describing the
basic Response pattern (one stimuli - one response), shown in
ﬁgures 4 (for Global scope) and 6-d (for Between scope), is
just the inclusion of the second response, keeping the pattern
speciﬁcation simple and succinct.
C. Constrained Chain Pattern
This pattern introduces a variant for the Response-Chain
pattern. In this case, the pattern restricts user speciﬁed events
from occurring between pairs of events in the chain sequences.
As we have already shown, restricting behavior is added very
simply in our graphical language, as a label between the events
involved. The example shown in this section is an extension
for the One Stimuli-Two Responses Pattern, where a W event
must no occur for the property to hold. The scopes modeled
are Global (ﬁgure 8-a) and Between P and Q (ﬁgure 8-b).
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Chain pattern and the Constrained Chain pattern with one
stimuli and two responses, and the Precedence pattern. In this
case, FVS is only compared against LTL formulae: the ﬁrst
two are not available in Propel [6] whereas the Precedence
Pattern is not completely described in [21].
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Fig. 8.

TABLE I
C OMPLEXITY COMPARISON FOR THE BASIC R ESPONSE PATTERN

Constrained Chain Pattern in FVS

Formalism
LTL
Propel-Automata
Propel-DNL
FVS

D. Precedence Pattern
To conclude this section, we introduce another pattern: the
Precedence pattern. The intent of this pattern is to describe
relationships between a pair of events/states where the occurrence of the ﬁrst is a necessary pre-condition for an occurrence
of the second [8]. In this case, the occurrence of a S event must
precede the occurrence of a R event. The scopes modeled are
Global(ﬁgure 9-a) and Between P and Q (ﬁgure 9-b).

Global
DN=3,O=4
St=3,T=6
S=7
P=2,R=1

Between
DN=4,O=12
St=5,T=12
S=10
P=4,R=4

TABLE II
C OMPLEXITY COMPARISON FOR THE R ESPONSE C HAIN PATTERN , THE
C ONSTRAINED C HAIN PATTERN AND THE P RECEDENCE PATTERN

R-Chain
C-Chain
Precedence

LTL
Global
Between
DN=2,O=6
DN=5,O=14
DN=3,O=9
DN=6,O=18
DN=3,O=10 DN=5,O=13

FVS
Global
Between
P=3,R=2
P=5,R=5
P=3,R=3
P=5,R=6
P=2,R=1
P=4,R=4



Fig. 9.

Precedence Pattern in FVS

IV. A NALYSIS AND C OMPARISON
We now compare FVS against the mentioned approaches
considering the three quality attributes deﬁned initially.
1) Succinctness: to compare FVS against the resulting LTL
formulae in [8] and Propel’s notation we propose the following
alternative to somehow measure the complexity of the objects
expressed in the formalisms. For the LTL formulae in [8],
we measure their depth of nesting (DN) and the number of
operators involved (O). For Propel’s automata notation we
measure the number of states (St) and number of transitions
(T) of the automata described in [21] and for Propel’s DNL
templates we measure the numbers of statements (S) needed
to express the property as detailed in [21]. For FVS rules
we measure the number of points (P) and the number of
restrictions (R) speciﬁed, including precedence and forbidden
events. We compare the basic Response pattern with the
following characterization (expressed in Propel’s notation):
∙ Core Phrase (with Pre-arity, Immediacy and Post-arity
options): One or more occurrences of Action eventually
result in one or more occurrences of Response.
∙ Nullity Phrase: Action may occur zero times.
∙ Precedence Phrase: Response may occur before the ﬁrst
Action occurs.
∙ Repetition Phrase: The behavior is repeatable.
Regarding scopes, we take into account only Global and
Between scopes. Tables I and II exhibit the obtained results
for the Succinctness attribute. Table I is focused on the basic
Response Pattern whereas table II considers the Response

One way of analyzing succinctness is to examine how the
ﬁnal objects grow when scope restrictions are added. As it is
shown in tables I and II, the LTL formulae as given in [8] grow
signiﬁcantly when a more intricate scope is involved. Propel’s
automata representation also become more complicated, especially due to the growth of the number of transitions. Conversely, scopes in FVS are introduced seamlessly, just as any
other restriction in the rules, without affecting succinctness.
Propel’s DNL notation handles scopes adequately. However,
Propel suffers from some limitations when modeling scopes:
delimiters in the scopes must be distinct, and there must be no
intersection between events deﬁning the intent and the scope
of the pattern. These limitations are not present in FVS. Another interesting analysis comes up considering the Response
Chain pattern with one stimuli and two responses. The only
difference with the basic Response pattern is the inclusion of
a second response. However, this simple modiﬁcation causes
a meaningful growth in the resulting LTL formulae, seriously
threatening the scalability principle. On the other hand, FVS
rules maintain a suitable complexity scaling appropriately. LTL
formulae may be expressed more naturally or more succinctly
employing modalities such as past or “from now on” operators
[14], [15], but this require non trivial formulae manipulation,
or even exponential blow-ups during the process [17].
2) Ease of Validation: in order to validate, understand and
compare different patterns, the speciﬁcation of the patterns
expressed in the formalism must be easy to handle, manipulate
and compare. These characteristics constitute the Comparability sub-attribute. This goal is hard to achieve when dealing
with complicated LTL formulae or when comparing automata
with several states and transitions. Formally, this would require testing language inclusion for automata or employing
deductive simpliﬁcation mechanisms for LTL formulae. The
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situation is different in FVS’ speciﬁcations. For example, the
rule for the Response Chain pattern is the natural extension
to the rule for the basic Response-pattern and this relationship
can be visually depicted without extra manipulation. To mention another example, recall the Constrained Chain pattern in
ﬁgure 8. The difference between the constrained version and
the unconstrained version in ﬁgure 7 is clear when comparing
both scenarios: the inclusion of the restriction through labeled
arrows.
More elaborated analysis can also be gathered visually.
As an example, recall the Response Chain pattern example
considering Between scope (ﬁgure 7-b) and the Constrained
Chain pattern considering the same scope (ﬁgure 8-b). In both
rules antecedents are equivalent, but the consequent in ﬁgure
8-b is “stronger” than the consequent in ﬁgure 7-b, since it
features more constrains. Thus, the rule depicted in ﬁgure
8-b is an specialization of the rule described in ﬁgure 7-b.
The specialization relationship is a notion is similar to logical
subsumption [4]. This also holds for the rules describing both
patterns with Global scope (ﬁgures 8-a and 7-a). Now, when
comparing rules in ﬁgure 7-a and 7-b it can be seen that
although the consequent in ﬁgure 7-b is stronger than the
consequent in ﬁgure 7-a, it is also the case that its antecedent
is stronger too. Therefore in this case there is no specialization
relationship. On the other hand, this kind of analysis is difﬁcult
to achieve when using an automaton notation or an LTL
formula without proper manipulation. For example, the LTL
version for the rules described in ﬁgures 7-a and 7-b presented
in [8] are: (□𝑆1 → ♢(𝑅1 ∧ 𝑋♢𝑅2)), for ﬁgure 7-a, and
□((𝑃 ∧♢𝑄) → (𝑆1 → (¬𝑄𝑈 (𝑅1∧¬𝑄∧𝑋(¬𝑄𝑈 𝑅2))))𝑈 𝑄),
for ﬁgure 7-b. By just looking at these formulae it is hard to
recognize and understand the semantic relationship between
them.
The other attribute composing the Ease of Validation attribute is Complementariness. FVS supports this feature by
automatically generating anti-scenarios. Figure 10 illustrates
two anti-scenarios for the Response pattern and Between
Scope (in ﬁgure 6-d): ﬁgure 10-a models the case where the
Response event did not occur in the trace after an Action event
whereas in ﬁgure 10-b, the Response event did occur, but after
the occurrence of P. Complementary behavior can be achieved
by negating a formula or complementing an automaton, but
this may involve non trivial operations.

Fig. 10.

Anti-scenarios for the Response pattern with Between scope

3) Modiﬁability: One interesting thing that can be observed
in the Response Chain pattern is that the sequence of events
involved must follow a strict order. In the example used here,

with one stimuli S1 and two responses R1 and R2, response
event 𝑅1 must precede response event 𝑅2. For some situations
we would like to relax this condition, and to allow responses
to occur in any order. This is easily achievable in FVS, since
the only difference with the regular case is that no precedence
restriction is present between both Response events. The rule
in ﬁgure 11 shows this version considering Global scope.
6





Fig. 11.
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A relaxed version of the One Stimuli-Two Responses Pattern

Finally, we conclude this section introducing another useful
variant of the Response Chain pattern, where responses may
occur before or after delimiter Q. In this case, the interpretation
of the pattern is the following: an occurrence of stimuli S1 between P and Q must always be followed by responses R1 and
R2. This version is suitable, for example, for modeling race
conditions, a typical situation in multithreaded or concurrent
systems. The rule in ﬁgure 12 reﬂects this behavior.

Fig. 12.

A Variant of the One Stimuli-Two Responses Pattern

These examples show how patterns in FVS can be easily
modiﬁed to ﬁt in different situations or contexts. These variants of the Response Chain pattern are neither available in
Propel nor in the LTL formulae available at [8]. With proper
manipulation the developer could get an equivalent automaton
or LTL formula, but again, this is bound to a complicated task.
V. R ELATED W ORK
TimeEdit [20] and GIL (Graphical Interval Logic) [7] are
two graphical speciﬁcation languages based on timeline diagrams that do not feature partial ordering of events. TimeEdit
is particularly focused on capturing complex chain events [2],
while FVS stands for a more general approach. TimeEdit
features a restricted notion of triggered scenarios using required events (events that are required to occur if all previous
events have occurred). This limitation makes properties about
past events, or events occurring in a certain scope, harder
to specify and understand. GIL provides search operators to
locate end points of intervals, similar to next and previous in
FVS. However, it previous operator can not be applied freely
as in FVS: interval recognition starts always forward a generic
(or the ﬁrst) point in the enclosing interval. Thus, easily expressible situation in FVS like freshness, correlation constrains
or asserting the existence of a past in general can not be stated
in GIL. Finally, speciﬁcation of complex properties involving
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several events in GIL requires nesting or stacking operators,
threatening succinctness, ease of validation, and modiﬁability
quality attributes. Other worth-mentioning approach is PSC
(Property Sequence Chart) [2], which is inspired in UML
2.0 Interaction Sequence Diagrams. PCS’s notation is also
validated modeling property speciﬁcation patterns. As said by
the authors, it might be difﬁcult to directly express properties
in this language, and some automated assistance tool may still
be need to help the developer [3]. Denoting complex constrains
between events may require textual annotations. In addition,
properties in PCS are described as anti-scenarios (e.g [1]) and
not as conditional or triggered scenarios.
Other visual formalisms based on Message Sequence Charts
such as [19], [22], [11] have been proposed for scenario-based
speciﬁcations. We share with them the idea of using partial
orders to describe scenarios. However, our work differs in
several aspects. Our language is meant to express properties
to be checked against a model or an implementation under
analysis; we do not focus on creating an executable modeling
language for different phases of the development process.
FVS’s trigger notation is distinguishable too: in our approach,
the antecedent pattern is not required to predicate on a preﬁx
of the behavior. Our consequents can refer to events occurring
before the trigger or interleaved with its events.
Finally, to our best knowledge, none of the previously
mentioned approaches is equipped with deductive features for
comparability or complementariness reasoning.
VI. C ONCLUSIONS AND F UTURE W ORK
Property speciﬁcation is one of the most challenging task
for the transference of software veriﬁcation techniques. In
this sense, the use of patterns has been proposed in order to
hide from the developer the complicated handling of formal
languages. However, when validating whether the pattern correctly expresses the desired property, the developer might face
the translated version of the pattern into some speciﬁcation’s
formalism. In this respect we identify three desirable quality
attributes for the underlying formalism: succinctness, ease
of validation, and modiﬁability. We show that typicaly used
formalisms such as temporal logics or automata fail at some
extent to support these characteristics. We propose FVS as
a possible alternative to specify behavioral properties and
we assess its performance by comparing it with two known
approaches using one of the most commonly used pattern, the
Response Pattern, and several variants of it. Other patterns
such as the Constrained Chain pattern and the Precedence
pattern are also considered. Regarding future work, we are
considering enhancing FVS’s expressivity power to enable
expressing arbitrary 𝜔-regular languages. We are also working
on deﬁning a synthesis algorithm for FVS’s rules, enabling the
possibility of elaborated automatic analysis. Finally, since VTS
can express real time properties, we would like to explore real
time speciﬁcation patterns [13], an extenstion to the patterns
introduced by [9] considering timing requirements.
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Abstract—Organizations seeking lower costs, quality software and specialized resources started to use an approach
called Global Software Development (GSD). However, this
approach also brought some drawbas imposed by the physical distribution, including issues related to communication,
cooperation and coordination. There is a need to improve
user awareness related to the process and the context in
which collaborative artifacts are generated. In this context,
conceptual modeling is relevant since conceptual speciﬁcations
can be used to support understanding, problem-solving, and
communication among stakeholders about a given subject
domain. This paper presents a conceptual model focused
on contextual information for DiSEN, a distributed software
engineering environment. Main contributions found on the
paper are: (i) the identiﬁcation of a set of information that
compose environment entities context ; and (ii) the deﬁnition
of a model that facilitates domain semantics comprehension,
reducing communication gaps.
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support distributed software development. One of the goals
of DiSEN is to provide meaningful and appropriate information regarding entities context during artifacts production. In
this sense, DiSEN-CSE (DiSEN-Context Sensitive Environment) [4] was proposed. DiSEN-CSE is integrated to DiSEN
and is focused on providing elements to capture, represent,
process and disseminate context information to interested
individuals. But, to allow context sharing, it is necessary
to know what information is part of the context of a given
action, how these information are related and how they affect
environment behavior.
In order to facilitate contextual information handling,
some representation models were created, focusing on offer
information to different entities (people, software or devices)
in a way that any of them would have the same semantic
comprehension of what was informed [5]–[7]. Conceptual
modeling is relevant on application design process, since
conceptual speciﬁcations are used to support understanding,
problem-solving and communication among stakeholders
about a given subject domain. Based on this, an alternative
is Context Metamodel [8], a domain independent context
metamodel to support contextual model creation based on
UML extensions.
This paper presents a context conceptual model focused
on context information for a distributed software engineering
environment. The context conceptual model presented here
uses as conceptual base the context metamodel proposed
in [8]. This model allows identifying the set of contextual
information relevant to each environment entity, how these
information are related among themselves and how context
and environment behavior are related.
The rest of this paper is organized as follows: section II
presents the Context Metamodel used to create context conceptual models, section III introduces the context conceptual
model created for DiSEN, section IV presents a preliminary
proof of concept, section V presents some related works
and, ﬁnally, some conclusions and ﬁnal considerations are
presented on section VI.

Keywords-Context modeling; Global software development;
conceptual modeling

I. I NTRODUCTION
Global Software Development (GSD) was introduced to
attend software industry quality requirements in a competitive way. Allowing collaborative interaction among geographically distributed development teams became an alternative to organizations looking for competitive advantages,
such as time to market, better resource usage, increased productivity and reduced costs. However, GSD also brings many
new challenges such as contextual, cultural, organizational,
geographical, temporal, and political differences [1]. In order
to minimize these differences, one fundamental aspect to
focus is the communication. To ensure that geographically distributed individuals are collaborating, it is essential
to have an infrastructure that guarantees information and
knowledge exchange among all involved parties.
According to Pozza [2], interaction frequency among
geographically distributed individuals occurs according to
the task they are working on, when there are methods to offer
awareness over activities performed by other team members.
However, to have a full knowledge on the contributions
generated by other team members it is necessary to know
not only the collaborative artifact itself, but the way and the
context it was produced as well.
DiSEN (Distributed Software Engineering Environment)
[3] is an environment aiming to provide an infrastructure to

II. C ONTEXT M ETAMODEL
After analyzing different existing context models, Vieira
[8] checked that, in general, there is no formalism for
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creating context models that associate contextual information and its usage. In this sense, existing models do not
relate contextual information and its use. Based on that
observations, Context Metamodel was proposed. Context
Metamodel is a domain independent metamodel to support
contextual model creation. This metamodel is an UML 2.01
extension.
Within Context Metamodel Contextual Element is deﬁned
as any piece of data or information that enables to characterize an entity in a domain; and Context of an interaction
between an agent and an application, in order to execute
some task, is the set of instantiated contextual elements
necessary to support the task at hand. Other than that,
contextual element is stable and can be deﬁned at design
time, while a context is dynamic, and must be constructed
at runtime, when an interaction occurs.
Context metamodel is divided into two main packages
that organize the concepts in two categories: structure,
which describes the concepts related to the conceptual and
structural elements of a context sensitive system (context
structural model); and behavior, which contains the concepts
related to the behavioral aspects of a context sensitive system
(context behavior model).
Context structural model identiﬁes contextual elements;
the entities that contain them; relationships among them; and
the way they are acquired. Context behavior model focuses
on modeling how the system must react under a speciﬁc
context, identifying the set of condition responsible for a
system behavior variation. To support the design of the context sensitive system behavioral part, the context metamodel
uses the concepts deﬁned in the formalism of Contextual
Graphs, deﬁned in [9]. Contextual graphs are based on
semantic networks, and support task models representation.
They consider the relation between procedures established
by an organization for executing a given task, and how
contextual information inﬂuences this task execution. Each
path on the contextual graph contains the rationale used to
execute a task. It contains the sequence of triggered actions,
conditions activated for each action, and context elements
related to each condition. So, this kind of representation
allows one to compose rules graphically, based on the paths
described on the graph.

Processes, Resources, Projects, Tools, Users and Local Managers; (ii) Agent Manager – responsible for creating, registering, ﬁnding, migrating and destroying software agents;
and (iii) Workspace Manager – provides shared workspaces,
corresponding to environment instances where users can
cooperate during tasks execution. DiSEN Object Manager
has a Resource Manager responsible for managing physical
resources (machines, paper, media) and also Places, Users
and Tools. These three entities are responsible to provide
contextual information to the environment. Users (a person
or a group) are the most active entities within the environment capable to change states and generate information for
the whole environment.
B. DiSEN-CSE
To allow contextual information sharing among several
workspaces involved on a cooperative work, DiSEN-CSE
(DiSEN-Context Sensitive Environment) was proposed. To
reach this goal, every time a contextual information is
generated by an Object Manager entity (Place, User or Tool)
at any workspace within DiSEN, this information is captured
by workspace manager. Within workspace manager, DiSENCSE transforms them into another information that can be
understood by all team members geographically distributed,
using a representation model based on a domain ontology.
Then, DiSEN-CSE shares it with other workspaces, including the one that generated it.
DiSEN-CSE model has four essential elements: Capture
Support, Context Representation, Processing Support and
Awareness Mechanisms. The model also has a repository
responsible for storing context information. Capture Support
is responsible for recognizing context changes occurred
during task execution. These changes can be captured by
human agents or software agents. Context Representation is
responsible for mapping information coming from Capture
Support to a formal representation model – based on ontologies – and relates them to other information available within
the repository. Processing Support corresponds to reasoning
mechanisms, able to infer contextual information implicit
on that captured beforehand, and ﬁx possible inconsistencies, based on existing relationship among sets of information created by Context Representation. Finally, Awareness
Mechanisms are responsible for identifying (automatically)
what are the workspaces interested on the information, the
methods that can be used to show them (deﬁned by Pozza
[2]) and for spreading them to workspace instances, using
communication infrastructure.
So, DiSEN-CSE goal is to capture, manipulate and share
contextual information available within DiSEN environment.
However, to reach this goal, it is necessary to know what
are contextual information available on the environment and
what are the relationships among them. To achieve this, we
propose a Context Conceptual Model, which is described in
the next section.

III. M ODELING C ONTEXT IN D I SEN
A. DiSEN Environment
DISEN (Distributed Software Engineering Environment)
[3] is an environment aiming to provide an infrastructure
to support distributed software development. DiSEN design
is composed of three main Managers : (i) Object Manager
– comprises all environment entities, involving Artifacts,
1 Uniﬁed Modeling Language: Superstructure, Version 2.1.2, In:
http://www.omg.org/spec/UML/2.1.2/
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intermediate. And if the training is advanced, the skill level
offered is advanced.
3. When an user participates on a project, he/she may not
have all required skills for that project. But, at the end of
the project he/she may have acquired some of them. Users
must inform to the system all new skills acquired.
Based on these variations, it is possible to
verify that the elements that interfere on focus
context
are:
User.doATraining,
UserTraining.level,
Participant.isOnProject, User.hasKnowledge, project.Status,
Project.requireKnowledge, UserKnowledge.level. These
elements represent contextual elements for this focus and
are depicted on Contextual Structural Model of Fig. 2. Each
context element is tagged with ContextualElement
stereotype. An entity with at least one contextual element
is a contextual entity, tagged with ContextualEntity
stereotype. In this sense, the behavior that indicates
user knowledge is represented by the contextual element
User.hasKnowledge. The behavior that shows that users can
attend to a training is speciﬁed by the contextual element
User.doATraining and so on.
Context Structural Model also represents the way the
information is acquired. Each contextual element has its
own acquisition properties, indicating where the information
can be found, the type of acquisition and the frequency the
information is updated. Optionally, it can have a formation
expression, showing a new rule to transform an obtained
information to the expected format. These properties are represented by an acquisition relationship among a contextual
entity (contextual element container) and the context source
(the one which indicates the information source).
Fig. 2 depicts acquisition relationships. PersistenceService and InterfaceGUI entities are tagged
with ContextualSource stereotype, representing
context sources. For each contextual element there is a
relationship with its own source, indicating acquisition
conﬁguration. These relationships are tagged with
acquisitionAssociation stereotype.
Context structural model presents the system structure
for a given focus, showing up contextual entities and elements, relationships among them and their acquisition way.
However, when it is desired to design a Context Sensitive
System, it is necessary to know system behavior, determined
by the context. In this sense, behavioral model was created.
It consists on contextual graphs able to determine possible
behavior variation for each context. Context behavior model
and some rules will be detailed on the following sub-section.
2) Building the Context Behavior Model: The contextual
graph that deﬁnes the behavior of Acquiring Knowledge focus is depicted on Fig. 3. Behavioral variation is represented
as a decision node, tagged with ContextualN ode.
When an action occurs (tagged with Action stereotype), it reaches a ContextualN ode, and the environment must decide, according to the context, what is

According to [8] context is composed by elements related
to an entity that is useful when supporting a problem
resolution. To identify the elements with this feature within
DiSEN domain, a conceptual model was created using Context Metamodel to specify main environment functionalities,
deﬁning contextual elements and the relationships among
them, and the possible environment actions.
Vieira [8] says that the ﬁrst step when building a context
model using the context metamodel is to identify the main
foci to be considered in the system. Focus is what enables to
determine which Contextual Elements should be instantiated
and used to compose the context. Brezillon [10] considers
it to be a step in a task execution, in a problem solving,
or in a decision making. In the context metamodel, focus
is determined by the association between a task (T ask)
and the agent who is executing it (Agent).
All foci considered are depicted on Fig. 1 and are determined by DiSEN functionalities. In this paper we will use
the focus (User, Acquiring Knowledge) to illustrate
context modeling, chosen because it is an easy to understand
focus and has all elements needed to explain the model.

Figure 1.

Use Case Model

1) Building the Context Structural Model: Inside DiSEN
environment, an user can acquire knowledge in two different
situations: when working on a project or when attending to a
training. So, the following behavior variations were veriﬁed
for the focus Acquiring Knowledge:
1. Users have knowledge. They can acquire knowledge
when attending to trainings and when working on a project.
2. When an user attends to a training, the skillset acquired
on that training and the level are deﬁned. If an user attends
to a basic level training, acquired knowledge is basic. If
the training is an intermediate level, the skill offered is
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Figure 2.

Context Structural Model – Focus: Acquiring Knowledge

the path to be followed. Possible paths are tagged with
ContextualBranch stereotype. At the end, after performing all actions related to chosen path, there is a
RecombinationN ode, responsible to ensure graph consistence. Recombination node indicates that all actions related to that context were concluded, regardless what is the
chosen branch.
The paths depicted by the graph can be converted to
compose the rules in the context conceptual model. Some
examples for Acquiring Knowledge focus are depicted on the
right side of Fig. 3. The rules presented indicate necessary
conditions to allow a given user to acquire a new knowledge.
Structural and behavioral context models made it possible
to determine which information inﬂuences the context and
how the changes in the interactions affect environment behavior for each focus. Section IV describes how the context
conceptual model was implemented to support information
sharing within DiSEN environment.

The decision on who should receive a notiﬁcation at a
given time is based on context behavioral models. Thus,
DISEN-Notiﬁer becomes context-sensitive as it implements
the conceptual model presented in this paper and can,
based on the model, ﬁnd out what people are interested
on a speciﬁc focus and therefore should be notiﬁed on
events occurred . Moreover, as behavioral patterns deﬁne the
context under which the notiﬁcations should be sent, when
those predeﬁned circumstances occur, the system triggers the
notiﬁcations automatically, without any action performed by
the user requesting to send or to check for new incoming
information. More information about the DISEN-Notiﬁer
and how to use the conceptual modeling of context for
reporting information can be found in [11].
In addition, an ongoing research is using the context
conceptual model deﬁned here to support processing rules
deﬁnition for Context Representation element on DiSENCSE. These rules will be used to make inferences from
information captured, based on an ontological model. The
results of this research will be presented in future work.

IV. P ROOF OF CONCEPT
The context conceptual model presented here was implemented on DiSEN environment, during the development
of an event notiﬁcation manager called DiSEN-Notiﬁer.
DiSEN-Notiﬁer is a responsible by receiving the information
captured (Capture Support), represented (Context Representation) and processed (Processing Support) and deciding who
should be notiﬁed about the events occurred. In addition, this
manager prepares a message and sends it to any available
Awareness Mechanism, which notiﬁes the users in an appropriate way.

V. R ELATED W ORK
Many proposals had been made in order to allow context modeling. However, most of these proposals focus on
ubiquitous or pervasive environments [7], or collaborative
applications in general, so far there are few studies related
to context modeling for Global Software Development. This
section presents some researches related to this paper.
Regarding collaborative applications, Rosa et. al [12]
proposed a conceptual framework to identify and classify
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Figure 3.

Context Behavior Model and some rules extracted – Focus: Acquiring Knowledge

context speciﬁcation is generated, making it difﬁcult to reuse
already modeled foci.
Veiel [16] deﬁned a context model to adapt collaboration in shared workspaces. This context model addresses
scenarios in which several actors collaborate to achieve
a shared goal and thereby captures basic concepts of colocated and distributed collaboration. This model identiﬁes
classes and relationship needed to model conﬁguration of
shared workspaces and tools, and to capture the current
context at runtime. Based on the relationships created at a
given moment, adaptation rules capable to use context are
deﬁned to adapt user workspaces involved on the interaction.
The rules that deﬁne the adaptive behavior are textually
described, and do not follow any formalism or standardized language. Furthermore, behavior is described textually,
without any model to support understanding and reuse.
Conceptual modeling, as presented on this paper, allows
representing elements within a given application domain and
their possible relationships. The use of conceptual modeling
to identify contextual information on GSD domain brings
as advantage the ability to represent structural (Context
structural model) and behavioral (Context behavior model)
viewpoints. In this sense, this work differs from the ones presented here by presenting a way to facilitate communication
among geographically distributed individuals, considering
dynamic context, differing context and contextual elements.
The model also offers a standard way of context representa-

most common contextual information on groupware tools.
This framework classify the information into ﬁve types:
group members, tasks, relationship among people and tasks,
setting and completed tasks. Based on these information, this
framework keeps important information for groupware users
be aware of the inﬂuence of their interactions. Vieira et. al
[13] propose an ontology to formally represent context in
groupware systems. The idea is to identify which information presented in groupware applications could be classiﬁed
as context and which kinds of context should be represented.
Nunes et al. [14] presented a model for managing contextbased knowledge, which addresses the creation, storage and
reuse of contextual knowledge, encompassing the representation, capture, storing, comparison, and presentation of
knowledge in the setting where the work process activity
is performed. This knowledge management model aims to
establish organizational memory, including the results of
performing the work process activity and the context through
which results were produced. However, none of these studies
bring integrated solutions to support context structural and
behavioral aspects, nor are related to GSD.
Speciﬁcally for context modeling in GSD, Eckhard [15]
developed a language called NSL (Notiﬁcation Speciﬁcation
Language) to support NOTICON, a tool that allows context
based notiﬁcation. The NSL language used to deﬁne context was created speciﬁcally for NOTICON and requires a
specialist to model context. For each focus a ﬁle containing
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tion that allows model reuse and easy understanding, since
UML is well established on industry and academy.

[2] R. S. Pozza, “Proposta de um modelo para cooperacao
baseado no gerenciador de workspace no ambiente disen,”
Master’s thesis, PCC, UEM, 2005.

VI. C ONCLUSION
A well known problem caused by geographical distribution on GSD environment is the communication gap. This
is mainly caused by mistrust among team members, lack of
disposal to help people involved on the same task, cultural
and organizational differences. Because of this, a contextawareness based model was proposed to share contextual
information among several workspaces on a distributed software development environment, DiSEN. However, to offer
contextual information it is necessary to know entities and
what set of information about these entities are important to
create the context of a given focus. In this sense, this paper
presented a context conceptual model for DiSEN.
To create the context conceptual model context metamodel
[8] was used. The use of Context metamodel improved
model semantic comprehension and made easier to design
context concepts in context sensitive environment DiSEN.
The metamodel also supports dynamic context understanding, brings up the difference among context and contextual
elements and presents how context can be used to model
behavior variation on different domain areas. Acquiring
Knowledge focus was used to demonstrate the context
conceptual model produced. Thus, the main contribution of
this paper is a context conceptual model for GSD, integrating
structural and behavioral aspects by: (i) identifying which set
of information will compose environment entities context;
(ii) identifying how these information can be used to design
system behavior based on the context; and (iii) facilitating
domain semantics comprehension and reuse of context models. In addition, this model was used as a base to implement
an event notiﬁcation manager called DiSEN-Notiﬁer.
There are some future work in progress related to this
research: (i) evaluate context information transformation,
and its behavior within DiSEN when considering context
information present on conceptual model; (ii) link conceptual information identiﬁed by conceptual model and the
ontology based representation model, to verify consistency
for the considered domain; (iii) explore sharing mechanisms
for captured contextual information; and (iv) use the context
conceptual model presented here to support processing rules
deﬁnition for Context Representation on DiSEN-CSE.
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Abstract- This article elaborates on the architecture
developed for the Unified Communications Audit Tool
(UCAT) to eliminate manual processes for the Cisco Unified
Communication audit service, and automate the audits to the
possible extent. The rule-based system built into this
architecture, allows conducting intelligent analysis to
produce a comprehensive report. The modular nature of the
architecture makes the system very flexible and allows
distributing the collection agent piece freely to the customers,
while keeping the analysis and report generation component,
which is the intelligent portion, internal. The tracking
feature provided in this architecture, allows providing
realistic statistics on distribution of Cisco products in the
customer networks. The statistics gathered in the tracking
database is used for trend analysis of deployments,
architectures, issues, and to generate alerts in very customer
specific context. This tracking information also allows the
users of this database to proactively inform customers of any
critical information that can be pertinent to them, and hence
increase the customer satisfaction. Since this is a web-based
architecture, services can be launched remotely, eliminating
the need to be physically at the customers’ location to
conduct the audit. This article presents a few use cases for
UCAT and provides the cost savings figures.

the services can help provide a uniform quality of service,
by leveraging a single knowledge base [7][8]. While the
local staffs are required to customize the deliverables in
the form of a report, an automated service would help
promote the quality, because it can:
1) Increase the accuracy of the deliverable, by
eliminating human errors
2) Reuse the previously captured knowledge from a
global team of experts, by utilizing a common
knowledge base
3) Save time and effort by way of automation
4) Help deliver a standard high quality service to
customers all around the globe
To this end we have been developing tools that can
automate our services. In this article we introduce the
architecture that has been adopted by the Unified
Communications Audit Tool (UCAT) designed to audit
enterprise’s Unified Communication applications
including IP telephony, collaboration applications, and
contact center environment and the underlying
infrastructure. We elaborate on the internals and
operations, and study this architecture in practice.

I.
INTRODUCTION
From an enterprise point of view, there are two
main challenges with delivering services, namely; the
quality and the cost. As an enterprise grows in size and
becomes a global entity, these challenges become even
more accentuated.

II.
SYSTEM ARCHITECTURE
The main components of the system are defined
as: Information Collector agent, Knowledge Capture agent,
Knowledge Reuse agent, Deliverable Generator agent,
Service Tracker agent. Fig. 1 illustrates this architecture.

Services’ computing is a new research field that
goes beyond traditional computing disciplines as it
includes not only architectural, programming, deployment,
and other engineering issues, but also management issues
such as business component modeling, business process
design, and service delivery [1]. Web services are gaining
more popularity [2][3][4][5][6], and Web 2.0 is becoming
a typical element of the common workplace. These are all
attempts to cut the costs and increase the quality.

The Information Collector agent gathers all the
information required for the service. For the Unified
Communications Audit Tool (UCAT) this information is
typically configuration and inventory data, but can also be
network performance attributes such as latency or jitter. A
multi-threaded architecture is applied to this agent, to
increase the performance, by spawning multiple threads
that collect different information simultaneously. The
Information Collector agent communicates with a web
based user interface, allowing access to the system
remotely, via World Wide Web. This eliminates the need
for engineers to be physically in the customers’ location
to provide the service.

In a global organization, delivering a uniform quality
of service to customers all around the world is not trivial.
Even with a predefined process and framework,
depending on the skill set and expertise in different
locations, the quality of service might vary. Automating
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Fig. 1. Architecture
This architecture has proven to be very efficient.
The modular design of this architecture provides
flexibility, and allows breaking the tasks into simpler ones
for independent but coordinated execution. It also keeps
the intelligent module separated from others, hence
enables us to distribute other modules to the customers
freely, while keeping the intellectual property internal.
Finally, the Tracking agent allows the system to identify
any information that might be of interest to each customer,
even after submitting the final deliverable.

The Knowledge Capture agent captures all the
intelligence that is required for the service. In the context
of Unified Communications Audit Tool (UCAT) this
refers to the best practice rules applied to UC networks.
This knowledge base is constantly updated with the
experience that our experts gain from the field. The Rules
Manager feeds new rules to the Knowledge Capture agent.
The Knowledge Reuse agent applies this
intelligence (rules) to customers’ deliverables. In the
context of UCAT this intelligence is referred to rules that
are applied over the audit report, and any deviation from
these rules in the report is highlighted.

III.
SYSTEM OPERATIONS
As Fig. 2 illustrates, we have divided the tasks
required for conducting a service into a few phases:
information gathering, analysis, and final deliverable.

The Deliverable Generator agent generates the
final audit report to be presented to the customer. The
final deliverable of UCAT is a MS word document that
lists all the configuration and inventory data and makes
recommendation based on UC and network design best
practices based on collective experience of Cisco
engineers.

In the first phase, the information required to
perform the task is collected. The collected data is then
passed on to be analyzed. In the analysis phase the
intelligence is applied over the collected data and the final
results are produced. The next phase prepares the result to
be delivered to the customer as the final deliverable, and
the final phase is to follow up with customers if there is
any information that might be of interest to them.
Automation can be done in any of these phases to increase
accuracy and promote efficiency.

The Service Tracking agent keeps track of
information that pertains to customers who receive the
service. Hence, the tracking server is able to identify if at
a later time, after the final deliverable is submitted, there
is any new information that can be of the interest of the
customers who receive the service. In the context of
Unified Communications Audit Tool (UCAT) this can be
hardware or software end of life/end of support
information or PSIRTs (Product Security Incident
Responses).

In the next sections we describe how this
architecture is applied to Unified Communications Audit
Tool and explain the benefits associated with the tool.
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UCAT is a web-based application, allowing users
to access the web interface to launch the service.
Therefore it eliminates the need for going to customers’
location to provide the service. Typically the data
collector piece of the application is freely distributed to
the customers. Once the tool is installed at the customers’
premises, users can access it via World Wide Web to
launch the service and collect the data.

IV.

UNIFIED COMMUNICATION AUDIT
TOOL
Unified Communications Audit Tool (UCAT)
provides means for auditing Unified Communication
(UC) network components (e.g., Cisco Communications
Manager, Unity, Cisco Unified Contac Center, Gateways,
Switches, etc) in a very efficient manner. This tool
collects configuration and inventory data from UC
network, as the input, and provides an audit report as the
output. The report contains the collected data, displayed in
a very comprehensive manner. The tool also compares the
collected information against Cisco Advanced Services
(AS) best practices, and highlights the report if it finds
any deviation from the best practices. Fig. 3 demonstrates
UCAT overview.

A database of best practice rules makes the tool
intelligent enough to highlight any part of the report that
does not fully comply with the Cisco design best practices.
The best practices rules cover design rules for network
resiliency, high availability, scalability, and security. This
database is constantly being updated with the experience
gathered from the field. Rules are applied to the XML
data using xqueries. The new rules are reviewed by
subject matter experts for final analysis and fed to the tool
using the rules manager. UCAT also provides an interface
for users to customize the rules, if needed. Although
manual work is required to customize the final deliverable
for every customer, the accuracy of this database
guarantees to highlight every potential issue in the
customers’ network.

The overwhelming amount of data collected in
the data collection phase will take a few weeks, if
gathered manually. The tool collects all the data remotely
using different methods, from SNMP, and WMI, to web
based AXL/SOAP, hence eliminating the need to
manually log on to the devices one by one. Table 1 lists
all the data collection methods used by UCAT for
different UC platforms. The intelligence embedded to the
data collector allows the tool to switch to alternate
collection methods wherever needed, and automatically
detect the best method of data collection, hence making
the data collector very effective and accurate. The
collected data is in XML format and is saved in an XML
database. The collected data is encrypted and compressed
for secure transport over Internet or VPN from customer’s
network back to a central location where the intelligent
analysis and report generating modules reside.

The Report (Deliverable) Generator component
of UCAT is the module that provides the final audit report
in MS Word format.
The audit information is also securely archived
on a tracking database, and is used at a later time, to
proactively inform the customers about relevant
information such as security advisory notification, product
end of life (EoL), end of service (EoS), to their network.
This information also allows further data analysis for
determining the distribution of products in the customers’
network or identifying different architectures and
combination of UC and network products adopted by
different customers.

Table 1 Data collection Methods
UC Platform
Data Collection Method
Cisco Communications Manager
AXL/SOAP, SNMP, SQL, CLI
(CUCM)
Unity
SQL, Registry, GUSI, remote
execution of commands
(NSLookup, DNSlint, Netstat, etc)
Cisco Unified Contact Center
WMI, SQL, Registry, remote
(CUCC)
execution of commands
(NSLookup, MSinfo, etc)
Network Infrastructure (Gateways
SNMP, CLI (Telnet, SSH)
and Switches)

UCAT provides a web based, user interface, to
access the data collector remotely. Typically the data
collector is installed on the customers’ premises, but users
can access it from anywhere using a browser. The
information exchange facilitated by this tool is very
secure. All the communications between the browser and
the data collector are encrypted, using HTTPS. The
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Fig. 3 Unified Communication Audit Tool (UCAT)

Fig. 4 Hour savings by UCAT
Fig. 5 Costs Savings by UCAT

credentials provided to the tool are also encrypted and
they will be removed after data collection is completed.

by eliminating human misses and automating the data
collection process, and 2) cost saving in terms of cutting
the manual work significantly. Fig. 4 shows the hour

Referring to the Fig. 2, all four phases are
automated in UCAT. There are two remarkable
advantages with using UCAT: 1) accuracy of the report,
446

savings and Fig. 5 shows the cost savings reported for
UCAT.
3)
V.
USE CASES
UCAT has number of different use cases. Some
of these use cases include (but not limited to):
4)

1-

Troubleshooting: since the UCAT report identifies
any deviation from best practices, reviewing the
report would tell users, in a glance, the areas that may
potentially be causing problems.
2- Optimization: the recommendations, based on the
best practices in the UCAT report, are very good
bases for identifying areas of enhancement.
3- Migration: UCAT provides a comprehensive list of
information, such as node license information. This
information can be taken into account before the
migration, to be considered in the planning stage.
4- UCAT tracking server has a number of use cases as
well, some of which were mentioned in the previous
section. Examples of UCAT tracking server include,
but not limited to: proactively inform customers of
information pertinent to them, find the most popular
products in the field, find the most commonly
adopted combination of products, etc.

5)

6)

7)

In addition, UCAT offers all its features through
web services. The web service API is readily available to
Cisco AS partners. A third party application can use this
web service and build a customized service around it.

8)

There are ongoing development efforts on the
UCAT tool to support additional features. One of the
features that is going to be on the roadmap is support of
“UC Green” feature, where the UCAT report would
provide recommendations on how customers can tune
their network by, for example, shutting down redundant
phones, to help the green and help with cost savings.
VI.
SUMMARY
This article explains how Unified
Communication Audit Tool (UCAT) is designed and used
to automate the Cisco Unified Communication Audit
process. The architecture of UCAT is described in detail.
The merits of this architecture which include flexibility,
modularity, embedded intelligence, and ability to track
information are also discussed. Some use cases of the
tool are listed, and the cost saving figures are presented.
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propose a SOA Framework based on
Knowledge Bases.

ABSTRACT
For creating virtual enterprise (VE), which
is in general the collaborative partnership
between business partners in value chains,
the business processes (services) of the
resulting organization need to be composed
of the individual business processes of the
participating organizations. This can be
realized by means of Service Oriented
Architecture (SOA). In our paper we

Keywords:
Knowledge
Base,
Predicate Calculus, Service Oriented
Architecture, Merger & Acquisition
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1

that adopts Knowledge Based approach for
Banking System.

INTRODUCTION

The goal of this paper is to present a new
service oriented modeling framework for the
virtual enterprise (VE), which is focused on
process composition. This framework uses
Predicate Calculus Knowledge Bases. The
rest of this paper is organized as follows: In
Section 2 we furnish literature review of
articles published in the relevant areas. In
Section 3, we introduce our modeling
framework. Finally, Section 4 provides
some conclusions.

2

Jung et al [5] propose an architecture for
integrating knowledge management systems
(KMSs) and business process management
systems (BPMSs) to combine the
advantages of the two paradigms. We
propose a Knowledge Based framework that
supports the capture of business process
knowledge.
Rezgui [6] argues that a role based
authorization approach to service invocation
is necessary in order to enhance and
guarantee the integrity of the transactions
that take place in the business environment
of a VE. Our framework takes into account
authentication, and can be extended for role
based authorization.

RELATED WORK

A typical service-oriented architecture
(SOA) has three main parts: a provider, a
consumer and a registry [1]. Our approach
proposes a Knowledge Base which is a
repository of processes / services; discovery
is affected by pattern search &
unification/substitution.

Luger [7] captures the essence of artificial
intelligence. We apply artificial intelligence
concepts for developing knowledge bases
towards modeling business processes in our
work.

The paper [2] suggests a framework for
designing agile and interoperable VEs,
which supports enterprise modeling Our
Paper proposes a framework/architecture for
consolidation of business services that may
be adopted on enterprise-wide basis.

3

KNOWLEDGE
BASED
SERVICE
ORIENTED
MODELING FRAMEWORK

Claus Pahl’s paper [3] presents ontologybased transformation and reasoning
techniques for layered semantic service
architecture modeling. We propose a
Knowledge Based framework which
considers reasoning.

For our purpose, the representative domain
of discourse considered is the deposit
function of two banks, for which the
knowledge can be represented as a set of
Predicate Calculus expressions.

Arroyo et al. [4] describe the practical
application of a semantic web service-based
choreography framework; we propose a
consolidation / choreography framework

The realization of each business process for
the consolidated bank (following the merger
of the two representative banks) requires the
orchestration/composition of the business
processes for each of the two banks into

449

consolidated
business
process.
The
orchestration / composition of the business
processes is achieved by means of our
proposed approach.

3.2 LAYERED ARCHITECTURE
The Layered Architecture diagram for our
proposed Knowledge Based Architecture
has been furnished in Fig 1.

3.1 CONSOLIDATED SCENARIO:
KNOWLEDGE
BASED
PROCESS COMPOSITION
The goal for the consolidated scenario is
represented by: displaybalance (bank1)
displaybalance
displaybalance (bank2)
(bank_ newbank), where newbank is the
bank, post consolidation. The goal gives a
valid result if the customer of the new bank
is either a customer of Bank 1 OR if he is a
customer of bank 2, but he is
simultaneously not a customer of both the
banks.
Now if the customer is a having an account
in both the banks (Bank1 & Bank2), the
above goal representation to evaluate to a
business fault condition. However, if we
have the following goal representation for
the ‘display balance’ service, the fault
condition would not occur: (displaybalance
displaybalance (bank2)
(bank1)
displaybalance (bank_ newbank)

The architecture comprises
horizontal layers viz.

of

three

Knowledge
Base
Layer
(lowermost layer): comprises of
the Predicate Calculus expressions
Unification/Substitution
Layer
(middle layer): comprises of the
set of unifications that satisfies
each sub goal
Realization of Processes / Services
layer (upper layer)

The new service displaybalance (bank_
newbank) is an orchestration of the two
services
displaybalance
(bank1)
&
displaybalance (bank2). Atomic services as
well as composite services (which are
arrived at by orchestrating atomic/composite
services) can be well realized by means of
Goals & Sub goals.

The upper layer (Realization of Processes /
Services layer) in turn comprises of the
following layers
Horizontal Layers
o Sub-Goal Layer: comprises of
the various sub-goals
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o Goal Layer: comprises of the
inferences
o Process / Service
Composition Layer:
comprises of consolidated
services
Vertical Layer
o Production Rules Layer:
comprises of rule based
expert system

4

[2] Tae-Young Kim, Sunjae Lee,
Kwangsoo Kim, Cheol-Han Kim,
A modeling framework for agile
and
interoperable
virtual
enterprises, Computers in Industry
57 (2006) 204–217
[3] Claus Pahl, Semantic model-driven
architecting
of
service-based
software systems, Information and
Software Technology 49 (2007)
838–850

CONCLUSION

[4] Sinuhe Arroyo, Miguel-Angel
Sicilia,
Juan-Manuel
Dodero,
Choreography frameworks for
business integration: Addressing
heterogeneous
semantics,
Computers in Industry 58 (2007)
487–503

The unique contributions of this paper are
the following:
To present a new Knowledge based
process modeling framework for
the VE that is an alternative
approach to prevalent UML & Petri
Net based modeling approaches.
Though
Knowledge
Based
approach has been used in many
domains, the novelty is in the new
domain of service oriented
architecture (SOA)

[5] Jisoo Jung, Injun Choi, Minseok
Song, An integration architecture
for
knowledge
management
systems and business process
management systems, Computers in
Industry 58 (2007) 21–34

Our approach provides benefits
(comprehensive modeling of static
structure dynamic features of a
system) & additional architectural
features over existing approaches
and thus advances the state of the
art

[6] Y. Rezgui, Role-based serviceoriented implementation of a
virtual enterprise: A case study in
the construction sector, Computers
in Industry 58 (2007) 74–86
[7] George F Luger, AI Structures and
Strategies for Complex Problem
Solving, Pearson Education, Fourth
Edition, 2006
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Abstract—The Integrated Service Engineering (ISE) framework
supports planning, designing and implementing tradable business
services. For doing so, it utilizes various models with different
intentions on multiple levels of abstraction. Consequently, consistency and synchronization between these models is an issue of
high importance. Model-Driven Architecture (MDA) describes
a software design approach that utilizes model-to-model and
model-to-code transformations to remedy such issues and in turn
results in improved software in terms of portability, productivity,
and quality. This paper introduces the ISE framework and a
generic MDA architecture that is used to show how to apply MDA
successfully to the service engineering domain. Additionally,
the paper investigates currently available model transformation
technology in order to realize the proposed architecture. Lastly,
a data transformation example from a real-world scenario is
presented to show the applicability of the approach.

Keywords: MDA, service engineering, modeling
I. I NTRODUCTION
Model-Driven Development (MDD) is a well-accepted software design approach that intends to improve software projects
with respect to portability, productivity, and quality [8]. Traditionally, software architects gather business requirements in a
speciﬁcation document that software developers implement,
which is impeded by the different mind sets of software
architects and software developers, the time that the requirement implementation takes, and the inability to react to rapid
requirement changes [20]. In contrast, MDD prescribes the
utilization of models in order to specify requirements as well
as to generate valid software artifacts automatically based on
these models. A formalization of the MDD approach is the
Model Driven Architecture (MDA) [8] proposed by the OMG.
The Integrated Service Engineering (ISE) framework [17],
[18] provides a comprehensive, interdisciplinary approach
to develop tradable business services. In the ISE context,
however, analysts as well as architects use and produce numerous artifacts throughout the service engineering process.
Maintaining consistency for all artifacts and their relationships
manually is time-consuming and prone to errors. In order to
tackle this issue, the intention is to apply MDA in the ISE
framework by deﬁning service artifacts as formal models and
the relationships between them as model transformations in
order to ensure the correctness, consistency and quality of
artifacts.

The main question that drives this research is whether MDA
and its model transformation technology can be successfully
integrated into the ISE framework in order to improve service
development time, to reduce implementation mistakes, and to
advance the ability to incorporate rapidly changing requirements. For doing so, this paper presents a general architecture
for MDA, a list of available technologies to build an MDAtool chain for service engineering [17] as well as a valid
transformation example.
This paper is structured as follows: section II provides a
brief overview of MDA, the ISE framework, and related work.
Whereas section III presents a generic architecture for MDA,
section IV discusses available technologies in order to realize
the architecture proposed for service engineering and shows an
example of a model transformation in the service engineering
process. Section V concludes this work with prospects for
future work.
II. P RELIMINARIES
Before introducing the generic MDA architecture and its application for service engineering, this section brieﬂy sketches
the ISE framework, MDA, and highlights related work.
A. The Integrated Service Engineering (ISE) Framework
The ISE framework [17] supports service engineering in terms
of planning, designing and implementing services, which are
traded over the Internet, in addressing stakeholders from business & IT, and acknowledgment of different service aspects.
Figure 1 shows that ISE relies on the Zachman framework
[22] and follows a divide and conquer approach. ISE is
not only limited to computing services. Rather, it targets
business services, such as insurance & ﬁnancial services, civil
services, marketing services, and telecommunication services.
The vertical axis in ﬁgure 1 represents four perspectives of the
engineering process and is named service perspectives. Each
perspective relates to a speciﬁc role with appropriate skills and
offers different sets of tools and methods. It also implies the
chronology of the framework. Additionally, the perspectives
are linked to phases of the service engineering process. The
horizontal axis (aspects) in ﬁgure 1 allows for ﬁve different
descriptions of a service. Each description is valid for each
perspective. Any intersection in the matrix is a placeholder
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Fig. 1.

ISE Framework [17]

for a model, a notation, and a modeling technique which is
appropriate for the respective perspective and the modeling
aspect. For a complete introduction to the ISE framework we
refer to previous work [17], [18].
B. Model-Driven Architecture (MDA)
MDA [8] is a software design approach utilizing models
during requirements engineering and software development.
However, the term architecture does not refer to the architecture of the system being built, but rather to the architecture
of technologies under the umbrella of the OMG. Figure 2
gives an overview of these technologies by ﬁtting them into
the MDA landscape. To enable the model-driven approach,
the fundamental technology is Meta Modeling. In the OMG
context, the corresponding standard is the Meta-Object Facility
(MOF) [10], which serves as the basis for metadata repository management and a common meta modeling language
to deﬁne other modeling languages. MOF consists of two
main packages, i.e., Essential MOF (EMOF) and Complete
MOF (CMOF). EMOF is a subset of CMOF, which allows
metamodels to be deﬁned using only a few concepts. MDA
does not constrain the types of models, as long as these models
are expressed in a MOF-based language. This guarantees that
the models can be stored in a MOF-compliant repository and
transformed by MOF-compliant tools.
C. Related Work
This subsection highlights related work in the area of applying
MDA to speciﬁc domains.
López-Sanz et al. [6] present a model-driven approach in
order to generate valid styles for service-oriented architectures.
They argue that software requirements should be speciﬁed
in a generic architectural style that is free of speciﬁc styles,
such as service-orientation or component-orientation. Hence,
they propose a model-driven technique to transform generic
architectural designs into service-oriented architecture designs.
Bitsaki et al. [1] propose a model-driven architecture for
generating business process stubs from service network models. They interpret service networks as service interactions
between network partners and use a service network notation
for modeling service networks. Each partner in this network,
however, needs compliant business processes in order to
interact with network partners. Consequently, Bitsaki et al.
produce an architecture in order to generate valid processes
from a given service network diagram.

Hahn et al. [5] introduce a model-driven approach that
aligns multi-agent systems and semantic web services. Semantic web service technology utilizes ontologies for meaningful
web service descriptions and improved service discovery. They
introduce platform-independent models for agent systems and
semantic web services, and present transformations between
these models as well as to technical artifacts in the area of
semantic web services and agent systems.
Similar to the approach presented in this paper, each aforementioned approach aims at integrating MDA to a speciﬁc
domain. This approach, however, presents a generic MDA
architecture for any domain and shows a valid extension for
the service engineering process.
III. G ENERAL MDA A RCHITECTURE
Following the introduction of the ISE framework and MDA,
this section presents a generic MDA architecture that is valid
for any MDA implementation (cf. ﬁgure 2). The following
subsections elaborate on its main components: (A) modeling
technologies, (B) DSL technologies, (C) transformation technologies, and (D) an MDA repository.
A. Modeling Technologies
Figure 2 presents a generic architecture for MDA. Its ﬁrst
component is the Modeling Technology that modeling experts
employ to develop models. In line with MDA, modeling technologies can be grouped in two main sets, the Generic Modeling Technologies and the Domain-speciﬁc Modeling Technologies. The generic modeling technologies are industry standards elaborated or adopted by OMG, which include Generic
Modeling Languages and Generic Textual Languages. Generic
modeling languages are graph-based languages such as the
Uniﬁed Modeling Language (UML) [14]; on the contrary,
the generic textual languages such as UML Human-Usable
Textual Notation (HUTN) [9] support a textual representation
to conform to human-usability criteria. Graphical Domainspeciﬁc Languages (graphical DSLs) and Textual Domainspeciﬁc Languages (textual DSLs), on the other hand, are
those modeling technologies that are dedicated to particular
problem domains and created by individuals on demand. A
valid approach to implement domain-speciﬁc languages is to
use UML proﬁles [19].
In order to be integrated into the MDA landscape, both,
generic languages and domain-speciﬁc languages need to be
deﬁned in MOF to ensure their interoperability. By providing a
mapping from MOF to XML, OMG deﬁnes a standard format,
the XML Metadata Interchange (XMI) [11], to facilitate the
Model Persistency within MDA. XMI is a signiﬁcant component for modeling technologies, which allows for models expressed in MOF-based languages (e.g. in UML) as well as the
metamodels, which represent modeling languages themselves,
to be rendered into an XML-based format for serialization.
In the context of MDA, technologies such as Model Query
and Model Validation are also required to underpin modeling
technologies. The OMG deﬁnes the Object Constraint Language (OCL) [15] for this purpose. By using OCL expressions,
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Generic MDA Architecture

modeling experts describe additional constraints in their UML
models and MOF-based models (in that case, only a subset
of OCL is applicable) in order to validate them, as well as to
specify queries on models without side effects.
B. DSL Technologies
Figure 2 shows the DSL Technologies as the second part
of the generic MDA architecture that a DSL expert utilizes to implement domain-speciﬁc languages (DSLs). The
Meta Modeling Framework serves as the foundation for this
architecture component by providing a core technology to
develop the abstract syntax for DSLs. Within MDA, MOF is
the dedicated standard for meta modeling, both for domainspeciﬁc languages and standardized modeling languages. For
a domain-speciﬁc language, not only the abstract syntax is
needed, but also a concrete syntax, which is deﬁned as textual
or graphical notation, so that it can be used by humans. Since
in MDA the abstract syntax of a modeling language refers to
a metamodel speciﬁed in MOF, the concrete syntax has to be
mapped to it, in order to permit modeling experts to develop
models by means of a text-based or graphical-based notation.
As corresponding standards to specify the concrete syntax for
modeling languages are missing in the OMG landscape, the
generic MDA architecture has to rely on proprietary solutions,
which are referred to as Graphical DSL Deﬁnition Framework
and Textual DSL Deﬁnition Framework in ﬁgure 2.

of the generic MDA architecture. Just like other technologies
involved in MDA, model transformation also relies on the
standard metamodel concept – MOF, which implies that the
models (both, the source model and the target model) need to
be expressed in MOF-based languages.
As shown in ﬁgure 2, transformation technology distinguishes three categories. Model to Model Transformation is
dedicated to transforming information between models. The
OMG speciﬁes Query/Views/Transformations (QVT) [13] for
this purpose, which relies on other OMG standards (e.g., OCL)
in order to deﬁne queries and constraints on models during
transformation. Model to Text Transformation, on the other
hand, addresses how to transform information from models to
text artifacts, including software code, reports, and documents.
For this purpose, the OMG speciﬁes the MOF Models to Text
Transformation Language (MOFM2T) [12]. Custom Transformation refers to QVT’s black box implementation that allows
writing custom transformations in other languages (e.g. Java)
for complex transformations that cannot be expressed in QVT
itself.

C. Transformation Technologies

D. MDA Repository
The ﬁnal part of the generic MDA architecture shown in ﬁgure
2 is the MDA Repository, which stores the MDA artifacts that
are developed throughout the entire model-driven development
process. It serves as the central component for data exchange
and, hence, allows for the different architecture components
of the generic MDA architecture to work together as a whole.

MDA prescribes that modeling experts use the aforementioned
modeling technologies for capturing platform-independent and
platform-speciﬁc models [8]. Transformations between these
models are often required for ﬁnally generating desirable
artifacts (e.g. software code) that result in improved portability
and quality, and reduced complexity. For this purpose, the
Transformation Technologies are recognized as the key part

IV. A PPLYING MDA TO ISE
This section discusses which of the MDA technologies currently available are suitable for applying MDA to service
engineering in a realistic setting. Based on an example from a
case study reported in [18], the implementation of transforming an ISE data description illustrates the practicability of the
approach proposed in section III.
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TABLE I
A PPLYING MDA TO S ERVICE E NGINEERING
GENERIC MDA PLATFORM

MDA FOR SERVICE ENGINEERING

Modeling Technologies

Service Engineering Modeling Tools
UML Modeling Tool
UML Proﬁle Modeling Tool
BPMN Modeling Tool
SBVR Modeling Tool

Generic Modeling Technologies

Domain-speciﬁc Modeling Techn.

Business Services Modeling Tool (cf. [19])
Conceptual Service Modeling Tool (cf. [19])
Business Activity Modeling Tool (cf. [18])

Model Persistency
Model Query / Model Validation

XML Metadata Interchange (XMI) [11]
Object Constraint Language (OCL) [15]

DSL Technologies
Meta Modeling Framework
Graphical DSL Deﬁnition Framework
Textual DSL Deﬁnition Framework

DSL Toolset
Eclipse Modeling Framework (EMF)
Graphical Modeling Framework (GMF)
Textual Modeling Framework (former oAW)

Transformation Technologies

Transformation Toolset
Procedural/Declarative QVT [13]
ATLAS Transformation Language (ATL) [3]

Model to Model Transformation
Model to Text Transformation

Acceleo
Xpand (former oAW)

Custom Transformation

Black box Implementations for QVT [13]

MDA Actors

Service Engineering Actors
Business Strategist
Business Analyst
IT Architect
IT Developer

Modeling Expert

Transformation Expert
DSL Expert

Transformation Expert
DSL Expert

A. MDA for Service Engineering
In order to improve the service engineering process, the
generic MDA architecture is applied to the ISE framework. Because MDA speciﬁes merely a set of standards and guidelines
rather than concrete implementations and tools, a technical tool
chain is needed to support ISE modeling and transformation.
In this paper, Eclipse is used as an enabling platform.
Table I shows a valid mapping between MDA speciﬁcations
(ﬁgure 2) and concrete technologies. A vantage point is the
Eclipse Modeling Project (EMP). This is a collection of
projects related to modeling technologies within the Eclipse
ecosystem. The heart of the project is the Eclipse Modeling
Framework (EMF), which includes the meta modeling language Ecore as a near-standard implementation of the OMG’s
metamodel concept EMOF [4], as well as other related features
such as model persistence, model query and model validation
as implementations of appropriate OMG standards. By means
of EMF, models can be expressed in Ecore-based languages
on the Eclipse platform to enable an MDA approach.
Table I shows that the modeling technologies refer to
Service Engineering Modeling Tools (SEMT) in order to
develop service artifacts with supporting modeling languages
(or model types) deﬁned in the ISE framework. A set of
these tools such as the UML Modeling Tool and the BPMN
Modeling Tool are built on the basis of existing generic
modeling languages, which have been chosen and tailored to
suit the particular requirements of service engineering. For
supporting these modeling languages, SEMT relies on the
Model Development Tools (MDT) within EMP. The subset

of MDT such as BPMN and UML can be adopted by SEMT
to support these standardized modeling languages.
The other set of tools such as the Business Services Modeling Tool and the Conceptual Service Modeling Tool [19]
are based on domain-speciﬁc languages, which are speciﬁcally
deﬁned for the ISE framework and thus are only applicable
in the service engineering domain. To support domain-speciﬁc
languages as part of SEMT, the DSL Toolset, an implementation of MDA’s DSL technologies on the Eclipse platform,
can be utilized. It relies on EMF to provide abstract syntaxdevelopment capabilities. For developing a concrete syntax
there exist the Graphical Modeling Framework (GMF) and
Textual Modeling Framework (TMF) within EMP [2]. Using
GMF, one can develop a graphical concrete syntax for a DSL,
based on the abstract syntax deﬁned using EMF that together
result in an Eclipse-based editor. TMF provides a textual
concrete syntax and produces a textual editor, complete with
syntax highlighting and code completion. The main component
of TMF is xText, which originates from the openArchitectureWare (oAW) project [16].
Within EMP, both, standardized modeling languages as
well as domain-speciﬁc languages are deﬁned for the ISE
framework based on the same Ecore metamodel concept,
which makes model transformation possible without further
integration efforts. The implementations of MDA’s transformation technologies, as shown in table I, are available as a
Transformation Toolset on the Eclipse platform. For model
to model transformation, Procedural/Declarative QVT serves
as the implementation of OMG’s QVT standard; additionally,
there exists also a QVT-like hybrid model transformation
language – the ATLAS Transformation Language (ATL). For
model to text transformation, one can use Acceleo as an
implementation of the OMG’s MOFM2T standard, and a
statically-typed template language – Xpand, which was originally developed as part of the openArchitectureWare project
[16] before it became an Eclipse component.
The tools introduced previously can be integrated into a
single Service Engineering Workbench (SEW) based on
the Eclipse Plug-in Framework. It serves as the tool chain
to underpin the ISE framework throughout the service engineering process. Moreover, the actors deﬁned for MDA
can also be adapted to the context of the ISE framework,
namely as Service Engineering Actors, in that the different
roles are assigned to modeling experts in terms of different
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UMLClass2XSD Mapping

service perspectives (cf. ﬁgure 1). Each of these roles owns
appropriate skills and can utilize different sets of tools offered
by the SEW to develop service artifacts.
B. Transformation Implementation
This section illustrates an example for a data description
transformation in the ISE framework using a case study
in the IT outsourcing domain (for details, see [18]). This
implementation should show whether MDA has a positive
impact on development time, consistency between artifacts,
and the ability to react to rapid changing requirements in
the service engineering process. The transformation scope is
to transform the logical data description into the technical
data description automatically (cf. ﬁgure 1), whereas logical
data descriptions utilize UML class models and technical data
descriptions XML Schema Deﬁnitions (XSD). Figure 3 shows
the UML class model, which an IT architect has developed
using the UML modeling tool provided by the SEW.
Listing 1.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

UMLClass2XSD Transformation

m o d e l t y p e UML u s e s ” h t t p : / / www. e c l i p s e . o r g / uml2
/ 3 . 0 . 0 /UML” ;
m o d e l t y p e XSD u s e s ” h t t p : / / www. e c l i p s e . o r g / x s d
/ 2 0 0 2 /XSD” ;
...
t r a n s f o r m a t i o n UMLClass2XSD ( i n c l a z z : UML, o u t
x s d : XSD) ;
main ( ) {
...
}
−− M3: p r o p e r t y 2 e l e m e n t t r a n s f o r m a t i o n
mapping P r o p e r t y : : p r o p e r t y 2 e l e m e n t ( ) : X S D P a r t i c l e {
var xsdElement := o b j e c t xsd : :
XSDElementDeclaration{
name : = s e l f . name ;
t y p e D e f i n i t i o n : = getXSDType ( s e l f .
t y p e . name ) ;
};
−− u p p e r V a l u e 2 m a x O c c u r s t r a n s f o r m a t i o n
r e s u l t . maxOccurs : = s e l f . u p p e r ;
−− l o w e r V a l u e 2 m i n O c c u r s t r a n s f o r m a t i o n
r e s u l t . minOccurs := s e l f . lower ;
r e s u l t . c o n t e n t := xsdElement ;
}

the basis of Ecore to guarantee the interoperability during
transformation.
Listing 1 illustrates an excerpt of the transformation implemented in Procedural QVT as supported by the SEW. The
transformation accepts UML class models that conform to the
UML metamodel as source and produces XML-schema that
conform to the XSD metamodel. The function main in line
5 serves as the entry point of the transformation. For each
mapping deﬁned in ﬁgure 4 there exists a mapping operation
as a corresponding implementation in QVT. For example, M3
in ﬁgure 4 deﬁnes the mapping from ownedAttribute
to element. This is implemented as the mapping operation property2element in line 9. It says that for each
found ownedAttribute under packagedElement of
type uml:Class in the UML class model, a corresponding
element should be generated for an XSD complexType.
The execution of this transformation with the source model
depicted in ﬁgure 3 results in the XSD shown in listing 2.
Sometimes, deﬁning a one-size-ﬁts-all transformation in
the context of the ISE framework is insufﬁcient, especially
when the design decisions have to be made during the model
transformation process. In this case, the simplest solution is to
supply these variable factors with a hard-coded default value
in a transformation, or to extend the source model with extra
data – both of which are undesirable. In order to tackle this
issue without polluting the original source model, Vara et al.
[21] propose a Weaving Model [3] as a way to annotate source
models. In doing so, the annotation model captures these
design decisions and is part of the transformation process.
Every time when a design decision has to be made, the transformation process consults the annotation model to generate
corresponding elements in the target model. This approach
requires that the transformation engine can accept more than
one source model.
Due to space limitations, the transformations implemented
in declarative QVT and ATL are not shown. The comparison
between these transformation languages is carried out in
different scenarios to test their applicability within the scope
of service engineering. It turns out, based on a taxonomy of
model transformations [7], that the declarative QVT language
is appropriate in the case of endogenous transformations (same
metamodel), whereas the procedural QVT language is more
applicable when the transformation is exogenous (different
metamodels) and the source models and target models are
strongly heterogeneous. ATL, on the other hand, because of
its property of combining both, procedural and declarative
transformation approaches, is positioned in between.
V. C ONCLUSION & F UTURE W ORK

Figure 4 shows an excerpt of the vertical mapping [7]
between UML class models and XSD. This mapping is used
afterwards for implementing the transformation with available
transformation languages. Whereas the UML class model
conforms to the UML-Class-Metamodel and the XSD ﬁle is
conform to the XML Schema-Metamodel, both are deﬁned on

MDA is a well-accepted software design approach that intends to improve software projects with respect to portability,
productivity, and quality. Whereas MDA concepts and corresponding speciﬁcations are available for some time, the adoption and implementations of these speciﬁcations, especially for
model transformation languages, are just emerging. This paper
sheds some light on this matter in that it presents modeling
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transformation languages and a general architecture for MDA.
Moreover, a valid mapping to existing MDA technologies for
applying MDA in a service engineering process [17] as well as
a valid transformation example from the service engineering
domain are presented.
Listing 2.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

The generated XSD

<? xml v e r s i o n =” 1 . 0 ” e n c o d i n g =”UTF−8” s t a n d a l o n e =” no ” ?>
<x s d : s c h e m a x m l n s : t n s =” D a t a D e s c r i p t i o n ” x m l n s : x s d =”
h t t p : / / www. w3 . o r g / 2 0 0 1 / XMLSchema” t a r g e t N a m e s p a c e
=” D a t a D e s c r i p t i o n ”>
<x s d : c o m p l e x T y p e name=” S t o c k ”>
<x s d : s e q u e n c e>
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
c a p a c i t y ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” unbounded ” m in O c c u r s = ” 0 ”
name=” l o c a t i o n ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” unbounded ” m in O c c u r s = ” 0 ”
name=” h a r d w a r e ” t y p e =” t n s : H a r d w a r e ” />
</ x s d : s e q u e n c e>
</ x s d : c o m p l e x T y p e>
<x s d : c o m p l e x T y p e name=” Hardware ”>
<x s d : s e q u e n c e>
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
name ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
s e r i a l n u m b e r ” t y p e =” x s d : i n t e g e r ” />
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
j o u r n a l ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
t y p e ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
d e s c r i p t i o n ” t y p e =” x s d : s t r i n g ” />
<x s d : e l e m e n t maxOccurs =” 1 ” m in O c c u r s = ” 1 ” name=”
s t o c k ” t y p e =” t n s : S t o c k ” />
</ x s d : s e q u e n c e>
</ x s d : c o m p l e x T y p e>
<x s d : c o m p l e x T y p e name=” C u s t o m e r ”>
...
</ x s d : c o m p l e x T y p e>
<x s d : c o m p l e x T y p e name=” C o n t r a c t ”>
...
</ x s d : c o m p l e x T y p e>
<x s d : c o m p l e x T y p e name=” O r d e r ”>
...
</ x s d : c o m p l e x T y p e>
</ x s d : s c h e m a>

The MDA implementation of the service engineering architecture shows that MDA is applicable to service engineering.
In terms of ISE, it can be said that procedural QVT is
the most ﬁtting transformation language, since ISE features
rather heterogeneous models. Furthermore, applying MDA to
service engineering has a positive impact on development
time, implementation mistakes, and model consistency. Future
case studies, like the one presented in [18], have to show
whether MDA has a positive impact on the ISE framework’s
performance in terms of rapid changing requirements. The
conclusion about transformation languages is currently limited
to the data transformation example presented. More transformation implementations will follow in future work. The tool
chain is under development; so far, the Eclipse environment
is capable of supporting the task of combining the different
tools and implementing the MDA architecture proposed for
the service engineering domain.
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diagnosing faults by deducting possible faulty sets based on
predefined system models and faulty models. Business
process in SOA provides a meta-model which can fully
describe the structure of the business process including
control flows as well as data flows. We expect that MBR
can be effectively utilized to diagnose faults in business
process executions.
This research is to provide a method to diagnose service
faults at runtime with MBR approach [1]. A target service to
be diagnosed is composed of more than one web services
based on a business process. The method in this research
receives input values of the target business process,
observed values on the business process execution, and
output value, and then analyzes suspicious services in the
business process based on the predefined business process
model.
For the value of this research, it extends MBR-based
diagnosis into a business process diagnosis in service system.
Pure MBR can be generally applied into a simple system
structure such as circuit models, because it needs to be
completely defined as a model that is the basis in MBR.
Once the model defined, MBR provides an inference system
and it does not require historical data which is one of
limitations of probabilistic reasoning. However, business
processes in SOA have complicated structure and
characteristics for MBR to be applied into the business
process diagnosis. This research represents an extension of
MBR to diagnose business processes in SOA.

Abstract
Service-Oriented Architecture (SOA) has been widely
accepted as a development paradigm for application
systems. An application system in SOA is composed of
heterogeneous and distributed service components and it
provides integrated functionalities to end users. When
abnormal situation happens in the service system, it is
complicated to identify origins that caused the abnormality.
That is, fault diagnosis at runtime is one of challenges in
service system management. In this paper, we present a
method to diagnose service faults at runtime with MBR
approach. A target service to be diagnosed is composed of
more than one web services based on a business process.
The method in this paper receives input values of the target
business process, observed values on the business process
execution, and output value, and then analyzes suspicious
services in the business process based on the predefined
business process model.

1. Introduction
Service-Oriented Architecture (SOA) has been widely
accepted as an application system development paradigm
which provides concepts of service providers, consumers,
and their interactions. An application system in SOA is
composed of heterogeneous and distributed service
components and it provides integrated functionalities to end
users. In the architecture, there are two layers of service
provider-and-consumer relationships; end-users and
integrated services and the integrated services and (atomic)
service components
Since there are several parties, their requirements and
roles, and various situations on service executions, it is
complicated to manage the integrated services. More
specifically, services are composed into a business process
with appropriate order and service level agreement (SLA),
and the business process is provided to end users. When
abnormal situation happens, it is not easy to identify the
origin that caused the abnormality. That is, fault diagnosis at
runtime is one of challenges in service system management.
Model-Based Reasoning (MBR) is a formal approach to

2. The Diagnosis Method Overview
In this section, we identify essential artifacts in general
MBR-based diagnosis and refine required artifacts for
business process diagnosis in SOA. Based on the defined
artifacts in this section, diagnosis method in section 4 will
be represented.

2.1. Simple Example of MBR-based Diagnosis
In MBR-based diagnosis, circuit examples are commonly
referred to explain the concept of the model and the
observation in MBR because they are simple enough to
make the concept clear. Figure 1 shows a simple circuit
example of MBR-based diagnosis.

*
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The a) shows a circuit of Half Adder which consists of a
XOR and an AND gates, gets two bits(A, B in the figure) of
inputs, and puts two bits (S, C). When the circuit is
executed, there are four possible cases of input values ((0,0),
(0,1),(1,0),(1,1)). For each case, outputs will be either
Normal (Ab) or Abnormal (Ab).
The b) shows the expected function results of the two
gates, depending on the pair of input values. If XOR and
AND gates are normal then they put 1 and 0. If they are
abnormal, they put 0 and 1 respectively. Therefore, with
input and output values from executions, we can infer
whether the gates are normal or abnormal.
Entailment in c) is to show what status of the gates results
in observed data. In a), we have two inputs 1 and 0, and
two outputs 0 and 0. Based on the expected results model in
b), normal AND gate and abnormal XOR gate can entail the
output 0 and 0. The second line in c) shows the gates set
entailing the output values with the input values. Therefore,
we infer that the XOR gate is abnormal when it gets 1 and 0
and puts 0 and 0.

2.2. MBR-based Business Process Diagnosis
In SOA, services are composed into a coarse-grained unit
called Business Process (BP). End users send a request to a
BP, and then the BP sends messages to its web services and
returns execution results to the end users. Our target to
diagnose here is the BP just like the example of the gates set
in the section 3.1.
In order to describe business process diagnosis, we define
artifacts that are derived from general MBR and refined for
the business process diagnosis in SOA.
The first artifact required is a system structure and its
description where the system structure is about the
composite service, business process.
Def 1. Let Knowledge Base (KB) be a system description
that contains a business process.

Business process consists of more than one service and
their control flow. It gets input from end users, sends
requests to web services with appropriate input
parameters, and finally returns output values to the
end users. To interact with end users and web services,
BP defines service level agreements (SLA); SLA
between end users and BP, and between BP and web
services. SLA usually provides contracts for Quality of
Service (QoS) such as response time or throughput.

a) Half Adder

1
0

0

0

Def 2. Let Settings be initial values with which BP is
executed.
Settings include input data to BP and initial values for
expect QoS such as start time of the BP to calculate end-toend execution time. Depending on the types of SLAs,
different initial values can be included into the Settings.
Def 3. Let Observation be a set of observed values while
BP is executing and after the execution.
Observation in MBR generally includes output values
from an execution of the target system, such as 0 and 0 in
the circuit example in the section 3.1. However, the
observation on BP executions includes return values, QoS
values of each web service execution, and states of service
components before/after the executions.
Def 4. Let {D} be a set of causes deriving abnormality of
BP execution.

b) Expected function results
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c) Entailment
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Figure 1. A Simple Circuit Example for Model-based
Diagnosis
From the circuit example, we can identify essential
artifacts in MBR, which can be used for our diagnosis
method as followings;
y System Structure, a) in the Figure 1, showing components
in the system and their relationships: In this example, it
has two gates, AND and XOR, their connections, and two
inputs and outputs.
y Expected Results Description, b) in the Figure 1, showing
how the components will work when either it is normal or
abnormal: The b) includes a fault model showing values
when the gates are abnormal, and a truth model showing
values when they are normal.
y Input Values to the system execution and observed Output
Values from the execution

When an abnormal situation occurs in a BP execution,
it needs to clarify the causes. In this paper, we assume
that services on BP are the unit that may contain the
causes deriving the abnormal situation. Therefore, {D}
is a set of web services which probably cause the
unexpected BP execution such as unsatisfied QoS or
return values out of expected type.
Def 5. KB  Settings  {D}  Observation
We define Diagnosis as a set of steps to find {D} in Def 5
which accounts for the Observation on KB and Settings.

3. Process for Business Process Diagnosis
Based on the definition of diagnosis in section 3, we now
represent a diagnosis process to identify {D}. The process
includes two phases, preparation phase and diagnosis phase,
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values include input values from end users and values for
getting SLAs.
Step 3. Acquiring Observations. This step is to acquire
execution results including return values from business
process, QoS values for SLAs, and service components’
status.
A business process is usually executed on Enterprise
Service Bus (ESB) and the ESB can intercept execution
values from the business process executions. Therefore, the
Settings and Observations can be acquired by the ESB or
other platforms, which is an underlying middleware to
integrate services executions.

and there are five steps on the two phases.
For understandability, we use a simple business process
which contains two web services as shown in the Figure 2.
The BP, BPsimple, gets two inputs, returns one output, and
consists of two web services each of which has two inputs
and one output.
Business Process, BPsimple
aIn1
aIn2

comA
.opA()

aOut

bIn1
bIn2

comB
.opB()

bOut

Figure 2. A Simple Example of Business Process

3.2. Diagnosis Phase

3.1. Preparation Phase

Once KB is specified, and Settings and Observation are
acquired, we can diagnose the target business process. In
this approach, we define two types of faulty services in
service diagnosis, absolute faulty services and suspicious
faulty services, and we describe diagnosis steps with the
classification.
Step 4. Finding set of absolute faulty services. Absolute
faulty service is the services whose faults can be directly
identified. From the observed value, some faulty services
can be directly identified for instance, if responseTime(s) >
expectedResponseTime(s) for a service, s, then the s is
faulty. This step is to find the absolute faulty services in a
business process execution.
For the purpose, we define a comparison table which
shows how the observation is going with the predefined
business process model, i.e. ‘entailed’ or ‘consistent’ in
MBR. However, the comparison table in this approach is
adapted to SOA diagnosis with characteristics from business
process executions. In pure MBR, when ‘entailment’ in
abductive diagnosis or ‘consistency’ in consistency-based
diagnosis is derived, they cannot acquire input and output
values of each function in a whole process such as a gate of
the circuit example in the section 3.1. Thereby, they deduct
the input and output values of each function based on
predefined system model (i.e. truth model) and fault model,
and identify normal and abnormal sets of functions in a
whole process.
However, it is possible for business process diagnosis to
monitor input and output values of each service even though
not all of them are possible due to the limited expenses.
Therefore, it is more straightforward to identify faulty
services in this approach. However, diagnosis in the
business process, we have more criteria to compare with in
order to decide its abnormality such as QoS values for SLA
and status of service components, as well as input and
output values of each service.
For the BPsimple example, we may assume that we get
following observations;
y Observation on Output: out(opB) == Data Exception
y Observation on monitored states:
ServiceComponent(CompA)  postState(opA)
“available”
ServiceComponent(CompB)  postState(opB)

Step 1. Building KB. This step is to represent models of
the target business process and its required service
components providing web services of the business process.
The KB includes 1) services, 2) data and control flows
among the services, 3) SLAs, and 4) service components
providing functionalities of the services.
Service is described with operation prototypes and URLs
where an operation prototype includes an operation name,
input types, and an output type. The input and output types
are used to analyze abnormality of input and return values
for web services in diagnosis steps. (* means multiple
elements)
Service = {OpName, InType*, OutType}
In the BPsimple example, there are two services; Service A
= {opA(), {aIn1:int, aIn2:String}, aOut:Boolean} and
Service B = {opB(), {bIn1:Boolean, bIn2:String},
bOut:String}.
Control Flow shows a sequence of service invocations
whereas Data Flow represents relationships of input and
output data to/from web services.
ControlFlow = {PrevService->NextService* }
Control flow in the example is represented as {beginning
o opA(), opA()o opB(), opB()oend} and data flow is
{ aIn1 o bIn2, aIn2obIn2, aOutobIn1}
SLA includes two parties and their agreements
represented with quality attributes, measures, and expected
threshold.
SLAParty1,Party2 = {Party1, Party2, {QualityAttribute,
MeasureType, ExpectedValue}}
For example, the BPsimple defines response time of the
service A such as SLABP,ServicA = {BP, ServiceA,
{Performance, response time, less than 3sec}}
Service component provides system information where
Services in a BP are deployed and served. Possible
information by the Service Component can be represented
with different types of States such as ‘Available’,
‘Overloaded’, ‘Unknown’, ‘Not responding’, and so on.
Moreover, it can also be classified into ‘Pre’ and ‘Post’
conditions based on service execution time point.
Step 2. Acquiring Settings. This step is to acquire initial
input values for a business process execution. The initial
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related in terms of data relationship.
y Deployment relationship: If s1 and s2 are deployed in the
same service component and the service provider, they are
related in terms of deployment relationship.
Depending on the unsatisfied conditions of the absolutely
faulty services in step 4, if unknown services are related to
the services with the same criterion, we chose them as
suspicious faulty services.
In the simple example, the output of opA and inputs of
opB which are related are unknown. However, the output of
opB is data exception. Therefore, the input of opB which is
originally from opA may be the root cause of the data
exception. So, more investigation on opA may be required.
From the diagnosis steps, we result that opA is suspicious
and opB is absolutely abnormal. For the suspicious services,
we may need to gather more information which is unknown
in the comparison table. For the absolutely abnormal
services, we may need to find out original causes deriving
the abnormal services such as network problem, service
download and overload, or application abruption. We do not
cover the issues in this paper.

“unavailable”
y Observation on QoS values:
ServceComponent(CompA)  responseTime(opA) = 2 sec
ServiceComponent(CompB)  responseTime(opB) = 7
sec
With the example, we can represent a comparison table as
shown in the Table 1. Columns for Ab(i.e. not Abnormal)
and Ab (i.e. Abnormal) show conditions to be satisfied on
their left side and the value of the conditions on their right
side where T, U, and F mean True, Unknown, and False
respectively. Each condition on left side for each case is
from KB while the values are from comparison with
Observation.
Table 1. Comparison Table for Diagnosis
Ab(opA)
in1(opA)  String
in2(opA)  String
out(opA)  String
responseTime(opA) < 3
preState(CompA)
“available”
postState(CompA)
“available”
Result
Ab(opB)
in1(opB) == aOut
in2(opB)
(in1(opA) +
in2(opA)
out(opB)  String
responseTime(opB) < 4
preState(CompB)
“available”
postState(CompB)
“available”
Result

T
T
U
T
U
T
U
U
U
F
F
U
F
F

Ab(opA)
in1(opA)  String
in2(opA)  String
out(opA)  String
responseTime(opA) > 3
preState(CompA) !
“available”
postState(CompA) !
“available”
Result
Ab(opB)
in1(opB) != aOut
in2(opB) ! (in1(opA) +
in2(opA)
out(opB)  String
responseTime(opB) > 4
preState(CompB) !
“available”
postState(CompB) !
“available”
Result

F
F
U
F
U

4. Concluding Remarks

F

Due to the non-conventional characteristics of SOA,
services management presents hard challenges which are not
presented in conventional systems management. A key
problem in services management is to diagnose various
faults and determining their causes, so that they can be
eventually remedied. A desirable approach is to apply
autonomous way of diagnosing the observed symptoms and
to determine their causes at runtime without human
administrators’ intervention.
Model-based reasoning (MBR) is an effective diagnosis
approach; however, its reasoning scheme is limited to
diagnosing symptoms with output values. In this paper, we
presented a diagnosis method extended the basic MBR to be
able to diagnose faults found in various SOA components.
Our method uses three different inference sources for
diagnosis, QoS, Component States, and input and out data.
We also defined Absolute faulty services and Suspected
faulty services which are derived from difference probability
of diagnosis.
We expect that this diagnosis method can be extended not
only for end-to-end business process diagnosis but for
deeper diagnosis into service components and their system
which may be the very root cause of web service faults [2].

U
U
U
T
T
U
T
T

In the business process, there are two services, opA and
opB, so we need to figure out four cases of comparison that
are Ab and Ab cases for the two services. For Ab, the all
conditions must be satisfied if the service is normal, while if
one condition of the list of conditions is satisfied, the service
is abnormal. For example, opB is abnormal because some of
the conditions are unknown and two conditions are satisfied
with KB. As a result, the opB is the absolutely abnormal
service in the business process.
Step 5. Finding set of suspicious faulty services.
Suspicious faulty services are the services which are not
clear to identify their abnormality due to the limited
observation value. This step is to find such suspicious
services in order to recommend more investigation.
In this step, we take unknown service in the comparison
table from the Step 4, and explore relationships with
absolutely faulty services. The most representative
relationships can be data relationship and deployment
relationships. Suppose that we have two services, s1 and s2
in a business process.
y Data relationship: If s1.out is used for s2.in, then they are
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accomplish their tasks. It is difficult for them to match services
needed in templates to real services. Template instantiation is a
big problem. QoS driven approach focuses on how to select
best service or best fit service for service composition. It has
same problem with semantic based approach. Both of them are
hard for users to change composition workflow.
Current service composition approaches are almost all
provider centric. They can do very well in some aspects but are
not suited for other aspects, which they either focus on the
dynamic aspects of composition, or the static aspects, but these
approaches tend not to handle both at the same time. However,
both dynamic and static aspects are very important for
composition. When users do not know which services they
need, what they know is the goal they want. In this condition,
dynamic approach will be very useful. And dynamic approach
is easy to change services if there is any service out of work or
error happens. But, if users know which service they need,
static approach can be useful. If an approach can do dynamic
and static service composition, it will be very useful because it
can make use of dynamic and static characters.
In traditional SOA, service composition, service testing and
users' requirements may need to be presented in different
program language. These models are not unified, and each
must be developed and maintained separately. This causes
additional work in creating and maintaining compositions. To
save users' time and effort, this paper proposes an ontologybased user-centric service composition (OBDG) approach. This
approach allows users to build a single model that describes the
requirements, the composition and the testing. Furthermore,
templates for this approach allow users to compose
applications or services quickly based on existing templates.
With the help of domain knowledge, users can easily select fit
templates or change them, which includes application template,
workflow template, collaboration template and, etc. Domain
ontology will be used to help compose and revise template.
There are some dependency relationships among them and
theses dependency relationships will be used to compose
template by OBDG. In this way, the composition process is
now divided into two steps:
i. Identification and Discovery: Based on requirements, the
user searches for a suitable template from among those that
have been previously published. The identified templates come
with a set of associated services, workflows and tests. These
templates are the candidates for composition. Domain
Ontology can be used for guiding user to search templates.
That is, the templates from the user’s application domain are

Abstract—Service-Oriented Architecture (SOA) is characterized
by dynamic service discovery and composition. For user-centric
SOA, not only services, but workflows and application templates
also can be published and discovered for composition. This paper
proposes a two-steps composition process, ontology-based
dependency-guided service composition (OBDG). In the first
step, users compose their templates based on domain ontology or
using existing templates. In the second step, users submit the
templates to the OBDG system and let the system complete the
dependencies by choosing and finalizing the selection of services
and workflows from a set of candidate services or workflows
based on user preferences. In this paper, services are described as
interface service and implementation service. Interface service is
like a service specification that describes service interface and its
description, which is used to build domain ontology.
Implementation services implement interface services. OBDG
maintains a one-to-many relationship between them plus test
scripts and cases. Templates are composed by interface services
or test script so they can be instantiated by implementation
services or test scripts and cases. In this way, application
templates and testing templates can be same, which means
OBDG can instantiate same template as application or testing by
choosing implementation service or test script.
Keywords-Ontology, Service, Composition,
Interface service, Implementation service

Computer Science and Technology Department
Tsinghua University
Beijing, China
baixy@tsinghua.edu.cn

Two-Steps,

I.
INTRODUCTION
Service discovery and composition are two important
problems in Service-Oriented Architecture (SOA). Service
discovery identifies a set of services that meet the specified
requirements. Composition creates a composite service or an
application that meets the requirements by reusing published
services. To compose a composite service or an application,
various SOA techniques such as orchestration, chorography,
and coordination can be used.
Many service composition techniques have been proposed
including model-based approaches [1-3], semantic-based
approaches [4-6], template-based approaches [7, 8] or quality
of service-driven approaches [9-11]. Model-based approaches
mainly focus on how to model the process of service
composition. Semantic-based approaches are mainly focused
on how to describe services semantically so they can be easily
found when do service composition. It is hard for them to build
a workflow to compose discovered services. Template-based
approaches help users to accelerate service composition
process. Users can easily select or revise current template to
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given more weight as being applicable to the user’s needs.
Information in the ontology can be used to compose or revise
template. The OBDG system will complete the template with
dependencies information and validate the consistency of the
resulting template.
ii. Composition and Instantiation: Based on user preference,
dependency information and other factors, the user can choose
an appropriate set of services and workflows from the set of
candidate services and workflows. Finally, OBDG instantiates
the interface services or workflows from those implementation
services are active.
This paper is organized as follows. Section II briefly
reviews related SOA and service composition; Section III
discusses how to compose OBDG domain ontology; Section
IV illustrates how to do OBDG templates; Section V depicts
transferring between use scenario and OBDG templates.
Section VI presents a case study to illustrate the proposed
composition approach; Section VII concludes this paper.
II.

for the management of services and for Quality of Service
(QoS) metrics.
Tsai's paper [18] propose a service composition approach,
which is Dependency-Guided service composition for UserCentric SOA. In this paper, ontology systems are used to
express domain information and ontology systems cross
reference each other with dependency relationships. This
paper also illustrates how to express dependency information
and how to use this dependency information to help service
composition processes.
Ontology is often used for knowledge representation, sharing,
classification, reasoning, and interoperability. Ernestas in his
paper [19] proposed a method of transforming ontology
representation from OWL to relational databases and
algorithms for transformation of domain ontology to relational
databases. Bianchini [20] described an ontology design
approach defined in the framework of the VISPO (Virtualdistrict Internet-based Service Platform) project to support
knowledge sharing and service composition in virtual districts.
Kim [21] presented a task dependency approach for web
service composition driven by business rules statically.
Current SOA composition emphasizes publishing and
discovering services, and most of support is for service
providers. UCSOA (User-Centric SOA) and CCSOA
(Consumer-Centric SOA) [22, 23] are extensions to SOA that
provide support to service consumers. These SOA allow
various items such as user requirements to be published so that
service providers can discover and supply the needed services
or workflows. UCSOA also allows end users to compose and
share applications in a community. In this way, a nontechnical person can compose applications easily like they use
mashup [24].

RELATED WORK

Dependency information is often used for compiler
optimization and change management [12]. This paper further
extends dependency with likelihood information to assess the
weight of dependency relationships. The information is useful
in identifying those items that are most likely to be selected
for composition.
Service composition has been a difficult task. Dustdar [13]
classified composition strategies into five categories: 1) static
and dynamic composition strategies, 2) model driven service
composition, 3) business rule driven service composition, 4)
declarative composition; and 5) automated and manual service
composition.
Static and dynamic composition concerns the time when
services are composed. Static composition occurs at design
time. Services are chosen, combined together, and finally
compiled and deployed. Sun [14] defines Microsoft Biztalk
and Bea WebLogic as examples of static composition engines
and Stanford’s Sword and HP’s eFlow as examples of
dynamic service composition. In static composition, it is
difficult to replace services with equivalent newer services.
Dynamic composition was introduced as a method that allows
service composition to replace services dynamically.
However, dynamic composition is difficult and one issue is
identification of appropriate services at runtime.
Orriens [3] introduced model-driven dynamic service
composition where UML is used to provide a high-level of
abstraction that can be directly mapped to other standards,
such as BPEL4WS. They use OCL (Object Constraint
Language) to express business rules and describe the process
flow. Gronmo [2] proposed a model-driven semantic web
service composition. They use OWL-S and WSML as
semantic web service description languages, and their method
guides developers to compose services through four phases,
starting with the initial modeling, and ending with a new
composite service that can be deployed and published.
Ontology-based service composition approach is introduced
in papers [15, 16]. Tosic in his paper [17] discussed the need
for requirements for ontology, and provided ontology systems

III.

OBDG DOMAIN ONTOLOGY

Domain ontology is often used to express domain
information and it often represents entities, relationships and
constraints. A service ontology example is illustrated in
Figure2.

Figure 1 Shipping Domain Service Ontology

There are two related definitions to help represent domain
ontology:
Nodes: A node represents an interface or concrete
implementation of an interface service, workflow or test.
Every interface node has corresponding implementations that
have been verified to be correct. In this paper, each node’s
implementation must have same input and output as the
interface node they are linked to so they can be dynamically
replaced more readily.
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can be run without any further interaction by OBDG. If a
template consists of only interface services, OBDG will need
to create an executable template by replacing interface
services with implementation services as part of executing the
template. This is a dynamic composition. Finally, if a template
is populated by a mixture of implementation and interface
services, a hybrid composition approach is taken where only
they interface services are replaced with implementation
services.
An OBDG template for dynamic composition represented by
domain ontology and control structures as illustrated in Figure
2. One benefit of this template-based approach is that service
and test scripts or cases share the same template and it can be
automatically completed with dependency support. OBDG
will dynamically replace interface services with
implementation services or test scripts based on dependency
and service or test script rank, simulate and execute it. The
interface services that are used to compose the template can
also be a template, as long as this template has been registered,
passed all tests and a one-to-many relationship exists between
one node of the domain ontology and the template. As a
template is composed by interface service, users with limited
programming knowledge can revise it. They can change the
control flow in the template by adding or removing control
structures or replace interface services with their
implementations. In OBDG, templates can be described by
PSML-S [26]. PSML-S will provide many control constructs
to help users to revise templates easily such as condition,
parallel and sequence. Users can revise the templates by drag
and drop. One PSML-S template is illustrated as Figure3. It is
very similar with template in Figure2 except it has a start
point.

Relationships: A relationship is a connection between two
nodes in the domain ontology. Relationships are directional. A
relationship consists of the dependent node, the relationship,
and the target node.
Each interface service node is described by a service
description [22, 23, 25]. Here, PSML-S [26] will be used
describe each node. It will present interface service Interface,
Scenario and Constraints same as [25]. OBDG will maintain a
one-to-many relation between an interface service and its
implementations, as shown in Figure 1. When more than one
instance exists, the one chosen is based on its ranking. There
are many ways to rank services, such as best QoS, least
expensive, most reliable, etc. Ranking mechanisms can be
found in Tsai's paper [27].
As interface services have defined the interfaces that are
shared by all of its implementations, test scripts can be define
that can be applied to all an interface service’s
implementations. Test scripts and cases relationships with
service interfaces can be maintained in the domain ontologies
using relationships. OBDG also needs to maintain one-tomany relationships to manage test scripts and cases. OBDG
can perform statis or dynamic testing of interface
implementation services by calling the test scripts and test
cases. Implementation service providers can publish their test
scripts and test cases to illustrate the fitness of their services.
For instance, providers can devise tests that only their services
pass and publish those tests to show that their services are
better than those from other providers. Users can also create
tests that are representative of their specific usage scenarios
and publish their test cases so only those implementation
services that pass their test scripts will be candidates for their
compositions. As with services, test scripts and cases can be
reused and ranked.
Creating a domain ontology is problematical problem
because different domains have different ontology and nobody
can know all knowledge of all domains. With OBDG, domain
ontology will be built up by using Web2.0 principles. Users
can submit interface nodes to their domain and domain experts
will check and make decisions if those interfaces are correct.
After nodes have been created, all providers will be notified
and they can see if they can provide implements of the
interface services. After they finish the implementations, they
can register them;. Once the implementation passes OBDG
tests, they are published.
Domain ontology also maintains dependency information
among their nodes. This dependency information will be
helpful when users compose templates. Dependencies can be
identified by A, B, and C as proposed by Tsai [18].
IV.

Figure2 Service Template Mapping

As an interface service in a template can have many associated
implementation services and test scripts, OBDG will choose
one of implementation services or test scripts and replace it
dynamically. This selection can be performed based on
ranking mechanisms such as A, B, and C as introduced in
Tsai's [18, 27].

OBDG TEMPLATES

V.

OBDG can use templates for static, dynamic, or hybrid
composition approaches. Templates can be populated by
implementation services or interface services that come from
service nodes of domain ontology. To be useful for actual
execution, a template must be populated only by
implementation services. If a template is populated only by
implementation services, the composition is static. That is, it

USE SCENARIO AND OBDG TEMPLATE

A scenario is a semi-formal description of system
functionality. It is a sequence of events expected during
operation of system products which includes the environment
conditions and usage rates as well as expected stimuli (inputs)
and response (outputs). The use scenario is an extension to
UML’s use case and David Parnas’ concept of use. It specifies
how a service or system is used by other services or systems.
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A.

Existing Items
Forty-six services, fifty-eight workflows and sixteen
application templates have been published, which table 1
illustrates how they distribute.

Service
Workflow
Application
Template

Company A
16
20
5

Company B
17
21
6

Company C
13
17
5

Table 1 Existing Items in Different Applications

Shipping domain ontology has been presented as Figure1.
Dependency information of the service ontology can be
illustrated as Table 2.
Service Name
Dependency
Likelihood Domain
Service
Notification
Exception
40%
Shipping
Service
Service
Domain
Notification
Tracking
90%
Shipping
Service
Exception
Domain
Notification
System
30%
Shipping
Service
Exception
Domain
Change Service Notification
100%
Shipping
Service
Domain
Location
Notification
100%
Shipping
Change Service Service
Domain
Exception
Notification
100%
Shipping
Change Service Service
Domain
Status Change Notification
100%
Shipping
Service
Service
Domain
Tracking
Exception
20%
Shipping
Service
Service
Domain
Tracking
Tracking
50%
Shipping
Service
Exception
Domain
Service
Tracking
System
5%
Shipping
Service
Exception
Domain
Service

Figure 3 Template in PSML-S

Tsai [26, 30] propose a use scenario syntax, specification and
tools to support it. Based on that, a use scenario can be easily
translated to a template. Figure 5 shows a mapping between a
use scenarios and a templates.
Mapping
Actors

Namespace

Conditions

If..Then..Else

Data

Data Conract

Actions

Service Contract

Attributes

Events

Events

Use Scenario

Template

Figure 5 Use Scenario and OBDG Template Mapping

So, users can model use scenario that the system translates to
an OBDG template. OBDG can perform model checking,
verification & validation (V&V), simulation, and code
generation on the resulting template. All these functions have
been developed by Software Research Lab at Arizona State
University.
VI.

Table 2 Dependency Information on Shipping Domain Ontology

B.

Specifications
The mission is to let a manager named Jerry to quickly
compose an application according to his requirements. Jerry
wants to get informed by cell phone of any tracking exception
that occurs in his company’s shipping system. Jerry does not
know about programming, and the system does not provide
any available service or application that he can use. Jerry will
use PSML-S to publish his requirements and compose his new
application. The process he uses is described below:
i. Jerry logs into system with a role of manager.
ii. Jerry checks the notification workflow for shipment
exception.
iii. Jerry updates the notification workflow.
The process how to use the PSML-S can be illustrated as
follows:
i. Search applications or templates from OBDG ontology to
see if they satisfy their requirements

CASE STUDY – SHIPPING DOMAIN TRACKING SYSTEM

This section uses an example system from the shipping
domain to illustrate the OBDG composition process. We get
real requirements from three different industry companies,
which we corporate with them. According to applications’
requirement, three different application systems have been
developed. A lot of services, application template, workflows
and ontology have been published in Tsai’s book [31] and one
master thesis. For illustrating how to use OBDG system, a
fourth company’s requirements have been provided. The
system consists of four participants, company manager who
wants to see statistics data such as what is the profit of the
company in this month, system administrator who will manage
the system to make sure that system works well, carrier who
wants to change the status of shipment and user who wants to
track the status of shipment.
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ii. Revise selected template to satisfy user’s requirements.
iii. Ask OBDG system to do model checking and
simulation.
iv. Generate code based on user’s preference.
C.

Notification Workflow
The notification workflow can
scenario tool and OBDG ontology.
different roles in this case study,
workflows. For demonstration,
workflow is illustrated in Figure 6.

be constructed by use
As user and manager are
they may have different
manager’s notification

Start

Figure 7 Notification Workflow with Its Dependency

ACTION:Manager.
Change_ Service

If the manager prefers Company A’s services, OBDG
service will select interface services provided by company A if
they are available. Thus, OBDG will automatically change
Figure 7’s workflow to Figure 8’s workflow.

ACTION:Manager.N
otification_Service

Start

Company A Change
Service

Figure 6 Notification Workflow
As manager does not need to consider any dependency
information, he can focus on what he wants to do. OBDG
system analysis the Change_Service and find its dependency
information. So, OBDG will automatically choose its
dependency with Change_Service for the workflow. It can be
illustrated as Figure 7.
According to the description before, Change_Service,
Exception_Service and Notification_Service can be mapped to
OBDG ontology, which is illustrated as Figure 8. Modeldriven analyses
The PSML-S tool support lots of analyses including
Completeness and Consistency (C & C) checking, policy
specification, analysis, and enforcement, dependency analysis
and ripple effect analysis and, etc. The first step is to perform
C&C analysis on the specification to check the completeness
and consistency [32]. If the specifications are supplemented to
be complete, the SOA application builder can generate
sequence diagrams for path analysis, usage analysis and
concurrent analysis or perform dependency analysis.

Exception?

True

Company A Exception
Service

False
Company A
Notification Service

Figure 8 Revised Notification Workflow

As described as before, all implementation service must
follow the interface service interface and the workflow needs
to pass C&C check. So, the revised notification workflow can
be simulated by PSML-S tools and generate code for the
manager now.
E.

Simulation
The OBDG simulation process is illustrated in Figure 9.
The red color abstract action shows it is executed at this
moment and it will change to original color after it has been
executed. At same time, three implementation services
available
for ACTION:Manager.Change_Service
and
Company A Change Service will be chosen in this scenario. If
it is failed, PSML-S will choose Company B Change Service
as its replacement.

D.

Interface service Mapping to Implementation service
If there is not any violation after OBDG finishes the modeldriven analyses, the OBDG system will select implementation
services. For static composition, the OBDG system will
choose the implementation services according to their ranks
and the user’s preferences and generate code a static templates
populated entirely by implementation services. For dynamic
compositions, the OBDG system will choose sets of fit
services for you. When OBDG runs the workflow, it will
choose fit services from the sets to run. This is shown in
Figure 8.

VII. CONCLUSION
This paper proposes a user-centric, two-step ontologybased dependency-guided service composition (OBDG)
process to assist people to compose applications. In the first
step, users compose their templates based on domain ontology
or use existing templates. In the second step users can submit
them to the system and let the system complete dependencies
choosing and finalize the selection of services and workflows
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from a set of candidate services or workflows based on their
preference.

Start

ACTION:Manager.
Change_ Service

[8]
[9]

Company A
Change Service

[10]

Company B
Change Service

[11]
[12]

Company C
Change Service

CONDITION:Manager
.Exception?

True

[13]
[14]

ACTION:Manager.Syste
m_Exception_Service

[15]
[16]

False
[17]

ACTION:Manager.N
otification_Service

[18]

[19]
Figure 9 PSML-S Simulation Process

[20]

In this paper, services are described as interface service and
implementation service. A domain ontology is used to organize
and manage interface services and maintain a one-to-many
relationship with instances services. Users use interface
services to do service composition and let OBDG system
choose implementation services for the composed service,
which can alleviate users programming burden because users
only need to concern logic business of program but not which
services need to be selected. At last, a case study is used to
illustrate the approach of this paper works well.
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FOLHQWV¶ UHTXLUHPHQWV $V WKH\ FKDQJH VHUYLFH
RULHQWHG V\VWHPV FDQ EH PRGHOHG DV VHUYLFH IDPLOLHV
VLPLODU WR WKH 63/ FRQFHSW 6RPH 63/ GHYHORSPHQW
WHFKQLTXHV UHO\ RQ IHDWXUH PRGHOV WR GHVFULEH WKH
FRPPRQDOLW\DQGYDULDELOLW\RIPHPEHUDSSOLFDWLRQV
:HXVH63/IHDWXUHPRGHOLQJWHFKQLTXHVWRPRGHOWKH
YDULDELOLW\ RI VHUYLFH IDPLOLHV ,Q WKLV SDSHU ZH
LQWURGXFHDSODWIRUPLQGHSHQGHQWDSSURDFKWRPRGHO
62$ YDULDELOLW\ EDVHG RQ IHDWXUH PRGHOLQJ :H
GHYHORS D 80/ PHWDPRGHO WR GHVFULEH IHDWXUHV
7KHQ ZH GHVFULEH 62$ YDULDELOLW\ VFHQDULRV XVLQJ
WKH QHZO\ UHOHDVHG 20* VWDQGDUG 6RD0/ )LQDOO\
ZH GHYHORS D PHWDPRGHO WKDW PDSV IHDWXUHV LQWR
6RD0/:HEHOLHYHWKDWVXFKDQDSSURDFKIDFLOLWDWHV
YDULDELOLW\ PDQDJHPHQW RI VHUYLFH IDPLOLHV LQ D
V\VWHPDWLFDQGSODWIRUPLQGHSHQGHQWZD\


 ,QWURGXFWLRQ

6RIWZDUH 3URGXFW /LQHV 63/  DUH IDPLOLHV RI
VRIWZDUHV\VWHPVWKDWVKDUHFRPPRQIXQFWLRQDOLW\
ZKHUHHDFK PHPEHUKDVYDULDEOHIXQFWLRQDOLW\>@
7KHPDLQJRDORI63/LVWKHUDSLGGHYHORSPHQWRI
PHPEHU V\VWHPV E\ XVLQJ UHXVDEOH DVVHWV IURP DOO
SKDVHV RI WKH GHYHORSPHQW OLIH F\FOH 7KLV JRDO LV
VLPLODUWRWKHJRDORI6HUYLFH2ULHQWHG$UFKLWHFWXUH
62$ ZKHUHIOH[LEOHDSSOLFDWLRQGHYHORSPHQWLVD
FRPPRQWKHPH
$Q HVVHQWLDO PRGHOLQJ SKDVH LQ 6RIWZDUH
3URGXFW/LQHV(QJLQHHULQJ 63/( LV&RPPRQDOLW\
DQG 9DULDELOLW\ $QDO\VLV &9$  ZKHUH WKH
FRPPRQ DQG YDU\LQJ IHDWXUHV RI 63/ PHPEHU
DSSOLFDWLRQV DUH RXWOLQHG &9$ LV FRPPRQO\
H[SUHVVHG LQ )HDWXUH 0RGHOV EDVHG RQ WKH 63/
FRPPRQRSWLRQDODQGDOWHUQDWLYHXVHFDVHV
6LQFH VHUYLFHV LQ 62$ FRXOG EH XVHG E\
GLIIHUHQW FOLHQWV ZLWK YDU\LQJ IXQFWLRQDOO\ ZH
EHOLHYH WKDW 62$ YDULDELOLW\ PRGHOLQJ FDQ EHQHILW
IURP63/YDULDELOLW\PRGHOLQJWHFKQLTXHV6HUYLFH
RULHQWHG V\VWHPV FDQ EHKDYH OLNH VHUYLFH IDPLOLHV
VLPLODUWRWKHFRQFHSWRIVRIWZDUHSURGXFWOLQHV
+RZHYHU YDULDELOLW\ PRGHOLQJ LQ 62$ KDV
GLIIHUHQW FKDOOHQJHV WR GHDO ZLWK WKDQ QRQ62$
VRIWZDUH SURGXFW OLQHV EHFDXVH VHUYLFH FRQVXPHUV
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DUH GHFRXSOHG IURP VHUYLFHV SURYLGHUV DQG
DSSOLFDWLRQ GHYHORSPHQW LV XVXDOO\ GRQH E\
DVVHPEOLQJ VHUYLFHV UDWKHU WKDQ GHYHORSLQJ
FRPSRQHQWV DQG FRGH 7KHUHIRUH WKH IROORZLQJ
WZR DVSHFWV RI YDULDELOLW\ LQ 62$ PXVW EH
WKRURXJKO\WDNHQLQWRDFFRXQW
x 9DULDELOLW\ RI FRQVXPHU VHUYLFHV PXVW UHPDLQ
LQGHSHQGHQWIURPWKHSURYLGHUVHUYLFHV
x 6HUYLFH RULHQWHG FROODERUDWLRQ RI PXOWLSOH
HQWHUSULVHV KDSSHQV LQ D GHFHQWUDOL]HG DQG
IHGHUDWHG PDQQHU 7KLV IHGHUDWLRQ DOVR FDOOHG
FKRUHRJUDSK\ FUHDWHV D YHU\ ORRVH FRXSOLQJ
ZLWK QR FHQWUDO SRLQW RI DXWKRULW\ 7KXV
YDULDELOLW\ RI IHGHUDWHG HQWHUSULVHV KDV WR EH
WDNHQLQWRDFFRXQWDVZHOO

([LVWLQJ DSSURDFKHV WR KDQGOLQJ YDULDELOLW\ LQ
62$ >   @ KDYH XVHG 63/ FRQFHSWV WR
PRGHO YDULDELOLW\ LQ VHUYLFH IDPLOLHV WKLV ZLOO EH
GLVFXVVHG LQ GHWDLO LQ WKH 5HODWHG :RUN VHFWLRQ 
KRZHYHU QRQH KDV SURGXFHG D WUHDWPHQW RI DOO WKH
YDULDELOLW\ DVSHFWV LQ 62$ PHQWLRQHG DERYH ,Q
DGGLWLRQ H[LVWLQJ UHVHDUFK DGGUHVVHV FHQWUDOL]HG
YDULDELOLW\ ZLWKRXW FRQVLGHULQJ FKRUHRJUDSK\
ZKLFK LV GHFHQWUDOL]HG FROODERUDWLRQ ,Q SDUWLFXODU
H[LVWLQJ UHVHDUFK PDLQO\ WUHDWV 62$ YDULDELOLW\
LVVXHV LQ D SODWIRUP VSHFLILF ZD\ E\ IRFXVLQJ RQ
:HE 6HUYLFHV DQG RUFKHVWUDWLRQ ODQJXDJHV OLNH
%XVLQHVV3URFHVV([HFXWLRQ/DQJXDJH %3(/ 
,Q WKLV SDSHU ZH LQWURGXFH DQ DSSURDFK WKDW
DGGUHVVHV DOO YDULDELOLW\ DVSHFWV PHQWLRQHG DERYH
LQ D XQLILHG PDQQHU ,Q SDUWLFXODU RXU DSSURDFK
KDQGOHV GHFHQWUDOL]HG DV ZHOO DV FHQWUDOL]HG
YDULDELOLW\ VFHQDULRV LQ D SODWIRUP LQGHSHQGHQW
ZD\
,Q GRLQJ VR ZH IROORZ D SODWIRUP LQGHSHQGHQW
DSSURDFK E\ XVLQJ WKH QHZO\ UHOHDVHG 20*
VWDQGDUG6RD0/>@6RD0/LVD80/H[WHQVLRQ
UHOHDVHGE\WKH2EMHFWPDQDJHPHQW*URXS 20* 
6RD0/ LV ³D VWDQGDUG ZD\ WR DUFKLWHFW DQG PRGHO
62$ VROXWLRQV XVLQJ 80/´ >@ 6RD0/
LQWURGXFHVQHZHOHPHQWVWKDWPRGHO62$FRQFHSWV
EDVHG RQ H[LVWLQJ 80/ HOHPHQWV E\ XVLQJ WKH
3URILOH H[WHQVLRQ PHFKDQLVP LQ 80/ ,Q WKLV
SDSHU ZH RQO\ XVH WKH 6RD0/ PRGHOLQJ HOHPHQWV
WKDWDUHUHOHYDQWWRRXUFXUUHQWUHVHDUFK

7KXV WKH NH\ FRQFHSWV RI RXU DSSURDFK DUH DV
IROORZV LQ ZKLFK ZH FRPELQH 63/ YDULDELOLW\
PRGHOLQJ >@ FRQFHSWV ZLWK 62$ FRQFHSWV DV
UHSUHVHQWHGLQ6RD0/

 )HDWXUH PRGHOLQJ ± ZKHUH ZH XVH 63/¶V
IHDWXUH PRGHOLQJ WHFKQLTXHV WR PRGHO
YDULDELOLW\ RQ D PHWDPRGHOLQJ OHYHO IRU
VHUYLFHV
 &KRUHRJUDSK\ YDULDELOLW\ ± ZKHUH ZH H[SORLW
80/DQG6RD0/¶VVXSSRUWIRU&RQWUDFWVDQG
63/IHDWXUHDQGYDULDELOLW\PRGHOLQJWRPRGHO
WKH YDULDELOLW\ RI FROODERUDWLQJ HQWLWLHV LQ
GHFHQWUDOL]HGHQYLURQPHQWV
 2UFKHVWUDWLRQ YDULDELOLW\ ± ZKHUH ZH H[SORLW
IHDWXUH PRGHOLQJ WR PRGHO WKH YDULDELOLW\ RI
VHUYLFH FRRUGLQDWLRQ DQG UHODWH WKLV WR 6RD0/
VXSSRUWIRUZRUNIORZV
 ,QWHUIDFH 9DULDELOLW\ ± ZKHUH ZH H[SORLW 63/
IHDWXUH PRGHOLQJ DQG YDULDEOH LQWHUIDFH
PRGHOLQJ >@ WR PRGHO WKH YDULDELOLW\ RI
6RD0/VHUYLFHLQWHUIDFHV
 ,PSOHPHQWDWLRQ 9DULDELOLW\ ± ZKHUH ZH XVH
63/ IHDWXUH PRGHOLQJ DQG FODVV PRGHOLQJ
YDULDELOLW\ >@ WR PRGHO WKH YDULDELOLW\ RI
6RD0/VHUYLFHLPSOHPHQWDWLRQV

:H XVH 80/ H[WHQVLRQ PHFKDQLVP 80/
3URILOHV  WR PRGHO IHDWXUH PRGHOV EDVHG RQ RXU
SUHYLRXV ZRUN >@ 7KHQ ZH GHVFULEH 62$
YDULDELOLW\ VFHQDULRV XVLQJ WKH QHZO\ UHOHDVHG
20* VWDQGDUG 6RD0/ )LQDOO\ ZH GHYHORS D
PHWDPRGHO WKDW PDSV 63/ IHDWXUH DQG YDULDELOLW\
PRGHOLQJWR6RD0/
7KHUHVWRIWKHSDSHULVVWUXFWXUHGDVIROORZV,Q
VHFWLRQ  ZH SUHVHQW D PRWLYDWLQJ H[DPSOH
)HDWXUHRULHQWHGVHUYLFHYDULDELOLW\DQGWKHIHDWXUH

WR VHUYLFH PDSSLQJ PHWDPRGHO DUH GLVFXVVHG LQ
VHFWLRQ  DQG  :H GHWDLO UHODWHG ZRUN LQ VHFWLRQ
DQGFRQFOXGHWKHSDSHULQVHFWLRQ


 0RWLYDWLRQ

,QDW\SLFDO62$HQYLURQPHQWHDFKFRPPXQLW\
KDV D FHQWUDO ERG\ RU IHGHUDWLRQ LQ FKDUJH RI
GHILQLQJ EXVLQHVV FRQWUDFWV DQG SROLFLHV 7KLV
SURFHVV HQFRPSDVVHV GHILQLQJ IHGHUDWLRQOHYHO
EXVLQHVV FRQWUDFWV DV ZHOO DV RUJDQL]DWLRQOHYHO
VHUYLFHV )RU H[DPSOH WKH (&RPPHUFH %%
1HWZRUN (%1  LQ )LJXUH  D FHQWUDO DXWKRULW\
W\SLFDOO\ GHILQHV EXVLQHVVWREXVLQHVV FRQWUDFWV
6HUYLFH &RQWUDFWV  DQG EXVLQHVV VHUYLFHV
6HUYLFH ,QWHUIDFHV  UHTXLUHG LQ RUGHU WR FRQGXFW
FRPPHUFLDO DFWLYLWLHV (DFK 6HUYLFH &RQWUDFW
SUHVFULEHV JHQHULF UROHV IRU WKH RUJDQL]DWLRQV
SDUWLFLSDWLQJLQLW 3DUWLFLSDQWV 
)RUH[DPSOHLQ )LJXUHDDQRUJDQL]DWLRQWKDW
DLPV WR SOD\ WKH 6HOOHU UROH LQ WKH 3XUFKDVLQJ
VXSSO\ FKDLQ PXVW EH DEOH WR LPSOHPHQW DQG
DGYHUWL]HWKHVHUYLFHLQWHUIDFH2UGHULQJ6HUYLFH,Q
WKLV ZD\ HDFK RUJDQL]DWLRQ GHILQHV LWV RZQ
EXVLQHVVSURFHVVHVZKLOHVDWLVI\LQJIHGHUDWLRQZLGH
EXVLQHVVFRQWUDFWV
7KH YDULDELOLW\ RI WKH (%1 FDQ WDNH SODFH DW
HLWKHUWKHIHGHUDWLRQOHYHORUWKHRUJDQL]DWLRQOHYHO
7KLVFDQEHPDQLIHVWHGE\LQWURGXFLQJQHZ6HUYLFH
&RQWUDFWV 6HUYLFH ,QWHUIDFHV DQGRU 3DUWLFLSDQWV
:H DGGUHVV WKH IROORZLQJ IRXU YDULDELOLW\
VFHQDULRV
x 6HUYLFH &RQWUDFW &KRUHRJUDSK\  9DULDELOLW\
6RPH FRQWUDFWV PD\ EH LQWURGXFHG WR WKH
DUFKLWHFWXUH WR VDWLVI\ WKH QHHGV RI SDUWLFXODU
UHDOL]DWLRQV RI WKH VXSSO\ FKDLQ )RU H[DPSOH
LQ )LJXUH D WKH &UHGLW &KHFNLQJ VHUYLFH

)LJXUH7KHH&RPPHUFH0RWLYDWLQJ([DPSOH
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FRQWUDFW LV LQWURGXFHG LI (%1 LV RSHUDWLQJ
ZLWKLQ D ]RQH RI QRQWUXVWHG EX\HUV DQG
VHOOHUV
2UFKHVWUDWLRQ9DULDELOLW\±$EXVLQHVVSURFHVV
LV FRPSRVHG RI D VHTXHQFH RI DFWLYLWLHV DQG
WKLV VHTXHQFH LV FDOOHG DQ RUFKHVWUDWLRQ
3DUWLFLSDQWV PD\QHHGWRFKDQJHWKHLULQWHUQDO
EXVLQHVV SURFHVVHV ZLWKRXW DIIHFWLQJ RWKHU
SDUWLFLSDQWV LQ WKH FRQWUDFW )RU LQVWDQFH D
6HOOHU LQ (%1 PD\ EH DEOH WR SURYLGH VRPH
GLVFRXQWVWRLWVEX\HUVWREHDWWKHFRPSHWLWLRQ
7RGRVRWKH 2UGHU)XOILOOPHQWRUFKHVWUDWLRQ
DV VKRZQ LQ )LJXUH E PXVW LQWURGXFH D QHZ
&DOFXODWH'LVFRXQWDFWLYLW\WRWKHZRUNIORZ
3DUWLFLSDQWV ,QWHUIDFH 9DULDELOLW\ ± 1HZ
VHUYLFH LQWHUIDFHV PD\ EH LQWURGXFHG WR D
SDUWLFLSDQW VR WKDW LW FDQ EH LQYROYHG LQ QHZ
FKRUHRJUDSKLHV)RUH[DPSOHE\LQWURGXFLQJD
&KHFN&UHGLW5DWLQJ VHUYLFH LQWHUIDFH LQ )LJXUH
F D 6HOOHU FDQ SDUWLFLSDWH LQ D &UHGLW
&KHFNLQJFRQWUDFWLQ)LJXUHD
6HUYLFH ,PSOHPHQWDWLRQ 9DULDELOLW\ ± $Q
DSSOLFDWLRQ FDQ EH FRQILJXUHG WR KDYH RQH RU
PRUH SD\PHQW RSWLRQV  ,Q (%1 IRU H[DPSOH
WKH6HOOHU¶VLQIUDVWUXFWXUHFDQDOORZPRUHWKDQ
RQH SD\PHQW RSWLRQ DV JLYHQ E\ WKH 0DNH
3D\PHQW VHUYLFH LQ )LJXUH G ZKLFK LV
VSHFLDOL]HG WR DOORZ 'LUHFW 'HSRVLW RU &UHGLW
&DUG LPSOHPHQWDWLRQ ORJLF $ JLYHQ 6HOOHU
PD\EHFRQILJXUHGWRVXSSRUWHLWKHURUERWKRI
WKHVHRSWLRQVZLWK&UHGLW&DUGDVGHIDXOW

 )HDWXUH2ULHQWHG6HUYLFH9DULDELOLW\

,Q WKH SURSRVHG DSSURDFK WKURXJK IHDWXUH
PRGHOLQJZHFDQDQDO\]HDQGPRGHOFRPPRQDOLW\
DQG YDULDELOLW\ LQ VHUYLFH IDPLOLHV ZLWK UHVSHFW WR
WKHYDULDELOLW\RIVHUYLFHV
)HDWXUH PRGHOLQJLVURRWHGLQWKHVHPLQDO ZRUN
RI .DQJ HW DO >@ LQ WKH )HDWXUH 2ULHQWHG 'RPDLQ
$QDO\VLV )2'$  PHWKRG ,W LV WKH DFWLYLW\ RI
LGHQWLI\LQJ H[WHUQDOO\ YLVLEOH FKDUDFWHULVWLFV RI
SURGXFWV LQ WHUPV RI IHDWXUHV DQG RUJDQL]LQJ WKHP
LQWR D IHDWXUH PRGHO ,Q D VRIWZDUH SURGXFW OLQH
DSSURDFK IHDWXUH PRGHOV DUH XVHG WR H[SUHVV DQG
PDQDJH VLPLODULWLHV DQG GLIIHUHQFHV DPRQJ
GLIIHUHQW IDPLO\ PHPEHUV LQ D SURGXFW OLQH
)HDWXUHVDUHDQDO\]HGDQGFDWHJRUL]HGDVFRPPRQ
RSWLRQDO RU DOWHUQDWLYH &RPPRQ IHDWXUHV DPRQJ
SURGXFWVLQDSURGXFWOLQHDUHPDQGDWRU\RUNHUQHO
IHDWXUHVZKLOHGLIIHUHQWIHDWXUHVDPRQJWKHPPD\
EHRSWLRQDODQGDOWHUQDWLYH5HODWHGIHDWXUHVFDQEH
JURXSHG LQWR IHDWXUH JURXSV ZKLFK FRQVWUDLQ KRZ
IHDWXUHVDUHXVHGE\DSURGXFWRIDSURGXFWOLQH$
IHDWXUH JURXS LV VSHFLDOL]HG WR ³]HURRUPRUHRI´
³DWOHDVWRQHRI´ ³H[DFWO\RQHRI´ RU ³]HURRU
RQHRI´>@
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7KH FRPPRQDOLWLHV DQG GLIIHUHQFHV EHWZHHQ
PHPEHUV LQ D VHUYLFH IDPLO\ DUH WKHUHIRUH
H[SUHVVHG LQ WHUPV RI IHDWXUHV $ IHDWXUH LV D
UHXVDEOH UHTXLUHPHQW WKDW FDQ EH VHOHFWHG E\ DQ\
PHPEHURIWKHVHUYLFHIDPLO\
5HIHUULQJ WR RXU UXQQLQJ H[DPSOH DIWHU LQLWLDO
DQDO\VLV LW ZDV GHWHUPLQHG WKDW WKH %% 1HWZRUN
FRXOGYDU\LQWKHIROORZLQJZD\V
x 7KH %% 1HWZRUN FRXOG KDYH D FUHGLW
FKHFNLQJ VHUYLFH FRQWUDFW IRU UHJXODU
FXVWRPHUVZKLFKZRXOGWKHQUHTXLUHFKHFNLQJ
FUHGLW UDWLQJ KRZHYHU LI WKH EXVLQHVV DOZD\V
GHDOVZLWKWUXVWHGEX\HUVWKLVFDSDELOLW\LVQRW
UHTXLUHG 7KLV UHTXLUHPHQW FDQEH PRGHOHG DV
Dµ&KHFN&UHGLW5DWLQJ¶RSWLRQDOIHDWXUH!!
x 7KH2UGHU)XOILOOPHQW3URFHVVFRXOGRIIHUWZR
W\SHV RI SD\PHQWV FUHGLW FDUG ZKLFK LV
GHIDXOWDQGHOHFWURQLFFKHFN7KLVUHTXLUHPHQW
FDQEHPRGHOHGDVDµ3D\PHQW¶DWOHDVWRQH
RIIHDWXUHJURXS!!ZLWKDµ&UHGLWFDUG¶ZKLFK
LVDGHIDXOWIHDWXUHVWHUHRW\SHGZLWKGHIDXOW
IHDWXUH!!DQGDQµ(OHFWURQLFFKHFN¶ZKLFKLV
DQ RSWLRQDO IHDWXUH RSWLRQDO IHDWXUH!! LQ
WKHIHDWXUHPRGHO
x 7KH 6HOOHU 3DUWLFLSDQW FRXOG RIIHU D GLVFRXQW
FDSDELOLW\WKDWFDQEHVHOHFWHGVHDVRQDOO\7KLV
UHTXLUHPHQW FDQ EH PRGHOHG DV D µ'LVFRXQW¶
IHDWXUH ZKLFK KDV WKH RSWLRQDO IHDWXUH!!
VWHUHRW\SH
x 7KH 2UGHU )XOILOOPHQW SURFHVV FRXOG RIIHU D
µ3UHIHUUHG &XVWRPHU¶ FDSDELOLW\ IRU FXVWRPHUV
ZLWK H[LVWLQJ FUHGLW UHFRUGV WR VSHHG XS WKHLU
RUGHU SURFHVVLQJ 7KLV UHTXLUHPHQW FDQ EH
PRGHOHGDVDµ&RQVXPHU7\SH¶DWOHDVWRQH
RI IHDWXUH JURXS!! ZLWK D µ3UHIHUUHG
&XVWRPHU¶ DOWHUQDWLYH IHDWXUH!! DQG D
µ5HJXODU &XVWRPHU¶ GHIDXOW IHDWXUH LQ WKH
IHDWXUHPRGHO

%DVHG RQ WKH DIRUHPHQWLRQHG YDULDELOLW\
VFHQDULRVZHFUHDWHWKHIROORZLQJIHDWXUHPRGHO

)LJXUH7KH(&RPPHUFH)HDWXUH0RGHO



7KH IROORZLQJ VXEVHFWLRQV GHVFULEH KRZ IHDWXUH
RULHQWHG VHUYLFH YDULDELOLW\ KDV EHHQ DFKLHYHG LQ
6RD0/YLDPHWDPRGHOLQJ

 6RD0/0HWD0RGHO
0HWDPRGHOLQJLVDZD\WRGHILQHPRGHOV>@$
PHWDPRGHO GHILQHV ZKDW HOHPHQWV FDQ H[LVW LQ D
PRGHOLQJ ODQJXDJH HJ WKH 80/ PHWDPRGHO
GHILQHV FRQFHSWV OLNH &ODVVHV 3DFNDJHV DQG
$VVRFLDWLRQV >@ ,Q DGGLWLRQ WKH PHWDPRGHO
GHVFULEHV WKH UHODWLRQV DPRQJ WKH PRGHOLQJ
HOHPHQWV LQ WKH ODQJXDJH $OO HOHPHQWV LQ D
PRGHOLQJODQJXDJHDUHGHILQHGLQDPHWDPRGHOIRU
WKDWODQJXDJH
%HIRUH ZH GHVFULEH YDULDELOLW\ LQ WKH 6RD0/
PHWDPRGHOZHEULHIO\GHILQHWKHUHOHYDQW6RD0/
HOHPHQWV WKDW KDYH EHHQ H[WHQGHG WR VXSSRUW
YDULDELOLW\
x 6HUYLFH$UFKLWHFWXUH ± 6SHFLILHV D FRPPXQLW\
RI 3DUWLFLSDQWV ZKR FROODERUDWH WRJHWKHU WR
DFKLHYH VRPH JRDOV 7KLV HOHPHQW H[WHQGV WKH
80/&ROODERUDWLRQHOHPHQW
x 6HUYLFH&RQWUDFW ± 6SHFLILHV WKH DJUHHPHQW
EHWZHHQ SURYLGHUV DQG FRQVXPHUV DQG PD\
LQFOXGH LQWHUIDFHV SROLFLHV DQG UROH
GHVFULSWLRQV 7KLV HOHPHQW H[WHQGV WKH 80/
&ROODERUDWLRQHOHPHQW
x 6HUYLFH,QWHUIDFH±0RGHOVWKHVHUYLFHLQWHUIDFH
FRQFHSW LQ 62$ ,W VSHFLILHV SURYLGHG DQG
UHTXLUHG LQWHUIDFHV E\ SDUWLFLSDQWV LQ DGGLWLRQ
WR WKH LQWHUDFWLRQ SURWRFRO WKDW GHVFULEHV KRZ
SURYLGHG DQG UHTXLUHG LQWHUIDFHV VKRXOG EH
FDOOHG 7KLV HOHPHQW H[WHQGV WKH 80/ &ODVV
HOHPHQW
x 3DUWLFLSDQW±6SHFLILHVSURYLGHUVRUFRQVXPHUV
RI VHUYLFHV 7KLV HOHPHQW H[WHQGV WKH 80/
&RPSRQHQWDQG&ODVVHOHPHQWV

 9DULDELOLW\0HWD0RGHO
6LQFH QHLWKHU 80/ QRU 6RD0/ KDV QDWLYH
VXSSRUW IRU YDULDELOLW\ PRGHOLQJ ZH XVH D 80/
EDVHG IHDWXUH PHWDPRGHO EDVHG RQ >@ 7KH
YDULDELOLW\PHWDPRGHO )LJXUH VSHFLILHVKRZWKH
GLIIHUHQW PHWDFODVVHV UHODWH WR HDFK RWKHU 7KH
PHWDFODVVHVPRGHOHGLQFOXGHVHUYLFHUHODWHGPHWD
FODVVHV VXFK DV VHUYLFH FRQWUDFW VHUYLFH LQWHUIDFH
DQG SDUWLFLSDQW DV ZHOO DV 63/ PHWDFODVVHV LQ
SDUWLFXODU WKH IHDWXUH PHWDFODVV (DFK RI WKHVH
PHWDFODVVHVLVVSHFLDOL]HGXVLQJ63/FRQFHSWVLQWR
NHUQHORSWLRQDODQGYDULDQW PHWDFODVVHV7KHWRS
ULJKWVLGHRI)LJXUHEHORZGHSLFWVDIHDWXUHPHWD
PRGHO )HDWXUHV DUH VSHFLDOL]HG LQWR NHUQHO
RSWLRQDODOWHUQDWLYHDQGGHIDXOWGHSHQGLQJRQWKH
FKDUDFWHULVWLFV RI WKH UHTXLUHPHQWV WKDW LV
FRPPRQDOLW\DQGYDULDELOLW\
.HUQHOIHDWXUHVDUHUHTXLUHPHQWVFRPPRQWRDOO
PHPEHUV RI V\VWHPV WKDW LV UHTXLUHG E\ DOO
PHPEHUV RI D SURGXFW OLQH 2SWLRQDO IHDWXUHV DUH
UHTXLUHGE\ RQO\ VRPH PHPEHUV RI DSURGXFW OLQH
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$Q DOWHUQDWLYH IHDWXUH LV DQ DOWHUQDWLYH RI D NHUQHO
RU RSWLRQDO IHDWXUH WR PHHW D VSHFLILF UHTXLUHPHQW
RI VRPH V\VWHPV 'HIDXOW IHDWXUHV DUH FKRVHQ E\
GHIDXOW ZKHQ WKH\ DUH SDUW RI D IHDWXUH JURXS
)HDWXUHJURXSVUHIHUWRFRQVWUDLQWVRQWKHVHOHFWLRQ
RIDJURXSRIIHDWXUHV HJSUHYHQWLQJVHOHFWLRQRI
PXWXDOO\H[FOXVLYHIHDWXUHV )HDWXUHGHSHQGHQFLHV
UHSUHVHQWUHODWLRQVKLSVEHWZHHQIHDWXUHV
,QWKHIROORZLQJVHFWLRQZHPDSIHDWXUHPRGHOV
LQWR6RD0/PRGHOVDWWKHPHWDOHYHOWRFRSHZLWK
YDULDELOLW\LQVHUYLFHIDPLOLHV


 )HDWXUHWR6HUYLFH0DSSLQJ

,Q WKLV VHFWLRQ ZH SURYLGH PHWDPRGHOLQJ
PDSSLQJ EHWZHHQ D IHDWXUH PRGHO DQG 6RD0/ ,Q
RWKHUZRUGVZHHVWDEOLVKPDSSLQJEHWZHHQIHDWXUH
PHWDPRGHO HOHPHQWV DQG WKH UHOHYDQW 6RD0/
PHWDPRGHO HOHPHQWV EDVHG RQ WKH VHUYLFH
YDULDELOLW\ VFHQDULRV GLVFXVVHG LQ WKH SUHYLRXV
VHFWLRQ

 6HUYLFH&RQWUDFW)HDWXUH0DSSLQJ
,Q )LJXUH  D )HDWXUH PDSV WR D VHW RI
6HUYLFH&RQWUDFWV )RU H[DPSOH ZKHQ IHDWXUH
&KHFN &UHGLW 5DWLQJ LV VHOHFWHG VHUYLFH FRQWUDFW
&UHGLW &KHFNLQJ ZLOO EH DFWLYDWHG DQG HQIRUFHG LQ
WKH FRPPXQLW\ 7KH YDULDELOLW\ VWHUHRW\SH RQ D
6HUYLFH&RQWUDFWGLFWDWHVWKHW\SHRI IHDWXUHLW PD\
PDS WR )RU LQVWDQFH DQ RSWLRQDO IHDWXUH HJ
&KHFN &UHGLW 5DWLQJ  FDQ RQO\ FRQWDLQ RSWLRQDO
VHUYLFH FRQWUDFWV HJ &UHGLW &KHFNLQJ VHUYLFH
FRQWUDFW  6LPLODUO\ DQ DOWHUQDWLYH IHDWXUH PD\
FRQWDLQ9DULDQWVHUYLFHFRQWUDFWVRQO\ 

 6HUYLFH2UFKHVWUDWLRQ)HDWXUH0DSSLQJ
,Q)LJXUH)HDWXUHPDSVWRDVHWRI$FWLYLWLHV
LQ WKH 3DUWLFLSDQW¶V RUFKHVWUDWLRQ )RU H[DPSOH
ZKHQ WKH 'LVFRXQW RSWLRQDO IHDWXUH LV VHOHFWHG LQ
(%1 ZKLFK PHDQV WKDW WKH V\VWHP FKDQJHV WR
SURYLGH WKH µ'LVFRXQW¶ FDSDELOLW\ WKH &DOFXODWH
'LVFRXQW DFWLYLW\ EHFRPHV SDUW RI WKH 2UGHU
)XOILOOPHQWSURFHVV7KXVWKH'LVFRXQWRSWLRQDO
IHDWXUH!! LV PDSSHG WR RSWLRQDO!! &DOFXODWH
'LVFRXQWDFWLYLW\

 6HUYLFH,QWHUIDFH)HDWXUH0DSSLQJ
,Q )LJXUH  D )HDWXUH PDSV WR D VHW RI
6HUYLFH,QWHUIDFHV)RUH[DPSOHLIWKH&KHFN&UHGLW
5DWLQJ RSWLRQDO IHDWXUH LV VHOHFWHG WKH 6HOOHU
SDUWLFLSDQWKDVWRSURYLGHDQHZLQWHUIDFHWKDWFDQ
LQWHUDFW ZLWK D FUHGLW UDWLQJ DJHQF\ 7KXV WKH
&KHFN &UHGLW 5DWLQJ  RSWLRQDO IHDWXUH!! LV
PDSSHG WR RSWLRQDO!! &KHFN &UHGLW 5DWLQJ
6HUYLFH,QWHUIDFH


)LJXUH7KH)HDWXUHWR6HUYLFH0DSSLQJ0HWD0RGHO
 6HUYLFH,PSOHPHQWDWLRQ)HDWXUH0DSSLQJ
,Q )LJXUH  D )HDWXUH PDSV WR D VHW RI VHUYLFH
LPSOHPHQWDWLRQV ,Q WKH UXQQLQJ H[DPSOH LI WKH
(OHFWURQLF&KHFNDOWHUQDWLYHIHDWXUHLVVHOHFWHGWKH
3D\PHQW 6HUYLFH,QWHUIDFH ZRXOG KDYH D GLIIHUHQW
LPSOHPHQWDWLRQ 7KXV WKH (OHFWURQLF &KHFN 
DOWHUQDWLYHIHDWXUH!!LVPDSSHGWRDOWHUQDWLYH!!
(OHFWURQLF&KHFN6HUYLFH,PSOHPHQWDWLRQ


 5HODWHG:RUN

7KHUH KDYH EHHQ VHYHUDO DSSURDFKHV IRU
PRGHOLQJ YDULDELOLW\ LQ VHUYLFH RULHQWHG
DUFKLWHFWXUHV 7KH DXWKRUV LQ >@ DGG YDULDELOLW\
DQDO\VLV WHFKQLTXHV WR DQ H[LVWLQJ VHUYLFH RULHQWHG
DQDO\VLV DQG GHVLJQ PHWKRG 62$'  'HFLVLRQ
WDEOHVDUHXVHGLQ>@WRUHFRUGYDULDELOLW\W\SHVLQ
HDFK SKDVH RI WKH 62$' SURFHVV  )LQDOO\ WKHVH
WDEOHV DUH XVHG WR PDS EXVLQHVV SURFHVV
UHTXLUHPHQWVLQWRVHUYLFHFRPSRQHQWV
7KHDXWKRUVLQ>@SUHVHQWDUFKLWHFWXUDOSDWWHUQ
DSSURDFKHV WR PRGHO YDULDWLRQ SRLQWV LQ :HE
6HUYLFHV7KH\SRLQWRXWWKDWWKHVWDQGDUGVXVHGIRU
:HE6HUYLFHVKDYHLQKHUHQWVXSSRUWIRUYDULDELOLW\
7KH DXWKRUV LQ >@ DGYRFDWH D OLJKWZHLJKW
SURGXFW OLQH HQJLQHHULQJ DSSURDFK WKDW KDV D
VSHFLILF SKDVH IRU VHUYLFH FRPSRVLWLRQ LQ WKH
SURGXFW OLQH DUFKLWHFWXUH 7KH\ LQWURGXFH VHYHUDO
YDULDWLRQ SRLQWV WKDW FDQ EH XVHG WR FXVWRPL]H WKH
SURGXFW OLQH GXULQJ VHUYLFH VHOHFWLRQ LQ WKH
DSSOLFDWLRQ HQJLQHHULQJ SKDVH +RZHYHU WKH
DXWKRUV LQ >@ GR QRW WLH VHUYLFH VHOHFWLRQ WR WKH
IHDWXUHVUHTXLUHGLQWKHSURGXFWOLQH
7KHDXWKRUVLQ>@SUHVHQWHGDVRIWZDUHSURGXFW
OLQHHQJLQHHULQJDSSURDFKEDVHGRQ:HE6HUYLFHV
&RPSRQHQWV LQ WKH DUFKLWHFWXUH ZHUH PRGHOHG
XVLQJ WKH ZHE VHUYLFH!! VWHUHRW\SH WR LQGLFDWH
WKH XVH RI :HE 6HUYLFHV 8, IHDWXUH VHOHFWLRQ
GHWHUPLQHG WKH VHOHFWLRQ RI :HE 6HUYLFHV 80/
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DFWLYLW\ GLDJUDPV PRGHOHG FXVWRPL]DWLRQ FKRLFHV
EDVHGRQIHDWXUH:HE6HUYLFHLQWHUDFWLRQV
,Q >@ WKH DXWKRUV XVHG WKH FRQFHSW RI IHDWXUHV
WRVROYHYDULDELOLW\SUREOHPVIRU62$7KHDXWKRUV
XVHG )HDWXUH 2ULHQWHG 3URJUDPPLQJ WHFKQLTXHV WR
PRGLI\ WKH EDVH FRGH RI VHUYLFHV EDVHG RQ
UHTXHVWHGIHDWXUHV+RZHYHUWKHDXWKRUV¶DSSURDFK
DVVXPHVWKHDYDLODELOLW\RIVHUYLFHLPSOHPHQWDWLRQ
FRGHZKLFKLVQRWWKHQRUPLQWUXH62$VFHQDULRV
7KH DXWKRUV LQ >@ SURSRVHG D PHWKRG WR
PDQDJLQJ YDULDWLRQV LQ 62$ V\VWHPV DQG NHHSLQJ
VHUYLFHV UHXVDEOH DQG XVHIXO RYHU D ORQJ SHULRG RI
WLPH E\ DGDSWLQJ D IHDWXUHRULHQWHG SURGXFW OLQH
DSSURDFK <HW WKH\ GR QRW FRQVLGHU WKH
UHODWLRQVKLSV EHWZHHQ IHDWXUHV DQG VHUYLFHV
HVSHFLDOO\ ZLWK UHVSHFW WR WKH 62$ YDULDELOLW\
VFHQDULRV
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QHHGV
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FKDQJH LQGHSHQGHQW RI HDFK RWKHU $V D UHVXOW
YDULDELOLW\LQ62$LVPRUHFKDOOHQJLQJWRGHDOZLWK
WKDQ LQ WUDGLWLRQDO VRIWZDUH V\VWHPV ,Q DGGLWLRQ
WKH VHUYLFH RULHQWHG FKRUHRJUDSK\ RI PXOWLSOH
HQWHUSULVHVKDSSHQVLQDGHFHQWUDOL]HGPDQQHU7KLV
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ORRVH FRXSOLQJ ZLWK QR FHQWUDO SRLQW RI DXWKRULW\
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Abstract — A large number of web applications are maintained
and tested across the industry. Most of these change frequently
and require a regression test suite to be run before major
releases. As this is a repeated task, testers wish to automate it.
We conducted some surveys and found that numerous projects
had attempted an automation exercise and faced problems such
as lot of time spent in script maintenance and lack of skills to
automate.
In this paper, we propose a model-based approach that works in
conjunction with existing tools and techniques for automation.
Our approach includes a recorder to record tests into a test
model and generators capable of generating test scripts into
popular architectures and platforms used in practice.
We show through a study that our approach and tool took 30%
lesser time to maintain scripts as compared to existing methods.
Keywords — Testing, Test automation, Selenium, Test Script
Generation, Model-based

I. INTRODUCTION
When systems are in maintenance, there exist a set of
regression test cases which testers like to execute before every
major release. Very often, the deadlines for these releases are
pre-decided, thus limiting the time available for the
maintenance cycle. Regression testing, being one of the last
activities in the maintenance cycle, tends to be compromised
when there is shortage of time. Since the regression tests are
test cases already identified, they are a good candidate for
automation. Automating such mundane tasks also leaves more
time for the testers to focus on identifying new test cases for
the changes under test, and hence deliver better quality.
Test Automation has its own set of challenges. Systems
continuously change; hence keeping the automation scripts up
to date becomes an overhead. We observe numerous instances
where automation scripts are abandoned because maintaining
them consumes too much of effort. Developing the scripts also
tends to be a long run effort as project teams have to find time
for automation along with working on the pending
maintenance requests. Further to this, the team may not
possess the skills required for test automation.
We aim to provide an approach for test automation that can
work well within these constraints, namely: frequent changes,
shortage of time and insufficient skills.
We have developed a model-based approach for test
creation and maintenance. Our test-model consists of test
scenarios, test inputs, screen structures and assertions. This

model is automatically populated by a recorder that extracts
required information from the application at runtime. Asserts
can be added by the tester during the recording process. The
model is then used to generate the test scripts. When the
application under test changes, the testers can change the
model and regenerate the scripts. An interface is provided to
edit the test-model. This approach helps in faster changing of
UI and data, as changes have to be done in only one place.
We have implemented this approach in our tool TestDrive
which has been built using open source tools Selenium and
robotframework. We conducted an empirical study of the first
version of the tool and found maintaining test scripts created
using TestDrive takes 30 percent less time. In this paper, we
have described a newer version of the tool that was enhanced
based on findings from the study.
II. RELATED WORK
Most of the research in Model Based Testing (MBT) has
been around modelling system requirements and generating
test cases from the model. Some of the model forms that have
been discussed are UML models [5], Domain Specific
Languages [12] and FSMs [13]. UML State charts, class and
sequence diagrams are the models most often used [6].
Model-based approaches have been mostly applied for
System Testing but there have been few attempts to apply it to
regression testing [6]. These approaches are better suited to
generate test cases rather than executing them as they use
design level models. Test models need to be more closely tied
to implementation, in order to achieve automated execution.
Our approach enables this by extracting the test model at
runtime using a proxy recorder.
Different MBT approaches require different skills and these
are needed ahead of usage. The main issue is how to minimize
the human skill required and simultaneously maximize the
automation level [6]? Our approach addresses this issue by
automatically extracting the test-model and then allowing the
tester to refine it.
A more closely related approach is GUITAR [4] where an
event flow graph of the system is extracted automatically and
used to generate and execute test cases. Our approach
differentiates itself by being better suited for business
applications where testers would like complete control over
specifying flows / input data, and so on.
More discussions on different approaches to extract the
GUI model can be found in [3] and [7]. The techniques help to
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minimize the efforts required to make test script changes
when there are changes in the GUI. Our approach aims further,
at desensitizing tests from changes not only in the GUI, but
also in test data and flows.
III. BACKGROUND
Many tools and frameworks are available for test
automation. For example, QTP, Rational FT, and Selenium.
Testers can choose one such tool and use either of the
following methods to automate:
1) Record and Payback is a quick method to create scripts.
Scripts created by this method tend to be difficult to maintain
since they are not organized for maintainability.
2) Programming the scripts in a modular manner seems better
in order to make them easy to maintain. Testers choose one of
the following architectures for their test scripts.
• Keyword-driven frameworks aim at localizing changes
by creating test libraries of commonly performed user
actions (e.g. login, search transactions). These are used
to create bigger and more complex tests.
• Data-driven frameworks allow test inputs to be
parameterized, that is, converted to variables and read
from data tables or data files. These are useful when
data changes are frequently required.
• Hybrid frameworks are a combination of the above two
and something that most projects need. This is because
both, the application and test data undergo frequent
change.
This method requires significant effort and skills for script
development. Our approach aims to provide the tester the best
of both the approaches i.e. quick creation and maintainability.
IV. APPROACH
The central idea behind the approach is that testers should
specify/model tests without worrying about how to automate
them. However, specifying the tests should not take
significant time/skill.
The test-model has sub-sections for containing UI
structures, test scenarios, test data, and test cases. We provide
a recorder which populates the model by capturing the
necessary information from the application at run-time. This
allows the tester to create the model with the ease and speed
of the record-playback method. Moreover this is possible
without having to learn the model structure.
A script generator reads the model and generates test scripts
into architectures of the tester’s choice. The generator
structures the output scripts into a modular form for
maintainability. For example, it automatically identifies all the
UI actions and related inputs for each screen and generates a
reusable script for that action. Thus the tester gets an action
library that can be used to build tests very quickly. For
example, you can have a ready function to Login, which
inputs the username, password and clicks Submit. Any test
case which requires to Login may just call this function.
The generator provides options to configure the generated
test script architecture. The appropriate test suite architecture

depends on the dynamics of the application. In an application
with many and frequently changing scenarios, a keyworddriven architecture may suit, whereas in an application with
fewer scenarios but a large variety of input classes, a datadriven architecture may be better. Our approach allows the
tester to make such a choice without any new script
development effort.
Our approach has the following advantages 1) Tool
Independence 2) Frees the tester from low level scripting
details 3) Ability to generate scripts into multiple possible
architectures/frameworks/tools/environments
4)
Easy
integration with other tools 5) No need for tool/automation
expertise 6) Possibility of using the model for new test case
generation.
One of the constraints that the users of this method would
face is the occasional need for manual changes in scripts.
There might be special cases not handled by our generator for
which the tester wishes to change the scripts directly. This can
be handled by implementing a generator capable of preserving
changes or providing a facility to reverse engineer the model
from modified scripts.
V. IMPLEMENTATION
We have developed a tool named TestDrive to try out this
approach. This section contains details about the tool
implementation.
A. The Test Model
The Test Model is an amalgamation of two Object
Management Group (OMG) standards, namely, UML 2.0
Testing Profile (U2TP) [1] and Knowledge Discovery Metamodel (KDM) [2].
The high level structure of our model resembles U2TP. We
have implemented concepts from the Test Architecture, Test
Behaviour and Test Data sections. We have not implemented
Time Concepts in the current version. The U2TP does not
provide means to specify details about the interface of the
System under Test (SUT). As deemed necessary for our
implementation we have added a Test UI section to model the
GUI structure of the SUT.

Figure 1: GUI section of the Test Model

The granular details such as the interactions model in the
behaviour section, the structure of the data pool in the test data
section, and UI model in the test UI section are adapted from
relevant packages of the KDM.
The GUI model (Figure 1) is organized as a hierarchical
structure where screens have container, and containers have
UI fields or Actionable UI fields. The Test Behaviour section
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contains test scenarios defined as a sequence of statements of
various types, namely, UI actions, conditionals, assignments
and queries that make observations from the UI, database or
environment. Test Data section contains datasets organized as
tabular structures of data elements.

The Script Generator generates the test scripts into
robotframework - an open source framework built on top of
Selenium. The scripts are executed using the open source
Selenium Remote Control execution engine. An HTML log
with test verdict, timing, screenshots, and so on is generated at
the end of execution.
The test editor is an Excel sheet which provides a view of
the test model for editing. It allows the tester to edit the test
cases, UI structures (GUI model) and data pools (data model).
VI. EMPIRICAL STUDY
We conducted a two week study to validate our approach.
The design and findings of the study are presented here.

Figure 2: Test Architecture section of the Test Model

Test Architecture (Figure 2) section contains test cases, test
suites, projects, execution logs, and so on. A test case has
associations to entities from other sections such as scenario,
data pool which form the test case. Features such as creating
test projects or test suites are not handled by TestDrive. This
is achieved by integrating it with a test management tool.
B. Components of TestDrive
Figure 3 depicts the components of TestDrive and how they
interact.
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1) Study Design
We chose an open source web-based billing application:
jbilling as the system under test. It resembles the target
systems for which TestDrive has been designed. Two versions
of jbilling were identified (v1.1 and v1.4), such that a variety
of changes had been made between them.
We documented a set of 28 test cases for jbilling v1.1 to be
automated. While doing this, we ensured that we had different
kinds of tests as a real project would have. For example,
registering a new company, creating multiple items in one test
case, dependent tests, creation of duplicates, searches, list
screens, verification of calculations, verifying against database
values, checking dynamically appearing links and reports.
We had three teams with two members each. Teams named
TD-N and CT-N are teams new to test automation, using
TestDrive and a popular Commercial Tool (called CT hence
forth) respectively. The third team named TD-E had members
who had prior experience in test automation and used
TestDrive.
To start, participants took a series of self-learning courses
such as concepts of black box testing and regression test
automation, tutorial along with hands-on with the Commercial
Tool / Selenium and an overview of jbilling. Following this,
they were given test cases for v1.1 for automation. Once the
scripts were created and tested, they were given a list of
changes to be made for v1.4.
2) Results
In the table below, we have listed the different measures
collected during the study. Most of them are time measures (in
minutes) as that was the one of most interest. A hyphen in any
column indicates that we could not collect that measure.
Setup
No

Measure

CT

TestDrive

1

Time to install

32 min

11 min

2

Space required for the installation

~1 GB

47 MB

Figure 3: Architecture diagram showing the components of TestDrive

3

Administrator privileges required?

Yes

No

TestDrive comes with a recorder which works similar to a
proxy server. The application under test is launched using this
proxy thus allowing it to capture user actions, UI elements,
input data, and so on. The recorder allows the tester to add
asserts during the recording process.

4

Testing Concepts Videos

16 hrs

16 hrs

5

Tutorial for automation tool hands-on

14 hrs

14hrs

6

Jbilling overview

30 min

30 min

Development
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No

Measure

CT-N1

TD-E2

TD-N3

1

Total script creation time

187.25

124.37

182.62

Short Scenarios, Simple Asserts

35

25

32

Complex Asserts or Long Scenarios

43.75

62.5

70.62

Complex Asserts & Scenarios with
Multiple Datasets

2

Number of support requests

89.5

55.62

80

6

5

14

CT-N
255

TD-E
167

TD-N
181

Maintenance
No
1

2

Measure
Total time needed for changes
UI change, impacting many screens

-

90

New field impacting 3 tests

85

35

70
-

New input added to existing test

30

15

15
16

New menu option

30

10

New column in a list

75

-

65

More datasets to an existing test

35

17

15

Number of support requests

0

0

0

3) Summary of Findings
The setup process for TestDrive was quicker as compared
to that of CT and also took very less space.
The script development effort was approximately same.
One of the teams using TestDrive could develop scripts in
34% less time than others. The script development effort using
TestDrive could have been reduced further by implementing
the feature of data-driven testing in TestDrive. There were
four test cases which had to be executed for multiple data sets.
The recent version of TestDrive has this feature.
The script maintenance effort for both the teams using
TestDrive was approximately same and at least 30% less than
that taken by the CT team. The reasons for this could be
attributed to 1) The model editor that does not require
scripting or modeling expertise 2) localizing of changes for
e.g. a field promotion code was removed from some screens
and was expected to impact 5 test cases. The TestDrive users
could do this simply by removing the field from the UI Model.
Participants mentioned that test maintenance was very easy
with TestDrive and they could do it without any scripting
knowledge. There were some suggestions for improving the
tool, such as, control of execution speed, handling queries
returning multiple rows, and so on.
4) Threats to Validity
A threat to validity is any factor that influences the results
of the experiment. Here are some of those we noticed: 1) It is
possible that the test cases developed for jbilling did not
resemble those written by testers in a real testing assignment.
In a larger implementation, we might come across cases where
our approach does not work well. 2) The difference in time
taken by the two teams is not significant enough to infer that
the approach is effective. The effectiveness of the approach
would only be known after some sizeable implementations in
real world projects.

VII.
CONCLUSIONS AND FUTURE WORK
In this paper we presented a model-based approach to
generate test scripts and the tool TestDrive that implements it.
In an empirical evaluation, we observed that users found
TestDrive easy to use and it took lesser time to create and
maintain test scripts as compared to existing methods. The
time savings as compared to existing methods were to the
order of 30%.
The model-based approach presents us numerous
opportunities to help improve test quality along with serving
the basic need of test automation. For example, when a screen
changes, it should be possible to automatically identify and
correct the impacted test cases. Another possibility is to assist
the tester in identifying un-tested system flows by building a
scenario graph. Similarly, state-transition diagrams could be
generated by monitoring states for entities of the tester’s
interest. This will help the tester identify untested states or
transitions. For example, a tester should be able to see how the
stock order flow happens from order placement to settlement.
Since the model represents a black box view, we should be
able to devise some black-box coverage measures such as UI
fields used/unused and scenario coverage. Such measures are
likely to be more acceptable to testers who do not understand
the application code.
We believe that the model based approach to automation of
test execution holds great potential in helping testers automate
and improve their test cases. Multiple project teams in our
organization are now using TestDrive and we shall continue to
observe the usage/results and refine our approach.
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This paper presents an approach for extracting expert
testing knowledge into an ontology and for using this explicit
knowledge to efficiently generate test cases for a production
automation simulator [7, 8, 13]. For this purpose, the test
coverage combined with the cost to achieve this test coverage is used as performance metric. In our context, test coverage is the ratio between the number of generated test case
scenarios and the number of all possible test case scenarios
regarding a given set of parameters respectively their possible parameter values.

Abstract—The behavior of complex production automation
systems is hard to predict, therefore simulation is used to study
the likely system behavior. However, in a real-world system
many parameter variants need to be tested with limited resources. Therefore, test cases need to be generated in a systematic way to find suitable scenarios efficiently. This paper
investigates the effort of two approaches for providing test
cases based on available testing knowledge. The traditional
approach uses a static generator script based on implicit testing knowledge, which takes significant effort to add new parameters. The innovative approach uses a dynamic generic
generator script based on an ontology data model of the testing
knowledge. We empirically evaluate these approaches with a
use case from the production automation domain. Major result
is that the high-level test description of the ontology-based
approach takes more initial effort for setup, but increases the
usability and reduces the risk of errors during the test case
generation process.

This paper investigates two approaches for providing test
cases. The traditional approach implements a test as a static
generator script, which is fairly simple and quick to start up,
but takes significant effort to add new parameters, since all
existing scripts need to be updated to accommodate the new
parameter settings. In addition, the tester needs programming
skills both for setting and modifying parameters.

Keywords - test case generation, ontology, production
automation simulation, explicit testing knowledge.

The innovative approach models system and test knowhow in an ontology-based data model and dynamically
adapts a generic generator script according to the settings in
the test data model. Test cases are generated and run with
respect to the parameters chosen by the user. Important advantages of this approach are (a) available efficient tool support for modifying ontologies in case of changes to the parameters and/or structure of the system under test and (b) the
fact that the generator script is not affected by the modification. Therefore, even testers without programming skills can
add new parameters by modifying the underlying data model. Test cases are generated from the ontology and exported
as XML file. The implemented generator script and the ontology are loosely coupled. Therefore, changes to the ontology do not necessarily lead to changes of the generation
script. This design approach enables a flexible and high-level
test description.

I. INTRODUCTION
Production automation systems are often complex as the
behavior of the overall system cannot easily be predicted
from the behavior of the subsystems. Therefore, simulation
is used to study the behavior of complex production automation systems. In addition to simulation accuracy the simulation system performance is an important issue, particularly if
many parameters and value ranges for system behavior need
to be evaluated systematically [6]. Example test parameters
for assembly lines in production automation are scheduling
strategy, failure handling strategy, and the number of products.
Software testing investigates the quality of the product or
service under test. In order to achieve sufficient test coverage
for the requirements of an application, there must be at least
one test case for each requirement and relevant parameter
setting, which can take considerable effort. A major goal is
to generate test cases in a systematic way to efficiently find
suitable scenarios for most of the requirements with limited
testing resources. In this paper, the test cases define input
data to simulate complex distributed assembly line systems
with a simulation tool [7, 8, 13].

The evaluation part explores how the ontology-based approach can reduce the cost for test description, enables a
more efficient and effective generation of test cases while
aiming at an exact definition of test coverage to be achieved,
and improves the changeability of the test case generation
approach (e.g., the introduction of new test parameters) due
to lower efforts to implement new test case parameters.
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The remainder of this paper is structured as follows: Section 2 summarizes related work on software testing, production automation simulation, and on ontology-based test case
generation. Section 3 identifies the research issues and summarizes the use case. Section 4 introduces the ontologybased test case generation approach, while section 5 presents
the evaluation results. Section 6 discusses the evaluation
results with regard to the research issues, and finally section
7 concludes the paper and identifies further work.

ing the post condition of the test case. The explained life
cycle of a test case is adopted for the simulation process of
the SAW project during the elaboration of this work.
C. Ontologies for test case generation
In general, ontologies are a main part of the semantic
web technology and facilitate the knowledge representation
of real-world concepts. Ontologies are formal models of a
specific application domain, and primarily used to facilitate
the exchange and partitioning of knowledge. More precisely,
an ontology is a data model that represents a set of concepts
within a domain and their relationships. The word ontology
has its origin from the Greek words ontos (=being) and logos
(=word). From a philosophical point of view an ontology
refers to the subject of existence, that is the study of being as
such [3]. Gruber [4] defines an ontology as an explicit specification of a conceptualization. Where a conceptualization
illustrates an abstract, simplified picture of the world used
for representation and designation. Each knowledge representation follows a certain degree of conceptualization, either
explicitly or implicitly. Moreover, ontologies can effectively
support software development processes by providing a continuous data model [2].

II. RELATED WORK
This section presents related work on automated software
testing. Furthermore, the production automation simulation
systems MAST and SAW are shortly introduced. Finally,
related work on ontologies and on ontology-based test case
generation is summarized.
A. Automated Software Testing
Testing of software is an important part of every software
life cycle to demonstrate the capability of the software and
identify defects before operational use. The National Institute
of Standards and Technology (NIST) reported in a 2002
study that software bugs cost the U.S. economy around 60
billion dollar per year [10]. The same study showed that
these costs could be reduced by more than a third by improving testing. In the IEEE Standard on the Software Life Cycle
Process, a process is defined as a set of activities; process
groups represent a higher level of abstraction [1].

Ontologies could help generate basic test cases since they
encode domain knowledge in a machine processable format.
A simple example for this would be regarding cardinality
constraints. Since those constraints define restrictions on the
association of certain classes, they can be used to derive
equivalency classes for testing [5]. Ontologies may not be
the first candidate for such a scenario, since there are formalisms like OCL that are specialized for such tasks. However,
once domain knowledge is available in an ontology format, it
might be feasible to reuse that knowledge. Nguyen et al. [9]
describe a framework for automated test case generation in
the context of multi-agent systems. They use agent interaction ontologies that define content semantics of agent interactions to generate test inputs, guide the exploration of the
input space during test case generation, and verify messages
exchanged between agents with respect to the agent interaction ontology.

A test process can be seen as the systematic execution of
a software program. Test management and running the test
object with specific data are the important parts of the test
process. The goal of the test management is to plan, execute,
and analyze the test run. A test run consists of one or more
test cases [11].
B. Production Automation Simulation
The Manufacturing Agent Simulation Tool (MAST) is an
agent-based solution for some typical manufacturing tasks by
using multi-agent technologies for manufacturing control
[13]. Flexible distributed manufacturing systems can be
modeled as intelligent, autonomous and cooperative agents
[12], where each agent manages the local behavior to meet
goals locally without centralized control [13]. In addition, the
agents interact to achieve the system goal cooperatively.

III. RESEARCH ISSUES AND USE CASE
The generation of test cases based on available testing
knowledge is an import factor for the simulation of complex
systems, such as production automation systems. This paper
investigates two approaches for providing test cases. A traditional approach based on manually derived static generator
scripts, which takes significant effort to add new parameters.
In addition, the users need programming skills for both setting and modifying parameters. The ontology-based approach uses a dynamic generic generator script based on an
ontology as data model. Test cases are generated with respect
to the chosen parameters by the user.

The Simulation of Assembly Workshop (SAW) ) [7, 8],
which is an extension of the original MAST system, investigates processes, methods, and tool support for planning,
coordination, simulation, and lab tests for work shifts in an
assembly workshop. Generally, a workshop aims to effectively and efficiently carry out the work orders in a work
shift. SAW helps to understand the impact of tactical decisions in the production automation environment. For instance, the user can optimize his assembly line by analyzing
the effect of the different strategies. The SAW project provides a simulator that can execute the test cases for the production automation domain. In addition, the logged events
during the simulation allow analyzing the simulation object
under test. Thus, the results of the simulation enable check-

This work proposes an ontology as suitable data model to
provide the necessary data to generate a suite of test cases
with an ontology-based approach for a given set of parameters. This claim is also met by the static approach. In other
words, the fact that the ontology-based approach is newer
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and works as well as the old static one is not enough motivation for change. However, measurable benefits are essential
to accept the new ontology-based approach and the change
costs. As with every new engineering method an important
question is what aspects of the new approach are comparable
to or better than a best-practice traditional approach. Therefore, we derive the following research issues.

in an automated and systematic way. As a consequence high
test coverage can be achieved, which is essential for testing
the performance of simulation systems. The user can decide
if she wants to create test cases manually or with the help of
a generator script. In case of using a generator script the user
just has to configure the parameter setting which contains the
test case parameters and the corresponding set of valid values. Afterwards, the generator script generates the test cases
with respect to the chosen parameter setting.

RI-1. Feasibility of the ontology-based test case generation approach. The ontology-based approach aims at
overcoming limitations of the traditional static approach.
Firstly, the new approach should provide a high-level test
description to allow the target audience to generate test cases
with less effort. Secondly, a validation check and consistency
check of the parameter setting is essential to reduce the risk
of making mistakes during the configuration phase of the test
case generation process.

Customer /
User

Production (simulation) system

contract/
agreement
XOR

business layer

parameter
setting for
the test suite
feedback

shift layer

testcase layer
feedback

RI-2. Cost-benefit potential of ontology-based test
case generation approach. The following two sub research
issues define a metric how the cost-saving potential can be
measured with respect to the effort for test description and
the effort for setting up the solution. RI-2a assumes that both
the number of parameters to choose and the number of supported data types are constant, while RI-2b addresses the cost
for adding new parameters with different data types.

job shop layer

feedback

operation layer

master data layer

Figure 1. Layers of the SAW systems ontology data model.

B. Test Suite Generation
Initially, the ontology-based approach requires a GUI
that can be dynamically adapted with regard to the available
test case parameters. The ontology-based approach extracts
the offered test case parameters, the allowed values for the
parameters, and structural information from the underlying
data model. Afterwards the identified information of the ontology is passed to the GUI. This data flow makes it possible
to build a dynamic GUI which corresponds to the ontology at
runtime. As a consequence, modifications to the ontology do
not necessarily lead to manual changes neither to the GUI
nor to the dynamic generic script.

IV. ONTOLOGY-BASED TEST CASE GENERATION APPROACH
This section describes the ontology-based test case generation approach. In the first subsection, a short overview of
the simulation systems underlying ontology data model is
given, while the second subsection describes the test case
generation suite.
A. Simulation System Data Model
The SAW system [7, 8] uses a 5-layer ontology as underlying data model. The five layers of the simulation system
and their relationships among each other are illustrated
in Figure 1. In the following, each layer is described shortly.
The business layer prioritizes all incoming orders with respect to their due date. In the shift layer a capacity check of
the resources needed for producing the ordered product takes
place. In addition, the business orders get transformed to
work orders. In the job shop layer the work orders get broken
down to single tasks by the production strategies. Afterwards, the responsible production strategy orders the tasks
with respect to their specific criteria. The load balancer in the
operation layer is responsible for a well-balanced utilization
of the available machines. Furthermore, the shortest path
consisting of one or more conveyor belts is calculated to
fulfill the different tasks. The master data layer contains all
information, which remains rather constant during the simulation such as the arrangements of the conveyor belts, the
arrangements of the machines, and the structure of the product trees. All other layers can refer to this information.

On the one hand the ontology-based approach uses the
underlying ontology’s structure and restrictions to ensure the
consistency of the test cases. On the other hand the data
ranges of the offered parameters are used to ensure the validation of the test cases. Nevertheless, the user has to manage
the underlying ontology. Therefore, the user needs skills for
modifying the ontology with common graphical editor tools
like Protégé 1 . Of course, for modifying an ontology users
need some experience but it involves less effort than modifying a hard-coded script. Furthermore, if something goes
wrong during the modification of the ontology the user will
recognize it immediately in the parameter setting configuration process. On the contrary, the user might realize that
something went wrong during the modification of the static
script after the simulation run took place by analyzing the
simulation results. This is a frustrating experience as users
usually do not know what went wrong. In that case the user
is captured in a trial and error loop. Surely, these circumstances negatively affect the acceptability of the static approach.

In order to provide the ontology-based test case generation functionality, we extended the original SAW ontology
data model by adding the so-called test case layer to the ontology data model. The test case layer together with a suitable test case generator script provides high quality test cases

1
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By using the ontology-based approach, the user can always choose from all test case parameters supported by the
generator script to define the parameter setting. In addition,
the ontology-based approach ensures that only valid and
consistent parameter settings can be defined by the user. This
circumstance can be achieved with the information of the
ontology. Afterwards, the ontology-based script generates
test cases based on the parameter setting. At the end of the
path the dynamic generic script generates the XML file. A
useful characteristic of the “3 Phases Process Model” shown
in Figure 2 is the fact that the first phase and the second
phase are totally independent of the domain. This is ensured
as the domain specification is hidden in the ontology. The
first phase communicates with the ontology and passes the
element names, valid values for element instances, and information about the structure of the ontology to phase two.
After this step the second phase uses the received information about the ontology to build a dynamic GUI at runtime.
The user can configure the third phase based on the data
model easily.

the test description as configuration duration of the parameter setting. Secondly, the effort for implementing test case
parameters is determined with respect to the experience level. Lastly, the Return on Investment (ROI) is calculated assuming experience in the use of the different technologies.
Figure 3 shows the costs for the test description for both
generator scripts with respect to the implemented number of
parameters. Therefore, the time to configure the test case
generation process is measured. For the empirical evaluation,
we measured the time needed for test description using 1, 4
and 10 parameters for each approach and extrapolated the
results. In order to empirically evaluate the effort needed for
additional parameters, we again measured the time needed to
add 1, 3 or 5 parameters and then extrapolated the results to
be able give evidences for larger use case scenarios. Figure 4
outlines the effort for implementing up to 195 test case parameters. As a result, the higher effort for the first time implementation of the dynamic generic script pays off after the
implementation of the 38th test case parameter. Nevertheless, the secondary criteria such as a lower risk for mistakes
during the configuration phase of the generation process and
ensuring valid and consistent test cases as output of the generation process make the use of the dynamic generic script
preferable even for a small number of test case parameters.

Figure 2. 3 Phases Process Model of the ontology-based approach.

V.

EVALUATION

This section focuses on the evaluation concept and explains in detail the criteria for the different objectives. The
objectives are the costs for the test description, the effort for
implementing test case parameters, and whether the test coverage is definable by the user.

Figure 4. Effort for adding a high number of parameters.

VI.

DISCUSSION

The results of the evaluation are listed in Table 1. As can
be seen, the ontology-based approach performs better on
most objectives. The ontology-based approach demands a
higher effort for the first time implementation. In addition,
the user needs to obtain the necessary skills for the used generator script. For using the static script the user needs programming skills for both generating test cases and adding
new parameters. The ontology-based script assumes skills in
using an ontology editor for adding new test case parameters
to the ontology. The ontology-based approach requires no
specific skills for generating test cases. The percentage values for the implementation effort are based on the effort interpolation presented in the evaluation section. For the constant parameters scenario, the effort needed for implementation of the static approach is take as base effort (100%) since
it is lower than the effort needed for implementing the ontology-based approach; and vice versa for the expandable number of parameters scenario.

Figure 3. Duration of the test description.

The evaluation compares the traditional static approach
and the novel ontology-based approach. Both approaches are
test case generator scripts, which aim at providing test cases
as input data for a simulation in an automated and structured
way. Firstly, the evaluation concept determines the costs for
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Table 1. Results of the Evaluation.

Ontology-based approach
Constant
Parameters

Static approach

Expandability
of parameters

Constant
Parameters

Expandability
of parameters

Test Description

high-level

high-level

low-level

low-level

Implementation

260%

100%

100%

250%

is defineable

is defineable

is not defineable

is not defineable

Test Coverage

VII. CONCLUSION AND FURTHER WORK
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ABSTRACT

tested is usually preserved only within test scripts, or in a
test plan. However, if a model of the system is constructed,
it contains the expected behavior of the system, therefore it
would be possible to extract important information for the
testing team from de system Model.
The use of models improves the software development of
a system, because it makes it possible to obtain more precise and correct speciﬁcation. Moreover, the use of models
is eﬀective in systems development whose requirements are
constantly changing—to generate new tests, the testers simply modify the models and quickly regenerate the set of test
cases. The technique that uses the model of the system to
deﬁne and generate test cases is called Model-Based Testing (MBT) [9]. However, the test cases generation based on
models is still an area to be explored.
Some studies [2] [4] show that to obtain acceptable results in industry, a purely academic method to apply MBT
would not be fully eﬀective. It is necessary to associate a
simple modeling language with the power to describe the
expected behavior of a system. Additionally, it is also desirable to be able to generate test cases from the models. For
instance, the Uniﬁed Modeling Language (UML) is a semi
formal speciﬁcation that allows to produce a test plan for
the early stages of the software development process.
MBT can be applied in various test domains, such as in
functional testing, security testing, performance testing, and
so on. However, usually it is necessary to develop diﬀerent
testing tools for each domain. Despite the development of
various tools, and high similarity among them, is very likely
that the developed artifacts (models, parsers, scripts) for
one testing domain are reused in another testing domain. In
an ideal situation, the artifacts produced during the process
of developing a MBT tool should be reused when a new tool
is developed, thus reducing the development time and eﬀort.
Software Product Line (SPL) is a technique that allows,
through the reuse of software components, to create a portfolio of similar software systems, thus reducing time to market, cost, productivity, and improving quality [3]. In this
context, this paper presents an approach to automate parts
of the generation and execution of test cases. Our approach
follows a workﬂow to generate test cases based on the model
of a system. This workﬂow can be modiﬁed to include diﬀerent artifacts for any desired test domain. Furthermore, we

This paper presents the advantages in combining the Model
Based Testing technique with the Software Product Line
approach, in order to improve testing eﬃciency during the
software development process. This composition is allowed
by a tool able to generate software products to test a speciﬁc
application, based on its model. Each application contains
a set of aspects that may be tested. The tool architecture
is based on plug-ins that provide ﬂexibility and allow the
expansion of test aspects. To show the results of our approach, we describe two software products developed using
our tool: Performance Testing and Security Testing based
on UML models.
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1.

INTRODUCTION

The increase of the use of computer systems on many services also increases the need for more dependable software,
therefore software with unexpected behaviors or incorrect
operations is not tolerable. Usually software testing is used
to improve software dependability by means of removing existing software faults. Furthermore, software testing allows
evaluating whether a computer system meets its requirements. Typically, each software requirement is associated,
during the development process, to one or more test cases.
Each test case, on the other hand, is a condition that guides
a tester to determine if the system under test meets or not
a particular requirement. Due to the fact that a test analyst is the responsible for the deﬁnition and generation tests
cases, information about the part of the system that will be
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propose a tool that arranges the test workﬂow in accordance
to an SPL, focusing on the reuse of components.
This paper is organized as follows. Section 2 discusses
some concepts (Model Based Testing technique and Software
Product Line approach) and tools. In Section 3, we present
the architecture of PLeTs–Testing Product Line Tool that
extracts relevant information from models and generates test
data to speciﬁc domains. Each domain is described by a series of plug-ins that are incorporated to the Product Line.
Finally, in Section 4, we present two example products already developed using our approach and tool. These example products provide information to evaluate performance
and security tests on web based applications.

2.
2.1

mance, the integration time (in incremental development)
and productivity. Furthermore, there are also several intangible beneﬁts (not easily measured), such as lower eﬀort,
the acceptance of the methodology and job satisfaction of
the development team, and also customer satisfaction with
the ﬁnal product.

2.3

RELATED WORK
Model Based Testing

Modeling is an economic way of capturing knowledge about
a system and to allow the reuse of this knowledge as a system grows. The use of a model to describe the behavior of
a system is an advantage and a proven technique that the
test and development teams have in their favor.
Usually, information about the performed tests and results
are preserved in few artifacts, such as test plans, test scripts
or models. However, when using a model to deﬁne the system structure and expected behavior, we have a rich set of
information about the system, that may increase the test
quality. In addition, we have many techniques that aim to
extract relevant information from models, allowing to focus
the test process in parts that may compromise the system
correctness, instead of focusing on the test case generation
and execution.
The application of MBT has increased the software quality
as a whole. The use of models describes how a system must
be developed, and the use of this information incremented by
desired characteristics makes the software testing more eﬃcient, exploring system parts that may not guarantee some
aspects [9].
In [6] are presented the basic tasks in MBT: knowledge
about the system being tested, choice of model, construction
of model, generation of tests, execution of tests, collection
of test results and use of test results.
Several studies such as [2] seek to take advantage of this
technique through the development of MBT.

2.2

Tools

As presented in Section 2.2, a SPL promotes the reuse
of artifacts throug the process of software development. In
order to provide the beneﬁts of a SPL, tools have been developed. Some of them are based on the process of automatic
generation of a variation of an existing product and others
in the derivation of a product from the composition of artifacts already developed (e.g. models, software components).
Some examples of SPL tools are Pure: variants [15],Gears
[1] and FMP2RSM. Other examples can be found in [14].
Pure::variants is a commercial tool for derivation of SPL
that uses models to describe the domain of the problem, the
elements of implementation and the products that compose
SPL. It provides an explicit representation of sets of components (parts that are joint models of the products family)
and features. Regarding the functionality, Pure::variants
provides direct support for three diﬀerent stages in the software life-cycle: the feature type, which deﬁnes the common
characteristics and variability of Product Line, the conﬁguration of a SPL, which is deﬁned as the instance of the line,
and the construction of a product by the composition of the
artifacts.
Gears is a commercial tool that allows the deﬁnition of
features, variability points and concrete products by selecting variants. The tool provides as infrastructure a development environment and a set of conﬁgurations that facilitate
the creation of a SPL from the deﬁnition of a model focused on the automatic derivation of products. However, it
also shares a weakness with Pure:: variants, since neither
of both provide direct support for stages such as analysis
of requirements or architectures, development of assets or
implementation of a SPL.
FMP2RSM is an implementation of FMP2RSM templates
of models based on features of modeling tools for the IBM
Rational Software Modeler [11] and IBM Rational Software
Architect [10]. The FMP2RSM integrates the features modeling plug-in (FMP), which is originally a plug-in for the
Eclipse IDE and aims to edit and conﬁgure feature models
with Rational Software Modeler (RSM), enabling the modeling of Products Line in UML and automatic derivation of
products. The FMP has a purely academic history, which
changed with the FMP2RSM, since its use makes sense only
when integrated with a commercial tool, although the tool
is available for free.

Software Product Line

A SPL is a set of software systems that share a common
and managed set of features, meeting the speciﬁc needs of
a mission or market in particular and are developed from a
common set of basic features [3].
According to [16], SPL is rapidly emerging as an important and viable paradigm of software development, allowing
scope for improvement in the level of order of magnitude in
time to market, cost, productivity, quality and other areas.
SPL allows for rapid entry of a product on the market as
well as making it easier for mass customization of products
of a company. Companies are ﬁnding that the practice of
building sets of related systems from common assets can, in
fact, produce quantitative improvements in product quality
and consumer satisfaction, eﬃciently meeting the current
demand for mass customization.
According to [13], the tangible beneﬁts, i.e., those that can
be measured by any metric, are proﬁtability, quality, perfor-

2.4

Discussion

The tools discussed in [14] cover only the stages of deﬁning features and variations, as well as the composition of
products through the selection of features. However, there
is almost no explicit support for testing, implementation and
maintenance of SPLs.
Moreover, the tools are commercial or depend on other
commercial tools.In addition, the tools presented are not
designed to software testing, and there is no development of
any Testing Product Line.
In Section 4 an architecture for a novel SPL for testing
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is responsible for describing a step in our basic workﬂow
(Figure 2) has a same interface to the core of our tool. For
instance one can choose Markov Chains, Finite State Machine (FSM) or Petri Nets to describe the Formal Model.

Figure 1: Model-based - Feature Model
tools, focusing mainly on the generation and implementation
of MBT, but also applicable to many other areas.

3.

PLETS ARCHITECTURE

In order to provide a tool that automatize the generation,
execution and results collection of MBT, this paper presents
the architecture and implementation of PLeTs. The tool is
able to manage the MBT process, based on the concepts of
SPL. Its goal is not only the reuse of artifacts to make it
easier and faster to develop a new tool of the family, but
also to improve the creation, runing and collection of test
results. It was developed with the intent to be used by
software engineers, developers and test engineers, assisting
the process of deﬁning and executing test cases and test
scripts.
We have developed a Feature Model that represents the
deﬁnition and visualization of the scope of the tool (in Figure 1). The ﬁrst level contains the basic features that an
MBT Product Line should have; e.g. a Formal Model. It
is important to mention that this Feature Model can be extended with new features is added (in the ﬁrst or second
level), for the evolution of the SPL.

Figure 3: PLeTs Arquitecture
The combination of the plugins, one for each basic MBT
step, will build each product in the MBT Product Line.
However, when the test analyst decide to implement a new
test tool, it is necessary to deﬁne the dependency among
the plugins. This is important because diﬀerent software
testing techniques may need diﬀerent system models, formal models, scripts generations and execution steps. For
example, if we want to add a new product to test parallel
systems, we can reuse the system model, the formal model
(if it is available in the MBT Product Line), but we may
need to implement one plugin to generate de test scripts for
a speciﬁc tool to test the parallel system.
In the development process, some functionalities will be
deﬁned, and every functionality theoretically corresponds to
an activity in the workﬂow, since it has also a certain amount
of functionalities and a return type. This leads to another
feature of the tool: it allows the user to associate activities
to plugin methods, through a drag-and-drop user interface,
as long as their interfaces (i.e. parameters and return types)
are compatible. Here is the point where reuse starts to be
used as a feature of our tool. Suppose that we built a plugin to handle model-based performance testing. This plugin will have methods for parsing the UML model and for
generating test cases, for example. If we need to include
another plug-in in the tool, in order to support model-based
security testing, we do not need to implement the parsing
methods again, if they are semantically the same as the ones
implemented in the previous plug-in. This means that a set
of workﬂow/plug-in associations can include one workﬂow
and methods from many plug-ins. Since the user can add
as many plug-ins as he wants, extensibility is also trivial to

Figure 2: MBT - Basic Workﬂow
Our second step was to chart each basic feature (basic
level) presented in the Feature Model into a step in a workﬂow of PleTs. This is important because we may convert any
test activity into a workﬂow model (see Figure2). Considering that we can model a sequence of model-based testing
generation and performing activities as a workﬂow, we can
use this workﬂow as the input of the tool. The features presented in the second level (variability points) are mapped
to the software components during the development of the
tool.
The PLeTs architecture is divided into two main parts, the
core and the components, as shown in Figure 3. The core
is responsible for conﬁguring and organizing the workﬂow
(basic features) and providing interfaces to connect components (specialize features). The components, in this case,
are plugins that implement a functionality in any step of
the workﬂow. The plugins are used/developed to extend de
basic SPL functionality. Each component (Figure 3) that
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understand.
Originally, the tool was thought to handle only linear
workﬂows, but later on, we realized that this approach was
insuﬃcient. So, a new mechanism to handle workﬂows as
graphs was added to the tool. That means that workﬂows
can contain branches and joins, which are represented in the
workﬂow XML ﬁle as follows: if an activity B depends on the
activity A, B will have an attribute “dependsOn” indicating
that it depends on the activity A. If more than one activity
depends on A, we have a branch after the execution of A.
If activity C depends on both A and B activities, we have
a join before activity C. This new feature will be important
when the tool needs to expand and to generate complex test
cases, as the test of concurrent systems.
In order to demonstrate the expansion of the tool to support other test aspects, the next section present how it is
possible to connect two existing works, taking advantage of
the tool capability in handling workﬂows, as well as the support to model-based testing plug-ins. The two test aspects
already supported by the tool are Performance Testing and
Security Testing based on UML models.

4.

CASE STUDIES

In this section we present the development of two ModelBased Testing tools based on the architecture of the Testing
Product Line presented in Section 3.

4.1

Figure 4: PLeTs Tool - Performance

Performance Testing in Web Applications
Based on UML Models

entering data into the tool, we develop a XML parser (plugin that we add to the MBT Product Line), which extracts
and standardizes the format of entry to the tool for generation of test cases/scripts. Using this new format, the data is
inserted into the tool which generates the possible pathways
and interactions of the user within the system, thus generating the test cases. To generate the tests cases it is necessary
to develop a new plugin that supports performance testing
generation. Motivated by this need, we developed a plugin
that implements Generalized Stochastic Petri Nets - GSPN.
The next step is the develop a new plugin (XML parser) to
convert the tests cases into test scripts to be run by the performance testing tool in web applications, such as Jmeter [8]
and TPC-W [7]. Figure 4 depicts the new testing tool, i.e.
our core with the chosen plugins.

As a case study, we implemented a tool to generate test
cases based on UML models of the application under test
(SUT - System Under Test).
To implement the tool (testing product), we use UML diagrams from the application to extract information about
the behavior of the application under testing. In this case,
the needed information will be extracted from Use Case Diagrams and Activity Diagram. However, some information
necessary to automate the generation of performance test
cases in web applications might not be found in the UML
Diagrams and, therefore must be inserted. This information, relevant for understanding the behavior of the system,
is inserted through stereotypes from UML 2.0 SPT (Schedulability, Performance and Time) Proﬁle.
In the Use Case Diagrams, two information must be inserted through the use of UML stereotypes. The ﬁrst, called
the “PApopulation”, is the number of users that will access
the system during the test, and the second, called “PAprob”
is the probability of execution of each Use Case.
The inclusion of such information is necessary in order to
inform how many users must be simulated in each test, and
what is the probability of a given path be followed by each
Use Case. Using the tag “PAprob” is especially important
when the application under test is an e-commerce application, because some links are more accessible than others,
requiring the simulation of this behavior during the application test performance. Stereotypes must be placed in each
activity of the Activity Diagram, aiming to simulate the
time it takes for each user to perform the activity (think
time). In this case a tag is inserted with a random value,
corresponding to the think time for each activity.
After the modeling it is necessary to extract relevant information from the models for the generation of test cases.
To extract this information and standardize the format for

4.2

Security Test Based on UML Models

A tool for generating test cases for security [12], aims to
enable the automated generation of test cases for security
from UML models.
The work oﬀers a set of security stereotypes that can
be inserted into UML models of the application, denoting
items that may become vulnerable if not properly developed. From these stereotypes it is also possible to generate
test cases for security, indicating the steps to be performed
by the tester to verify if the vulnerability previously reported
in the model aﬀects the software or not. The use of these
stereotypes has two objectives:
• Guide the developers during the software design, highlighting parts of the model that may become vulnerable if not properly implemented;
• Provide necessary information for the automated generation of test cases.
To analyze the model and extract relevant information,
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encrypted;
• < <ByPassing> >: indicates roles that can access certain links in the system;
• < <Expiration> >: indicates the maximum time to
expiry of the user’s session if it does not interact with
the system;
• < <SqlInjection> >: indicates the ﬁelds that may be
susceptible to SQL Injection attacks.
Finally, we emphasize that the process of speciﬁcation of
the stereotypes deﬁned in the work associated the ﬂexibility
provided by UML to the knowledge provided by the repositories of security. Thus, to expand the proposed set and
add stereotypes able to represent other vulnerabilities, it is
only necessary to analyze the security database, extract the
information needed to test and propose the new case.

4.3

Discussion

The proposed architecture for the tool is generic enough
to be used in various applications. The focus of this work is
the generation and implementation of Model Based Testing
using the concept of Software Product Line. The suggested
plug-ins represents excellent use cases, since they share many
of the same concepts.
The possibility of association among the features of one
or more plug-ins is a desirable item from the standpoint of
re-use and composition, and was reached by the use of the
tool. Due to the simplicity of developing a new plug-in,
without touching the source code of the core of the tool, the
extensibility is guaranteed.
As the work described in Sections 4.1 and 4.2 are basically
a sequence of well deﬁned steps, a workﬂow for each work can
be deﬁned, and therefore the tool is capable of supporting
both types of tests. Figures 4 and 6 illustrate two possible
workﬂows that represent the activities of both works.
The actual implementation of plug-ins can occur in several
ways:

Figure 5: PLeTs Tool - Security
the algorithm Unique Input/Output (UIO) [5] was implemented, which utilizes a Finite State Machine with inputs
and outputs to establish the sequence for implementing the
software and generating the test cases.
Figure 5 shows the general architecture of this product,
describing the steps followed from the stage of modeling
of stereotypes (System Model) until the generation of test
cases.
After the insertion of stereotypes in the UML model of
the proposed application, a corresponding XMI ﬁle is generated, describing the structure of the system, activities,
use cases and stereotypes. The XMI ﬁle is analyzed and
converted (reusing the XML parser developed for the performance product) into a Finite State Machine (FSM) with
inputs and outputs. The UIO method is then applied, whose
outputs are sequences of steps that, after being handled, are
the equivalent of test cases in natural language.
As mentioned, the deﬁnition of stereotypes was performed
with the aid of some taxonomies of security (especially the
proposal by [18]) and the information made available by
some repositories of security, such as the database provided
by the OWASP project [17]. From these, 6 stereotypes were
proposed:

• One plug-in supporting each workﬂow with each plugin that is implemented having at least one method of
implementing each one of the activities of the workﬂow.
• A single general plug-in, able to manage both workﬂows. This can be considered as a plug-in implementation of Model Based Testing, able to handle many
types of model based testing.
• Various plug-in, each one specialized in a common task
of many workﬂows. For example, a plug-in specialized
in parsing of UML diagrams, another plug-in specializing in the generation of tests, etc.
• A combination of the previously mentioned items. As
the tool supports the association, in a dynamic form
of plug-ins to workﬂows, it is possible to combine more
than one of the implementations described above in an
execution.

• < <BuﬀerOverﬂow> >: indicates the maximum number of characters that a ﬁeld may receive;

One of the reasons for the statements above is the fact
that both products have similar workﬂows, despite possible
internal diﬀerences. Despite the fact that only two products
were added to MBT line, we can already reuse components.
For example, in the examples the same system model and
the same UML parser.

• < <Flooding> >: indicates the maximum number
of simultaneous connections supported by the application;
• < <Encrypt> >: indicates the name of the ﬁeld to be
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5.

CONCLUSION
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[10] IBM. Rational software architect. Available from
http://www-01.ibm.com/software/awdtools/architect/
swar chitect. 23/06/2009.
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UML Models. International Conference on Model
Driven Engineering Languages and Systems, 2008.
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lines. Available from http://www.evolvica.org/
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.49.0.html. 20/06/2009.
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Based on the fact that the software testing is a crucial
part of quality assurance in software, it is safe to aﬃrm that
any methodology or software development process should
have a strong concern about the planning, implementation
and collection of metrics for testing. The automation of
the stages of the cycle of testing has many beneﬁts, and
optimizes the time and eﬀort of the test team.
Techniques such as MBT exploit the capture of existing
knowledge in formal models of software, and is valid for reuse this knowledge in other areas of the software development process. Taking advantage of the fact that diﬀerent
types of tests have several steps in common in their life-cycle,
this study also addresses the concept of Software Product
Lines as an interesting concept to be applied to the area of
Software Testing.
Thus, the work has presented the architecture of an extensible tool, based on plug-ins, with the goal of automating
the testing stages of the software cycle, making use of techniques of composition and re-use of software components.
The tool has proved to be useful not only for the testing
area but also to any set of activities ordered in a workﬂow.
The future steps of this work include improvements and
extensions in the architecture with a view to adding security,
ease and intuition of use and, especially, more products for
the Software Product Line. To achieve this goal, we work
together with some Software Houses, to apply this tool on
their software testing process. At this time, we are encouraging these companies to develop their own plug-ins and/or
modify the plug-ins already developed by others.
Finally, we expect that in a short period of time we can
release the tools and plug-ins developed in a repository of
software projects. Thus, we seek to reach all the people who
work with software testing and not just academic users.

6.

ACKNOWLEDGMENTS

Study developed by the Research Group of the PDTI
001/2010, ﬁnanced by Dell Computers of Brazil Ltd. with
resources of Law 8.248/91. We thank INCT-SeC/CNPq and
CAPES for the ﬁnancial support. Prof. Avelino Zorzo is also
funded by CNPq.

7.

REFERENCES

[1] BigLever Software Inc. “Gears”. Available from
http://www.biglever.com/solution/product.html.
14/06/2009.
[2] Bertolino, A.; Marchetti, E.; Muccini, H. Introducing
a Reasonably Complete and Coherent Approach for
Model-based Testing. Electronic Notes in Theoretical
Computer Science. Proceedings of the International
Workshop on Test and Analysis of Component Based
Systems, 2004.
[3] Clements, P.; Northrop, L. and Northrop, L. M.
Software Product Lines: practices and patterns.
Addison-Wesley Longman Publishing Co., Inc.,
Boston, USA, 2001.
[4] Craggs, I.; Sardis, M.; Heuillard T. Model Based
Testing – Agedis case studies: Model-Based Testing in
industry. In European Conference on Model-Driven
Software Engineering, 2003.
[5] Delamaro, M.; Maldonado, J.; Jino, M. Introduction to
Software Testing. Elsevier, São Paulo, Brazil, 2007.

488

Experience with Maintenance of a Functional GUI Test Suite using IBM Rational
Functional Tester
Vahid Garousi
Software Quality Engineering Research Group
Dept. of Electrical and Computer Engineering
University of Calgary, Calgary, Alberta, Canada
vgarousi@ucalgary.ca

Yuri Shewchuk
inUnison Technology
Calgary, Alberta, Canada
ycshewch@ucalgary.ca

we have developed for a popular open source project (jEdit
[1]).
Introduced to the open source community in 1999,
jEdit [1], written in Java, is a popular open-source text
editor for programmers. It is a popular and very active
project, i.e., its SourceForge mailing list has had about 214
entries every month (about 7 daily) since 1999. According
to [2], as of September 2008, Introduced had 157
developers and was ranked the 6th all-time most active
project in SourceForge. To conduct regression functional
GUI testing, we first developed a functional test suite for
version 3.2.2 of jEdit and then conducted regression using
that test suite on versions 4.0 and 4.1 subsequently.
For the testing tool, we selected the IBM Rational
Functional Tester (IRFT) version 7.1, one of the leading
commercial functional testing tools in the industry. A
recent report by Forrester Inc. [3], a market research firm,
ranks IRFT as the second leading functional testing tool
(HP QuickTest tool being in the first rank).
Our case study intends to mimic real-life industry-scale
projects as we are using a popular industry-strength testing
tool, i.e., IRFT, and also a widely-used system under test
(i.e., jEdit).
Formulated using the Goal-Question-Metric (GQM)
approach [4], the goal of this study is: to gain insights into
co-maintenance and co-evolution of functional test suites
with a multi-version System Under Test (SUT) from the
point of view of software testers in the context of using the
IRFT tool for generating and keeping test suites up to date.
With the above goal in mind, we pose the followings
research questions (RQs):
 RQ 1: What is the effort level needed to create a
functional test suite using IRFT and to maintain it for
the next versions of the SUT?
 RQ 2: What are the types and scales of test
maintenance activities when the SUT evolves across
multiple versions? For example, for how many test
cases, a “re-recording” of the GUI test case is needed
due to changes in the SUT?
 RQ 3: What is the fault detection ability of a test suite,
developed for a first version, on the next versions?
 RQ 4: How does the size of the test suites grow with
growth in size (i.e., LOC) of the SUT across different
versions?
The above RQs intend to provide empirical, practical,
and also tool evaluation outcomes in the context of
regression functional testing. For example, since IRFT
identifies itself a “regression testing tool” (according to its

Abstract— Most of the modern software systems are being
maintained and evolved through numerous versions. Thus,
effective co-maintenance and co-evolution of their test suites
along with their source code becomes an important and
challenging issue. In this context, issues such as the types
and extent of required maintenance activities on test suites,
change in size/complexity, fault and cost effectiveness of
multi-version functional test suites are among the most
important issues. To study, analyze and get insights into comaintenance and co-evolution of functional test suites with
software systems w.r.t. the above issues, we have performed
a case study on a functional GUI test suite of a popular open
source project (jEdit). We chose as our test tool the IBM
Rational Functional Tester, one of the leading commercial
functional testing tools. The case study reveals interesting
practical/empirical insights into the subject, e.g., developing
a functional test suite in an earlier version and maintaining
it might be a cost effective approach.
Keywords- Functional Testing, Test Maintenance and
Evolution, Tool Evaluation.

I.

INTRODUCTION

Functional testing is based on the view that the
program is a function that maps the input domain to its
output range. Unlike white-box testing that designs the test
cases based on the structure of the code, the test cases in
functional testing are designed based on the functionalities
specified in the software requirements.
GUI testing is a type of functional testing that uses the
graphical user interface of the system Under Test (SUT) to
ensure it meets its specifications.
Since most of the modern software systems are being
maintained and evolved through numerous versions, the
co-maintenance and co-evolution of their functional test
suites in parallel is an important while a challenging issue.
In this context, issues such as changes in size/complexity,
fault detection, and cost effectiveness of multi-version
functional test suites are among the important challenges
for both the academic and practitioner software testing
communities. For example, a test manager might ask: is it
more cost effective in the long run to develop a multiversion test suite in earlier versions and to maintain it
rather than developing the test suite later in future
versions?
To study, analyze and get insights into the nature of
co-maintenance and co-evolution of functional test suites,
and to shed some light on the above challenging issues, we
have performed a case study on a functional GUI test suite
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website [5]), RQs 1, 2 and 3 intend to assess the
effectiveness of regression testing using the IRFT with
respect of the effort needed to develop and maintain
functional test suites and also the fault detection
effectiveness of those test suites.
In the view of growing sizes (e.g., LOC) of software
systems and their automated test suites, RQ 4 intends to
provide insights on the scale of increase in the GUI test
suite code size versus the size of its SUT code base.
The rest of this article is structured as follows. The
related work is discussed in Section II. The design of the
case study is discussed in Section III. Case study results
are presented and analyzed in Section IV. Threats to the
validity of our study are discussed in Section V. Finally,
future works are discussed in Section VI.
II.

degree of change impact on coverage may be difficult to
predict. As SUTs, this study used two systems: (1) the
GNU Bash shell program (~90 KLOC in its last 2.04
version), and (2) an anonymous C program developed for
the European Space Agency (6.2 KLOC). The study did
not consider functional test suites.
Memon et al. [10] studied the fault-detection
effectiveness of GUI test cases for rapidly evolving
software. The study focused on one of the rapid-feedbackbased testing techniques, i.e., smoke testing. A smoke test
generally consists of a collection of preliminary test cases
that are applied to a newly-created or repaired software.
Smoke testing is done by developers before the build is
released or by testers before accepting a build for further
testing [12]. The results of the empirical study showed
that: (1) the entire smoke testing process is feasible in
terms of execution time, storage space, and manual effort,
(2) smoke tests cannot cover certain parts of the
application code, and (3) having comprehensive test
oracles may make up for not having long smoke test cases.
The SUT of choice was an open source office suite called
TerpOffice (~90 KLOC). Three main questions raised and
empirically answered by [10] were:
- What is the fault detection ability of the GUI tests?
- What is the impact of using different test oracles?
- What is the impact of test suite size on test results?
The study did not discuss in detail the test suite’s
maintenance and evolution across different versions of the
SUT.
The work by Harrold et al. [11] addresses the problem
of regression test selection and minimization for Java
software: selecting only a portion of the test suite
developed for an earlier version of a SUT for use in the
testing of a later version while guarantying that the faults
revealed by this subset will be the same as those revealed
by running the entire test suite. Four SUTs were used:
SIENA
(Scalable
Internet
Event
Notification
Architecture), jEdit, JMeter and RegExp. Regression test
selection was performed in code level and thus generates
(selects) white-box unit tests. The study on jEdit was
conducted on versions 3.0-pre4 and 3.0-pre5. Based on the
changes between the above two releases, the authors
created 11 sub-versions of the software (we are not sure
why this was done). A structural (unit) test suite (with 189
test cases) was developed to exercise various features of
jEdit. The proposed regression test selection technique was
used to select, from the test suite of a previous subversion, varying percentages (between 3% and 100%) of
test cases to test the next sub-version of jEdit. Although
interesting results are reported in this work, its focus was
on unit test suites, while the focus of our work is on
functional test suites. Furthermore, we report in this article
a few interesting insights based on the correlation of test
coverage and code size across different versions which no
other work has studied.
From the above discussion of the related work, we can
find out that: (1) very few existing works on the subject
have used at the same time a popular industry-strength
functional testing tool and a widely-used SUT such as the

RELATED WORK

A few existing works have previously studied the
maintenance and evolution of test suites for multi-version
software [6-11].
The work in [6] by Kaiser et al. is one of the early
studies on the subject which presents a novel approach to
integration test management for large-scale multi-version
projects. A new change management framework, called
Infuse, is introduced which checks out new version of the
modules from a version control system, extracts their
dependency information and then builds automated
integration tests. The approach is experimented on a smallscale SUT. But the issues of tool evaluation and fault
effectiveness of integration test suites across versions is
not addressed.
The work in [7] is a case study on regression test suite
maintenance for an evolving system with three updated
versions, created using three different change strategies:
change propagation, refactoring and role splitting. Test
suites for automated unit and functional tests were used for
regression testing the extended applications. The study
found that, with one change strategy, more changes were
made in the tests code, and with another strategy no
changes were needed for the unit tests to work. The SUT
used was a graphical tool called Drawlet (~17.8 KLOC).
Reiss presents in [8] a prototype tool for a mechanism
to ensure that the different software dimensions (e.g.,
specifications, design, and test cases) evolve concurrently.
The author argues that as the source code of a system
evolves, developers gradually forget to update the
specifications, the design, and the test suites. Interesting
comments about test artifacts in system evolution are made
by the author, e.g.: “Test cases lose relevance when
developers fail to add new test cases as the software
evolves.”, and “Testing may be the single dimension that
receives proper attention, but the test suite usually bears
little relationship to other dimensions.” The technique was
applied to two SUTs: (1) a 2,500 LOC game-playing Java
program, and (2) the prototype tool itself (~17 KLOC).
Elbaum et al. studied in [9] the impact of software
evolution on code coverage. The results of their studies
suggest that even relatively small modifications can
greatly affect code coverage information, and that the
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one we use in this work, and (2) issues such as effort and
types and scale of required test maintenance activities in
co-maintenance of functional test suites have not been the
focus in the previous works and not many insights into
these important topics have been reported. On the same
topic, in a keynote speech [13] on the empirical research in
software testing at the International Symposium on
Empirical Software Engineering and Measurement
(ESEM) 2007, Briand mentioned that: “… , in most cases
[studies], the releases [systems under test] are not real
software releases with real changes, and therefore, besides
a handful of studies, it is unclear what kind of external
validity can be expected from these results.” Our case
study aims to be a preliminary experience report in
providing insights towards the above issues.
In term of the related work on the use of IBM Rational
Functional Tester (IRFT), although only a handful number
of works (e.g., [3, 14, 15]) evaluate IRFT or use it for
testing experiments, in our search of the literature we
found no study specifically examining or evaluating IRFT
for multi-version SUTs. One of the important features
which good functional testing tools (such as IRFT) should
have is that porting a test suite from an earlier version of a
SUT to a newer version should be relatively simple and
not very costly. In order to evaluate this statement, our
case study intends to evaluate the amount of effort it takes
to port an IRFT test suite from an older version of the SUT
to a newer version.
III.

requirements document, we developed for this system a
reverse-engineered requirements document (available
online [17]) using the notion of use-cases based on its
feature list, users’ guide and also the business logic of its
domain (a text/code editor for software developers). We
developed 57 use cases in total for version 3.2.2 which
included: 25 text editing, 10 file navigation, 11 syntax
highlighting, 8 programming assistance, and 3 multiple file
functionality use cases.
Furthermore, unlike some other open source tools (e.g.,
JFreeChart and FitNesse), there were no functional test
suites bundled with jEdit. So we developed one based on
our inferred requirements document for version 3.2.2.
Since some of the use cases had alternative paths, a
functional test suite of 89 test cases would be required to
fully cover the 57 use cases. To mimic time constraints in
real projects and also in the outset of our project timeline,
we devised 71 functional test cases, thus achieving 79.8%
requirements branch coverage for version 3.2.2. The 71
test cases were selected out of 89 possibilities by
conducting a simple risk analysis and test prioritization
based on system’s use cases. According to discussions
with our partners in the software testing industry, we are
well aware that there are inadequate automated functional
test suites in most real-world projects. Thus, our scenario
seems to be realistic with respect to the level of test
automation.
Having developed the functional test suite for version
3.2.2, regression functional testing was performed on
versions 4.0 and 4.1 to see if the defect fixes, code/GUI
changes and the new added features (functionality) broke
some of the previous test cases. In addition, new functional
test cases were also added to cover the new GUI features
in two later versions. This resulted in adding 3 and 5 new
test cases to the set of 71 initial test suite, respectively, in
each later version (4.0 and 4.1). Note that we conducted
“retest-all” regression testing approach since the entire test
suite was automated and there was no human effort or cost
involved in re-running all the test cases on next versions.
The following is an example functional test case code
we developed in IRFT to test one of the use cases (“Copy
text”). All the other test suite code for the three versions of
jEdit are available online [17] and can be used to replicate
our study or to perform other similar studies.

DESIGN OF THE STUDY

A. System Under Test
jEdit [1] is a text editor specifically intended for
developers. The features of this tool includes like syntax
highlighting, code completion, code block contraction and
expansion, which can improve a developer’s productivity.
A snapshot of jEdit version 4.3 running on Linux is shown
in Figure 1. As an indicator of jEdit’s popularity,
according to [16], jEdit was downloaded on average 1,719
times a day in the period of August 2007-August 2008.
jEdit has evolved since April 2000 and it is currently (as of
February 2010) in version 4.3.1. To keep our project
resources manageable, we conducted our study on versions
3.22, 4.0 and 4.1 only (as representative versions).

Figure 1

jEdit version 4.3 running on Linux.

1. public class TC_TE_10 {
2. public void testMain(Object[] args){
3.
startApp("jedit-322");
4.
view().inputKeys("aaaaa{ENTER}");
5.
view().inputKeys("aaaa{ENTER}");
6.
view().inputKeys("aaa{ENTER}");
7.
view().inputKeys("aa{ENTER}");
8.
view().inputKeys("a{ExtUp}{ExtUp}{ExtUp}
{ExtRight}+{ExtUp}");
9.
view().inputKeys("^c");
10.
String[] arg = new String[1];
11.
arg[0] = "aaa\r\naa";
12.
callScript("TestClipboardWithWordpad", arg);
13.
jMenuBar().drag(atPath("File->Close All"));
14.
discardSelected().click();
15.
view(ANY,MAY_EXIT).close();
16.
}
17. }



Since the context of our study is functional testing, we
needed to have a reasonably precise requirements
document to derive the functional test suites from. Since
jEdit does not seem to have a (publicly-available) formal

Figure 2
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An example functional test case code in IRFT.

adding the new test cases, and half of the time on the
maintaining old test cases.

B. Testing Tool
There are various functional testing tools in the market
which are either commercial [3] (e.g., HP QuickTest
Professional, and Compuware TestPartner) or open-source
[18] (e.g., JFunc: JUnit Functional Testing Extension, and
Jameleon).
In order to evaluate and test those tools in practice,
empirical studies should be conducted in order to try and
assess different features of each tool. Thanks to the IBM
Academic Initiative program, we have been provided with
a license of the IRFT. We used this tool in the generation
of automated test cases (scripts).
To gather code metrics about the jEdit code base (e.g.,
LOC), the Metrics Eclipse plug-in [19] was used.

# of test cases

IV.

B. RQ 2. Types and Scale of Test Maintenance Activities
After analyzing the overall effort in creating and
maintaining the test suite, we wanted to study the types
and scale of test maintenance activities. For this purpose,
we executed the GUI test suite on versions 4.0 and 4.1 and
counted the number of test cases that passed, failed, and
also the number and types of changes that needed to be
made to the failed test cases due to code /GUI change in
the SUT. Figure 4 depicts that information.

RESULTS

A. RQ 1. Effort to Create/Maintain the Test Suite
Figure 3 shows the change in the SUT code size
(LOC), effective LOC under test, and the amount of time
required to initially create or to maintain the developed test
suite. Similar to the effective LOC metric used in the
literature, “effective LOC under test” is a measure reported
by test tools and denotes the effective number of code
lines which are really tested (excluding function
declarations, blank lines, comments, etc.).
25
20

LOC

60,000
LOC
LOC under test
Time to create/update test suite (hours)

40,000

15
10

20,000

5

0

Figure 4

Figure 3

Version 4.0

Oracle update
Detected a defect
Passed

Version 4.1

Types of required test maintenance activities.

Out of total 71 test cases in the test suite, 19 and 27
passed in the two later versions, and the remaining 52 and
44 failed, respectively. Out of those failed, 10 test cases in
each of the versions 4.0 and 4.1 detected a defect, as per
our root-cause analysis. However, the remaining, 42 and
34 failed not because of a defect in the SUT, but were
broken, i.e., problem with the test cases themselves (as per
our root cause analysis), e.g., the test oracle had to be
revised due to moving from a version to the next.
For the 42 and 34 test cases that failed due to problems
caused by the SUT changes, two types of test maintenance
activities were needed to be performed: (1) updating test
oracles (called verification points in IRFT), and (2) rerecording the entire or a portion of a test case, for example
a previous text edit box was removed in the new version.
In versions 4.0 and 4.1, 24 and 10 test cases needed oracle
update, respectively, while 18 and 24 test cases needed rerecording. According to our analysis of the jEdit GUI, the
number of changes in the GUI was more in version 4.1
compared to version 4.0, and this resulted in more test case
re-recording.
The above numbers seem to indicate that although an
initial test suite is useful as a test harness for the next
versions of a SUT, however a tester should expect to
maintain (update) a fair proportion of test cases in the next
versions. However, the time spent to maintain the test
cases was not an issue in our case study: 2.5 and 3.5 hours
in versions 4.0 and 4.1, compared to the initial large time
budget of about 20 hours for the creation of the test suite.

0
Version 3.22

Re-recording

Version 4.0

Time to create/update test suite (hours)

80,000

70
60
50
40
30
20
10
0

Version 4.1

Test suite effort vs. SUT size

From Figure 3, we can see that the total size (LOC) of
the system is increasing at a relatively constant pace
between releases. This may indicate that there was a
steady amount of work being performed by the jEdit
development team to add new code to improve or
implement new functionality.
The tester subject (i.e., the first author) was a 4th year
Software Engineering student who was taking an advanced
course in testing and also had a few months of industrial
testing experience before this project.
There seems to be a large difference in the amount of
time required to update the test suite for each version.
Once the test suite was developed for the earlier version
(about 20 hours), it took minor effort (about 2-3 hours) to
maintain it for the next two versions.
In addition, new functional test cases were also added
to cover the new GUI features in two later versions. This
resulted in adding 3 and 5 new test cases to the set of 71
initial test suite, respectively, in each later version. About
half of the time in versions 4.0 and 4.1 were spent on

C. RQ 3. Defect Detection in next Versions
Table 1 shows the defects detected by executing the
developed test suite (an “x” means that the test suite was
able to detect the defect). Coincidentally, exactly 10
failures were detected in each version.
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In each of versions 4.0 and 4.1, one failure had
apparently been fixed with another failure being
introduced, e.g., failure #6 was fixed in version 4.0 and
failure #11 was introduced in version 4.0 which did not
exist in version 3.22. Since our testing approach was
functional, we have not yet aimed at finding the interdependency among the code modules to see if the
introduced failures in each version were somewhat related
to the ones being fixed. But it should be interesting to
analyze those cases based on source code changes. A highlevel functional comparison of the nature of such failures
does not seem to indicate any visible inter-dependency,
e.g., failure #11 observed in version 4.0 for the first time
does not relate to failure #6 fixed in that version.
The test suite was able to show the presence of 10
different failures in each version of jEdit. This is
significant as it gives a test case effectiveness of 14% (10
out of 71) failures per test case. Considering that this test
suite is fairly small (71 test cases), this is somewhat a
significant value. The detailed failure report (e.g., which
test case revealed which failure) is provided online [17].

same scale as the internal SUT source code. Thus, the
functional test suite did not need to grow in the same ratio
as the SUT code base did.

Defect

2.
3.

4.
5.
6.

7.
8.
9.

10.
11.

12.

Extra end line character at the end of a file being
saved.
Multiple selections not implemented.
The end of line threshold does not work for
inserting text before the end of a line or pasting
text.
Paragraph count not implemented.
Character count is incorrect, it counts end line
markers as characters
When undoing the first change to a saved file, the
file saved status doesn’t display the file as once
again equivalent to what is in the saved file.
Line number is off by one when a marker
(bookmark) is created.
When text is highlighted, navigation between
markers (bookmarks) doesn’t work.
When expanding a hidden code block, any
contained code blocks should return to their
previous visibility setting.
File syntax analysis to determine file type is not
implemented.
Searching for text multiple times requires selecting
find (or replace) from the menu each time. Instead,
the dialog should remain visible and the next
button clicked.
Moving up after pressing down to go to the end of
the next line moves to the wrong position in the
previous line.
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E. Discussions and Lessons Learned
By the results to RQs 1, 2 and 3, we can assess the
effectiveness of regression testing using the IRFT with
respect of the effort needed to develop and maintain
functional test suites and also the fault detection
effectiveness of those test suites.
In the view of growing sizes (e.g., LOC) of software
systems and their automated test suites, RQ 4 provided
insights on the scale of increase in the SUT size versus that
of its GUI test suite.
Some of our practical challenges have been learning
how to use the testing tool effectively, difficulties with
Java version incompatibilities, coming up with a way to
infer requirements from an already developed application,
and decisions regarding use case granularity and definition
for the requirements.
Another more specific challenge which we faced early
in the test case development process was determining a
process to test the text which was contained within the
jEdit window. The jEdit application has a customized text
painter (rendering engine), which the IRFT was unable to
properly fetch and thus test. This took some time to figure
out, but eventually it was determined that Microsoft
Wordpad could be used programmatically to test that
particular textbox. Once that testing process was
developed and made reusable, many following test cases
used that testing method without any problem.
One improvement to the test suite which could be
made (and should be made if any future versions are going
to be tested) is to make the test cases more componentbased. This means developing small reusable test
components in a more modular and maintainable way.
While the development of the original test suite was
underway, it was thought that a change to the way that
files were opened would not occur. Thus, the process for
opening a file was included in almost each individual test
case. This could have been pulled out in to a separate
process, and that decision to leave it in the individual test
cases was regretted later. In jEdit 4.1, a change was made
to the file opening business logic and dialog box. This
change caused a lot of hassle in modifying a lot of test
cases. If the file opening had been moved to a single

TABLE I. FUNCTIONAL DEFECTS IN JEDIT DEFECTED BY OUR TEST
SUITE.
1.

SUT LOC under test
Test Script LOC

Test LOC

SUT LOC

SUT LOC
Total Test LOC

x

D. RQ 4. Size of Test Suite Code vs. SUT Code
Figure 5 shows the overall size and complexity of the
SUT code vs. its test suite code.
There are two LOC measures reported for the test
suite: (1) Total test LOC which includes the automatically
generated test helper classes by IRFT, and (2) Test script
LOC (only the actual test code that the tester can see in the
IRFT). The figure shows that even though the size of the
project was obviously increasing, the test suite size did not
change relative to that. This might be explained as the
changes/improvements in the SUT’s GUI were not in the
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component, that component could have easily be changed
and made more robust without the need to go over almost
all of the test cases to revise the file open procedure.
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THREATS TO VALIDITY

In terms of construct validity, note that we used only a
few metrics (e.g., type and of number of maintenance
activities, LOC and defects found) to analyze maintenance
and evolution of functional test suites across different
versions. For a more comprehensive understanding of the
subject, more maintenance and evolution metrics should
be studied.
The main threat to the internal validity of this study is
that the functional test suite should be applied to more than
only three versions of the SUT.
Regarding external validity of the study, we only
studied one open source project (jEdit). Similar case
studies and/or experiments could be performed on
different systems to determine if different systems have
varying or similar results in terms of maintenance and
evolution nature of functional test suites. Also, only one
tester (i.e., the first author) with intermediate skill-level
was involved in the actual testing phase. Also, we only
evaluated one functional testing tool (i.e., IRFT) and other
similar tools also need to be evaluated in similar studies.
VI.

FUTURE WORK

As a future work, we plan to conduct more formal
experimental studies and use statistical tests to assess
different hypothesis on the subject. Also, we plan to repeat
our study on other SUTs and using other testing tools.
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ABSTRACT
Tuberculosis (TB) is a chronic and communicable disease that
mostly affects the lungs, but can also affect other organs. TB is a
leading cause of morbidity and mortality in adults worldwide, killing
almost 2 million people every year. In the USA and Canada, TB is
often ignored or misdiagnosed in emergency departments (EDs). This
is due to the fact that it is relatively rare in North America. However,
it remains prevalent in minority groups, including immigrants from
TB endemic countries. The early detection of TB is a key factor to
improve its treatment and interrupt its spread. In this paper, we
introduce an integrated computer-aided detection (CAD) system for
detecting infectious cases of TB on plain chest radiographs by means
of an intelligent multiagent system (MAS). This system would be of
great value to protect population’ health.
Keywords— Tuberculosis, Computer-aided detection (CAD),
multiagent system (MAS), diagnostic imaging, feature detection.

to others. At the beginning, TB infection is “latent,” meaning that the
person has the TB-causing bacteria but it is “dormant” or inactive.
However, latent TB can progress to “active” TB. Active TB means
that the TB bacteria are multiplying and spreading in the body.
Because MTB bacteria spread through the air, when a person with
active pulmonary TB coughs, sneezes, spits or even talks, tiny
droplets that contain the germs are released and can be inhaled by
anyone in the area. The germs inhaled through the nose and mouth
reach the windpipe and the dividing air tubes that lead to the lungs.
The germs can also spread from the initial location in the lungs to
other parts of the body through the bloodstream. When a contagious
person is identified isolation precautions should be applied to avoid
spreading the disease. A person only needs to breathe in a small
number of these bacteria to become infected. Infecting bacteria that
come from a person who has drug-resistant TB may result in drugresistant TB in the infected person.

In the USA and Canada, TB is often not considered in the
differential diagnosis (a process of weighing the probability of one
disease versus that of other diseases that are possibly accounting for a
patient's illness) of the presenting clinical symptoms at EDs. The
likelihood of disease resulting from such places is extremely high
because the newly infected person will have a weakened immune
system due to his/her illness. Also, the health care providers can
develop the disease and inadvertently pass it to their patients.
Computer Aided Detection (CAD) is an emerging technology that
aims to enhancing the quality and productivity of radiologists’ tasks
by improving the accuracy and consistency of radiologic
interpretation, as well as reducing the image reading time. CAD
systems can also outweigh human limitations in identifying many
diseases in earlier stages. In consequence, devising an automated
CAD system that detects and diagnoses TB from plain chest
radiographs and triggers warning devices to announce for the
presence of active TB would be of great value to public health.

1.2 Diagnosis and treatment of TB
The plain chest radiograph is a widely available, inexpensive, and
safe screening tool for active TB; however, it sometimes lacks
sensitivity and specificity as compared to CT thorax. If pulmonary
TB is suspected then the definitive diagnostic test is sputum
microscopy and culture.
Sputum is the phlegm that we cough out of the lungs or throat. If
a person has symptoms of pulmonary TB, several samples of the
sputum, usually three, will be taken and sent to the laboratory. They
will then be looked at under a microscope to check if TB bacteria can
be seen. If the acid-fast bacteria – AFB can be seen under the
microscope, this is called sputum smear positive TB and the person
expectorating such sputum is more likely to pass on the infection to
others. If the bacteria cannot be seen under the microscope, but
cultures are positive for MTB, this is called sputum smear negative
TB, which means that the person is less likely to pass on the infection
to others. After diagnosing TB, physicians must: 1) decide whether
the patient is infectious and requires respiratory isolation; and 2)
determine what drugs will be most effective against the particular
strain of the TB bacteria. To avoid drug resistance, a combination of
antibiotics is usually prescribed.

1.1 TB Definition and Transmission
TB is a common and potentially life threatening contagious
disease caused by Mycobacterium tuberculosis (MTB). Most
commonly, TB affects the lungs but it can also affect the central
nervous system, the lymphatic system, the circulatory system, the
genitourinary system, bones, joints, and even the skin [1]. Symptoms
of active TB include a persistent cough that lasts several weeks,
weight loss, anorexia, fever, night sweats, and hemoptisis. A person
with active TB in his or her lungs or throat can transmit the bacteria

1.3 Radiology of TB
Pulmonary TB is classically divided in 2 main stages: (i) primary;
and (ii) postprimary or reactivation. Primary TB is the most common
form of pulmonary TB in infants and children. It follows recent
exposure and infection. During this stage, the location of seeding in
the lung is variable, but often, the middle and lower lung zones are
first involved. Hilar and/or mediastinal adenopathy along with a focal
area of consolidation typically well defined, homogeneous, and
segmental are the usual radiographic abnormalities. Primary TB is not
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considered infectious and is difficult to diagnose with confidence
from chest radiographic findings alone. Postprimary TB is almost
always a disease of adolescence and adulthood. A few cases occur in
children younger than 10 years [2]. This type of TB usually results
from either reactivation of a remote infection, or in a minority of
cases, from reinfection of a previously sensitized host. It may be
possible to suspect postprimary TB from chest radiographs. Primary
and postprimary TB encompass different pathological processes that
result in some differences in their respective radiographic
presentation [3]. Fortunately, there are some distinguishing features
for postprimary TB; for instance, cavitation. Cavitation is looked at as
the hallmark of postprimary disease that usually indicates the
presence of active TB [4]. It occurs as the result of caseous necrosis
and is usually associated with high concentration of mycobacteria.
Radiographic features of TB cavities include their upper lung zone
location, intermediate wall thickness (cavity walls of cavities are
thicker than those of cysts), rounded configuration, and absence of an
air-fluid level. Figure 1 shows a plain chest radiograph and CT
evidence of cavitation.

Figure 1. Frontal x-ray and axial computer tomography (CT) radiographs
show a cavitary lesion. The presence of cavities on chest x-ray indicates that
the patient is more likely to be infectious [5].

2. RELATED WORK
Considerable work has been done and presented in the literature
to address the topic of computer-aided diagnosis. Various image
processing methods have been introduced and adopted. A few CAD
systems have been developed and commercialized. Nevertheless,
none of these systems covers the application of CAD in automating
the detection and diagnosis of TB in an integrated approach.
Kakeda et al. [6] developed a Temporal Subtraction Technique
with which a previous chest radiograph is subtracted from a current
one in order that interval changes are extracted and enhanced. This
technique is useful for the interpretation of chest radiographs to alert
radiologists to the location of newly developed abnormalities.
Ramana et al. [7] present an artificial neural network system to
detect pulmonary TB from Mass Miniature Radiographs (MMR). This
system adopts two modules: (1) an image processing module receives
the digital image of a chest radiograph to resize it, enhance its quality,
reduce its noise, and extracts its TB features; and (2) a neural network
module that receives the extracted features and converts them into a
gray-scale format that will be given to neural network for training, by
applying a back-propagation algorithm. A knowledge base system is
used to interpret the processed results.
Bae et al. [8] developed an automated CAD system, which is
based on a lung nodule detection algorithm to detect nodules of 3
different types isolated, juxtapleural, and juxtavascular in terms of
their locations or adjacent anatomic structures. This study showed
that CAD is useful for detecting pulmonary nodules, including small
ones with high sensitivity and a low false-positive detection rate.
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Yoshida et al. [9] proposed a method for the discrimination of
nodules from false positives in digital chest radiographs by means of
a wavelet snake technique.
Van Ginneken et al. [10] presented a method for detecting
abnormalities in frontal chest radiographs and aggregating them into
an overall score. In this method, abnormal signs of a diffuse textural
nature (e.g., in mass chest screening of TB) are detected.
Mundy et al. [11] patented a system for detecting lung diseases,
such as bronchitis, emphesema and lung cancer from x-ray and CT
images. They attempted to automate lung cancer and emphysema
detection in CT scans by adopting a variety of nodule detection and
classification techniques, along with lung parenchyma metrics.
Phuong et al. [12] described a diagnosis system for TB, called
TUBERDIAG. This system uses of a set of IF-THEN rules for the
diagnosis of TB where each rule assigns its weight on a scale of (0,
1). The inference module of the system produces the final diagnosis
as a degree of confirmation/exclusion of diagnosis. TUBERDIAG
adopts of Knowledge Acquisition component to update symptoms and
expert’s rules such that a user can add, delete or modify symptoms or
rules in the knowledge base, a Question and Answer component to
communicate with user to select the appropriate answers for TB
symptoms, Diagnosis, and Explanation.
Giger et al. [13] proposed the Difference-Image technique, a
method in which the original image is filtered twice: Once with a
pherical kernel to obtain a nodule-enhanced image, and once with a
median filter to obtain a nodule suppressed image. The candidate
nodules are then obtained by subtracting the two filtered images.
Artificial neural networks (ANNs) have been recently applied to a
variety of pattern recognition and data classifications in medical
imaging such as chest radiography, chest CT, and mammography
[14]. ANNs are well suited to problems with a high degree of
complexity for which there is no algorithmic solution or the solution
is too complex for traditional techniques to determine. ANNs use
training data to "learn" the solution to the given problem by example.
Thus, it is not necessary for the data to be complete or to have a clear
trend. ANNs can still converge to a solution under these conditions.
Unlike humans, ANNs are not affected by fatigue, emotional state,
and working conditions [15].
3. RESEARCH PROBLEM AND CHALLENGES
3.1 Motivation
The current approach of CAD research is somewhat disjointed.
Summers [16] argues that researchers tend to identify a clinically
useful problem, and then a large portion of the research community
devotes their effort and time to solve it. For example, lung cancer
detection; a large portion of research has been devoted to proposing
CAD systems for diagnosing lung cancer, especially by detecting and
assessing lung nodules. At the same time, other important lung
diseases; such as TB that have both individual and public health
implications are neglected. This approach of research can actually
contribute to creating two major drawbacks: (1) neglecting a wide
range of clinically important problems amenable to CAD; and (2)
developing CAD products with a limited scope of applicability. For
these reasons, some researchers have registered concern about the
accuracy, practicability, and acceptance of CAD systems [17, 18].
This conclusion prompts us to consider a broader view of the
radiologists’ needs and the clinicians’ expectations in order to
augment traditional methods by an advanced CAD system. Achieving
this target requires adding some kind of intelligence to the
prospective system to make it reliable and capable to perform all the
necessary tasks that match our scope of research objectives in
controlling the disease by generating warning signals that guide on

suspicious cases promptly. An integrated and intelligent approach
would provide a more balanced and productive solution [22].
3.2 Challenges
3.2.1 Recovering the Lack of Accuracy in Manual Interpretation
Due to the breadth of possible overlapping abnormalities that are
identifiable in radiographic images, radiographic diagnostic decision
making is difficult, and in most cases is a subjective task. Double
reading is a proved medical practice for reducing diagnosis error, and
consequently improving the detection accuracy. However, small lung
features (e.g., small nodules) are often missed in the interpretation.
Kakeda et al. [6] claim that radiologists may fail to detect lung
nodules in up to 30% of cases with actual positive diagnoses. Nodules
that are difficult to detect are reported to be small [19], of low
contrast, and overlapping with normal anatomic structures [20].
Erroneous interpretation of radiographs results from human
subjectiveness, fatigue, and limited accuracy.
3.2.2 Discrete Radiographic Patterns
There are various difficulties associated with the detection of chest
radiographic abnormalities that suggest the presence of pulmonary
TB. The most apparent difficulty is the disconnected patterns of
abnormality. We could, for example, have signs of nodules or cavities
with a wide range of sizes- from few millimeters up to several
centimeters- with large variation in density, and hence visibility on
radiographs. Some abnormalities can be slightly denser than the
surrounding lung tissues, while the densest ones are calcified.
Moreover, some features can be obscured by other organs, such as
ribs, mediastinum, and structures below the diaphragm. Another
difficulty is the possibility of overlapping the detection and diagnosis
of TB with other lung diseases. We suggest 2 independent means for
overcoming these difficulties. First: by focusing on distinguishing
abnormalities that lead to the detection of smear positive TB. Second:
by providing intelligent mechanisms that can overcome the presence
of similarity to accept undefined patterns.

not only a powerful method for automated reasoning, but also a
pervasive behavior in everyday human problem solving; or, more
radically, that all reasoning is based on past cases personally
experienced. CBR starts with a set of cases or training examples; it
forms generalizations of these examples by identifying commonalities
between a retrieved case and the target problem.
CBR is effective when the problem has records of previously
solved problems exist and specialists describe their domain by giving
examples. CBR is often used where experts find it hard to articulate
their thought processes when solving problems. This technique allows
the case-base to be developed incrementally, while maintenance of the
case library is relatively easy and can be conducted by domain
experts. BBN is used to model domain containing uncertainty.
Conditional probability table (CPT) of a node contains probabilities of
the node being in a specific state given the states of its parents.
Probabilities can be assessed using a combination of theoretical
insight, empiric studies independent of the constructed system,
training and various more or less subjective estimates. BBN provides
advantages such as be able to read the uncertainty of the conclusion
from the network, be able to get the next-most probable diagnosis and
- probably the most important - know under which assumptions about
the domain the suggested diagnosis is the most probable.

4. MAS TB-CAD SYSTEM
Our approach is based on utilizing an innovative methodology that
adopts object and task orientation software engineering (SE) logic
through a modular approach for optimal interaction and parallel
implementation in an effective development life cycle. The system
architecture is illustrated in Figure 2. In this system, the Feature
Detection module will receive its input as a set of (1) two scanned
CXR images; one anterior, and one lateral or (2) a set of CT-Scan
images. The system will process these images to extract important
radiographic features of infectious TB (i.e., cavity, adenopathy, acinar
shadows, volume loss, etc.) by means of image segmentation and
intelligent annotation. The output of this module will be delivered in
XML format and passed to the TB Diagnosis module to process it by
means of artificial intelligence techniques to deliver an automated
diagnosis that answers the question “Is it infectious TB or not”.
Moreover, this module will take advantage of two other inputs: (1)
patient-related information (age, Aboriginal status if Canadian/
American-born, country-of-birth if foreign-born, symptoms and their
duration, contacts to TB transmitters, and risk factors for reactivation);
and (2) autonomously learnt knowledge that will be created by
examining patterns and diagnosis stored in the TB annotated image
repository.
Two submodules will be involved in the diagnosis process: (1) the
Bayesian Belief Network (BBN) sub-module will be used for coarse
diagnosis and probabilistic reasoning; and (2) the Case-based
Reasoning (CBR) submodule will be used for confirmative diagnosis.
CBR is the process of solving new problems based on the solutions of
similar past problems using analogy. It has been argued that CBR is
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Figure 2. Conceptual architecture of the project modules

Finally, the Automated Monitoring and Case Management
module takes the output of the TB Diagnosis module as an input. If
there is a positive sign of infectious TB incident, a set of automated
monitoring and management actions will take place by triggering
multimedia devices to generate special warnings to health care
officials (see Figure 2). Agent platform is used to implement the
system. Elamy and Far [21] define an agent as a software entity that
possesses special intelligent properties, such as autonomy, reasoning,
mobility, sociability, learning ability, cooperation, and negotiation.
Such intelligent properties allow agents to initiate their actions
without the need of direct intervention or guidance of humans or
other entities, and to interactively cooperate and communicate with
each other and with their environment to accomplish special tasks
that cannot be performed by conventional software. Figure 3 depicts a
high level architecture for the MAS TB-CAD system. The system is
composed of 4 layers each dedicated to a particular set of jobs within
the CAD system. The units shown in ovals are agents each having a
set of dedicated roles (tasks) and appropriate expertise to handle the
roles assigned to them.

The source layer is an embodiment of various data sources
currently available, including the annotated x-ray image database, or
anticipated to be added later, such as the patient history database. A
challenge in MAS TB-CAD is that the data may have been collected
at various times in various formats and new data resources may
popup as more needs are identified or due to advancement of
technology. The data guide agents can handle the data diversity in a
seamless way. The agents in the acquisition and integration layer can
learn from or mine the data in a goal-oriented way. The goal
orientation is a central concept. The goal usually comes from the
higher levels such as the user or decision or access layers. A goal
specifies a meaningful target to be analyzed either individually (e.g.,
detailed examination of a certain point in an x-ray for a given patient
case) or as a group (e.g., group discussion regarding a patient case).
The data integration agent has the role of providing the knowledge
acquisition agent with the appropriate data. The local database and
the knowledge base are task specific resources. The agents in the
decision layer implement the decision making algorithms as well as
the visualization of data. The personal assistant agent in the access
layer is a thin application residing on the radiologist or technician's
computing environment. Several users can interact with the system
via wired or wireless connections. The architecture is open and new
agent types with appropriate expertise can be added when needed.

The proposed system would be of great value in protecting residents
from the spread of serious TB contagion.
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Abstract
This paper describes a methodology based on multiagent theory for Air Trafﬁc Flow Management (ATFM)
problem. We modeling a function that take account the impact of trafﬁc managers actions, such as, fairness in the distribution of delays, and ﬁnancial cost. This model is integrated with a Decision Support System Applied to Tactical
Air Trafﬁc Flow Management (SISCONFLUX). The architecture was implemented based on multi-agent system using
reinforcement learning. The objective is to ensure the safety
and prevent or reduce congestions in diverse sectors within
the airspace compute the ﬁnancial cost and impact of the
delay generated on the aircraft. Experimental results using
real data from Brasília’s Flight Information Region (FIRBS) show that the delay time is 25% less than the results
computed only with Graph Theory and fairness factor and
ﬁnancial cost can be used together with congestion data,
without affecting safety and trafﬁc ﬂow.

1. Introduction
Air Trafﬁc Flow Management (ATFM) is considered
an extremely complex task, highly specialized and heavily
based on the experience of the trafﬁc manager [4], where
the tasks should address critical issues such as efﬁciency
(ﬂuency and reduced delays), fairness (working with different airlines), adaptability (dealing with weather conditions),
trust and security (managing airports).
The main objective of the Trafﬁc Flow Management is to
ensure ﬂight regularity, effectiveness and safety with an appropriate balance between demand and the available aero-

nautical and airport structure, according to meteorological
conditions and aircraft operational restrictions [3].
The Brazilian airspace is divided into ﬁve Flight Information Regions (FIR). This paper analyzes the Brasília FIR
which is coordinated by the First Integrated Center of Aerial
Defense and Airspace Control - CINDACTA I which control about ﬁfty per cent of the entire Brazilian air trafﬁc ﬂow.
To coordinate the safe and efﬁcient ﬂow of these aircraft,
the centers of air trafﬁc control (ATC) meet with many challenging situations that are speciﬁcs and adverse that may
lead to a state of saturation [6].
With the objective of preventing congestion in sectors air
trafﬁc managers apply restrictive actions such as, ground
holding, waiting in ﬂight, reducing velocity, alternative
routes, indication in curve for delays in ﬂight and landing
and waiting in intermediate aerodrome.
However, every action generates a cost applied to air scenario as a whole, where potential delays or even cancellation of ﬂights affecting the origin and destination airports.
To assist in the optimization of existing processes, researchers worldwide have studied and suggested various
solutions, which employ techniques ranging from dynamic
programming to multi-agent systems.
In [1] the authors built and tested a prototype of multiagent system for managing congestion in a simulated air
environment. The agents are deﬁned as ﬁxed points (radar)
in the air scenario and take actions based on restrictive measures MIT (Miles in Trail). The results show an improvement in the system-wide performance by up to 20% over
human trafﬁc manager. However the fairness about the restrictive actions is not checked by agent suggestions.
In [2] the authors investigated techniques to achieve fairness between airlines schedules distributing the impact of
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restrictive actions between aircrfat of the system. The system was modeled through the dynamic programming and
deﬁnes a new concept called Pairwise Reversals, that uses
information about the maximum permissible delay for a
ﬂight. Their results show a small increase of 10% in the total delay, with the advantage of increasing the fairness and
satisfaction among airlines.
The research proposed in this paper uses speciﬁc points
of above works, with different and innovative contributions
that will be presented in the next sections.
The remainder of this paper is organized in the following
manner: Section 2 presents the modeling of the agents and
the environment. In Section 3, the architecture of the system
is described. Section 4 shows the experimental results of the
prototype. Finally, in section 5 the ﬁnal consideration of the
research and the relevant references are presented.

2

In Equation 1, 𝐶(𝑧) and 𝑇 (𝑧) represents congestion and
delay time, as deﬁned in [1], 𝐼(𝑧) the ﬁnancial cost and fairness of the restrictive action and 𝛽, 𝛿, and 𝛾 are the weights
of each term.
2.2.1

For airline, the notion of fairness is to have a schedule that
preserves the order of ﬂight arrivals at an airport according to the published schedules in the online Airline Guide
(OAG) [2].
The agent use Equation 2 to analyze the impact of a
restrictive action.
∑
𝐽𝐴𝑑 (𝑠) + 𝐹𝐴𝑡ℎ (𝑠)
(2)
𝐼(𝑧) =
𝑠∈𝑧

In Equation 2, 𝐽𝐴𝑑 (𝑠) is the delay imposed by a restrictive action given by equation 3, and 𝐹𝐴𝑡ℎ is the ﬁnancial
cost in apply the restrictive action, given by Equation 4.

Agent Modeling

The model uses agents that obtain experience from the
environment through online information (radar) about aircraft that are impacting the air scenario.

2.1. Q-Table Construction
The structure of reinforcement learning used is based on
Q-Learning algorithm, proposed by Watkins [5]. In this algorithm, the agent uses a matrix (Q-Table) to store its experiences with the environment.
The Q-Table was modeled as 𝑠 𝑥 𝑎, where 𝑠 represents
the states that characterize the environment and 𝑎 represents
the actions suggests by agent, as show Figure 1.
Q
𝑆1
𝑆2
⋅⋅⋅
𝑆𝑛

𝐴1
𝑄(𝑠1 , 𝑎1 )
𝑄(𝑠2 , 𝑎1 )
⋅⋅⋅
𝑄(𝑠𝑛 , 𝑎1 )

𝐴2
𝑄(𝑠1 , 𝑎2 )
𝑄(𝑠2 , 𝑎2 )
⋅⋅⋅
𝑄(𝑠𝑛 , 𝑎2 )

⋅⋅⋅
⋅⋅⋅
⋅⋅⋅
⋅⋅⋅
⋅⋅⋅



∑

𝑑𝐴𝑔ℎ (𝑎) ∗ 100
 (3)
100 − (
)

𝑑𝑇 𝑑 /𝑠𝑖𝑧𝑒(𝑇 𝑒𝑟𝑚, 𝑡𝑖𝑛𝑖 , 𝑡𝑒𝑛𝑑 ) 
𝑎∈𝑠

Where, 𝑑𝐴𝑔ℎ is the delay of the aircraft 𝑎 on the ground,
in minutes, 𝑑𝑇 𝑑 is total delay in a terminal, and 𝑠𝑖𝑧𝑒 is a
function that returns the number of aircraft that have been
delayed over a period of time, between 𝑡𝑖𝑛𝑖 and 𝑡𝑒𝑛𝑑 in a
terminal.
𝐹𝐴𝑡ℎ (𝑠) =

∑

𝜃(𝑑𝐴𝑡ℎ (𝑎) − 𝐷(𝑎))1+𝜃(𝑑𝐴𝑡ℎ (𝑎)−𝐶(𝑎)) (4)

𝑎∈𝑠

3

When condition of saturation or congestion is detected
the agent suggest delay time as restrictive actions to be applied.

Reward Structure

The reward structure was modeled as a function composed by three terms: congestion, delay time, and ﬁnancial
cost and fairness as show in Equation 1.
𝐺(𝑧) = 𝛽𝐶(𝑧) + 𝛿𝑇 (𝑧) + 𝛾𝐼(𝑧)

𝐽𝐴𝑑 (𝑠) =

In Equation 4, 𝐶 is a variable deﬁned in terms of the
maximum time that an aircraft may delay, before being canceled, 𝐷 is a variable deﬁned in terms of the maximum delay that an aircraft may suffer no harm other ﬂight as deﬁned
in [2], 𝑑𝐴𝑡ℎ the total delay of the aircraft and 𝜃 is a function
that return zero, if the aircraft is in time.

𝐴𝑚
𝑄(𝑠1 , 𝑎𝑚 )
𝑄(𝑠2 , 𝑎𝑚 )
⋅⋅⋅
𝑄(𝑠𝑛 , 𝑎𝑚 )

Figure 1. Q-Table: agent’s rewards

2.2

Evaluation Function: Costs and Fairness

(1)

Architecture

The architecture presents the development of a modular
system, proposed by [6].
The input data of system is composed by radar, repetitive
ﬂight plans (RPL) and eventual ﬂight plans (FPL), managed
by System of Data Treatment and Visualization (STVD)
and Visualization System and Data Processing of the Aerial
Navigation Management Center (SYNCROMAX) [4].
The Module of Monitoring and Scenario Forecast
(MAPC) get this data and put them in a format recognized
by SISCONFLUX, modeling current air scenario and the
future position of the aircraft on the sectors.
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When future congestions are detected by the system, this
information is getting by Module of Flow Balancing (MBF)
and actions based on ground holding problem (GHP) are
calculated and analyzed by the agents. These actions are
suggested to trafﬁc managers, that choose an action to resolving the problem. So, the Module of Evaluation and
Decision Support (MAAD) analyze the result scenario, and
update the agents experience [6].
The proposed architecture can be found in ﬁgure 2,
where CGNA is Center of National Aviation Management.

and the function that checks addition to the above aspects,
the impact of the actions, called Impact function.
The ﬁgure 3 shows the result of simulation with congestion occurring in São Paulo’s Terminal, where they were
observed for the two functions compared.
Terminal Restrictive
Action
without
Impact
Terms

Restrictive
Action
with
Impact
Terms

Result
Analysis

CY(20,25)
SP(15,20)

CY(20,20)
SP(15,20)

delay
reduced

TMASP

Air
Movements

1339

Figure 3. Sao Paulo’s Terminal: best restrictive actions for the evaluation function
The Congestion function in the second column indicates
that to reduce the congestion in the São Paulo’s Terminal
(TMA-SP), a delay between 20 and 25 minutes should be
applied in Cuiabá’s Terminal (CY 20, 25) and one between
15 and 20 minutes in São Paulo’s Terminal (SP 15, 20).
When using the Impact function, shown in the third column, the delays were reduced in Cuiabá’s Terminal (CY 20,
20). This action reduces the delay and cancellations possibility in a terminal, and also the value of the index of ﬁnancial impact and fairness. This occurs because the level of
congestion was relatively low, with up to 13 aircraft in the
sector.
Figure 2. Architecture of MAAD
The concept of this architecture represents the human
trafﬁc manager that make decisions suggested by agents.
Thus, the system is characterized as a semi-automatic control of ﬂow actions.

4

Case 1: High Movement Situation

The analysis is studied by comparison between the results produced by the evaluation function that checks only
security and the ﬂow of aircraft, called Congestion function,

Case 2: Average Movement Situation

In the Figure 4 is shown the simulation with congestion
occurring in Vitoria’s Terminal (TMA-VT), where it was
observed a maximum of 12 aircraft.
Terminal Restrictive
Action
without
Impact
Terms

Experimental Results

To analyze the behavior of the evaluation function proposed in section II, experiments were performed with data
obtained directly from CGNA and CINDACTA I.
The implementation of the prototype was done in a controlled and supervised environment using a ﬁxed number of
cycles. The results of simulation shown the comparison of
two evaluation functions used, with a learning convergence
nearly 300 cycles about.

4.1

4.2

TMAVT

CY(5,10)

Restrictive
Action
with
Impact
Terms

Result
Analysis

CY(5,10)

equal

Air
Movements

863

Figure 4. Vitoria’s Terminal: best restrictive
actions for the evaluation function
The Congestion function manage the congestion in Vitoria’s Terminal suggesting a delay between 5 and 10 minutes
to the aircraft that will take off in the Cuiaba’s Terminal (CY
05, 10) only. The Impact function also suggested the same
restrictive action.
For this case, it indicates that when the restrictive actions
are low delays and the application terminals are few, fewer
aircraft will be impacted.
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4.3

Case 3: Low Movement Situation

The situation in air scenario of Amazonica´s Terminal
(TMA-MN) is that the delays were high in all cases. This
happened because the terminal analysed had a small amount
of ﬂights, but the most of the ﬂights occurred at same times.
This making the situation more critical congestion, reaching
15 aircraft at any given time.
As shown in Figure 5, according to the restrictive actions
suggested by the Congestion function, the trafﬁc manager
must apply between 15 and 20 minutes in Cuiaba´s Terminal (CY 15, 20), between 5 and 10 in São Paulo´s Terminal
(SP 5, 10) and between 15 and 20 in Amazonica´s Terminal
(MN 15 , 20), to solve the problems of congestion.
Terminal Restrictive
Action
without
Impact
Terms
TMAMN

CY(15,20)
SP(5,10)
AM(15,20)

Restrictive
Action
with
Impact
Terms
CY(30,30)
SP(5,10)
AM(20,20)

Result
Analysis

delay
increased

Air
Movements

467

Figure 5. Amazonica’s Terminal: best restrictive actions for the evaluation function
When using the Impact function, the suggested delays
was 30 minutes in Cuiaba´s Terminal (CY 30, 30), between
5 and 10 in São Paulo´s Terminal (SP 5, 10) and 20 in Amazonica´s Terminal (MN 20 , 20).
In this case study was identiﬁed the highest delays and
the most affected terminals by them. This can be justiﬁed by
the greater amount of aircraft affected, leads to a signiﬁcant
increase in the amount delay imposed on the environment,
generating high rates of delay, where the level of fairness
can be harmful and also the ﬁnancial costs increase.

5

Brazilian air scenario; restrictive actions based on ground
holding problem (GHP); a new reward function that takes
into account points as ﬁnancial costs and fairness contributing more visibility on the impact generated by the restrictive
actions applied.
As future works its recommend the studies with new
functions and new restrictive actions. And it is also with the
perspective to apply the developed model in CINDACTA I
for the real operation.
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Final Consideration

This paper has presented a proposal to reduce congestion using a multi-agent system that uses innovative evaluate functions offering a impact analysis of air trafﬁc ﬂow.
The tests show that the delay time suggest by agents is up
to 25% less than the time computed with function of Graph
Theory.
With this approach, trafﬁc managers can acquire knowledge that would help make better decisions on ATFM and
the traditional analysis can by replaced by a new vision of
impact that restrictive actions cause.
The contributions of this work are: a impact sub-module
that uses Artiﬁcial Intelligence applied to the area of Decision Support Systems; a new architecture focused on the
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Abstract
This paper presents an agent-based framework for building
and operating context-aware multimedia content on digital
signage in public/private spaces. The framework enables
active and multimedia content to be composed from mobile agents, which can travel from computer to computer
and provide multimedia content for advertising or userassistant services for users. The framework automatically
deploys their agents at computers near to their current positions to provide advertising or annotation on objects or
for users. To demonstrate the utility of the framework, we
show a user-assistant for shopping with digital signage.

with at least one counterpart object, where each counterpart object is implemented as a mobile agent. It can also
spatially bind a user to its agent using location-sensing systems. For example, when a product is exhibited in a store,
its agent is deployed at computer to its position to display
advertising messages to sell it. When a user buys it and carries it to his/her home, the agent is deployed at a computer
near to it to display how to use it.
• Content, which are played on digital signage and public terminals, can be anything, including text, images,
animations, video, audio, and interactivity.
• To enhance customer experience, the framework can
monitor contextual information in the real world by
means of sensing systems and select and adapt content
according to changes in the real world and user preferences.

1 Introduction
Modern out-of-home (OOH) advertising is focused on marketing to consumers according to their context, e.g., when
and where they are ’on the go’ in public places, in-transit,
or waiting. For example, in public museums, most visitors
want annotations on the exhibits in front of them, because
they lack sufﬁcient knowledge about the exhibits. Their
knowledge and experiences are varied so that they tend to
be become puzzled (or bored) if the annotations provided
to them are beyond (or beneath) their knowledge or interest. Content displayed on digital signage should be selected
and adapted to according to the users’ context.
This paper presents a framework for building and managing context-aware advertising in public places, in-transit,
or waiting. The framework introduces the notion of counterpart objects for people or physical entities. These are
digital representations of people or physical entities and
can deﬁne and provide context-aware for advertising products or user-assistant services. An application should not
directly interact with people or physical objects, but with
their virtual counterpart objects. On behalf physical objects, their counterpart objects need to interact with each
other. The framework provides each user or physical entity

• The framework supports stationary computers rather
than mobile computers because customers in stores or
visitors in museums should pay attention to their purpose, e.g., shopping or watching exhibition.
• It needs to provide massive users with context-aware
services at massive ubiquitous and mobile computing
devices in their personalized forms.
• It provides context-aware content with the ability to
monitor and response to their users’ behaviors, because advertising or user assistant services provided
as context-aware services should adapt to the users’
proﬁles.
The framework should provide a variety of multimedia content, including interactive content, for consumers, from digital signage or terminal in public spaces.

1.1

Related work

There have been several commercial projects for providing context-aware content on digital signage, but they
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were constructed based on ad-hoc manners. On the other
hand, several researchers have explored context-aware services independently of the literature of digital signage.
Cambridge University’s Sentient Computing project [2]
provides a platform for location-aware applications using infrared-based or ultrasonic-based locating systems in
a building. Microsoft’s EasyLiving project [1] enabled
services running on different computers to be combined
dynamically according to contextural changes in the real
world. We discuss differences between the framework presented in this paper and our previous frameworks. We constructed a location model for ubiquitous computing environments. The model represents spatial relationships between physical entities (and places) as containment relationships between their programmable counterpart objects
and deploys counterpart objects at computers according to
the positions of their target objects or places [3]. This was a
general-purpose location-model for context-aware services,
but was not an infrastructure for deploying and operating
such services. We presented an outline of mobile agentbased services in public museums in our early versions of
this paper [4, 5], whereas this paper addresses agent-based
advertising on digital signage for shopping.

2 Design and Implementation
This section describes the design and Implementation of the
framework.

2.1 Basic Approach
This framework builds and manages context-aware multimedia content on stationary computers, including digital
signage and public terminals. We discuss design principle
behind the framework.
• Each mobile agent is a programmable entity with data
store. Therefore, each mobile agent-based services
can deﬁne programs to play its visual/audio content
and interact with users inside it. Therefore, the framework itself and underlying systems are independent of
application-speciﬁc tasks.
• After arriving at its destination, a mobile agent can
continue working without losing the results of working, e.g., the content of instance variables in the
agent’s program, at the source computers. Therefore,
users can continue to enjoy or interact with content
from computers close to their current positions, even
when the users move from location to location.
• The framework deploys and execute mobile agents
bound to physical entities or people at computers near

the position of the user instead of any remote servers.
As a result, mobile agent-based content can directly
interact with the user, where RPC-based approaches,
which other existing approaches are often based on,
must have network latency between computers and remote servers.
• Mobile and ubiquitous computers often have only limited resources, such as restricted levels of CPU power
and the amounts of memory. Mobile agents can help
to conserve these limited resources, since each agent
needs to be present at the computer only while the
computer needs the content provided by that agent.
• To support wide public spaces, the framework needs
to be managed in a non-centralized manner. Mobile agents can be managed without any centralized
servers.

2.2

Agent Platform

The framework consists of three parts: (1) mobile agents,
(3) agent runtime systems, and (3) location information
servers, called LISs (Fig. 1). The ﬁrst offers applicationspeciﬁc content, which are attached to physical entities and
places, as collections of mobile agents. The second is running on public terminals or digital signage and responsible
for executing mobile agents and migrating to other runtime
systems, which may run on different computers, through
peer-to-peer based protocols. The third provides a layer
of indirection between the underlying locating sensing systems and mobile agents. Each LIS manages more than one
sensor and provides the agents with up-to-date information
on the state of the real world, such as the locations of people, places, and things, and the destinations that the agents
should migrate themselves to.

2.3

Location Information Server

Each LIS monitors multiple sensors that detect the presence
of tags and maintains up-to-date information on the identities of tags that are within the zone of coverage of its sensors. This is achieved by polling sensors or receiving the
events issued by the sensors themselves. An LIS does not
require any knowledge of other LISs. To conceal the differences among the underlying locating systems, each LIS
maps low-level positional information from each of the locating systems into information in a symbolic model of location. An LISs represents an entity’s location at a few feet
spaces, called spot, which distinguishes one or more portions of a room or building.
In the remanding paper, we assume to use RFID technology, where users and physical products or exhibits are
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Figure 1. Architecture
attached with RFID tags. When an LIS detects a new tag in
a spot, it multicasts a query that contains the identity of the
new tag and its own network address to all the agent runtime systems in its current sub-network to discover agents
or computers attached to the tag. When there are multiple
candidate destinations, each of the agents that is tied to a
tag can select one destination on the basis of the proﬁles of
the destinations. When the absence of a tag is detected in
a spot, each LIS multicasts a message with the identiﬁer of
the tag and the identiﬁer of the spot to all runtime systems
in its current sub-network.

2.4 Agent runtime system
Each runtime system migrate agents to other runtime systems running on different computers through a TCP channel
using mobile-agent technology (Fig. 1). It is designed for
only the framework and built on the Java virtual machine
(Java VM) version 1.5 or later versions, which conceals differences between the platform architectures of the source
and destination computers. It governs all the agents inside
it and maintains the life-cycle state of each agent. When
the life-cycle state of an agent changes, e.g., when it is created, terminates, or migrates to another runtime system, its
current runtime system issues speciﬁc events to the agent.
When an agent is transferred over the network, not only
the code of the agent but also its state is transformed into a
bitstream by using Java’s object serialization package and
then the bit stream is transferred to the destination. Since
the package does not support the capturing of stack frames
of threads, when an agent is deployed at another computer,

its runtime system propagates certain events to to instruct
it to stop its active threads. Arriving agents may explicitly
have to acquire various resources, e.g., video and sound, or
release previously acquired resources.

2.5

Service-provider mobile agent

Each agent is attached to at most one user or physical entity. If an agent is tied to a user, it maintains his/her preference information and programs that provide annotation
inside it. If an agent is tied to a entity, it maintains information about the entity and programs to monitor or control the entity. To easily build agents, we provides built-in
agents, which are dynamically assembled from content part
and user-preference part.
2.5.1

Content part:

This part is responsible for selecting and playing annotations according to the current spot and route in addition to
the information stored in the user-preference part and play
the content in the personalized form of its user. It is deﬁned as a set of content-selection function and programs
for playing the selected content.
The function maps more than one argument, e.g., the
current spot, the user’s selected route, and the number of
times he/she has visited the spot into a URL referring to the
annotative content. The content can be stored in the agent,
the current runtime system, or external http servers. That is,
each agent can carry a set of its content, play the selected
content at its destinations, directly play the content stored
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at its destinations, or download and play the content stored
in Web servers on the Internet. The current implementation
can divide this part into three sub-parts: opening, annotation, and closing, which are played in turn.
Annotation content is various, e.g., text, image, video,
and sound. The annotation part deﬁnes programs for playing this content. The current implementation supports (rich)
text data, html, image data, e.g, JPEG and GIF, video data,
e.g., animation GIF and MPEG, and sound data, e.g., WAV
and MP3. The format for content is speciﬁed in an MIMEbased attribute description. Since the annotation part is deﬁned as Java-based general-purpose programs, we can easily deﬁne interactions between visitors and agents.
2.5.2 User-preference part:
This part is responsible for maintaining information about
a visitor. In fact, it is almost impossible to accurately infer
what a visitor knows or is interested in from data that are
measured by sensing systems. Instead, the current implementation assumes that administrators will explicitly ask
visitors about their knowledge and interests and manually
input the information into this part. Nevertheless, it is still
possible to make an educated guess with some probability
as to what a visitor may be interested in, if we know which
spots he/she has visited, how many he/she has visited, and
how long he/she was visited. Each agent has a mechanism
to automatically record the identiﬁers, the number of visits
to, and the length of stays at spots by visitors.
2.5.3

Security and privacy issues

The framework only maintains per-user proﬁle information
within those agents that are bound to the user. It promote
the movement of such agents to appropriate hosts near the
user in response to the user’s movements. Thus, the agents
do not leak proﬁle information on their users to other parties
and they can interact with their mobile users in personalized
form that has been adapted to respective, individual users.
The runtime system can encrypt agents to be encrypted before migrating them over a network and then decrypt them
after they arrive at their destination. Moreover, since each
mobile agent is just a programmable entity, it can explicitly encrypt its particular ﬁelds and migrate itself with these
ﬁelds and its own cryptographic procedure. The Java virtual machine can explicitly restrict agents to only access
speciﬁed resources to protect hosts from malicious agents.
Although the current implementation cannot protect agents
from malicious hosts, the runtime system supports some authentication mechanisms for agent migration so that each
agent host can only send agents to and only receive from
the trusted hosts.

3

Early Experience

We have several experience of the framework in real spaces.
This section describes two applications.

3.1

Performance evaluation

Although the current implementation was not built for performance, we measured the cost of migrating a null agent (a
5-KB agent, zip-compressed) and an annotation agent (1.2MB agent, zip-compressed) from a source host to a destination host that was recommended by the LISs. The latency
of discovering and instructing an agent attached to a tag after the CDS had detected the presence of the tag was 420
ms and the respective cost of migrating the null and annotation agent between two hosts over a TCP connection was
38 ms and 480 ms. This evaluation was operated with three
computers (Intel Core 2 Duo 2 GHz with Windows XP Professional and JDK 1.5) connected via a Fast Ethernet. This
cost is reasonable for migrating agents between computers
to follow that visitors moving between exhibits.
The current implementation supports two commercial
tracking systems. The ﬁrst is the Spider active RFID tag
system, which is a typical example of proximity-based
tracking. It provides active RF-tags for users. Each tag
has a unique identiﬁer that periodically emits an RF-beacon
(every second) that conveys an identiﬁer within a range of
1-20 meters. The second system is the Aeroscout positioning system, which consists of four or more readers located
in a room. These readers can measure differences in the
arrival timings of WiFi-based RF-pulses emitted from tags
and estimate the positions of the tags from multiple measurements of the distance between the readers and tags;
these measurement units correspond to about two meters.

3.2

Digital signage for product life cycle management

We experimented and evaluated mobile agent-based active
media for appliances, e.g., electric lights. It is unique
among other existing active media because it does not support advertising for its target appliance but also assist users
to control and dispose the appliance. We attached an RFID
tag to an electric light and provide a mobile agent as an active media for the light. The media is attached to its target
item and is deployed at computers close to the current position of the item. The current implementation assumes that
an agent for managing active media for its target appliance
is created when the appliance is shipped from its factory.
Since the agent deﬁnes programs to display three kinds
of active media content inside it, it selects them according
to their spaces. It supports the lifecycle of the item from
shipment, showcase, assembly, using, and disposal.

506

• In warehouse: While the light is in a warehouse, its
agent is deployed at a computer in the warehouse. It
notiﬁes its speciﬁcation, e.g., its product number, serial number, the date of its manufacture, the size and
weight of it, to a server of warehouse.
• In store: While the light is at a showcase in a store, its
agent is deployed at a computer close to its target object to display advertising media to sale it customers
who visit the store. Figure 2 a) and b) are two images maintained in the agent and displays the price,
product number, and manufacture name on its current
computer.
• In house: When the light is bought and carried to the
house of its owner, its agent migrates to a computer in
the house and illustrate how to assemble it. Figure 2
c) is the active media for assembly guide. The agent
also illustrate how to use it as shown in Figure 2 d).
When it is disposed, the agent shows its active media
for disposal guide. Figure 2 e) shows the image that
illustrates how to dispose the appliance.
a) In-store poster advertising

c) In-house content on assembly guide

b) In-store content on specification

d) In-house content on using guide

e) In-house content on disposal guide

agent attached to the light can also work as our X10-based
server’s client and is running on the stationary runtime system in the room. When a tagged user approaches a light,
an LIS in the room detects the presence of his/her tag in the
cell that contains the light. The LIS then moves the agent
that is bound to his/her tag to the runtime system on which
the light’s agent is running. The user’s agent then requests
that the lights’ agent turns the light on through the interagent communication.
The second allows us to use a PDA to remotely control nearby lights. In this system, place-bound controller
agents, which can communicate with X10-base servers to
switch lights on or off, are attached to places with room
lights. Each user has a tagged PDA, which supports the
runtime system with WindowsCE and a wireless LAN interface. When a user with a PDA visits the cell that contains
a light, the framework moves a controller agent to the runtime system of the visiting PDA. The agent, now running
on the PDA, displays a graphical user interface to control
the light. When the user leaves that location, the agent automatically closes its user interface and returns to its home
runtime system.

3.3

User-assistant agent for visitors in museums

The second is an experiment at the Museum of Nature and
Human Activities in Hyogo, Japan, using the proposed system. The experiment was carried out at four spots in front of
specimens of stuffed animals, i.e., a bear, deer, racoon dog,
and wild boar. Each spot could provide ﬁve different pieces
of animation-based annotative content about the animals,
e.g., its ethology, footprints, feeding, habitats, and features,
and had a display and Spider’s active RFID reader with a
coverage range that almost corresponded to the space, as
shown in Fig. 3. When a visitor ﬁrst participated in the
experiment, an operator input the point of interest and the
route for the new visitor and created his/her virtual agent.

Figure 2. Digital signage for supporting appliance

Pendant
(with RFID
tag)
RFID
reader

Navigation to one destination

Ambient
Display

In house-setting, we can deﬁne agents that control appliances, which may not have any network interfaces. In both
of the approaches we describe here, the lights are controlled
by switching their power sources on or off through a commercial protocol, called X10.
The ﬁrst can autonomously turn room lights whenever a
user with a tagged user is sufﬁciently close to them. The

Selection from two destinations

Figure 3. Spot in museum.
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The experiment was designed to enable visitors to imagine that their agents, which were virtual owls, were within
their pendant. Each visitor has a colored pendant including
RFID tags. A newly created agent is provided with its own
color corresponding to the color of the pendant attached to
the agent, because visitors could distinguish between their
agents and others’ agents through their pendants’ colors.
This may seem to be naive but it effectively enables visitors
to readily identify their agents. For example, when a visitor
entered a spot with the specimen of a racoon dog, his/her
agent migrated from his/her pendant to the display located
in the spot. As shown in Fig. 4, an agent tied to the pendant plays the opening animation to inform that its target is
a visitor with a pendant. It next plays the annotation and
then the closing animation.
Opening animation

time

Annotation about racoon dog

time

ing specimen.

4

Conclusion

We designed and implemented a context-aware infrastructure for building and managing mobile agent-based content
displayed on public terminals or digital signage, where mobile agents are autonomous programs that can travel from
computer to computer under their own control as virtual
counterpart objects for people or physical entities. It provides users and physical entities with mobile agent-based
content to support and annotate them. Using locationtracking systems, it can migrate content to stationary or
mobile computers near the locations of the users and physical entities to which the agents are attached. That is, it allows a mobile user to access its personalized services in an
active computing environment and provides user/locationdependent active media to a user’s portable computer or stationary computer. It is managed on a decentralized manner.
In addition, to support large-scale context-aware systems,
the system is managed in a non-centralized manner. Using
the system, we constructed and operated two applications
of location/user-aware multimedia in a museum and stores
as case studies in our development of ambient computing
services in public spaces.

Closing animation
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We simultaneously provided two kinds of routes for visitors to evaluate the utility of our user-navigation support.
Both routes navigated visitors to destination spots along the
way (Fig. 3). They enabled all visitors to walk around
an exhibition both consisting of four spots two or three
times. That is, a visitor might visit the same spots two
or three times depending on the navigation providing by
his/her agent. In addition, the ﬁrst route enabled visitors to
explicitly select subjects they preferred by moving to one of
the neighboring spots corresponding to the subjects selected
in speciﬁed spots at speciﬁed times. The second route provided visitors with several quizzes to review what they had
learnt about the animals by selecting neighboring spots corresponding to their answers in speciﬁed spots at speciﬁed
times. Both the experiments offered visitors animationbased annotative content about the animal in front of them
so they could learn about it while observing the correspond-

[4] I. Satoh: Context-aware Agents to Guide Visitors in Museums, in
Proceedings of 8th International Conference on Intelligent Virtual
Agents (IVA’08), Lecture Notes in Artiﬁcial Intelligence (LNAI),
vol.5208, pp.441-455, September 2008.
[5] I. Satoh: A Context-aware Service Framework for Large-Scale Ambient Computing Environments, in Proceedings of ACM International Conference on Pervasive Services (ICPS’09), pp.199-208,
ACM Press, July 2009.
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Abstract
Modeling automated user tasks based on agent-oriented
approaches is a promising but challenging task. Personalized user agents have been investigated as a potential way of
addressing this issue. Most of recent research work has focused on learning, eliciting and reasoning about user preferences and proﬁles. In this paper, our goal is to deal with
the engineering of such systems, barely discussed in the literature. In this context, we present a high-level domainspeciﬁc model whose aim is to give users the power to customize and dynamically adapt their user agents. In addition, we propose a general architecture for developing usercustomizable agent-based systems.

1. Introduction
Many modern computer systems are providing assistance
to several of our usual tasks, by incorporating features with
a proactive and autonomous behavior. Typical examples include product recommendations based on our purchase history and generation of playlists based on songs we listen.
These systems are increasingly becoming part of our everyday life. A generalized and ambitious idea underlying such
systems is the personalized user agents [9], which are personal assistants acting on the users’ behalf. Even though
signiﬁcant research effort has been invested on developing
user agents, we are far from their massive adoption.
Schiafﬁno & Amandi [12] presented an empirical study
that gives a solid basis for explaining this scenario. They
claim the “human-computer interaction people have criticized agent-based methodologies that seem to produce systems not easily accepted by the user: one of the main reasons
is the autonomy of the agents that can cause a loss of control
by the user.” Their study showed that different users need
different kinds of user agents. In addition, a large group of
users is willing to adopt user agents only if they know exactly what the agent is going to do.
Our research addresses this group of users. In this paper we demonstrate an approach to empower users with
a high-level domain-speciﬁc language that allows them to

dynamically program and personalize their agents, as opposed to inference models that might reach the wrong conclusions about user preferences and cause agents to take inappropriate actions. Our approach distinguishes user conﬁgurations from preferences, which we collectively refer
to as customizations. Conﬁgurations are direct and determinant interventions that users perform in a system, such
as adding/removing services or enabling optional features.
They can be related to environment restrictions, e.g. a device conﬁguration. Preferences represent information about
the users’ values that inﬂuence their decision making, and
thus can be used as resources in agent reasoning processes.
They typically indicate how user rates certain options better
than others in certain contexts. The present work evolved
from our approach for building customized service-oriented
user agents [11], which only dealt with user conﬁgurations
and it did not address dynamic adaptations, i.e. our previous
user agents did not evolve at runtime.
Our goal in this paper is twofold. We present a Domainspeciﬁc Model (DSM) to model user preferences, which provides the necessary vocabulary to build an end-user preferences language. Exiting representation models of user preferences force users to express their preferences in a particular way. Consequently, these works create the need for elicitation techniques to interpret answers to questions and indirectly build the user model. The language that our DSM
creates allows users to express different kinds of preference
statements, creating a vocabulary that is very close to natural language. The proposed DSM is a metamodel that may
be instantiated to build different applications.
We also show how this language is used in broader context, which is an architecture to build user-customizable
applications, composed of user agents that are dynamically adapted based on a user model that follows our metamodel. We have taken into account software engineering
issues identiﬁed as current practices to develop applications
based on user models. In this sense, we also contribute with
an analysis of existing mechanisms to implement user customizations, which may result in low-quality software architectures. Good (modular, stable, ...) architectures are
essential to produce higher quality software which is easier
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to maintain. Otherwise, software architectures may degenerate over time, making their maintenance a hard task, by
increasing costs with refactorings.
This paper is organized as follows. In Section 2, we
describe our user-driven software architecture. Section 3
presents our DSM, followed by Section 4, which evaluates
our metamodel, showing its generality when used across different domains. Section 5 presents related work. Finally,
Section 6 concludes this paper.

2. A User-driven Software Architecture
Our research on developing personalized user agents is
driven by a reference architecture that allows to adapt agents
based on an end-user’s DSM. In this section, we ﬁrst present
usual software engineering practices adopted to develop
user-model based systems. They motivate the structure of
our reference architecture, which is also detailed.

2.1. Software Engineering Practices to Develop User Agents
An essential characteristic of user agents is that they store
information speciﬁc to each user. This is typically implemented either using: (i) a user model, which stores user information in a single location and is checked whenever a
user-dependent action is performed; and (ii) control variables, which are inserted in the code to reﬂect user customizations and used to make some decisions that indicate
to an agent the right course of actions it should take. Both
solutions are essentially the same, with the difference that
the ﬁrst solution concentrates all the user-speciﬁc data. Even
though these solutions produce the desired behavior, they
have drawbacks from a software engineering perspective.
Concentrating all user customizations in a single component creates a high coupling between this component
and other system components. In addition, changes in this
unique component may imply a lot of little changes applied
to a lot of different classes. This characterizes the Shotgun
Surgery bad code smell [6]. Moreover, in both solutions, a
control variable will be used – in (i), it is retrieved from the

Figure 1. Modularization Approaches.

user model – which is a program variable used to regulate
the ﬂow of control of the program. These control variables,
i.e. user customizations, may be used in several system locations and are usually used in chained if or switch statements scattered throughout the system. If a new clause is
added to the switch, all statements must be changed. This
is another bad code smell, the Switch Statement [6], and the
object-oriented notion of polymorphism gives you an elegant way to deal with this problem.
Another software engineering issue related to user agents
is that user customizations may be seen as a concern in a
system that is spread all over the code. However, at the
same time, each customization is associated with different
services (also concerns) provided to users. Therefore, when
developing such system one has to choose the dimension
in which the software architecture will be modularized: in
terms of services (Figure 1(a)) or modularizing user settings
in a single model (Figure 1(b)). It can be seen that it is not
possible in either approach to modularize concerns in single
modules. In addition, without modularizing user customizations, as in Figure 1(a), they are buried inside the code, thus
making it difﬁcult to understand them as a whole.
Based on these arguments, we claim that there is a need
for better software architectures to build personalized user
agents, taking into account good software engineering practices. However, dealing with variable traits that emerge from
user customization points is not a trivial task. These customization points are spread all over the system architecture
and play different roles in agent architectures [5, 10]. If all
this information is contained in a single user model, we have
the problems discussed above and this model would aggregate information related to different concerns of the system
(low cohesion among user model elements).

2.2. Detailing our Software Architecture
Our solution to the previously described issues is to provide a virtual separation of concerns [7]. The main idea is to
structure the user agent architecture in terms of services by
modularizing its variability as much as possible into agent
abstractions. We provide a virtual modularized view of user
customizations, as Figure 1(c) illustrates. Customizations
are not design abstractions, but they are implemented by
typical agent abstractions (goals, plans, etc.), i.e. they play
their speciﬁc roles in the agent architecture. The virtual user
model is a complementary view that provides a global view
of user customizations. This model uses a high-level enduser language, and users are able to conﬁgure their agents
by means of this model. This section details our proposed
architecture, depicted in Figure 2, and describes the mechanism that makes the virtual user model (henceforth referred
to as user model) work with agent architectures.
The User Agents module consists of agents that provide
different services for users, e.g. scheduling and trip plan-
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Figure 2. Proposed Architecture.
ning. Their architecture supports variability related to different users, as well as provide mechanisms to reason about
preferences. These agents use services provided by a distributed environment (the Services cloud), and their knowledge is based on the Domain Model, composed of entities shared by user agents and services, application-speciﬁc,
etc. The Security module addresses security and privacy issues, because user agents may share information with other
user agents. This module aggregates policies that restrict
this communication, assuring that conﬁdential information
is kept safety secured. Users access services provided by
user agents through the Applications Interface module.
The User Model contains user conﬁgurations and preferences expressed in a high-level language. They are present
in the user agents architecture but as design-level abstractions. Clearly, there is a connection from the User Model
and User Agents. This connection is stored in the form of
trace links, indicating how and where a customization is implemented in a user agent(s). Adaptations are performed
at runtime and are accomplished based on the trace links
between the User Model and the User Agents architecture.
The Synchronizer is the module in charge of adapting User
Agents based on changes in the User Model. It is able to understand these trace links, and knows which transformation
must be performed in the User Agents based on changes in
the User Model. Therefore, the User Model drives adaptations in the User Agents. By means of the Conﬁguration module, users can directly manipulate the User Model,
which gives them the power to control and dynamically
modify user agents, using a high-level language. In addition,
changes in the User Model may be performed or suggested
by the Learning module, which monitors user actions to infer possible changes in the User Model. This module has
a degree of autonomy parameter, so it may automatically
change the User Model, or just suggest changes to it, to be
approved by the end users.

3. A Metamodel for Building Applicationspeciﬁc User Models

Figure 3. A Metamodel for Modeling User
Preferences (Part I).

speciﬁc user models, using domain-speciﬁc abstractions.
The metamodel provides concepts to represent user conﬁgurations and preferences. Our metamodel, which is an extension of the UML metamodel1 , is depicted in Figures 3
and 4. Elements of the UML metamodel, e.g. Class and
Property, are either distinguished with a gray color in
diagrams or are referred in properties.
Before instantiating the metamodel to model user customizations at runtime, it is necessary to build the Domain
Model (Section 2) at development time, for deﬁning domain
abstractions that are referred to in the User Model. The Domain Model consists of: (i) an Ontology model; (ii) a Variability model; and (iii) a Preferences Deﬁnition model. The
Ontology model represents the set of concepts within the
domain and the relationships between those concepts. The
Variability model, in turn, allows modeling variable traits
within the domain, which are later used for deﬁning user
conﬁgurations. The goal of the Variability model is to describe variation points and variants in the system, which can
be either optional or alternative. In addition, restrictions
may be deﬁned in order to represent relationships between
variations. The Variability model is used to deﬁne the conﬁguration of the system in the User Model. This part of our
metamodel was explored in our previous work [11] and is
out of the scope of this paper. Therefore, we give this brief
introduction to the Variability model, but we refer the reader
to [11] for further details.
The part of our metamodel that is used in the Preferences
Deﬁnition model is presented in Figure 3. The purpose of

In this section, we present and detail our proposed
metamodel, whose aim is to allow to build application-

1 http://www.omg.org/spec/UML/
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Figure 4. A Metamodel for Modeling User Preferences (Part II).
this model is to deﬁne how users can express their preferences and about which elements of the Domain Model. Even
though it is desirable that users be able to express preferences in different ways, it is necessary to have agents that
can deal with them. For instance, if application agents can
deal only with quantitative preference statements, user preferences expressed in a qualitative way will have no effect on
the system behavior.
Users can express different types of preference: (i)
Order (ORDER) – expresses an order relation between
two elements, allowing users to express “I prefer trains
to airplanes.” A set of instances of the Order preference comprises a partial order; (ii) Reference Value
(REFERENCE VALUE) – enables users to indicate one or
more preferred values for an element. It can be interpreted
as the user preference is a value on the order of the provided
value; (iii) Minimize/Maximaze (MIN MAX) – indicates that
the user preference is to minimize or maximize a certain element; (iv) Don’t Care (DONT CARE) – allows indicating a
set of elements the user does not care about, e.g. “I don’t
care if I travel with company A or B;” (v) Rating – allows
users rating an element. By deﬁning a RatingDomain
for an element, users can rate this element with a value
that belongs to the speciﬁed domain. This domain can be
numeric (either continuous or discrete), with speciﬁed upper and lower bounds. In addition, an enumeration can be
speciﬁed, e.g. LOVE, LIKE, INDIFFERENT, DISLIKE and
HATE. Moreover, different domains can be speciﬁed for the
same element. Using Rating preferences, it is possible to
assign utility values to elements, or to express preference
statements; and (vi) Constraint (CONSTRAINT) – a particular preference type that establishes a hard constraint over
decisions, as opposed to the other preference types, used to
specify soft constraints. Constraints allows users to express
strong statements, e.g. “I don’t travel with company D.”
Different kinds of preferences may be used by agents in

different ways, according to the approaches they are using to
reason about preferences. If an agent uses utility functions
and the user deﬁnes that the storage capacity of a computer
must be maximized and provides a reference value
√ α, the
agent may choose a utility function like f (x) = α x.
For deﬁning the allowed preference types, developers
must create instances of AllowedPreferences, and
make the corresponding associations with types and domains. The specializations of AllowedPreferences
characterize different element types that can be used in
preference statements. There are four different possibilities: classes (I prefer notebook to desktop), properties (The
notebook weight is an essential characteristic for me) and
their values (I don’t like notebooks whose color is pink),
enumeration literals (I prefer red to blue) and values (Cost
is more relevant than quality). Value is a ﬁrst-class abstraction that we use to model high-level user preferences. We
adopted this term from [3]. A scenario that illustrates the use
of values is in the travel domain. A user may have comfort
(a value) as a preference when choosing a transportation, instead of specifying ﬁne-grained preferences, such as trains
are preferred to airplanes, but traveling in an airplane ﬁrstclass is better than by train, and so on. In this case, the user
agent is a domain expert that knows what comfort means.
Based on these deﬁnitions and on our metamodel (Figure 4), it is possible to build a User Model to model preferences and conﬁgurations. It is composed of two parts: (i)
Conﬁguration model; and (ii) Preferences model. As discussed above, in the Conﬁguration model, users choose optional and alternative variation points from the Variability
model, deﬁning their conﬁgurations [11]. On the other hand,
in the Preferences model, users deﬁne preferences and constraints. These are more closely related to a cognitive model
of the user. User preferences (or soft constraints) determine
what the user prefers, and indirectly how the system should
behave. If the preferred behavior is not possible, the system

512

may move to other acceptable alternatives. Constraints, in
turn, are restrictions (hard constraints) over elements. As
opposed to preferences, they directly deﬁne mandatory or
forbidden choices that must be respected by the system.
Figure 4 shows the Constraint element and ﬁve
different specializations of Preference that represent
the different preference types previously introduced. Constraints are expressed in propositional logic formulae, however using only ¬, ∧ and ∨ logical operators. Atomic formulae refer to the same types of elements of preferences and
can use comparison operators (=, =, >, ≥, <, ≤) between
properties and their values. The PreferenceTarget
and its subtypes are used to specify the element that is
the target of the preference statement or formula. In
addition, it allows to specify nested properties, such us
Flight.arrivalAirport.location.country.
If we have directly associated preferences to classes,
properties, enumerations and values, either we would have
to make specializations of each preference type to each
element type or to change the UML metamodel to make
a common superclass of classes, properties, enumerations
and values. Given that we did not want to modify the UML
metamodel, but only to extend it, and the ﬁrst solution
would generate four specializations for each preference
type, we used the PreferenceTarget as an indirection
for elements that are referred in preferences and constraints.
Besides deﬁning preferences and constraints, users can
specify conditions, also expressed in propositional logic formulae, to deﬁne contexts in which preferences and constraints hold. Furthermore, in order to guarantee that users
produce valid instances of the metamodel, we have deﬁned
additional constraints over instantiated models, e.g. in a
nested property, the child of a property whose class is X
must also be a property of Class X.

(a) Flight Domain

(b) Computer Domain

Figure 5. User Preferences model.

4. Evaluating our User Metamodel across Different Application Domains
Our metamodel was built using preference statements
collected from different individuals and from papers related
to user preferences. The idea was to contemplate the different kinds of preference statements in order to maximize
the users’ expressiveness. The metamodel uses abstractions
from the user preferences domain, therefore the language
is built as an end-user language. This section presents two
Preferences models to show that our metamodel is generic
enough to model different kinds of preferences statements
in different domains – ﬂight and computer domains. Given
that these are two well-known domains, we assume that the
reader is familiar with them, and due to space restrictions,
we present only the Preferences models. In addition, we assume that the Preferences Deﬁnition model deﬁnes that all
preference types over all elements are allowed.

The ﬁrst Preference model, which is from the ﬂight domain, indicates where a user prefers to seat inside an airplane. This model consists of three order preferences, two
of them with conditions, and one minimization preference.
Next, we present the four modeled preference statements in
natural language, and Figure 5(a) shows how they are modeled with our metamodel abstractions.
P1. If the ﬂight is short, i.e. its duration does not exceed 4
hours, I prefer a seat by the aisle to a seat by the window.
P2. If the ﬂight is long, i.e. its duration is higher then 4
hours, I prefer a seat by the window to a seat by the aisle.
P3. I always prefer to sit at the ﬁrst rows of the airplane.
P4. Sitting in the ﬁrst rows of the airplane is more important
to me than the seat location.
The computer domain Preferences model presented in
Figure 5(b) has some elements in gray color. They are
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not part of the Preferences model, but from the Domain
model, but we included them in Figure 5(b) to present some
application-speciﬁc concepts used in this model. First, four
values are deﬁned in the Computer Domain (mobility, readability, performance and cost). These values can be rated
with “+”, ranging from one to ﬁve. These are the natural
language preference statements modeled in Figure 5(b):
P1. Cost is the most important value (+++++).
P2. I rate performance with ++++.
P3. I rate readability with ++++.
P4. I rate mobility with ++.
P5. I’m expecting to pay around $800 for my laptop.
P6. I want a computer with less than 3Kg.
P7. The lighter the computer is, the better.
It is important to notice that Rating and Order preferences
provide different information. By saying that cost is +++++
and performance is ++++, a user is informing that cost is
more important than performance (order), but performance
is also important, and should be taken into account.

end users in natural language statements are directly represented. Our metamodel provides a domain-speciﬁc language that empowers users to express their preferences to
program their agents. Besides constraints, ﬁve different
preferences types can be represented. In addition, we adopt
values as a ﬁrst-class abstraction to model high-level preferences. Instances of our metamodel are to be used in combination with our proposed architecture, which uses them
as a virtual user representation. Services are provided by
user agents structured with traditional agent-based architectures. The User Model provides a modularized view of different user-related concepts spread into agent architectures.
A Synchronizer module ensures that changes in the User
Model demands appropriate adaptations in user agents.
We are currently working on a language based on our
metamodel using syntactic sugar. In addition, we are investigating how to verify the User Model to identify inconsistencies across preferences.
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Information Repository (LIR) [14], Linguistic Watermark Suite
(LWS) [15] and LexInfo [6] have been designed and developed
over the past years. Most of these models build on the standard
of the lexical resources representation recently defined by the
LMF (Lexical Markup Framework) standard [12]. In fact, LMF
meta-model provides a common and shared representation of
lexical objects that allows for the encoding of rich linguistic
information, including morphological, syntactic, and semantic
aspects [8]. However, the association of lexical information
with the ontological entities is a heavy and time consuming
activity considering the plurality and the heterogeneity of the
resort sources [13].

Abstract—The present paper proposes an approach of domain
ontology generation from LMF standardized dictionaries (ISO24613). The originality of this work lies in the use of a unique and
finely-structured source containing multi-domain lexical
knowledge of morphological, syntactic and semantic levels,
lending itself to ontological interpretations. Our method for the
domain ontology generation consists, firstly, in building the core
of the target ontology, taking advantage of the LMF standardized
dictionary structure. Secondly, it consists in enriching such core
starting from textual sources with guided semantic fields
available in the definitions and the examples of lexical entries.
The reliability of the proposed approach is shown through the
illustrations carried out on the Arabic language. This choice is
explained not only, by the great deficiency of work on Arabic
ontology building, but also by the availability within our research
team of an LMF standardized Arabic dictionary.

An LMF standardized dictionary incorporates diversified
knowledge lending itself to ontological interpretations.
Moreover, the huge lexical information proves to be very
useful to generate domain ontologies without shifting to other
resources. Indeed, finely-structured and multi-domain
knowledge in an LMF standardized dictionary makes possible
the constitution of the ontology core. Furthermore the big
quantity of texts within guided semantic fields available in the
definitions, explanations and examples are very interesting to
accomplish the core enrichment and above all to provide the
ontology elements with linguistic grounding or structure.

Keywords-LMF standardized dictionary; generation of domain
ontology; Arabic language

I.

INTRODUCTION

In recent years, ontologies and formal representations of
knowledge have received much interest, opening fascinating
possibilities in several domains. Indeed, ontologies are
extremely powerful knowledge representation tools for
modeling and managing various applications ranging over
Natural Language Processing (NLP), information retrieval,
semantic Web, etc. In this context, research on ontology
building has become increasingly widespread in computer
science community.

The main interest of this paper is to propose an approach
for the automatic generation of domain ontologies from LMF
standardized dictionaries. It is through the illustrations carried
out on the Arabic language that our approach proved to be
reliable. Two main reasons are behind this choice. The first one
is that work on ontology construction for Arabic are very
deficient and the second is that an Arabic dictionary conform to
the LMF standard is at hand within our research team [3].

The first ontology building was an entirely manual and time
consuming task requiring an enormous effort for knowledge
domain acquisition and especially raising maintenance
problems. Aiming at overcoming these drawbacks, many
methodologies have been devised in order to perform an
automatic ontology development. Yet, ontologies remain
complex and difficult objects to be built regardless of the
grounded support: texts [1], dictionaries [9], thesauri [10], etc.

The present paper is outlined as follows. The next section is
devoted to a review of the state-of-the-art in domain ontology
building as well as to the models for associating lexical
information with the ontological elements. Section 3 exposes
the basics of our approach for domain ontology generation
from LMF standardized dictionaries and gives details on the
corresponding stages. Section 4 presents an illustration of our
approach, realized with an LMF standardized Arabic
dictionary.

Although most of the ontology building methodologies
focus on the conceptual information rather than the lexical
information, the latter has been progressively sought in the
ontology-based applications. Actually, providing ontologies
with linguistic data constitutes, at present, a crucial topic of
research. For instance, LingInfo [5], LexOnto [7], Linguistic
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II.

III.

RELATED WORK

Since conceptualization is the most difficult phase in the
ontology building process, many proposals have been
suggested to facilitate ontological engineering and knowledge
domain acquisition. Indeed, some efforts, based on MRDs
(Machines Readable Dictionaries), have been put forth to
extract conceptual entities. The MRDs are electronic versions
of dictionaries which provide rich linguistic knowledge and
constitute a structural support likely to obtain conceptual
entities [11]. Therefore, the knowledge acquired from the
MRDs has been useful for generating hierarchies of concepts,
thesauri and ontologies [9]. Nevertheless, their fairly structured
organization intended only for an editorial use, does not
promote their direct use.

THE PROPOSED APPROACH

A. The Domain Ontology Generation Approach:
Fundamentals
Domain ontology offers a formal representation of concepts
and relationships between the concepts for a given domain.
Regarding the concept, it is a cognitive unit of meaning which
may be an abstract idea or a mental symbol. As for the relations
existing in ontology, they are conceptual relationships as
taxonomy (i.e. relation of hierarchical organization) or
semantic
relationships
as
hyperonymy/hyponymy,
holonymy/meronymy, kind-of and synonymy/antonymy.
Besides the concepts and relations, ontology can include
instances (or individuals) of concepts that form their
extensions.

Moreover, the recourse to electronic dictionaries is not only
restricted to the ontology building issue but also useful for the
extension of the already created ontologies. In fact, lexical
information is nowadays required by many applications such as
ontology-based Information Retrieval and Extraction,
Question/Answer and Semantic Web. But because the relied
sources are lacking linguistic information, the quasi-totality of
the domain ontology building methodologies tends to overlook
it and concentrate on the conceptual information. It is also
because the ontology representation formalisms, as RDF1 and
OWL2 recommended by the W3C consortium, offer merely
the most basic primitives for ontology modeling and they are
not sufficient to allow for a richer representation.

An LMF standardized dictionary could well be considered
as a very suitable knowledge resource to generate domain
ontologies. In this work, we prove that it contains all the
elements required in ontology structures. Indeed, lexical
information includes many tokens on the concepts, the
relationships between the concepts and even the instances.
Based on a subtle and powerful LMF meta-model, these tokens
are expressed either directly, through the fields related to the
lexical entries or indirectly, through the huge number of the
texts in semantic knowledge. Figure 1 shows the matching
between the LMF standardized dictionary elements and the
domain ontology entities.

After the introduction of LMF standard [12], representing a
newly emerging standard for the creation and use of
computational lexicons [8], a number of models have been
devised in order to attach lexical information to ontology
elements. Among the proposed models, we quote LIR
developed within the framework of the NeOn 3 project and
LexInfo which emerged as an alignment of the LingInfo and
LexOnto models [6]. While LexInfo focuses on relations
between the concepts of the ontology, LIR concentrates mainly
on ontology classes and includes an elaborate machinery to
represent spelling variants, short forms, abbreviations,
transliterations, acronyms, etc [14]. Both models suggest
frameworks aiming at the manual creation of a lexicoontological resource starting from the domain ontology. This
resource would then be enriched using relevant domain texts or
external lexical resources (e.g. WordNet or Wikipedia) to seek
further information (e.g. definitions, translations). However, as
their implementations are presently manual and involving
partial software assistance, these endeavours whose requested
models (ontology model, lexical model and pivot model) are
various, turn out to be complex and inconvenient [13].

Morphology Extension

WordForm
Lemma

LexicalEntry

R1

MRD Extension
Sense
Definition
Definition
Syntactic
Extension

domain

SubjectField
Context

Semantic Extension

concept
relation

R2, R4

R3

instance

R5
SenseRelation
PredicativeRepresentation

Domain Ontology
R7

SenseExample

Figure 1. The matching between the LMF standardized dictionary elements
and the domain ontology entities, (R1Æ R7 are detailed in the next
paragraph).

In order to identify the concepts of a particular domain, we
consider the domain information given in the dictionary. Since
a concept corresponds to a meaning of a word, we can directly
deduce the concepts of the domain ontology from the instances
of the SubjectField class attached to the class Sense instances.
With regard to the concepts properties, the LMF model
defines many types of semantic relationships (e.g. synonymy,
antonymy, etc.) between the senses of two or several lexical
entries by means of the SenseRelation class. Consequently, a
relation that connects two or several senses in the dictionary
gives birth to an ontological relation linking the corresponding
concepts. Moreover, according to the LMF model, it is possible

1

http://www.w3.org/RDF/
http://www.w3.org/2004/OWL/
3 http://www.neon-project.org/web-content/
2
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to describe the predicative structures as well as their semantic
arguments, presenting links with the syntactic behaviour (s) of
the word. These predicates correspond to semantic relations in
the ontology. So, the generated ontology will contain additional
semantic relations to those mentioned above (for more details,
see the next section, R4).

ontology, conceptual nodes always keep reference to lexical
information contained in the dictionary fragment whose
extraction is based on the following elementary sub-stages.
a) Identify the domain: In order to collect relevant terms
of the target ontology, the designer has to specify the domain
available in the dictionary, such as sports, agriculture, science,
medicine.

The instances of concepts are directly deduced from the
instances of the SenseExample class and those of the
LexicalEntry class having the grammatical category
« /properNoun/ ». Besides, much information obtained from
LMF standardized dictionary proves to be relevant to explicit
conceptual entities. Being more and more recommended in the
domain ontologies, the lexical information (e.g. grammatical
category, genre, number, etc.) would be obtained from the
finely-structured fields of the LMF standardized dictionary
attached to the lexical entries.

b) Identify the lexical information types: The designer has
also to specify the types of lexical information (e.g.
grammatical category, genre, number, inflected form, etc),
which are required in the ontology. Such information is
relative to the terms associated with the target ontology
elements and its acquisition is directly done from the
structured fields of the standardized dictionary. For instance,
the inflected forms are obtained from the instances WordForm
class linked to the LexicalEntry instance. As for the
grammatical category, it is extracted from the
« /partOfSpeech/ » attribute attached to the LexicalEntry class.

B. The Domain Ontology Generation Method
The proposed approach for generating domain ontologies
consists mainly of three stages (see Figure 2). Firstly, we intend
to extract a fragment corresponding to the chosen domain from
the whole dictionary. Secondly, we aim at digging out the basic
elements of a given domain from the previously-created
dictionary fragment in order to build a core of the target
ontology. Finally, this core will be greatly enriched by
exploiting the semantics conveyed by the textual fields of the
dictionary. In the following subsections, we will detail the three
stages of our approach.

LMF standardized dictionary

c) Identify the lexical entries: The identification of the
lexical entries of this fragment is based on the available
information in the SubjectField classes. To these lexical
entries are added the semantically linked ones by means of the
SenseRelation class of the dictionary, which connects two or
several lexical entries.
2) Build the ontology core: The second stage consists in
building the ontology core. The latter is built by identifying
the concepts, relationships between concepts and individuals,
which are directly recognized from the dictionary fragment by
means of a set of rules.
a) Identify the concepts: As mentioned above, a concept
corresponds to an instance of the Sense class. The name of the
concept is defined using the following rules:
(R1) If the lexical entry has only one sense, then the
concept label is the same as that of the lemma (the written form
contained in the instance of the Lemma class).

1

Identify the domain
Identify the lexical information types
Identify the lexical entries

Dictionary
Fragment

(R2) If the lexical entry has many senses, then we shall
have to deal with several concepts whose labels correspond to
the instances of the Context and Lemma classes.

2
Identify the concepts

Rule
Base

Identify the relations

Enrich the core by
exploiting the
available texts

Pattern
Base

b) Identify the relations: An ontological relation can be
semantic or conceptual. Their corresponding rules are
presented respectively:
(R3) If the lexical entry has a sense related to that of
another lexical entry through the SenseRelation class, then a
semantic relation of the « synonym » type is created and links
the pertaining ontology concepts of each sense.

Identify the instances

3
Domain Ontology
Core

(R4) If the lexical entry has one or many instances of
Context class corresponding to the ontology concepts, then a
taxonomic relationship (i.e. « is-a ») connects these subconcepts to the generic concept already deduced from the
Lemma class.

Figure 2. The approach overview for domain ontology generation.

1) Extract a dictionary fragment: In this initial stage, we
intend to virtually extract a dictionary fragment according to
the given domain via simple queries. Such a fragment, created
for reasons of optimization, has twofold important role. First,
it constitutes the privileged initial source for generating the
target ontology. Second, when handling the generated

It should be noted that new types of semantic relations will be
directly specified from the predicative structures, <predicate,
subject, object>, with respect to the syntactic aspects given in
the dictionary:
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of applying the three stages of our approach to the chosen
example.

(R5) If the sense of a lexical entry has an instance of the
PredicativeRepresentation class, then the semantic relation,
<predicate, domain, range>, is created in order to link the
concepts involved in the ontology.

A. General Features of LMF Standardized Arabic
Dictionary
The LMF standardized Arabic dictionary was developed
within the framework of the project of the electronic interactive
Arabic dictionary 4 managed by the ALECSO 5 and
KACTS6. Our research team has developed the standard model
of this dictionary [3] and worked out an experimental version7
for research, currently composed of 38423 lexical entries and
28786 semantic relationships. In addition, thanks to LMF metamodel, our dictionary would certainly be an extendable
resource that could be incremented with entries and lexical
properties, extracted from other sources (e.g. Arabic lexicons,
text corpora, etc).

c) Identify the Instances: The deduction rules of the
instance identification are as follows:
(R6) If the « partOfSpeech » attribute attached to the
LexicalEntry class contains the value « /properNoun/ », then an
instance of concept is created with the same label as that of the
lexical entry.
(R7) If the sense of a lexical entry is linked to an instance
of the SenseExample class, then an instance of concept is
directly deduced from this class.
3) Enrich the core by exploiting the available texts: The
objective of this final stage is to enrich the ontological core
which has already been built by new elements. To this end, we
intend to exploit the associated texts with the various lexical
entries identified in the dictionary fragment. These texts are
available in the definitions, examples and citations. The idea
of getting benefits of texts in natural language to build
ontologies has already aroused the interest of several
researchers. In this context, most of the contributions for
automatic ontology construction from text employ various
NLP tools and data mining techniques to carry out the analysis
of text by adopting statistical and/or linguistic approaches ([1],
[4]).
In the present work, we consider particular texts with
guided semantic fields containing tokens of new concepts or
new relationships between concepts which were not identified
in the previous stages. This can be explained, inter alia, by the
fact that certain entries of the dictionary have senses holding no
tokens of their usage domains (i.e. SubjectField).

B. The Illustrative Case: Sports Domain Ontology
The proposed approach is illustrated through the case of
sports domain ontology, especially that relative to the jump
« ΰ˸ϔϗ˴ » movement. The application of the three stages for the
sports ontology generation, as well as the resulting ontology are
presented in the paragraphs that follow.
1) Extract a dictionary fragment of the sports domain:
This fragment is a restriction of the whole dictionary,
gathering the lexical entries having senses related to sports
« Δ˴οΎ˴ϳέ˶ » domain, their synonyms, and the corresponding
lexical information of the inflection type. The resulting
fragment comprises the following lexical entries: horse
«ϥΎ˴μΣ
˶ », gymnastics «ίΎ˴Β˸ϤΟ
˶ », quintuple « ϲ˶γ˴ΎϤ˵ Χ » and jump
« ΰ˸ϔϗ˴ ». Figures 3-a, 3-b, 3-c and 3-d show the portions of these
lexical entries.

Owing to the regularity of the texts within reach, we apply
syntactic pattern matching to extract relationships in which the
core entities and the selected lexical entries participate using
lexico-syntactic pattern. The latter describes a regular
expression, composed of words, grammatical or semantic
categories, and symbols for identifying the textual elements
corresponding to this pattern [2]. The identification of such
patterns requires text pre-processing, by applying various NLP
tools (e.g. tokenizer, stemmer, syntactic analyzer, etc.).
Therefore, a relation is recognized when a sequence of words
in the text matches a pattern. In the following section we
provide some examples of the lexico-syntactic pattern relative
to the Arabic language.
IV.

:LexicalEntry

:Sense

:SubjectField

pos="noun"

sN=4

label=ΔοΎϳέ (Sport)

:Lemma

:Context

wF=˲ϥΎμ
˴ Σ
˶ (horse)

text=˶ΰ˸ϔϘ˴ ϟ˵ϥΎ˴μΣ
˶ (Vaulting horse)

Figure 3-a. Portion of the lexical entry horse «ϥΎ˴μΣ
˶ ».
:LexicalEntry

:Sense

:Definition

pos="noun"

sN=1

text=˶ϥϮ˵Ϩϓ˵ ˸Ϧϣ˶ ͇Ϧϓ˴ (art …)

:Lemma

:SubjectField

wF=ίΎ˴Β˸ϤΟ
˶ (gymnastics)

label=ΔοΎϳέ (sport)

ILLUSTRATING THE APPROACH
Figure 3-b.

All along the present study, many experiments have been
carried out on the Arabic language to assess the applicability
and the feasibility of the proposed method for domain ontology
generation. Among these experiments, we report in this section
an illustrative case pertaining to sports domain. In the
following subsections, we will, first, present the LMF
standardized Arabic dictionary. Then, we will show the results

4

Portion of the lexical entry gymnastics «ίΎ˴Β˸ϤΟ
˶ ».

www.almuajam.org
The Arab League Educational, Cultural and Scientific
Organization.
6
King Abdul Aziz City for Science and Technology, Saudi
Arabia.
7 www.vocwords.com
5
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:SubjectField

:Sense

:Sense

:SubjectField

ΔοΎϳέ

sN=3

sN=4

ΔοΎϳέ

pentathlon sports « ϲ
͋γ
˶ Ύ˴ϤΨ
˵ ϟ˸  Δ˵ ο
˴ Ύ˴ϳέ˶  » and quintuple « ϲ˶γ˴ΎϤ˵ Χ »;
high jump « ΰ˳ Ο
˶ Ύ˴Σ ϕ
˴ ˸Ϯϓ˴  ΐ
˵ Λ˸ Ϯ˴ ϟ », long jump « ϝ
˶ Ϯ͊τϟΎ˶Α ΐ
˵ Λ˸ Ϯ˴ ϟ », and
vault « ΐ
˵ Λ˸ ϭ˴ » and long jump « Ϟ
˵ ϳ˶Ϯτ
͉ ϟ˵ΰ˸ϔϘ˴ ϟ», pole vaulting « ˵ΰ˸ϔϘ˴ ϟ
Ύ˴μό˴ ϟΎ˶Α» and jump « ΰ˸ϔϗ˴ ».
Figures 4-a, 4-b, 4-c and 4-d show the ontology core
elements which are directly deduced from each lexical entry.

:Context

:LexicalEntry

:Context

ϲ
͋γ
˶ Ύ˴ϤΨ
˵ ˸ϟ˵Δο
˴ Ύ˴ϳέ˶

pos="noun"

˲Κϳ˶ΪΣ
˴ ͇ϲγ
˶ Ύ˴ϤΧ
˵

:Definition

:Lemma

:Definition

ίΎ˴Β˸ϤΟ
˶

Δ˴δ˸ϤΨ
˴ ϟ˶˲Δϋ
˴ Ϯ˵Ϥ˸Πϣ˴

ϲ
͇γ
˶ Ύ˴Ϥ˵ Χ

Ϧ
˴ ϣ˶ ˲ω˸Ϯϧ˴ ˴Ϯϫ˵ ϭ˴

gymnastics
Figure. 4-a. Concept related to the lexical entry gymnastics «ίΎ˴Β˸ϤΟ
˶ ».

Translations :
ϲ
͇γ
˶ Ύ˴Ϥ˵ Χ : quintuple
ϲ
͋γ
˶ Ύ˴ϤΨ
˵ ϟ˸ ˵Δο
˴ Ύ˴ϳέ˶ : pentathlon sports
˲Κϳ˶ΪΣ
˴ ͇ϲγ
˶ Ύ˴ϤΧ
˵ : modern pentathlon
Δ˴δϤ˸ Ψ
˴ ϟ˶˲Δϋ
˴ Ϯ˵ϤΠ
˸ ϣ˴ : a set of five …
Ϧ
˴ ϣ˶ ˲ω˸Ϯϧ˴ ˴Ϯϫ˵ ϭ˴ ... : a kind of …

˲ϥΎ˴μΣ
˶

horse
is-a

ΰ˶ ˸ϔϘ˴ ϟ˵ϥΎ˴μΣ
˶

vaulting horse

Figure 3-c. Portion of the lexical entry quintuple « ϲ˶γΎ˴Ϥ˵ Χ ».
:Lemma

:LexicalEntry

˲ΰ˸ϔϗ˴

pos="noun"

:Sense

:SenseRelation

sN=1

synonym

:Sense
sN=2

ϲ
͇γ
˶ Ύ˴Ϥ˵ Χ

quintuple

:SubjectField

:Sense
:SubjectField

Figure 4-b. Core portion related to the lexical entry horse «ϥΎ˴μΣ
˶ ».

:Sense

ΔοΎϳέ

sN=3
:SubjectField

ΔοΎϳέ

:Definition

ΔοΎϳέ

….

:Context
:Context

Ϟ
˵ ϳ˶Ϯτ
͉ ϟΰ˵ ϔ˸ Ϙ˴ ϟ

Ύ˴μό˴ ϟΎ˶Α˵ΰ˸ϔϘ˴ ϟ
:Lemma

:LexicalEntry

˳ΰ˶ΟΎ˴Σ˴ϕ˸Ϯϓ˴ ˵ΐ˸Λ˴Ϯϟ

ΐ
˵ Λ˸ ˴ϭ

pos="noun"

˲ΰ˸ϔϗ˴

synonym

jump
is-a

Translations :
˲ΰ˸ϔϗ˴ : jump
Ύ˴μό˴ ϟΎ˶Α˵ΰϔ˸ Ϙ˴ ϟ : pole vaulting
ϝ
˶ Ϯ͊τϟΎ˶Α˵ΐ˸Λ˴Ϯϟ : long jump
ΰ˳ Ο
˶ Ύ˴Σ˴ϕ˸Ϯϓ˴ ˵ΐΛ˸ Ϯ˴ ϟ : high jump
Ϟ
˵ ϳ˶Ϯτ
͉ ϟ˵ΰϔ˸ Ϙ˴ ϟ : long jump
ΐ
˵ Λ˸ ϭ˴ : vault
Figure 3-d.

ϲ
͋γ
˶ Ύ˴ϤΨ
˵ ϟ˸ ˵Δο
˴ Ύ˴ϳέ˶

pentathlon sport

ΔοΎϳέ

:Definition

ϝ
˶ Ϯ͊τϟΎ˶Α˵ΐΛ˸ Ϯ˴ ϟ

˲Κϳ˶ΪΣ
˴ ͇ϲγ
˶ Ύ˴ϤΧ
˵

modern pentathlon

Figure 4-c. Core portion related to the lexical entry quintuple « ϲ˶γΎ˴Ϥ˵ Χ ».

:SubjectField

:Definition

is-a

is-a

sN=1

is-a

Ϟ
˵ ϳ˶Ϯτ
͉ ϟ˵ΰϔ˸ Ϙ˴ ϟ

Ύ˴μό˴ ϟΎ˶Α˵ΰ˸ϔϘ˴ ϟ

Long jump

Pole vaulting

ΐ
˵ Λ˸ ϭ˴

vault
is-a

is-a

ΰ˳ Ο
˶ Ύ˴Σ˴ϕ˸Ϯϓ˴ ˵ΐΛ˸ Ϯ˴ ϟ

ϝ
˶ Ϯ͊τϟΎ˶Α˵ΐΛ˸ Ϯ˴ ϟ

High jump

Long jump

Figure 4-d. Core portion related to the lexical entry jump « ΰ˸ϔϗ˴ ».

c) Enrich the sports ontology core: Figure 5 illustrates
the results of ontology core enrichment. The extraction of the
« kind-of » relation type, for example, is based on the
following pattern,

Portion of the lexical entry jump « ΰ˸ϔϗ˴ ».

2) Build the sports ontology core: The ontology core is
built from the previously extracted dictionary fragment:
a) Identify the concepts: During this sub-stage, we
directly deduce the following concepts: sports « ΔοΎϳέ», horse
«ϥΎ˴μΣ
˶ », vaulting horse « ΰ˶ ϔ˸ Ϙ˴ ϟ ϥ
˵ Ύ˴μΣ
˶ », gymnastics «ίΎ˴Β˸ϤΟ
˶ »,
jump « ΰ˸ϔϗ˴ », long jump « Ϟ
˵ ϳ˶Ϯτ
͉ ϟ ΰ˵ ϔ˸ Ϙ˴ ϟ », pole vaulting «˵ΰϔ˸ Ϙ˴ ϟ
Ύ˴μό˴ ϟΎ˶Α», vault « ΐ
˵ Λ˸ ϭ˴  », high jump « ΰ˳ Ο
˶ Ύ˴Σ˴ϕ˸Ϯϓ˴ ˵ΐΛ˸ Ϯ˴ ϟ », long jump
«ϝ
˶ Ϯ͊τϟΎ˶Α˵ΐΛ˸ Ϯ˴ ϟ», quintuple « ϲ˶γΎ˴ Ϥ˵ Χ », modern pentathlon «͇ϲγ
˶ Ύ˴ϤΧ
˵
˲Κϳ˶ΪΣ
˴ », pentathlon sports « ϲ
͋γ
˶ Ύ˴ϤΨ
˵ ϟ˸ ˵Δο
˴ Ύ˴ϳέ˶ ».

< (concept1) +ϦϣωϮϧ « kind-of »+(concept2)>.
Moreover, the relation of holonomy/meronomy is deduced
along with many patterns such as:
<(concept1) + ϝ˶  ˲Δϋ
˴ Ϯ˵ϤΠ
˸ ϣ˴ « member-holonym » + (concept2,
concept3, conceptn)>.

b) Identify the Relations: We deduce synonymy relations
between the concepts vault « ΐ
˵ Λ˸ ϭ˴ » and jump « ΰ˸ϔϗ˴ », as well as
the taxonomic relations between horse «ϥΎ˴μΣ
˶ » and vaulting
horse « ΰ˶ ˸ϔϘ˴ ϟ ϥ
˵ Ύ˴μΣ
˶  »; modern pentathlon « ˲Κϳ˶ΪΣ
˴  ͇ϲγ
˶ Ύ˴ϤΧ
˵  »,
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sports training

sport

stadion javelin throw

wrestling
swimming

discus throw

jump

systematically generated from dictionary entities. Further, the
complete evaluation will be accomplished on the whole
dictionary by comparing the automatically generated domain
ontologies with the available ones (e.g. Arabic WordNet).
Currently, we are setting to formalize all the deduction rules
of the ontological information from the LMF standardized
dictionary. In fact, we focus on the linguistic patterns, in
particular, those of the Arabic language corresponding to the
hierarchical relation « is-a ». As future perspectives to our
work, we aim at the automation of the core enrichment stage.

sport

shooting

fencing

pentathlon sports
modern pentathlon

Olympic games

pole vaulting
vault

long jump
high jump

long jump

equestrian

quintuple
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(insurance services, travel services and so on). Therefore,
the Product Configurator (Configurator) is becoming the
killer application for the management of co mpanies’
business processes: in fact, customer orders drive the full
chain of processes [2].

Abstract
The ability to create customized product configurations
fulfilling user’s needs is a major aim sought by many
companies, especially the design and implementation of
web-based services that allows users to create and
customize in a simple and intuitive way a desired product.
To define a common vocabulary that opens possibilities
such as the ability to express customer requirements
correctly and to exchange knowledge, a popular
approach uses ontological formalisms. This paper
presents an ontology-based configurator system that
maximally satisfies user’s needs starting from the desired
requirements, the available components, the context
information and previous similar configurations. The
process by which the system finds the candidate
configuration follows an approach known as Slow
Intelligence (SI). This paper presents the proposed
approach of SI ontological transformations and its
application to product configuration.

1

The Configurator, however, has also to furnish the best
solution for the customer and check the actual feasibility
of the product. In other words, a good Configurator aims
to be the perfect seller being able to satisfy customers’
needs 24/ 7. Product development based on customer
preferences is important for obtaining larger market share
and faster sales growth for organizations. The Internet has
fostered the creation of e-businesses and the building of a
real, interesting and distributed market. Many
corporations have introduced on their websites interactive
Configurators allowing customers to experiment with
options and get support in the product selection process
[3]. Even though this issue represents a very challenging
and interesting research topic, there is a lack of research
activities. Current Configurator imp lementations include
simp le rule -based systems, a hierarchical questionnaire or
a passive system that collects with no logic the
preferences of the customer. In these cases, the
Configurator is just a product viewer for the customer and
does not implement any reasoning logic or user adaptive
approach. Customer requests are passively received
without further reasoning, requiring the customer to be
familiar with both the product structure and its functions
and so often the final configuration is not the best.
Recently, there have been some proposals [1][4][5] for
the introduction of an Intelligent Configurator. They
propose an ontology-based approach [6] that seems to be
an effective methodology for the imp rovement of the
actual configurator.

Introduction

In the past, companies relied on standard configurations
that focused on lowering production costs while
increasing profits. However, as new manufactures jo in the
market, existing ones must find ways to attract new or
retain existing customers. One method that is gaining
With
popularity
is
product
personalization.
personalization, users are able to obtain a product that
meets their needs as opposed to most closely meet ing
their needs. This allows manufacturers to gain repeat
customers resulting in h igher profits. However, the ability
to generate such a customized product is still challenging
for most co mpanies. Customers’ request for personalized
products prompts companies to consider mass
customization, which brings a change in how product
design is organized affecting the cost-efficiency of mass
production. Many researchers believe that product
configuration is an effect ive answer to this problem [1]. In
this scenario, a customer is able to specify any kind of
product configuration controlled fro m the point of view of
its technical feasibility and cost. This approach is
effective not only for products but also in the world of
services: in fact, customer often requests a comp lex
service starting from a portfo lio of base services

In this paper, a framework for the assisted product
configuration, based on the use of ontology formalism
and methodologies, is proposed. It works mainly by the
use of four different ontologies: the functionality ontology
obtained by the analysis of the user’s request, the
component’s ontology obtained by the support of an
expert, the context ontology and the ontology of previous
configurations. Moreover, the proposed Configurator
follows a Slow Intelligence System’s approach.
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Chang proposes the Slow Intelligence System (SIS)
approach in [9]. SISs are general-purpose systems
characterized by being able to improve performance over
time through a process involving enumeration,
propagation, adaptation, elimination and concentration.
A SIS continuously learns, searches for new solutions and
propagates and shares its experience with other peers. A
SIS d iffers fro m expert systems in that the learning is not
always obvious. A SIS seems to be a slow learner because
it analyzes the environmental changes and carefully and
gradually absorbs that into its knowledge base while
maintaining synergy with the environ ment. Fro m the
structural point of view, a SIS is a system with mult iple
decision cycles such that actions of slow decision cycle(s)
may override actions of quick decision cycle(s), resulting
in poorer performance in the short run but better
performance in the long-run.

expressed by the description of the customized product
DCP
Definiti on 3: the ontology of the functionalities (OF)
defined as {CF, A F, HF, RTF, RF, A xF } where CF is the
concept set. c C F exp resses one concept and in each
ontology there is a root concept marked as “Thing”. In
particular, for each c C F there exists a descendant
node set (CDN ) containing all its lower layer concepts and
an ancestry node set (CAN ) containing all upper layer
concepts. A F is the concept attributes set. For c C F its
attributes set is expressed as AC = {a1 ,…, an } where n
expresses the number of attributes related to c. HF
expresses the concept hierarchy set. The formalis m (c i , cj )
means that c i is the sub-concept of c j . In other words, this
set contains the is_a relations among the classes. RTF is
the set of semantic relation types. RTF = RTFD  RTFU .
RTFD means the set of predefined relations (same_as,
disjoint_with, equivalent) while RTFU means the set of user
defined relation types. The formalis m (ci , cj , r) with
r R TF means that a relation r exists between ci and cj .
The set RelRTF (ci ,cj ) contains the relation r between c i and
cj . RF is the set of non-hierarchical relat ions. The
formalis m (ci ,cj , r) with r RF means that between ci
and cj there is the r relation. The set Rel(c i ,cj ) contains the
relation r between c i and cj , AxF is the set of axio ms that
are in the ontology. The aim of this ontology is the
representation of the product’s functionalities requested
by the user.

In the SIS approach, the main processing blocks of
enumeration, propagation, adaptation, elimination and
concentration can each be aided by an ontolog y. The
proposed ontology-based Configurator fo llo ws the SIS
approach by composing these SIS blocks aided by
ontologies to configure customized products and services.
These SIS blocks are ontological transformations. This
paper therefore also demonstrates the power of such SIS
ontological transformat ions.
This paper is organized as fo llo ws: Sect ion 2 exp lains in
details the proposed Configurator, Section 3 presents a
sample scenario and Sect ion 4 presents a prototype and
experimental results. Finally, Section 5 p resents
conclusions and future works.

2

Definiti on 4: the ontology of components (OCP ) defined
as {CCP , A CP , HCP , RTCP , RCP , AxF} where CCP is the
concept set. c C CP expresses one concept and in each

Process Configurator Model

ontology there is a root concept marked as “Thing”. In
particular, for each c C CP there exists descendant

This section describes the design of the ontological
Configurator. First, so me general definit ions on the
configuration problem are introduced.

2.1

nodes set (CDN ) containing all its lower layer concepts and
an ancestry nodes set (CAN ) containing all upper layer
concepts. A F is the concept attributes set. For c C CP its

Definitions

attributes set is expressed as ACP = {a1 , …, an } where n
expresses the number of attributes related to c. HCP
expresses the concept hierarchy set. The formalis m (c i , cj )
means that c i is the sub-concept of c j . In other words, this
set contains the is_a relations among the classes. RTCP is
the set of semantic relations type. RTCP = RTCP D  RTCP U .
RTCP D is the set of predefined relations (same_as,
disjoint_with, equivalent) while RTCP U means the set of
user defined relation type. The formalism (ci ,cj , r) with

Definiti on 1: the configuration problem (CP) is
formulated as CP = {C, P, Cr, R}, where C is a set of
components that may constitute a customizab le product, P
is a set of properties of components, Cr is a set of
constraints imposed on components due to technical and
economical factors and R is a set of customer
requirements, specified in the form of constraints. The CP
collects the user’s request DUR

r

Definiti on 2: the configurat ion solution (CS) is defined
as: CS = {I, V} where I is a set of individuals wh ich are
instances of components and V is a set of values which
are assigned to properties of those individuals. The CS is

R TCP means that between ci and cj there is the r

relation. The set RelR TCP (ci ,cj ) contains the relat ion r
between ci and cj . RCP is the set of non-hierarch ical
relations. The formalism (c i ,cj , r) with r RCP means
that between c i and cj there is the r relation. The set
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Rel(ci ,cj ) contains the relation r between c i and cj , AxCP is
the set of axio ms that are in the ontology. The aim of this
ontology is the representation of the product’s
components.

Simp lifying: the simplify ing operation is defined as:
S : Oa Ob
Oc The aim of this operation is to
simp lify an ontology erasing nodes, relat ions or
attributes. This operation involves the use of another
ontology containing the informat ion that will
simp lify the first one. The simplifying operation
S(OA , OB) is co mposed by the following steps:
o Step 1: erase all the nodes of OA that are not in
OB or that are not related to nodes that are in OB
o Step 2: erase all the relations among nodes of OA
that are not in OB
o Step 3: erase all the attributes that are in the
nodes in OA and not in OB
Co mparing: the comparing operation is defined as:
C : Oa Ob
R The aim of this operation is to

Definiti on 5: The ontology builder module builds an
ontology starting from some inputs furnished by users or
obtained from the environment. In particular, this module
contains a meta-ontology representing in a very general
way the expected ontology. The inputs are the nodes and
the related relations that have to be considered in this
meta-ontology in order to obtain the desired ontology. If
some inputs are not represented in the meta-ontology the
user will define the new nodes, the attributes and the
relations with the other nodes of the meta-ontology.
Definiti on 6: the ontologies’ comparison, simp lifier and
merging module manipulates the input ontologies in order
to obtain as output an ontology representing them. In
particular, the following operations are accomplished:

compare two ontologies giving a positive or negative
grade that represents the number of similar nodes,
relations and attributes that are between the two
ontologies. The comparison function C(OA , OB) is
composed by the follo wing steps:
o Step 1: count all the nodes of OA that are in OB.
For each shared node, increase the similarity
node counter (SNC) by a unit. At the end divide
the SNC by the number of d ifferent nodes that
are in OA and OB
o Step 2: count all similar relations among nodes
that are both in OA and in OB. For each shared
relations increase the similarity relat ions counter
(SRC) by a unit. At the end divide the SRC by
the number of d ifferent relat ions that are in OA
and OB
o Step 3: count all similar attributes of the nodes
that are both in OA and in OB. For each shared
attribute, increase the similarity attributes
counter (SAC) by a unit. At the end divide the
SAC by the number of different attributes that
are in OA and OB
o Step 4: calcu late the function Ontology
Similarity Index represented as: OSI = αSNC +
βSRC + γSAC. The indexes (α, β, and γ)
represent the weights controlling the importance
of a term.
Selection: the selection operation is defined as:
Sel : O O T O . The aim of this operation is
to select an ontology according to the grade t T
obtained by the use of the comparing function. This
function uses the comparison function previously
described to calculate the similarity index that will be
compared to the threshold. In the case of the function
Sel(OA , OB, t), if the obtained index is bigger than the
fixed threshold t the output will be the ontology with
the maximu m nu mber of concepts , setting the
attribute to the common nodes to the values that are
otherwise in the ontology OA .

Merging: the merg ing operation is defined as:
O12 . The aim of this operation is
M : O1 O2
to merge t wo ontologies. This operation first searches
similar nodes in the two ontologies and then adds the
nodes that are not both in them. The s ame operation
is accomplished with the relations. The details of the
merging operation follow:
o Given the function M(OA , OB) = OC with OA =
{CA , A A , HA , RTA , RA , A xA } and OB = {CB, A B,
HB, RTB, RB, A xB} the resulting OC = {CC, A C,
HC, RTC, RC, A xC } is created by:
 Step 1: Set Oc O A


Step 2:



Step 3:

ci

CB

C A nothing is added

CB

C A and with no

to the CC set

ci

relations with any c j


C C , add ci to the

root of the CC set.
ci C B
Step 4:

C A with ancestor
hierarchical relat ions with any c j C C , add ci



to cj
Step 5:



to ci and add if cj has only the ‘Thing’ node as its
parent then add ci to the ‘Thing’ node else attach
ci to the parents of c j
If there are still some c i C B go to Step 2 else

C A with descendant
hierarchical relat ions with any c j C C add cj

ci

ci

CB

C B added to the new ontology insert the

relative attributes, axio ms and the not
hierarchical relat ions
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transformations to configure customized products and
services. The follo wing main SIS blocks are identified:
Enu merator Block: this block has as inputs the user
request and the product definition and as output the
ontology O’ AP . It has two ontology builder
components as well as comparison, merging and
simp lifier modules. Th is block can be characterized

Delet ion Node: the deletion node operation is defined
as: DN : O O
O . The operation DN(OA , OB)
deletes all the nodes in OA that are in OB
Delet ion Relation: the deletion relation operation is
defined as: RN : O R
O . The operation
DN(OA , Ri ) delete all the relations Ri among the
nodes of OA
Set Attribute: the set attribute operation is defined as:
SA : O O O . The operation SA(OA , OB) set
the attributes for each node Ci which belongs both to
OA and OB to the value expressed in OB

2.2

by the follo wing function: FEN : OF

'
.
OAAP

At the end of this block, the ontology representing a
first rough version of the customized product is
obtained.
Adaptor Block: this block has as inputs the ontology
O’ AP , representing a first rough version of the
customized product, and the information about the
context and as output the ontology O’’AP . It has as
components an ontology builder as well as a
comparison, merg ing and simp lifier modules. This
block can be characterized by the following function:

System architecture

The proposed architecture is based on a four-layer
architecture as shown in Figure 1.

'
FA : OAP
OEN

''
OAAP
. At the end of this block,

the ontology representing a context-adapted product
is obtained.
Eliminator Block: this b lock has as inputs the
context-adapted ontology O’’AP and product
ontologies developed in the past by other similar
Configurators that work in other part of the system.
The aim of this block is the tuning of the O ’’AP
according to the previous configurations obtained in
similar contexts. This block is characterized by the

Figure 1: Four-Layer architecture

The first layer expresses the requests furnished by the
user. The requests are co llected either fro m a graphical
user interface or fro m the command line. The second
layer maps the collected requests to the functionalities
that the product has to have. The analysis of the user’s
requests infers the product’s functionalities expressed by
the use of the ontological formalis m. The third layer
selects the components satisfying the requested
functionalities and adopts the ontological formalis m for
their representation. The last layer translates the
components’ ontology to the final configuration of the
product. In this layer, the output is an XML file that can
be used to build the customized product.

2.3

OCP

''

following function: FEL : OAP

SOPA

OAAP . The

output of this block is the ontology OAP that
represents the adapted product.
Concentrator Block: this block has as inputs the
ontology OAP and as output the configuration of the
product. The aim of this b lock is the generation of an
XM L file representing the ontology of the
customized product. Th is block can be characterized
by the following function:

FC : OAP

DCP

In this way, the configuration problem CP can be
formulated in its general formulation as the composition
of ontological transformations : FC(FEL (FA (FEN (UR, UP )))).
Similar to a SIS, the proposed Configurator can fo llo w a
slow and a fast process of solution inference. So, the
previous formu lation can be defined as the slow process,
while the fast process can be defined as a simp lified
sequence of ontological transformations: FC(FEN (UR, UP )).

System Framework in the context of SIS

The imp lementation of the previous layered architecture
adopts the SIS approach. Figure 2 depicts the framework.
This system is composed of SIS b locks as ontological
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Figure 2: The S ystem Architecture

3

configuration as O’ ’AP but contains a node representing a
component for a part icular kind of peripheral such as a
Joystick wh ich improves the video game playing
experience, then this ontology becomes the new ontology
OAP . At the end of this module, the concentrator block
will define the final configuration by selecting the
components that correspond to the leaves in the ontology
OAP . Each node, representing real co mponents, contains
attributes on the main characteristics of the products
(price, colour, connection, etc).

A Scenario

To demonstrate how the system works , this section
presents an examp le o f configuring a personal computer.
A customer would like to buy a Personal Computer in
order to play videogames and surf on the internet. He
knows that he needs an operating system, a web bro wser
and an antivirus package. In particular, the user prefers a
Microsoft Windows operating system. He lives in the
United States and prefers to have a desktop. He also
prefers lo w cost components. Using the graphical user
interface, the user can easily define the ontology OF that
contains the required functionalit ies. The general
ontology OGP contains all the functionalities and
components involved in a personal computer. So these
ontologies, OGP and OF, can be used in function FE
obtaining the ontology O’AP .

The selection task is acco mp lished according to the
informat ion furn ished by the user (i.e. select the cheaper
components), by the comparison of previous
configuration furnished in the past and by the rules
codified in the ontology (i.e. an Intel processor needs an
Intel motherboard). At the end of the process, the system
generates an XM L file containing the final configuration
of the personal co mputer. The graphical user interface
presents this file to the customer, in a user-friendly
manner, giv ing the user the opportunity to check the
correctness of the configuration. The final configuration
of the product can use the same XM L file.

At this point, the system uses the Adaptor module. In
particular, the aim o f this module is to introduce new
concepts to the set of attributes of the O’ AP according to
the informat ion obtained by the environment where the
product will work and fro m experts. In the proposed
configuration, there is a node for “keyboard” with the
following attributes: US English layout, Italian layout,
Japanese layout and so on. In this case, the attribute US
layout is selected and the other ones are deleted. After this
phase completes, the ontology O’’AP is obtained and the
eliminator block can begin. As previously, said this
module has the aim, by the use of a selector function, to
compare the ontology O’ ’AP with those developed by other
Configurators that work in the environment as well as by
the same Configurator in the past. If for example a
previous developed configuration has the same

4
4.1

Experiment setup and results
Experiment prototype

This section describes a first prototype of the ontological
Configurator. The proposed prototype has to satisfy and
offer the services previously described according to a SIS
approach. Figure 3 depicts the topology of the prototype
environment.
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Figure 3: Ontology Configurator Prototype

Five instances of the Configurator work in separate
operating contexts. Each instance of the configuration
represents a different geographical area and a welldefined operating environment. Users submit requests for
configurations by expressing the functionalities and
planned uses of the personal computer using a graphical
user interface. A Request Analyzer co mponent analyzes
the requests and extracts the concepts in order to build the
ontological representation of the desired personal
computer. The building process carries on using the
approach developed in [10]. The resulting user ontology
represents the desired functionalit ies of the user. The
Simp lify Ontology function uses the user ontology and
the general personal computer ontology, defined by
experts, to identify the functionalities and the required
components requested by the user. The process to identify
the requested functionalities fro m the user ontology also
involves the discovery of dependent functionalities and
components. The Local Controller sends the request to the
Ontology Manager, which builds the ontology
representing the recommended configuration. The
Ontology Manager compares the ontology obtained by the
analysis of the user’s request with previous ontologies
available fro m the Prev ious Ontology (PO) database, the
ontology suggested by experts available fro m the Expert
Ontology (ExO) database, and the Local Environ ment
Ontology (En O) database, which contains the ontology
with the allowed attributes for a particular environ ment.

For each of these “virtual” stores, an expert described the
ontology of the context and stored it in the EnO database
of the Local Controller. Th is context ontology is updated
after a pre-defined period or when some event occurs that
requires changes in the definition of the environment.
A set of common co mputer configurations based on usage
scenarios were identified fo r evaluation. A g roup of
experts was asked to define the functionalities and
components required for a configuration to satisfy each
particular usage of a personal computer. These experts
were selected among people that work in the field of
Co mputer Science and in part icular are Un iversity
Professors and are familiar with computer configurations.
The allo wed configurations for the personal computer are:
Play_Videogame (PV)
Web_Surfing (WS)
Online_Gaming (OG)
Multimedia_Design (MD)
Computer_Aided_Design (CAD)
Music (MUS)
Word_Processing (WP)
School_Work - Web_Surfing and Word_Processing (SW)

Each of these configurations represents a well-defined
ontology structure with relative values for the attributes.
Obviously not all the attributes related to the nodes of the
ontology have a value because some of them will be
defined by the analysis of the user request.

The Central Controller enables the commun ication
between separate instances of the system. It also serves as
a repository of a global Expert Ontology (ExO) database.

4.2

Evaluation parameters

To measure the efficiency of our suggested models we
plan to gather data fro m t wo types of evaluations: user
evaluation and system evaluation

As previously said we introduced five different instances
of the system that work on the following scenarios: an
Italian Co mputer Store , an A merican Co mputer Store, a
British Co mputer Store , an Indian Co mputer Store and a
Japanese Co mputer Store.

4.2.1
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User evaluati on

The user evaluation method will interview users of the
system to measure the satisfaction with the proposed
configurations. This process asks them to select their
desired configuration. After the system generates the
XM L file of the desired configuration, the users review
and provide feedback on the solution. A User Satisfaction
Index (USI) captures the feedback from users and
represents how well the user requested functionalities are
met by the suggested configuration. The range of values
are [0, 1] inclusive. A value of 1 indicates that all user’s
requested functionalities are fully satisfied by a
configuration solution. The USI index is calculated as:
USI

4.2.2

Store

EEI

OSI

OEI (obtained
after 50
requests)

USI (avg. value
obtained after 50
requests)

0.87
0.88
0.83
0.97
0.98
type

For this kind of request, the system shows good results. In
particular, the FEI, the EEI and the OSI indexes show
good values for each considered case. The worst case is
for the British store that has to configure a personal
computer for Co mputer Aided Design. In fact this
configuration can easily be confused with the ones for
“mu ltimed ia design” or “play videogame”. The system
reaches the best configuration after a reasonable number
of requests, as shown by the OEI index. Users’
evaluations show a good USI index. It is important to
underline that the various systems work independently
because they have no reason to exchange informat ion
with each other. In fact, they start to work on a welldefined kind of configuration and specialize themselves in
the resolution of this problem.
Normally, not all users of a store would request the same
personal co mputer configuration. Therefore, a new series
of requests, developed by other 50 users, were submitted
to the system but in this case, mixes of configurations
were requested from the stores. The aim of this second
evaluation is to determine how the Configurator updates
its knowledge to account for not just a single type of
configuration but also multip le types. Table 2 presents the
results.

Total number of functionalities
Total
T
number of satisfied functionalities

In order to evaluate the quality of the obtained results
quantitatively, the following parameters are introduced:
Functionality evaluation index (FEI): this parameter
expresses if the proposed configuration is correct or
not. A correct functionality meets the functionality’
constraints and is valid based on the experts’
configuration. The FEI is obtained in this way:
Total
number of correct components
T
Total number of components

Experts evaluation index (EEI): the experts evaluate
the obtained configuration and determine if it
satisfies the request of the user or not. The results
report the percentage of correct configurations.
Ontology similarity index (OSI): th is index measures
the average similarity of the obtained ontology with
the proposed one by the expert in the same category.
In particu lar, the Co mparing Operat ion, introduced in
section 2, will be adopted. In this case the indexes α,
β, and γ assume the following values: 0.5, 0.3, 0.2.
Ontology Evolution Index (OEI): this index
represents the variation of the OSI after each
configuration. In other words, this parameter
expresses the evolution of OSI index for a category
after a new request.

4.3

FEI

Italian
PV 1.00 0.94 0.85
0.14
American
WP 1.00 0.86 0.83
0.11
British
CAD 0.96 0.88 0.79
0.17
Indian
MD 1.00 0.90 0.93
0.07
Japanese
WS 1.00 0.92 0.91
0.06
Table 1: Evaluation results for single configuration

System evaluation

FEI

Request

Store

Request

FEI
(%
of
yes)

EEI
(%
of
yes)

OSI
(obtained
after 100
requests)

OEI
(obtained
after 100
requests)

USI (avg.
value
obtained
after 100
requests)

Italian
Mixed 0.93 0.89
0.83
0.14
0.83
American Mixed 0.87 0.82
0.81
0.13
0.84
British
Mixed 0.93 0.87
0.73
0.18
0.80
Indian
Mixed 0.97 0.88
0.87
0.14
0.93
Japanese Mixed 0.95 0.90
0.90
0.09
0.94
Table 2: Evaluation results for mixe d configuration types

In this case, the results start to be worse than the first
ones. In fact, in this case the various systems have to
solve different types of configurations. At the beginning,
the answers to the requests are not the best and the
customization of the configuration for the new
environments sometimes does not work well. This is the
reason for the decrease of the FEI and EEI indexes. In
addition, the OSI and OEI indexes show lower values
because when the system has to answer to a new request it
begins with previously obtained configurations and tries
to customize them to the new case. So in this way the first
configurations are not very good. At the same time,
according to the SIS approach, the system asks fo r help to
other systems that are working in other environ ments

Experimental results

We began the experimental phase by submitting to each
Configurator about fifty configuration requests developed
by fifty different users by the use of online forms. At the
beginning we selected for each configurator only the
requests for the same kind of configuration. In other
words, we tried to specialize the Configurator for each
kind o f configuration. The obtained results are presented
in Table 1
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obtaining information about how they faced the same
problem. It is interesting to show how the system reacts to
the changes in request types. To show the evolution in the
determination of the best configuration a detailed analysis
of the OSI index is presented. Figures 4 and 5 show the
evolution of the OSI index obtained for the first 50 similar
requests and for the 100 mixed requests respectively.
Figure 4 shows how the systems, which acted init ially on
a single type of request, improve the proposed
configuration request by request. In particular, after about
30 requests each system is able to achieve an OSI value in
the range of 0.8 – 1.
OSI Evolution Index
1,2
1
Italian

0,8

OSI

American
0,6

British
Indian

0,4

previous similar configurations . It follows the Slow
Intelligence approach by composing the SIS blocks as
ontological transformat ions to enumerate, adapt, eliminate
and finally select the best configuration. Experimental
results demonstrate the ability of the product Configurator
to acquire new knowledge over time yielding in an
improved product configuration. The paper also
demonstrates the use of ontological formalis ms to
represent knowledge about the product configuration
problem, and the power of the ontological
transformations. Future research topics include the
continuous
imp rovement
of
the
ontological
transformations through evolutional ontology, the process
of exchanging knowledge between systems and studying
algorith ms that allo w for the processing of knowledge as
the amount of data increases. As the number of systems
grows, so does the knowledge base. Therefore, it is
important to devise efficient algorith ms fo r processing the
data in an efficient manner.
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Figure 4: OSI Evolution Index for the first 50 requests

Figure 5 shows the OSI index after 50 requests of similar
type followed by 50 addit ional requests of mixed type
were submitted to the system. Following the first 50
similar requests, the system started to receive requests of
different types and began to communicate with the other
systems. In this case after a first phase where the system
shows not good OSI results it is able to improve quickly
its performance. In fact thanks to the interaction with the
other systems it shows OSI values again in the range 0.8 1 after processing about 20 new requests of mixed type
(after the first fifty). In this case, the performance
improves because there is an effective exchange and
sharing of data with the other systems.
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Figure 5: OSI Evolution Index for the first 100 requests

5

Conclusion

This paper presented an ontology-based Configurator
system that finds the configuration that maximizes the
users’ needs starting fro m the desired requirements , the
available co mponents, the context informat ion and
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Abstract: In this paper, we propose the UFOCoRe approach
to represent multiple relationship strengths in only one domain
ontology, in order to enable dynamic data analysis according to
the context. An algorithm called context-NARFO was developed
to support the proposed method to mine rich semantic
association rules. This algorithm was employed to mine real
data from a medical insurance company, producing expressive
and meaningful patterns. Moreover, the results show significant
semantic gain in the data patterns mined, which is a
consequence of the data analysis performed according to the
user view and needs. The proposed method also promotes an
increase in productivity during the ontology building phase,
since domain experts can analyze several contexts of the
modeled domain in a single and straightforward way.
Keywords: Context Ontology, Fuzzy Ontology, Knowledge
Representation, Data Mining

I.

INTRODUCTION

Several real-world situations require the knowledge of
different specialists and distinct points of view to obtain a
suitable representation and understanding of the conditions or
actions that must be considered to solve some problem. In this
paper, we defined one point of view as one context. To better
understand the applicability of different contexts when
analyzing two individuals, consider the problem of comparing
two vegetables in two different contexts, e.g. tomato and
khaki. If we consider appearance, it is possible to come out
“Tomato is very similar to khaki". But, regarding biological
classification, we can say "Tomato is bit similar to khaki".
Appearance and biological classification represent two
possible points of view (contexts) that can be employed to
define the similarity between those vegetables.

the degree to which individuals are similar. Aiming to
represent such kind of information, fuzzy set concepts [9]
have been incorporated into ontologies, resulting in the socalled fuzzy ontologies [13]. In general, fuzzy ontologies
model only a single fuzzy degree to each fuzzy relationship
that involves the same set of individuals. For example, the
similarity between x and y individuals can be represented as
sim(x,y) = 0.7, but this value remains fixed for any application
that uses the ontology, regardless of context.
Data mining is a key step of knowledge discovery in large
databases [1]. One important topic in data mining research is
concerned with the discovery of interesting association rules
[2]. There is an increasing number of data mining approaches
that concerns semantics of mined data, aiming to improve the
quality of obtained knowledge. In this sense, ontologies have
been employed to represent semantic information defined by
knowledge experts, and can also be applied to enhance
association rule mining. Some works [3] [4] have extended the
mining process to obtain association rules that represent
relationships among basic data items as well as among items
at any level of the related taxonomy or ontology, resulting in
the so-called generalized association rules.

Usually, the concept Context is associated to contextaware systems which are able to adapt their operations to the
current context. For example, in [12] the context instances are
classified in two different dimensions, referring to physical
and logical context. In that work, physical dimension refers to
the context that can be measured by hardware sensors, i.e.,
location, light, temperature or air pressure, whereas logical
context is mostly specified by the user or captured by
monitoring user interactions, i.e., user’s goals, tasks, working
context, business processes, user’s emotional state.

Some applications that employ ontologies, including data
mining ones, demand the representation of distinct strengths to
the same relationship when considering different contexts. In
medical domain, an example of such application is the ICD-10
ontology (International Statistic Classification of Diseases and
Related Health Problems) [8]. In this ontology, a domain
expert may define that the similarity between Neonatal
aspiration syndromes and Interstitial emphysema and related
conditions originating in the prenatal period diagnoses, in the
context of child mortality is 0.9, while it decreases to 0.7 in
the context of inpatient rates. Thus, a medical application
based on this ontology can reason over these relationships
according to the most suitable context (whether child
mortality or inpatient rates). Some approaches address this
problem by using two or more ontologies to express
relationship strengths regarding several contexts. In this
research, we will tackle this problem by employing a single
domain ontology that models different contexts.

Most applications use traditional ontologies, which capture
only complete or precise information, as they are based on
classic logic. However, some domains may involve imprecise
relationships such as the similarity relation [10] that expresses

In this sense, we propose the Upper Fuzzy Ontology With
Context Representation (UFOCoRe), a new approach that
represent multiple relationship strengths in a single ontology,
so that it is possible to express different relationship semantics
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depending on the context chosen. Our approach does not
define context ontology like the ones used in context-aware
systems, but it allows to organize the context information of
multiple perspectives in a single domain ontology. This is an
important point because context ontologies represent issues
that characterize the user’s context, whereas domain
ontologies represent issues about the application domain, even
though both types of ontologies can appropriately work
together. Furthermore, UFOCoRe provides a productivity gain
in the ontology building phase, as domain experts can define
several contexts in a straightforward way, by editing a single
ontology. Hence, we prevent the creation of several ontologies
representing the same domain, consequently avoiding multiontologies to express distinct contexts and respective
relationship strengths. We have applied UFOCoRe to mine
association rules in a real-world medical database supported
by the formalized ICD-10 ontology, which was modified by
domain experts to add similarity degrees among medical
diagnoses. The mining task was carried out by ContextNARFO, a new algorithm that extends and enhances the
NARFO algorithm [6] to work with multiple contexts.
The remainder of this paper is structured as follows.
Section II describes background concepts; Section III presents
UFOCoRe; Section IV presents the experiments and Section
V depicts conclusions and future directions of this research.
II. BACKGROUND
The upper ontology proposed in [13] represents vague
information but it does not support context modeling. For this
reason, we have extended it to represent concepts and
relationships according to the criteria given by the domain
experts. As we employ association rule mining to illustrate
and validate the proposed upper ontology, here we describe
background concepts related to both subjects.

Fig. 1. Fuzzy class representation (fuz:FuzzyConceptMembership).

To model fuzzy relationships, the upper ontology contains
the fuz:FuzzyRelationMembership class (Fig. 2), which
assigns a fuzzy degree (fuz:membershipDegree) to a fuzzy
relationship (fuz:fuzzyRelationProp) between two instances
(fuz:fuzzyRelationDomain
and
fuz:fuzzyRelationRange).
Regarding the domain ontology, fuzzy relationships should
inherit from fuz:FuzzyRelation property, and instances of
fuz:FuzzyRelationMembership represent the fuzzy degrees of
such relationships. In Fig. 2, we illustrate the fuz:similarTo
relation between veg:tomato and veg:khaki with a fuzzy
degree (similarTo(tomato, khaki) = 0.7) that expresses the
strength to which these instances are similar. A complete
description of the fuzzy ontology can be found in [13].

A. Upper Ontology for Fuzzy Knowledge Representation
In this research, we follow the fuzzy ontology proposed in
[13], which is considered an upper ontology as it represents
fuzzy constructs to be inherited and/or instantiated by specific
domain ontologies. Such ontology is based on OWL DL [11],
a W3C recommendation supported by several reasoners and
application programming interfaces used to develop ontologybased applications. Fig. 1 illustrates how to model a fuzzy
class, considering an example of domain ontology that inherits
and instantiates fuzzy constructs of the upper ontology.
In Fig. 1, instances are colored in grey, fuzzy constructs
are identified by the fuz: prefix and domain-specific ontology
elements contain the veg:prefix. Instances of the
fuz:FuzzyConceptMembership class are responsible for
associating domain ontology individuals that have a
membership degree 0<ȝ<1 to their correspondent fuzzy
classes. In the figure, the veg:tomato individual has a
membership degree Fruit(tomato) = 0.7, expressing that
veg:tomato belongs to the veg:Fruit class with a fuzzy
degree.
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Fig. 2. Fuzzy relationship representation (fuz:FuzzyRelationMembership).

Although this fuzzy ontology succeeds in representing
fuzzy classes and relationships, it lacks some important
information when it is necessary to model different
perspectives on defined fuzzy degrees. As illustrated in Fig. 2,
the domain ontology represents that tomato is similar to khaki
to a certain degree (0.7), but which characteristics were
considered by domain expert when defining such degree? If
we consider appearance, tomato and khaki can be considered
very similar, as 0.7 degree expresses. However, if a user asks

for vegetables that are similar to khaki regarding flavor, then
such fuzzy degree may not be suitable for answering this
query. Therefore, some real-world applications require a
model to represent not only fuzzy relations but also the
contexts to which they belong, in order to provide better
information accuracy. Aiming to deal with this shortcoming,
next section presents a new approach based on a single
ontology for modeling fuzzy relations in different contexts.

inference, but [13] implements some reasoning tasks such as
transitivity and symmetrical relationship checking. UFOCoRe
can serve as a supporting tool for many applications that
demand context inference within an ontology, which
represents an important step toward the W3C’s vision for the
Semantic Web. Fig. 3 shows the constructs added to the fuzzy
ontology (identified by ctx:prefix) used to model distinct
relationship strengths according to different contexts.

B. Association Rules
Association rule mining is a descriptive task of data
mining, whose goal is to find interesting relationships among
data items. The problem of mining association rules was
firstly stated in [7] as follows. Let I = {i1,…,in} be a set of
literals called items. Let D be a set of database transactions
where each transaction T is a set of items such that T ⊆ I. Let
A be a set of items. A transaction T is said to contain A if and
only if A ⊆ T. An association rule is an expression of the form
AÆ B, where A and B are itemsets, and A ⊂ I, B ⊂ I, and A ∩
B = φ . The itemset A is called body or antecedent of the rule,
and B is called head or consequent of the rule. The support of
a rule AÆB is the percentage of transaction in D that contains
A ∪ B. The confidence of rule AÆB has confidence is the
percentage of transactions in D containing A that also contain
B. The problem of mining association rules, as it was firstly
stated, involves finding rules that satisfy the restrictions of
minimum support and minimum confidence specified by the
user.
NARFO (Mining Non-redundant and Generalized
Association Rules Based on Fuzzy Ontologies) [6] is an
algorithm that mines generalized association rules applying a
fuzzy ontology as background knowledge. NARFO
generalizes the items, considering the infrequent itemsets (set
of items). It uses the measures minimum support (minsup),
minimum confidence (minconf), maximum redundance (Rinterest) and the minimum similarity (minsim) to mine the
rules. The R-interest measure is employed to eliminate
redundant and inconsistent rules and the minimum similarity
is used to eliminate the items whose similarity degrees are less
than the minsim parameter. For example: if the parameter
minsim is defined with the value 0.7 (minsim=0.7), and the
instances have the similarity degree = 0.1, then these items are
eliminated and are not employed to generate the rules.
III. PROPOSED METHOD: THE UPPER FUZZY ONTOLOGY
WITH CONTEXT REPRESENTATION (UFOCORE)
As stated before, the fuzzy ontology does not support the
representation of fuzzy relations involving several contexts.
Thus, we have enhanced that ontology to model, in a single
ontology, distinct relationship strengths according to different
contexts. In this sense, we propose the Upper Fuzzy Ontology
with Context Representation (UFOCoRe), an upper ontology
whose concepts and relationships should be inherited and/or
instantiated by domain ontologies. This ontology does not
extend OWL language syntax, so existing OWL DL reasoners
and editors keep compatible and can be straightforwardly used
by domain experts to model fuzzy relationships in specific
contexts. Notice that such reasoners do not support fuzzy
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Fig. 3. Modelling context, fuzzy concepts and relationships in UFOCoRe.

In Fig. 3, we incorporate context information in two
situations: when modeling fuzzy concepts (or classes) and
when representing fuzzy relationships. Regarding fuzzy
concepts, we introduce the ctx:ContextFuzzyConcept
Membership class, which is subclass of the fuz:FuzzyConcept
Membership class from the fuzzy ontology. For this reason,
ContextFuzzyConceptMembership inherits properties such as
fuz:fuzzyMembership, fuz:membershipDegree and fuz:fuzzy
Concept, as illustrated in Fig. 3. Contexts are modeled by the
ctx:Context class, which represents the different perspectives
considered in domain ontologies. Then, a fuzzy class can be
associated to several contexts (ctx:hasContext relationship
between fuz:FuzzyConcept and ctx:Context). In order to
represent different membership degrees depending on specific
contexts, we add the cxt:context relationship between
ctx:ContextFuzzyConceptMembership
and
ctx:Context
classes. These new constructs make it possible to model
several contexts and their respective membership degrees.
With regard to fuzzy relationships, we introduce the
ctx:ContextFuzzyRelationMembership
class
(Fig.
3),
responsible for associating fuzzy relationships to several
contexts. ctx:ContextFuzzyRelationMembership is subclass of
the fuz:FuzzyRelationMembership class from the fuzzy
ontology, thus it inherits fuz:fuzzyRelationDomain,
fuz:fuzzyRelationRange,
fuz:fuzzyRelationProp
and
fuz:membershipDegree properties. The context association is
represented by ctx:hasContext and ctx:context properties,

which link contexts to fuzzy relationships (fuz:FuzzyRelation)
and fuzzy degrees (ctx:ContextFuzzyRelationMembership),
respectively. By using such constructs, a domain expert can
model fuzzy relationships from different perspectives, with
specific fuzzy degrees according to each context.
To model an example of fuzzy relationship involving
different contexts, consider the vegetable ontology illustrated
in Fig 4. As we have pointed before, the fuzzy ontology is not
able to represent the distinct similarity degrees between
tomato and khaki when appearance and flavor contexts need
to be analyzed. With the proposed UFOCoRe approach,
domain experts can model such semantics, as presented in
Fig.4 under OWL syntax. In this figure, we define appearance
and flavor contexts as instances of ctx:Context class defined
on UFOCoRe. Then, we model two instances of
ctx:ContextFuzzyRelationMembership so that tomato and
khaki can have different similarity degrees according to
defined contexts. In this example, tomato is similar to khaki
with degree 0.7 considering appearance context, while such
relationship has degree 0.3 under flavor perspective. By
analyzing these semantic constructs, applications can achieve
better data accuracy, by making suitable inferences depending
on the context required by the user.

involving patients and exams from a Brazilian Health
Insurance Company.
A. Data Gathering and Mining Algorithm
The analysis of medical data involves to apply mining
algorithms that leads with complex data (images, exams and
diagnosis) for discovery useful and interesting patterns. An
important concern of healthcare corporations today is to
promote a preventive patient care, avoiding possible costs to
treat illnesses already suffered by the patient, which could be
prevented or controlled. In fact, the prevention of illnesses
usually requires that several medical exams be performed by
the patients, which also increases the cost of the medical care,
since many exams are becoming more complex and
expensive. In order to control such high cost, some Health
Insurance companies employs a security parameter to avoid
the fee of the execution of unnecessary exams. Analyzing this
context, the UFOCoRe-based Medical Fuzzy Ontology
(MedFuzOnto) was built. As the background of this ontology,
it was used the formalized ontology ICD-10 (International
Statistical Classification of Diseases and Related Health
Problems), developed by The United Nations World Health
Organization (WHO) [8].
The MedFuzOnto was employed by a new mining
algorithm called Context-NARFO (discussed in the next
subsection) to work with different context and to support
fuzzy ontology. The experiment was carried on data of more
than 40,000 patients’ data of a Brazilian Health Insurance
Company. The patients’ data are composed of the whole
medical exams, hospital procedures and medical care
treatments made by these patients in the period between
January/2009 and January/2010. A total of 627,618 records of
patient’s data were collect by the company in this period. For
experimental purposes, we selected 16 values of the standard
ICD-10, 21 medical specialties, 10 groups of age, 3 types of
medical attendance and 3 types of medical providers to
employ in this case study. A total of 36,093 patient's records
where employed. This amount of records represents
approximately 6% of all base company's data in the period.

Fig. 4. Appearance and flavor contexts represented in vegetable ontology.

Different from the multi-ontology approach, the
UFOCoRe method is based on a single ontology to model
contexts, which avoids the definition of multiple ontologies
representing the same domain. Hence, domain experts can
model contexts and fuzzy relationships by editing a single
ontology in a straightforward way. Next section describes a
real-world application of our approach, regarding a medical
ontology applied in a data mining task.
IV. EXPERIMENTS
In this section we describe the methodology employed to
apply the Upper Fuzzy Ontology with Context Representation
(UFOCoRe) to support knowledge discovery in medical data
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The MedFuzOnto was built to express similarities between
different diseases ICD-10 from the view of Group Similarity,
Ancillary Service of Diagnosis and Therapy, Internment, Cost
and Medical Specialty (see Fig. 5). The Group Similarity
defines the similarity between two ICDs, named A and B,
considering the closeness in the ICD-10 ontology. Ancillary
Service of Diagnosis and Therapy represents the similarity
between A and B considering the quantities of medical exams
executed. Internment represents the similarity considering the
number of internments provoked by A and B. Cost represents
cost similarity of each ICD-10, and Medical Specialty
represents the similarity considering the number of medical
specialties required by A and B. Each similarity degree
considering each of the five contexts was defined by experts
and the model was built. Fig. 5 shows examples of the
similarities degree between ICD -10 used in the model. We
can observe different similarity degrees assigned to the same
pair of ICD according to the context.

of rules generated for the Context 1 (Group Similarity) and
Context 5 (Medical Specialty), using the minimum similarity
(minsim)=0.6.

Fig. 5. Table of Similarity Degree of each Context.

Fig. 6 shows a part of the code of the MedFuzOnto which
represents the similarTo relationships between the ICD-10
H650 and ICD-10 H669 (first line illustrated in Fig. 5)
according to context 3 (Internment). The similarity degree is
set to 0.1.

Fig. 7. Rules generated by Context-NARFO.
Fig. 6. Representation of context similarity in ICD-10.

We employed a new algorithm called Context-NARFO
(Non-redundant and generalized Association Rules based on
Fuzzy Ontologies Considering Context) to mine association
rules regarding the MedFuzOnto Ontology. The ContextNARFO algorithm extends and enhances the NARFO
algorithm [6]. Context-NARFO takes the advantage of
dynamically considering the context defined by experts in the
mining process. It allows a dynamic data analysis according to
the user required background in a given time, mining
association rules considering the context requested by the
specialist. The Context-NARFO adds the steps of context
checking and similar items identification regarding context in
the previous algorithm NARFO. To mine association rules
using Context-NARFO, the expert should choose the context
to analyze the data.
B. Carrying out the Experiments
Our experiments was carried out employing the
parameters values: minimum support (minsup)=0.2, minimum
confidence (minconf)=0.2,
and the minimum similarity
(minsim) varies from 0.2 to 0.8, in steps of 0.2 (in order to
show the different results for each context). This study
employed the MedFuzOnto with five scenarios as shown in
Fig. 5. The Jena Framework [5] was used to allow the
navigation through the ontology concepts and relations,
making Context-NARFO able to obtain similar items and
similar degree values for each context.
To illustrate the results obtained using the UFOCoRe
Ontology proposed here, we executed the Context-NARFO
algorithm using the MedFuzOnto ontology created according
to the Upper Ontology UFOCoRe. Fig. 7 illustrates examples
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In the example showed in Fig. 7, the Rule 61 MEDICAL>J303~I119 generated for Context 1 (Group Similarity),
means that the MEDICAL providers that are associate to
obstetrics and gynecology services (ICD J303) also are
associated to neurosurgery services (ICD I119). The symbol
"~" represents that there is a satisfactory similarity between
J303 and I119 according to the Context 1. This means that in
all rules where one of these items, the other will also be
considered. The values of similarity are given after the pair of
items. For instance, the notation [M751,M542,0.9] means
that the CIDs M751 and M542 have similarity 0.9 in the
context being analyzed (in the Context 5).
It is possible to observe in Fig. 7 that all the pairs of ICDs
with similarity degree less than 0.6 were eliminated from the
candidates’ generation. For example, in Fig. 7, if the Context
1 is focused, we can observe that just the pair
(Z001~J304=0.1) was not considered in the candidate
generation process. Another example that shows the
differences between the Contexts 1 and 5, is the similarity
J303~I119=0.7 illustrated by the underlined line in Fig. 7, this
similarity was not used to find candidate itemsets in the
Context 5, because the similarity degree in this context is
much smaller 0.1. Thus, the simple selection of context may
cause a considerable change in the mining process. Such
change can be noted by the different number of candidate
itemsets that are generated. Fig. 8 shows the graphs of the
number of candidate itemsets (itemsets that satisfy the of
minimum support threshold) generated by each context
(columns). Each graph illustrated in different color represents
the number of candidate itemsets generated by each context
(columns). The data from Fig. 8 indicates that ContextNARFO generates different quantities of candidate itemsets
for each context selected by the user.

V. CONCLUSIONS

Fig. 8. Number of candidates for each context.

Observe that the Context-4 (Cost) leads to the largest
number of candidates (see Fig. 8), while the Context-2
(Ancillary Service of Diagnosis and Therapy), leads to the
smallest ones. This may occur because the diseases associated
with the CIDs employed in the experiment are more similar
regarding the cost values then regarding the service required
for diagnosis and treatment. The values of the minimum
similarity (minsim) that leads to the higher numbers of
candidates are the less ones (0.2 and 0.4). This is expected
because, the smaller the value of minsim, the higher the
number of itemsets considered similar employed to increase
the support that are not pruned by the algorithm.
We compared the NARFO and Context-NARFO
algorithm by employing both in the same medical database,
considering only the Context 2 (Ancillary Service of
Diagnosis and Therapy). The number of candidates generated
in the mining phase of NARFO for a context is the equal to
the generated by Context-NARFO, considering only the same
context. The number of candidates generated by NARFO is
the same of Context-NARFO for the Context 2. However,
Context-NARFO allows the analysis of multiple contexts,
generating a different numbers of candidates according to the
context employed. To change the context without using the
proposed approach UFOCoRe, the specialist should run the
NARFO algorithm loading another ontology with the
similarity degrees regarding the new desired context. Using
our approach this rework is not need. Therefore, the whole
analysis process becomes less tiresome and more productive
using the proposed approach. Observe that if the Context-2 is
changed to Context-4, the number of candidates increase in
24% (similarity degree 0.8 - see Fig. 8). This increase can
represent a considerable semantic gain in the data mining
process, making it possible to find more representative and
interesting patterns. The representation of the degree of
similarity in the process of knowledge discovery generates
fuzzy association rules semantically more relevant. A
limitation of the algorithm NARFO is that it limits the pursuit
of knowledge by the specialist because he/she will be restrict
to employ the analysis of the dataset employing only a single
view (context). This limitation is overcome with the ContextNARFO algorithm that uses the MedFuzOnto ontology
created according to the upper ontology UFOCoRe proposed
here, making more flexible the data analysis performed by the
mining algorithm.
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This paper presented a new Upper Fuzzy Ontology With
Context Representation (UFOCoRe). To do so, we represent
multiple similarities between instances without requiring the
building of another ontology, nor adapting an existing one,
adding classes or relationships. The proposed method allows
the user to make dynamical analysis of different contexts,
using a single ontology. All development of upper ontology
was performed using the language RDF / XML. This allows
that any ontology, which meets the language standard, can be
used with the proposed representation of context. Moreover,
in this paper we presented the application of the proposed
meta-ontology in a real dataset. The results showed the
effective and applicability of the proposed meta-ontology in
the mining of association rules, producing rich semantic rules
regarding multiple contexts without the expensiveness of
building multiple ontologies. Furthermore, the UFOCore can
be applied in other domains besides medical domain. Future
works includes adding relevance feedback technique to the
method proposed.
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Abstract
!!

Given the bytecode of a software system, is it possible
to automatically generate attack signatures that reveal its
vulnerabilities? A natural solution would be symbolically
executing the target system and constructing constraints
for matching path conditions and attack patterns. Clearly,
the constraint solving technique is the key to the above research. This paper presents Simple Linear String Equation
(SISE), a formalism for specifying constraints on strings.
SISE uses finite state transducers to precisely model various
regular replacement operations, which makes it applicable
for analyzing text processing programs such as web applications. We present a recursive algorithm that computes the
solution pool of a SISE. Given the solution pool, a concrete
variable solution can be generated. The algorithm is implemented in a Java constraint solver called SUSHI, which is
applied to security analysis of web applications.

1 Introduction
Defects in user input validation are usually the cause of
the ever increasing attacks on web applications and other
software systems. In practice, it is interesting to automatically discover these defects and show to software designers,
step by step, how the security holes lead to attacks.
In our previous work [6], we proposed a unified symbolic
execution framework (as shown in Figure 1) for tackling
the above challenge. Given the bytecode of a target system (e.g., a web application) and a collection of attack patterns, the framework starts with instrumenting the bytecode
to prepare the system for symbolic execution [14]. Then
the target system is executed as usual except that program
inputs are treated as symbolic literals. Path conditions, constraints built upon symbolic literals, are used to trace the
execution. A path condition records the conditions to be
met by the initial values of the program input, so that the
program will execute to a location. At critical points, e.g.,
where a SQL query is submitted, path conditions are paired
with attack patterns. Solving these equations leads to attack



 
  






  
  
 


 

 

Figure 1. Uniﬁed Symbolic Framework for Vulnerability Detection

signatures and error traces that reveal vulnerabilities.
This paper presents the core algorithms of SUSHI, a constraint solver, which is the key to the aforementioned research. We study a formalism called Simple Linear String
Equation (SISE), for representing path conditions and attack patterns. We present a recursive algorithm which can
solve SISE constraints effectively. Intuitively, a SISE equation can be regarded as a variation of the word equation
problem [17]. It is composed of word literals, string variables, and various frequently seen string operators such as
substring, concatenation, and regular substitution. To solve
SISE, an automata based approach is taken, where a SISE
constraint is broken down into a number of atomic string
operations. Then the solution process consists of a number of backward image computation steps. We show that
SISE can be used to discover deeply hidden SQL injection
and Cross-Site Scripting vulnerabilities. They are “corner
cases” of the insufficient user input sanitation procedures,
which are often neglected by security inspection tools.
The rest of the paper is organized as follows. §2 formalizes the notion of string equation system. §3 briefly describes modeling of various regular replacement semantics
using finite state transducer. §4 presents a recursive algorithm for computing the solution pool of a SISE equation
and analyzes the complexity of the algorithm. §5 introduces
tool support. §6 presents several case study examples of
SUSHI. §7 discusses related work, and §8 concludes.
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2 String Equation System
This section formalizes the notion of SISE. Let N denote
the set of natural numbers and Σ a finite alphabet. If ω ∈
Σ∗ , we say that ω is a word. We use  to represent an empty
word. Let R be the set of regular expressions over Σ. If
r ∈ R, let L(r) be the language represented by r.

2.1 String Operators
The string equation framework supports a set
of five essential operators for static program analysis.
The set of operators is denoted using
+
O = {◦, [i, j], xr→ω , x−
They are conr→ω , xr→ω }.
catenation (◦), substring ([i, j]), declarative regular
replacement (xr→ω ), reluctant regular replacement (x−
r→ω ),
and greedy regular replacement (x+
).
r→ω
Regular replacement has several different semantics. Let
s, ω ∈ Σ∗ and r ∈ R. The declarative replacement, i.e.,
sr→ω , denotes the set of all possible strings that can be obtained from s by substituting ω for every occurrence of a
substring that matches L(r). Notice that one declarative replacement might result in multiple words as results. The
procedural replacement, i.e., the greedy and reluctant, will
be different. Both of them use left-most matching. The
greedy replacement s+
r→ω tries to match the longest string
and the reluctant tries to match the shortest. The following
example demonstrates their difference.
Example 2.1 Consider the following two cases. (i) If s =
aaab, r = (aa|ab), and ω = c, then sr→ω = {cc, acb}, and
+
+
s−
r→ω = sr→ω = cc. (ii) If s = aaa, r = a , and ω = b,
−
then sr→ω = {b, bb, bbb}, sr→ω = bbb, and s+

r→ω = b.
We assume that there are infinitely many distinguishable
string variables and let this set of variables be denoted by V .
Intuitively, a string expression is a regular expression over
Σ with occurrences of variables in V and operators in O
(such as ◦, [i, j], and xr→ω ). A string equation is composed
of two string expressions.
Definition 2.2 Let E be the set of string expressions.
string equation is denoted by μ ≡ ν with μ, ν ∈ E.
string equation system is a conjunction of a finite set
string equations.

A
A
of


2.2 Simple Linear String Equation
The purpose of SISE is to capture the constraints that
arise from a symbolic execution. This naturally leads to a
restricted form of string equation, i.e., all string variables
appear only on the LHS (left hand side), and the RHS (right
hand side) is a regular expression.

Definition 2.3 A Simple Linear String Equation (SISE)
μ ≡ r is a string equation such that μ ∈ E, r ∈ R provided that every string variable occurs at most once in μ.

Definition 2.4 A solution to a SISE equation is a mapping
ρ : V → R which makes the LHS equivalent to RHS (as
regular expression). Let μ ≡ r be a SISE and suppose string
variable v occurs in μ. The solution pool for v, denoted
by sp(v), is defined as sp(v) = {ω | ω ∈ r2 and ρ(v) =
r2 where ρ is a solution to μ ≡ r}

It is shown later that sp(v) is a regular language for any
SISE. In §4, we will describe an algorithm that takes a SISE
as input and constructs as output regular expressions that
represent the solution pools for all string variables in the
equation.

3 Modeling Regular Replacement
Regular replacement is widely used by web application
designers for sanitizing user input. This section introduces
a finite state transducer model for handling various string
replacement semantics. It is necessary because ignoring the
difference of regular replacement semantics leads to imprecise analysis.
Consider a PHP snippet called “postMessage” in
Listing 1. The servlet takes a message from an anonymous user and posts it on a bulletin. To prevent Cross-Site
Scripting attack, the programmer calls preg replace()
to remove any pair of <script> and </script> tags
and the contents between them. Notice that the wild
card operator *? is a reluctant operator, i.e., it matches
the shortest string possible. For example, given word
<script>a</script></script>, the call on line 3
returns </script>. If * (the greedy operator) is used, the
call on line 3 returns an empty string.
1 <?php
2
$msg = $ POST [ ” msg ” ] ;
3
$sanitized = preg replace (
4
”/\< s c r i p t .∗?\ >.∗?\ <\/ s c r i p t .∗?\ >/ i ” ,
5
” ” , $a ) ;
6
save to db ( $sanitized )
7 ?>

Listing 1. Vulnerable XSS Sanitation
SUSHI is able to generate the following attack signature.
Readers can verify that it is indeed effective.
<<script></script>script>alert(’a’)</script>

Now, a natural question following the above analysis is:
If we approximate the reluctant semantics using the greedy
semantics, could the static analysis be still effective? The
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Figure 2. FST for Inserting Begin Markers
answer is clearly negative: When the *? operators in Listing 1 are treated as *, SUSHI reports no solution for the
aforementioned SISE equation, i.e., a false negative report
on the actually vulnerable sanitation. Thus, a precise modeling of the various regular replacement semantics is necessary.
Finite state transducer was used for processing phonological rules in [12]. We found it useful for modeling string
replacements. Due to the space limit, in this section we
summarize our findings and more technical details can be
found in [5].
Definition 3.1 A finite state transducer (FST) is a quintuple (Σ, Q, q0 , F, δ) where Σ is the alphabet, Q is the
set of states, q0 ∈ Q is the initial state, F ⊆ Q is the
set of final states, and δ is the transition function, and
δ ⊆ Q × (Σ ∪ {}) × (Σ ∪ {}) × Q.

Note that an FST accepts a regular relation (a subset
of Σ∗ × Σ∗ ), just like a Finite State Automaton (FSA)
accepts a regular language. Given two FST’s M1 and
M2 , let M1 ||M2 denote an FST such that, L(M1 ||M2 ) =
{(s, ω) | (s, η) ∈ L(M1 ) and (η, ω) ∈ L(M2 ) for some η}.
Intuitively, M1 ||M2 pipes the contents of the second tape of
M1 into the first tape of M2 , and simulates M1 and M2 in
parallel.
The key to modeling the greedy and reluctant semantics
is to capture the left-most matching. Let # ∈ Σ be a special
“begin marker”, and $ ∈ Σ be the special “end marker”.
A begin marker insertion performer, A (an FST on alphabet Σ ∪ {#}), can be constructed for marking the beginning
of pattern r ∈ R in any words s ∈ Σ∗ . For example, the
FST A in Figure 2 marks the beginning of regular pattern
a+ b+ c. For instance, (aabbcc, #a#abbcc) ∈ L(A).
With begin marker insertion performer A, the reluctant
semantics can be modeled by piping A with another transducer A2 , which, whenever sees a begin marker #, enters
the state of conducting the replacement, and whenever a
regular pattern r is matched, enters immediately the status waiting for #. A || A2 allows to precisely model the
pure reluctant semantics. The modeling of greedy semantics relies more on the power of nondeterminism and needs
the composition of several more transducers. First, an end
marker insertion performer nondeterministically inserts an
end marker after each match of the pattern r in the input

word. Then a number of filter transducers are composed to
identify the “longest” match and remove extra markers. The
construction details can be found in [5].
The following lemma summarizes our finding: for each
of the regular replacement operators, there exists a corre+
sponding FST. Let them be Mr→ω , M−
r→ω , and Mr→ω .
Lemma 3.2 For any r ∈ R and ω ∈ Σ∗ the following three
+
finite state transducers Mr→ω , M−
r→ω , Mr→ω can be constructed s.t. for any s, η ∈ Σ∗ (i) (s, η) ∈ L(Mr→ω ) iff
−
η ∈ sr→ω ; and (ii) (s, η) ∈ L(M−
r→ω ) iff η = sr→ω ; and
+
+
(iii) (s, η) ∈ L(Mr→ω ) iff η = sr→ω .

4 Constraint Solving
In this section we introduce the recursive algorithm that
solves SISE constraints. The algorithm is able to find all
solutions of a SISE constraint.
Notice that we distinguish the concept of “solution pool”
and “concrete solution”. Intuitively, for each variable, its
solution pool is the set of all possible values it could take in
some concrete solution. In our algorithm for solving SISE,
the solution pool is computed first. Then concrete solutions
are derived from the solution pool. The use of solution pool
allows some interesting directions in our future work, e.g.,
it can be used for estimating the size of solution space, thus
permitting the use of random testing for security analysis.

4.1 Atomic Cases
Solving a SISE can be reduced to solving four basic
cases of string operators. The atomic case is trivial. That
is, for SISE E ≡ r if E = x and x ∈ V , then the solution
pool of x is simply L(r). We next consider the other three
cases.
Substring case: μ[i, j] ≡ r where μ ∈ E and i, j ∈ N
with i ≤ j. The following equivalence is straightforward
by which we can remove a substring operator.
Equivalence 1 For any SISE of the form μ[i, j] ≡ r where
μ ∈ E and i, j ∈ N with i ≤ j, ρ is a solution to μ[i, j] ≡ r
iff it is a solution to μ ≡ Σi r[0, j − i]Σ∗ .
Concatenation case: μν ≡ r where μ, ν ∈ E.
The solution is obvious when ν ∈ R. Consider xr1 ≡ r2
where x ∈ V and r1 , r2 ∈ R. This can be easily solved
using right quotient of regular expression [10]. By convention, the right quotient r2 /r1 = {x | xw ∈ r2 and w ∈ r1 }.
Similarly, the left quotient is defined as r2 \r1 = {x | wx ∈
r2 and w ∈ r1 }. We know that if r1 and r2 are regular, so
are r2 /r1 and r2 \r1 . The algorithm for computing regular
quotient is standard.
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Equivalence 2 For any SISE of the form μr1 ≡ r2 (r1 μ ≡
r2 ) where μ ∈ E and r1 , r2 ∈ R, ρ is a solution to μr1 ≡ r2
(r1 μ ≡ r2 ) iff ρ is a solution to μ ≡ r2 /r1 (μ ≡ r2 \r1 ).
Now consider the general case μν ≡ r where both μ
and ν are non-trivial string expressions. Let approx(ν) be
the result of replacing every variable in ν with Σ∗ . Clearly,
approx(ν) is a regular expression. We then have the following.
Equivalence 3 For any SISE of the form μν ≡ r2 , ρ is a
solution to μν ≡ r2 iff ρ is a solution to μ◦approx(ν) ≡ r2 .
The solution to ν can be computed similarly. The proof
can be based on the fact that a string variable cannot appear
in both μ and ν.
+
Replacement case: μr1 →ω ≡ r2 (μ−
r1 →ω ≡ r2 , μr1 →ω ≡
∗
r2 ) where μ ∈ E, r1 , r2 ∈ R, and ω ∈ Σ .
In the following we discuss the solution to μr1 →ω ≡ r2 .
The solution to procedural replacements will be similar, because all of them use finite state transducer algorithms.
Clearly, a possible solution to xr1 →ω = r2 is a word s
such that sr1 →ω ⊆ L(r2 ). Thus, sp(x) = {s | sr1 →ω ⊆
L(r2 )}. Our goal is to construct an FST that accepts only
(s, η) such that η ∈ L(r2 ) and η is obtained from s by
replacing every occurrence of patterns in r1 with ω. In other
words, we want an FST, denoted by Mr1 →ω ⇒r2 s.t.

(s, η) ∈ L(Mr1 →ω ⇒r2 ) ⇔ η ∈ L(r2 ) and η ∈ sr1 →ω
We now construct Mr1 →ω ⇒r2 . Let M1 be the FST
that accepts the identity relation {(s, s) | s ∈ L(r2 )}. Let
Mr1 →ω be the FST defined in Lemma 3.2, i.e., (s, η) ∈
L(Mr→ω ) iff η ∈ sr1 →ω . Mr1 →ω ⇒r2 can then be
constructed as Mr→ω ||M1 . Similarly, M−
r1 →ω ⇒r2 and
M+
r1 →ω ⇒r2 can be constructed for the pure reluctant and
greedy semantics, respectively.
Equivalence 4 For any SISE of the form μr1 →ω ≡ r2
where μ ∈ E, r1 , r2 ∈ R, and ω ∈ Σ∗ . ρ is a solution
to μr1 →ω ≡ r2 iff it is a solution to μ ≡ r where L(r) =
{s | (s, η) ∈ L(Mr1 →ω ⇒r2 )}.
Clearly, L(r) can be easily computed by projecting the
FST Mr1 →x ⇒r2 to its input tape, which results in a finite
state machine, representing a regular language. The same
applies to the pure greedy and reluctant semantics, using
−
M+
r1 →ω ⇒r2 and Mr1 →ω ⇒r2 . Consequently, we have the
following.
Theorem 4.1 Given SISE μ ≡ r, for any variable v in μ,
its solution pool sp(v) is a regular language.

function solve(μ ≡ r)
switch (μ):
case x ∈ V : return {(x, r)}
case r1 ∈ R: if L(r1 ) ∩ L(r) = ∅ return ∅ o.t. return ⊥
case μ[i, j]: return solve(μ ≡ Σi r[0, j − i]Σ∗ )
case μr1 →ω : return solve(μ ≡ {s | (s, η) ∈ L(Mr1 →ω ⇒r )})
+
case μ+
r1 →ω : return solve(μ ≡ {s | (s, η) ∈ L(Mr1 →ω ⇒r )})
−
case μr1 →ω : return solve(μ ≡ {s | (s, η) ∈ L(M−
r1 →ω ⇒r )})
case μν:
Let r1 be approx(μ) and r2 be approx(ν)
return solve(μ ≡ r/r2 ) ∪ solve(ν ≡ r\r1 )

Figure 3. Computing Solution Pool

4.2 Recursive Algorithm
Based on Equivalences 1 to 4, and Theorem 4.1, we can
develop a recursive algorithm for generating the solution
pool for all variables in a SISE. The algorithm is shown in
Figure 3. Function solve() returns a set of tuples with
each tuple representing a solution pool (note: not solution)
for a variable. We use ⊥ to represent “no solution”. When
applying any set operation (e.g., intersection and union) on
⊥, the result is ⊥. Note ⊥ is not the same as empty set ∅.
Theorem 4.2 The worst complexity of the algorithm in
|μ|
Figure 3 is O(|μ| × 26×2 +|r| ).
The complexity analysis needs the detailed transducer
composition algorithm in [5]. We briefly discuss the sketch
here. In Figure 3 the most expensive computation is the
+
case μ+
r1 →ω , which needs Mr1 →ω , a composition of six
transducers. Among them, the size of the largest (i.e., the
|r1 |
number of transitions plus states) is 22
where r1 is the
regular pattern to search. Since |r1 | < |μ|, we can approximate the worst complexity of handling the μ+
r1 →ω case as
6×2|μ| +|r|
), because we need an additional composition
O(2
operation on M+
r1 →ω with the identity relation of r. Finally,
the upper bound of the recursion depth of the algorithm in
Figure 3 is |μ|, because there are at most |μ| operators in
the LHS. This eventually leads to the complexity in Theorem 4.2.
Given the solution pool, a concrete solution can be generated by concretizing the valuation of a variable one by
one using a counter loop on the number of variables in the
equation. In each iteration, nondeterministically instantiate one variable from a value contained in its solution pool.
Thus a new SISE equation is obtained. Solving this equation would lead to the solution pool to be used in the next
iteration. Starting from the initial solution pool, the concretization process will always terminate with a concrete
solution generated.

5 SUSHI Constraint Solver
SISE constraint solving is implemented in a Java library called SUSHI. This section presents some details
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of the tool implementation and discusses SUSHI’s efficiency as a constraint solver. SUSHI includes a self-made
package for supporting FST operations, and it relies on
dk.bricks.automaton package [18] for manipulating
FSA. In practice, to perform inspection on user input, FST
has to handle a large alphabet represented using 16-bit Unicode. This is handled by a compression approach called
SUSHI FST Transition Set. Special algorithms are developed for finite state transducer operations on SFTS. Details
are not presented here due to space limit.

∗
uname=’ ◦ x−
 → [0, n] ◦ ’ pwd=’ ≡ uname=’[ˆ’|’’] ’

a

→b{n,n}

Figure 4. Sample Benchmark Equations
Clearly, the sample set covers all string operations we
discussed earlier. In Figure 5, the first two diagrams present
the size of the FST (the number of states and the number of
transitions) used in the solution process, the third diagram
is the size of the FSA used for representing solution pools,
and the last shows the time spent on running each test. As
shown in Figure 5, SUSHI scales well in most cases. The
figure also suggests that the solution cost of a SISE equation
mainly depends on the complexity of the automata structure
of the resulting solution pool (e.g., readers can compare the
cost of eq4 and eq5). In addition, the experimental data
(see Figures 5(a) and 5(b)) clearly indicate that to model
greedy regular replacement (e.g., eq4) is expensive because
the modeling process involves composition of six transducers.

6 Application Examples
This section presents two application examples of how
SUSHI constraint solver can be used for discovering attack
signatures of web application vulnerabilities.
Notice that the in-depth discussion of symbolic execution is out of the scope of this paper. Without the loss of
generality, we assume that SISE constraints can be constructed by standard symbolic execution technique. In an-
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Figure 5. Constraint Solving Cost
other word, the application of SISE and its solver SUSHI
library is not restricted to a certain programming language.
In fact, for both of the application examples below, the SISE
constraints are constructed manually. The second stage of
the security analysis, i.e., attack signature generation, is automated using SUSHI. The whole process could be automated if its integration with symbolic execution engine is
ready.

6.1 Discovering Password Bypassing
Consider a Java servlet called BadLogin, adapted
from the example introduced in [6]. As shown in Listing 2, the user authentication is performed by a function
processRequest, which reads the user input (a user
name and a password), and verifies their existence in the
back-end database.
To avoid attacks like SQL injection, a massage function is defined for applying a number of sanitation procedures. For each user input, it replaces the single quote character (a special control character in SQL) with its escaping
form (a sequence of two single quotes). In addition, it limits
the size of each user input string to 16 characters. Note that
here 16 can be any positive integer.
The length restriction protection intends to limit the
room of attackers for playing tricks. Good intention, however, may not eventually lead to desired effects! Combined
with the string substitution, it actually causes a delicate vulnerability and the following is the shortest attack signature
discovered by SUSHI. Notice that the pair of strings are
shorter than the one originally given in [6], because the constraint solving algorithm in this paper is able to find all possible solutions.
sUname
sPwd
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=
=

a’’’’’’’’
’’ OR uname<>’

1 protected void processRequest (
2 HttpServletRequest request . . . )
3 throws S e r v l e t E x c e p t i o n {
4 Pr intWr ite r out = response . getWriter ( ) ;
5 try {
6
S t r i n g sUname = r e q u e s t . g e t P a r a m e t e r ( ” sUname” ) ;
7
S t r i n g sPwd = r e q u e s t . g e t P a r a m e t e r ( ” sPwd ” ) ;
8
C o n n e c t i o n con = D r i v e r M a n a g e r . g e t C o n n e c t i o n ( ” . . . ” ) ;
9
S t a t e m e n t s t m t = con . c r e a t e S t a t e m e n t ( ) ;
10
S t r i n g strCmd = ”SELECT ∗ FROM u s e r s \nWHERE uname = ’ ”
11
+ ma s s a g e ( sUname ) + ” ’ AND pwd = ’ ”
12
+ ma s s a g e ( sPwd ) + ” ’ ” ;
13
R e s u l t S e t s r s = s t m t . e x e c u t e Q u e r y ( strCmd ) ;
14
i f ( sr s . next ()){
15
o u t . p r i n t l n ( ” Welcome ” + sUname ) ;
16
}else{
17
o u t . p r i n t l n ( ” Login f a i l ! ” ) ;
18
}
19 } c a t c h ( E x c e p t i o n e x c ) { . . . }
20 }
21
22 p r o t e c t e d S t r i n g ma s s a g e ( S t r i n g s t r ){
23 S t r i n g s t r O u t = s t r . r e p l a c e A l l ( ” ’ ” , ” ’ ’ ” ) ;
24 i f ( s t r O u t . l e n g t h () >16) r e t u r n s t r O u t . s u b s t r i n g ( 0 , 1 6 ) ;
25 r e t u r n s t r O u t ;
26 }

Listing 2. Vulnerable Authentication
The trick is explained briefly as below. By applying the
massage() function on sUname, each of the 8 single
quotes is converted to a sequence of two quotes. However,
the last quote is chopped off by the substring() function (at the 16’th character as shown in Listing 2). This results in the following SQL query, which bypasses password
checking. Notice that the logical structure of the WHERE
clause has been changed by the attack string, because the
single quotes are treated differently – each pair of single
quotes between a and AND is regarded as the escaping form
of one single quote by SQL parser.
SELECT uname , pwd FROM u s e r s
WHERE uname= ’ a ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ ’ AND pwd= ’ ’ ’ ’ ’ OR uname<>’ ’

Clearly, the vulnerability discussed in this section cannot be discovered by black-box testing like [4, 11, 20], because without prior knowledge of the implementation, it
is very hard to craft the input strings that could pass the
sanity check by massage(). The string analyses such
as [1, 3, 13] cannot discover the bug either, because regular
replacement is not supported. Only when the control/data
flow information is taken advantage by the automated vulnerability scanner, such deeply hidden bugs can be revealed.
Detection using SUSHI: We now briefly describe how
the aforementioned attack could be discovered by SUSHI.
When processRequest is symbolically executed, the
value of variables sUname and sPwd should be initialized
with symbolic literals and let them be x and y. Then, by executing the statements one by one, at line number 13 where
the SQL query is submitted, the symbolic value of strCmd
is a concatenation of the following string terms.

2.
3.
4.
5.

term x+
 → [0, 16]
constant word ’ AND pwd=’
term y+→ [0, 16]
constant word ’

Let the string expression (concatenation of the above
terms) be S1 . Here x+
 → [0, 16] represents the output of
the massage() function on sUname, i.e., to replace every single quote with its escaping form and then to perform a substring operation on the user input. Similar is
y+→ [0, 16]. Now by associating the symbolic string expression with predefined attack patterns, we can construct
SISE equations. For example, the following is a sample
SISE equation, based on one of the pre-collected SQL injection attack patterns:
S1

≡

uname=’([ˆ’]|’’)∗ ’ OR

∗

uname<>’’

Intuitively, the SISE equation asks the following question: after all the sanitation procedures are applied, is it feasible to make the WHERE clause of the SQL query essentially a tautology (by “OR uname<>’’”)? Using SUSHI,
we are able to generate the shortest attack strings in 1.4 seconds. The detailed information is shown in Figure 6. The
first four columns show the size of FST and FSA used in
solving the SISE equation. The last column shows the overall time cost.

6.2 Generating Shortest XSS Exploits
We demonstrate how reusable attack pattern rules
are represented in SISE. We show how SUSHI is used
for analyzing one recently discovered XSS vulnerability [16] in Adobe Flex SDK 3.3.
A file named
index.template.html is used for generating wrappers of application files in a FLEX project. It takes a user input in the form of “window.location” (URL of the web
page being displayed), which is written into the DOM structure of the HTML file using document.write(str).
Clearly, the unfiltered input could lead to XSS (a tainted
analysis [19] could identify the existence of the vulnerability). However, to precisely craft a working exploit is still
not a trivial work, as several constraints have to be satisfied
before the injected JavaScript code could work. For example, the injected JavaScript tag should not be contained in
the value of an HTML attribute (otherwise, it will not be
executed). In addition, the resulting HTML should remain
syntactically correct, at least until the parser reaches the injected JavaScript code.
Example
Bypass
XSS

FST States
238
0

FST Trans
1634
0

FSA States
17
272

FSA Trans
62
4217

Time
1.4s
74.1s

Figure 6. Attack Signature Generation Cost

1. constant word SELECT * FROM users \nWHERE uname=’
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Rule

Regular Expression Pattern

XSS

.*<script>alert(’XSS found!’)</script>.*

EffectiveScript

.*[a-zA-Z0-9 ]+ *= *"[ˆ"]*<script.*>.*

MatchTag

.*<embed[ˆ<>]*>.* ∩ .*</embed[ˆ<>]*>.*

Figure 7. Rules in RHS
SUSHI can help generating the attack string precisely. In
fact, SUSHI generates the following attack string which is,
first of all working, and is shorter (if not the shortest) than
the exploit given in the original securitytracker post [16].
\"<script>alert(’XSS found!’)</script>

In the following, we briefly describe how the SISE equation is constructed for generating the exploit. The LHS (left
hand side) of the equation is a concatenation of three strings,
two constant words and one variable. The variable represents the unsanitized user input. The two constant words
represent the other parts of the parameters collected and
combined by the vulnerable JavaScript code snippet. The
two constant words are obtained by manual analysis that
simulates symbolic execution on the vulnerable JavaScript
snippet. The size of the constant words in LHS (combined)
is 445 characters long. The RHS is a conjunction of a number of attack patterns and filter rules as shown in Figure 7.
Notice that these attack patterns, apparently, are reusable.
The XSS pattern is straightforward. It requires that the
JavaScript alert() function eventually shows up in the
combined output. Then the EffectiveScript rule forbids the JavaScript snippet to be embedded in any HTML
attribute definition (thus ineffective). The MatchTag rule
requires that an HTML beginning tag must be matched by
an ending tag (in our case the “<embed>” tag). Clearly,
the above rules are general and can be applied to analyzing
other XSS attacks.
The cost of finding the shortest solution is shown in Figure 6. Notice that the solution cost is expensive because the
equation constructed is unusually large (the size of LHS is
445). This is reasonable compared with similar efforts in
the area, e.g., HAMPI [13].

7 Related Work
String analysis, i.e., analyzing the set of strings that
could be produced by a program, emerged as a novel technique for analyzing web applications, e.g., compatibility
check of XHTML files against schema [2], security vulnerability scanning [6, 7], and web application verification
[1]. Solving string constraints is one of the many directions for tackling command injection attacks (e.g., tainted
analysis [19], forward string analysis [3], run-time hardening [8]), black-box testing [11]). While the aforementioned

techniques are mainly dynamic analysis, string analysis is
mostly static. Static analysis helps to discover vulnerabilities before web applications are deployed.
In general, there are two interesting directions of string
analysis: (1) forward analysis, which computes the image
(or its approximation) of the program states as constraints
on strings and other primitive data types; and (2) backward
analysis, which usually starts from the negation of a property and computes backward. Most of the related work
(e.g., [1–3, 15]) fall into the category of forward analysis.
The work presented in this paper is backward. Compared
with forward string analysis, the backward string analysis is
able to generate attack strings as hard evidence of a vulnerability and avoids false positives. However, it suffers from
false negatives, i.e., there are cases where vulnerabilities are
ignored by the analysis.
SISE can be regarded as a variation of the word equation problem [17]. Note that in a word equation, only
word concatenation is allowed. In SISE, various popular
java.regex operations are supported.
SISE is a continuation of our earlier efforts of building a unified symbolic execution framework [6]. The SISE
framework subsumes the string constraint framework outlined in [6], in which a number of incomplete heuristics
algorithms are used for handling string concatenation and
constant string replacement, suffering from imprecision.
This paper provides a both sound and complete algorithm,
which is able to produce all possible solutions of a SISE
constraint. As shown in §3 of this paper, the modeling of
various regular replacement semantics largely improves the
analysis precision. The SUSHI constraint solver is implemented and is applied to a number of case study examples,
which allows us to verify the effectiveness of the proposed
string analysis in practice.
The closest work to ours is probably the HAMPI string
constraint solver [13], which is also a backward analysis.
HAMPI supports solving string constraints with contextfree components, which are essentially unfolded to regular language within a bound. HAMPI, however, does not
support string replacement nor regular replacement, which
significantly limits its ability to reason about sanitation procedures. In addition, the unfolding of context-free components limits its scalability. Similarly, Hooimeijer and
Weimer’s work [9] in the decision procedure for regular
constraints does not support regular replacement. Another
close work to ours is Yu’s automata based forward/backward string analysis [22]. Yu et al. use language based replacement [23] to handle regular replacement. Imprecision
is introduced in the over-approximation during the language
based replacement. Conversely, our analysis considers the
delicate differences among the typical regular replacement
semantics.
In [21] Wassermann and Su combined string analysis and
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taint analysis for discovering Cross-Site Scripting attacks.
Their analysis is forward and does not directly generate attack signatures. Finite state transducer is used in [21] for
modeling regular replacements, however, it does not distinguish between the various semantics such as the greedy and
the reluctant, which is addressed by this paper.

8 Conclusion
This paper introduces a string constraint solver called
SUSHI. We show that a fragment of the general string equation problem, called Simple Linear String Equation (SISE),
can be solved using automata based approach. Finite state
transducer is used for precisely modeling several different
semantics of regular substitution. This helps to reduce false
positives of a string analysis. The SUSHI constraint solver
is implemented and it is applied to analyzing security of
several small web applications. The experimental results
show that SUSHI works efficiently in practice. We plan to
integrate SUSHI with existing symbolic execution engines
to automate vulnerability exploration. Future directions include expanding the solver to consider context-free components, and incorporating temporal logic operators for modeling malicious attack behaviors. We are also interested in
applying the work to automated grading in computer science education.
Acknowledgment: this work is partially supported by
NSF under contract DUE-0836859 and DUE-0837020.
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vulnerabilities. It would be useful for a better understanding of
the nature of vulnerabilities, and help the software development
community beware of the security vulnerabilities that they
might have introduced and get feedback to improve
continuously. The practical application result shows that GSM
could reveal some related information and properties that
existing methods cannot find in the vulnerability databases in
public. Further analysis indicates that GSM can be a foundation
for other related research, such as model checking or
classification of security vulnerabilities.

Abstract—As the core of various security problems, software
vulnerability is the main challenge in the information security
field. Particularly, software vulnerability modeling is an actively
defensive measure for software security, aiming to detect and
eliminate the potential vulnerabilities before they have been
exploited. In this paper, a structured and graphic method for
modeling vulnerability is proposed. The method combines the
advantages of existing methods to depict and reason about
security vulnerabilities, which would be useful for a better
understanding of the nature of vulnerabilities, and become an
effective way to detect and prevent the software vulnerabilities.
The practical application result shows that GSM could reveal
some related information and properties that existing methods
cannot find in the vulnerability databases in public.

II.

Keywords-software vulnerability; vulnerability modeling; taxonomy;
vulnerability database; information security

I.

INTRODUCTION

Along with the rapid development of computer and network
technology, software plays an increasingly important role in
everyday life. Although this change brings about many benefits,
new dangers arise as well, since the internet-related security
events are continually growing, and security issues have
become more acute. It is well recognized that software
vulnerabilities are the root of most security incidents on the
internet [1]. Despite many efforts being done to eliminate or
mitigate them, the vulnerabilities in software do not disappear
and are still emerging.
An increased understanding of the nature of software
vulnerabilities, their manifestations, and the mechanisms to
eliminate or prevent them can be achieved by the creation of
taxonomies for software vulnerabilities, and the application of
learning, visualization, and statistical methods or tools on a
representative collection of software vulnerabilities. Nowadays,
analysis of security vulnerabilities has typically been
approached in one of two ways: (i) using real data to perform
statistical analysis and develop a classification (or modeling)
[2,3], and (ii) providing a degree of formalism by modeling
vulnerabilities and attack characteristics [4,5].
In this paper, we present a structured and graphic method to
depict and reason about security vulnerabilities. Our method
combines the advantages of existing methods mentioned above:
the vulnerability information is analyzed, in conjunction with a
formal modeling method, to develop a Graph-based Structured
Model (GSM) to formalize and reveal the nature of security
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BACKGROUND AND RELATED WORK

A. Taxonomy of vulnerabilities
During the past thirty years, a number of vulnerability
classifications have been proposed to abstract observed
vulnerabilities into easy-to-understand classes. Representative
examples include the PA study [6], RISOS [7], Spafford’s
taxonomy [8], Landwehr’s taxonomy [2], and Aslam’s
taxonomy [9]. In addition to providing taxonomies, [2] and [3]
perform statistical analysis of actual vulnerability data based on
their own taxonomies.
The taxonomy and statistical analysis of actual vulnerability
data can help system builders, administrators, and users beware
of the types of security vulnerabilities and develop strategies to
prevent or counter them. Vulnerability modeling could still
benefit from classification efforts, as vulnerabilities in the same
class are likely to have similar causes and features.
B. Modeling security vulnerabilities
The research on vulnerability modeling has two key
branches: modeling towards general vulnerabilities or specific
static detection technology. Michael et al. [10] employ a FSM
model constructed using system call traces. Chen et al. [11]
find that exploits must pass through multiple elementary
activities. By developing an elementary FSM (eFSM) for each
elementary activity, it is feasible to develop FSM models of
vulnerable operations and possible exploits. Wilander [12]
proposes dependence graphs decorated with type and range
information as a generic way of modeling security properties of
code. However, the problem that converting the process of
analyzing integer flaws to graph isomorphism problem is an
NP-complete. D. Byers et al. [13] introduce the VCGs to
describe the vulnerabilities. This method provides an easier
understanding of the vulnerability. The use of this method may
result in a loss of information about the vulnerability.

III.

vulnerabilities and their characteristics. The model element is
corresponding to the vulnerability characteristic discussed in
Section 3.1 (Figure 1), and there will be no confusion to figure
out at which abstraction level the causes should be modeled.

THE MODEL

A. Characteristics and Observations
Based on the serious observations [14,15], it is able to
quickly and definitely arrive at a solution that all the work
classified attacks or vulnerabilities based on some inherent
characteristic of the attack or vulnerability itself. By integrating
several security-related properties or characteristics of the
vulnerabilities, we think that it is a great way for us to
understand the nature of software vulnerabilities. These
characteristics and observations motivate us to develop the
GSM modeling method, capable of expressing the software
vulnerabilities.
A vulnerability must be due to at least one flaw, but it is
possible for a flaw not to cause any vulnerability. Therefore, a
flaw is one of the most important and direct factors for a
vulnerability. This conclusion can also be draw by analyzing
the basic dimensions of typically vulnerability taxonomies
[15,16]. Characteristics which are also commonly called
features or attributes are the bases for the development of
successful classifications. Benefiting from these classifications,
we introduce security flaw to be used as an element (denoted
by “Flaw") for our GSM model building.
A vulnerability has to exist within a context [17], and hence
it is described in terms of environmental factors. In fact, there
is no “ubiquitous" vulnerability. The software development
language, the software build environment, the runtime
environment, etc. are the objective conditions that contribute to
the existence of the vulnerability. Most software vulnerabilities
result from a mismatch for a variety of reasons between the
programmer's original expectation and the environmental
conditions in which programs execute. Our approach relies on
an empirically supported belief [18,19,20] that the environment
plays a significant role in triggering security flaws that lead to
security violations (denoted by “Pre-Condition").
The result (impact) of vulnerability describes the possible
consequences of a vulnerability if exploited, and usually is used
as a synonym for vulnerability itself. The immediate result of a
vulnerability is the loss of some security properties. However,
once a single property is breached, many more attacks might be
carried out with the privileges an attacker has acquired to
impact the system’s confidentiality, integrity, and availability.
In order to maintain compatibility with existing usage, we will
also regard the result of vulnerability as an important
composition of our method (denoted by “Result").
Formally, each characteristic discussed above is defined as
a triple (Ca, Na, Va) in our method, where:
1. Ca denotes a set of characteristic categories, which
specifically refer to the types of vulnerability characteristics.
Namely, C= {Pre-Condition, Flaw, Result}.
2. Na is set of characteristic names. Each characteristic is
uniquely identified with a name.
3. Va denotes a set of values {v1, v2, ..., vn}, where vi and vj
(i≠j) may belong to a same characteristic named by Ni, that is
to say, a characteristic might have more than one value.

Visual representation

Name

Model element

Name

Pre-Condition node

Name

Flaw node
Conjunction node a

Name

Result node

Name

a. A conjunction node must contain two or more Pre-Condition and/or Flaw
nodes; arbitrary combinations are permitted.

Figure 1. Visual representation of GSMs

A Pre-Condition node or Flaw node can also be called
simple node. For each non conjunction node, there also has a
label, a triple <Ca(N), Na(N), Va(N)>, to show the connotation.
Ca(N) can be (oftentimes) omitted, since the visual shape has
suggested its characteristic category. Some concepts and
components that will be applied to construct the model should
be introduced here in advance.
Predecessor and Successor: The predecessor-successor
relationship in a GSM graph is represented with an arrow
which points to the successor node from the predecessor one.
The condition represented by the predecessor node is a
necessary condition for the existence of the successor one.
GSM chain: A one-way chain which contains all nodes and
edges along the path from one of the uppermost nodes until to
the result node is called a GSM chain. Sequences in the GSM
chain represent conditions that are ordered by some form of
causality. The area covered by oval-shaped shadow shows an
instance in figure 2.

Fn N
Fn M
Rn A

Figure 2. GSM Chain and GSM Branch

GSM branch: As shown in figure 2, the sub-graph in the
rectangle area with shadow constructs a GSM branch (called
GSM branch N ). If node N has a successor node M, then GSM
branch N is the predecessor branch of node M.
A GSM graph is a directed acyclic graph in which all nodes
represent causes but the Result node, and edges represent
relationships between causes. Every GSM has a designated
Result node, the only node without successors. A node may
have more than one predecessor but is required to have only
one successor if at all. A conjunction node can have direct
influence upon its successor only when all the clauses of a
conjunction must hold or be eliminated.

B. Visual Representation
Benefiting from the VCG method [13], we introduce a
formal graph representation for GSMs so that allowing the
developer to get an overview of the connections between the

544

IV.

in step e on the NewPredecessorSet. Call the algorithm 3. (h)
Check the predecessor nodes of node N whether there are two
nodes or more having the conjunctive relations, and put the
conjunction nodes if existed into the ConjunctionSet. (i)
Remove the node N from the UnAnalyzedSet and go back to
step b above.
2) Optimized modeling phase.
This phase examines each conjunction node in the
ConjunctionSet combined in step 1.h (step h of phase 1) or
newly produced in phase 2, and removes any redundant
conjunction node. (a) Examine whether the ConjunctionSet is
empty. If not, continue; otherwise go to the step j. (b)
Compare each conjunction node with others in the
ConjunctionSet, and remove any redundant conjunction node
whose clauses all belong to another one at the same time. (c)
Select a node CN from the ConjunctionSet. For each simple
node in CN, add all of its predecessor nodes into the
PredecessorSet. (d) Call the algorithm 4. (e) Examine whether
the CommonNodeSet is empty. If true, continue; otherwise for
a node N’ in CommonNodeSet, and if it has the successor node,
then copy GSM branch N’ as its predecessor, and remove the
node N’ from the CommonNodeSet. Repeat step e. (f)
Combine all the clauses of node CN and replace them with
node CN. (g) Add all elements of PredecessorSet to be the
predecessor nodes of node CN, and keep other nodes intact. (h)
Remove the node CN from the ConjunctionSet. (i) Analyze all
the nodes in PredecessorSet to check whether there are two
nodes or more having the conjunctive relations, and put the
conjunction nodes if existed into the ConjunctionSet. After
that, empty the PredecessorSet and go to step 2.a. (j) Adjust
the name of the nodes in the GSM to avoid duplication.

THE IMPLEMENTATION OF MODEL

A. Selecting the characteristics
Prior to constructing the model, we have studied deeply
many vulnerabilities, and focused on the characteristics we
discussed to analyze the information about vulnerability. Table
I lists some analysis results based on our method.
TABLE I.
Name
Using
Memory
Buffer
Memory
Exploited
Mechanism

THE CHARACTERISTICS AND THEIR VALUES (PARTLY)

Category
Pre-Condition
Result

Length
Parameter
Error

Flaw

Parameter
Error

Flaw

Special
Element

Pre-Condition

Value
using heap buffer;
using stack buffer
unbounded transfer(CVE-2002-1337);
out-of-bound read(CAN-2004-1940);
out-of-bound write(CVE-2004-2620)
inconsistency(CVE-2000-0655);
simple math error(CAN-2005-3120);
incorrectly updating parallel counters;
not accounting for size differences
between formats(CVE-2001-0334);
missing parameter(CVE-2004-0276);
extra parameter(CAN-2003-1014);
undefined parameter(CAN-2002-1488);
unsupported parameter(CVE-2001-0650);
wrong type(CVE-2004-0270);
uncompleted parameter(CAN-2003-0195)
delimiter; input termination; input leader;
control character; quoting element;
comment; macro symbol; whitespace;
wildcard element; null(character or byte)

b. A typical instance in US-CERT/NIST is given in parenthesis

It is unambiguous to find out that one characteristic name
may map to more than one characteristic value. This situation
is an important phenomenon which has been brought to our
great attention. To avoid these mistakes, we will make use of
more precise vocabularies to describe and characterize the
relevant result of vulnerability if exploited.
B. Constructing the GSM model
Several conventions are given firstly for conveniently:
1. For a simple node N, Ca(N) denotes the characteristic
category; Na(N) is the characteristic name which is also the
unique identifier in the model; Va(N) is the characteristic value.
2. Two auxiliary databases are introduced: (i) Attribute_DB
is used to store the vulnerability characteristics in the form of a
triple < Ca(N), Na(N), Va(N)>, and (ii) Cause_DB, is used to
maintain the causal relationships between nodes in a GSM.
The modeling process is divided into two phases.
1) Preliminary modeling phase.
Preliminary modeling phase starts with a single result node,
representing the vulnerability being modeled. (a) Analyze and
label the result node. Add this node to the UnAnalyzedSet. All
of the aided sets of nodes are empty at the beginning. (b)
Examine whether the UnAnalyzedSet is empty. If not, continue;
otherwise go to the phase 2. (c) Select a node N from the
UnAnalyzedSet and call the algorithm 1. (d) Call the algorithm
2 and get the PredecessorSet of node N. (e) Add all elements
of PredecessorSet to be the predecessor nodes of node N in
the GSM; Conjunct the PredecessorSet and UnAnalyzedSet to
the UnAnalyzedSet, and after that empty the PredecessorSet. (f)
Make use of various means to acquire the NewPredecessorSet
to enrich and improve the model. (g) Repeat a similar process
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n1
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n2

n3 n4 n5
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(a) Before the operation of COPY

(b) After the operation of COPY

Figure 3. Example of copying GSM branch

TABLE II.
Algorithm
alg. 1
alg. 2

alg. 3

alg. 4

DESCRIPTION OF THE ALGORITHMS
FUNCTION

Make use of the information in the Cause_DB to
produce the CandidateSet of node N and add the new
vulnerability characteristics to the Attribute_DB.
Produce the PredecessorSet of node N by checking the
every node in CandidateSet.
Analyze the nodes in NewPredecessorSet to get
vulnerability characteristics to the Attribute_DB, and
add the causal relationships between these vulnerability
characteristics and the current node being analyzed to
the Cause_DB. Empty the NewPredecessorSet at last.
Add the common nodes between the node CN and other
conjunction nodes in ConjunctionSet to the
CommonNodeSet, used to store each simple node that
belongs to at least two different conjunction nodes.

Figure 3 gives a visual example for step 2.e. As a matter of
convenience, here we do not differentiate the types of the nodes

and each simple node is simply expressed as a circle. And the
operation of adjusting the name of nodes in step 2.j will solve
the problem of duplication in such transformation of copying
GSM branch. Due to space limitations, any algorithm appeared
in the steps above is described simply in table II.
V.

PN 3
pn3: <Parameter Source, Outside Input>
PN 2
pn2: <Using Memory Buffer, Using Heap Buffer>

fn2: <Parameter Validation Error, Missing>

EXPERIMENT AND DISCUSSION
PN 1

We have applied the GSM approach to analyze a lot of
security vulnerabilities cataloged by CERT/CC. This section
gives a typical example to demonstrate the modeling process.

FN 1
fn1: <Length Parameter Error, Inconsistency>

pn1: <8VHU3URYLGHG,QSXW&RS\6RFNHW!
RN
rn: < Buffer Exploited Mechanism, Out-of-bound Write>

A. NULL HTTPD Heap Overflow Vulnerability
Null HTTPD is a multithreaded web server for Linux and
Windows platforms. There is a heap-based buffer overflow,
known as CVE-2002-1496 [21], in Null HTTP Server 0.5.0 and
earlier version. The source code of the vulnerable function is
shown in Figure 4.
1
2
3
4
5
6
7
8
9
10
11

FN 2

Figure 5. The preliminary model of phase 1

2) Optimized modeling phase:
Since there is only one conjunction node CN 1, we get a
new PredecessorSet with the nodes PN 2 and FN 2 by step 2.c,.
The node CN 1 is used as the parameter to call the algorithm 4,
and only an empty CommonNodeSet is got. Then the nodes PN
1 and FN 1 are combined and replaced with node CN 1 in the
GSM graph. All elements of PredecessorSet (PN 2 and FN 2)
are added to be the predecessor nodes of CN 1, and the
ConjunctionSet would be empty again. In step 2.i, we again
analyze whether the nodes PN 2 and FN 2 have conjunctive
relations and gain a new conjunction node CN 2 which
contains the nodes PN 2 and FN 2. Before going back to step
2.a, the node CN 2 is added to the ConjunctionSet and the
PredecessorSet is reset empty. Finally we complete the
optimized modeling phase (figure 6).

PostData=calloc(contentLen + 1024, sizeof(char)); x=0; rc=0;
pPostData=PostData;
do{
rc=recv(sock, pPostDta, 1024, 0);
if(rc==-1){
colseconnect(sid,1);
return;
}
pPostData+=rc;
x+=rc;
} while ((rc==1024)||(x<contentLen));
Figure 4. Source Code of the function ReadPOSTData

PN 3
pn3: <Parameter Source, Outside Input>

We now describe how to construct the GSM model for this
known vulnerability.
1) Preliminary modeling phase:
The result node is picked up for analysis. It could cause the
impact of “Out-of-bound Write” if exploited, so it is marked
with the label <Result, Buffer Exploited Mechanism, Out-ofbound Write>, and add it to the UnAnalyzedSet with the name
RN. Then the node RN is used as the parameter to call the
algorithm 1, and get the CandidateSet with a node FN 1,
labeled <Flaw, Length Parameter Error, Inconsistency>.
According to the algorithm 2, the node FN 1 is added to the
PredecessorSet, and the CandidateSet is empty again.
According to the step 1.e, the node FN 1, the only element of
PredecessorSet, is added as the predecessor node of node RN,
and then the UnAnalyzedSet equals to the set {RN, FN 1}.
By code review in step 1.f, the function ReadPOSTData
copies a user specified string from a socket as an input, which
is also a necessary precondition for “Out-of-bound Write”. We
add it to the NewPredecessorSet named PN 1 with the label
<Pre-Condition, User Provided Input Copy, Socket>. After
step 1.g, the node PN 1 is added to be the predecessor node of
node RN, and the UnAnalyzedSet equals to the set {RN, FN 1,
PN 1}. In step 1.h, it is required to analyze the predecessor of
node RN to check whether the nodes PN 1 and FN 1 have
conjunctive relations. Through analysis, we introduced a
conjunction node CN 1 which contains the nodes PN 1 and FN
1, and add it to the ConjunctionSet. We remove the node RN
from the UnAnalyzedSet and go back to step 1.b. Eventually we
complete the preliminary modeling phase (figure 5).

CN 2 PN 2 FN 2

Cset(CN2)={PN 2, FN 2}

pn2: <Using Memory Buffer, Using Heap Buffer>
fn2: <Parameter Validation Error, Missing>
CN 1 PN 1 FN 1

Cset(CN1)={PN 1, FN 1}

pn1: <UVHU3URYLGHG,QSXW&RS\6RFNHW!
fn1: <Length Parameter Error, Inconsistency>
RN
rn: < Buffer Exploited Mechanism, Out-of-bound Write>

Figure 6. The Optimized model of phase 2

B. Discussion
With increasing complexity and distribution of software,
the importance of heeding to security is becoming more and
more critical. While the vulnerabilities are often very similar,
the lack of knowledge about their nature often leads to
reintroduction of the vulnerabilities in new software. From the
example of CVE-2002-1496, we can find out that comparing to
the existing public vulnerability databases [22,23], which
describe the security vulnerabilities with natural language,
GSM model provides a more comprehensive method to depict
and reason about security vulnerabilities. The analysis of the
vulnerability characteristics and their causal relation would be
useful for a better understanding of the vulnerability and
reusing the analytic results of the vulnerability.
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We also have applied GSM model to several other known
vulnerabilities (e.g. CVE-2002-0902, CVE-2006-0806, and
CVE-2006-0437), and found some similarities between the
vulnerabilities. For example, despite the fact that four years
separate the vulnerabilities CVE-2002-0902 and CVE-20060437 and that they concern the same software, it appears that
the cross-site scripting (XSS) vulnerabilities are often basically
the same. This indicates that vulnerabilities could be avoided
be using some kind of vulnerability modeling, like GSM model.
By taking advantage of the GSM chain, for example patternmatching, our GSM method might contribute positively to
model-based checking of security vulnerabilities. With the
benefits of giving details of the vulnerability characteristics, it
is quite possible to eliminate or mitigate some characteristics of
the vulnerabilities to prevent a vulnerability. This threedimensionality structure <Ca(N), Na(N), Va(N)> contributes to
help those who, with different knowledge background, need to
detect or understand the security vulnerabilities.
VI.
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1. Abstract

Dynamic SNA studies evolution of a social graph from
a state S at a time t, to a state S’ at a time t’. It is based
on models and measures dedicated to structures and flows1 .
A flow is characterised by a count of units circulating between two vertices - e.g. electrical or hydraulic networks,
road networks - and the possible ability to show implicit
relationships between individuals involved into the social
graph. Dynamic SNA enables the probabilistic prediction of
social graphs evolution.
Semantic SNA studies the conceptual aspects of a social
graph. It is based on the principles underlying conceptual
graphs theory and semantic networks theory [9]. Semantic
SNA usually refers to Semantic Web, Ontology Engineering [5] and logical inferences, in correlation with cognitive
sciences. With the exponential growth of social networks
and information flows, semantic SNA becomes crucial for
knowledge discovery and knowledge management, from the
enterprise content to the large communities of the Web.
Currently, not many works try to integrate the differentiated forms of analysis (dynamic and semantic). The purpose of our work consists in filling this gap by defining a
new convergent system based on both dynamic and semantic analysis of Enterprises and Institutions Social Networks
(EISN). Our approach is multidisciplinary since it is based
on physics and cognitive sciences. It leads to the definition
of a multidimensional model enabling the development of
new decision-making tools for the optimisation of work or
social and human capital management. In its current version, this model includes two new measures and a predictive system: (1) a measure of tension of a social network,
(2) an electrodynamic and predictive system for semantic
recommendations about social graphs evolutions and (3) a
measure of reactance of a social network used to evaluate
the individual stress of its members.
Our work is funded by the French State Secretariat for
prospective and development of the digital economy, in the

In 1977, L. C. F REEMAN published new metrics for
Social Networks Analysis (SNA), mainly based on static
graph-mining models. The objective of our work is to introduce new dynamic SNA models dedicated to SNA and
to take the conceptual aspects of enterprises and institutions social graph into account. These conceptual aspects
are embedded in trades oriented ontologies extracted from
the endogenous information, connate to the studied social
networks. The originality of our work is based on the definition of new multidimensional measures in SNA for new
decision-making functions in Human Resource Management (HRM). Defined in the context of a new multidisciplinary approach (mainly physics and cognitive sciences),
the contributions presented in this paper are: (1) a measure
of tension of a social network, (2) an electrodynamic and
predictive system for semantic recommendations about social graphs evolutions and (3) a measure of reactance of a
social network used to evaluate the individual stress of its
members.

2. Introduction
Current trends and needs of communication permanently
require new functions and applications of social networking, as demonstrated by the constant eruption of new mode
of socialisation (cf. Twitter, Facebook, Diigo). In comparison with the real spaces of exchange, these virtual
spaces facilitate the static analysis and the emergence of
metrics and methods dedicated to Social Networks Analysis (SNA). Measures of centrality such as those introduced
by L. C. F REEMAN are the basic foundations of SNA [3].
A social network can be formalised with a (not)oriented,
(not)labelled and weighted graph. From such a structure,
two kinds of SNA can be differentiated: dynamic SNA and
semantic SNA.

1 Flows

548

models and measures [8], [10].

tance and electromagnetic fields to introduce the emergence
of implicit social networks induced by the flows between
closest neighbours in an explicit social network.
A MPERE’s theorem (1820) defines the circulation of the
magnetic induction as a vector. This vector describes a set
of circles τ centred on a rectilinear conductor charged by
an electrical intensity I, with dl an infinitesimal movement,
 is a magnetic induction expressed in Tesla (T = 104
where B
Gauss) and μ0 the vacuum permeability index (= 4π · 10−7 )
[6].

 · dl = μ0 · I
(1)
B

context of the S OCIOPRISE project. It is developed in collaboration with a French IT service and software engineering company which provides industry-leading software and
implementation services dedicated to human capital management.
The rest of this paper is structured as follows. Section
3 introduces, in a synthetic way, the principles and methods respectively used for dynamic SNA and semantic SNA.
Section 4 presents in details the approach we advocate to
integrate dynamic and semantic SNA. Our contributions
are based on (1) a bridge-building between radio-electronic
principles to complete a dynamic analysis and (2) a bridgebuilding between our new physical measures of SNA and
knowledge engineering. Our work is devoted to Enterprises
and Institutions Social Networks Analysis - EISNA.

τ

According to this proposal, we add a simplification of an
electromagnetic induction B with d, distance (m) between
the conductor and a point of an euclidian plan, orthogonal
to the conductor.
μ0 I
B=
·
(2)
2π d
Ratio between the magnetic flow Φ of a simple (vs. composed) and isolated electrical circuit and the electrical current running within the circuit is called proper inductance L
of the circuit.
Φ
L=
(3)
I
In a composed circuit, also called network, it is convenient
to take the mutual induction phenomenon into account. Mutual inductions is the electromagnetic interaction between
magnetic elements depending on their respective polarization, orientation and proximity. Mutual inductance of circuits 1 and 2 is noted M1/2 .

3. Unidimensional approaches
3.1. Radio-electrical principles for dynamic EISNA
Some physics models are treated with help of graphs for
the understanding and discovery of theoretical principles.
In the electricity area, the K IRCHHOFF’s law of nodes and
law of meshes are the most well-known illustration of this
trend. The originality of our work is to introduce the notion
of tension of social network. This tension of a network is
defined according to the notions of crossing flow intensity
and vertex resistance. A vertex s directly connected with
two other vertices r and t can be likened to a dipole which
resistance is noted R. We use O HM’s laws:
U rt = Rs.Irt and P s = Rs.Irt.Irt2 = U rt.Irt2 /Rs =
U rt.Irt,
where U rt represents the electrical tension depending on
Rs and Irt, and P s represents the delivered power by a
vertex of which√
maximal admissible power
is noted P max,
with U max = R.P max and Imax = P max/R.
By applying O HM’s law upon a social graph, it is possible to compute a charge-capacity ratio of the enterprise
social network, by analogy with P s, P max. Our goal is
to introduce a stress measure of individuals. This measure
uses the Joule effect to estimate the enterprise social network components warm-up and to prevent risks of performance degradation, instability or breakdown (psychosocial
troubles). It must be considered that the social material is
a priori abstracted as a constant by initialising algorithms
with ρ = 1, let T.ρ = W = R.I 2 .Δt.
The experiment of E. B RANLY about radio-conduction
(1890) has demonstrated that some flows can appear between points without visible connections. We use the radioconduction principle to state a hypothesis that some significant flows of information can exist between two vertices
which are not directly connected by an edge. To fulfil this
hypothesis, our thesis stands on both the notions of induc-

M1/2 =

Φ2
I1

(4)

The geometrical dimension, usually induced and thus implicit in graphical representations of networks is just a facility for conceptualisation. It is a deviation of the strict
logical representation of social networks in which, most often, there are no geometrical distances between people but
only separation degrees2. That is the reason why we prefer
to use adjacency matrices.
To introduce our new dynamic model, we assimilate the
edges of a social graph to conductors transporting electrical flows. We assume that percentages of read, written or
shared common documents (e.g. office, mails, instantaneous messages), exchanged data packets (ToIp, VoIp) or
other numerical communication marks between individuals, are transposed into electrical intensities, tensions, and
powers. We apply electromagnetic laws to compute in a
predictive way the elements of E  , set of edges of a graph
G(V, E), at the end of an indivisible time interval [t; t + 1].
The figure 1 shows a conceptual illustration of how we use
2 The separation degree between two vertices is the minimal count of
edges connecting them.
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puted4 . T. G RUBER cheers on initiatives which tend to integrate semantic web principles and languages to social networks for the development of Collective Intelligence and
Collective Knowledge Systems [4]. From large Web communities to enterprises social networks, semantic SNA can
bring real progresses in different domains, such as global
marketing linked to globalisation, social and human capital
management or work-groups and work-methods optimisation within professional organisations.

our radio-electric analogy to construct an electrodynamic
structural evolution of E, from a time t to a time t + 1.

4. Multidimensional synergies in EISNA
Figure 1: Predictive electrodynamic on structure and flows.

The main objective of our work is to exhibit multidimensional synergies between the static, dynamic and semantic aspects in Enterprises and Institutions Social Networks
Analysis - EISNA. The specificities of EISNA are: (1) social graphs composed of up to 100 000 nodes, (2) endogenous data restricted to a few specific and connate domains
and (3) intensive collaborative work with trade oriented information sharing.
The methodology we have adopted respects the segmentation of the problematics:

The work of [10] about resistance and currents of finite
networks, demonstrating the unity and continuity of flows
within large graphs, brings a new hypothesis to be validated
in SNA. Finally, superposition of ontologies to these models
will add a semantic dimension necessary to a conceptual,
qualitative and faceted classification of flows and structures
in EISNA.

• For dynamic SNA, our contribution mainly consists in
providing relevant bridge-building of known methods
and identified models, originally from physics or cognitive sciences. The results we provide concern a new
predictive model of social graphs, devoted to EISNA.
It consists in the application of radio-electricity laws
to add or delete edges in a graph G(V, E) and to set up
an electrodynamic simulation of its evolution in a time
interval (cf. section 4.1).

3.2. Semantic SNA
Semantic SNA studies the conceptual aspects of social
graphs. It is founded on conceptual graphs and ontologies
coupled with SNA principles [4]. Currently, to our knowledge, a few significant work has been published in the domain, but the attractiveness of the subject is visible.
J. J UNG AND J. E UZENAT comment the description of a
three-dimensional view of semantic SNA, putting together
social graphs, annotations and ontologies [7]. Their proposal overlays and makes the three dimensions coincide in
order to build consensual ontologies3 where annotations are
linked to the social graph. The first work of [2] about semantic SNA paves the way of semantic and statistic analysis. The purpose of this work is to make the outline of
SNA operational, by integrating it to models and languages
of the Semantic Web (i.e. OWL, RIF, FOAF, SIOC, MOAT,
POWDER).
Rules and inferences systems, in correlation with cognitive sciences, bring a main line of SNA development towards a semantic dimension. This development seems to
be submitted to vertices and edges annotations, by automatic means such as statistic learning and natural language
processing (NLP), or human treatments such as social tagging. Reciprocal evaluation between members of a social
network shows how human interaction produces a valuation on which a reliable degree of confidence can be com3 An

• Semantic SNA is developed by integrating social
graphs, conceptual graph, ontologies and inferences
rules. The contributions we provide can only be applied to EISNA and they are specially devoted to work
organisation and social/human capital management.
Currently, these contributions consist in defining a notion of tension of a social network, paired with a new
measure of reactance which aims to evaluate individual stress (cf. section 4.2).
The results we provide are jointly afforded to converge in
a multidimensional model, leading to the development of
decision-making tools for enterprises and institutions social
networks.

4.1. Dynamic EISNA, Physics models and Cognition
The objective of our work on dynamic EISNA is to provide a new predictive flows and structures model, where
4 We talk about favours network when the graph structure depends on
peer to peer evaluations.

ontology is an explicit specification of a shared conceptualisation

[5].
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flows are naturally depending on structures and vice-versa.
An electrodynamic model is proposed for predictive analysis of oriented invisible flows in section 3.1. We introduce
a conceptual dimension to refine this model by semantic
superposition of social graph individual data, with tradesoriented ontologies extracted from endogenous data of enterprises and institutions content. By the way, we set up a
new dynamic and semantic model of EISNA that the figure
2 represents in a conceptual way.

The notion of reactance already exists in electrodynamic
and social psychology. In electrodynamic, the reactance (in
Ohms) describes the energy opposed to an alternative current, depending on the kind of element crossed. In psychology, the reactance characterises a state of negative motivation following a menace (supposed to be real) of individual
freedom restriction that is translated into a influence resistance [1].
In our work, we propose to use the reactance Ψ as a measure of individual stress. From the notion of tension introduced in section 3.1, we draw up the following assertions:
Let a graph G(V, E) where vertices of V are connected by
the edges of E, respecting the following properties:
- Each element v of V intrinsically holds coefficients resulting from classical measures of social networks (cf.
Freeman) or possible refinements.
- ∀(u, v) ∈ V connected by e ∈ E, (u, v) intrinsically
holds analogical values, computable in Q, of resistance, charge, capacity, warm-up, powers depending
on V, E.
- ∀e ∈ E assimilated to an uncharacterised flow ,
owning a quantifiable value ϕ = 0, e is intrinsically described by values of resistance, charge, capacity, warm-up and powers. For e, 
 or ϕ are measured
as a pseudo-tension Te or pseudo-intensity Ie .

Figure 2: Predictive electrodynamic and linked-data system of
EISNA.

From these assertions and the results of experiments
managed in the context of the S OCIOPRISE project (i.e.
a project dedicated to human and social capital management) within trade-oriented organisations, we offer a first
set of knowledge dedicated to the identification of individual stress. This set of knowledge can be represented by the
following rules and axioms:

We set up trades-oriented ontologies above our predictive and evolutionist system. As shown in figure 2, this approach enables (1) to link moving communities data to semantic networks by a set of explicit associations, and (2)
to discover implicit trades-specific knowledge associated
to individuals by logical inferences. The domain ontologies integrated to this innovative model bring a semantic dimension, powerful in the context of an exploitation devoted
to decision-making functions for human and social capital
management.

* rule 1:
chargeu
If CCu = capacity
increases and CCu < 80%,
u
5
then Ψu increases .
* rule 2:
resistanceu .intensity(e1,u,e2)2
if Pu =
increases and
P maxu
Pu  1,
then Ψu and warm − upu increases (Pu represents a
used power).

4.2. Semantic EISNA
In sections 3.1 and 4.1, we have introduced an analogy
between flows or structures analysis within social networks,
and some principles of radio-electricity that seem to be relevant. We have put forward the notions of resistance, charge,
capacity, warm-up and powers. This context is used to characterise implicit or explicit relationships Rs (i, j) between
the vertices of a social graph. Our goal is to cross these
relationships with semantic properties (object or data properties) represented by one or more domain ontologies, in
order to conceptualise interactions within the social graph.

* rule 2 bis (inference learning on rule 2):
if warm − upu increases,
then Ψu increases.
* rule 3:
if Pu increases and Pu > 1,
then Ψu decreases, P maxu decreases and warm −
upu quickly increases (Pu has exceeded P maxu ).
5 By analogy with electronic power networks, we integrate the notions
of minimal charge threshold under which the performance collapses.
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From an applicative point of view, our proposal is currently evaluated in the context of an experiment related to
the S OCIOPRISE project. From a theoretical point of view,
this work is currently in progress towards the integration
of static and semantic aspects of EISNA. We plan to use
F REEMAN’s measures of centrality and intermediarity in
order to advocate a static, dynamic and semantic analysis
of social networks structures and flows [3]. The main applicative perspective of this approach is to assist the optimisation of work-groups, performance and health at work.
The main theoretical perspective is to formalise a complex
and multidimensional model (static, dynamic and semantic) dedicated to enterprises and institutions social network
analysis.

* rule 3 bis (inference learning on rule 3 and experts
supervision):
if Ψu decreases and warm − upu increases,
then quick decreasing of P maxu and destruction risk.
* axiom 1 (inference supervised learning on rule 1):
if CCu  0.8,
then risk to lose socio-professional performances.
* axiom 2 (inference learning on rule 3 and 3 bis):
if Pu > 1,
then risk of psychosocial troubles.
* axiom 3 (inference supervised learning on axioms 1 +
2 and their premisses):
performance optimisation is equivalent to CCu > 0.8
and Pu  1.
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[2] G. Erétéo, F. Gandon, J. De Santo, and O. Corby.
Semantic social network analysis. In Proceedings of
the WebSci’09: Society On-Line, 18-20 March 2009,
Athens, Greece, 2009.

From the equations system underlying these rules and
axioms, we are currently formalising a scalar measure of
reactance Ψu , paired with the notion of tension and dedicated to EISNA. This measure will be useful to optimise
workforce and working groups performance by identifying
bottlenecks and hotspots related to activities or keywords,
in the enterprise or institution social network. It will help to
provide recommendations for training plans, development
plans, corporate organisation and prevention of psychosocial troubles epidemics.

[3] L.C. Freeman. A set of measures of centrality based
on betweenness. Sociometry, 40:35–41, 1977.
[4] R. T. Gruber. Collective knowledge systems: Where
the social web meets the semantic web. Web Semantics: Science, Services and Agents on the World Wide
Web, 6(1):4–13, February 2008.
[5] T.R. Gruber. Toward principles for the design of ontologies used for knowledge sharing. International
Journal of Human Computer Studies, 43(5/6):907–
928, 1995.

5. Conclusion
The purpose of our work is to define a model of enterprises and institutions social networks analysis (EISNA).
The main originality of this model is to integrate the dynamic and the semantic dimension of EISNA. Our current
proposal is based on 2 measures and an innovative system
defined in the context of a multidisciplinary approach. The
new measures are respectively dedicated to evaluation of
the tension and the reactance of a social network N notions, while the electrodynamic system enables predictions
and recommendations the evolutions of N .
These new measures correlate statistic, dynamic and
conceptual dimensions through endogenous resources and
scientific interdisciplinarity.
This work is a baseline for the development of new
decision-making functions and tools, for psychosocial risk
prevention, performances loss risk prevention and social
risk prevention in human and social capital management of
enterprises and institutions.

[6] J. Jackson.
2001.

Electrodynamique classique.

Dunod,

[7] J. Jung and J. Euzenat. Towards semantic social networks. In ESWC ’07: Proceedings of the 4th European conference on The Semantic Web, pages 267–
280, Berlin, Heidelberg, 2007. Springer-Verlag.
[8] V. Latora and M. Marchiori. Efficient behavior
of small-world networks. Physical Review Letters,
87(19), 2001.
[9] J.F. Sowa. Knowledge Representation: Logical, Philosophical, and Computational Foundations. Brooks
Cole Publishing Co., 2000.
[10] C. Thomassen. Resistances and currents in infinite
electrical networks. J. Comb. Theory Ser. B, 49(1):87–
102, 1990.

552

Incremental Construction of Topic Hierarchies using
Hierarchical Term Clustering∗
Ricardo M. Marcacini and Solange O. Rezende
Mathematical and Computer Sciences Institute - ICMC
University of São Paulo - USP - São Carlos, SP, Brazil
{rmm,solange}@icmc.usp.br

Abstract
Topic hierarchies are very useful for managing, searching
and browsing large repositories of text documents. The
hierarchical clustering methods are used to support
the construction of topic hierarchies in a unsupervised
way. However, the traditional methods are ineffective in
scenarios with growing text collections. In this paper, an
incremental method for the construction of topic hierarchies
are presented, allowing the update of a topic hierarchy
without repeating the clustering process. The experimental
results on several benchmark text collections show that our
method obtains topic hierarchies with quality similar to
traditional non-incremental algorithms.

1. Introduction
The online platforms for publishing digital content has
contributed signiﬁcantly to the growth of several text
repositories. Due to the need to extract useful knowledge
from these repositories, methods for automatic organization
of text collections have received great attention in the
literature [7, 5, 9]. The use of topic hierarchies, such as
the Yahoo Directory! and Dmoz, is one of the most popular
approaches for this organization because they allow users
to explore the collection interactively by topics that indicate
the contents of the documents available.
The construction of topic hierarchies using supervised
methods usually requires an intense human effort to bulding
a model. Moreover, those methods become impracticable
for growing text collections. Thus, in these situations,
one possible solution is to use unsupervised hierarchical
clustering methods, which allow the construction of topic
hierarchies in a automatic way.
Hierarchical clustering methods organize a collection
text on a hierarchy of cluster and subclusters. The
∗ This

work was sponsored by FAPESP and CNPq.

most generic knowledge is represented by clusters of
higher hierarchy levels while their details, or more speciﬁc
knowledge by clusters of lower levels. Thus, users can
explore the text collection in various levels of granularity,
ﬁnding the desired information more easily and quickly [4].
Unfortunately, most existing methods for text
clustering have limitations that affect the construction and
maintenance of topic hierarchies [5]. A serious limitation
is the fact that the clustering is done statically, i.e., it
is necessary that all text documents are available before
starting the clustering process. Thus, the construction of
a topic hierarchy should be repeated whenever there are
changes in the text collection, which greatly increases the
computational cost and can make the solution unfeasible
in large volumes of data. Another limitation of traditional
methods for text clustering is the difﬁculty in interpreting
the results because there are no labels associated with
the clusters. In general, it is necessary to apply a
speciﬁc algorithm for cluster labeling after the hierarchy
construction, further increasing the computational cost of
the process.
In view of this, this paper presents a incremental method
for the construction of topic hierarchies in text collections.
Thus, it is possible to update a topic hierarchy in a growing
text collection without repeating the clustering process. The
method is based on hierarchical clustering of terms (words)
that ﬁnds similar terms using the document distribution
in which they occur. The clusters of similar terms are
used as labels for the set of retrieved documents, helping
the interpretation of results. The experimental evaluations
demonstrate that the proposed method presents good results
and provides a competitive alternative for building dynamic
topic hierarchies with understandable description of the
document clusters.
To describe the proposed method, this paper is organized
as follows. In Section 2, a brief review of concepts
about text clustering and the well-know algorithms in the
literature is provided. In Section 3, the incremental method
for hierarchical term proposed in this work is presented.
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An experimental evaluation using several benchmark text
collections is carried out and the results are discussed in
Section 4. Finally, in Section 5, an overview of the work
is presented along with a discussion of some directions for
future work.

2. Background and Related Works
In this work, we consider the automatic construction
of topic hierarquies using non-supervised hierarchical text
clustering.
To perform a process of text clustering it is necessary to
deﬁne a representation model of textual data, a similarity
measure among the documents and a strategy for the cluster
formation [4]. The space-vector model [10] is the most
used for the representation of texts. In this model, each
text document d is represented by a vector of terms, d =
(t1 , ..., tm ), where each term ti has an associated value, for
example, the frequency of occurrence. In order to obtain
the similarity between two documents the cosine measure
is commonly used. Given vectors of two documents di and
dj , the cosine measure is deﬁned as follows:
cos(di , dj ) =

d i · dj
di dj 

(1)

Finally, we deﬁne a clustering strategy. The agglomerative
hierarchical clustering methods are widely used, and start
by considering each document as a separate cluster. Then,
the pairs of the most similar documents are merged
iteratively until all the documents belong to only one
cluster. There are three classic algorithms of this strategy:
Single-Link, Complete-Link and UPGMA [2].
The Single-Link is one of the simplest hierarchical
clustering algorithms and uses the technique of the nearest
neighbor, where the similarity of two clusters is the
similarity of their most similar members. Unlike the
Single-Link, in the Complete-link clustering the similarity
of two clusters is the similarity of their most dissimilar
members. In the UPGMA algorithm, the similarity between
two cluster is deﬁned as the average of the similarities
between all pairs of documents in each cluster. The
UPGMA eliminates many problems related to dependence
on the size of the cluster, and is considered one of the best
algorithms in textual collections in terms of clusters quality
[12]. The clusters obtained by these three algorithms do
not have labels to describe their content, doing it hard to
interpret the results.
In recent years, alternative methods have been proposed
for text clustering in order to obtain clusters with associated
labels [3, 5, 7]. These methods aim the clustering of
the most similar terms (words) in the collection, ie, terms
with some value of co-occurrence. Each cluster of terms
has a set of documents associated, resulting in document

clusters with labels. The FIHC [5] is one of such method,
and uses the Apriori algorithm [1] to ﬁnd the terms
with co-occurrence in the text collection, called frequent
itemsets. The text collection is organized hierarchically
and the frequent itemsets are used as cluster labels. One
disadvantage of the FIHC algorithm is that the parameters
used to ﬁnd the frequent itemsets are difﬁcult to deﬁne in
practice [2].
The method proposed in this paper also performs
the document clustering using the co-occurrence between
terms. A technique called co-occurrence graphs [11] is
used, where terms are organized in a graph and two terms
are connected if there is a signiﬁcant co-occurrence value
between them. From the graph, the similarity between two
terms, ti and tj , is calculated by the SNN (Shared Nearest
Neighbor) measure:
SNN(ti ,tj ) =

| N (ti ) ∩ N (tj ) |
| N (ti ) ∪ N (tj ) |

(2)

where N(t) represents the set of neighbors of t. This
similarity measure uses only the topology of the graph,
and has been considered very useful when trying to
identify topics in a given corpus.
In our method,
the Incremental Hierarchical Term Clustering (IHTC)
algorithm is presented, which constructs the co-occurrence
graph and clustering similar terms in an incremental way.
The hierarchical term clustering is then used for the
construction and management of topic hierarchies.
One focus of this paper is to evaluate the topic
hierarchies generated by the incremental algorithm
proposed and to compare the results with the traditional
non-incremental methods.

3. Incremental Hierarchical Term Clustering
This section presents an incremental method for
constructing topic hierarchies based on a hierarchical term
clustering. The text collection is represented in a graph,
where the vertices are terms from the text collection and the
edges indicate signiﬁcant co-occurrence between them. The
most similar terms are clustered using the SNN measure,
resulting in a hierarchical structure known as dendrogram.
To illustrate, consider the co-occurrence graph in Figure 1.
A possible result for the hierarchical term clustering is the
dendrogram in the Figure 2.
The dendrogram is a binary tree that represents the
sequence of the clustering and the similarity between the
terms. Each node of the dendrogram is a possible topic of
the collection, represented by a set of terms. The set of
documents of a topic is obtained by the union of subsets
of documents retrieved by each term in the topic. This
structure allows a user to explore the textual collection by
browsing the topics that describe the information of interest.
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Figure 1. Co-occurrence term graph

the co-occurrence graph G of the text collection. However,
computing the co-occurrence between the terms for each
new document using a brute force approach, would make
the process very expensive computationally. Thus, we
propose an approximate method to obtain the pairs of terms
with signiﬁcant co-occurrence, based on a technique called
Top-K Frequent Elements [8]. In this technique, m is the
number of counters that monitor the occurrence of pairs of
terms. For each pair of terms e = {ti , tj } presented, If the
pair is already monitored, then the value of its counter is
incremented by 1. Otherwise, the pair is associated with a
free counter and receives the initial value 1. If there aren’t
free counters, the new par e replaces the par emin that has
the lowest counter F min . The value for the counter e is
updated with Fmin+1 , in order to allow the emergence of
new pairs.
When the value of a counter is increased, an event to
update the co-occurrence graph is called. Then the pair
of terms is inserted into the dendrogram, which is updated
dynamically in order to maintain the correct values of
similarity between the clusters terms. An overview of IHTC
algorithm is illustrated in Figure 3. The process of updating
the dendrogram is detailed as follow.

Figure 2. Dendrogram representation of the
hierarchical term clustering

Below, we present the algorithm IHTC, which
implements the proposed method. The algorithm performs
texts preprocessing, constructs a graph of co-occurrence of
terms and their related dendrogram. This whole process is
performed incrementally.

3.1. Incremental Text Preprocessing and Clustering
Textual collections can easily contain thousands of
terms, many of them redundant and unnecessary, that slow
the clustering process and decrease the quality of results.
In our method, the goals of the text preprocessing is to
maintain a subset of representative terms and organize them
in a co-occurrence graph.
Each document inserted in the text collection is
pre-processed individually. Thus, for a new document d, the
stopwords are removed and a stemming technique applied
to transform the terms in its primitive form. Finally, the
most signiﬁcant terms of the document using a technique
of extracting keywords are selected [3]. In this work, we
used a simple technique where the most frequent k terms
are selected.
The terms selected from document d should be added in

Figure 3. Overview of the IHTC algorithm

3.2. Update Dendrogram Tree
The structure of the dendrogram has important
information about the hierarchical clustering. The height
of the nodes that merge two clusters indicates the similarity
between them. The lower the height, the more similar the
clusters. In a valid dendrogram, it is necessary that the
height of the parent clusters is greater than or equal to that of
their children. This property is exploited in the construction
and dynamic update of the dendrogram.
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When a pair of terms ti and tj is presented, the value
of similarity between them sim = SNN(ti ,tj ) is computed.
Thus, we need to update this new value of similarity in
the dendrogram. There are four possible scenarios for this
update:
1. If ti and tj does not exists in the dendrogram, that
is, both are new examples, then a new node with
similarity equal to sim is created in the dendrogrma,
merging ti and tj ;
2. If ti exists in the dendrogram and tj is a new example,
then a new node with the similarity equal to sim is
created in the dendrogram, merging tj and the ancestor
of ti ;
3. If ti is a new example and tj exists in the dendrogram,
then a new node with the similarity equal to sim is
created in the dendrogram, merging the ancestor of tj
and ti ;
4. Finally, if both ti and tj exists in the dendrogram and
there is no common ancestor between them, then a
new node with the similarity equal to sim is created,
merging the ancestors of ti and tj . Otherwise, the
similarity of the ﬁrst common ancestor between ti and
tj is updated to sim, if sim is greater than the current
value of this ancestor.
Scenarios 2, 3 and 4 can make the dendrogram invalid,
i.e., the value of similarity of a cluster parent is greater than
the similarity of a cluster child. In this case, a correction
procedure is executed to correct the node Nnew responsible
for the state invalid: (i) remove Nnew from dendrograma;
(ii) promote the child node with lowest similarity (Nchild1 );
(iii) the other child node (Nchild2 ) must be reinserted in
the dendrogram. If Nchild2 is ancestor of ti then Nchild2 is
inserted as child of the ﬁrst ancestor of tj that has similarity
greater than Nchild2 . Otherwise, Nchild2 is inserted as child
of the ﬁrst ancestor of ti that has the similarity greater than
Nchild2 . Thus, the dendrogram back to its valid state and
the terms remain linked according to their similarity values.
This updating process is detailed in the Figure 4.
To exemplify this process, in Figure 5 is illustrated an
example of dendrogram updating. In (a) there is a valid
dendrogram with 5 terms: A, B, C, D and E. Next there is
an updating in the co-occurrence graph and the similarity
between the terms B and C is updated to 0.7 (b). Thus, the
similarity of the node {ABCD}, ﬁrst common ancestor of
B and C, is updated to the value 0.7. After this update,
the dendrogram is in an invalid state, because the value
of similarity of the parent node {ABCD} is greater than
the value of the child node {AB}. In (c), the correction
procedure is executed on the node {ABCD}, where the
child node with lowest similarity {AB} is promoted and the

Figure 4. Dendrogram Adjustment
child node {CD} is reinserted. In (d), the dendrograma is in
a valid state again.

Figure 5. Example of Updating Dendrogram
The updates of the dendrogram is based on the nearest
neighbors strategy, like the Single-Link. However, as
only pairs of terms that co-occurrence has increased are
updated, the resulting dendrogram is an approximation,
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• The algorithm FIHC have two parameters to obtain
the frequent itemsets. We selected the best parameters
for each text collection, performing several runs of the
algorithm.

trying to focus on pairs of terms with co-occurrence more
signiﬁcant. The order of insertion of the terms can change
the ﬁnal structure of the dendrogram. The experimental
evaluation shows that the algorithm is robust, i.e., the order
of presentation of terms does not affect the quality of results
signiﬁcantly.
The next section presents an evaluation of the IHTC in
benchmark text collections, and we compared the results
with other algorithms in the literature.

• For the algorithm IHTC, we use k=20 most frequent
terms of each document. The co-occurrence graph
was constructed using m=1000 counters to monitor the
occurrence of pairs of terms. These parameters were
used for all textual collections. Parameter values were
obtained by preliminary experiments and used in all
textual collections.

4. Experimental Evaluation
The IHTC was evaluated experimentally in 8 textual
collections. These collections have predeﬁned topics,
allowing to measure the precision and recall of topic
hierarchies and make comparisons with other algorithms in
an objective way.
Table 1 presents a summary of the text collections used
in experimental evaluation. The collections la1, la2, tr31
and tr41 were obtained from the repository of TREC (Text
Retrieval Conference) and the documents are newspaper
articles. The collections k1b and wap were provided by
the WEBACE project, and consist of documents from
Yahoo! Directory. Finally, the collections re0 and re1 were
obtained from Reuters-21578. All collections are available
for download in the site of CLUTO project [12].

We obtained topic hierarchies for each text collection,
using the algorithms IHTC, SL, CL, UPGMA and FIHC.
The hierarchies were evaluated with the FScore measure
[6, 12], which treats each cluster as the result of a query
and each predeﬁned topic as the set of relevant documents
of this query. Thus, it is possible to calculate values of
precision and recall of each cluster of the hierarchy. In
general, the higher the value of the FScore, the better the
quality of topic hierarchy solution.
The Table 2 shows the values FScore obtained by each
method in each text collection. The FScore values of the
IHTC algorithm was estimated by the average value of 100
different runs for each collection, to measure the effect of
the order of presentation of data.

Table 1. Summary of Textual Collections

Table 2. The FScores of the topic hierarchies

Textbase
k1b
la1
la2
re0
re1
tr31
tr41
wap

Source
WebACE
LA Times (TREC)
LA Times (TREC)
Reuters-21578
Reuters-21578
TREC
TREC
WebACE

# Docs
2340
3204
3075
1504
1657
927
878
1560

# Terms
13879
21604
21604
2886
3758
10128
7454
8460

# Topics
6
6
6
13
25
7
10
20

The results obtained with the IHTC were compared with
algorithms Single-link (SL), Complete-Link(CL), UPGMA
and FIHC. Some details of the experiment are described as
follow.
• In the experiments with the algorithms SL, CL, FIHC
and UPGMA, textual collections were preprocessed
with stopwords removal, stemming and selecting only
the terms that occur in two or more documents.
The IHTC uses a particular technique for text
preprocessing.
• For the algorithms SL, CL and UPGMA, the
collections were represented using the vector-space
model and the hierarchical clustering obtained with the
cosine measure.

k1b
la1
la2
re0
re1
tr31
tr41
wap

IHTC
0.729 ± 0.014
0.526 ± 0.021
0.535 ± 0.022
0.649 ± 0.006
0.685 ± 0.017
0.783 ± 0.018
0.691 ± 0.021
0.536 ± 0.017

SL
0.655
0.369
0.365
0.465
0.445
0.532
0.674
0.435

CL
0.764
0.364
0.449
0.495
0.508
0.804
0.758
0.569

FIHC
0.750
0.453
0.489
0.693
0.472
0.765
0.713
0.561

UPGMA
0.892
0.654
0.709
0.584
0.695
0.816
0.826
0.640

The results indicated that our algorithm obtained topic
hierarchies with quality similar to existing algorithms in
the literature. In some cases, the results were better.
Table 3 shows the comparison between IHTC and the other
four algorithms. The Rank Difference column shows the
difference between the algorithms based on the ranking
of the FScore values. Similarly, the Mean Difference
column shows the difference based on mean FScore of
each algorithm. Positive differences indicate advantage of
our algorithm against the algorithm compared and negative
differences show when our algorithm obtained inferior
performance.
The Rank and Mean Differences allow the application of
the statistical tests of Friedman (nonparametric) and SNK
(parametric), respectively. These tests analyze whether the
differences in results are statistically signiﬁcant. The value
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“NO” indicates that there is no evidence to ensure that
the compared algorithms are different, otherwise the value
would be “YES”. Both tests were performed with 95%
conﬁdence level (p-value = 0.05).
Table 3. Statistical analysis of the results
IHTC x SL
IHTC x CL
IHTC x FIHC
IHTC x UPGMA

Rank
Difference
16
1
0
-13

Friedman
Test
NO
NO
NO
NO

Mean
Difference
0.15
0.05
0.02
-0.09

SNK
Test
YES
NO
NO
YES

Based on the Friedman test, it is not possible to afﬁrm
that the our algorithm has better results than the other
four algorithms. However, the SNK test indicates that our
algorithm is more efﬁcient than the SL but inferior than
UPGMA. There is no evidence to indicate that the IHTC
performance is superior or inferior than the CL and FIHC
algorithms.
As expected, the UPGMA algorithm showed the best
FScore values. However, this algorithm is not scalable to
large databases [12], because of its high complexity O(n3 ).
The FIHC obtained good results, but the computational cost
is determined by the time of generation of frequent itemsets
using the Apriori, which is usually high in textual data. The
SL and CL algorithms, with O(n2 ) complexity, had inferior
results than our algorithm in most textual collections. The
complexity of the proposed IHTC algorithm in the worst
case is O(n×k ×m×t2 ), where k and m are the parameters
of the algorithm and t the number of different terms in the
co-occurrence graph. Moreover, the number of terms of
a text collection converge to a constant number when the
number of documents is large [5]. Thus, the complexity of
IHTC is linear according to the number of documents and
scalable in large textual collections.
Based on this experimental evaluation, the IHTC
algorithm is an attractive alternative because it provides
competitive results and allows the construction of topic
hierarchies in a incremental way, with labels to facilitate
the interpretation of the results.

5. Conclusions and Future Works
In this paper, we presented an incremental method for
the construction of topic hierarchies using hierarchical term
clustering. We introduced the algorithm IHTC that is able
to preprocess the textual collections, obtain co-occurrence
graphs and a dendrogram with the terms of the collection.
The results obtained with the IHTC is comparable to
traditional off-line clustering algorithms, however, our
incremental algorithm has the ability to process growing
text collections. Moreover, the proposed algorithm is

scalable because it has linear time complexity when the
number of documents is large. We provide the IHTC
source code, runtime performance analysis, and a online
demonstration of the IHTC in the our project page1 .
In the future, we plan to improve our evaluation method.
For example, we will evaluate the effect of the parameters
k and m used in the IHTC. Moreover, we intend to compare
the IHTC with other incremental algorithms, commonly
used in text streams.
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Abstract

1.1. Problem
Several clone detection software techniques focus
greatly on the content of each class individually [4]
and not on the structural relation of the class. We
believe that those copying software either ignore or
can’t change the structural relations between classes.
Therefore these relations can be used to provide a
unique signature to detect software clone.

Open Source Software and Intellectual property violations are becoming a ﬁeld of study. A new approach
was devised to detect such violations and determine
similarities between two JAR ﬁles. The main focus is
based on the structure of the classes, more precisely the
Class Dependency and Class Logic. A framework, JAR
Piracy Detector (JDP), has been developed to help analyze these two methods. JPD is composed of two main
operations: generate and compare. The generate operation generates a unique JAR ﬁle ﬁngerprint, composed
of particles (such as class dependency and class logic
particles) where the compare operation compares two
ﬁngerprints. Each particle performs its own analysis
to obtain a matching certainty percentage. The class
dependency devises a graph from the dependency of
classes in a JAR ﬁle and compare to another formed
graph from a different JAR ﬁle. The class logic counts
and compares the repetition of logical keywords, such
as ’if ’ and ’while’, in every class found in two different
JAR ﬁles. Each particle returns an approximation
percentage matching describing how identical are the
two ﬁngerprints. Several experiments were performed
and showed that the class structure analysis can lead
to a certainty that some violation has occurred.

1.2. Motivation
Our motivation is to provide a starting point for
forensics analysis in detecting software piracy in JAR
ﬁles, and to provide advance evidence that IP has been
violated. There are cases where organizations use OSS
without the consent of the original contributor. There
is also a possibility that an abusive user could damage
the reputation of highly reliable software by including
pirated code. Therefore the detection of IP violations
in the software we develop and use is very important.

1.3. Goals
Our main goal is to ﬁnd structural and logical
dependencies between two sets of classes that represent
two ﬁngerprints. The framework, JDP, will facilitate
the ability:
1) To generate a unique ﬁngerprint for each JAR
ﬁle.
2) To perform comparison between two ﬁngerprints.
3) To calculate the certainty percentage of the approximate matching between two ﬁngerprints.
4) To add and remove particles from a ﬁngerprint.

1. Introduction
Many organizations and governments institutions are
becoming more involved in the Open Source Software (OSS) community. Software practices have been
changing for the last several years to reduce development expenses and accommodate new technologies.
Licensing violations and code piracy are problems that
could arise when using open source software. JAR
Piracy Detector (JPD) helps detecting these types of
problems.

1.4. Objectives
From our set of goals, our main objectives are to
generate a small ﬁngerprint size for comparison with
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speed and accuracy. More speciﬁcally:
1) Avoid large ﬁngerprints by generating essential,
compressed data.
2) Introduce new approaches, such as class dependency and class logic, to improve the accuracy
of the comparison operation.
3) Compare only crucial information extracted from
the JAR ﬁle.
4) Increase the accuracy of the comparison by
adding or removing particles.

The modularity feature of the framework made it
efﬁcient and easy to add new modules (also known
as particle) to perform different types of analysis. For
example if the user is interested in analyzing the byte
code of each method [3], one simply creates a new
particle and add it to the framework.
A well deﬁned particle is composed of two very
important operations: generate and compare. The generate operation is the method of taking a JAR ﬁle
and producing a ﬁngerprint according to the algorithm
deﬁned in the particle. The compare operation takes a
previously generated ﬁngerprint particle and compares
it to another ﬁngerprint particle of a different JAR ﬁle.
In essence, a ﬁngerprint is made up of concatenated
ﬁngerprint particles.
The modularity feature is based on the Observer
design pattern [5]. Each particle represents an observer
where the Fingerprint Generator is the subject. The
Fingerprint Generator is a component of the framework
that generates a unique ﬁngerprint signature of a JAR
ﬁle. It also compares with other ﬁngerprints. When the
ﬁngerprint generator receives a request to generate a
ﬁngerprint, the generator will notify each subscribed
observer to generate its own particle data. The particle
receives the location of the JAR ﬁle, goes through a
series of computational steps, and a particle ﬁngerprint
signature is generated and appended to the ﬁngerprint.
The data of the ﬁngerprint is represented using XML
format, for ease of parsing.
The ﬁngerprint comparison operation is quite similar
to the ﬁngerprint generation process. The ﬁngerprint
generator receives a request to compare a ﬁngerprint
to a JAR ﬁle. Each particle calls its generate method to
compile its own particle data. Afterwards the two particles are compared to produce a certainty percentage.
The certainty percentages that are collected from the
particles are then combined to form an overall certainty
percentage average.
To show the modularity of the framework, three
more simple particles have been included on top of
the class dependency and class logic; to help increase
the accuracy of the overall certainty percentage.

1.5. Outline
This paper begins with the background of issues
raised in comparing two graphs. Section 3 describes
our approach to the proposed problem in 1.1. The
section explains the design detail of the framework
and the approach used to generate and compare two
ﬁngerprints based on class dependency and logic.
Section 4 lists and discusses the obtained results by
performing experiments on a number of JAR ﬁles.
This paper concludes in Section 5 and additional future
work is discussed in Section 6.

2. Background
Extensive research has been conducted to ﬁnd proper
tools to generate and analyze class dependency. The
typical approach was to analyze software that can
generate Uniﬁed Modeling Language (UML) models
from compiled classes. The main issue of using UML
was a lot of unnecessary data was generated, where
we are only interested in essential data. We simpliﬁed
the UML generation process by collecting speciﬁc
references between classes. These references can form
a graph that can be later converted to a relationship
matrix (relationship matrix is a unique type of incidence matrix [1] where the entries represent the edge
type between two nodes).
Comparison between two graphs has been determined to be NP-Complete [6]. Our approach uses
approximation to ﬁnd the best-matching subgraph between two graphs. This approximation algorithm can
produce misleading results where one node in the
ﬁrst graph can match multiple nodes in the secondary
graph. To reduce the misleading results, the class logic
was introduced to conﬁrm the matching of two nodes.

3.1.1. Preparation Step. Before each particle generates its own ﬁngerprint, the framework will ﬁrst
unarchive the JAR ﬁle and save its contents in a speciﬁed temporary directory. Afterwards, the extracted
classes are decompiled using an open source tool
called JClazz [2]. The framework has the ability to
incorporate other decompilers in case one decompiler

3. Approach
In this section, we explain in detail the design
of the framework and the approach used to analyze
two ﬁngerprints and how the certainty percentage is
calculated.
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Input
V:
List of values
C:
List of classes
c1,c2:
Classes in C
i, e, d: Symbol denotes that class1 implements,
extends, depends class2 respectively.
Output
V: List of values
GENERATE-CLASS-DEP-PARTICLE()
1 for each c1 in C[m]
2 do
3
for each c2 in C[n]
4
do
5
if c1 != c2
6 then if c1 is an interface in c2
7
then Add String(c2,i, c1) to V
8 else if c2 extends c1
9
then Add String(c2,e, c1) to V
10 else s<-source of c2
11
if FIND-CLASS-IN-FILE(s) = found
12
then Add String(c2,d, c1) to V
13 REMOVE-SMALL-GRAPHS(V)

Figure 2: An example of a class dependency graph of a very
small JAR ﬁle. N 1 = {5, 10, 11, 3, 12, 4, 6}

if, else, while, do, f or, .... The results are stored in a
list for later use in the comaparison operation.
As we mentioned earlier, the image particle focuses
on images found in a JAR ﬁle. For each image, grab the
ﬁrst 100 bytes and hash it using the MD5 algorithm.
We decided to extract the ﬁrst 100 bytes for simplicity
and MD5 them. A list of hashed strings represents the
image ﬁngerprint particle.
The most simplistic of all are the ﬁlename and ﬁlesize particles. The ﬁlename particle forms the particle
data from a list of ﬁlenames found in the JAR ﬁle. The
same applies to the ﬁle size particle, except each ﬁle
size is extracted.

Figure 1: An algorithm to generates a class dependency
ﬁngerprint.

is not able to carry out the operation. The information
of each decompiled class is stored in the ClassDataInfo
object for later use by particles. The ClassDecompiler
is implemented as a singleton pattern[6] where it holds
a list of ClassDataInfo objects.

3.3. Fingerprint Comparison

3.2. Fingerprint Generator

The framework is able to accept a generated ﬁngerprint and a JAR ﬁle to perform the comparison
operation. Each particle generates a ﬁngerprint particle
data out of the JAR ﬁle, and compare that with
the corresponding ﬁngerprint particle, inside of the
inputted ﬁngerprint. In the next section, we are going
to explain in detail how each particle executes the
compare operation.

As mentioned in Section 3.1, the ﬁngerprint generator generates a unique ﬁngerprint for each JAR
ﬁle. The ﬁngerprint is composed of a list particles’
data, generated from each of the registered particles.
Even though we implemented Filename, Filesize and
Image particles to increase the accuracy of the overall
certainty percentage, this paper concentrates on the
class dependency and class logic.

3.3.1. Class Dependency Particle. The class dependency particle comparison is an approximation algorithm since the problem falls under the NP-Complete
category [6]. First a graph G1 is generated out of the
inputted ﬁngerprint particle data, and another graph
G2 is generated out of the JAR ﬁle using the generate
operation of the particle. Figure 2 provides an example
of a class dependency graph.
The graphs G1 and G2 are converted to Relationship Matrices M 1 and M 2, as shown in (see Figure
3). Each row and column in the relationship matrix
represents the nodes of a graph. Each entry in the
matrix is assigned with one type of dependency edge:
d, e, i. Edge d represents a class making a reference
to another class. Edge e is a class that is extended
by another class. Edge i is a class that implements
an interface. Each dependency edge has a number 1
or 2 associated appended to the edge type letter. For

3.2.1. Class Dependency Particle. The ﬁrst and the
most important particle of all is the class dependency particle. This particle constructs a graph G =<
V, E >, where each node v ∈ V represents a class
and each e ∈ E represents a dependency between two
nodes. We determined that there are three types of
dependencies needed for this analysis which are implements, extends, and references. See the algorithm in
Figure 1 for generating a class dependency ﬁngerprint.
The algorithm ignores small graphs of size less than
ﬁve nodes since small graphs could cause misleading
results during the comparison operation.
3.2.2. Other Particles. Class logic particle represents
the number of times a logical keyword appeared
in a class ﬁle. Some of the keywords are A =
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⎡
M1 =

⎢
⎢
⎢
⎣

0
e2
d1
0
0
0
0

e1
0
0
e1
0
i2
0

d2
0
0
0
0
0
0

0
e2
0
0
d1
0
0

0
0
0
d2
0
0
0

0
i1
0
0
0
0
i1

0
0
0
0
0
i2
0

Input
MS1, MS2: Matrix that contains the sums of each
edge type from M1 and M2 respectively
V:
Visited rows, v: Size of V
s:
Number of rows in M1
B:
Best nodes
Output
nm: Number of matches

⎤
⎥
⎥
⎥
⎦

MATRIX-COMP()
1 while (true)
2 do incr m
3
if m not in V
4
then
5 if m > s
6 then exit
7 else
8
Q <- FIND-MATCHING-ROWS-SAME-MATRIX(MS1, m)
9
V <- add Q
10
S <- FIND-MATCHING-ROWS-OTHER-MATRIX(Q, MS2, m)
11
B <- FIND-BEST-MATCHES(Q, S)
12
for each entry in B
13
do
14
if v > VISITED_OFFSET_THRESHOLD
15
then incr matchingsOffset
16
else incr nm

Figure 3: An example of a relationship matrix. N 1 contains
a list of class ID. Each row or column of M 1 represents the
class ID N 1[i].

⎡
SM 1 =

⎢
⎢
⎢
⎣

0
0
1
0
1
0
0

1
0
0
1
0
0
0

1
0
0
1
0
0
0

0
2
0
0
0
0
0

0
1
0
0
0
0
1

0
0
0
0
0
2
0

⎤
⎥
⎥
⎥
⎦

Figure 4: An example of a Row Entry Summation matrix.

Figure 5: The algorithm to ﬁnd the matches between two
matrices.

example, d1 means that class X depends on class Y .
d2 represents that class Y is depended on class X. The
same implies for e and i.
Once the relationship matrices have been generated
for both particles, the next step is to create two small
Row Entry Summation Matrices SM 1 and SM 2 that
corresponds to M 1 and M 2 respectively (see Figure
4). The columns of SM 1 and SM 2 are the graphs
edge types d1, d2, e1, e2, i1, i2 where each entry in
the row represents the number of the occurrence of a
speciﬁc edge type in M 1 and M 2. Here is a devised
mathematical formula:

Input
Q: Indices of rows that match each other in the
first matrix
S: Indices of rows that match the rows in the
second matrix
B: Best matches, V: Visited entries
Output
B: Best matches, V: Visited entries
FIND-BEST-MATCHES(Q, S)
1 for each entry e in Q[i]
2 do
3
for each entry v in S[j]
4
do
V = BEST-MATCH(e, v, true)
5 n<-v/2;
6 Add largest of V to B

S = {d1, d2, e1, e2, i1, i2}
M :n×n
SM : n × 6 
SM [i][r] = nj=0 m[i][j], if m[i][j] = r, r ∈ S

Figure 6: The algorithm to ﬁnd the best matches in two
graphs.

After the SM matrices are created, the next step is
to try to ﬁnd identical rows in SM 1, and then ﬁnd the
same identical rows in SM 2. The matching algorithm
is shown in Figure 5. For all matching rows, take a
row in M 1 and a row in M 2 and walk in the two
matrices; for as long as the nodes match. The walk
algorithm is shown in Figures 6 and 7. Repeat this
walk for every matching row in M 2 and save the
longest sequence. This sequence represents the best
matching nodes from G1 and G2. The total number
of best matches between M 1 and M 2 constitutes the
certainty percentage of class dependency comparison
between the two ﬁngerprint particles.

all follow the same logical comparison algorithm. The
logical process is as follows: let’s denote L1 and L2
to be the list of elements in each compared particle
where an element could be a ﬁlename, ﬁlesize, MD5,
or an entry of class logic (see Section 3.2.2). Initialize
a matching counter c to zero. The particle will take an
element from L1 and check if there is the same element
in L2. Successful matching will increment c. After
processing all the elements of L1, the particle returns
the certainty percentage of (c/size(L1)) ∗ 100%.

3.4. Decisions Made
During the design and development of the framework, several decisions were taken into account. The
ﬁrst issue was the type of format in which the ﬁn-

3.3.2. Other Particles. The comparison process for
Class Logic, File size, File name, and Image particles
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Input
M1, M2: First and Second matrices respectively
R1, R2: Row or column in M1 and M2 respectively.
i1, i2: Indices of a row or a column in R1 and R2 respectively.
e: Entry from R1
Output
V1: Visited entries
BEST-MATCH(i1, i2, isRow)
1 if isRow = true
2 then R1<-M1 at row i1
3 R2<-M2 at row i2
4 isRow<-false
5 else R1<-M1 at col i1
6
R2<-M2 at col i2
7
isRow<-true
8 i1 <- GET-FIRST-ENTRY(R1);
9 if i1 = notfound
10 then exit
11 e<-GET-ENTRY(R1, i1)
12 i2<-FIND-FIRST-ENTRY(R2, e)
13 if i2 = notfound
14 then exit
15 r <- GET-ROW(M1, e)
16 c <- GET-COL(M1, e)
17 SET-ENTRY-AS-VISITED(V1, M1, r, c)
18 SET-ENTRY-AS-VISITED(V1, M1, c, r)
19 SET-ENTRY-AS-VISITED(V2, M2, r, c)
20 SET-ENTRY-AS-VISITED(V2, M2, c, r)
21 BEST-MATCH(i1, i2, isRow)
22 if isRow = true
23 then isRow<-false
24
i1 <- GET-INDEX-OF-COL(M1, i1)
25
i2 <- GET-INDEX-OF-COL(M2, i2)
26 else
27
isRow = true
28
i1 <- GET-INDEX-OF-ROW(M1, i1)
29
i2 <- GET-INDEX-OF-ROW(M2, i2)
30 BEST-MATCH(i1, i2, isRow)

Figure 8: A star shaped graph.

The analysis of the class dependency showed that
the comparison of two star shape graphs (see Figure 8)
gave misleading results. The graphs traversal showed
that a node in graph X could be identical to many
nodes in graph Y . Therefore, it makes no difference
which node is the start node in graph Y since all
the traversal results would always produce the same
number of visits.
We decided to develop an image particle since there
is a high probability that a copier would not modify the
images. For simplicity, we picked the ﬁrst one hundred
bytes of an image and MD5 that.
The class logic particle is included in the application
to enhance the class dependency comparison results. In
most cases, the copycat changes the naming of classes,
methods, variables, etc... and do not change the logical
keywords such as if, else, while, for, etc...
Lastly, the ﬁlename and ﬁlesize particles were incorporated into the program since they are the quickest
and the simplest to analyze the difference between two
JAR ﬁles.

Figure 7: The algorithm to compute the best match.

gerprint data to be stored. We decided to output the
ﬁngerprint data as XML format for ease of parsing.
We used an open source library named XStream [3]
that helped importing the XML data into the ﬁngerprint
object.
The second issue was to derive a very unique pattern
of every JAR ﬁle that is not easily changeable. We
found that the relationship between classes can form a
unique graph. In most cases, a copycat keeps the logic
and the relationship between classes intact and changes
the naming of classes, methods, variables, etc....
There is a possibility that there could be misleading
results since two JAR ﬁles may have a small subset
of the same class structure. After running several
experiments, we found out in 20% of class dependency
certainty percentage may be misleading result. Hence
if the class dependency particle reports the certainty
percentage as 100%, there is 80% chance that code
piracy has occurred.
Several graphs generated from the JAR ﬁles are
usually small. We made a decision to ignore any graph
that contains less than 5 nodes. This helped to increase
the accuracy and minimize the misleading results.

4. Results
We have collected several results to conﬁrm that
the relationship between classes is indeed a unique
approach to generate a ﬁngerprint signature. We choose
10 JAR ﬁles from the Eclipse IDE tool to produce
our results, as shown in Table 1. The analysis was
conducted in the following environment: Windows XP
Professioanl SP3, with Intel Dual Core CPU T7600
processing chip at 2.33 GHZ, 3.00 G.B. of Memory
RAM, 667 MHZ Bus Speed, and4 MB of L2 Cache.
For each entry in Table 2, the number of classes,
images, and the total number of ﬁles found in each
JAR ﬁle is listed in Table 1. Table 2 also includes
the JAR ﬁlesize and the generated ﬁngerprint size in
bytes. The table shows that the ﬁngerprint size is small
compared to the JAR ﬁlesize.
Table 3 shows the total running time of each particle
for generating a ﬁngerprint.
Table 4 shows the certainty percentage of the class
dependency devised from comparing a JAR ﬁle to
itself, or two unrelated JAR ﬁles or by combining two
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JAR #
1
2
3
4
5
6
7
8
9
10

JAR Filename
.uml2.codegen.ecore.ui 1.1.0.jar
.datatools.connectivity.db.generic.ui 1.0.1.v200906020900.jar
.ui.views 3.4.0.I20090525-2000.jar
.wst.web.ui 1.1.300.v200905242131.jar
.uml2.editor 1.1.0.jar
.wst.xml.xpath.ui 1.0.0.v200904240436.jar
.ui.navigator.resources 3.4.0.I20090525-2000.jar
.ui.views.log 1.0.100.v20090527.jar
.ui.console 3.4.0.v20090513.jar
.ui.browser 3.2.300.v20090526.jar

JAR ﬁle. We are able to generate a unique ﬁngerprint
for each JAR ﬁle, where the size of the ﬁngerprint
is very small relative to the JAR ﬁle size. The class
dependency and class logic approach provided crucial information extracted from the JAR ﬁle. This
information helped to analyse and report an accurate
certainty percentage of the comparison operation, after
the misleading results were taken into account. The
framework was designed in a speciﬁc way such that
new particles can be added very easily and rapidly to
increase accuracy. We believe our framework provides
a good base for future particle additions by us and
others.

Table 1: An ID associated with every JAR ﬁle. Each ﬁlename
starts with org.eclipse.
JAR #

Classes

Images

Total Files

Size in KB

1
2
3
4
5
6
7
8
9
10

13
14
55
39
48
50
71
78
95
108

2
1
9
6
4
14
10
31
14
38

26
22
75
57
56
75
90
118
119
156

36
29
86
76
69
98
123
133
155
183

Fingerprint
Size in B
551
688
1541
1270
1160
1682
1924
2560
3056
3508

6. Future Work
As we mentioned in Section 3.4, we encountered
a difﬁcult problem with the star shaped graphs. This
is a high priority tasks to be completed and can be
achieved by combining analysis with other particles
such as class logic.
The current class dependency matching algorithms
can deﬁnitely be enhanced to provide a better running
time. There is a possibility that the approximation
algorithm used can run in O(n2 ) time.
Currently, the ﬁngerprint is stored in a XML ﬁle.
These ﬁngerprints can be stored in a public central
database and be retrieved based on analysis needs. This
would help bring open source software communities
together in ﬁght for intellectual property piracy.

Table 2: Detail information of each JAR ﬁle listed in Table
1.

JAR ﬁles into a single ﬁle and comparing the results
to one of the combined JAR ﬁles.
JAR #
1
2
3
4
5
6
7
8
9
10

Cl. Dep.
47
31
125
157
203
157
203
1844
4281
5312

Cl. Logic
47
78
219
250
188
297
281
344
406
360

Img
16
32
47
47
94
78
47
94
62
78

Fl. size
16
16
31
31
31
31
32
31
32
78

Fl. name
31
15
31
31
16
31
46
31
31
47

Total
157
172
453
516
532
594
609
2344
4812
5875
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5. Conclusion
In this paper we have presented a new approach to
IP detection that depends on the class structure in a
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outsider intrusion, but not much is available for insider
intrusion, such as malicious codes created by malicious
software engineers.
While many organizations use mandatory code review
for development of systems and follow stringent
configuration processes for change control, several
insiders such as software engineers were able to inject
malicious code into new systems or existing systems
[Cappelli08, Cappelli09]. This is because, although
review of all the program codes in a system can detect
malicious code or many different defects (used by
insiders to insert malicious code to a system), line-by-line
review of the entire code is not cost and time effective for
projects that have a short timeline to be met. Also
ineffective configuration or change control processes
contributed to insiders’ ability to insert malicious code to
the systems as well. Practically, code review or change
control process can be limited to only security-relevant
programs.
This paper describes an on-going project for
developing an intrusion detection approach that detects
dynamically malicious code created by malicious
software engineers. The intrusion detection approach
proposed in this paper concentrates on malicious software
engineer intrusion attacks at the application level. Using
the business processes (use cases) of applications, the
proposed approach detects malicious codes inserted by
malicious software engineers to the system during the
software development or maintenance phase.

Abstract
This paper describes an approach to detecting
malicious software engineer intrusion attacks using the
business processes (use cases) of applications. The
approach detects malicious codes inserted by malicious
software engineers to applications during software
development or maintenance. The proposed approach
protects application systems from malicious codes in
terms of maliciously release (confidentiality security
requirement) or change of sensitive information
(integrity security requirement) encapsulated in
application systems.

1. Introduction
As security is becoming more important for business
these days, secure application systems are required to
support business security. In general, application systems
are developed and maintained by multiple software
engineers, such as program developers and maintenance
software engineers. Though most of the software
engineers are ethical, a few may be unethical and
malicious. A malicious software engineer, who may not
be satisfied with the organization, may add malicious
code to application systems or change existing code
maliciously such that the malicious code is activated
either periodically or non-periodically for personal gain
or disrupt service or destroy organization system and/or
data. This is referred to as malicious software engineer
intrusion in this paper.
A number of intrusion detection systems have been
developed for improving computer system security, but
application systems are still vulnerable to the attacks from
insider intrusions as well as outsider intrusions of the
systems. Most of the intrusion detection systems have
been focused on outsider intrusion detection for operating
systems, network systems, and database systems, but less
attention has been paid to intrusion detection for
application systems [Balzarotti07, Gómez07, Jones01,
Masri08, Stillerman99], such as banking systems and
finance systems [Randazzo04], which contain lots of
sensitive business information. Most of the intrusion
detection approaches for application systems focuses on

1.1 Example of Malicious Software Engineering
Intrusion
An Automated Teller Machine (ATM) system [Gomaa00],
which is part of a banking system, may have several
components composed of multiple objects. An ATM server
component in an ATM system provides bank customers with
several services (use cases), such as Withdraw Funds, Query
Account, and Transfer Funds. The ATM server component can
be composed of multiple objects so as to support these services.
Figure 1 depicts the communication diagram in the Unified
Modeling Language (UML) [Booch05, Rumbaugh05] for the
Transfer Funds service in the ATM server component, which is
supported by Bank Transaction Server, Transfer Transaction
Manager, Checking Account, and Savings Account objects. The
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UML communication model describes a dynamic view of the
system. The messages T1 through T6 describe a successful
message sequence for the Transfer Funds service (use case) in
the ATM server component without considering exceptional
branches. The ATM server component has more objects to
implement the other services such as Withdraw Funds and
Query Account, but it is simplified for this paper.
«component»
:ATMClient

customer transaction information. (This is a case of violation of
the confidentiality security requirement.) The Malicious
Object may request transfer funds maliciously from the ATM
Server component (This is also a case of violation of the
integrity security requirement).
A malicious ATM software developer or maintenance
software engineer may create a malicious object outside the
ATM Server and ATM Client components, which invokes some
operation of objects within the ATM Server or Client
components maliciously. The malicious object may invoke the
read() operation of ATM Transaction object in the ATM Client
component or may invoke the credit() operation of Savings
Account object in the ATM Server component.

T1: Request Transfer
(transaction details)

T6: Transfer OK
«component»
:ATMServer

«coordinator»
:BankTransaction
Server

T2: Transfer Transaction
(in transaction details)

K4: Request Transfer
(transaction Details)

«intrusion»
:MaliciousBomb

debit (in
randomAccount#,
in amount, out
accountData)

T3: debit (in account#, in
amount, out accountData)

«business Logic»
:Transfer
Transaction Manager

K5: Transfer OK

Request Transfer
(transaction Details)

«intrusion»
:MaliciousObject

T4: credit (in account#, in
amount, out accountData)
«entity»
:Checking Account

«component»
:ATMServer

T5: Transfer OK

«component»
:ATMClient
«state dependent
control»
:ATMControl

credit
(in maliciousAccount#,
in amount, out
accountData)
K3: Transfer
Selected
(in transfer details)

«entity»
:SavingsAccount

Figure 1. ATM Server component

K1: Transfer
K2: read (out
Input
«user interface» transaction details)
:Customer
Interface

A malicious ATM software developer or maintenance
software engineer can add a Malicious Object (Figure 1) to the
ATM Server component during development or maintenance
phase such that the object accesses the Savings Account object
to earn gain maliciously. The Malicious Object may be made
either by changing an existing object or by adding a new object
to the component. The Malicious Object is designed to invoke
the credit() operation in the Savings Account object so as to
credit some amount to a specific account periodically. (This
violates the integrity security requirement.) The Malicious
Object does not need any confidential information of a
customer, such as account number and Personal Identification
Number (PIN), to invoke the credit() operation in the Savings
Account object.
In other case, a Malicious Bomb object (Figure 1) can be
planted in the ATM Server component by a malicious software
engineer who may be convinced of her/his lay-off. After the
software engineer leaves, the Malicious (logic or time) Bomb
object may be activated to repeatedly debit some amount from
random customer checking accounts so that it disrupts system
services or destroys account data. (This is a case of violation of
integrity security requirement).
A malicious ATM software developer or maintenance
software engineer may add an extra object to the ATM Client
component so that she/he accesses customer transaction
information including card number maliciously. Figure 2 depicts
the UML communication diagram for the Transfer Funds
service in the ATM Client component, which is simplified for
this paper. The message sequence K1 through K6 receives a
customer input and requests transfer funds from the ATM
Server component. A Malicious Object is designed to invoke the
read() operation of ATM Transaction object that has the

K6: Update(in transfer
details)

«entity»
:ATM
Transaction

read (out transaction
details)

«intrusion»
:Malicious
Object

:ATM
Customer

Figure 2. ATM Client component

2. Related Work
Research for insider intrusion is increasing gradually
as insider attacks are severe and devastating than outsider
attacks. Several techniques have been suggested in order
to reduce this kind of insider attacks:
x

x

x
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Programming techniques can be used as an insider attack
tool [Cappelli08]. Many intrusion cases related to
programmers were analyzed to suggest some general
practices (guidelines), which can be helpful to reduce
malicious programmer intrusion in development of systems
and during the maintenance phase. However, the practices
do not provide the detailed technique for detecting
malicious software engineer intrusion.
An insider’s accumulated knowledge about the system can
be used to access sensitive data (objects) that should not be
authorized to the insider. A knowledge-based model
[Althebyan07] is developed for predicting insider threat
using knowledge and object dependencies.
A formal model [Chinchani05] is developed to detect
insider threats and attacks. This approach calculates the
cost of an attack using key challenge graph and metrics for
each attack. The cost of an attack is used to predict insider
threats.

x

x

x

A secure application system detecting malicious code
inserted by a software engineer is developed using secure
components and interaction relationship between the
components. A component in a system is either a statedependent or non-state dependent component. In this paper,
both security-relevant state-dependent components and securityrelevant non-state dependent components are designed to be
secure components that detect malicious code created by a
software engineer. The interaction relationship between
components is used to detect malicious software engineer
intrusion when a malicious code inserted by a software engineer
to a component requests a service from a different securityrelevant component.
To achieve our approach, we assume that some objects are
secure so that they are not compromised by a malicious software
engineer. The objects should be reviewed and tested by multiple
software engineers for separation of duty, being trusted for
detecting malicious software engineer intrusion. The following
objects are assumed to be secure:
a) A security-relevant object that either contains or
manipulates sensitive information in an application
system.
b) A state-dependent control object that encapsulates states
of a state-dependent component and controls other objects
in the component.
c) An intrusion detector that detects malicious software
engineer intrusion in a non-state dependent component.
d) A system detector that detects malicious software engineer
intrusion between components.
e) An interface object that receives events to initiate a
business use case in a security-relevant component.

To protect documents from insider threat, an ontological
approach [Aleman-Meza05] utilizes the notion of semantic
associations and their discoveries among a collection of
documents.
Specification-based approach [Ko97] relies on program
specifications that describe the behavior of privileged
programs in Unix. Intrusion can be detected while the
programs execute if there is a deviation of their behavior
from the specifications. This approach is different from our
approach that traces a deviation of component states.
[Forrest96, Hofmeyr98] suggests a method for detecting
intrusions at the level of privileged processes using system
calls executed by the processes. Normality of a privileged
process is defined in terms of short sequences of system
calls executed by a process. This approach has been
enhanced by the Fast Automaton-Based Intrusion
Detection Method [Sekar01]. These approaches rely on
system calls by processes, but our approach depends on
accesses to security-relevant objects.

3. Overview of Our Approach
The underlying idea for detecting malicious software
engineer intrusion is that a system state, composed of both the
state of each security-relevant component and the state of
interaction between (security-relevant or security-irrelevant)
components, should not violate confidentiality and integrity
security requirements for a secure application system. In this
paper, a security-relevant component or object is defined to be a
component or object that contains sensitive information, which
should not be released to or changed by unauthorized parties.
The detection of malicious software engineer intrusion is
performed at two levels – at the security-relevant component
level and component interaction level. At the security-relevant
component level, a security-relevant component dynamically
detects a malicious code inserted by a malicious software
engineer to the component when the malicious code is activated
to invoke an operation provided by a security-relevant object of
the component. At the component interaction level, intrusion is
detected if a malicious code in a component invokes an
operation of a security-relevant object in a different securityrelevant component.
An extended state machine (statechart) is used to describe
the security-relevant component states and the interaction states
between components. Along with the UML communication
model, a state machine model in the UML [Booch05,
Rumbaugh05] describes the dynamic view of a system - the
states of a system (or component) and their transitions in terms
of events of application concern. In this paper, a state machine
describing application concern of a system is extended to
include security concern such that the states of a system consist
of security states related to security concern as well as
application states related to application concern. A secure state
of a system or component is defined to be either a security state
or application state. When a system or component, referred to as
a secure system or component, is in a secure state, it means the
system or component is not under a malicious software engineer
intrusion attack. But a deviation from secure states indicates that
the system or component is under an intrusion attack.

4. Intrusion Detection for Malicious Software
Engineer
A malicious software engineer intrusion is detected in
security-relevant state-dependent components, security-relevant
non-state dependent components, and in interaction between
components.

4.1 Detection of Intrusion in Security-relevant
State-Dependent Component
The state machine encapsulated in a state-dependent control
object of a security-relevant state-dependent component is
extended to include security aspects of the component. A statedependent component [Gomaa00] contains one or more statedependent control objects, each of which maintains the
application aspects of the component using a state machine. The
original state machine in a state-dependent control object of a
state-dependent component contains only application states of
the component, whereas the extended state machine for a
security-relevant state-dependent component has additional
security states as well as application states. When an operation
of security-relevant object in a state-dependent component is
invoked legitimately by some objects within the same
component, the invocation causes a transition from one secure
state to another secure state in the extended state machine.
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machine encapsulated in the intrusion detector object. Whenever
a security-relevant object in a security-relevant non-state
dependent component is invoked by other objects to read or
change sensitive information, it notifies the intrusion detector
object. The notification message causes a transition in the state
machine of the intrusion detector object. If an intrusion detector
object receives an unexpected message from a security-relevant
object at a given state, it detects that a security-relevant object is
invoked by some malicious object.

A security-relevant state-dependent component detects
malicious software engineer intrusion - maliciously release
and/or change of sensitive information within the component using the extended state machine of a state-dependent control
object in the component. A message (i.e., an event) arriving at a
state-dependent control object causes a transition in the
extended state machine for the object. At a given state, a statedependent control object expects to receive one of the messages
that can causes a transition from one secure state to another
secure state in the extended state machine. Whenever an
operation of a security-relevant object is invoked by other
objects, it notifies a state-dependent control object of the
invocation. The notified message causes a transition in the
extended state machine for the state-dependent control object if
the message is one of expected messages. However, when a
state-dependent control object receives an unexpected
notification message from a security-relevant object, it detects
that the sensitive information is released or changed maliciously
in the security-relevant object.
Figure 3 depicts the revised secure ATM Client component
for transferring funds in Figure 2. The ATM Control object is
state-dependent, encapsulating an extended state machine
(Figure 4), which has security states – Requesting Transaction
Details and Updating Transaction Details – and application
states – Waiting for Customer Choice and Processing Transfer.
The ATM Transaction object is a security-relevant object that
contains the customer card number. When the read() operation
of the ATM Transaction object is invoked, the extended state
machine in the ATM Control object should be the Requesting
Transaction Details security state. Whenever the read()
operation of the ATM Transaction object is invoked, the ATM
Transaction object sends the Transaction Details Requested
message to the ATM Control object. The ATM Control object
detects an intrusion attack at runtime if it receives the
Transaction Details Requested message from the ATM
Transaction object when the ATM Control object is not in the
Requesting Transaction Details security state. This means some
malicious code in a Malicious Object (Figure 2) tries to read the
customer card number maliciously. Similarly, the Updating
Transaction Details security state is used to detect malicious
software engineer intrusion attacks.

«component»
:ATMServer
K4: Request Transfer
(transaction Details)

K5: Transfer OK

«component»
:ATMClient
«state dependent
control»
:ATMControl
K3: Transfer
Selected
(in transfer details)

K2.1: Transaction
Details Requested

K6: Update(in transfer
details)

K6.1: Transaction
Details Updated
K1: Transfer
K2: read (out
Input
«user interface» transaction details)
:Customer
Interface

«entity»
:ATM
Transaction

:ATM
Customer

Figure 3. Security-relevant State-dependent ATM
Client component
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4.2 Detection of Intrusion in Security-relevant
Non-State Dependent Component

Figure 4. State Machine for Security-relevant Statedependent ATM Client component

An intrusion detector object is designed for a securityrelevant non-state dependent component to detect malicious
software engineer intrusion at runtime. Unlike a state-dependent
component, a non-state dependent component is a stateless one,
which does not need to maintain the component state
information so as to provide services. Thus a non-state
dependent component does not contain a state-dependent control
object in the component. In our approach, an “intrusion
detector” object is designed and added to each security-relevant
non-state dependent component. An intrusion detector object
encapsulates a state machine describing the states of securityrelevant objects in a security-relevant non-state dependent
component.
A security-relevant non-state dependent component detects
malicious software engineer intrusion at runtime using the state

Figure 5 depicts the revised secure ATM Server component
for transferring funds in Figure 1. The Bank Server Intrusion
Detector object encapsulates a state machine (Figure 6), which
has the Waiting for Client Request, Checking Requestor Source,
Debiting Checking Account, and Crediting Savings Account
states. The Savings Account is a security-relevant object that
contains the sensitive information of savings accounts. When
the credit() operation of the Savings Account object is invoked,
the Bank Server Intrusion Detector object should be in the
Crediting Savings Account security state. Whenever the credit()
operation is invoked, the Savings Account object sends a
“Credit Called” notification message to the Bank Server
Intrusion Detector object. The Bank Server Intrusion Detector
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funds service request is processed by the security-relevant ATM
Server component without detecting the intrusion.
A system detector is designed to detect malicious software
engineer intrusion between different components. A system
detector monitors the interaction between different components,
detecting a malicious intrusion when a component requests a
service maliciously from a different, security-relevant
component. For this, the system detector contains the interaction
relationship between components, which can be described using
a state machine. When a service (that is, a use case) provided by
a component is triggered by an internal or external event, the
component notifies the system monitor that traces the use case
sequence. This use case sequence between components is
described in a sequential or concurrent state machine. The
system detector detects a malicious intrusion between
components if a service request from a component does not take
place as specified in the state machine.
Figure 7 depicts an ATM System detector between the ATM
Client and Server components, which encapsulates a state
machine describing interaction between the components. When
the Transfer Funds service (use case) is triggered by the ATM
Customer, the Customer Interface notifies the ATM system
detector of the Transfer Input ((a) in Figure 7), which causes a
transition from the Waiting from Client state to the Preparing
Transfer in Client state ((b) in Figure 7). The Bank Transaction
Server object in the ATM Server component also notifies the
ATM System detector whenever it receives the Request
Transfer message. The notification message causes a transition
from the Preparing Transfer in Client state to the Transferring
in Server state in the state machine of the detector. The
Customer Interface and Bank Transaction Server are assumed
secure in section 3.1. The Transfer Funds should be requested
by the ATM Client component, and the request should take
place when the ATM System detector is in the Preparing
Transfer in Client state. Otherwise, The ATM System detector
detects malicious software engineer intrusion. This is the case
where the Malicious Object (Figure 2) requests transfer funds
maliciously from the ATM Server component.
The messages between an interface object and a system
detector is authenticated. When a message has arrived at the
system detector, the detector needs to check who sent the
message. This is to prevent a malicious object from sending a
fake message to the system detector.

object detects a malicious software engineer intrusion attack (by
the Malicious Object in Figure 1) if it receives the notification
message when the detector is not in the Crediting Savings
Account security state.
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The intrusion detection methods for security-relevant (statedependent or non-state dependent) components described in
sections 4.1 and 4.2 can detect only malicious software engineer
intrusion when a malicious code in a component invokes some
operation of a security-relevant object within the same
component. However, some malicious code in a component can
be designed to avoid this intrusion detection in such a way that
it requests a service maliciously from a different securityrelevant component. An example is that the Malicious Object in
the ATM Client component in Figure 2 requests a Transfer
Funds service from the security-relevant non-state dependent
ATM Server component. In this case, the malicious transfer
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5. Conclusions
This paper has described an on-going project for developing
an intrusion detection approach that detects dynamically
malicious code created by malicious software engineers. The
detection of malicious software engineer intrusion is performed
at two levels – security-relevant component level and
component interaction level. For this, a state machine
(statechart) or an extended state machine is used to capture the
security-relevant component states and the interaction states
between components. A component in a system is either statedependent or non-state dependent. Both security-relevant statedependent components and security-relevant non-state
dependent components are designed to be secure components,
whereas the interaction relationship between components is used
to detect malicious software engineer intrusion.
This paper can be extended for further research. In some
cases, malicious code inserted by software engineer may invoke
a security-relevant object just before the object should be
invoked by expected other objects. Although this case is not
detected real-timely by a state-dependent control object or
intrusion detector, this is detected by the security-relevant
object’s next notification message. However, we will investigate
about how this case is detected in a real-time manner. We also
plan to investigate that the formal rules about how an extended
state machine can be created for a security-relevant statedependent component and how a state machine in an intrusion
detector can be created for a security-relevant non-state
dependent component. These state machines can be formalized
for given security-relevant state or non-state dependent
components. In addition, we plan to investigate the way of cooperation between system detectors in distributed application
systems. Security-relevant components can be distributed in
multiple nodes (computers), each of which may have a
distributed system detector monitoring the components in a
node. The distributed system detectors need to co-operate with
each other in order to trace the interaction between components
in different nodes.
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such as firewalls, IDS (Intrusion Detection Systems) and
cryptographic components. However, this traditional
approach has proven to be insufficient, potentially
leading to costly reworks [8]. The software development
community has become increasingly aware of the need
to consider security requirements at the requirements
engineering phase [4]. Security measures need to be
built as an integral part of a system’s structure and
machination, rather than being “patched-on” just before
deployment.
The growing success of misuse case modeling can be
attributed to the popularity of the use case modeling
technique [9, 14]. A misuse case model is an
augmentation to a use case model. The additional
components introduced by a misuse case model describe
misusage scenarios (also referred to as “Negative”
scenarios). Misuse case models introduce two entities
which are described in [15] as follows:

Abstract
In recent years, misuse modeling has emerged as a
promising technique to elicit, model and communicate
security requirements. Currently, misuse case authors
have no guidance towards developing precise misuse
case descriptions that accurately represent potential
security threats and protection measures. Moreover,
there remains a gap between the analysis and design
phases of security aspects, meaning that misuse case
models are solely and directly used to drive the
development of detailed design artifacts that satisfy its
underlying security requirements. Such large gap can
lead to the development of an end system that does not
satisfy its security requirements. This paper presents an
approach that will guide misuse case modelers towards
authoring precise misuse case descriptions. The
approach is based on performing robustness analysis on
use case descriptions with the intent of determining
workflows of security attacks that may occur during the
execution of a use case. The robustness analysis
performed will also allow security analysts to precisely
determine how mitigation measures against the
misusage scenarios will be performed. The proposed
approach can be used to bridge the gap between the
analysis and design phases. The proposed approach is
demonstrated through an industry strength case study of
a restaurant mapping system.

Misuse Case: “A Sequence of actions, including
variants, that a system or other entity can perform,
interacting with misusers of the entity and causing harm
to some stakeholder if the sequence is allowed to
complete”. [15]
Misuser: “An actor that initiates misuse cases, either
intentionally or inadvertently”. [15]
Currently, misuse case modeling suffers from two major
drawbacks:
(1) Similar to use cases, the main component of misuse
cases lays in their textual descriptions. While the
literature have provided a number of templates to
describe misuse case models, there lacks any
guidance towards authoring precise misuse case
descriptions.
(2) In a use case-driven approach, misuse cases are
expected to be utilized to drive the development of
design artifacts which will satisfy the underlying
security requirements. However, this leaves a large
gap between the analysis and design phases. As

Keywords Misuse cases • Use cases • Robustness
diagrams • Secure software development

1.

Introduction

Nowadays, most applications that are not engineered to
operate securely are deemed unusable as they are
vulnerable to attacks from outsiders and insiders.
Traditionally, security requirements were addressed
towards the end of a development process. Software
systems would be supplied with defensive mechanisms
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resulted in a number of refinements and extensions to
the modeling notation [5, 6, 10, 13]. In [15], a five step
process to elicit security requirements with misuse cases
was outlined. However, no research work was
conducted towards authoring precise misuse case
descriptions.
Robustness analysis is a technique that was
introduced in [11]. The technique is concerned with
analyzing a use case description sentence-by-sentence to
develop a robustness diagram. A robustness diagram is
in essence a simplified version of a collaboration
diagram which allows analysts and designers to take a
first-cut guess at the objects required to realize scenarios
described in use cases. The advantage of robustness
diagrams over other modeling techniques is that it
contains a small notational set and syntax rules. This
allows its users to consider various design strategies
without committing to any particular design prematurely
and becoming overly concerned with design details and
conforming to a wide variety of syntax rules.
Robustness analysis helps provide a seamless transition
from requirements to design. A robustness diagram
depicts several concepts shown in Table 1:

such, designers will be highly vulnerable to
misinterpret the security requirements and
ultimately delivering an insecure end system.
Moreover, such an approach may limit the
designers’ ability to consider various design
strategies as they become prematurely concerned
with the details of their design artifacts.
This paper presents an approach that attempts to remedy
the abovementioned drawbacks. The contribution of the
approach presented in this paper is thus two-fold.
Firstly, the approach guides misuse case authors towards
developing precise misuse case descriptions. Secondly,
the approach also helps bridge the gap between the
analysis and design phases using security robustness
analysis.
The remainder of this paper is organized as follows:
Section 2 presents a brief background on misuse case
modeling and robustness analysis as well as related
works in both areas. Section 2 also describes the
proposed approach. In Section 3, a use case from the
RestoMapper case study is presented to demonstrate the
feasibility of the proposed approach. Section 4
concludes and describes future work.

Table 1 Robustness diagram objects

2.

Entity
Actors

Related Work on Misuse Case
Modeling and Robustness Analysis

Boundary

The literature shows that misuse cases can be described
using two methods: (a) a lightweight approach whereby
the misuse case description is embedded within the
corresponding use case description in a Threats field,
and (b) an extensive approach where the misuse case is
described in a separate template on equal terms with
regular use case templates. Examples of both description
methods are presented in [15]. During the requirements
gathering process, it is suggested to use the lightweight
authoring approach. When requirements become more
stable, misuse case descriptions can be transformed into
the extensive format. The approach proposed in this
paper is concerned with early definition of security
requirements and therefore it is based on misuse cases
described using the lightweight approach. The notation
of misuse case models is similar to use case models, but
with their entities’ colors inverted as a symbol of their
negation property.
Misuse case modeling remains a relatively new
technique and hence most of the research work
conducted in this area has been directed towards its
validation. To date, several industrial and research
projects have validated the effectiveness of the
technique, such as [1-3, 2, 6, 15]. This early work

Entity
Control

Symbol

Concept
Similar concept to an actor in
use case diagrams.
Actors communicate with the
system using boundary objects.
Similar concept to an entity in a
conceptual model.
Undertakes logical tasks using
boundary and entity objects.

Robustness analysis has thus far only been applied to
regular use cases. This paper utilizes robustness analysis
to model the security aspects of a misuse case
description. Thus, the version of the technique featured
in this paper is referred as security robustness analysis.
Security robustness diagrams introduce two sets of
objects. Firstly, objects that realize misuse actions,
including misusers, boundary, control and entity objects.
These objects have similar notation as that shown in
Table 1 but are colored black to symbolize their
negation property (in-line with misuse case models).
Secondly, objects that realize mitigation actions,
including actors, boundary, control and entity objects.
These objects have similar notation as that shown in
Table 1 but are colored green.
The workflow of the proposed approach is as
follows:
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Step 1. Perform security robustness analysis on a use
case description to identify security threats.
Step 2. Update the original robustness diagram with
objects that realize misuse actions.
Step 3. Populate the Threats field of a use case
description based on the updated robustness
diagram (from step 2) as well as the original use
case description.
Step 4. Perform further robustness analysis using the
current robustness diagram (from step 2) and use
case description (from step 3) to identify
mitigation measures.
Step 5. Update the robustness diagram with objects that
realize the mitigation measures.
Step 6. Populate the Mitigation Points field of a use
case description based on the updated robustness
diagram (from step 5) and use case description
(from step 3).
The final version of the robustness diagram can be used
to drive the development of more detailed design
artifacts, such as in [16], which utilizes the concept of
mal-activity diagrams to model security attacks.

3.

smoking section.
bf3. A RestaurantFilter is then created by the
MapViewer based on the selected features.
bf4. The system queries the restaurants for the given
city.
bf5. The system filters the retrieved cities according to
the RestaurantFilter.
bf6. The map is then refreshed to display the filtered
restaurants.
Alternative Flow - Filter by Restaurant Chain:
af1-1. A list of restaurant chains is displayed for the
User.
af1-2. The User then selects a particular restaurant
chain from the list.
af1-3. A RestaurantFilter is then created by the
MapViewer based on the selected chain.
af1-4. The system queries the restaurants for the given
city.
af1-5. The system filters the retrieved cities according
to the RestaurantFilter.
af1-6. The map is then refreshed to display the filtered
restaurants.

The RestoMapper Case Study
Alternative Flow: No restaurants matching criterion
af2-1. After bf6 or af1-6, if no restaurants matched the
filter criterion, the following popup message is
displayed to the User: “No restaurants meet filter
criterion. Please expand your search”.

This section presents a case study to demonstrate the
application of the proposed approach. The case study
features a misuse case description that is based on a
simplified version of an industry strength use case
description and its associated robustness diagram. The
misuse case is concerned with a Mapplet system called
RestoMapper1, which is featured and discussed in great
detail in the book Agile Development with ICONIX
Process: People, Process, and Pragamatism authored
by Rosenberg et al. [12]. RestoMapper is a mapping
application that allows its user to locate restaurants in a
given city based on their preferences. The use case
featured in this paper is called “Filter Restaurants” and
its description is presented in Table 2. The robustness
diagram corresponding to the “Filter Restaurants” use
case is presented in Figure 1.

In summary, the intent of the use case is to allow users
to filter a map containing restaurant icons based on a
preferred restaurant chain selection, or based on a set of
desired features. Such features include live music, valet
parking and a smoking section. An alternative usage
scenario to the “Filter Restaurants” use case may occur
in the case that the filtering process results in no
matches. In such case, a popup is generated to inform
the user.
The remainder of this section is structured
according to the six-step workflow of the proposed
approach which is outlined in Section 2.

Table 2 Textual description of the “Filter Restaurants” use
case

Steps 1 & 2:
The success of the process of identifying security threats
depends on the experience and skill of the security
analysts. This process can be aided by a repository of a
reusable security threats [15]. For demonstrative
purposes, it can be assumed that the general goal of a
misuser of the “Filter Restaurants” use case is to
manipulate the filtering process initiated by a user to
illegally promote their restaurants while shielding away

Use Case: Filter Restaurants
Basic Flow - Filter by Features:
bf1. A list of features is displayed for the User.
bf2. The User can select one or more features such as
the availability of valet parking, live music and a
1

The RestoMapper system has been modified to prevent any
copyright infringements.
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Fig. 1 Robustness diagram for the “Filter Restaurants” use case.

Fig. 2 Robustness diagram for the “Filter Restaurants” use case after perform security robustness analysis.
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competitor’s restaurants from the user. This leads to the
identification of a misuser which shall be named Crook
Restaurant Owner. Based on the general harmful goals
of the goals of the misuser, the original robustness
diagram will be used to determine the “injection” points
within the workflow of the use case where the security
attacks can happen. The robustness diagram will then be
modified to include the misuse actions which represent
the various scenarios of security attacks (Step 2). The
misuse actions are realized using misuse (black) objects.
Due to space limitations, this intermediate version of the
robustness diagram is not presented2.

As shown in Table 3, when referring to the updated
robustness diagram, the threats identified are described
relative to the steps described in the Basic and
Alternative flows.

Step 3:
Based on the updated robustness diagram, the security
threats identified may now be documented in the
Threats field of the use case description (see Table 3).
The original use case description is augmented with the
Threats field. Due to space limitations, only the Threats
field is shown in Table 3 excluding the Basic and
Alternative flows shown in Table 2.

Step 6:
Based on the updated robustness diagram, the mitigation
points may now be documented in the Mitigation Points
field. The Mitigation Points field is augmented to the
current use case description (Table 3). Due to space
limitations, only the Mitigation Points field is shown in
Table 4 excluding the Basic and Alternative flows
(Table 2), and the threats field (Table 3).

Table 3 Threats field of the “Filter Restaurants” use case
description.

Table 4 The Mitigation Points field of the “Filter Restaurants”
use case description.

Threats:
t1. After bf2, the list of features selected by the User
can be intercepted and revealed by the Crook
Restaurant Owner.
t2. After af1-2, the User’s preferred restaurant chain
selected can be intercepted and revealed by the
Crook Restaurant Owner.
t3. After t2, the User’s preferences are stored by the
Crook Restaurant Owner.
t4. After bf4 or af1-4, The Crook Restaurant Owner
can remove the competitors’ restaurants from the
list retrieved by the system from the restaurant
server.
t5. At bf6 or af1-6, The Crook Restaurant Owner
can highlight their favored restaurant to catch the
User’s attention.
t6. At af2-1, The Crook Restaurant Owner can
intercept and manipulate the message in the
popup generated when no matches result from the
filtering process. The modified message may
contain a suggestion of the restaurant favored by
the Crook Restaurant Owner.

Mitigation Points:
mp1. After bf2 and af1-2, the information created is
encrypted before being transmitted.
mp2. Before bf5 and sf1-5, the list of restaurants
retrieved from the restaurant server for a given
city must be verified against statistical
information already stored in the system.
mp3. At bf6 and af1-6, viewing defaults are restored
at the client machine to ensure that no
restaurants are unduly highlighted.
mp4. At af2-1, the content of the popup message is
retrieved from the application layer (the client
machine) instead of being transmitted from the
server side.

Steps 4 & 5:
The updated robustness diagram is then used to
determine the mitigation points where the misuse can be
mitigated. The robustness diagram is then modified to
include the mitigation (green) objects that will realize
mitigation measures against the threats previously stated
in the Threats field (see Figure 2).

As shown in Table 4, when referring to the updated
robustness diagram, the mitigation points identified are
described relative to the steps described in the Basic and
Alternative flows. However, it would be appropriate, if
the need arises, to describe mitigation points relative to
specific threats.
Note that the Crook Restaurant Owner misuser
shown in Figure 2 should be connected to the misuse
objects. However, the misuser was not connected to the
misuse objects to prevent cluttering of the diagram. Also
note that the security robustness analysis performed for
this particular misuse case resulted in creating only
control objects. However, this is not necessarily always

2

This intermediate robustness diagram version can be deduced
by eliminating the mitigation (green) objects from Figure 2.
The creation of mitigation objects occurs downstream and is
explained at a later stage.
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the case. Security robustness analysis can result in the
creation of entity and interface objects as well.

4.
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Conclusion and Future Work

The approach presented in this paper is a step towards
developing higher quality misuse case models by
offering guidance to modelers on how they can author
their misuse case descriptions. The approach presented
in this paper is also a step towards bridging the gap
between the analysis and design phases in secure
software engineering development, which will
potentially lead to developing systems that properly
address the security needs of a system.
The application of the proposed approach was
demonstrated using an industry strength case study on a
use case from a restaurant mapping system. The
application of the proposed approach has shown how the
Threats and Mitigation Points fields can be populated
by precisely identifying how they relate to the steps
described in the Basic and Alternative flows. The
application of the proposed approach yielded robustness
diagrams that can be readily used to spur the
development of UML design artifacts, in particular,
activity diagrams.
Future work can be directed towards utilizing the
developed robustness diagrams as a source for the
creation of acceptance tests for early validation systems.
Formal approaches can also be devised towards using
robustness diagrams to create more detailed design
artifacts such as sequence diagrams and statecharts.
Acknowledgments The author would like acknowledge the
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Typical database-intensive enterprise applications are realized
conforming to distributed architecture paradigm that requires
diverse set of technology platforms to implement. Such
applications can be visualized along five dimensions, namely,
Functionality (F), Business process (P), Design decisions (D),
Architecture (A) and Technology platform (T). A purpose-specific
implementation makes a set of choices along these dimensions,
and encodes these choices within application implementation in a
scattered and tangled manner [13]. This scattering and tangling is
the principal obstacle in agile adaptation of existing
implementation for the desired change. Large size of an enterprise
application further exacerbates this problem. This is an expensive
and error prone process demanding large teams with broadranging expertise in business domain, architecture and technology
platforms. Model-driven development alleviates this problem to
an extent by automatically deriving an implementation from its
high-level specification using set of code generators.
In last decade we have developed several business-critical
enterprise solutions for a variety of business verticals like
banking, financial services and insurance [13]. In our experience
no two business applications are exactly alike. For identical
business intent, different enterprises, even from the same business
domain, may have different requirements along these five
dimensions with a significant overlap. Being ignorant of these
similarities and differences would mean rework, and result in
specification and implementation redundancy which will create
maintenance and evolution problems later. For example, the
functionality of a banking application can vary if it is targeting
different geographies, e.g. USA and India. Similarly the same
application can be targeted for delivery into different architecture
and technology platform based on specific business requirements.
Thus, it is important to capture commonality while highlighting
the variability, i.e. product line architecture [5], to avoid multiple
copies of same application with different choices of F, P, D, A
and T dimensions. We are working towards a framework for
developing adaptive applications such that variations (changes)
along any of these dimensions can be incorporated easily within
the desired time window. Our definition of adaptiveness subsumes
configurability (i.e. selecting one of the many available variants)
and extensibility (i.e. adding a new variant). We use model driven
development approach for developing business application
wherein a business application is specified in terms of platform
independent models (conforming to a meta model) and high level
specifications; and transformed into a deployable implementation
using code generators. Each code generator translates a specific
view i.e. generating a specific architectural layer e.g. presentation
layer, business process layer, data access layer etc. We extend the
architectural layer specific meta models to support family concept
[4] through modeling of commonality and variability. We use

ABSTRACT
The need for agility and adaptiveness of business applications is
on the rise with continued increase in business dynamics. Codecentric techniques show unacceptable responsiveness in this
dynamic context as business applications are subjected to changes
along multiple dimensions that evolve independently. Use of
model driven techniques for developing such business
applications is argued as a preferable option as platform
independent specification can be retargeted to technology
platform of choice through a code generation process. Recent
literature suggests the use of product line architectures to increase
agility and adaptability by capturing commonality and variability,
and configuring them appropriately. By visualizing a business
application along five dimensions, namely, Functionality (F),
Business process (P), Design decisions (D), Architecture (A) and
Technology platform (T), the use of models are largely limited to
F and P dimensions in commonly used model-driven development
techniques and thus use of product line concept is also limited to
these two dimensions. In this paper we argue the use of product
line concept, i.e. variability and configurability, in these two
dimensions is not sufficient to achieve the desired agility and
adaptability. It is as well critical to use product line concept for
code generators that addresses D, A and T dimensions. This paper
evaluates existing approaches for code generator product line,
introduces a new approach, and discusses early experiences with
the presented approach.

Keywords
Configurability, Extensibility, Adaptiveness,
development, Code Generation product line

Model-driven

1. Introduction
Rapid evolutions of technology platforms and business demands
have contributed to significant increase in business dynamics in
recent years. The increased dynamics puts new requirement on
businesses while opening up new opportunities that need to be
addressed in an ever-shrinking time window. Stability and
robustness seem to be giving way to agility and adaptiveness. This
calls for a whole new perspective for designing (and
implementing) IT systems so as to impart these critical properties.
Traditional business applications typically end up hard-coding the
operating context in their implementation. As a result, adaptation
to a change in its operating environment leads to opening up of
application
implementation
resulting
in
unacceptable
responsiveness.

577

patterns, deliver increased productivity, uniformly high quality,
and retargetability.
Such specification-driven approach imparts adaptiveness to a
certain extent as concerns related to D, A and T dimensions are
separated from those related to F and P dimensions. For example,
the same application specification, i.e. business functionality and
business process concerns, can be delivered into multiple
implementations that differ in terms of design decisions,
architecture and technology platform of choices using different
code generators. Thus adaptation related to D, A and T
dimensions completely rely on adaptiveness of code generation
process.
Fig 1 describes the process for deriving a purpose specific
application from an application family specification. A deployable
application for deployment choice <D1, A1, T1> can be derived
from application family specification by configuring application
family to the desired application model (i.e. specification for
application 1) and then transforming it into a deployable
implementation using the appropriate code generator (i.e. code
generator 1). The same application can be retargeted to a different
deployment choice (i.e. <D2, A2, T2>) by using different code
generator (i.e. code generator 2). Thus, veracity of technology
platforms leads to development of multiple code generators even
for the same application specification. A code generator product
line [14] addresses this problem as follows:
a) A code generator is a set of building blocks where each
building block is a model to text transformer,
b) Model to text transformation process generates fragments of
code corresponding to application models, and also the
weaving specification to compose the fragments, and finally
c) Weave the generated code fragment as per the weaving
specification.
We found, using this technique in MDD code generation raises
several issues. For example - a) Lack of traceability from aspect to
implementation affects readability, debugging and testing of the
generated code as aspects are woven together in byte code, b)
other issues related to (a), e.g. decomposition of system test cases
and aspect level testing, computation of change impact of an
application level change in aspect and c) tooling issues for using
weaving tools for industrial-strength applications [14].

feature model [6] as a mechanism to select the desired member
from the family i.e. the desired variant. Thus, we are able to
model F and P dimensions of a business application product line
[12]. We support extensibility along F and P dimensions by
introducing placeholder model elements in the meta model which
can be plugged in later with suitable models as new extensions.
We have built upon aspect oriented techniques and applied them
to models in order to realize our code generator product line [14].
Having tested this approach in practice with varying degree of
success we observe this to be an effective approach for
supporting business application product line (i.e. developing
multiple applications with similar intent for a specific business
domain for multiple situations i.e. users). However, we have
identified some opportunities for improvement in the current
implementation. In this paper, we present another approach to
implement code generator product line on the lines of
adaptiveness defined here.
The rest of the paper is organized as follows: we present a brief
overview of developing adaptive applications using model driven
development approach in section 2. Meta model for developing
configurable and extensible code generator is presented in section
3. Section 4 presents an example. We discuss some of the related
work in section 5. We conclude with a brief summary of early use
of the proposed approach in section 6.

2. Model driven development of adaptive
applications
In model-driven development approach, the various architectural
layers of a typical business application are specified in terms of a
set of models each being an instance of a projection or a view of
a unified meta model [13]. A, say, architectural layer specific
code generator transforms the layer-specific model into the
desired implementation on a chosen technology platform e.g.
graphical user interface layer in JSP. Models, being at a higher
level of abstraction, are easier to specify and are amenable for
analysis leading to early detection of errors and prevention of
some errors. Also, models can be kept independent of
implementation technology platforms with model-based code
generators that incorporate proven design and architectural
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A product line groups together a set of products (or product
variants) which share a set of features (i.e. common part) and have
distinguishing features (i.e. variations) [4,6]. Producing a purpose
specific product can be seen as selecting from the available
variants at each variation point. We model a family of code
generators with a set of core and variable features. We capture a)
feature commonalities with placeholders for extensions and
variations, b) variability - a specific pattern for variations that can
be plugged in at appropriate variation points, and c) extensibilities
a pattern for extending features as new variants of a code
generator (code generator family). Fig. 2 shows the proposed code
generator product line meta model describing commonality,
variability and extensibility patterns for our code generator
family. A brief description of the meta model follows:

introduced to verify the semantic and syntactic
correctness of the fitment between VariationPoint
and Variant.
A code generator product line can declaratively specified in
terms of a set of features where each feature is associated
with a transformational unit through realizedIn association.
Configuration operation is equivalent to selecting one
amongst the available variants for each variation points, i.e.
selecting features conforming to FeatureRelations.
FeatureRelation describes all possible feature relations [6],
i.e. exclusion, inclusion, optionality, dependency, etc. The
selected set of features, also called as feature configuration,
must be internally consistent whatever the definition of
consistency may.
Extension means adding a new variant for an existing
variation points (i.e. adding variant of an existing feature) or
adding a new Template by extending a transformational unit
(i.e. adding new feature).

A code generator is composed of several composable
transformational units. Each transformation unit encodes
model-to-text (MTT) transformation rules.
Transformational unit can be of two types concrete and
configurable.
Concrete transformational unit encodes simple MTT rules
without any placeholder for extension and variation.
Configurable transformation unit is essentially MTT rules
with placeholder for extension and variation. Meta model is
extended to specify the extensions and variations as follows:
o Body of a configurable transformation unit is
specified using Template.
o Each template can have multiple variation points
(placeholder for variations).
o A set of variants, which are realized as
transformational unit, can fit into each variation
point.
o Having atleast one variant for each variation point
is
necessary
for
defining
well-formed
transformational unit.
o The meta model elements VariationPointType and
RuleName (associated with parameters) is

Essentially a code generator product line is a composite template
whose behavior (i.e. transformation capability) is determined by a
specific configuration which is conforming to feature
relationships. We use an imperative model-to-text transformation
specification language (OMGen [11]) for specifying
transformation rules of a transformational unit as in our
experience programmers are more comfortable with imperative
languages than declarative languages. However declaration
language, such as [8], can be used as specification language of
transformational units. OMGen language provides for model
navigation, model manipulation and text writing through familiar
constructs such as IF, FOR EACH, PRINT etc. It also provides a
: operator. The
to
distinguish model elements from normal text. It supports the
notion of MODULE to organize transformation specifications into
a set of reusable units called FUNCTIONs. We use Functions for
implementing transformational unit, and extend OMGen language
with a special keyword VARIATIONPOINT to denote variation
point for a Function.
Earlier AOP based approach for realizing code generator product
line used declarative model to text transformation specification

3. Extensible and configurable MDD code
generator
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environments. However one can think of parameterized code
generator with all possible options encoded within code generator
implementation. But any extensions to such parameterized code
generator might result into opening up entire code generator
implementation and configuration could be unfeasible unless they
are decided at design time. This limits the extensibility and
configurability of a code generator to a large extent.
We specify a code generator family as an instance of proposed
meta model. Fig 4 depicts the model of a code generator family
that supports code generation for environment 1 and environment
2 of the example described in Fig.3. As shown in the figure, code
generator family, Class2Java, is composed of a configurable
transformation unit, class2JavaGen. Class2JavaGen is further
composed of concrete transformation units - printSuperClasses,
importStatementGen, packageStatementGen. Essentially, these
transformation units form the core (fixed part) of Class2Java code
generator. Class2JavaGen has four variation points
printAttributeType,
printInputParameters,
printImplementationSpecificAttribute and printLogInformation to
specify desired variations. The set of transformational units,
shown in transformational units 2 of figure 4, are the available
variants of supported variation points. For example
printAttributePrimitiveType and printAttributeObjectType are
possible variants of printAttributeType variation point. Model
describes the supported features of Class2Java code generators
and feature relationships. The feature model described in Fig 4
specifies the following relationships - a) primitiveType and
objectType are the alternate feature of AttributeType, similarly
implementation choice 1 and implementation choice 2 are the
available options of ImplementationOptions feature. b)
MethodLevelLogging is an optional feature of Class2Java code
generator, c) selection of implementation choice 1 is mandatory if
primitiveType of AttributeType is selected. As shown in the
figure, model describes the associations between supported
feature and transformational unit that encodes the feature using

language, and was, in essence, a composition mechanism that
relied on OO techniques like overriding to implement variability
and inheritance to implement extensibility. The new approach
uses an imperative OO language to specify model to text
transformations and special syntax to denote placeholders i.e.
variation points and extension points. This is identical to
specifying variability and extensibility in business functionality
and business processes. Imperative nature of specification
language, and uniformity of mechanism for specifying variability
and extensibility along all dimensions is the salient feature of the
new approach.

4. Example
In this section, we illustrate our approach using an example - a
simple code generator for generating java code from class model.
Fig 3 shows a class diagram of a single class, Account, and
desired code for two deployment scenarios, i.e. deployment
environment 1 and deployment environment 2. As shown in the
figure, the desired code patterns are similar for both scenario, i.e.
an implementation of java classes with package statement, import
statement, class header, modeled attribute, implementation
specific additional attributes, constructor, getter and setter,
method signatures with placeholder for method bodies. However,
different deployment environments desire a little different code,
e.g. environment 1 desires primitive data types for each modeled
attributes (of primitive data types), and a specific set of
implementation specific attributes (i.e. createDate, typeId,
attributeSetIndicator), whereas environment 2 desires java objects
for all modeled attributes and different set of implementation
specific attributes. In addition, environment 2 desires code for
logging method invocation information for each method. As
requirements are different for these two environments, different
code generator could be a possible solution for supporting these
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realizedIn associations. The OMGen specification of
class2JavaGen is depicted in Fig 5. Fixed composedOf
associations are encoded as IMPORT MODULE and EXTERN
FUNCTIONs. The extended keyword VARIATIONPOINT is
used for specifying all variation points of the function
(Class2JavaGen).
A model of code generator family and organized transformation
rules (encapsulated within transformational unit) improve
extensibility and configurability capabilities into manifolds. For
example, a specific configuration can serve code generator for a
purpose specific solution; e.g. a configuration selecting
PrimitiveType and Implementation Choice 1 of Class2Java code
generator can produce the desired code for environment 1, and
configuration selecting ObjectType, MethodLevelLogging and
Implementation Choice 2 features can produce desired code for
environment 2. Similarly the code generator model can be
extended by i) introducing new variants of an existing variation
point by adding new transformational unit a mixed data type for
modeled attribute, ii) replacing fixed composedOf association by
variation point and providing possible variants
defining
importStatementGen as variation point and providing variants,
and/or iii) associating new template with different set of variation
points for a transformational unit
a new template
ClassToJavaGen or Implementation Choice 1, etc.

point only and that too at modeling level. A general templatebased approach for mapping feature models to concise
representations of variability in different kinds of other models is
presented in [5]. However it can address agility and adaptability
of F and P dimensions only. The same concept is used in
generation of model-based code generators from their high-level
specifications [14].
Use of product line concept in model-based code generator is not
new. It has been reported in several MDD literature [4, 7, 9, 15] to
address the agility and adaptability of D, A and T dimensions.
These approaches are based on aspect-oriented technique [2] and
implemented using declarative language for model-to-text
transformation [8]. The essential limitation of AOP based
approach is that it works with the languages that support aspect
weaving as this technique generates code fragments that need to
be weaved for deriving a deployable artifacts whereas, our
solution is based on OO techniques, uses an imperative language
and feature model notation, and does not require special
composition machinery. It uses parameterization and composition
techniques to derive a consistent code generator similar to
traditional MDD code generators that generate deployable code.

5. Related Work

We are working toward a framework for developing adaptive
business application product line using model driven development
techniques. Use of model driven techniques for developing such
business applications is argued as a preferable option as platform
independent specification can be retargeted to technology
platform of choice through a code generation process. In our
experience, use of product line architectures enables agility and
adaptability in business functionality and business processes, i.e.
F and P dimension of the business application for typical modeldriven approaches. In this paper we argued the use of product line
concept in F and P dimensions is not sufficient to achieve the

6. Conclusion

Several approaches for managing variability in software product
lines have been proposed in literature. A proposal for modeling
variability in software families with UML using the standardized
extension-mechanisms of UML is presented in [7]. A variation
point model that allows user or application engineer to extend
components at pre-specified variation points is proposed in [3]. A
conceptual model for capturing variability in a software product
line is presented in [1]. These three support the notion of variation
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DEFN FUNCTION public ClassToJavaGen(cls: Class)
{
packageStatementGen($cls);
importStatementGen();
: public class $cls.Name extend
printSuperClasses (cls)
:{
FOREACH attribute IN cls.attribute
{
:protected \c
printAttributeType(attribute.type) \c
: $attribute.Name;
}
printImplementationSpecificAttributes();
FOREACH operation IN cls.operation
{
:public \c
printAttributeType(operation.type) \c
: $oper.name ( \c
printInputParameters(operation)
:){
printLogInformation();
://Start business logic block
:
// body
://End business logic block
:}
:}
}
Fig 5: Specification of configurable transformational Unit

desired agility and adaptability - it is as well critical to addresses
D, A and T dimensions. We presented an approach for developing
configurable and extensible code generator product line. A meta
model for specifying the product line and suitable extension to
MTT specification for describing transformation rules in
modularized form are presented. We demonstrated how a model
(instance of code generator meta model) and transformational unit
specification can be configured to derive a purpose specific code
generator through an illustrative example.
We have used this approach to specify our MDD code generator
product line resulting in time and effort savings [10]. Supporting a
new deployment environment is now mostly a configuration
activity rather than implementing a new code generator.
Supporting new features in code generator family is much
simplified process as one has to define transformational unit for
the new feature with suitable associations with existing features
and transformational units. Early observations of testing the
approach on real life industrial strength problems are encouraging
but there is still some way to go.

Annual International Computer Software and Applications
Conference (COMPSAC'06), Chicago, USA, September
2006
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The prototype toolset presented here captures complete
SDLC process from product requirements gathering to its
release. This toolset mainly consists of two parts, core assets
repository and product generator. Creation of core assets
repository involves identifying features, modeling them using
ASADAL [4] and identifying, developing, and maintaining
feature-based core assets. ASADAL allows selection of
features required for product development. Product generator
identifies and composes the required core assets together into a
final product.

Abstract— Product organizations often need to develop variants
of the same basic product. All the product development life-cycle
artifacts from requirements documents to testing artifacts have
to be developed for each variant. Storing these artifacts as core
assets and structuring them as units that can be composed to get
the final artifacts can greatly reduce the cost and improve the
quality of the resultant product. This paper proposes a structural
alignment of core assets corresponding to the various phases of
software development to features of the product family and
aspect weaving as a core assets composition operator. Aspect
Oriented Programming (AOP) is used for code and an aspect
oriented extension to XML is used for other artifacts. These ideas
are validated through a prototype toolset that captures the
complete Software Development Life Cycle (SDLC) process and
allows the user to model the commonalities and variations as
features, associate them to core assets and build the product
automatically. This paper presents our approach and the details
of the toolset along with a case study of a Library System.

I.

We demonstrate the toolset and its benefits using library
domain case study. This case study illustrates the identification
of variations and commonalities in a library product family and
their modeling as a feature model. It also illustrates the
structuring of other core assets consisting of various
development artifacts so that they are aligned with the feature
model. AspectJ – AOP implementation for Java [5] is used as
the core assets composition operator to handle these variations
between product variants for the artifacts implemented in Java.
AOP has been chosen as it provides a very general and flexible
set of composition operators. A XML weaving tool is used to
implement a composition operator for the document artifacts.

INTRODUCTION

.Planned software reuse as recommended by Software
Product Line Engineering (SPLE) [1] can considerably
improve product development cost and time. SPLE and Feature
Modeling [2] identify variations and commonalities between
products in a product line and model them as features [3]. This
paper proposes the structuring of the different software
development artifacts so as to align them with the structure of
the feature model. Once this is achieved, composition similar to
weaving in aspect oriented programming can be used to derive
artifacts at the product level from artifacts at the feature level.

Related work: Various other toolsets are available for
generating products from a product family, customizing
products [7], and configuring product line features [8]. Kyo C.
Kang has combined feature oriented analysis with AOP [9].
Studies have shown that feature models can be used for product
derivation [6]. Also, feature modeling is supported by several
tools [10],[11].
Compared to the tools listed above, our prototype toolset
provides support for different artifacts like documents and
code, required in a typical SDLC. It mainly investigates AOP
based techniques to compose both code and documents.

Development of each product from the feature model
follows the entire SDLC where the resultant requirements
document has to be reviewed and approved by relevant
stakeholders and the final product has to be tested for this
specific combination of features. Therefore, just producing the
final product by composition will not suffice and there is a
need to generate all artifacts required by SDLC using similar
composition. This paper adapts the idea of Aspect Oriented
Programming (AOP) applied to product development, to other
non-graphical SDLC artifacts like documents and test harness.
Documents are composed using an aspect oriented extension to
XML and test harness is composed by writing the test harness
in a programming language and using AOP.

II.

TOOLSET

Figure 1 shows the detailed toolset architecture. The toolset
organization is mainly divided into Core assets repository and
Product generator.
A. Core Asset Repository
The core asset repository stores all the assets including
feature models and associated documents and code.
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1) Feature Modeling in ASADAL.
We use ASADAL tool for feature modeling that supports
FODA notations and allows selection of features for product
development. We associate the feature-specific core assets
information to the description field in ASADAL using a set of
keywords. The keyword set includes keywords such as
SOURCE, CONFIG, XML, and TESTCASES.

Core Assets Repository
ASADAL

Core Assets
Core assets

Selected features

2) Structuring and Implementation of Core Assets
The required set of core assets is identified from feature
model and mandatory, optional and alternative features are
implemented separately. The core assets for optional features
are implemented as aspects in order to manage variations found
in the product family. Whenever an optional or alternative
feature is selected, its corresponding aspect gets included in the
source list. These aspects modify the functionality of the
mandatory feature to provide the product behavior with respect
to the selected feature. This type of implementation also
provides traceability from features to their implementations.

Product Generator
Selected
features
information

Core assets
collector

Core assets

Files
Generator
Make files

Code Composition: The composition of code related core
assets is similar to the other AOP based applications.

Product
Builder

Test Harness Composition: As the test harness is written in
a programming language using AOP, its composition is exactly
similar to the code composition.

Final Product

Source files

Documents

Test suite
Builder

Documents
Merger

Test suites

Product Tester

Documents Composition: AOP extensions to XML help to
manage documentation at the feature level. This requires
structuring of the feature based documents using XML and
additional AOP tags. The organizational alignment between
feature model and document states that document is either a
base document (associated with mandatory feature) or an
aspect document (associated with optional, alternate and or
feature).

Final Product Test Results
Configuration file
Product Documents
Product Development
Figure 1. Toolset architecture

The values of attributes other than id are not considered for
the match.

The base document has a standard XML structure and
consists of tags, attributes with values and content. Each path
from the root to any tag in the document specifies a join point.
Aspect documents also have standard XML structure
specifying advices to modify the contents at a join point in the
base document. An advice is also an XML path from the root to
an advice tag and optionally includes the child. The advice tags
can be either “after”, “before”, “replace” or “delete”.

B. Product Generator
When a new product is to be built, required features are
selected from feature model and exported as an ascii file. The
exported file also includes associations between the selected
features and corresponding requirements, test case,
implementation and test harness aspect file names. The core
assets collecter extracts the required files from the source code
and document repository. Once all the files have been
extracted the File Generator generates a makefile that invokes
aspectJava and the java compiler to build the application as
well as the test harness. The product and test suite builder then
executes these makefiles. The test harness is then run on the
application and the results logged.

The document composition algorithm is:
Let p = r, t1 … tn, a, c be a path in the aspect document where
− r is the root node,
− a is the advice node having tag “after”, “before”,
“replace” or “delete”
− t1…tn are nodes in the path from r to a in the aspect
document
− c is the child tag of a and is of the form <ctag, id=val>
For each such path p in the aspect document, it matches a
corresponding path p1 = r1, t1 … tn, in the base document such
that the tags of t1 … tn are identical in both p and p1 and if any
of t1 … tn has an attribute id, then the value of the attribute
also should be the same. For each such match if the tag of a is
‘Before/After’ then c is added as the first/last child of tn
respectively in the base document. In the case of
Replace/Delete tag, the child of tn with the same tag and value
of attribute id as c is replaced/deleted in the base document

Orthogonally the Document merger invokes the XML weaver
on all the test case and other base and aspect documents
extracted by the core assets collector to generate requirements
and test case documents for the final product.
III.

LIBRARY SYSTEM CASE STUDY

This section illustrates the features of the toolset using a
Library System product family case study, where a particular
set of requirements is considered.
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A. Library System Domain
Library systems maintain books and members and offer
services to members to reserve, borrow and return books.
There are two types of members (Ordinary and Privileged) and
three types of books (Journal, Technical book and Magazine).
The number of books to borrow and days allowed are
determined by the member and book types. Library system
may allow members to put claims on the books and the number
of claims varies as per member type. There may be a late return
fine. Although we have implemented several features as part of
our case study, only few of them are described in detail here in
the interest of brevity.

Services

Library System

Capability Layer

MemberType

BookType

Ordinary
Core
Services

Privileged

Claim

Magazine

Journal

Technical book
Core service
component

B. Modeling and Implementation of Library Systems
Using the concepts of SPLE and feature modeling, we
study the Library system domain and systematically elicit the
variations – Member type, book type, book claim, number of
books and days allowed, Late return fine etc.

Legend
Claim
processing

Core Service Claim java
Implementation
Java
Implementation

1) Feature Modeling
The features identified from variations and commonalities
are modeled in the feature model, using FODA notations, as
shown in Figure 2. We have shown only a small set of
selectable features in Capability and Implementation Layer for
clear representation. Mandatory features such as Member and
Book Maintenance are omitted from the feature model.

Optional feature
Composed-of
Implemented-by
Implementation layer

Figure 2. Library system feature model

Example: The test cases for the borrow operation are
implemented in BorrowTests class. We consider following test
case, in pseudo code, for book unavailable scenario.

2) Library System Core assets
The various core assets for Library system can be
categorized into – primary assets (feature model, requirements,
class diagrams), components (code implementations such as
core service component, claim processing component), test
harness assets (test cases’ implementations, test data, test
results), various tools used (Tomcat, ASADAL, product
generation tools), configuration files, etc.

class BorrowTests{
…………
Function chkPostCondition () {
Check_for_msg “The requested book is not
available in the Library”;
return true if successful, else false;
} }

In the presence of claim, if the requested book to borrow is
unavailable, it gets reserved for the member. Thus, when claim
is selected, the borrow operation behaves differently and above
test case needs modification to check for claim object. The
required modification to borrow test case, due to claim, is
achieved using below piece of aspect where method
chkPostCondition is overridden by the below aspect.

3) Library System Implementation
We use client-server architecture to implement the library
system with Java (JDK1.5.0), JSP, AspectJ (release 1.5) [12]
and Tomcat [13]. These implementation details will affect the
feature representations. A feature will have its corresponding
functionality component represented in implementation layer.
For example, the core services are implemented by core service
component which is further linked to Java implementation to
specify its source files. The Java implementation feature is
further divided into client and server components.

around():BorrowTest.chkPostCondition();{
check_for_msg “The requested book is not
available in the Library. The same book is
reserved for you.”
check_for claim_object;
return true if successful, else false;

C. Core Asset Composition Technique
The source implementation of library functionality has been
done in AspectJ with variants of each feature implemented as
aspects. AspectJ has also been used to implement the test
harness. Since the implementation of functionality is similar to
other aspect oriented applications, in this paper we only
describe the test harness implementation in detail.

}

2) Documents Composition
Various documents are structured with respect to features
and formatted as per AOP concepts. For example, for better
reuse, test case documents are maintained at feature level for
Core services and optional Claim feature separately. These
documents will be meaningful only if the Claim feature is
selected. This necessitates their formatting in a particular
manner to manage variability which includes specifying the
required and related join points, pointcuts and advices in an
AOP way. A join point from SimpleBorrow.xml, the test case
document for Core services feature is shown below.

1) Test Harness Composition
The core assets corresponding to test harness are
implemented similar to other basic functionality components.
The variable part in the test cases is put into the aspects which
modifies the behavior of the mandatory test cases.
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<TestCase id=2> <CheckResult>
<Check id="a"> Check for return message: "The
requested book is not available in the
Library".</Check>
</CheckResult> </TestCase>

models and the use of an aspect composition operator to derive
a specific artifact corresponding to a specific product.
Successful application of the proposed approach requires the
documents and code to be structured in a way that is amenable
to aspect composition. In particular requirements and design
documents should be structured as a tree with the leaves being
simple elements.

The elements TestCase and CheckResult specify the join
point. In presence of Claim, the information in check results
needs to be modified as the test case behaviour is changed.
Additional checks for claim message and claim object are
added using following advice from BorrowClaim.xml.

We believe the ideas presented can be extended to larger
projects.
ACKNOWLEDGEMENT

<TestCase id="2"> <CheckResult> <After>
<Check id="b">Check for return message: "The
same book is reserved for you"</Check>
<Check id="c">Check For loan object for Title1
with member 13 and bookcopy of Title1</Check>
</After> <CheckResult> </Case>
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workflow management system to make it more resilient to
changes in its execution support. Hence, in this paper, we
present an adaptation mechanism to a widely-used centralized
workflow management system called Condor DAGMan [12].
The adaptation mechanism we provide is transparent, which
means that it does not require modifications to the Condor
DAGMan infrastructure.

Abstract— This paper presents a decentralized execution
approach to large-scale workflows on multiple resource domains.
This approach includes a low overhead, decentralized runtime
adaptation mechanism that improves the performance of the
system. A prototype implementation based on standard Condor
DAGMan workflow execution engine, does not require any
modifications to Condor or its underlying system.

The technical contributions detailed in this paper include:

Keywords: Decentralized adaptive workflow execution.

I.

x

INTRODUCTION

x

Large-scale applications, in the form of workflows, may
require a coordinated usage of resources spreading across
multiple administrative domains [3, 4]. Current systems mostly
provide a centralized approach to the execution of such
workflows across resource domains. This may induce
scalability problems for large workflows executing in multiple
domains. In our previous study [5], we provided a solution to
decentralize the execution of workflows to address these issues.
Another desired capability with the execution of large-scale
workflows in dynamic distributed environments is the runtime
steering of the workflow in order to meet the desired Quality of
Service objectives. Typically, scientific workflows are
composed as abstract workflows, in which tasks and data are
specified without bindings to the actual physical resources.
Workflow management systems [6, 11] perform the execution
of abstract workflows in two basic steps. First, tasks and data
comprising the workflow are mapped on to the available
physical resources [1, 9]. This results in a concrete workflow,
which can then be executed. The dynamic nature of the
resources, and the unpredictable behavior of the workflow
tasks, may require variations in the original workflow
execution plan to meet the desired Quality of Service
objectives.

x

The novel concept of adaptive sub-workflow during
runtime of workflow execution in peer domains.
The design of adaptive sub-workflow run-time support
with event notification across peer domains.
The prototype implementation of adaptive sub-workflow
as a transparent enhancement to a conventional workflow
execution engine.

The rest of the paper is organized as follows. In Section 2, a
background on workflows and our decentralization approach is
provided. In Section 3, we present our adaptive workflow
execution approach. In Section 4, we provide implementationlevel details. In Section 5, the related work is reviewed. In
Section 6, the paper is concluded with some future work.
II.

BACKGROUND

In this section, we briefly introduce the concept of scientific
workflow management. We provide an overview of our
decentralized design of workflow management, upon which
our adaption of workflow execution is designed.
A.

Application workflow and execution
Fig. 1 (a) shows a very simple workflow represented as a
directed acyclic graph (DAG) G = (V, E), where V = {V1, V2,
…, V8} is the set of vertices that correspond to the tasks and E
= {E1, E2, …, E10} is the set of edges that correspond to the
dependencies between the tasks. Workflow managers execute
the tasks in V in the order specified by the dependencies
between them. For example, if there is an edge in the graph
from vertex Vx to vertex Vy, Vy can start its execution only
after Vx has finished its execution.

Most existing proposals [8, 7, 2] tackle this problem by remapping the rest of the workflow, halting the execution of the
original plan and enacting a new execution plan. This costly
approach requires the interruption of the whole workflow
execution even if variation of the workflow execution plan
does not require changes to the execution plan of all tasks. In
this paper, we propose a new adaptation approach that is lowoverhead, because it operates at the sub-workflow level and
requires only the involvement of the affected tasks. Our
prototype implementation focuses on adapting an existing

B.

Decentralized workflow execution
Based on our approach for decentralized workflow
execution [5], the home workflow manager (HWM) first

587

Figure 1. (a) A Sample workflow specification represented as a DAG. (b)
Workflow mapped on two domains. For simplicity, the labels for edges are
dropped and vertices are merely numbered.
Figure 3. Architecture of the distributed adaptive workflow execution system.

decides on a mapping of workflow tasks to its peer domains.
Based on the workflow in Fig. 1 (a), a sample mapping for this
workflow is shown in Fig. 1 (b). Tasks are first assigned to
domains, and then actual binding of tasks to specific resources
is made autonomously by each domain.

Fig. 3 shows the architectural diagram of our adaptation
approach. Gray-colored components and artifacts denote those
introduced by us. As our approach is based on peer-to-peer
communication and collaboration of workflow managers rather
than coming up with a whole new mapping for the entire
workflow, we let individual workflow managers detect any
problems in their own domain that may prevent QoS objectives
from being met. In such a case, tasks may then be migrated to
other available domains for execution. The execution of the rest
of the workflow is not affected by this adaptation.

Each workflow manager executes only the tasks that have
been assigned to it. After a workflow manager executes a task,
it checks whether the task has any dependent task(s). If a
dependent task is assigned to a different peer, the workflow
manager sends a trigger message to the responsible peer to start
execution of the dependent task(s).

A.

Monitoring and Detection
Each workflow manager independently monitors its
resource queues for normal operations, as well as detection of
problems and troubleshooting. A backed-up resource queue is
almost always an indication of some underlying problem. In
this work, we consider readyQ that queues all the tasks that are
ready for execution at the WFM. Under normal operating
conditions, tasks from the readyQ are steadily dispatched for
execution to the underlying scheduler resources. A steadily
building up readyQ signifies that there is some problem with
the underlying infrastructure resources (e.g., resource outages,
surge in background traffic, etc). We use readyQ-length as the
indicator for the onset of congestion and proactively make
runtime reconfigurations to deal with this.

Fig. 2 illustrates the execution control and peer interactions
of the sample workflow, based on the mapping given in Fig. 1
(b). Workflow Manager 1 (WFM1) is the HWM, and WFM2 is
the peer workflow manager.
III.

ADAPTIVE EXECUTION

Our adaptive workflow execution approach builds upon the
distributed execution mechanism that is briefly explained in
Section 2. At runtime, the original workflow execution plan
may need to be changed in order to meet Quality of Service
objectives. Reasons for change may vary from inaccurate
runtime predictions made during the mapping process to
dynamic changes in computing environments due to resources
being overloaded.

Detecting a congested queue: Each WFM continually
monitors its readyQ-length. For every readyQ, we assign two
thresholds low and high. The average queue length is
calculated, using an exponential weighted moving average,
given by:
avgt = (1 − w)* avgt−1 + w * qlent,
where qlent is the length of readyQ at time t, and w takes
values between [0,1].
At time t, the following decisions are taken:
x
x

Figure 2. Execution controls and peer interactions during the execution of
the sample workflow.

x
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if the queue length is below low, no corrective action is
taken.
if the queue length is between low and high, we
probabilistically pick some tasks for remapping. Due to
space considerations, we will not explain this topic in this
paper.
if the queue length is above high, we pick all tasks for
remapping.

2. If a task has child task(s) that is mapped on a different
domain, insert a Post Script in the DAG specification to
synchronize with the child task(s).
3. If a task has parent task(s) that is mapped on a different
domain, insert a Pre Script in the DAG specification for the
reception of a matching synchronization message.
Our Post Script prototype simply generates a file that is
specifically named (e.g., file: A_D to trigger task D at WFM-2)
and puts it in the shared folder of the receiving end. The Pre
Script simply checks the existence of the specifically named
file in the shared folder.

B.

Planning and Execution
As mentioned earlier, our adaptation mechanism is based
on a peer-to-peer push-based mechanism, without interrupting
the execution of the rest of the workflow. When a set of tasks
need to be moved from one domain to another, we capture
those tasks and the associated trigger messages and create a
new workflow, which we call a patchDAG. The patchDAG is a
fragment of the whole that encapsulates the business logic of
the tasks that are selected for migration. This patchDAG is
transferred to the proper domain and executed independent of
the original workflow. Even though it executes separately from
the original workflow, by means of the trigger messages
embedded within it, the patchDAG achieves the necessary
interactions with the original workflow. This way, execution of
the original workflow is sustained without making any changes
to the rest of the workflow.
IV.

Job
A
Job
B
Job
C
Job
D
Job
E
Job
F
SCRIPT POST
SCRIPT POST
SCRIPT POST
…

IMPLEMENTATION

In this section, first we will introduce the implementation of
decentralizing a centralized workflow specification. Then, we
will explain how we achieve adaptation over decentralized
execution. Our implementation is based on Condor DAGMan
workflow execution engine.

Listing 2. Modified DAG specification for WFM-1.
Job
A
Job
B
Job
C
Job
D
Job
E
Job
F
SCRIPT PRE
SCRIPT PRE
SCRIPT PRE
…

A.

Decentralization
Listing 1 shows a sample standard Condor DAGMan
specification. In a traditional setup, this workflow is
orchestrated by a centralized Condor DAGMan instance (in
this case, WFM-1).
Job
Job
Job
Job
Job
Job
PARENT
PARENT

A.submit
B.submit
C.submit
D.submit
DONE
E.submit
DONE
F.submit
DONE
A
trigger.sh
A_D A_E
B
trigger.sh
B_F
C
trigger.sh
C_F

A.submit
B.submit
C.submit
D.submit
E.submit
F.submit
D
synch.sh
E
synch.sh
F
synch.sh

DONE
DONE
DONE

A_D
A_E
B_F

C_F

Listing 3. Modified DAG specification for WFM-2.

A
B
C
D
E
F

A.submit
B.submit
C.submit
D.submit
E.submit
F.submit
A
CHILD B C D E
B C D E CHILD
F

Hence, the final set of DAG specifications at each site
differs, but the collaborative execution of these DAGs results in
the complete and exact execution of the original DAG
specification.
B.

Run-time Adaptation
We provide run-time adaptation through an adaptation
daemon running at each site. The adaptation daemon constantly
monitors the execution progress of the workflow and the length
of ready queue. It also has a thread that listens for requests that
might come from other peers.

Listing 1. Original Condor DAGMan specification for a simple DAG.

The decentralization of an original DAG specification for
our Condor DAGMan-based prototype occurs in two stages. In
the first stage, HWM (WFM-1) aggregates the original DAG
specification with mapping and site-specific contact
information. Mapping information denotes the site that is
responsible for each task’s execution. Site-specific contact
information includes the GRAM (Grid Resource Allocation
and Management) [3] end-point reference to facilitate trigger
message communication, and the GridFTP [10] contact
information to facilitate the transfer of data items among sites.
HWM distributes this aggregated DAG specification to all the
peer WFMs involved in the execution of the workflow.

The specific functionality of an adaptation daemon in case
of an adaptation process varies depending on its role. The
algorithm employed at the adaptation daemon for the pushing
role is shown in Listing 4. Listing 5 shows the algorithm
employed at the adaptation daemon for the receiving role.
Construction and execution of a carefully planned patchDAG
plays a crucial role in the success of our collaborative system.
1. Select the task(s) to push
2. Pick a site among candidates
a. if negotiation is successful, move to step 3
b.if negotiation is unsuccessful, pick another site, repeat step 2
3. Construct the patchDAG and send it to the receiver site
4. Remove pushed tasks from the local queue (condor_rm taskID)
5. Wait for a rescue DAG to be created by Condor DAGMan
6. Modify the rescue DAG
a. label the pushed tasks as DONE
b. insert a Pre Script for the task(s) which is mapped locally and
is a child of a pushed task
7. Submit the modified rescue DAG to Condor DAGMan.

The second stage of decentralization process occurs at
individual sites upon receiving the aggregated DAG
specification. Each WFM modifies its own copy of the DAG
specification based on the information received from the
HWM. Listing 2 and Listing 3 displays the DAG specifications
at WFM-1 and WFM-2 respectively, after the modification.
There are 3 basic functionalities involved within this
modification process:
1. If a task is mapped on a different domain, this task is
labeled as DONE in the DAG specification.

Listing 4. Pushing algorithm employed within the Adaptation Daemon.
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Our devised patchDAG-based solution does not require the
halting and re-deployment of a workflow at runtime, but rather,
acts as a bridge between the remapped portions of the
workflow. Our prototype implementation on Condor DAGMan
shows the feasibility and transparency of our approach. Our
future studies include the enhancement of the adaptation with a
pull-based mechanism. In such a mechanism, a lightly-loaded
workflow manager can opportunistically pull some of the tasks
from relatively heavy-loaded sites. We also would like to
explore the application of our approach to other existing
workflow management systems.

1. Receive the request to push tasks
2. Check the status of the local queue and respond to the request
a. if response is negative, go back to step 1
b. if response is positive, go to step 3
3. Receive the patchDAG
4. Submit the patchDAG to the local Condor DAGMan

Listing 5. Receiving algorithm employed within the Adaptation Daemon.

Listing 6 shows the sample patchDAG specification
assuming that task B and C needs to be migrated from WFM-1
to WFM-2. Here, a transferData Pre Script before both task B
and task C, performs the transfer of any input data required for
the execution of these tasks at its new location.
Job
Job
SCRIPT
SCRIPT
SCRIPT
SCRIPT
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various ways. However, due to the reason that
executable tutorials are difficult to create, an author
often present only one way of achieving that goal in
the corresponding tutorial. This practice may leave the
novices totally unknown to the other processing ways,
other than the given and fixed way in the tutorial. The
other ways may be more suitable for his/her
programming context. We argue that let novices know
the various ways/or the best-suitable way of archiving
the goal is important. Therefore, we propose an
executable tutorial with more than one way of
performing a task. However, knowing the requirements
of different ways is challenging. Fortunately, there are
many experts who perform a task in different ways in
programming practice. They make different tutorials
for a task. We can summarize them to create the
tutorial.
In this paper, we propose an approach to
automatically synthesizing executable tutorials.
Usually, each task has some sub-tasks. The ways of
performing a task are different from the ways of
performing the sub-tasks. First, we find out the same
sub-tasks of each tutorial by matching key word of
their titles. Then, we compare the performing ways of
the same sub-tasks and try to find a complete set of
performing ways. We do this by building a math model
that takes each step sequence as input and a complete
step sequence as output. We build the model by an
algorithm proposed by Jonathan [15] to discover
process from event data.
After observing programmers’ programming
processes, we find out that programmers’ specific
requirements are exposed gradually along with the
development of the programming process. Our tutorial
recommends the steps with the development of the
programming process.
We implement our approach as an extension of our
previous work SmartTutor. It works as follows: at the
beginning of a task, the system shows users the
sub-tasks of performing the task which is an overview,
and with the development of task performing, the
system recommends the detailed steps on users’
demand. The input of the system is a user’s finished

Abstract
Eclipse tutorials guide users step by step to perform
programming tasks. However, as current executable
tutorials can only guide users through one way, users’
specific requirements cannot be satisfied. In this paper,
we propose an automated approach to synthesizing
different tutorials to generate a tutorial that covers
many ways. We use record and replay techniques to
generate the original tutorials and synthesize them by
mining experts' comments and actions. First, we find
the same sub-tasks of different tutorials according to
their titles and synthesize the actions of a sub-task by
building a hidden Markov model. Then with the
synthesized tutorial, steps of a task are recommended
gradually during the programming process and
executed automatically by replaying some actions. In
addition to presenting this approach, we finally present
a tool to implement the approach and evaluate its
feasibility by an experiment.
Keywords: Eclipse, tutorial, user action.

1. Introduction
Eclipse based Java programming is complex. As a
result there are many tutorials to help users. A tutorial
is a step by step guide to perform a task [3]. It is
usually written in natural language for users easy to
learn. However, users may find it inconvenient to use
the text tutorials. Therefore, there are some executable
tutorials that are able to automatically execute some
steps of a task, such as Cheat Sheet [12], JTutor[4] and
SmartTutor[1]. A Cheat Sheet is a text based tutorial
with some buttons added in the text. The button can
trigger the execution of some work described in the
text. JTutor and SmartTutor create a tutorial by
recording and replaying experts’ programming actions,
with critical information highlighted and commented.
Since executable Eclipse tutorials are vivid and
efficient, they become popular recently.
A tutorial always has a focused mentoring-goal.
People can be taught about how to achieve the goal in
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to our tutorial shown in Figure 2(b) to see the
instruction to fill in the project name. He fills in a
project name in a pop-up window controlled by
our tool as shown in Figure 2(d).
c) He clicks “finish” to notify our tool that he has
finished the name. Then it pops out a menu for him
to select the next step, as shown in Figure 2(e).
There are 6 options: “Create project form existing
source”, “Use a project specific JRE”, “Add
Library”, “Create a new class”, “Go to the default
next step”, and “I will do it myself”. Bob chooses
“Create project from existing source” as he wishes
and clicks “finish”. The tool automatically clicks
“Create project from existing source” item in
“New Project Wizard” window, and clicks
“Browse” button to wait for him to choose source
files from the file system, as shown in Figure 2(f).
The corresponding step is always high-lighted in
tutorial editor and step viewer in Figure 2(a).
d) He clicks “finish”. The tool pops out a window to
recommend the next steps as shown Figure 2(g).
Bob chooses “Add Library” this time. The tool
clicks “Next” button of “New Project Wizard”
window to go to “Java setting” page and clicks
“Add Library” button of “Libraries” tab
automatically, only letting him to add his favorite
class files.
e) Finally, Bob creates his application within Eclipse.
It takes him less than 20 minutes.

actions and her/his requirements about the next step.
The output is a set of advice on the next steps for users
to choose along with the actions that compose the step.

2. An illustrative example
To illustrate our approach, we take the “Create a
Hello World application” cheat sheet of Eclipse 3.4 in
Figure 1 as an example. In this cheat sheet, there are 5
steps (sub-tasks): 1) “open the Java perspective”, 2)
“create a Java project”, 3) “create your hello world
class”, 4) “add a print statement”, 5) “run your Java
application”. Bob, a novice, opens the cheat sheet to
create an application with existing source. He cannot
achieve his goal with this only cheat sheet in Eclipse
since step 2 does not contain how to include existing
sources.

3. Approach overview
Figure 1. “Create a Hello World application” cheat sheet of

The whole approach works as shown in Figure 3.
We capture experts’ actions for a task on Eclipse and
their comments which describe the meaning of the
actions. After a period of time, we can get many
different action sequences from different experts for a
same task. We mine the sequences to generate a more
complete tutorial that covers many users’ requirements
of a task. The generation of such tutorial includes not
only steps but also descriptions of each step. Then, we
can guide a user through the task. By monitoring user
actions, the system recommends the subsequent steps
with the development of programming process.
According to the user’s choice, the system automates
the steps by replaying the actions.
The work is based on our previous work SmartTutor,
which generates tutorials by recording and replaying an
expert’s actions with comments. The record and replay
console is called SmartReplayer. By our approach,
SmartTutor adds tutorial synthesis and action
recommendation function to it.

Eclipse 3.4

Our tutorial can help him in the following ways.
First, a tutorial is generated as follows. In original
tutorial generation process, we ask experts to perform
the task and comment on their actions. The comments
include three parts as shown in Figure 2(a). The first
one is “Stop line” that divides actions into steps
(sub-tasks). The second one is “Description”, which
explains each step. The third one is “Title” to entitle
each step. The “preview” button is for generating the
cheat-sheet-like tutorial. The generated cheat-sheet-like
tutorial is shown in Figure 2 (b). The architecture of
steps (sub-tasks) can be viewed in tutorial editor in
Figure 2(a). The detailed actions are shown in action
viewer.
Second, Bob’s task can be guided as follows.
a) Bob selects the tutorial “Create a Hello World
application”. The tool shows him the tutorial in
Figure 2(b).
b) He clicks to begin and the tool opens eclipse “New
Project Wizard” in the first step as shown in Figure
2(c). This current step is high-lighted in tutorial
editor and step viewer in Figure 2(a). He switches
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Figure 2. An illustrate example of creating a hello world Java application
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When replaying, we first transform a user action
back to event, then dispatch the event to Eclipse which
will perform the corresponding operation after
receiving an event. The implementation details can be
found in work [2] which includes some algorithms for
UI matching and action editing.

5. Tutorial generation
5.1 Tutorial definition
First, we give a definition of tutorial. By observing
the existing tutorials, we define a tutorial containing
sequential steps as a line, as shown in Figure 5. A node
represents a step (i.e. operations to finish a sub-task)
with its description and a directed edge represents a
transition between two steps with possible users’ input
about the parameters. This kind of tutorial has only one
possible next step. Since it can be generated by direct
capturing and replaying, we call it original tutorial
(OT) in this paper.

Figure 3. Approach overview

4. Action capture and replay
First, we describe SmartTutor and action
capture\replay as the foundation of our approach. A
task is executed as a user performs a sequence of
actions on Eclipse. A user action is an operation a user
performs via input devices such as the mouse and
keyboard to operate Eclipse. We capture the low level
events of Eclipse GUI system by adding a listener at
the base class of all GUI objects, and turn the events
into high level actions.
If an action will be used for replaying, three kinds
of information should be recorded: action type, action
target and action content. Action type means the
operation type of using the input devices such as right
click, left click, double click, text input, etc. Action
target is the GUI object that the action performs on,
such as a node in a project tree and a button in a ‘New
project’ window, etc. Action content is useful when the
target of an action is of some kinds. For example, to a
check box, the contents are ‘selected or not’, and to a
text box, the contents are the texts in it. In Figure 4, a
user inputs some letters in a text field. The action type
is ‘text input’; the action target is ‘Project name text
field and the action content is ‘Hello’.

Figure 5. An original tutorial

When multiple next steps are available, it is the exact
tutorial that can adapt to more applications. Since this
kind of tutorial can be generated by synergizing OTs, it
is called synergy tutorial. We call synergy tutorials as
tutorial for short later in this paper. We define a tutorial
as a directed graph G (V,E) as shown in Figure 6. Each
node Vi represents a step of the task. Each edge Ei,j
between two nodes Vi and Vj represents the transition
between the two steps. A user makes his\her decision
by his\her input Ai.
The execution process of a tutorial is as follows. (1)
At each step, there are one or more next steps. The
transition ways between two steps can be multiple
either. The tool recommends the possible next steps to
the user according to his/her current step and the past
actions. (2) On receiving some user input, the tool
automatically executes and moves to some next step. It
recommends and waits again.

Figure 4. An action recorded in a replayable form

Figure 6. A synergy tutorial defined as a directed graph
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tags are almost the same. Title is a short description
like a tag. The titles are almost the same for the same
step. Then, we can align the sub-tasks by their title. We
propose an approach to recommending to experts the
titles that have been used for similar actions. We use
the dynamic time warping algorithm [5] to judge the
sequence similarity.
The noun phrases are more complex. There are
1035 words in the noun parts of 276 titles. The most
used nouns are listed in Table 2. We find the nouns are
more diverse than verbs. The frequencies of the most
used nouns add up to 147, which is 14% of all nouns.

5.2 What is tutorial synthesizing
The tutorial generation problem is to mine many
OTs of a same task to get the common steps to
generate the graph that covers all the OTs. It can be
described in Figure 7. We call it sequence alignment to
find out the common steps. For example, in Figure 7
the first few actions in Alice’s sequence are: Click
‘File’ Menu Æ Click ‘New’ submenu Æ Click ‘Java
project’ menu item, while in bob’s are: Right click on
blank package explore Æ Click ‘New’ menu item Æ
Focus on project Æ Click Project Æ Click Java project.
Though these action sequences are different, both of
them are for opening a “New Java Project Wizard” and
can be aligned into one step. We assume it as the first
step in Figure 7. For the third step, Alice performs
some actions to add source for the project while bob
configures the library. Since the works they do are
different, their actions should be aligned onto different
nodes. For the last step, they perform a same set of
actions and their actions can be aligned onto the same
last node.

Table 2. The most used nouns in steps’ titles of
Eclipse tutorials

According to the above analysis, we give a word
table of verbs from the survey result that has 74 words,
a table of noun that has 698 words. The title should
contain the two parts and the verb part is allowed to be
neglected.
The sub-tasks may have dependency on each other.
Their order is usually fixed. As a result, we can align
the sub-tasks simply by title and do not have to
reorganize their sequence. By observing the 76
tutorials, we find that all experts perform the sub-tasks
of a same task in the same order, which proves the
reasonability of our alignment approach.
After the alignment of sub-tasks, we compose them
together on to one map. We adopt the composition
algorithm proposed by Jonathan [15]. The Jonathan
algorithm discovers process from event data. It takes
the event data as input and output a graph as the
process containing all the data. Since combining the
event into a graph may produce more paths than actual
process, the algorithm use graph transition to avoid
redundant paths. It splits a step node into two or more
nodes. Then it converts the graph into its dual graph
where two or more nodes of a step are integrated into a
single node again. The sub-tasks in our approach are
considered as the events in Jonathan algorithm. Then
we combine them to generate a graph of all the
sub-tasks with the Jonathan algorithm.

Figure 7. Aligning different sequences onto a graph

5.3. Alignment approach
We have surveyed all the tutorials in Eclipse 3.3.1
Help system. The 76 tutorials have 276 sub-tasks in
total. Their titles are almost (270 of 276) composed of
a verb phrase and a noun phrase. Only a few (6) titles
have only a noun phrase. The most used 18 verbs and
their frequencies are shown in Table 1.
Table 1. The most used verbs of sub-task titles of
Eclipse tutorials

5.4 Description generation
For a sub-step, there may be several titles and
descriptions. We choose the title that is used most as
the title for the sub-step and the longest corresponding
description as the description for the sub-step.

By observation, the frequencies of these verbs add
up to 228, which is 83% of all verbs. The verb phrases
are usually a simple word and they repeat very
frequently. In addition, according to research in [6],
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project, 4) open the “New Package Wizard”, 5) create a
new package, 6) open the “New Java Class Wizard”, 7)
create a new class, 8) configure the class, 9) write code.
The 4th and 5th sub-tasks appear in sequence No.10.
The 3rd sub-task appears in sequences No.4, 5, 6, 9, 10,
and 11. The rest sub-tasks appear in all sequences.

5.5 Path validation and action recommending
Since the synergy algorithm may bring some new
execution path of a task, its validity should be checked.
We do this by replaying them all. If the system throws
exceptions, the current execution path is wrong and we
eliminate it from the tutorial.
At the end of each step, if there is more than one
next step available, the system pops out a window and
recommends the steps by listing their titles. Some user
may not know what to do at a branch point or have
preferences in task performing paths. We offer an
automatic approach to selecting path. For users who do
not know what to do next, we recommend the default
parameters and path which is the shortest path for
finishing a task. For users who have special
requirements, we can mine the path that meets their
requirements.
The path selecting depends on a set of user-specific
criterions. For example, if users prefer automated
generation of the most complete code, productive paths
are selected. If they prefer succinct tutorial, the shortest
paths in the graph is mined and selected. If their
preferences are an integration of several goals, the
multi-objective programming is able to solve it.
Consider the example in Figure 9. There are 5
sequences for creating a Java Project. The dotted one
has the least steps. The software artifacts they bring are
the same. So, the dotted one can be customized as the
most succinct tutorial. However, some people prefer
the most used one. Then, the fourth (top-down)
sequence in Figure 9 will be chosen. The reason is that
according to our statistic, 6 people in 11 choose this
way to create a project.

Table 4. Action sequences to create a Java HelloWorld
application
No.
1
2
3
4
5
6
7
8
9
10

11

Action Sequences
1 2 3 4 5 --6 7-- 8 1 2 9-- 10 18 12- 22
13-- 6 7-- 14 15 16 17-- 18 19 10 12- 22
1 2 23 --6 7 --14 15 16 1 2 9--10 12- 22
1 2 23-- 6 24 7 --14 15 16 1 2 9-- 18 10 12- 22
1 2 23-- 6 24 7 --14 15 16 1 2 9-- 10 18 12- 22
1 2 3 4 5-- 6 24 7-- 14 15 16 1 2 9-- 10 12- 22
1 2 23-- 6 7 --14 15 16 1 2 9-- 10 18 19 12- 22
25 26 27-- 6 7 --14 15 16 1 2 9-- 10 18 12- 22
25 26 27-- 6 24 7 --16 1 2 9-- 10 12- 22
1 2 23--6 24 28 29 30 31 32 29 31 33 34 32 7
--14 15 16 1 2 35 36 37 --14 15 16 381 2 9-10 18 19 11 12- 22
25 26 27 --6 24 7 --14 15 16 1 2 9 10 18 12- 22

Each sub-task can be aligned. We take the “3)
configure the project” sub-task as an example to
illustrate the algorithm. The sub-task is divided into 5
sub-tasks by the 11 experts. The 10th expert gives the
most complete partition: 1) configure project name, 2)
configure project library, 3) configure output folder, 4)
configure project source. Using the Jonathan
algorithm, the generated graph of this sub-task is
shown in Figure 8. The whole tutorial graph is shown
in Figure 9.

6. Case Study
In this section, we show how to create a Java
HelloWorld application by our approach. The 11
volunteers as experts are Java programmers who use
Eclipse every day in the past two years from computer
science department of Peking University. We asked
them to build the tutorial by SmartTutor. Surprisingly,
none of them made the same tutorial. Parts of the
sequences are shown in Table 4. For the convenience
of representation, the actions are denoted by numbers.
The mapping of number and actual actions can be
found in http://code.google.com/p/smarttutor/.
The 11 experts name the sub-tasks all the same
according to our word table of the sub-task titles. They
perform the sub-tasks in an exactly same sequence that
can be simply stringed together. The task is divided
into 9 sub-tasks at most: 1) open the “New Java Project
Wizard”, 2) create a new project, 3) configure the

Figure 8. “Configure the project” sub-task generated by
our approach

We assume that some programmers would like a
tutorial with the least actions. Among the paths, we use
Dijkstra algorithm to find the shortest path which is
numbered as “1” in the graph. It has only 8 actions. For
a step following which there will be more than one
ways to perform, we generate a selection window as
shown in Figure 2(e) in the illustrative example section.
The window recommends the next steps. In Figure 9,
we can see that following “New Project Wizard” there
are 3 steps. As a result, there are some options based
on these steps shown in Figure 2(e). The complete
generated tutorial is shown in Figure 2 in the
illustrative example section.
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8. Related work
The first area of related works is on software
example recommendation systems [11][13][14]. It
mines all kinds of software repositories to learn from
users’ usage history and give advice to them. The
purpose and method of this field is mainly for API
learning.
The second area of related work is on action capture
and replay. Related works are numerous including
SCRAPE [8], Eclipse TPTP [9]. But we replay the
actions in a different way, which offers more paths
than the traditional replay technique.
The third area of related work is on executable
tutorial generation. As mentioned in the introduction
section, Cheat Sheet uses hard coding while JTutor and
SmartTutor use action record and replay. JTutor is
mainly used for demonstration like a video while
SmartTutor allows users to modify the recorded steps
to adapt to some little change in the programming task.
However, these approaches cannot automatically
generate tutorials with many paths.
The fourth area of related work is on task automation,
including Sheepdog [10]. It extracts a procedure from
experts’ action sequences for technical support such as
network configuration. The task is highly automated
without human invention. Sheepdog adopts the
IOHMM algorithm to train the whole process while we
adopt the graph transition algorithm to train the steps
of a sub-task. We have tried to use HMM training
approach. It turns out that the generated models are
difficult for human to understand and the results of
sub-task alignment are especially terrible. But the
Jonathan algorithm performs well.

Figure 9. The graph of “create a Java hello world
application” tutorial

7. Discussions
There are some conflicts in task automation and
programming skill teaching. For full automation, we
should offer users as little information as possible. For
better teaching, we should offer users as much
information as possible. What we do to compromise
them is to customize the execution and exhibition of
tutorials according to users’ requirement.
First, we discuss the limitations of our approach.
1. It depends on many various OTs made by experts.
If there are few OTs, our approach cannot generate a
complete tutorial. On the other side, the more
programmers’ using our approach to perform a task,
the better our tutorial will be.
2. Though we can build user-specific tutorials, too
much user participation may cause some other
problems, such as privacy, which is an open issue.
3. We ask the experts to use our word table to entitle
the sub-tasks. It may not as convenient as the unlimited
natural language. What is more, we conclude the word
table from the current Eclipse Help system which may
not be complete enough. The word matching problem
is beyond the scope of this paper.
Second, we discuss the efficiency of our approach. It
is mentioned in the Eclipse Cheat sheet developers’
guide [7] that “In a tutorial the goal is to learn how to
perform a specific task. Cheat sheets will usually
contain up to 10 steps and can be completed in a half
an hour or less. For larger tasks consider using a
composite cheat sheet.” A sub-task usually has less
than ten steps so that our synergy can be efficient
enough.

9. Conclusion
Existing Eclipse tutorials usually provide one way
of performing a task that cannot meet users’ specific
requirements, mainly because the generation of a
synthesized tutorial is very challenging. In this paper,
we propose an automated approach for tutorial
synthesizing so that Eclipse tutorials can guide users in
many ways. We generate the OTs by action capture
and replay. We synthesize them by title matching and
action alignment. We can mine the many paths to find
a path that has some special quality or suits users’
special requirements.
The contributions of our work are mainly two folds.
First, we propose a definition for tutorial and divide
them into two categories by their ways of performing a
task. Second, we propose an approach to automatically
synthesizing OTs, which frees human from building a
complete tutorial.
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AN EXAMINATION OF A RULE-BASED EXPERT SYSTEM TO AID IN THE
IMPLEMENTATION OF THE CMMI FRAMEWORK
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Abstract -- Implementing the Capability Maturity
Model Integration (CMMI) framework in an
organization can prove costly and daunting to an
organization seeking to implement this framework for
the first time. Complaints from organizations
attempting this rigorous improvement program address
the large overhead, implementation risks and lack of
quantitative value compared to their present processes.
However, using a simple rule-based expert system
may address the implementation difficulties by
suggesting a path of improvement incorporating the
framework. This paper will examine the effects of
applying an expert system as a process improvement
management tool in the implementation of the CMMI
model.

would also help in keeping the organization on the
right path to its process improvement goals.
Although expert systems have been widely used
in many areas, little work has been done in the
possible automation or expert system implementation
of the CMMI model, an area that could possibly
benefit by the utilization of an expert system. This
paper will explore using a simple rule-based expert
system to address the CMMI implementation
difficulties by suggesting a path of improvement
incorporating the framework. By applying an expert
system to an existing software engineering process
improvement model, this paper examines the use of an
expert system as a process improvement management
tool in the implementation of the CMMI model.

1.

2.

WHAT IS CMMI?
A process is defined as a particular course or set
of actions that produce a result. The CMMI along
with its predecessor CMM is a process improvement
framework that seeks to provide guidance in the
implementation and continuous improvement of an
organization’s processes, as well as the management
activities associated with the development process of
an organization [2].
The goal of the SW-CMM was to help software
development companies become more mature such
that in terms of projects and processes, predictability
will be high, while risk is low. A fully mature
organization is characterized by development
processes that are disciplined, predictable, and most
importantly repeatable [3].

INTRODUCTION
The cost associated with implementing the
Capability Maturity Model Integration (or CMMI)
framework in an organization is significant, and
without proper guidance and training, can prove to be
daunting to an organization with process improvement
goals [1]. Costs are associated with a number of
activities including proper training of those involved
in the process improvement effort, pre-assessments to
determine the current state or condition of the
organization, the actual implementation of the model
itself, and appraisals which uncover the organization’s
strengths and weaknesses after implementation of the
framework. Both assessment and appraisals can be
very costly, and this cost varies based on the size of
the organization and the model level being obtained.
For smaller software companies (which make up a
large percentage of the industry), the large cost of
implementing the CMMI models can prove too much
and most companies are either reluctant to use it, or do
not understand the value-added. Because the value of
having effective processes and best practices within
organizations has shown to be important, an
alternative and possibly more cost-effective way of
implementing the CMMI framework is needed.
Additionally, because the model has proven itself as
an asset in improving quality and processes within
organizations, as well as streamlining businesses, it
would be of interest to explore a possible software
solution that could be used as a management tool.
This tool would assist in model implementation, and

A. The Structure of the CMMI Framework
In using the CMMI model for process
improvement, an organization must identify and
clearly define their process improvement goals. There
are three key elements that need to be chosen: the part
of the organization to be used in process improvement,
the model, and the representation. The CMMI model
has two representations, the staged and continuous
models, and although the goal of the models is the
same, their approach to process improvement is
different. Process area capability is the primary focus
of the continuous representation while organizational
maturity is the focus of the staged representation. The
purpose of both representations is to take processes
that are ill-defined or not defined at all, and turn them
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In order to successfully “guide” an organization in
its process improvement efforts with respect to the
CMMI framework, the tool would need to complete
several main activities. First the tool would need to
effectively collect information about the organization.
This organizational data should include: improvement
goals, organizational goals and objectives, and any
problems or potential problems (risks).
This
information would then need to be represented as
relationships between important elements such as
goals and problems, and the specifications of these
elements must be detailed and prioritized. This
specification when used with the inference rules in the
inference engine would allow for association of these
goals and/or problems to a particular process area,
while also pinpointing the processes that either need to
be improved or established within the organization.
Further analysis of the process specifications would
determine which process areas address the needs of the
goals and problems, as well as determine which
specific goals and practices within the process areas
would address the needs of the process. The resulting
output would provide a suggested path for
improvement with completed steps outlined, and
incomplete steps detailing proven practices that would
directly address the improvement effort. Lastly the
tool would have to be able to track the improvements
that have been made.
The next section discusses the results of a survey
indicating the need for such a tool and the
implementation of our intelligent assistant.

into useful, quantifiable and well managed processes
enabling the organization to reach their business
objectives [4].
After implementation of either representation or
successful process improvement, many organizations
want to measure their progress and conduct an
appraisal. Appraisals can be done for one or more
reasons including informing external customers and
suppliers of how well the organization measures up to
the CMMI best practices, identifying areas where
improvements can be made, and meeting contract
requirements of one or more customers [4].
B. Model Implementation
The actual implementation and use of the CMMI
framework into mainstream businesses has seen
positive results in these organizations. While the
precise results of CMMI model implementation vary,
organizations that have implemented CMMI initiatives
have seen results including: reduction in general costs
and delivery associated with their products, improved
budget estimation accuracy, reduction in variation in
schedule, improved software production, and
improvement investments [5].
In looking at the software industry today with
respect to the CMMI framework, the software
products available for use as management tools for the
CMMI framework are limited [6,7,8]. Most products
are geared toward individual process areas such as but
not limited to: Measurement and Analysis, Project
Planning, and Organizational Training. There are also
a few software tools that cover limited parts of the
CMMI models with the use of what is referred to as a
Process Asset Library (PAL); these typically focus just
on level three of the staged representation.

A. Survey Results
As part of this study, 50 software engineering
companies in the US were asked to participate in a
telephone survey to gauge the use of the CMMI
framework. Since we called them directly, we had
100% compliance; nevertheless, the results were
disheartening. Forty-two percent of the respondents
thought that the CMMI framework was too big and
complicated, while others (14%) complained of the
mass overhead associated with implementing such a
hefty process improvement program. Another 14%
stated that the use of the framework was just too costly
and that it was not worth the time it would take to
implement it. Eighteen percent of the respondents
were agile-based, and believed that the framework was
counteractive to their agile processes, while 8% knew
nothing of the model at all. Only 4% used some
version of CMMI: one company successfully
implemented the CMMI framework at level three, and
another was currently using the SW-CMM.
After speaking directly with a number of CMMI
consultants [9,10], research revealed that the problem
that most organizations face with the implementation

3.

THE INTELLIGENT ASSISTANT
After careful analysis of the CMMI framework
structure and its benefits, it is noted that there is a need
for a management tool that would assist organizations
in using the CMMI framework for their process
improvement goals. After examining the different
aspects of the CMMI framework and the different
approaches that can be used for implementing the
different models in an organization, it became clear
that there is no simple algorithm that could utilize
conventional programming to build a management
tool that would serve as a “diagnostic intelligent
assistant” for organizations seeking to use the CMMI
framework for their process improvement goals.
Therefore, we decided to use a simple rule-based
expert system to implement the intelligent assistant.
But to do this, we first had to decide what our tool
needed to do.
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of this model despite its high overhead is in the
implementation itself. Often times the drive behind
implementing the CMMI framework is based on client
requests, or organizations focusing more on the level
to be achieved than the benefit the improvement
program can bring to the organization. Other reasons
that organizations fail are that the process
improvement program does not directly address the
goals or needs of the organization; the program is
implemented in its entirety instead of in smaller
manageable pieces; and people within the organization
are resistant to change. Additionally, others reported a
lack of understanding of the model being
implemented, and how the model should be
implemented to have an effective process
improvement program. Ultimately the scope of the
improvement program should be driven by the
organization’s specific needs, and should be defined
by the organization’s goals and problems.
In order to be considered a successful
management tool, the intelligent assistant would need
to deduce from the information collected (i.e.,
organizational goals and problems, risks, funding, and
company culture) an appropriate improvement path, or
action plan, that would link the organization’s
problems to the appropriate goals, and map CMMI
generic practices to the goals as possible solutions.
The tool would also allow for actual process
improvement to be tracked enabling the organization
to see that the improvement plan is working. This
would allow management to not only map the CMMI
practices to their own which is what is required of the
improvement program, but also would provide proven
solutions to existing problems.

Summarizing, the engine matches the facts and rules,
prioritizes them and then applies those rules based on
the facts stored in the working memory.
The
information stored in the working memory has a
representation similar to that of frames.
The
information is stored as facts, and every fact has a
template. The templates provide the name and list of
slots to the fact. The slots hold data about the fact, and
a template can have one slot or multiple slots.
C.

Implementation
The goal of our intelligent assistant is to provide
the user with a suggested path for process
improvement that incorporates the proven practices
within the CMMI framework. The assistant allows the
user to implement improvement in smaller, more
manageable pieces. The assistant receives company
profile information from the user including the
organization’s various business goals and objectives,
problems keeping the organization from reaching
those goals, company culture, project implementation
styles and risks, as well as CMMI criteria (model,
representation, capability or maturity level, and
additional appraisal goals). Our tool’s output is a
suggested process improvement path that maps the
problems to related goals, prioritizes them based on
importance, and allows the user to define metrics; it
also maps the CMMI process areas (their specific
goals and practices) to the problems and their goals,
and tracks the progress of each area.
For the sake of simplicity, information gathered
from the GUI was done through the use of radio
buttons, Yes or No answers, and check boxes. This
was done to avoid parsing large volumes of text that
could be entered by the user, and also to avoid the
errors that could arise with having to match so many
different keywords. The templates stored in the
working memory hold information on every single
element: framework holds multiple slot information
about the CMMI constellation, model, representation
and level; level has multiple slot information about
process areas; process areas hold information about
the specific goals; and company templates hold
information about goals, objectives and additional
information.
The GUI for the assistant allows the user to create
a new user profile or open an existing profile. The
user is then guided through a series of questions
specific to the user’s organization. As the user
completes each section of the diagnostic tool
beginning with profile information, the information
gathered is asserted in the corresponding fact template.
At the end of the diagnostic, the rule engine fires all
the rules that have been satisfied and presents the
findings. The user is given a suggested improvement

B. Expert System Construction
With the use of an expert system shell, an
intelligent assistant that could serve as a guide for
those seeking to implement the CMMI framework for
process improvement was developed. The expert
system shell being utilized was Jess, a rule engine
written entirely in Java [11]. The structure of an
expert system consists of the knowledge base, the
working memory, and the inference engine that
controls the system’s inner workings. Jess works by
“matching” the facts found in the working memory to
the rules found in the knowledge base through the use
of the inference engine. This inference engine
matches through the use of a pattern matcher that
decides what rules are on the agenda. This schedules
the activated rules that will fire. The “firing” of the
rules is done by the execution engine. Jess uses a Rete
algorithm for the pattern matching by building a
network of nodes, each of which represents one or
more tests found on a rule’s “IF” side [11].
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path; shown the groupings of problems to their related
goals; presented the appropriate parts of the maturity
level process areas that can provide solutions to their
problems; and extensions to new windows that will
help define metrics and store data for appropriate
tracking of improvement. The improvement plan will
be based on the user’s stated priority of the goals and
problems, and pressing issues are suggested first.
In order to know whether or not the prototype
would be successful, the prototype was used by the
Chief Operating Officer (COO) of Organization X.
Based on previous attempts at process improvement,
the COO logged his results in a short survey created
along with the prototype. The results obtained from
the prototype are found in Figures 1 and 2.
Organization X is an agile-based software
engineering firm with approximately 30 employees,
whose primary business is software solutions. A new
contract requires them to be rated at least at level two
of the SEI’s CMMI framework. Funding for the
process improvement effort has been secured, and the
appropriate team leaders have been trained by SEI.
The company’s main goal is to meet all scheduled
commitments, with intermediate goals being
improvement of software quality and increase in
profits. The problems that Organization X faces are
that employees feel that documentation takes too much
time, and would rather just code the project; deadlines
are often missed because of lack of a proper project
management plan causing unforeseen project
escalation, and because there is no real time allotted
for proper design activities, customer requirements are
sometimes missed, and the lack of testing tools forces
more rework, risking budget excess.
While we are aware that having our prototype betatested by only one company is definitely too small of a
sample size to claim success, we simply wanted to get
some real feedback from a client experienced with the
CMMI framework. Based on his answers, he felt that
the tool was a helpful starting point for those seeking
to implement the CMMI framework. He found that
the question and answer format forced him to sit down
with management and determine each individual goal
and objective, as well as possible problems that
prevent the achievement of these goals.
This
encouraged management and employees alike to find a
purpose for the improvement effort and not to just
implement the framework because the client requested
it.
Additionally the COO felt that the proven
processes mapped to his existing problems were good
starting points and considered them “plausible
solutions” to some of the existing problems that the
organization was challenged with. On the negative
side, he felt that the tool was very limited in
addressing the needs of all companies considering that

individual goals and problems had to be chosen from
predetermined lists.

Figure 1: Suggested Improvement Path Screen 1
4.

SUMMARY AND RESULTS
This study revealed that issues such as
implementation methods play a large role in the
success of a process improvement effort. A prototype
was built using an expert system shell to help
companies trying to implement the CMMI model. The
tool provides help in the definition and documentation
of a company’s process goals and objectives; and also
provides some guidance on the path towards a rational
approach to attain a specific CMMI level.
Our limited results show that the intelligent
assistant proves helpful because during the question
and answer methods, the organization is forced to
specify and adhere to their set goals and objectives.
This makes the process improvement effort reflect the
needs of the organization, and employees are more
willing to accept a process improvement effort that has
a compelling purpose [10]. The results also show that

602

the CMMI framework can not only be used for
improvement of process, but also to identify plausible
solutions to existing problems. Because the framework consists of a group of proven processes, knowing
that these processes can work to solve a company’s
problem is half the battle. The other half lies in the
implementation and tracking of the process.

would have to parse through the user input for
keywords that would associate the component to a
process area, which would require each component to
be well-defined, and well-represented. Thus better
collection and representation techniques would allow
for better associative relationships between the
information collected and appropriate process areas; it
would also allow for the tool to pinpoint which
process within the organization needs to be improved
or even established, and which specific practices
within associated process areas would work to
improve an existing process.
This study revealed that while the CMMI
framework has been beneficial to the software
engineering industry, businesses trying to implement
the CMMI are faced with massive associated costs.
Considering the benefits that the framework can bring
to an organization, we are suggesting that perhaps a
tool like our intelligent assistant, while weaker in
power than the future system proposed in the previous
paragraph, may be exactly what the software industry
needs to get organizations to more easily adopt
CMMI, where the complexity burden currently keeps a
lot of prospective software companies away.
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Figure 2: Suggested Improvement Path Screen 2
However, our client found our tool to be limited
in its use due to the type of expert system logic chosen
and the limited representation technique. We realize
that our implementation did not allow for the
processing of all the infinite combinations and
variations of elements that are involved in a process
improvement effort. That would require a much more
complex system, one that would allow for better
collection and representation of the user information.
This future implementation would allow the user to
input their own individual goals, objectives, problems
and improvement goals, while still allowing them to
be weighted for priority, and would result in a more
detailed improvement program. This future solution
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Abstract -- This paper presents the design and
implementation of a software suite that combines
knowledge modeling and visualization for enriching and
enhancing ontology authoring and acquisition. This suite of
software tools has been developed based on the Inferential
Modeling Technique [1], which is a technique for modeling
the static and dynamic knowledge elements of a problem
domain. The strength of the software suite is that it enables
modeling and visualizing dynamic knowledge. The tools
have been applied for constructing and visualizing a
knowledge model in the petroleum contamination
remediation selection domain.

of Dyna and Onto3DViz, and section 5 discusses some
strengths and weaknesses of the tool suite for visualizing
application ontologies. Section 6 provides some concluding
thoughts and discusses directions for future work.

2. BACKGROUND LITERATURE
Software tools enable users to ignore the complexities
of the ontology languages. They support quick application
development, so that users can complete the tasks of
knowledge modeling and visualization with automated
support.

Keywords – Ontology, Ontological Engineering,
Knowledge Model, 3D Graphic

2.1 Inferential Modeling Technique
The Inferential Modeling Technique is a knowledge
engineering method that supports developing a domain
ontology consisting of both static and dynamic knowledge
of the problem domain. Static knowledge consists of
concepts, attributes, individuals and the relationships
among them; dynamic knowledge includes objectives, tasks,
and relationships among objectives and tasks. Static and
dynamic knowledge are intertwined in that a task is a
process that manipulates static knowledge to achieve an
objective. The details of this modeling technique can be
found in [1].

1. INTRODUCTION
Ontological engineering aims to model concepts,
axioms and facts which reflect a real world phenomenon of
interest. In the modeling process, ontological engineering
software tools are often used for creating and editing
application ontologies. However, tools that can
simultaneous support an ontological engineering
methodology and dynamic knowledge modeling and
visualization are lacking. The objective of this paper is to
propose a suite of tools for supporting dynamic knowledge
modeling and visualization. The tools have been
constructed based on the theoretical framework of the
Inferential Modeling Technique (IMT) [1], and they
support dynamic knowledge modeling and ontology
visualization. This tool suite consists of two parts: 1) the
dynamic knowledge modeling tool, called Dyna, 2) the
ontology visualization tool, called Onto3DViz. Both Dyna
and Onto3DViz are applied for constructing and visualizing
the application ontology of petroleum contamination
remediation selection domain.
This paper is organized as follows. Section 2 presents
relevant background literature about the field of ontology
modeling and visualization tools. Section 3 describes the
development of the proposed ontology modeling and
visualization tools. Section 4 presents an application study

2.2 Ontology Modeling Tools
A primary function of an ontology tool is its ability to
model the problem domain. A brief survey of the different
ontological engineering support tools reveal there are
diverse methods employed. For example, the method used
by Protégé [2], Ontolingua [3], and OntoBuilder [4] for
modeling ontologies is to use a hierarchical tree listing all
the concepts, and input fields are provided to capture
characteristics of concepts. A graphical method of
modeling ontologies is employed in tools such as KAON [5]
and Protégé OWLViz Plug-in [6], in which the
representational method uses nodes to represent concepts
and edges to represent relationships between concepts.
Existing tools can model static knowledge to varying
degrees. However, there are difficulties when using these
tools to model dynamic knowledge. For example, it is
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awkward to link a task to an objective in Protégé using the
existing input fields. This is a weakness that Dyna
addresses.

ontology visualization is limited. Onto3DViz addresses
this limitation.
Onto3DViz has been developed for visualizing an
application ontology in 3D graphics. It is written in Java™
language and its 3D visualization engine is implemented in
Java 3D™. The main difference between Onto3DViz and
other ontology visualization tools is that Onto3DViz is a
visualization tool developed based on the IMT [1], and it
supports visualization of both static and dynamic
knowledge models specified according to the IMT. As well,
Onto3DViz supports knowledge sharing and re-use, by
requiring ontology documents represented in OWL as the
input.
The design of Onto3DViz consists of the three major
components of (1) Graphical User Interfaces (GUI), (2)
ontology document processor and (3) 3D graphic rendering
engine. Each of the three components contains sub
packages. The GUI package is used to create windows for
displaying the output model generated by Onto3DViz, it
also displays text and responses to user inputs. The
Ontology Document Processor processes the input ontology
documents, such as OWL or XML files, and extracts the
knowledge model from the input document, which is then
saved in the computer memory. The 3D Graphic Rendering
Engine is for generating the visual objects that correspond
to the knowledge types specified in the model, and it also
creates other visual effects, such as lighting, color and
texture.

2.3 Ontology visualization Tools
There are many ontology visualization tools. Although
Protégé has some degree of visualization capabilities in that
it generates a tree view of classes; the actual ontology
visualization applications are implemented in its plug-ins.
Some examples of these ontology visualization plug-ins
include Jambalaya [7] and OntoSphere [8], which are
described below. Dyna also has some limited graphic
capabilities. Jambalaya is a Protégé plug-in that
implemented the Simple Hierarchical Multi-Perspective
(SHriMP) [9] visualization technique. SHriMP represents a
hierarchical structure of information as a set of nested
graphs [10].
Jambalaya provides several viewing perspectives for
the ontology model, thereby enhancing user browsing,
exploring and interacting with two dimensional or 2D
ontology visualization. OntoSphere has been implemented
as a Protégé or Eclipse [11] plug in. By employing three
dimensional or 3D graphics for visualization, OntoSphere
extends the volume of space available for visualizing
overcrowded concepts. A main advantage of a 3D
representation is that it allows users to manipulate the
visualized knowledge elements of the application ontology
by means of the actions of zooming, rotating and translating.

4. APPLICATION OF DYNA TO MODELING
OF PETROLEUM CONTAMINATION
REMEDIATION SELECTION DOMAIN

3. DESIGN AND IMPLEMENTATION OF
DYNA AND ONTO3DVIZ
Dyna has been developed based on the IMT, and its
objective is to support modeling of dynamic knowledge.
Dyna has been developed as a Protégé plug-in. Dyna is a
“Tab Widget” that works with both Protégé-Frames and
Protégé-OWL. At the time of writing, Dyna has been tested
on Protégé 3.2.1.
The user creates the static knowledge model
consisting of classes, properties, and relations in Protégé,
and the dynamic knowledge model consisting of objectives
and tasks in Dyna. Two modules in Dyna are responsible
for creating objectives and tasks. From the Objective
module, tasks can be linked to objectives. The Task
module supports the definition of task behaviour and the
instantiation and manipulation of objects and properties
created in Protégé. The Task module also supports the
creation and running of test cases for verifying that the task
behaviour is working as expected. Both Protégé and Dyna
can import and export knowledge models specified in the
OWL 1 file format, and Dyna can also import and export
knowledge models in the XML 2 file format. While Dyna
can support ontology modeling, its capability for supporting

4.1 Static Knowledge Modeling of Dyna
The static knowledge model of the application
ontology for the domain of petroleum contamination
remediation selection was constructed in Protégé-OWL
3.2.1 based on the ontology presented in Chen [12]. The
static knowledge was modeled using an iterative process of
creating a class and then its properties and other
characteristics. Since the class of media is an important
knowledge element in the domain of petroleum
contamination remediation selection, this element is used in
the following example for illustrating the process of
creating a class and its attributes or characteristics:
1. Create a class: Media
2. Create a property for the class. OWL supports two types
of properties: datatype and object.
2.1 Specify the domain(s) of the property. For siteSize,
the domain was set to Media.
2.2 Specify the range of the property.
2.3 Specify restrictions for the property.
2.3.1 Restrict the possible allowed values.
2.3.2 Specify whether or not the property is
“functional”.

1

OWL Web Ontology Language, http://www.w3.org/TR/owlfeatures/
2
Extensible Markup Language, http://www.w3.org/XML/
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3. Repeat steps 1 and 2 until either all the classes have
been represented or the knowledge engineer has enough
information to develop the dynamic knowledge model.
4. Specify disjointedness. Figure 1 shows the class
hierarchy of the static knowledge model.

The dynamic knowledge component of the application
ontology is shown in figure 3. The cylindrical node
represents the objective and the cones under the objectives
represent the tasks associated with their corresponding
objective. Analogous to the Thing class in the static model,
the node of ObjectiveList is the root of the hierarchical
structure that represents dynamic knowledge. The subnodes under ObjectiveList are the objectives, each of which
is associated with a set of tasks. The tasks associated with a
particular objective are sorted by the task priority, which
means a task located at a higher position has a higher
priority than the task or tasks located at the lower positions.
Moreover, the priority of a task is correlated to the size of
the represented node. A task that has a higher priority is
larger than the task that has a low priority.

Figure 1. Class Hierarchy in Protégé

4.2 Dynamic Knowledge Modeling of Dyna
The dynamic knowledge component of the domain
ontology was constructed in Dyna based on the same
ontology presented in Chen [12]. The dynamic knowledge
was modeled in Dyna and involved an iterative process of
creating an objective, and then its tasks. A sample element
of dynamic knowledge is used in the following example to
illustrate the process of creating objectives and tasks:
1. Create an objective: DetermineSiteSize
2. Create a task: MeasureContaminatedSiteVolume
2.1 Specify task behaviour and any inputs and outputs.
The
behaviour
for
MeasureContaminatedSiteVolume.
2.2 Specify any objects that are used in the behaviour.
MeasureContaminatedSiteVolume uses the object
site, which is an individual of Media.
2.3 Specify test cases..
3. Link the task to the objective.
4. Adjust the priority of the task in the objective (if
necessary), as shown in Figure 2.
5. Repeat Steps 1-4 until the knowledge engineer is
satisfied that the model is complete.

Figure 3. Dynamic knowledge model of the application
ontology
The side view of the application ontology of the
domain of selection of petroleum contamination
remediation technology is shown in figure 4. From this
perspective, it can be seen that the static knowledge and
dynamic knowledge of the application ontology are
connected together in the 3D model.

Figure 2. Dyna – DetermineSiteSize Objective

4. 3 Knowledge Visualization of Onto3DViz
Onto3DViz was applied for visualizing the application
ontology of the domain of selection of petroleum
contamination remediation technology. The knowledge
modeling process was originally conducted based on the
IMT, and the knowledge model consists of both static and
dynamic knowledge. Details about the knowledge model
for this domain are presented in [2].
The default view of the 3D ontology model created by
Onto3DViz shows the static knowledge elements in the
foreground and dynamic knowledge in the background. All
the visual objects are labelled.

Figure 4. The side view of the visualized application
ontology
Figures 3 and 4 provide some sample perspectives of the
3D model of the domain ontology generated by Onto3DViz.
The user can also manipulate the default 3D model
produced by the tool to produce many other views.
Application of Onto3DViz for visualizing this domain
ontology also constitutes a test and verification that
Onto3DViz can visualize industrial domains of complexity
similar to the domain of selection of petroleum
contamination remediation.
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There are other aspects of ontological engineering that
require research attention such as support for ontology
management and ontology versioning; these topics will be
left for future research. To address the weaknesses noted in
the current version of Onto3DViz, some improvements to
the tool can be made. For example, Onto3DViz can be
implemented as a Protégé-OWL editor plug-in, so that
ontology visualization and editing can be done in real time.
As well, more user controls can be implemented which will
enhance user-friendliness of the tool.

5. DISCUSSION
Based on applications of the tools for representing the
ontology of the petroleum contamination remediation
selection domain, some observations about the strengths
and weaknesses of the two tools can be made
While IMT has suggested that a knowledge engineer
should first model static knowledge, and when the static
knowledge model has been developed, the dynamic
knowledge model can be specified. However, this
suggested sequence of modeling is found to be not always
practical. Often, the ontology author is uncertain what
classes and properties are required; and as a consequence,
the static knowledge model can include incorrect labels for
classes or properties being attached to the wrong classes.
Our experience suggests that a more fruitful approach is to
use an iterative process of first specifying some dynamic
knowledge, which can then serve to guide specification of
the static knowledge required. By specifying tasks and
objectives first, the user is forced to think about what
functionality and classes are required. This approach can
reduce the chances of errors.
It can be observed that Onto3DViz is able to
successfully render the complex domain concepts and
relationships among concepts in a 3D model, thereby
creating a visualized knowledge model that IMT formulated.
The user can easily examine and manipulate the 3D model
by performing the operations of zooming, rotating, and
translating using the computer mouse or keyboard. The 3D
model clearly shows the hierarchical structure of the static
knowledge; it can also support representing the tasks
associated with each object and arranging the tasks in the
correct order.
However, we observed a weakness in the current
version of Onto3DViz. When the classes are close to each
other, the visual objects and labels become overlapped,
which makes it difficult for users to clearly see details of
the model. This problem can be solved by adding a
collision avoidance system to Onto3DViz in the future.
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6. CONCLUSION AND FUTURE WORK
The objective of this research is to develop a suite of
ontological engineering tools which enables dynamic
knowledge modeling and visualization of an application
ontology. An analysis of existing tools has revealed that
existing tools are inadequate in that they lack support for (1)
dynamic knowledge modeling and visualization, and for (2)
visualizing large volume of information due to limitations
of 2D graphics and space. Dyna has been created to address
the first inadequacy, and Onto3DViz has been developed to
address the second. We believe that Dyna and Onto3DViz
are useful tools that can assist ontological engineers in
creating, verifying, and visualizing application ontologies.
As an ontological engineering tool, Dyna has only
targeted modeling and testing of dynamic knowledge.
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Data mining consists of a set of tasks that, through the
use of specific algorithms, are able to exploit a large data
set, creating from them, knowledge in the form of
assumptions and rules. Daily companies accumulate
different data in their databases making them real
information treasures about the various processes and
procedures of business functions, including data and habits
of their customers, their success stories and failures. All
these data can contribute to the company, referring trends
and characteristics related to the company and its
environment both indoors and outdoors, in view of rapid
actions of his managers [9,25]. Currently, there are many
proposals of expert systems for solving a wide range of
sectors such as medicine, veterinary medicine, agriculture,
mathematics, chemistry, geology, economics, law,
education,
computer
science,
among
others
[22,26,29,30,32].

Abstract— The objective of this article is to integrate two
domains: Knowledge Representation and Data Mining using a
knowledge base as the model for such unification. This work
pretends to contribute to instructional data mining by teaching
users how to choose tasks to apply to their domain problem.
The aim of the work is to model and test a knowledge base
emphasizing the classification task of data mining. The
emphasis is on the necessary knowledge for the understanding
and choice of the classification task to be applied to data
mining problems. The knowledge used to construct the
knowledge base was acquired from experts, literature and data
mining tools. Production rules were developed in order to
create a model of the knowledge base. This model contains 25
rules which are executed using forward chaining reasoning. In
order to get the values to execute the knowledge base eleven
specific questions about the application of the classification
task were created. Each question corresponds to one predicate
of the knowledge base. The objective is lead users to get an
affirmative or negative answer for the application of the
classification task. The questions are answered according to
each domain problem.
Keywords: Knowledge Representation,
Classification, Knowledge Base.

I.

Data

However, in the data mining domain there is a lack of
knowledge representation and explanation to help users
choose the most appropriate task to be applied to their
problems [11,24]. Most of the mining tools do not support
the user in understanding the mining processes which
includes the appropriate choice of a mining task such as
classification, clustering and association rules [16,34]. This
lack of representation of knowledge about data mining
processes and the high level of technical knowledge
necessary to perform such processes have risen the
motivation for doing this work of modeling and testing a
knowledge base for instructional data mining to assist users
in their choice of a task for performing the data mining
process.

Mining,

INTRODUCTION

Expert systems are developed to address complex
problems in the real world that require interpretation and
analysis of human experts and at the same time to reach
conclusions and decisions which the human expert would
reach if he/she were facing the same problems. These
computer programs are used for executing rules on a base of
knowledge making possible the solution of the problem.
This solution can be a treatment, a diagnostic, a
classification among others [12,18,28].

This article is organized as follows: section I introduces
the subject area and explains its motivation; section II
describes the main concepts of data mining; section III is
dedicated for the classification task of data mining; section
IV presents the set of questions and the knowledge base for
the classification task represented by production rules;
section V shows some examples of tests of the production
rules and finally are conclusion and future works.

The heart of an expert system is its knowledge base.
This component contains knowledge in the form of
production rules, frames, semantic networks. This means
that it contains a description of the knowledge needed to
solve the problem addressed in the application. The
knowledge base is the central element of an expert system
and is responsible for structuring all knowledge about the
application domain [20, 23, 28].
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II.

although classification is advisable be applied to qualitative
problems in data mining, quantitative problems are also
included in the domain problem.

DATA MINING DOMAIN KNOWLEDGE

According to [14, 15] the set of activities of the
Knowledge Discovery in Databases (KDD) process contains
seven phases: data cleaning, data integration, data selection,
data transformation, data mining, pattern evaluation and
knowledge presentation. This article focus on the data
mining phase. The data mining process is the application of
a set of techniques which explore data in order to discover
new patterns and relations in data. Because of the high level
of association that can exist among data and of the high data
volume it is difficult to discover such patterns without
applying such techniques only by observing such data [6].
Although there are a lot of techniques that can be utilized,
the data mining process still presents difficulties to be
applied. In [24] some theoretical aspects of data mining are
presented in order to make the process clearer.

III. THE CLASSIFICATION TASK DOMAIN
Classification is one of the most used tasks of data
mining. This is due to the real life use of the classification
concept. Every day people make use of such concept: which
clothes to wear, which road is more appropriate to get to
work etc. All these decisions are made based on certain
degree of classification. People classify things according to
certain characteristics. In organizations, classification task is
appropriated to be used in contexts such as: fraud detection,
commercial targets, medical diagnosis among others [14,
15].
According to [14, 15, 35], classification is a form of data
analysis which can be used to extract models that describe
important classes of data or predict future trends. This
analysis can help to offer a better comprehension of general
data. Classification aims at constructing a model to separate
data into classes. According to the authors, the task is
divided into two phases. The first phase is called training or
learning phase which aims at constructing the classifier
which describes a set of data separated into classes
according to chosen characteristics. The second phase
applies the classifier to new input data in order to classify
them into the previous classes.

According to [2], data mining is the exploration and
analysis of large amounts of data to discover meaningful
patterns and rules. According to the authors, the goal of data
mining is to allow a company to improve its marketing,
sales operations and customer service through the use of
mining techniques. In [8] there is a definition of data mining
and discovery of information in terms of standards or rules
in large amounts of data. [14] considers data mining as a
multidisciplinary field which includes areas such as:
database, artificial intelligence, statistics and image
processing. Information obtained though data mining
process can be utilize by several areas: market analysis,
production control, among others.

In order to construct a knowledge base to instruct the
choice of the classification task in data mining, the domain
problem was studied according to the main characteristics
which could lead to the choice or the rejection of the
classification task depending on the type of problem
presented by the user. Following these characteristics are
presented. Between parenthesis are the predicates used to
construct the knowledge base. These predicates are related
to each specific explanation about the classification task
domain knowledge.

Another classification of data mining is in terms of
qualitative and quantitative data. The qualitative data
mining is used to find quality standards, or qualitative
relationships in numerical data. A motivation for qualitative
data mining comes from the fact that for some tasks,
qualitative models are more suitable than the classic figures,
the numerical models. This kind of process consists in
finding patterns without recurring to numerical computation,
and without the use of a quantitative model [5,31]. Data that
are not numerical (ie, colors, names, reviews) are called
qualitative data. To analyze this information, classification
analysis is the best. This model of data mining is also
known as the descriptive model [7].

In [19], it is possible to verify that data sets that were
previously divided into classes frequently contain several
attributes (various_atributes). These databases may contain
many attributes which can be categorical or numeric
attributes. An attribute is a data value assumed by the
objects of a class. Name, age and weight are examples of
attributes of Person objects. Color, weight and model are
possible attributes of Car objects. Each attribute has a value
for each object instance [14,15]. An example of a
categorical attribute is color, whose domain includes values
such as brown, black, white, etc [17]. The fact that data in
the user problem presents several attributes, specially
categorical ones is then an indicator that classification
algorithms of data mining may be appropriate to be applied
to the problem.

The main tasks utilized to perform data mining are:
association, classification and clustering. Association is
most applied to problems which can be modeled using
transactions. Each transaction is a line in a table which is
searched for useful information. Classification is the task
which separates all tuples of a table into classes. Clustering
also separates data into classes. The main difference
between classification and clustering is that to use
classification it is necessary to previously know the classes.
The clustering task allows the user to perform data mining
without knowing previously the classes in which data will
be aggregated [13,15,16].

The concern about the type of attributes presented in the
user´s databases has risen another characteristic to be
considered for the choice of the classification task: whether
the attributes are all numeric (all_ numeric). In [14,15] an
attribute is said to be numerical when it can be scaled and
represented by a number. If we had records of people,

In this work the data mining process, specifically the
classification task, plays the role of the domain knowledge
for the construction and test of a knowledge base. Other
tasks such association and clustering are not considered and
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examples of numerical attributes could be: age, height,
weight, among others. Numerical attributes may eventually
be transformed into categorical, for example, the age
attribute could have their numerical values represented by
the categorical values: "child" or "adult" [14,15]. If it is
possible to categorize a numerical attribute, then it is
possible to apply classification algorithms. However if there
are several numeric attributes in the database and it is not
possible to transform them into categories then it not
advisable to use classification algorithms.

In data mining using the classification task, the target
attribute must be identified or created.
Another important aspect in the classification task is the
existence of a training data set (training_data). Records or
individual samples that make up the set of training data are
called training samples and are randomly selected [14, 15].
Most of the problems of pattern classification of real interest
is in two phases: training (learning) an existing database and
the phase of generalization, in which data presented were
not used in training. The classification algorithm builds a
classifier by analyzing a set of training data. Each instance
of the set of training data must belong to a class previously
defined by an attribute called the class attribute. The greater
the amount of data the more information could be used in
training. But, it is necessary to have and identify such data
set.

It can be observed in [2] that classification is more
appropriate when there are large volumes of data
According to the author, most of
(large_volume_data).
classification algorithms requires large amounts of data in
order to build the classifier model. This makes “large
amounts of data” also a desirable characteristic of the user´s
database in order to apply classification algorithms.

After training the chosen data set it is necessary to have
a different data set to test the classifier (different_sets).
According to [1], classification rules are tested on another
database, completely independent of the database of
training, called a database or set of tests. So, it is necessary
to obtain two different data sets each one aiming at
achieving different purposes.

Another point for using classification algorithms is the
guarantee that the user can be able to identify one
categorical attribute such as type_of_investiment which can
assume values like safe or risky (categorical_attribute).
It also is important to know if the user´s database is a
transactional database (transaction). According to [14, 15], a
transactional database consists of a file in which each record
represents a transaction. A transaction typically includes a
unique identification number, and a list of items that make
up the operation (such as items purchased in a store). When
the user´s data is under the form of a transactional database
is more appropriate to use association algorithms rather than
classification ones.

R01. If various_attributes=yes Then classification=medium
R02. If various_attributes=no Then classification=low
R03. If all_numerical=yes and classification=medium
Then classification=low
R04. If all_numerical=no and various_attributes = yes
Then classification=medium
R05. If large_data_volume=yes and classification = medium
Then classification=high
R06. If large_data_volume=no Then classification=low
R07. If categorical_attribute=yes and classification = medium
Then classification=high
R08. If categorical_attribute=no and (classification=medium or
classification=high) Then task_not_identified=yes
R09. If transaction=yes Then classification=low
R10. If transaction=no and classification = medium
Then classification=high
R11. If single_target=yes and classification=medium
Then classification=high
R12. If single_target=no and classification=low Then classification=low
R13. If identify=yes and classification = medium and single_target = yes
Then classification=high
R14. If identify=no and single_target=no Then task_not_identified=yes
R15. If training_data=yes and classification = medium
Then classification=high
R16. If training_data=no Then classification=low
R17. If training_data=yes and single_target=yes and identify=yes and
classification=high Then classification=very_high
R18. If different_sets=yes and classification = medium
Then classification=high
R19. If different_sets=no Then classification=low
R20. If different_sets=no and training_data=no and classification=high
Then task_not_identified=yes
R21. If applied_results=yes and classification= medium
Then classification=high
R22. . If applied_results=no Then classification=low
R23. If decision_results=yes and applied_attribute=yes and
classification=high Then classification=very_high
R24. If decision_results=no and classification= low
Then Classification=low
R25. If task_not_identified= yes Then classification = not_possible
Figure 1. Knowledge Base Representing the degree of use adequacy of the
classification task.

Considering the problem that the user needs to apply
mining algorithms it is important to know his/hers goals in
terms of the data. If the user wants to predetermine a target
to perform data mining then it is highly advisable to use
classification algorithms (single_target). According to [19],
mining data with association rules does not require a goal to
be predetermined, while mining data with classification
rules does require a target.
For [8], classification is the process of finding a model
that describes different classes of data. These classes are
predetermined. In the first step, a model is constructed to
describe a particular set of data classes or concepts. The
model is constructed by analyzing database tuples described
by attributes. Each tuple belongs to a default class, as
determined by an attribute called the class label [14, 15].
This class label is the target attribute. Besides having as
objective of data mining a classification process the user has
to be able to identify among the attributes one that can be
used as class label (identify).
Without such attribute the classification task is not able
to be applied. A target attribute can be categorical, or
discrete, determining classes or categories. This attribute
can have values as YES or NO, a code belonging to a range
of integers, such as (1 ... 10), etc. [10]. Attributes that take a
variety of values can be grouped into certain categories, for
example, the monthly income of the client can be grouped
into 4 categories: low, medium, medium-high and high, etc.
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According to [14, 15], the task of classification consists
of building a model that will be used to classify data in
order to categorize them into classes, i.e., a classifier like
previously mentioned. Companies of any market segment,
requiring strategic knowledge, see the data mining process
as a way to improve the company's profitability and a safer
basis to make better decisions regarding the future forecast.
In this way, the rules discovered in the process of data
mining using classification task can be used to categorize
future data sample (applied_results). If companies desire to
have a model to classify future input data then the
classification task can be a possibility [11].

consequent parts of the rules were designed to reflect these
levels of adequacy. The reasoning used to execute the
knowledge base is forward chaining [28]. In order to get
values to the attributes in the knowledge base specific
questions are asked to users. The answers to these questions
are based on eleven of the thirteen predicates existing in the
knowledge base. The predicates classification and
task_not_identified do not have a correspondent question as
they assume values at the moment of the execution of the
rules. These questions are presented in Fig. 2.
Do you wish to identify several attributes for the mining process?
Are chosen attributes all numeric?
Is there a large volume of data in your database?
Is the classification attribute a category?
Are chosen attributes part of a transactional database?
For your mining process do you need to choose only one attribute to
characterize the whole process?
Can you identify such attribute among the chosen attributes or create it?
Is there a data set to be used for a training process?
Is there a different data set to be used for a testing process?
Do you wish to use mining results in order to apply them to other
available data?
Do you wish to use mining results in order to make an immediate
decision about your organization?
Figure 2. Questions asked to users

One last point that supports the choice of the
classification task is the use of the data resulting from the
classification process (decision_results). On the contrary of the
results obtained by the application of association rules, for
example, the results of the classification tasks do not have to
be immediately used. The classes can be studied for a period
of time and medium term decisions may be taken during this
period.
The factors previously considered were the basis for the
construction of a knowledge base for the choice of the
classification task in data mining. Fig. 1 represents the
knowledge base which is explained in section IV.
IV.

After answering these questions the knowledge base can
be executed. One example of execution is presented in
Figure 3.

KNOWLEDGE BASE OF THE CLASSIFICATION TASK

Attribute Values:
1 - various_attributes : yes;
2 - all_numerical: no;
3 - large_data_volum: no;
4 - categorical_attribute: yes;
5- transaction : no;
6 - single_target: yes;
7 - identify : yes;
8 - training_data: yes;
9 - different_sets: yes;
10 - applied_results: yes;
11 - decision_result: yes.

A knowledge base is a set of representations of actions
and events in the world. Each representation is called a
sentence. According to [28], sentences are expressed in a
specific language based on different techniques of
representation, such as production rules, semantic nets,
frames and logic. It is considered the main part of a
knowledge based system and contains knowledge under one
or more of the techniques mentioned above. In this work
production rules are used to represent the knowledge base.
According to [27], these systems are inspired by the idea
that the process of human decision making could be
modeled by rules of type IF condition THEN conclusions
and actions. The rules express logical relationships and
equivalences settings to simulate human reasoning. This
kind of representation is called production rules.

Successful Rules: R01, R04, R05, R07 and R17
Figure 3. Example of forward chaining reasoning.

In the example in Fig. 3, the result of the execution of
the knowledge base is a very_high level of adequacy for the
application of the classification task in the problem domain
presented by the user through the answers of the questions
presented in Fig.2. The result makes sense since the main
characteristics for the application of the classification task
are presented in the user domain problem.

Fig. 1 presents the production rules that represent the
knowledge base of the classification task. All predicates
were created based on the concepts presented. For instance,
the predicate “various_attibutes” represents the knowledge
concerning the fact that having several attributes is a good
feature of the database when choosing a classification task
to be applied to the domain problem. The predicates in the
rules follow the same order in which they were presented
and explained in the text and, as mentioned earlier, for each
part of the explanation there is a correspondent predicate.
V.

Table 01 shows some tests made in the knowledge base.
The columns contain numbers and the lines contain values.
The value “Y”(N) in the line means that the value of the
predicate in the correspondent column is Yes(No). In order
to make Table1 able to be displayed, the name of the
predicates were replaced by numbers. A legend for the
predicates is presented in Fig. 4. The choice of the values
for executing the tests was performed by looking at the
questions and combinations of answers which would result
in at least one answer for each possible level of adequacy:
very high, high, medium, low and not_possible.

EXECUTION AND TEST OF THE KNOWLEDGE BASE

The knowledge base was created specifically for the
classification task with the following levels of adequacy for
the application of the classification task: low, medium, high,
very high and not_possible. The order of the antecedent and
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TABLE I.
1
Y
N
Y
Y
Y
N
Y
Y
N
N
Y
N
Y
N
N
Y
N
Y
Y
N
Y
N
Y

2
N
Y
Y
Y
Y
N
Y
N
Y
N
N
Y
N
Y
Y
N
N
Y
N
Y
N
N
Y

3
Y
N
Y
Y
Y
N
Y
Y
N
Y
N
Y
Y
N
Y
Y
N
Y
Y
Y
Y
N
Y

4
Y
N
Y
N
Y
N
N
N
Y
N
N
Y
N
Y
N
N
N
Y
Y
Y
Y
N
Y

5
N
Y
Y
Y
Y
N
N
Y
Y
N
N
Y
N
Y
N
N
N
Y
Y
Y
Y
N
Y

6
Y
N
Y
N
N
Y
Y
N
N
Y
N
Y
N
Y
Y
Y
N
Y
Y
Y
N
Y
N

three of them presented different values between obtained
and expected results.

TESTS OF THE KNOWLEDGE BASE
7
Y
N
Y
Y
N
Y
Y
N
Y
N
N
Y
N
Y
N
Y
N
Y
Y
Y
Y
Y
N

8
Y
N
Y
N
N
Y
Y
Y
N
Y
N
Y
N
Y
N
Y
Y
N
Y
Y
Y
N
Y

9
Y
N
Y
N
N
Y
N
Y
N
N
N
Y
N
Y
Y
N
Y
N
Y
Y
Y
N
Y

10
Y
N
Y
N
N
Y
N
N
Y
N
N
Y
N
Y
Y
N
Y
N
Y
Y
Y
N
Y

11
Y
Y
Y
Y
N
Y
N
N
Y
N
N
Y
N
N
N
N
Y
N
Y
N
N
N
Y

12
VH
L
VH
L
NP
L
L
NP
L
NP
NP
L
NP
M
NP
NP
NP
M
VH
M
L
L
NP

The levels of adequacy low, medium, high, very high
and not possible were chosen in order to demonstrate
different possibilities of application for the classification
task once there are several parameters to be analyzed and a
binary answer such as suitable(not suitable) would restrict
the reasoning applied to the knowledge base.

13
VH
L
VH
L
NP
L
L
NP
L
NP
NP
L
NP
L
NP
NP
NP
L
VH
L
L
L
NP

In order to perform all tests it would be necessary to
make 2048 (211) tests which result from the combination of
11 variables in the knowledge base with the possibility of
response of each variable (yes or no). Thus, for a first level
of testing, the most obvious answers were chosen. For this
set of responses, the tests showed that most of the obtained
results were consistent with the expected results.
CONCLUSION
This paper presents the modeling and testing of a
knowledge base for instructing users to choose the task of
classification through the use of questions that lead them to
finding out if the classification task is suitable to be used in
their domain problem. In order to achieve this goal it was
necessary to study several characteristics of the
classification task in data mining. This study is very
important once mining tools do not propose this kind of
explanation to users [16, 34]. Users must have knowledge
enough to know which task should be applied to their
problem.

Tests of the knowledge base were performed following
the supervised learning paradigm [4]. Expected results were
previously calculated - according to the literature presented
- and then compared to the obtained results. The predicates
expected_result and obtained_result represent the predicates
used for supervising the tests.

According to the knowledge acquired about the
classification task, a knowledge base was modeled and
eleven questions were formulated. The base contains
twenty-five rules and is executed according to the answers
of the given questions. For the validation of the production
rules were created twenty-three examples. Among the
contributions of this work the following are pointed out:

LEGEND
1 - various_attributes
2 - all_numerical
3 - large_data_volume
4 - categorical_attribute
5 - transaction
6 - single_target
7 - identify
8 - training_data
9 – different_sets
10 - applied_results

11 - decision_result
12 – expected_result
13 – obtained _result
VH – very high
M- medium
H – high
L – low
NP – not_possible
TNI – task_not_identified

■ creation of questions to instruct users about the choice
of the classification task when applying mining techniques
to their problems;
acquisition of knowledge about classification task;
■knowledge modeling to solve the problem of the
adequacy of application of the classification task in data
mining for general domains of problems;
■initial tests of the knowledge base.
As future work authors propose:
■The performance of more tests to validate the
knowledge base;
■The creation of pertinence functions for the predicates:
low, medium, high and very high, turning them fuzzy sets;
■The expansion of the knowledge domain by including
the association task;
■The insertion of the knowledge base in the KIRA tool
[3, 21,33]. The tool is an instructional tool for the data
mining process including the phases: problem description;
data cleaning; data selection; application of mining tasks
and data analysis.

Figure 4. Names of the predicates in Table 1.

Considering, for example, the line 14 in Table 01 the
expected_ result value is “medium level of adequacy” for
the application of classification and the result obtained by
the execution of the knowledge base is “low level of
adequacy”. According to the answers to the given questions
and applying a forward chaining reasoning to the knowledge
base, the following rules were successfully verified: R02,
R06, R09 and R24.
In this example of line 14 of Table 1, because the
predicates that received a “no” value (1, 3 and 11) do not
forbid the classification to be applied and because all other
predicates received a value “yes”, the result expected from
the execution was “medium level of adequacy”. This means
that some rules of the knowledge base are being severe with
some values. However in the 23 examples of Table 1 only
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effort required to perform each task, techniques such
as [2] PROBE and COCOMO II can be used.
The project schedule links the tasks to be done with
the resources in order to support their performance.
The most common form of representing schedules is to
use a Gantt chart [2]; and the most popular tool for
creating a project schedule is Microsoft Project [2]. To
create a schedule, Microsoft Project provides three
different ways: (a) from scratch; (b) from a project
template (commercial template, report template, etc.)
selected by the user using a template library; and (c)
from an existing project. However, according to our
knowledge, any tool for managing project schedules
provides guidelines on how to execute the project.
Ontologies are used for making knowledge explicit
and allowing it to be shared. One of the keys when
building ontologies is to plan and schedule the
ontology development. However, in Ontology
Engineering, planning and scheduling are still in their
early stages. Only METHONTOLOGY [3] defines the
scheduling activity, but it does not provide guidelines
for helping ontology developers to plan and schedule
their projects. Other methodologies, such as On-ToKnowledge [4] and DILIGENT [5], do not include
these activities in their developments. Regarding the
calculation of cost estimation of projects, the only
technique available is ONTOCOM [6], a model that
predicts the costs of ontology development projects.
The ontology engineering field lacks methods for
guiding ontology developers when planning and
scheduling their ontology development projects.
Furthermore, the template library of Microsoft Project
does not have project templates oriented to ontology
development projects; on the other hand, at present,
no tool can provide ontology developers with ontology
project schedules in the form of Gantt charts, nor can
recommend
developers
which
methodological
guidelines and tools should be used for executing a
process or an activity in the ontology development.
Thus, the innovation of this paper is that (1) it
identifies two ontology life cycle models, (2) defines

Abstract
Nowadays the ontology engineering field does not
have any method that guides ontology practitioners
when planning and scheduling their ontology
development projects. The field also lacks the tools
that help ontology practitioners to plan, schedule, and
execute such projects. This paper tries to contribute to
the solution of these problems by proposing the
identification of two ontology life cycle models, the
definition of the methodological basis for scheduling
ontology projects, and a tool called gOntt that (1)
supports the scheduling of ontology developments and
(2) helps to execute such development projects.

1. Introduction
Planning and scheduling are related activities that
are applied in different contexts, such as civil
engineering, software engineering, etc. While
planning1 is the act of drawing up plans, a series of
steps to be carried out to achieve an objective,
scheduling1 is defined as the activity to set order and
time to planned events. Scheduling should be
performed after planning; and both are crucial in any
development project.
In Software Engineering, every development
project has a life cycle [1], which is produced by
instantiating a particular life cycle model. Life cycle
models can be seen as abstractions of the phases
through which a product passes along its life.
To properly manage software development projects,
it is crucial to have knowledge of the entire software
development life cycle [2]. Software engineers always
plan and schedule every development project before
starting it. The project plan devises the tasks to be
done and the actors to perform them. To estimate the

1

wordnet.princeton.edu/perl/webwn
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the groundings for scheduling ontology projects, and
(3) presents gOntt, a tool that supports the scheduling
of ontology developments and their guided execution.
The paper is organized as follows: Section 2
presents the scheduling activity. Section 3 deals with
ontology life cycle models. Section 4 summarizes the
methodological groundings for the scheduling activity.
Section 5 shows the main gOntt functionalities.
Section 6 presents an evaluation of gOntt. Finally,
Section 7 provides the conclusions.

Along this section we will try to show that there is
not a unique life cycle model valid for all ontology
development projects and that each life cycle model is
appropriate for projects with different features.
For this reason, we propose two ontology network
life cycle models; the waterfall ontology network life
cycle model and the iterative-incremental ontology
network life cycle model. These models were created
by (1) adapting the life cycle models described in
Software Engineering to the characteristics of the
ontology development (that is, the acquisition of
knowledge, the evaluation and assessment of the
different phase outputs, project and configuration
management and documentation should be performed
in all of the phases); (2) reusing the ideas presented by
Larman [8]; and (3) analyzing our experiences in
different ontology development projects.

2. Scheduling ontology developments
Scheduling [7] refers to the activity of identifying
the different processes and activities to be performed
during the ontology development as well as their
arrangement, and the time and resources needed for
their completion. An important task within this activity
is the establishment of the ontology network life cycle,
that is, the specific ordered sequence of processes and
activities that ontology practitioners have to carry out
during the life of the ontology network.
To establish the particular schedule for the ontology
development, four questions have to be answered: (1)
Which life cycle model is the most appropriate for the
development?; (2) Which processes and activities
should be carried out in the ontology development?;
(3) Which order and dependencies exist among
processes and activities?; and (4) How many resources
are needed for the development of the ontology?
The first three questions are related to the
establishment of the ontology life cycle, and their
responses would provide a plan for the ontology
development. The fourth question (out of the scope of
this paper) is related to the inclusion of time and
human resources restrictions, and its response would
provide the concrete schedule for the ontology
development. The information about how many people
should be involved in the ontology development can be
obtained using the ONTOCOM model [6].

3.1. The waterfall life cycle model
The waterfall model represents the stages of the
ontology development as a waterfall, where a concrete
stage must be completed before the following stage
begins and where backtracking is permitted from the
maintenance phase to the phase that follows that of the
requirements. Taking into account the importance of
reusing and reengineering knowledge resources as well
as ontology merging in the ontology network
development, we define five different versions of the
waterfall model (as presented in Figure 1).
a) 4-Phase Waterfall Model. It represents the stages of an
ontology network, starting with the initiation phase and going
through the design, the implementation and the maintenance.
b) 5-Phase Waterfall Model. It extends the 4-phase model with
the reuse of existing ontological resources as they are.
c) 5-Phase + Merging Phase Waterfall Model. It is a special case
of the 5-phase model. It includes the Merging Phase to obtain a
new ontological resource from two or more ontological resources
previously selected in the reuse phase.
d) 6-Phase Waterfall Model. It extends the 5-phase model with
the Reengineering Phase. It allows the reengineering of knowledge
resources (ontological and non-ontological).

3. Ontology network life cycle models

e) 6-Phase + Merging Phase Waterfall Model. It extends the 6phase model by including the Merging Phase after the
reengineering of knowledge resources.

The ontology network life cycle model establishes in
an abstract way how to develop an ontology network
development project. The ontology network life cycle
is created by mapping the processes and activities
identified in the ontology development onto a selected
ontology life cycle model. While the model refers to a
general framework, the life cycle refers to the concrete
sequence of processes and activities. In this regard,
while METHONTOLOGY and DILIGENT propose a
model based on evolutionary prototypes, On-ToKnowledge proposes an incremental and cyclic model.

Initiation Phase

Reuse Phase

Merging Phase

Reengineering Phase

Design Phase

Implementation Phase

Maintenance Phase

Figure 1. Waterfall model family
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This model is recommended in projects that
Have closed, non-ambiguous, unchangeable and
completely known requirements at the beginning
of the ontology development.
 Do not last long (e.g., 2 months).
 Re-implement an existing ontology or part of it in
a different formalism or language.
 Transform a particular knowledge resource (e.g.,
ISO standards or thesauri) into an ontology.
 Cover a small and well-understood domain.

help to select the most appropriate version of the
waterfall life cycle model; (2) the correspondences
between the phases of the life cycle model and the
processes and activities; and (3) the order and
dependencies between processes and activities.



4.1. The most appropriate model version
To select a particular waterfall model version from
those presented in Section 3.1, we propose the set of
natural language questions displayed in Table 1. These
questions are related to the different scenarios
identified in the NeOn Methodology [9]. If one or
more questions of those proposed are answered
affirmatively, then several candidate models could be
used. In that case, the model version selected should be
the most specific one (e.g., 5-phase is more specific
that 4-phase, 6-phase + merging phase is more specific
than 6-phase). Otherwise, if all answers are negative,
then the 4-phase waterfall model is selected by default.

3.2. Iterative-incremental life cycle model
This model organizes the ontology development in a
set of iterations (or short mini-projects with a fixed
duration). Any iteration is scheduled as an ontology
development project that uses one of the waterfall
model versions shown in Section 3.1.
The model proposes the successive improvement
and extension of the ontology by means of performing
multiple iterations with feedback and adaptation. Thus,
the ontology grows incrementally along the
development. In each iteration, new or modified
requirements are allowed for. The number of iterations
will depend on the knowledge we may have of the
requirements at the beginning of the project. The result
of any iteration in this model is an ontology that meets
the requirements identified in the iteration.
It should be noted that when using this model, no
backtracking is allowed between the phases of a
particular iteration because the refinement should be
performed in the next iteration, and that in the
initiation phase of each iteration revisions of ontology
requirements and schedule should be carried out.
This model is recommended in ontology projects
 With large groups of developers in which
complex scenarios are considered, such as
reengineering non-ontological resources or
aligning ontological resources.
 In which requirements are not completely known
at the beginning or can change during the
ontology development.
 In which requirements have different priorities.

Table 1. Questions and model versions
Will you use any non-ontological resource
(NOR) in your ontology development?
Will you use any ontological resource in your
ontology development?
Will you use and modify any ontological
resource in your ontology development?
Will you use and merge a set of ontological
resources in your ontology development?
Will you use, merge, and modify a set of
ontological resources in your ontology
development?
Will you use ontology design patterns in your
ontology development?
Will you restructure your ontology?
Will you develop your ontology in different
natural languages?

6-Phase
5-Phase
6-Phase
5-Phase +
Merging Phase
6-Phase +
Merging Phase
5-Phase
4-Phase
4-Phase

4.2. Model phases and processes and activities
Processes and activities should be carried out in a
particular phase of the selected ontology network life
cycle model to fulfill the purpose and outcome of that
phase. Table 2 presents an excerpt of the matching
between model phases and process and activities. The
processes and activities are defined in the NeOn
Glossary [7] whereas the phases are defined in our
repository of models and these are the initiation phase,
the reuse phase, the merging phase, the reengineering
phase, the design phase, the implementation phase, and
the maintenance phase.

4.
Methodological
groundings
for
scheduling ontology development projects
We propose to carry out the scheduling of ontology
development projects based mainly on the scenarios
identified in the NeOn Methodology [9]. For this
reason and to be able to answer the first three questions
presented in Section 2, we did some research that
yielded the following results: (1) a set of questions that
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Table 2. Model phases, processes and activities
Initiation Phase

Reuse Phase

O. Requirements Specification Scheduling
O. Evaluation
NOR Reuse
O. Search
O. Reuse

O. Statements Reuse
O. Evaluation

Merging Phase

O. Aligning
O. Evaluation

Reengineering
Phase

NOR Reengineering
O. Modularization

O. Evaluation

Design Phase

O. Conceptualization
O. Evolution

O. Localization
O. Evaluation

Implementation
Phase
Maintenance
Phase

O. Evaluation

Figure 2. Example of a scheduling template
O. Evaluation

5. gOntt description
4.3. Dependencies of processes and activities
gOntt is a tool for scheduling and executing
development projects. It is implemented as a NeOn
Toolkit2 plug-in with the following main features:
(a) It uses templates oriented to schedule ontology
developments.
(b) It generates the scheduling of ontology
developments in the form of Gantt charts following the
basis presented in Section 4.
(c) It informs ontology developers about how to
carry out a process or an activity using prescriptive
methodological guidelines. It also informs about the
specific NeOn Toolkit plug-ins to be used.
We describe gOntt functionalities for scheduling
ontology projects and for helping in their executions.

The preliminary order in which processes and activities
should be performed is determined by the three
following major factors:
1) The selected ontology network life cycle model
dictates an initial ordering of processes and
activities, based on the order in which model
phases should be performed.
2) The availability of output information from one
process or activity could affect the start of another
process or activity. For example, the ontology
requirements specification activity should be
performed before the scheduling one.
3) Processes and activities might be executed in a
parallel way. For example, the ontological
resource reuse could be performed in parallel with
the non-ontological resource reuse rather than in
serial execution if there are enough developers to
carry out the reuse in a parallel fashion.
These dependencies have been represented in
scheduling templates in the form of Gantt charts. The
scheduling templates show ontology project default
plans based on the different and possible combinations
among life cycle models, scenarios [9], and processes
and activities. We have identified and represented 112
templates that can be used as preliminary schedules.
Figure 2 shows one of the scheduling templates. This
template is used when the model is the 6-phase
waterfall and the reuse of non-ontological resources,
ontological resources, and ontology design patterns, as
well as the localization of the ontology are considered.

5.1. Scheduling an ontology development
gOntt provides support to ontology developers so
that they can (a) decide which ontology life cycle
model is the most appropriate for building their
ontologies (waterfall or iterative-incremental) and
which processes and activities should be carried out
and in which order (e.g., specifying ontology
requirements before reengineering a knowledge
resource into an ontology), and (b) create a graphical
representation in the form of a Gantt chart with the
processes and activities needed, including time
restrictions between them. Schedules for ontology
development projects can be created either from
scratch or in a guided way.
From scratch: gOntt allows the developer to
include processes, activities, phases, as well as
restrictions among them, according to his needs.
2
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In addition, gOntt provides a direct and automatic
access to NeOn Toolkit plug-ins3 associated to each
process and activity. Besides, gOntt displays a quickstart guide for using the plug-in launched.

In the guided way: gOntt creates a preliminary plan
for the ontology development by means of (1)
templates that schedule ontology projects and (2) a
simple wizard that contains intuitive questions
implicitly allowing the ontology developer to select the
ontology life cycle model and the processes and
activities needed in his development. To answer such
questions the ontology developer should take into
account the ontology requirements and the type of
candidate knowledge resources to be reused.
gOntt uses internally the methodological
foundations explained in Section 4.
gOntt main output is the initial plan for building the
ontology in the form of a Gantt chart, which the
developer can modify later on (a) by including,
modifying, or deleting processes, activities and phases;
(b) by changing order and dependencies among
processes and activities; and (c) by including resource
assignments and restrictions to the plan. This
functionality to generate preliminary plans provides a
great advantage over the tools that schedule projects.

6. Evaluation of gOntt
We conducted an experiment using gOntt in two
settings that involved Master and PhD students. Both
groups of students had chosen the ‘Ontology
Engineering and Semantic Web’ subject. The students
executed the experiment during the period of OctoberNovember 2009. The students (working in pairs) had
to develop an ontology network in a free domain. They
were provided with (1) a set of mandatory processes
and activities (e.g., to specify requirements and to
reuse different types of knowledge resources) and (2) a
set of optional processes and activities (e.g.,
localization, evaluation, and modularization) to be
carried out in the ontology development project.
The main goal of the experiment was to test that the
students (1) scheduled their ontology development
project with gOntt, (2) performed the ontology
development project following the schedule created
with gOntt and using the methodological guidelines
provided by gOntt, and (3) used the necessary NeOn
Toolkit plug-ins for every process and activity
scheduled. The plug-ins could be triggered by gOntt in
the right moment of the schedule.
At the end of the experiment, the students had to fill
a questionnaire. Such a questionnaire was divided in
two main parts: (1) one related to background
knowledge, and (2) another related to the experiences
gained by using gOntt. The second part included 10
questions with fixed answers and an open question in
which they were asked to express other comments.
In order to analyze the students’ perception of
gOntt, we selected three questions from the
questionnaire. The answers are displayed in Table 3.

5.2. Helping to execute an ontology project
With the aim of helping ontology developers to
carry out a particular process or activity, gOntt
provides prescriptive methodological guidelines by
means of (1) a filling card that includes the process or
activity definition, its goal, the inputs and outputs, the
performer of the action, and the time required, and (2)
a workflow that describes how the process or the
activity should be performed with its inputs, outputs,
tasks and actors involved. Figure 3 presents the
methodological guidelines for the ontology
requirements specification activity.

Table 3. Answers to the questions selected
Question
Is gOntt useful for
development projects?

Distribution of answers

scheduling

Question

Figure 3. Example of methodological guidelines

No

Other

14

1

1

Distribution of answers
A useful
idea?

A nice
utility?

A useless
idea?

I don’t
know

Is
the
idea
of
having
methodological guidelines in
gOntt:

10

6

0

0

Is the idea of triggering NeOn
Toolkit plug-ins from gOntt:

6

4

0

6

3
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ontology

Yes

http://neon-toolkit.org/wiki/Neon_Plugins

creating and managing project schedules that provides
developers with (a) the guidelines to how to execute
the project and (b) the recommended tools to be used
during the project execution.
The work described in this paper has important
implications for our further research for two mains
reasons. The first one, as soon as the tool is used by
the community, we will conduct additional
experiments. The second, we plan (a) to integrate
gOntt with the works carried out by the ONTOCOM
team for predicting the total costs of the ontology
development project, and (b) to propose how long
processes and activities should take by considering
past and present experiences within ontology
development.

Analyzing the answers in Table 3, we can say that
 The students perceived gOntt as a useful
scheduling tool.
 The students in general perceived as a positive and
useful issue the fact that gOntt provided them with
methodological guidelines for each process and
activity involved in the ontology development.
 Regarding the functionality of triggering NeOn
Toolkit plug-ins, their opinion was divided, but in
general, they tended to consider it as a good idea.
Additionally, the students provided general
comments that can be summarized as follows:
 gOntt is considered a good scheduling tool that is
based on activities and processes of the ontology
engineering field.
 gOntt is considered a good help in providing a
preliminary schedule for a development project.
 gOntt is considered one of the easiest tool for
creating Gantt charts, thanks to its simple wizard.
 gOntt is seen as a centralized environment that
allows the user to obtain methodological and
technological guides without searching in external
locations.
The students also commented that the tool
established at random the length of the processes and
activities planned and not according to previous
experiences. They also missed the functionality of
exporting the schedule to Microsoft Project.
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7. Conclusions and future work
This paper outlines the methodological basis for
scheduling ontology development projects and
explains the technological infrastructure, gOntt, which
supports the automatic generation of the initial
ontology development plan using a Gantt chart.
gOntt, which is integrated within the NeOn Toolkit,
is the first tool that has been created for systematizing
the planning and scheduling of ontology projects. It
uses templates and decision trees to create initial
ontology development project schedules in the form of
Gantt charts. In addition, gOntt is the first meta-tool
that helps ontology developers to execute ontology
development projects. It includes prescriptive
methodological guidelines and informs about the
recommended tools to use when performing a process
or activity in an ontology development.
In short, the most important difference between
gOntt and Microsoft Project is that while in gOntt the
system generates automatically the initial ontology
development plan, in Microsoft Project the user selects
a particular project template from the library.
Furthermore, gOntt is the only planning tool for
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Abstract — Many open source software (OSS) development
projects use tools and models that come from heterogeneous
sources. A project manager, who wants to analyze indicators for
the state of the project based on these data sources, faces the
challenge of how to link semi-structured information on common
concepts across heterogeneous data sources, e.g., source code
versions, mailing list entries, and bug reports. Unfortunately,
manual analysis is costly, error-prone, and often yields results
late for decision making. In this paper we propose linking OSS
data sources using semantic web technologies as foundation for
providing integrated indicators project status analysis. We introduce the design concept of a project monitoring cockpit, ProMonCo, and evaluate the feasibility and effectiveness with a prototype for calculating communication metrics in a real-world
context, the Apache Tomcat project. Major result was that ProMonCo efficiently supports frequent project monitoring by calculating communication metrics based on semantically integrated
data originating from heterogeneous OSS project data sources.
Keywords - open source software development; communication
metrics; semantic integration

I.

INTRODUCTION

Stakeholders of open source software (OSS) development
projects routinely use a wide range of tools and models for
developing and managing software products [1]. For example,
developers may use SVN 1 for managing source code versions,
mailing lists for the communication between developers, and
bug reports for tracking software defects. In OSS development
projects, with stakeholders who typically work in dispersed
locations and time zones, project managers need to be able to
manage and monitor the status of the project based on relevant
indicators, e.g., by monitoring the communication level between the stakeholders. In healthy projects, the number of
communication level between the stakeholders tends to be proportional, while the challenged projects show fluctuations
which signify the imbalance of the number of communication
level between the stakeholders [2].
Currently, project managers use quantitative measurement
approaches for managing and monitoring the status of the
projects [3], e.g., the number of commits to the SVN, the number of mailing list posts, or the number of issues in a bug report
1

tool in a certain period. Further analyses to find related information between data sources like the correlation between the
email conversation, bug status changes and SVN/CVS commits
with the health status of the projects, need to be performed manually, which is costly, error-prone and often takes too much
time for the analysis results to be useful for the project manager’s decision making.
Communication metrics [4] can provide the foundation for
relevant analyses and insights into software development
processes, like finding the relationship between the project
managers position and their communication forms with other
stakeholders in the network. In comparison to more traditional
software metrics based on software products, metrics generated
from communication artifacts are fairly simple to compute and
available early on in the software lifecycle begins. Insights
from using communication metrics could not be achieved by
traditional metrics, since they are based on different artifacts
generated during a project that are not suited for indicating the
quality of communication between team members. In addition,
the free and widely available communication archives of OSS
projects present a rich source for applying communication metrics.
Tools and models in OSS development projects typically
come from heterogeneous sources. While the project stakeholders informally can agree on common concepts (e.g.,
project artifacts or projects issues) in the project, the representation of these common concepts usually varies across tools
regarding the structure and terminologies (e.g., code and documentation artifacts, or bugs and project tasks) used. Therefore, expert know-how is needed to identify semantically
equivalent concepts that look syntactically different. A project
manager, who wants to analyze the state of the project based on
information from these project data sources, faces the challenge
of how to link semi-structured information (i.e., information
that is available in a format both readable for humans and machines) on common concepts across heterogeneous data
sources, e.g., source code versions, mailing list entries, and bug
reports. While domain experts can conduct the linking manually, this manual analysis is typically costly and error-prone.
Therefore, an integrated view of relevant project data is often
not available to the project manager to support making relevant
decisions, such as planning releases of new software product
versions or restructuring the developer team.

http://subversion.tigris.org
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In this paper, we introduce a project monitoring cockpit,
ProMonCo, which uses semantic integration approaches for
bridging semantic gaps between heterogeneous project data
sources as foundation for comprehensive automated analyses
on the integrated project data model. We build on semantic
web technology, the Engineering Knowledge Base (EKB) semantic integration framework [5], to explicitly link the data
model elements of several heterogeneous OSS project data
sources based on their data semantic definitions. The EKB consists of two types of ontology layers: the common domain
knowledge layer and the local tool knowledge layer. To bridge
the semantic gaps (different representations for equivalent semantic concepts) between these ontology layers, there are
mappings between the local and domain ontologies that can
query local knowledge using common domain knowledge syntax.
We propose a design concept for the project monitoring
cockpit ProMonCo and implement a prototype to demonstrate
how to calculate a set of communication metrics for the project
manager. We evaluate the feasibility and effectiveness of the
ProMonCo prototype by calculating three kinds of communication metrics based on real-world OSS development data originating from heterogeneous data sources in the Apache Tomcat 2
and other Apache projects. Major result is that ProMoCo efficiently supports frequent project monitoring by calculating
communication metrics based on semantically integrated data
originating from heterogeneous OSS project data sources.
This remainder of this paper is structured as follows: Section 2 summarizes related work on project monitoring and
communication metrics, on the use of semantic web technologies for software engineering, and on OSS development. Section 3 identifies the research issues, while section 4 introduces
the ProMonCo prototype, describes its architecture and the
implemented communication metrics. Section 5 reports on the
evaluation of ProMonCo in the context of the Apache Tomcat
and other Apache projects based on the implemented communication metrics, and additionally discusses the findings. Finally, section 6 concludes the paper and identifies further work.
II. RELATED WORK
This paper is based on previous work on project monitoring
and reporting for OSS development projects. Manual reporting
is a conventional approach that seems to fit well to tightly
coupled organizations but is hard to apply for loosely coupled
organizations like OSS development projects [6]. In this section, we summarize related work on project monitoring and
communication metrics, on the use of semantic web technologies for software engineering, and on OSS development.
A. Open Source Software Development
OSS development is a knowledge-intensive domain that
could be improved by using semantic web technologies. Sharma et al. [1] state that OSS development models are considered
to be successful if they meet the original requirements regarding software quality. Even though some OSS projects do not
finish successfully, in general they can be used as a model for
2

proprietary software development as well. Sharma et al. [1]
also introduced a framework for creating and maintaining hybrid-open source software communities, which consist of structures, processes and cultures. The wide range of stakeholders
involved the different types of processes to be performed and
cultural heterogeneities can lead to semantic gaps between the
stakeholders, which need to be bridged for comprehensive tool
support of OSS projects, e.g., by using semantic web technologies [7].
Mockus et al. performed an analysis on two OSS projects,
namely the Apache Web Server and the Mozilla browser [8; 9].
Their goal was to quantify the aspects of developer participation, core team size, code ownership, productivity, defect density, and problem resolution for OSS projects. They collected
and analyzed the data from different sources, for example developers’ mailing list, concurrent version archive (CVS) and
problem reporting database (BUGDB). However, they focused
on the use of non-integrated historical artifacts originating from
different data sources to measure the quality of software. In this
paper, we integrate both historical and current artifacts originating from different heterogeneous project data sources to get
more information (e.g., current project status, times needed for
bug fixing, etc.) for decision making.
B. Project Monitoring and Communication Metrics
Von Krogh and von Hippel [3] investigate OSS development processes and found differences between monitoring
commercial software development and OSS development. In
commercial software development, the project manager can
apply tight management of processes and take precautions to
prevent employees from leaking software-related trade secrets
and information to competitors, while in OSS development
software architecture and functionality are governed by a
community consisting of developers who can commit code to
the authorized version of the software.
Yamauchi et al. [10] state that in a traditional perspective,
managing and leading OSS development projects seems to be
impossible, because no formal quality control program exists
and no authoritative leaders monitor the development. For
them it is surprising that the OSS development can achieve
smooth coordination, consistency in design and continuous
innovation while relying heavily on electronic environment as
face-to-face supplementary, however, project monitoring for
OSS projects is still in a very early phase. In addition, they
discuss how OSS development avoids limitations of dispersed
collaboration and addresses the sources of innovation in OSS
development. Further research is needed to reveal how typical
project management methodologies can be adapted to the OSS
domain in order to improve the software quality, e.g., by monitoring typical OSS project product and process data.
Wahyudin et al. [6] discuss that project monitoring traditionally focused on human-based reporting, which is good for
tightly coupled organizations to ensure the quality of project
reporting. In loosely-coupled organizations like in OSS development projects, this approach does not work well because the
stakeholders typically work voluntarily and flexibly. One way
to measure the performance of the project is by correlating and

http://tomcat.apache.org
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analyzing process event data (e.g., mailing list artifacts or bug
reports) from the OSS community.

separate domain knowledge from the operational knowledge,
and to analyze domain knowledge.

Sharma et al. [1] observe the OSS development projects
based on three aspects: namely structure, processes, and culture. In OSS processes, stakeholders can have governance mechanisms, for example by applying membership management,
rules and institutions, monitoring and sanctions, and reputation
as one of the prime motivators for the OSS developers. Even
though membership in OSS projects is open to anyone, the
OSS communities manage membership in conjunction with
rules, institutions, monitoring, and sanctions. They illustrate
how OSS projects can be monitored via social interaction and
sanctions from the communities. However, the relationships
between the project data produced by the stakeholders, the activities of the stakeholders, and the quality measurement of
OSS were not analyzed in their study. We build on their research by performing social network analyses using heterogeneous data sources to monitor the project communication and
project status of OSS projects.

Happel and Seedorf [15] summarized the use of ontologybased approaches in different phases of the software engineering lifecycle. They compared research advances in software
engineering and knowledge engineering, and found that the
software engineering community has been focusing on software modeling, while the knowledge engineering community
has been eager to promote several modeling approaches to realize the vision of the semantic web. Hence, both disciplines are
closely related and the communities from both areas can contribute to each other. The paper categorized ontologies in software engineering into four areas based on time dimension (development time vs. run time) and types of knowledge (infrastructure vs. software), namely ontology-driven development,
ontology-enabled development, ontology-based architectures,
and ontology-ruled architecture. The authors saw the main advantage of ontologies in software engineering, among others, in
the ability to define and use logic-based formalisms for software engineering in the context of the semantic web efforts.
The flexibility of ontologies can make the combination of
software engineering data from heterogeneous sources easier
and more effective. While this paper is an important first step
towards a better understanding of possible benefits of ontologies in software engineering, implementation issues remain
open.

Communication metrics [4] can provide the foundation for
relevant analyses and insights into software development
processes and in addition, the free and widely available communication archives of OSS projects present a rich source for
applying such communication metrics. To our knowledge there
is only very little research on communication metrics. Dutoit
and Bruegge [4] found initial empirical evidence that metrics
based on communication artifacts can generate significant insight into the status of an application development process in
the context of commercial software development.. Communication metrics may even provide better insights (e.g., project
status) in the development processes than code-based metrics,
since they focus more on process than on product specific data.
Current general practice is to measure and analyze the software
code. However, this practice ignores that software code is only
available late in the development process and not the only artifact generated. Communication artifacts, such as e-mails, mailing list entries, memo notes, or records generated by groupware
tools are valuable information that are available early and can
be used to investigate the health of the development process.
C. Semantic Web Technologies for Software Engineering
Semantic integration is defined as the solving of problems
originating from the intent to share data across disparate and
semantically heterogeneous data [11]. These problems include
the matching of ontologies or schemas, the detection of duplicate entries, the reconciliation of inconsistencies, and the modeling of complex relations in different data sources [12]. One of
the most important and most actively studied problems in semantic integration is establishing semantic correspondences
(also called mappings) between vocabularies of different data
sources [13].
The application of ontologies as semantic web technologies
for managing knowledge in specific domains is inevitable. Noy
and Guinness [14] note five reasons to develop an ontology,
namely to share common understanding of the structure of information among people or software agents, to enable reuse of
domain knowledge, to make domain assumptions explicit, to

Moser et al. [5] introduced the Engineering Knowledge
Base (EKB) framework as a semantic web technology approach for addressing challenges coming from data heterogeneity and applicable for different domains, in [5] for the production automation domain. Further, Biffl et al. [4] used the approach for solving similar problems in the context of OSS
projects, in particular, frequent-release software projects. We
build on this previous work by using and extending the proposed project data fetcher tool for extracting and integrating
OSS project data from heterogeneous data repositories.
Other uses of ontologies in software engineering, e.g., for
supporting software architecture decisions or for reuse of software development knowledge, have been suggested by Akerman and Tyree [1] and by Antunes et al. [2]. Since these decisions and reuse possibilities are also interesting for OSS development projects, the investigation of the applicability of ontologies for OSS development projects regarding these issues is
also important.
III. RESEARCH ISSUES
In this paper, we focus on the aim of the project managers
to improve the efficiency of project reporting and monitoring.
The questions which can be raised are what the current situation of project reporting and monitoring in the OSS domain is,
and how its efficiency can be improved. For answering these
questions, the project manager needs to be able to collect
communication data from development project and perform a
set of communication metrics for further analysis purposes,
like project reporting (e.g., average bug response time), project
monitoring (e.g., monitoring the current project status or activities) or decision making (e.g., planning releases of new software product versions) on the OSS development. In compari-
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son to more traditional software metrics based on software
products, metrics generated from communication artifacts are
fairly simple to compute and available early on in the software
lifecycle begins. In addition, the free and widely available
communication archives of OSS projects present a rich source
for applying communication metrics.
Collecting related information from heterogeneous data
sources for project reporting and monitoring is not an easy task
for project managers, because each data source typically has its
own proprietary formats and data structures. Semantic web
technologies can help to solve problems originating from semantic heterogeneities among different data sources, by supporting the knowledge representation and storage for all project
development data. The utilization of rule and reasoning can
help the user to check the correctness of related data originating from heterogeneous data sources and find the relationships
(e.g., synonyms, generality-specialty) between the data. From
these challenges we derived the following research issues.
RI-1. Feasibility and effectiveness of tool support for
project monitoring and reporting based on heterogeneous
data sources in an OSS project context. On the foundation of
general semantic web technology we investigate the design for
tools that collect and semantically integrate data from OSS
sources in order to build analysis applications suitable for
project monitoring and reporting. In addition, we evaluate the
feasibility to build a project monitoring cockpit ProMonCo as
example for such an application. Finally, we evaluate the effectiveness of the ProMonCo tool to automate relevant aspects of
project monitoring and reporting.
RI-2. Automated derivation of project health indicators
from communication metrics from OSS project data
sources. As application for the ProMonCo tool we investigate
whether relevant project indicators, such as health indicators
based on communication metrics like the user coupling metric
and the bug history metric can be correctly and efficiently derived from heterogeneous data sources in OSS projects.
User Coupling Metric (UCM). The UCM is supposed to
give significant insight into the communication structure of a
project team [1]. Team members with significant importance
for the will become very centrally located nodes. Project members that do not participate at the intra-team communication
intensively will result in less central nodes. Very incommunicative behavior may even result in sub-graphs containing
only a few nodes. After building the social network graph out
of the available communication artifacts, several centrality
measurements can be conducted. These measurements should
indicate the importance of individual project members for the
existing communication network.
Bug History Metric (BHM). The BHM will contrast the
communication effort of the project members with the bug activities during a certain period of time. Further evaluation will
show, if an increasing number of found or resolved bugs results
in a growing amount of communication. If a correlation exists,
project managers may consider supporting and intensifying the
communication effort. This may e.g. be achieved by emphasizing team meetings.

To answer these research issues we gather requirements
from interviews with OSS project experts and develop a prototype of the ProMonCo project monitoring cockpit. We then
perform initial evaluations and data analyses using the data of
the OSS Apache Tomcat project and other OSS Apache
projects as a test-bed. We choose the Apache Tomcat project,
because it has a long story of development, is quite stable, exists in several versions, and therefore provides wide variety of
development data sources for analysis.
IV. THE PROMONCO PROJECT MONITORING COCKPIT
This section describes the implemented Project Monitoring
Cockpit prototype, called ProMonCo. First, the Project Data
Fetcher Tool, used to collect and integrate OSS development
project data, is described shortly. Then, ProMonCo is introduced and its architecture is explained. Additionally, the implemented communication metrics of ProMonCo are described.
A. Project Data Fetcher
Considering the requirement of semantically integrating data originating from heterogeneous OSS project data sources, a
tool for the extraction of project data for Apache projects called
Project Data Fetcher was initially developed [16]. This tool
allows the gathering of project artifacts from the mailing list,
the Bugzilla 3 database and the Subversion versioning system of
Apache projects. The retrieved data is the basis of the evaluation of the designed communication metrics of this thesis. The
Project Data Fetcher uses an ontology for the storage of the
extracted project data. In contrast to a conventional database,
an ontology is capable of a proper knowledge representation
based on well-defined semantics. In addition, an ontology provides reasoning capabilities that may be utilized to discover
previously hidden information by deducting new facts out of
existing ones.
B. Project Monitoring Cockpit ProMonCo
The Project Monitoring Cockpit ProMonCo is an application that can be used for monitoring the status of project based
on communication artifacts. By using ProMonCo, project manager can trigger the fetching of project data and calculate implemented communication metrics based on the fetched artifacts. As mentioned previously, ProMonCo uses the information gathered and integrated by the Project Data Fetcher. ProMonCo uses the generated ontologies for extracting the relevant information, generating communication metrics out of it
and visualizing the outcome. For this purpose, the project manager has to load previously generated ontologies. All available
communication metrics can be calculated automatically out of
the data stored in the ontology, according to the settings selected by the user. Figure 1 gives an overview of the architecture of ProMonCo.
The architecture of ProMonCo consists of three layers,
namely Input Handler, Communication Metrics Analyzer and
Output Handler. In the Input Handler layer, the ontology input
manager uses previously generated project ontologies as an
input for ProMonCo. These ontologies will be processed and
3
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analyzed according to the different purposes and criteria of the
communication metrics. The total communication metric uses
the number of mail posted from the ontology in certain period
and shows the visualization graphics depend on the time granularity and the chart style. The user coupling metric uses the
interaction between developers by using communication means
and shows the social network graph in the form of communication graph, betweenness centrality, closeness centrality and
degree centrality. The bug history metric uses bug data from
the ontology and shows bug activities diagram and capability
to export file for further statistical analysis purposes.

Figure 1. Overview ProMonCo architecture.

swers to a message of another user. However, the answers
within a topic of the mailing list often do not only correspond
to one message of another user, but rather to the topic in general. Therefore, all users participating in a topic are considered to
be communicating with each other and will consequently be
connected by edges in the communication graph.
Bug History Metric (BHM). The BHM is based on the
TCM and aims at making the communication effort and bug
activities comparable. The measurement compares the number
of communication artifacts generated within a specified period
of time with the amount of bug tracking entries. This comparison allows identifying correlations between these two activities
and therefore provides vital information for project managers.
If a high number of found or resolved defects results in a high
communication effort, it is important to provide the project
members with sufficient possibilities to communicate with
each other, for example by planning more team meetings. The
output of the BHM is a diagram that compares the communication effort with the corresponding bug activities for each time
interval. To make these datasets visually comparable, the two
plots are overlaid. This allows the user to observe the shape of
the curves and to recognize if a correlation of some sort occurs.
Additionally, further statistical tests can be conducted by using
the export feature of ProMonCo to save all calculated results as
CSV (comma-separated values) file.
V. EVALUATION AND DISCUSSION
In this section, we discuss the evaluation of the project
monitoring approach and the project monitoring cockpit ProMonCo regarding the research issues introduced in section 3.

C. Communication Metrics Implementation
This section shortly summarizes the three types of implemented communication metrics, namely Total Communication,
User Coupling and Bug History.
Total Communication Metric (TCM). The TCM is calculated by counting the number of communication artifacts during a certain period of time. The user can change the graphical
representation and the calculated time period by changing the
appropriate settings. The TCM is comparable to the traditional
Lines of Code (LoC) metric, and serves as basis for more advanced metrics.
User Coupling Metric (UCM). The basic idea of the UCM
is to create a social network graph out of the available mailing
list information and hence acquire important insights in the
communication behavior of the development team. The social
network graph is supposed to reveal how deep each team
member is involved in the overall communication. Each member of the development team is displayed by a vertex within the
graph while the communication between members will be
represented by an edge. Alongside the graph, several centrality
measurements are calculated to determine numerically which
members play a central role in the inner team communication.
The first difficulty in the design of the UCM consists of the
decision on how to build the edges displaying communication
between team members. One possibility consists of building
the edges between the vertexes when a mailing list user an-

Figure 2. Manual Project Monitoring and Reporting.

Feasibility and effectiveness of tool support for project
monitoring and reporting based on heterogeneous data
sources in an OSS project context. Manual project monitoring and reporting has been used so far for commercial software
development projects based on human reporting and structural
organization [6]. However, this approach is not suitable for
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loosely coupled forms of organizations like OSS projects that
cannot rely on human reporting because of geographical distribution and primarily voluntary work of the project participants. Figure 2 shows the process of manual project monitoring
and reporting and identifies limitations of this approach.

putting together all required information with their relationships and rules into the project ontology for further analysis
(2). The project ontology is then used as input for ProMonCo
(3) to calculate several communication metrics used for monitoring and reporting of a project’s status (4).

Heterogeneous data sources, such as SVN artifacts, Bugzilla data or mailing list entries, need to be manually integrated by
a data extractor. The data extractor needs to identify the structure and the content of each data source, as well as their mutual
relationships during the data integration process, but since the
collected raw data may have incompatible formats, the data
integration process can become inefficient and error prone (1).
Current software quality monitoring approaches such as software defect prediction focus mainly on measuring software
quality by means of static code metrics (2), such as code complexity, size and volume [17], which often fails to capture important distributed development process data (e.g., maturity
level of code peer review prior to release), and in addition lacks
of capability in providing early warning of certain quality status or risks due to the late data availability (i.e., too close to
system deployment date). Furthermore, many studies treat all
defects in similar way with no respect to defect severity level
[18]. The results of this data integration need to be checked by
a quality manager in order to guarantee the correctness, quality
and validity of the integrated data before storing it in the database. There may exist several different database systems to
support data analyses using different analysis tools (3). And
finally, Project Monitoring typically is performed by reviewing
the status and results of each analysis tool (4).

Automated derivation of project health indicators from
communication metrics from OSS project data sources.
ProMonCo provides three types of communication metrics to
show the status of analyzed OSS projects: namely the Total
Communication (TCM), the User Coupling (UCM), and the
Bug History Metric (BHM).
The evaluation of the TCM shows that the amount of communication artifacts depends on the size of the project team.
Projects with few participants produce evidently less mailing
list entries than projects with a higher amount of developers.
ProMonCo offers the possibility to compute the TCM for three
different time intervals: yearly, monthly and weekly. The most
meaningful time interval is the monthly view. On one hand,
computing the metric for every week produces measurements
with a very high standard deviation, making it hard to interpret
the results. On the other hand, generating the metric on a yearly
basis does not produce comprehensive information about the
communication effort of the development team. Hence, calculating the metric for every month gives the project manager the
best basis for observing the communication effort over
time. Figure 4 illustrates a diagram of the TCM calculated
monthly for six Apache projects, namely Tomcat, Ant, Cocoon,
Lenya, Log4j and POI.

Figure 4. ProMonCo Total Communication Metric.

Figure 3. Project Monitoring and Reporting using ProMonCo.

Figure 3 shows the project monitoring and reporting
process when using ProMonCo and identifies benefits of the
approach. The Project Data Fetcher will fetches the data from
the particular data sources via the web, semantically integrates
the data based on a set of heuristics and then stores the integrated data in the project ontology [16], thus enabling a more
efficient collection and integration of OSS project data (1) and

The UCM is based on principles and methods of social
network analysis. It is used to generate a graph that visualizes
the flow of communication between team members of a software project and to calculate the centrality measurements for
each participant. The Apache Tomcat project was examined in
regards of the communication behavior of the team members.
For this purpose, the project data of the past three years was
gathered using the Project Data Fetcher tool. The generation of
the communication graph reveals that only very few sub graphs
exist. These sub graphs only contain a very small amount of
mailing list participants that are no core members of the project
and do not commit source code to the project repository. According to the communication graph, all core project members
are connected and communicating with each other. The graph
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shown in Figure 5 represents the communication behavior of
the Apache Tomcat project members that was calculated for
the time period between November 2009 and February 2010.

reveals a possible correlation between Bugzilla artifacts and the
amount of mailing list entries generated by the development
team. ProMonCo calculates the metric for new found bugs and
for resolved bugs separately. Hence, project managers are able
to see if the search and discovery of bugs or the correction of
defects results in an increased amount of communication. An
obvious correlation between Bugzilla and mailing list artifacts
may be recognized visually. Figure 6 shows a line chart of the
resolved bugs and the amount of mailing list entries between
January 2007 and January 2010 for the Apache Log4j 4 project.
For the evaluation of the BHM, the results of the Apache
projects were investigated with SPSS.
For testing the possible correlation between bug tracking
artifacts and mailing list entries, the two-tailed Pearson correlation is used. The evaluation of the results shows a significant
correlation between Bugzilla entries and the number mailing
list messages in nearly all projects. The correlation occurs regardless of comparing the number of new found or resolved
defects with the amount of communication artifacts. The only
exception is the Apache Ant project which does not show a
significant correlation between resolved bugs and mailing list
usage.

Figure 5. Communication Graph of the Apache Tomcat Project.

A closer look at the centrality measurements reveals that
two persons have outstanding values compared to the rest of
the development teams: Mark Thomas and Rainer Jung. Further research revealed that these two project members do not
only hold a very central position within the communication
network, but are also involved in the project management. Although both members lie very central, the point betweenness
centrality value for Mark Thomas is extraordinarily high. An
actor within a social network that has a high betweenness centrality value is supposed to have a significant influence on the
flow of information. Individuals in such central positions have
the possibility to coordinate the processes of the group and
should therefore be part of the project management [19].
Hence, the high betweenness centrality value for Mark Thomas
indicates that he possesses a high potential in influencing and
coordinating the rest of the development team.

Table 1 contains the results of the correlation testing for
new found bugs, whereas Table 2 shows the results for resolved bugs.
Table 1. Pearson correlation for new found bugs.

n

Pearson
Correlation

Significance
(two-tailed)

Ant

37

0.704*

0.000

Lenya

37

0.885*

0.000

Log4j

37

0.696*

0.000

POI

37

0.706*

0.000

Tomcat

37

0.689*

0.000

*Correlation is significant at the 0.01 level (two-tailed).
Table 2. Pearson correlation for resolved bugs.

n

Pearson
Correlation

Significance
(two-tailed)

Ant

37

0.018

0.916

Lenya

37

0.808*

0.000

Log4j

37

0.706*

0.000

POI

37

0.746*

0.000

Tomcat

37

0.438*

0.007

*Correlation is significant at the 0.01 level (two-tailed).

Figure 6. Resolved bugs and mailing list entries of the Apache Log4j Project.

The BHM compares the amount of bug tracking activities
to the communication effort within a certain period of time. It

The significant correlation between the amount of Bugzilla
and mailing list artifacts may be explained by the excessive use
of the mailing list for the discussion of topics regarding defects.
In addition, all comments a team member creates in Bugzilla
concerning a bug are automatically forwarded to the mailing
list. A high number of new or resolved bugs usually result in a
4
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high number of Bugzilla comments that are sent to the mailing
list. Therefore, considering different sources of communication
artifacts may result in a different outcome of the BHM.
VI.

DISCUSSION AND CONCLUSION

Many OSS development projects use tools and models that
come from heterogeneous sources. A project manager, who
wants to analyze indicators for the state of the project based on
these data sources, faces the challenge of how to link semistructured information on common concepts across heterogeneous data sources, e.g., source code versions, mailing list entries, and bug reports. Unfortunately, manual analysis is costly,
error-prone, and often yields results late for decision making.
In this paper we proposed linking OSS data sources using
semantic web technologies as foundation for providing integrated indicators project status analysis. We introduced the
design concept of a project monitoring cockpit, ProMonCo,
and evaluated the feasibility and effectiveness of ProMonCo
with a prototype for calculating communication metrics in a
real-world context, the Apache Tomcat project as well as other
Apache projects.
Major result was that ProMonCo efficiently supports frequent project monitoring by calculating communication metrics
based on semantically integrated data originating from heterogeneous OSS project data sources. The usage of the Project
Data Fetcher to collect and semantically integrate the data originating from the different heterogeneous OSS project data
sources allows for more efficient project monitoring and reporting. ProMonCo builds up on this integrated project ontology and can be used to efficiently and effectively calculate a set
of communication metrics which can be useful for monitoring
the project status and for reporting to project or quality managers. Communication metrics like the User Coupling Metric
(UCM) or the Bug History Metric (BHM) can reveal new insights on OSS projects. In the evaluation, we used the UCM to
identify project members of the OSS Apache Tomcat project
which are also involved in the project management, based on
centrality measurements of the social network communication
graph resulting from the UCM. Furthermore, using the BHM,
we identified a significant correlation between Bugzilla entries
and the number mailing list messages in nearly all evaluated
Apache projects. The correlation occurs regardless of comparing the number of new found or resolved defects with the
amount of communication artifacts.
Future Work will include the integration of additional
project data sources, such as different sources of communication artifacts, in order to be able to perform new types of communication metrics, as well as also other process metrics. Furthermore, we plan to expand our approach to other OSS project
types, such as SourceForge 5 projects.
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Abstract
SCM (Software Configuration Management) has substantially contributed as a mature, reliable and essential
technology for successful software development, controlling
changes and software evolution. In this scenario, tools that
automate SCM have been proposed, developed and used
in diverse software engineering activities and processes.
However, each SCM tool has usually its particular architecture and data structures. Furthermore, there is a lack of
work that investigate reuse and evolvability of such tools.
In this paper we propose to see SCM as a crosscutting concern, i.e., as an activity that is spread across or tangled
with other software engineering activities, in the same perspective of the AOSD (Aspect-Oriented Software Development). Based on this approach, we present a case study to
the development of a SCM tool, named ATCMag, for software testing domain. Preliminary results show the viability
of our approach and point out to the possibility of developing reusable and evolvable SCM tools.

1. Introduction
Software Configuration Management (SCM) has been
consolidated as a mature and reliable technology for the
successful software development [11]. It is a supporting
management activity that applies technical and administrative direction over the life cycle of a software product
[15, 14]. It controls mainly the changes and software system evolution [11]. Regarding SCM application, different software processes have explored and used it. At one
extreme, there are agile processes, such as FDD (Feature
Driven Development) [18] and open source process (for instance, the CMM-like model for OSS1 ), that have SCM
as a very important activity. At the other extreme, SCM

has been required by important capability maturity models,
such as CMMI/SEI2 , and by guidelines and standards, such
as ISO/IEC 12207:1995 - Information Technology: Software Life-Cycle Processes [14]. More recently, SCM has
also been explored in different perspectives, such as in software product line [1] and service-oriented systems [24].
The success of SCM is directly dependent on a diversity
of SCM tools that have been proposed, implemented and
successful used. In spite of this diversity, we have observed
that each SCM tool has usually its particular architecture
and data structures. Moreover, each one has supported in
a specific software engineering activity, such as coding. In
this context, reuse and evolvability in SCM tools are two
issues that have not been widely discussed and, therefore,
worthwhile to be investigated.
In another perspective, AOP (Aspect-Oriented Programming) [16] has arisen as an approach that supports a better SoC (Separation of Concerns) and more adequately reflects the way developers think about the system. Essentially, AOP introduces a unit of modular implementation
– the aspect – which has been typically used to encapsulate crosscutting concerns in software systems (i.e., concerns that are spread across or tangled with other concerns).
Modularity, maintainability and facility to write software
can be achieved with AOP [20]. Aspects have also been
explored in the early life cycle phases, including requirement specification and architectural design, resulting in the
AOSD (Aspect-Oriented Software Development). According to Baniassad et al. [5], aspects in early phases support
easier identification and analysis of aspects during later activities and, as a consequence, a better SoC in the systems.
In this paper, we propose to see SCM activity as a crosscutting concern, aiming at facilitating the development of
SCM tools and also aiming at improving reuse and evolvability of such tools. Based on this idea, we present a case
study involving the development of a SCM tool, named

1 http://www.qualipso.org/node/175

2 http://www.sei.cmu.edu/cmmi/
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ATCMag (Aspect-oriented Testing Configuration Management tool), for software testing domain. As a result, we
have observed that SCM as a crosscutting concern presents
perspective to the development of reusable and evolvable
SCM tools.
This paper is organized as follows. In Section 2 an
overview on SCM is presented. In Section 3 we discuss
SCM as a crosscutting concern. In Section 4 we present the
SCM tool for testing domain. In Section 5 we discuss about
achieved results. Finally, in Section 6 we summarize our
contributions and discuss perspectives for further work.

2. Overview on SCM
Since SCM emerged in the late 70s and early 80s, considerable efforts can be found in researches on SCM, motivated by the relevance of this activity to software development and evolution [11]. In the context of this paper, SCM
is considered a set of tasks concerned with identification,
organization, and control of the configurations and changes
of a system, including check-in and check-out tasks, in parallel with the software life cycle. In order to support and
guide application of SCM, specific standards and guidelines
for SCM were established. For instance, we can highlight
ISO 10007:2003 Quality management systems – Guidelines
for Configuration Management [15] and IEEE 1042:1987
- Guide to Software Configuration Management [2]. In
another perspective, we can identify several tools to automate SCM. From popular RCS (Revision Control System)
[25], many tools have been developed and used, contributing to overall software product quality. These tools have
also been inserted in different software processes, for example, RUP (Rational Unified Process) [19] and agile methods
[4, 18]. They have been also inserted in open source software projects [3]. Thus, it is observed that SCM has been
successfully applied in processes that present very diverse
characteristics. Furthermore, SCM intends to support different software engineering activities. In particular, coding
activity has taken real advantages with SCM [12]. In spite
of relevance of SCM and diversity of SCM tools, as already
pointed out by Estublier [11], these tools are often monolithic and their capability to interoperate is limited. Thus,
investigation about how to develop SCM tools, considering
their reuse and evolvability seems to be interesting.

3. SCM as a Crosscutting Concern
In order to systematize the development of SCM tools in
an adequate way, firstly, it is important to understand the relationship between SCM and other software engineering activities and tools. For this, we have inserted SoC in the context of software development process. SoC is a software engineering principle that claims the clear identification of all

the elements that participate in a system, hiding complexity
through abstraction [9]; thus, modularity and reusability are
achieved through an adequate SoC.
Considering SoC principle in the software development
process context, we have referred to each software engineering activity as a concern. A concern is a primary concern or
a crosscutting concern. The former refers to primary activities of the life cycle of software, performing development,
operation, and maintenance of software systems. The latter, in the same perspective of the AOSD (Aspect-Oriented
Software Development) community, refers to concerns that
are spread throughout or tangled with others concerns in the
software development process; in other words, they occur
during primary activities. It is important to highlight that organizational and supporting software engineering activities
(i.e., the concerns) have this characteristic and are therefore
categorized as crosscutting concerns, as presented in Figure 1. In order to identify all these software engineering
concerns, we adopted the international standard ISO/IEC
12207 (Information Technology - Software Life Cycle Processes) [14]. This standard provides a comprehensive set of
processes, activities and tasks for software that is part of a
larger system, stand-alone software product, and software
services. According to this standard, SCM is classified as a
supporting concern; it can be conducted from requirement
specification to maintenance and it is hence a crosscutting
concern.

Figure 1. Relationship among Primary, Supporting and Organizational Concerns

We have investigated if SCM seen from this perspective
facilitates its automation. The idea is to have a unique SCM
tool that manages the configuration items of a whole software project, for instance, system’s models, source code,
maintenance information, and so on. This same idea is explored in another authors’ work [22] that presents a mechanism to automate software documentation activity (also a
crosscutting concern).
Furthermore, considering a specific software engineering activity, it is observed that SCM occurs also throughout this activity. For instance, considering software testing,
SCM can be performed during different testing tasks, such
as test planning, execution and analysis.
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4. Case Study: Automating SCM for the Testing Domain

context.

4.2. Selecting Testing Configuration Items
Considering SCM as a crosscutting concern, we have developed ATCMag, a tool that automates functionalities related to SCM for the testing domain, aiming at controlling
changes in testing artifacts. Following, we present briefly
an overview on software testing, discuss about which configuration items (i.e., Testing Configuration Items - TCI) we
have adopted and present issues related to development of
ATCMag.

4.1

Software Testing: A Brief Overview

Software testing is one of the most important activities
to guaranteeing the quality and reliability of the software
[6]. In this context, a diversity of testing tools has also
made the testing a more systematic activity, minimizing
the cost, the time consumed, as well as the errors caused
by human intervention [21]. In order to support development of testing tools, in a previous work, we proposed a
reference architecture for software testing tools, named
RefTEST (Reference Architecture for Testing Tools)
[23]. This architecture is based on the idea of organizational and supporting software engineering activities as
crosscutting concerns, previously discussed. It contains
knowledge of the testing domain, representing tasks and
their relations. In short, as presented in Figure 2, RefTEST
is based on well-established architectures of interactive
systems and Web applications (architectural pattern MVC
(Model-View-Controller) [8] and three tier architecture
[10]). Furthermore, it was established based on software
testing processes, architectures of testing tools, an ontology
for software testing domain and characteristics and functionalities of well-known and widely used academic and
commercial testing tools [23]. It is worth highlighting that
testing tool package of RefTEST in Figure 2 contains
the core of testing tools. RefTEST is also composed
by other three packages automating supporting concerns
(supporting crosscutting modules), organizational
concerns (organizational crosscutting modules)
and general concerns (general crosscutting modules).
configuration management
is
dePackage
tached as a crosscutting module contained in
supporting crosscutting modules.
During the software testing conduction, different testing
artifacts, such as test case sets, test requirement sets and error reports, are generated and their control can impact the
testing quality. Although SCM is a mature discipline, the
use of SCM in the testing has not received adequate attention. In the case study presented in this paper, besides to
present an implementation of SCM as a crosscutting concern, we also discuss issues related to SCM in the testing

To establish the TCI’s, we ourselves adopted IEEE 8291998 - Standard for Software Test Documentation [13].
This standard provides a complete table of contents for documenting a test suite, independently of the techniques, criteria, methods, strategies, resources or testing tools being
used. Thus, in a previous work of our group [7], nine TCIs
were identified: test plan, test case specification, test item
transmittal, test project specification, test procedure specification, test incident specification, test summary, driver and
stub. ATCMag must therefore be able to manage these different TCIs.

4.3. Developing ATCMag
In order to develop ATCMag, special attention was taken
to its architecture, aiming at providing a better modularity
and, as a consequence, reuse and evolvability of this tool.
Figure 33 shows the main elements that compose ATCMag.
In short, it is based on MVC and three tier architecture (presentation, application and persistence) that have been consolidated as architectures that have provided a better SoC in
interactive and web systems. Furthermore, it has a fourth
layer: the integration. This layer is essential in ATCMag,
since it makes possible to implement SCM as a crosscutting concern. While other parts of ATCMag encapsulate
functionalities related to SCM, this layer aggregates mechanisms (i.e., aspects4 from AOP) that affect different parts
of a testing tool where must be performed SCM tasks. In
other words, these mechanisms establish the communication between ATCMag and the modules of a testing tool.
In order to establish which parts of a testing tool must be
affected by integration layer, knowledge contained in the
RefTEST was used. Thus, based on RefTEST, we identified
two modules of testing tools that can provide data to compose the TCIs: (i) TestingTool (that implements the core
functionalities of the testing tools; for instance, test case and
test requirement management); and (ii) PlanManTool (that
can be part of a testing tool or an independent tool or module that deals with testing planning and management activities). In Figure 3, it is noted that there are <<crosscut>>
3 Since there is not a widely accepted notation to represent aspectoriented systems, we have used UML and stereotypes as extensibility
mechanisms to represent elements related to the aspects.
4 In order to facilitate the comprehension of this tool, main concepts
from AOP are presented: join points are well-defined points in the execution of the program; pointcuts are a mean of referring to collections of
join points and certain values at those join points; advices are method-like
constructions used to define additional behavior at join points; and aspects
are units of modular crosscutting implementation composed of pointcuts,
advices, and ordinary member declarations. More detailed definitions of
aspect, pointcut, join point and advice can be found in [17].
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Figure 2. RefTEST Module View and SCM Module [23]
relations from integration layer to TestingTool and
to PlanManTool. In more details, the main elements that
compose the integration layer are:

ATCMag is integrated in the testing tool, the behavior
of the tool’s user interface is also intercepted by aspects, changing the execution flow and presenting specific windows related to SCM activity implemented by
this layer;

• abstract aspect AbstractConfigurationManagement:
It gets data from TestingTool and
PlanManTool. It also changes the behavior of the
testing tool user interface, making available functionalities related to SCM to testing tools. In practice,
basically, it declares the abstract pointcuts and implements the crosscutting behavior (advices). It captures the SCM objects and sends them to be treated in
TestingConfiguration (a class in application
layer). A SCM object contains relevant data to compose the TCIs. For instance, a SCM object of the
TestCase type has an input specification and the correspondent output; and

• Application layer: class TestingConfiguration,
TestingConfigurationItem and its subclasses
deal with the SCM objects captured, extracting relevant data of these objects to compose the TCIs.
It is worth highlighting that ATCMag builds the
TCIs, since testing tools must not worry about
the TCIs.
It is noticed that the abstract class
TestingConfigurationItem was extended to nine
concrete classes, one for each TCI. Since XML (eXtensible Markup Language) aims at facilitating the
sharing of data across different software systems, as
well as it has been widely used as a format for storing and processing documents, we have adopted it to
represent and store the TCIs. For this, we have established a DTD (Document Type Definition), named
DTDTD (Document Type Definition for Testing Documentation), based on the IEEE 829-1998. DTDTD has
57 elements, one for each type of information that must
be inserted in the TCIs. Based on this DTD, XML
files can store the TCIs. Furthermore, we have adopted
and used Subversion5 , a well-known and widely used
open source version control system, in order to implement SCM functionalities, such as check-in and checkout. In this way, we have taken advantages of the open

• concrete aspect TestingConfigurationManagement: It extends the abstract aspect and establishes which SCM objects must be intercepted
and captured.
Thus, the join points are established for each abstract pointcut (declared in
AbstractConfigurationManagement).
It is observed that aspects are therefore mechanism that
makes possible to affect other modules in a “transparent”
way, changing behavior of these modules.
Other three layers of ATCMag are:
• Presentation layer: it is composed by view and
controller that implement the user interface required to provide functionalities related to SCM. When

5 http://subversion.tigris.org/
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Figure 3. Architecture of ATCMag
source philosophy that has contributed with successful
software systems; and
• Persistence layer: This layer aggregates the SCM
database that is managed by Subversion.
Regarding technologies to implement ATCMag, we are
using Java6 as the general-purpose language and AspectJ7
to implement aspects (i.e., the integration layer). Besides that, Struts8 , an open source framework for building Servlet/JSP based web applications based on the MVC,
has been used in presentation layer, together HTML and
CSS (Cascading Style Sheet). Figure 4 presents main windows of ATCMag. Through these windows, it is possible,
for example, to have access to the tool (Figure 4.a), select the TCIs for a given testing suite (Figure 4.b) and execute other specific functionalities (view, check-out, compare TCIs, and so on) (Figure 4.c).

5. Discussion
Our case study has showed that our idea about SCM as
a crosscutting concern is viable, i.e., it is possible to implement SCM tool with crosscutting characteristic. SCM tool
6 http://java.sun.com/
7 http://www.eclipse.org/aspectj/
8 http://struts.apache.org/

Figure 4. User Interface of ATCMag
is separately developed and, at the same time, it is developed intending an easier integration with other tools. Furthermore, testing tools can be also developed without concern with SCM activity. Our approach enables addition of
SCM functionalities later in the testing tools, since aspects
contained in the SCM tool present this ability. To facilitate integration between SCM tool and a testing tool, we
have used a well-established and documented interface, refereed as Document of Interface Description (DID). For instance, DID establishes that a testing tool must have the type
TestCase containing the data input and output. It is
known that not all testing tools will have all the type estab-
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lished. Thus, the SCM tool considers only the intercepted
objects and the data contained in these objects in order to
generate the TCIs. As a result, during the use of a testing
tool, since aspects have the ability to transparently insert
SCM functionalities in this tool, a unique integrated tool can
be perceived. Regarding reuse, we observe that ATCMag
can be integrated in different testing tools, providing therefore reuse of its architecture, internal structures, as well as
source code.
Since ATCMag is based on MVC and three tier
architecture (two well-known architectures that favour
SoC), evolution of this tool can be also benefited.
In order to evolve this tool for other software engineering activity, concrete aspect and classes (aspect
TestingConfigurationManagement and subclasses of
TestingConfigurationItem, respectively, contained in
ATCMag) must be created and adequate to such activity.
In spite of the results achieved in our work, a study using ATCMag in testing tools, as well as the development of
other SCM tools must be conducted yet. Thus, more studies are certainly required to achieve a more mature level of
evaluation of our approach.

6. Conclusions
The main contribution of this work is to present SCM
as a crosscutting concern. Based on this perspective, we
present a SCM tool for the testing domain. This same
experience has been conducted in other crosscutting concerns, such as software documentation [22]. These case
studies have pointed out to the feasibility of our idea and
showed that crosscutting perspective must be more widely
explored to develop software engineering tools, aiming at
contributing to reusable and evolvable tools. Motivated by
the promising results, we intend to use ATCMag, aiming at
observing which is the impact of SCM in the testing processes and, as a consequence, in the testing quality. We intend also to use ATCMag as basis to develop SCM tools for
other software engineering activities, such as requirement
specification and coding, intending to explore reusability
and evolvability of SCM tools built from crosscutting perspective.
Acknowledgments: This work is supported by Brazilian
funding agencies: FAPESP, CNPq and Capes.
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IRUULVNPLWLJDWLRQ5HDFWLYHVWDIILQJUHIHUVWRWKHQHHG
WR FKDQJH WKLQJV LQ WKH FRXUVH RI DQ RQJRLQJ
GHYHORSPHQW ,Q ERWK FDVHV VWDIILQJ LV VXSSRUWHG E\
WKH VWDIILQJ FRPSRQHQW RI D GHFLVLRQ VXSSRUW WRRO
FDOOHG5HOHDVH3ODQQHU>@
7KHVWUXFWXUHRIWKHSDSHULVDVIROORZV,Q6HFWLRQ
 UHODWHG ZRUN LV GLVFXVVHG 7KH SUREOHP VWDWHPHQW
ZLWKIRXUVSHFLILFVWDIILQJVFHQDULRVLVJLYHQLQ6HFWLRQ
7KHSURSRVHGVROXWLRQDSSURDFKHVDUHLQWURGXFHGLQ
6HFWLRQ0DLQFRQWH[WDQGUHVXOWVIURPWKHLQGXVWULDO
FDVHVWXG\DUHSUHVHQWHGLQ6HFWLRQ)LQDOO\ 6HFWLRQ
 FRQFOXGHV WKH SDSHU DQG JLYHV WKH RXWORRN WR IXWXUH
UHVHDUFK

6WDIILQJ LV RQH RI WKH NH\ SURMHFW PDQDJHPHQW
IXQFWLRQV ,Q WKLV SDSHU RSWLPL]HG VWDIILQJ DQG UH
VWDIILQJ RI KXPDQ UHVRXUFHV LV VWXGLHG )RXU VWDIILQJ
DQG UHVWDIILQJ VFHQDULRV DUH LQYHVWLJDWHG 7KHLU
RSWLPL]DWLRQEDVHG DVVLJQPHQW RI GHYHORSHUV WR WDVNV
WDNHV LQWR DFFRXQW WKH VSHFLILF VNLOO SURILOHV RI
GHYHORSHUV7KHDSSURDFKLVHYDOXDWHGE\DQLQGXVWULDO
FDVH VWXG\ SURMHFW 3URGXFWLYLW\ SURILOH RI GHYHORSHUV
ZDV GHILQHG XVLQJ WKH $QDO\WLFDO +LHUDUFK\ 3URFHVV
DQG DQDO\]LQJ IRUPHU SURMHFW SHUIRUPDQFH )RU
JHQHUDWLQJ RSWLPL]HG VWDIILQJ DQG UHVWDIILQJ SROLFLHV
WKHVWDIILQJFRPSRQHQWRIWKHGHFLVLRQVXSSRUWWRRO
ZDV DSSOLHG 7KH FDVH VWXG\ UHVXOWV GHPRQVWUDWH WKDW
WKH RSWLPL]HG SODQV FOHDUO\ RXWSHUIRUP WKH PDQXDO
RQHV LQ WHUPV RI WKHLU TXDOLW\ PHDVXUHG DV SURMHFW
GXUDWLRQDQGWKHLUWUDQVSDUHQF\


.H\ZRUGV 'HFLVLRQ VXSSRUW UHOHDVH SODQQLQJ
VRIWZDUHSURMHFWPDQDJHPHQWVWDIILQJFDVHVWXG\


 ,QWURGXFWLRQ
7KHGLVFLSOLQHRISURMHFWPDQDJHPHQWLVFRQFHUQHG
ZLWK SODQQLQJ RUJDQL]LQJ OHDGLQJ VWDIILQJ DQG
FRQWUROOLQJ RI SURMHFWV >@ 6WDIILQJ LV RQH RI WKH NH\
SURMHFW PDQDJHPHQW IXQFWLRQV DQG LV GHILQHG DV WKH
SURFHVVRIDVVLJQLQJKXPDQUHVRXUFHVWRDVHTXHQFHRI
IHDWXUH UHODWHG WDVNV 6WDIILQJ WDNHV LQWR DFFRXQW WKH
GLIIHUHQWFRPSHWHQFHOHYHOVRIGHYHORSHUV7KHVWXG\LQ
>@VKRZVWKLVUDWLRFDQEHWR7KHJHQHUDOILQGLQJ
WKDWWKHUHLVRQHRUGHURI PDJQLWXGHGLIIHUHQFHDPRQJ
SURJUDPPHUVKDVEHHQFRQILUPHGE\RWKHUVWXGLHVVXFK
DV >@ >@ DQG >@ DV ZHOO $FNQRZOHGJLQJ WKDW DOO
GHYHORSHUV KDYH FHUWDLQ VWUHQJWKV LQ WKHLU FRPSHWHQFH
SURILOHWKHTXHVWLRQEHFRPHVLGHQWLI\LQJWKRVHSHRSOH
WKDW DUH EHVW VXLWHG IRU GLIIHUHQW GHYHORSPHQW UROHV
'HVSLWH LWV LPSRUWDQFH WKHUH LV OLWWOH VXSSRUW IRU WKLV
VWDIILQJ WDVN OHDGLQJ WR XQHDVH DQG PLVXQGHUVWDQGLQJ
DPRQJWKHSHRSOHLQYROYHG>@
7KH PDLQ LQWHUHVW RI WKLV UHVHDUFK LV RQ SURYLGLQJ
GHFLVLRQVXSSRUWIRUVWDIILQJDQGUHVWDIILQJRIWKHQH[W
VRIWZDUH SURGXFW UHOHDVH 7KLV LV D UHILQHPHQW RI



 5HODWHGZRUN
'LIIHUHQW PHWKRGV H[LVW IRU UHOHDVH SODQQLQJ DW
VWUDWHJLF OHYHO 7KH\ KDYH EHHQ UHFHQWO\ DQDO\]HG LQ
>@7KH PRVW UHFHQW PRGHO FDOOHG (92/9( ,, DOORZV
FRPSDWLELOLW\ZLWKVWDIILQJDQGRSHUDWLRQDOSODQQLQJ
9DQ GHQ $NNHU HW DO >@ DSSOLHG PDWKHPDWLFDO
SURJUDPPLQJWRSURYLGHDVROXWLRQIRUWKHQH[WUHOHDVH
SUREOHP 7KHLU HPSKDVLV LV RQ GLIIHUHQW VFHQDULRV IRU
WHDPV QHHGHG WR LPSOHPHQW WKH IHDWXUHV 'LIIHUHQW
WHDPV DQG H[FKDQJH EHWZHHQ WHDPV LV FRQVLGHUHG DV
ZHOO DV KLULQJ H[WHUQDO SHUVRQQHO DQGRU H[WHQGLQJ WKH
UHOHDVHGDWHV
7KH KLJK FRPSOH[LW\ RI ERWK WKH SODQQLQJ DQG UH
SODQQLQJSURFHVV ZDV GLVFXVVHG DQG HYDOXDWHG LQ >@
,Q RUGHU WR GHFLGH L  ZKLFK UHVRXUFHV DUH XVHG WR
SHUIRUPZKLFKWDVNVDQG LL ZKHQHDFKWDVNVKRXOGEH
SHUIRUPHG WKH DXWKRUV RI >@ VXJJHVWHG DSSO\LQJ
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JHQHWLF DOJRULWKPV 7KH SURSRVHG PHWKRG IRFXVHG RQ
VFKHGXOH PLQLPL]DWLRQ DQG GLG QRW H[DPLQH GLIIHUHQW
SURGXFWLYLW\OHYHORIGHYHORSHUV
6HYHUDOVHDUFKEDVHGWHFKQLTXHV JHQHWLFDOJRULWKP
KLOO FOLPELQJ DQG VLPXODWHG DQQHDOLQJ  ZHUH XVHG IRU
UHVRXUFH DOORFDWLRQ LQ ODUJH PDVVLYH PDLQWHQDQFH
SURMHFWV >@ 7KH DSSURDFK ZDV YDOLGDWHG E\ DQ
HPSLULFDO VWXG\ RI D ODUJH FRPPHUFLDO <. PDVVLYH
PDLQWHQDQFHSURMHFWZKLFKFRPSDUHGWKHVHWHFKQLTXHV
ZLWK HDFK RWKHU $FFRUGLQJ WR WKH DXWKRUV WKH EHVW
VHDUFK WHFKQLTXH UHGXFHV WKH SURMHFW GXUDWLRQ E\ 
FRPSDUHGWRWKHDSSOLFDWLRQRIEDVHOLQHUDQGRPVHDUFK
,QVXPPDU\H[LVWLQJPHWKRGVDQGWHFKQLTXHVZHUH
HLWKHUQRWDSSOLFDEOHWRWKHJHQHUDOVWDIILQJIRUPXODWLRQ
SUHVHQWHG LQ WKLV SDSHU RU WKHLU DSSOLFDELOLW\ ZDV MXVW
VKRZQIRUVPDOOVFDOHH[DPSOHVZLWKRXWGHPRQVWUDWLQJ
WKH SUDFWLFDO YDOLGLW\ $OVR WKH UHVWDIILQJ SUREOHP
ZKLFK LV WKH PDLQ IRFXV RI WKLV SDSHU KDV QRW EHHQ
LQYHVWLJDWHGLQGHSWKLQWKHSUHYLRXVZRUNV

7KH JRDO RI WKH DVVLJQPHQW SUREOHP LV WR  
PLQLPL]HPDNHVSDQ )[ UHJDUGLQJ  WR  
&KDQJHVFDQKDSSHQDWDQ\WLPHGXULQJWKHUHOHDVH
SHULRG7KH\FDQEHNQRZQLQDGYDQFH EHIRUHVWDUWLQJ
WKH LPSOHPHQWDWLRQ  RU LQ WKH FRXUVH RI LPSOHPHQWLQJ
IHDWXUHV :H FDOO WKH UHSODQQLQJ IRU WKH IRUPHU FDVH
SURDFWLYHDQGWKHODWWHURQHUHDFWLYHVWDIILQJ3URDFWLYH
VWDIILQJFDQDOVREHGRQHWREHWWHUHYDOXDWHWKHSODQLQ
WKHVHQVHRIWROHUDWLQJSRVVLEOHIXWXUHFKDQJHV
:H LQYHVWLJDWH WKH FKDUDFWHULVWLFV RI SURDFWLYH DQG
UHDFWLYH VWDIILQJ DV IRXU GHFLVLRQ VXSSRUW VFHQDULRV
7KH\DUHGHVFULEHGLQWKHQH[WVXEVHFWLRQV

 'HFLVLRQVXSSRUWVFHQDULRDQDO\VLVRI
FKDQJLQJLQSURGXFWLYLWLHV
7KHILUVWVFHQDULRLVGHYRWHGWREHWWHUXQGHUVWDQGLQJ
RI WKH LPSDFW RI FKDQJHG SURGXFWLYLW\ RI WKH
GHYHORSHUV7KLVLV PRWLYDWHGE\WKHTXHVWLRQ ZKHWKHU
LQYHVWPHQWLQWRWUDLQLQJRISHUVRQQHORUKLULQJRIPRUH
VNLOOHGSHUVRQQHOSD\VRII+HUHLVWKHVXPPDU\RIWKLV
VFHQDULR
x *LYHQ L  %DVHOLQH VWDIILQJ SODQ JHQHUDWHG IURP
EDVH OHYHO RI SURGXFWLYLWLHV LL  9DULDWLRQ RI
SURGXFWLYLW\RIVRPHGHYHORSHUVIRUWKHWDVNV
x 4XHVWLRQ :KDW LV WKH LPSDFW RI SURGXFWLYLW\
FKDQJHVRQPDNHVSDQ"

 3UREOHPVWDWHPHQW
 6WDIILQJIRUPLQLPXPSURMHFWGXUDWLRQ
)RU D JLYHQ VHW RI IHDWXUHV UHTXHVWHG IRU
LPSOHPHQWDWLRQWKHSODQQLQJREMHFWLYHLVWRLPSOHPHQW
DOO WKH SURSRVHG IHDWXUHV LQ PLQLPXP RYHUDOO SURMHFW
GXUDWLRQ 7KLV LV DOVR FDOOHG PDNHVSDQ PLQLPL]DWLRQ
0RUH SUHFLVHO\ WKH SUREOHP IRUPXODWLRQ LV FRPSRVHG
E\WKHIROORZLQJPRGHOLQJFRPSRQHQWV
$ VHW ) RI IHDWXUHV LV VSHFLILHG IRU WKH QH[W  
VRIWZDUHSURGXFWUHOHDVH
(DFK IHDWXUH FRQVLVWV RI D VHTXHQFH RI UHODWHG
WDVNVWREHH[HFXWHG



7KH PDNHVSDQ ) [  IRU UHDOL]LQJ IHDWXUH VHW )
DFFRUGLQJWRSODQ[LVGHILQHGDVWKHODWHVWILQLVK
WLPHRIDIHDWXUH



$ SRRO RI GHYHORSHUV ZLWK GLIIHUHQW OHYHOV RI
SURGXFWLYLW\ IRU WKH GLIIHUHQW W\SHV RI WDVNV LV
DYDLODEOH



(DFKGHYHORSHULVZRUNLQJRQQRPRUHWKDQRQH
WDVNDWDWLPH



7KH SURGXFWLYLW\ RI GHYHORSHU G ZLWK UHJDUG WR
WDVN T LV GHILQHG DV HIIRUW RI WDVN T UHDOL]HG E\
GHYHORSHU G LQ RQH WLPH XQLW DQG LV GHQRWHG E\
SURG GT 



7KHHIIRUWRIWDVNTRIIHDWXUHQLVGHILQHGDVWKH
DPRXQW RI WLPH XQLWV QHHGHG WR EH IXOILOOHG E\
DQ DYHUDJH GHYHORSHU DQG LV GHQRWHG E\ HIIRUW
QT 



7KH DYHUDJH SURGXFWLYLW\ RI D GHYHORSHU G IRU
WDVNTLVQRUPDOL]HGWRSURG GT  



'HSHQGHQFLHV EHWZHHQ WDVNV RI WKH VDPH
IHDWXUHVDUHWKHVDPHIRUDOOWDVNV





 'HFLVLRQVXSSRUWVFHQDULR
XQSUHGLFWHGDEVHQFHRIGHYHORSHUV
$V WKH VHFRQG VFHQDULR WKH LPSDFW RI SHULRGV RI
DEVHQFH RI GHYHORSHUV LV VWXGLHG 6RPHWLPHV WKH
DEVHQFHLVNQRZQEHIRUHWKHVWDUWRIWKHSODQ6RWKHUH
LV DQ RSSRUWXQLW\ WR FRQVLGHU WKH DEVHQFH LQ WKH
SODQQLQJ SURDFWLYH UHSODQQLQJ  %XW LW FRXOG DOVR
KDSSHQLQWKHPLGGOHRIDQRQJRLQJSODQDQGWKHUHIRUH
UHDFWLYH UHSODQQLQJ LV UHTXLUHG :H FRQVLGHU ERWK
FDVHVRISURDFWLYHDQGUHDFWLYHUHSODQQLQJKHUH
7KH DVVXPSWLRQ LV WKDW QR DGGLWLRQDO GHYHORSHU
ZRXOG EH DYDLODEOH DW WKH WLPH IRU UHSODFHPHQW
&RQVHTXHQWO\ WKH WDVNV IRUPHUO\ DVVLJQHG WR WKH
GHYHORSHUV EHLQJ DEVHQW QHHG WR EH GRQH E\ RWKHU
GHYHORSHUV 9HU\ OLNHO\ WKH ZKROH VWDIILQJSODQ QHHGV
WREHFKDQJHG+HUHLVWKHVXPPDU\RIWKLVVFHQDULR
x *LYHQ%DVHSODQGHYHORSHUVDEVHQWSHULRG
x 4XHVWLRQ +RZ WR GR UHVWDIILQJ LQ FDVH RI
SUHGLFWHG RU XQSUHGLFWHG DEVHQFH" :KDW¶V WKH
LPSDFWRIWKHDEVHQFH"

 'HFLVLRQVXSSRUWVFHQDULRUHYLVHG
HIIRUWVSHUWDVN
7KH WKLUG VFHQDULR LQYHVWLJDWHV WKH LPSDFW RI
FKDQJHG HIIRUWV IRU VRPH WDVNV 8QFHUWDLQW\ LQ HIIRUW
HVWLPDWLRQ DPRQJ RWKHUV UHVXOWV IURP WKH ODFN RI
GHWDLOHGNQRZOHGJHDERXWWKHWDVNVWREHGRQH7KLVLV
HVSHFLDOO\WUXHDWHDUO\VWDJHVRIWKHGHYHORSPHQW HJ
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)RUDJLYHQVHW)RIIHDWXUHVFRQVLGHUHGIRUWKHQH[W
UHOHDVHDVDUHVXOWRIVWUDWHJLFSODQQLQJWKHUDWLR

GXULQJGHVLJQ &RQVHTXHQWO\LWLVTXLWHFRPPRQ WKDW
HIIRUWHVWLPDWHVQHHGWREHDGMXVWHGLQWKHFRXUVHRIWKH
SURMHFW5HVWDIILQJWRDFFRPPRGDWHWKHVHFKDQJHVKDV
EHHQREVHUYHGEHLQJGLIILFXOW>@
$QRWKHU SRVVLEOH UHDVRQ WR UHYLVH WKH ZRUNORDGV
UHIHUV WR WKH VLWXDWLRQ WR DFFRPPRGDWH DQ DGGLWLRQDO
IHDWXUH LQ WKH PLGGOH RI DQ RQJRLQJ LPSOHPHQWDWLRQ
SKDVH 7KH TXHVWLRQ EHFRPHV WR ZKDW H[WHQW ZRXOG
WKLV DGGLWLRQDO IHDWXUH GHOD\ WKH HVWDEOLVKHG VFKHGXOH"
$QGZKDWDFWLRQVQHHGWREHWDNHQIRUWKDW"
7KHVXPPDU\RIWKLVVFHQDULRLVDVIROORZV
x *LYHQ L %DVHSODQDQG LL UHYLVHGHIIRUWVRIVRPH
IHDWXUHVRUFRPLQJRIQHZIHDWXUHV
x 4XHVWLRQ :KDW DFWLRQ VKRXOG EH WDNHQ WR
DFFRPPRGDWHFKDQJHLQDEHVWSRVVLEOHZD\"
x $VVXPSWLRQ1HZIHDWXUHVDUHVWULFWO\IRUFHGWREH
LPSOHPHQWHG

¨ PDNHVSDQ )[RSW PDNHVSDQ )[ 

GHVFULEHV WKH GHJUHH RI FKDQJH LQ SURMHFW GXUDWLRQ
REWDLQHG IURP DSSO\LQJ WKH RSWLPL]HG VWDIILQJ YHUVXV
WKH EDVHOLQH VWDIILQJ ¨   LQGLFDWHV D UHGXFWLRQ LQ
GXUDWLRQ

 &DVHVWXG\
:H GLG D FDVH VWXG\ IRU D VRIWZDUH GHYHORSPHQW
FRPSDQ\ QDPHG 'RXUDQ &R >@ 7KH\ XVH DQ
LWHUDWLYH GHYHORSPHQW SURFHVV ZKLFK LV D FXVWRPL]HG
YHUVLRQRI5DWLRQDO8QLILHG3URFHVV>@:HVHOHFWHGD
SDUW RI DQ RQJRLQJ SURMHFW ZKLFK KDG WZR LWHUDWLRQV
7KH SXUSRVH RI WKLV FDVH VWXG\ ZDV WR XQGHUVWDQG WKH
HIIHFWRISUHGLFWHGDQGXQSUHGLFWHGFKDQJHVGXULQJWKH
GHYHORSPHQWSURFHVVRQWKHWZRVROXWLRQDSSURDFKHVRI
6HFWLRQ
:H $VVXPH LPSOHPHQWDWLRQ RI D IHDWXUH UHTXLUHV
SHUIRUPLQJWKUHHWDVNVFDOOHGGHVLJQ FRGLQJDQG WHVW
(DFKIHDWXUHFDQRQO\EHRIIHUHGLIDOOWKHWKUHHUHODWHG
WDVNV DUH SHUIRUPHG 7KHUH DUH GHSHQGHQFLHV EHWZHHQ
WKH VWDUWLQJ GDWHV RI WDVNV RI WKH VDPH IHDWXUH ZKLFK
QHHG WR EH IXOILOOHG L  FRGLQJ FDQQRW VWDUW EHIRUH
GHVLJQ VWDUWV 6LPLODUO\ LL  WHVW FDQQRW VWDUW EHIRUH
FRGLQJ VWDUWV 7KHUH DUH VLPLODU GHSHQGHQFLHVEHWZHHQ
WKH HQG GDWHV LLL  FRGLQJ FDQQRW ILQLVK EHIRUH GHVLJQ
ILQLVKHVDQG LY WHVWFDQQRWILQLVKEHIRUHFRGLQJ
(DFK LWHUDWLRQ LV WKUHH ZHHNV ORQJ  EXVLQHVV
GD\V 7KHUHDUHIHDWXUHVDQGGHYHORSHUVDYDLODEOH
WR LPSOHPHQW WKHP 7KH WRWDO HIIRUW UHTXLUHG IRU
LPSOHPHQWLQJ DOO WKH IHDWXUHV LV  SHUVRQKRXUV
)HDWXUHVDQGGHWDLOHGHIIRUWVDUHDYDLODEOHLQ>@
+DYLQJWZRLWHUDWLRQV ZHHNVEXVLQHVVGD\VSHU
ZHHNDQGKRXUVSHUGD\ DQGGHYHORSHUVWKHWRWDO
DYDLODEOH KXPDQ UHVRXUFH LV  SHUVRQKRXUV 6LQFH
WKH WRWDO HIIRUW LV  SHUVRQ KRXUV WKH LWHUDWLRQ
VHHPVWREHIHDVLEOH%XWDVPHQWLRQHGEHIRUHLWKLJKO\
GHSHQGV RQ WKH SURGXFWLYLW\ RI WKH GHYHORSHUV $OVR
SUHFHGHQFH EHWZHHQ WDVNV LV DQRWKHU FRQVWUDLQW ZKLFK
PDNHV WKLV SUREOHP PRUH FRPSOLFDWHG 6R ZH FDQQRW
EH VXUH DERXW WKH IHDVLELOLW\ RI WKH SODQ XQOHVV ZH
FUHDWHLW
7R REWDLQ WKH SURGXFWLYLW\ RI WKH GHYHORSHUV ZH
XVHG $QDO\WLFDO +LHUDUFK\ 3URFHVV $+3  >@ 7KH
SDLUZLVH FRPSDULVRQV RI WKH GHYHORSHUV IRU WKH WKUHH
WDVNV ZHUH SURYLGHG E\ WKH SURMHFW PDQDJHU DW WKH
FRPSDQ\ EDVHG RQ WKH KLVWRULFDO GDWD DERXW WKH
SHUIRUPDQFH RI WKH GHYHORSHUV IRU GLIIHUHQW WDVNV7KH
UHVXOW RI WKH $+3 FRPSXWDWLRQV VKRZV WKH ZHLJKW RI
WKHGHYHORSHUVIRUHDFKWDVN(J 
   LV WKH ZHLJKW RI WKH  GHYHORSHUV IRU
GHVLJQ WDVN 7KH VXP RI WKHVH ZHLJKWV LV  DQG WKH
DYHUDJH LV  7R QRUPDOL]H WKHVH YDOXHV WR D

 'HFLVLRQVXSSRUWVFHQDULRKLULQJQHZ
VWDII
'HFLVLRQVXSSRUWIRUWKHVHOHFWLRQRIQHZVWDIIDQG
WKH VXEVHTXHQW MRE DVVLJQPHQW LV UDUH ([LVWLQJ
DSSURDFKHV DUH PDLQO\ EDVHG RQ VWDQGDUG GDWDEDVH
TXHULHV WKDW GR QRW WDFNOH WKH FRPSOH[LW\ RI WKH WDVN
DSSURSULDWHO\ 7KH UHDVRQ LV WKDW WKH\ IRFXV VROHO\ RQ
WKH ILWQHVV RI WKH SHUVRQ ZLWK WKH MRE QHJOHFWLQJ WKH
ILWQHVVRIWKHSHUVRQZLWKWKHWHDPZKLFKLVLPSRUWDQW
DVZHOO >@7KHILQDOVFHQDULRFRQVLGHUVWKHFDVHWKDW
IRU UHGXFLQJ WKH GXUDWLRQ RI WKH SURMHFW WKH SURMHFW
PDQDJHU FRQVLGHUV WR KLUH D QHZ GHYHORSHU WRMRLQ WKH
WHDP7RVXPPDUL]HWKLVVFHQDULR
x *LYHQ EDVH SODQ SURGXFWLYLW\ SURILOH RI WKH
FDQGLGDWHV
x 4XHVWLRQZKLFKFDQGLGDWHLVWKHPRVWVXLWHGIRUWKH
SURMHFW"

 6ROXWLRQDSSURDFK
$VVLJQLQJ PRVW FRPSHWHQW GHYHORSHUV WR
DSSURSULDWH WDVNV LV D FRPSOH[SURFHVV ,I WKLVSURFHVV
LV H[HFXWHG LQ DQDGKRFPDQQHUDQG VROHO\EDVHGRQ
LQWXLWLRQ WKHQ WKH OLNHO\ UHVXOWV ZLOO EH SRRU UHVRXUFH
XWLOL]DWLRQDQGVFKHGXOHRYHUUXQ>@
)RUWKHSXUSRVHRIWKLVUHVHDUFKZHKDYHH[WHQGHG
DQG
DSSOLHG
WKH
GHFLVLRQ
VXSSRUW
WRRO
5HOHDVH3ODQQHUDEOHWRVXSSRUWGHFLVLRQPDNLQJRQ
ERWK VWUDWHJLF DQG RSHUDWLRQDO OHYHO 7KH WRRO DSSOLHV
VSHFLDO SXUSRVH DOJRULWKPV IURP PDWKHPDWLFDO
RSWLPL]DWLRQ WR JHQHUDWH VROXWLRQV ZLWK SURYHQ GHJUHH
RI RSWLPDOLW\ >@ )RU DOO VFHQDULRV WKH VROXWLRQV
JDLQHG IURP WKH WRRO DUH FRPSDUHG ZLWK D EDVHOLQH
SODQ 7KH EDVHOLQH SODQ LV VKRZQ E\ [ DQG WKH
RSWLPL]HGSODQE\[RSW)RUWKHFDVHVWXG\SHUIRUPHGLQ
6HFWLRQWKHEDVHOLQHSODQUHSUHVHQWVWKHPDQXDOSODQ
JHQHUDWHG IURP DSSO\LQJ VRPH IRUP RI WKH JUHHG\
SODQQLQJWHFKQLTXH>@
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GLVWULEXWLRQDURXQGZHGHYLVHGWKHPE\+DYLQJ
GRQH WKLV SURFHVV IRU DOO WKH WDVNV WKH SURGXFWLYLW\
SURILOHRIWKHGHYHORSHUVLVFDOFXODWHGDV7DEOH

VWXG\ 7KH GXUDWLRQ RI WKLV SODQ LV  KRXUV +DYLQJ
KRXUVPD[LPXPGXUDWLRQWKLVSODQWDNHVKRXUV
DZHHNDQGKDOI ORQJHUWKDQZHHNVDQGREYLRXVO\LV
QRWIHDVLEOH
$OVRUHJDUGLQJWRWKHUHVRXUFHFRQVXPSWLRQKDYLQJ
 KRXUV GXUDWLRQ DQG ILYH GHYHORSHUV PHDQ
FRQVXPLQJ  SHUVRQKRXUV UHVRXUFH E\ WKH PDQXDO
SODQ &RQVLGHULQJ WKH  SHUVRQKRXUV DYDLODEOH
UHVRXUFHLQWKHSURMHFWWKLVSODQLVRYHUFRQVXPLQJWKH
UHVRXUFHVE\SHUVRQKRXUV
$V WKH VHFRQG VROXWLRQ DSSURDFK ZH UDQ WKH
FRPSXWDWLRQV XVLQJ 5HOHDVH3ODQQHU70 7KH RSWLPDO
VROXWLRQ KDG  KRXUV GXUDWLRQ DQG WKHUHIRUH 
SHUVRQKRXUV WRWDO UHVRXUFH FRQVXPSWLRQ 6R WKLV SODQ
LV VKRUWHU WKDQ WKH PDQXDO SODQ ¨    DQG LV
IHDVLEOH WRR ,W DOVR FRQVXPHV  SHUVRQKRXUV OHVV
KXPDQ UHVRXUFH ZKLFK LV D ORW RI VDYLQJ LQ WLPH DQG
EXGJHW
)LJXUH  VKRZV D SDUW RQO\ WZR IHDWXUHV  RI WKH
*DQWW FKDUW REWDLQHG IURP WKH WRRO IRU WKH RSWLPL]HG
SODQ7KLVPHDQVWRLOOXVWUDWHZKDWWKHSODQPHDQVDQG
KRZWKHWDVNSUHFHGHQFHUXOHVZRUN
,Q WKH IROORZLQJ VXEVHFWLRQV ZH DGGUHVV WKH IRXU
GHFLVLRQVXSSRUWVFHQDULRVLQWURGXFHGLQ6HFWLRQ

7DEOH
7DEOH'HYHORSHUV
'HYHORSHUV VNLOOSURILOH
VNLOOSURILOH

1DPH
'HY
'HY
'HY
'HY
'HY

'HVLJQ






&RGLQJ






7HVW







7KH FDVH VWXG\ LQFOXGHV FUHDWLQJ WKH EDVHOLQH SODQ
ZLWKERWKVROXWLRQDSSURDFKHVVWDWHGLQ6HFWLRQ DQG
WKHQ UHSODQQLQJ IRU HDFK VFHQDULR RI 6HFWLRQ  7KH
EDVHOLQH VWDIILQJ SODQ VHUYHV DV D UHIHUHQFH SRLQW 7KH
GXUDWLRQRIWKHSODQVDQG¨DUHXVHGIRUFRPSDULQJWKH
WZRSODQV

 6WDIILQJUHVXOWV
7KH VWDIILQJ DW 'RXUDQ FR LV EDVLFDOO\ EDVHG RQ D
*UHHG\OLNH DOJRULWKP ZLWKRXW FRQVLGHULQJ WKH
SURGXFWLYLW\ RI WKH GHYHORSHUV :H¶YH VLPXODWHG WKLV
PHWKRG DQG FUHDWHG WKH EDVHOLQH SODQ IRU RXU FDVH
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)LJXUH
)LJXUH3DUWRIWKHSODQFUHDWHGE\WKHVWDIILQJFRPSRQHQWRI
3DUWRIWKHSODQFUHDWHGE\WKHVWDIILQJFRPSRQHQWRI5HOHDVH3ODQQHU
WKHVWDIILQJFRPSRQHQWRI5HOHDVH3ODQQHU 

,PSURYHPHQWLQSODQ
GXUDWLRQ

 'HFLVLRQVXSSRUWVFHQDULRDQDO\VLVRI
FKDQJLQJSURGXFWLYLWLHV
7KH ILUVW UHSODQQLQJ VFHQDULR LV GHYRWHG WR
VWXG\LQJ WKH HIIHFW RI LPSURYHG SURGXFWLYLWLHV RI
GHYHORSHUV RQ WKH FUHDWHG EDVHOLQH SODQ :H DVVXPH
WKURXJK D WUDLQLQJ SURJUDP LW¶V SRVVLEOH WR LQFUHDVH
RQH VNLOO DPRQJ GHVLJQ FRGLQJ DQG WHVW  RI WKH
GHYHORSHUV E\  :H ZDQW WR VHOHFW WKH EHVW VNLOO
DQG ILQG LI WKLV SURJUDP SD\V RII 5HUXQQLQJ WKH
FRPSXWDWLRQVE\5HOHDVH3ODQQHU70IRUWKHVDPHVHWRI
IHDWXUHV DQG LPSURYHG SURGXFWLYLW\ RI GHYHORSHUV IRU
GHVLJQ FRGLQJ DQG WHVW WDVNV HDFK RQH VHSDUDWHO\ 
UHVXOWHG LQ QHZ SODQV ZLWK   DQG  KRXUV
GXUDWLRQUHVSHFWLYHO\6RWUDLQLQJWKHFRGLQJWDVNSD\V
RII PRUH WKDQ WKH RWKHUV 7KLV ZDV H[SHFWHG EXW WKH
PDLQ SRLQW KHUH LV WKDW LQFUHDVLQJ RQO\ WKH FRGLQJ
DELOLW\ RI WKH GHYHORSHUV E\  UHVXOWHG LQ 
UHGXFWLRQLQWKHRYHUDOOGXUDWLRQFRPSDUHGWRWKHILUVW
RSWLPL]HG SODQ 6R SURDFWLYH UHSODQQLQJ VKRZV KRZ
EHWWHU ZH FDQ JHW IURP WKH GHYHORSHUV EHIRUH VWDUWLQJ
WKHDFWXDOSODQ










,PSURYHPHQWLQFRGLQJ SURGXFWLYLW\



)LJXUH
)LJXUH6HQVLWLYLW\
6HQVLWLYLW\DQDO\VLVIRUFRGLQJSURGXFWLYLW\
SURGXFWLYLW\

6LQFH WKH SURGXFWLYLW\ RI WKH GHYHORSHUV SOD\V DQ
LPSRUWDQW UROH LQ WKH SODQQLQJ SURFHVV ZH¶YH GRQH
VHQVLWLYLW\ DQDO\VLV E\ YDU\LQJ WKHP IRU FRGLQJ WDVN
IURP  WR  RI WKH FXUUHQW VLWXDWLRQ DQG
PHDVXUHG LWV HIIHFW RQ WKH GXUDWLRQ IRU WKH RSWLPL]HG
VROXWLRQ$V )LJXUHLPSOLHVWKHUHODWLRQVKLSEHWZHHQ
LPSURYHPHQW LQ SODQ GXUDWLRQ DQG SURGXFWLYLW\ RI WKH
GHYHORSHUV LV QRQOLQHDU ,W LQFUHDVHV ZLWK D KLJKSDFH
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IURP  WR  LPSURYHPHQW LQ SURGXFWLYLW\ µµ
LPSURYHPHQWLQSURGXFWLYLW\PHDQVGHFUHDVLQJLWDQGµ
µ LPSURYHPHQW LQ SODQ GXUDWLRQ PHDQV WDNLQJ ORQJHU
FRPSDULQJ WR WKH EDVHOLQH SODQ  $IWHU WKLV SRLQW WKH
VOLS RI WKH LPSURYHPHQW GHFUHDVHV XQWLO WKH
LPSURYHPHQW LQ SURGXFWLYLW\ UHDFKHV  $IWHU WKLV
SRLQWWKHLPSURYHPHQWLQFUHDVHVZLWKDORZHUVOLS

RIWKHIHDWXUHVLVGRQHDQGFDXVHVWDVNFRGLQJRIHYHU\
IHDWXUH Q ZLWK HIIRUW Q FRGLQJ  !  WR WDNH 
ORQJHU 7KHVH DUH WKH IHDWXUHV ZKLFK DFFRUGLQJ WR WKH
ILUVW SODQ ZRXOG EH LPSOHPHQWHG LQ WKH VHFRQG
LWHUDWLRQ 5HDFWLYH UHSODQQLQJ UHVXOWHG LQ D QHZ SODQ
ZLWK  KRXUV GXUDWLRQ ZKLFK LV D IHDVLEOH SODQ YV
PDQXDOFRPSXWDWLRQVZLWKKRXUVGXUDWLRQ
$VVXPH ZH KDYHQ¶W GRQH WKH UHDFWLYH UHSODQQLQJ
DQG KDYH FRQWLQXHG ZLWK WKH ILUVW SODQ ZLWK WKH VDPH
WDVN DVVLJQPHQWV  7KHQ LW ZRXOG KDYH UHVXOWHG LQ D
SODQ ZLWK  KRXU GXUDWLRQ LQIHDVLEOH SODQ  IRU
RSWLPL]HGSODQYVIRUPDQXDO
)RU WKH VHFRQG FDVH ZH DGGHG WZR QHZ IHDWXUHV
ZLWK ZRUNORDG     HDFK $JDLQ DVVXPH WKLV
HYHQWKDSSHQVDWSRLQWW KRXUV VHSDUDWHIURPWKH
SUHYLRXVFDVH 5HDFWLYHUHSODQQLQJUHVXOWHGLQDQHZ
SODQZLWKKRXUVGXUDWLRQZKLFKLVDIHDVLEOHSODQ
0DQXDO VROXWLRQ FUHDWHV D SODQ ZLWK  KRXUV
GXUDWLRQ
$VVXPH ZH GRQ¶W UHSODQ DQG VLPSO\ MXVW DGG WKH
IHDWXUHV WR WKH HQG RI WKH SODQV 7KHQ WKH RSWLPL]HG
SODQ ZRXOG KDYH WDNHQ  KRXUV LQIHDVLEOH  DQG
PDQXDOSODQKRXUV

 'HFLVLRQVXSSRUWVFHQDULR
XQSUHGLFWHGDEVHQFHRIGHYHORSHUV
,QWKLVVFHQDULRWKHHIIHFWRIDEVHQFHRIGHYHORSHUV
LVEHLQJVWXGLHG:HDVVXPHGHYHORSHUVGHYDQGGHY
DUHQRWDYDLODEOHLQWKHSHULRGRI>@DQG>@
UHVSHFWLYHO\ :H FRQVLGHU WKH ERWK FDVHV RI SUHGLFWHG
DQGXQSUHGLFWHGDEVHQFHRIWKHVHGHYHORSHUV
8VLQJ WKH µ$EVHQFH 3HULRGV¶ IHDWXUH RI
5HOHDVH3ODQQHU70 ZH GHILQHG WKH SHULRGV RI DEVHQFH
DQG UHUDQ WKH FRPSXWDWLRQV 7KH QHZ SODQ KDG 
KRXUV GXUDWLRQ LH  SHUVRQKRXUV UHVRXUFH
FRQVXPSWLRQ0DQXDOUHSODQQLQJUHVXOWHGLQKRXUV
GXUDWLRQLQWKLVFDVH6RRSWLPL]HGUHSODQQLQJFUHDWHG
DIHDVLEOHSODQ ǻ  
,Q WKH FDVH RI DQ RQJRLQJ SODQ WKH VFHQDULR LV
GLIIHUHQW1RZWKHILUVWSODQKDVEHHQIROORZHGXSXQWLO
WKH SRLQW W  KRXUV :H SUHDVVLJQHG WKH ILUVW SODQ
XQWLO WKLV SRLQW LQ 5HOHDVH3ODQQHU70  DQG WKHQ UHUDQ
WKH FRPSXWDWLRQV ZLWK WKH ILUVW DEVHQFH SHULRG QRWH
WKDW ZH GRQ¶W NQRZ DERXW WKH VHFRQG RQH \HW 
7KHUHIRUH ZH DUH VLPXODWLQJ WKH UHDFWLYH UHSODQQLQJ
IRU WLPH W  KRXUV :H GLG WKH VDPH WKLQJ IRU SRLQW
W  ZKLFK GHYHORSHU GHY ZLOO EH XQDYDLODEOH %XW
WKLVWLPH ZHSUHDVVLJQHGWKHWDVNVEDVHGRQWKH QHZ
SODQUHVXOWHGDIWHUW 
5HSODQQLQJ DW WLPH W  UHVXOWHG LQ D QHZ SODQ
ZLWKKRXUVGXUDWLRQRUSHUVRQKRXUVUHVRXUFH
FRQVXPSWLRQ 6DPH WKLQJ ZLWK PDQXDO FRPSXWDWLRQV
UHVXOWVLQKRXUVGXUDWLRQ7KHHIIHFWRIXQSUHGLFWHG
DEVHQFH LV KLJKHU WKDQ WKH SUHGLFWHG RQH LQ RSWLPL]HG
VWDIILQJ   %XW LW¶V QHJOLJLEOH LQ WKH PDQXDO SODQ
 7KHUHDVRQLVPDQXDOSODQGRHVQ¶WFRQVLGHUWKH
DEVHQFH SHULRGV LQ WKH SODQQLQJ SURFHVV ZKLOH
RSWLPL]HG VWDIILQJ FUHDWHV D EHWWHU SODQ LI SHULRGV RI
DEVHQFHDUHNQRZQLQDGYDQFH
2QH PD\DVN ZKDWLI ZHGRQ¶WUHSODQDQGVWLFNWR
WKH FXUUHQW SODQ WKLV ZDV WKH FDVH KDSSHQLQJ LQ WKH
FRPSDQ\  :H FDOFXODWHG WKLV FDVH IRU ERWK VROXWLRQV
5HVXOWV VKRZKRXUGXUDWLRQIRURSWLPL]HGSODQ LW
ZRXOG KDYH EHHQ LQIHDVLEOH SODQ ZLWKRXW UHSODQQLQJ 
DQGIRUPDQXDO

 'HFLVLRQVXSSRUWVFHQDULRKLULQJQHZ
VWDII
,Q WKH SUHYLRXV VHFWLRQ WKH HIIHFW RI UHYLVHG
ZRUNORDGV ZDV GLVFXVVHG $VVXPH ERWK FDVHV UH
HVWLPDWLQJWKHHIIRUWVDQGDGGLQJQHZIHDWXUHV KDSSHQ
5HSODQQLQJUHVXOWVLQDSODQ ZLWKKRXUVGXUDWLRQ
ZKLFKLVLQIHDVLEOH6RWKHSURMHFWPDQDJHUKDVWRWDNH
DQ DFWLRQ WR PHHW WKH GHDGOLQH $VVXPH WKH SURMHFW
PDQDJHU GHFLGHV WR DGG D GHYHORSHU WR WKH WHDP DW
WLPH W  KRXUV  DQG WKHUH DUH WKUHH SRVVLEOH
FDQGLGDWHVHDFKRQHFDQRQO\KHOSLQRQHW\SHRIWDVN
6R WKH FDQGLGDWHV KDYH SURGXFWLYLW\ RI  IRU RQH WDVN
DQG  IRU WKH RWKHU WZR 7KH JRDO LV WR ILQG WKH EHVW
FDQGLGDWHZKRPLQLPL]HVWKHSODQGXUDWLRQ6RZHUH
SODQQHGDWSRLQWW WKUHHWLPHVHDFKWLPHZLWKRQH
FDQGLGDWH 7KH UHVXOWHG RSWLPL]HG SODQV IRU WKH WKUHH
FDQGLGDWHVKDGDQGKRXUGXUDWLRQ6RWKH
ILUVW WZR FDQGLGDWHV FDQ KHOS WKH SURMHFW LQ RUGHU WR
PHHWWKHKRXUVWLPHOLPLWZKLOHWKHODVWRQHFDQQRW

 &RQFOXVLRQDQGIXWXUHZRUN
,Q WKLV SDSHU ZH LQWURGXFHG WKH SUREOHP RI
SURDFWLYH DQG UHDFWLYH VWDIILQJ DQG LQYHVWLJDWHG IRXU
GHFLVLRQ VXSSRUW VFHQDULRV 7KH IRXU VFHQDULRV RI UH
SODQQLQJ JLYH LQVLJKW LQWR WKH SRVVLELOLWLHV WR
SURDFWLYHO\ RU UHDFWLYHO\ DGMXVW WR FKDQJHG SURMHFW
VLWXDWLRQ 7KH DQDO\VLV ZDV GRQH IURP WKH SHUVSHFWLYH
RI VWDIILQJ IRU VKRUWHVW RYHUDOO SURMHFW GXUDWLRQ RU
PLQLPL]LQJPDNHVSDQ 
)LJXUH VXPPDUL]HVWKHUHVXOWVRIWKHH[SHULPHQWV
GRQH LQ WKH FDVH VWXG\ PRUH GHWDLOV LQ >@  ,W

 'HFLVLRQVXSSRUWVFHQDULRUHYLVHG
HIIRUWVSHUWDVN
$V GLVFXVVHG LQ 6HFWLRQ  UHYLVLQJ WKH ZRUNORDG
PD\ KDSSHQ HLWKHU DV WKH UHVXOW RI UHHVWLPDWLRQ RI
HIIRUWVRUDGGLQJ RUUHPRYLQJ DQHZIHDWXUH$VVXPH
DWWKHWLPHW  DIWHUILUVWLWHUDWLRQ WKHUHHVWLPDWLRQ
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FRPSDUHV WKH UHDFWLYH PDQXDO WWKH FRPSDQ\¶V
DSSURDFK DQGSURDFWLYHRSWLPL]HG RXUUDSSURDFK 7KH
UHVXOWVVKRZWKDWSODQVFUHDWHGE\RSWLP
PL]DWLRQPHWKRG
DUH DOZD\V VKRUWHU WKDQ WKH PDQXDO RQHV $OVR UH
SODQQLQJ ZLWK HLWKHU VROXWLRQ  LV DOZ
ZD\V EHWWHU WKDQ
FRQWLQXLQJ ZLWK WKH RQJRLQJ SODQ 3URDFWLYH UH
SODQQLQJ EHIRUH VWDUWLQJ WKH SODQ KHOSVV WR PLWLJDWH WKH
SRWHQWLDO ULVNV WKDW PLJKW KDSSHHQ GXULQJ WKH
GHYHORSPHQW7KHUHLVDQDERXWWLLPHUHGXFWLRQLQ
FRPSDULQJUHDFWLYHUHSODQQLQJRIRSWLPL]HGSODQZLWK
PDQXDO µQRW UHSODQ¶ FDVH IRU DOO WKH UHSODQQLQJ
VFHQDULRV

>@ 5 . :\VRFNL (IIHFWLYHH VRIWZDUH SURMHFW
PDQDJHPHQW:LOH\
G(*UDQW([SORUDWRU\
>@ +6DFNPDQ:-(ULNVRQDQG
([SHULPHQWDO 6WXGLHV &RPSDULQ
QJ 2QOLQH DQG 2IIOLQH
3URJUDPPLQJ 3HUIRUPDQFH &R
RPPXQLFDWLRQV RI WKH
$&0  SS
*DUU\ $ VXPPDU\ RI
>@ - ' 9DOHWW DQG ) ( 0F*
VRIWZDUH PHDVXUHPHQW H[SHULHQFHV LQ WKH VRIWZDUH
QDO RI 6\VWHPV DQG
HQJLQHHULQJ ODERUDWRU\ -RXUQ
6RIWZDUH  SS
>@ 7 'H0DUFR DQG 7 /LVWHU 3HHRSOHZDUH 3URGXFWLYH
3URMHFWVDQG7HDPVQGHG'RUVHW+RXVH
>@ / &RQVWDQWLQH 7KH 3HRSOHZDUHH 3DSHUV 1RWHV RQ WKH
+XPDQ6LGHRI6RIWZDUH3UHQWLFFH+DOO
>@ 6 7 $FXQD 1 -XULVWR DQG
D
$ 0 0RUHQR
(PSKDVL]LQJ +XPDQ &DSDE
ELOLWLHV LQ 6RIWZDUH
'HYHORSPHQW,(((6RIWZDUH
  SS
>@ $ 1JR7KH * 5XKH ³$ 6\VVWHPDWLF $SSURDFK IRU
6ROYLQJ WKH :LFNHG 3UREOHP RI 6RIWZDUH 5HOHDVH
RO    SS 
3ODQQLQJ´ 6RIW &RPSXWLQJ 9R

>@ ZZZFRP/DVWDFFHVV0DUUFK
>@ 06YDKQEHUJ7*RUVFKHN5 )HOGW57RUNDU6%
6DOHHPDQG086KDILTXH$6\VWHPDWLF5HYLHZRQ
RGHOV ,QIRUPDWLRQ DQG
6WUDWHJLF 5HOHDVH 3ODQQLQJ 0R
6RIWZDUH7HFKQRORJ\9RO 

SS
>@ 0YDQGHQ$NNHU6%ULQNNHP
PSHU*'LHSHQDQG-
9HUVHQGDDO 6RIWZDUH 3URGXFFW 5HOHDVH 3ODQQLQJ
WKURXJK 2SWLPL]DWLRQ DQG :KDW,I $QDO\VLV
QRORJ\9RO  
,QIRUPDWLRQDQG6RIWZDUH7HFKQ
SS
5
DQG $ 6PLWK
>@ 3 .DSXU $ 1JR7KH * 5XKH
2SWLPL]HG 6WDIILQJ IRU 3URGX
XFW 5HOHDVHV DQG ,WV
$SSOLFDWLRQ DW &KDUWZHOO 7HFFKQRORJ\ -RXUQDO RI
6RIWZDUH0DLQWHQDQFHDQG(YROOXWLRQ9RO  
SS
>@ ( $OED DQG - ) &KLFDQ
QR 6RIWZDUH 3URMHFW
0DQDJHPHQW ZLWK *$¶V ,QIRUP
PDWLRQ 6FLHQFHV 9RO
  SS
G 0 +DUPDQ 6HDUFK
>@ * $QWRQLRO 0 ' 3HQWD DQG
%DVHG 7HFKQLTXHV $SSOLHG WR 2SWLPL]DWLRQ
2
RI 3URMHFW
3ODQQLQJ IRU D 0DVVLYH 0DLQWHQDQFH
0
3URMHFW
3URFHHGLQJV ,((( ,QWHUQDWLR
RQDO &RQIHUHQFH RQ
6RIWZDUH0DLQWHQDQFH,&60SS
>@ 0$:HVWDQG1$$OOHQ6HOHFWLQJIRUWHDPZRUN
,QWHUQDWLRQDO +DQGERRN RI 6HOHFWLRQ DQG $VVHVVPHQW
 SS
QLQJ±0HWKRGV7RROV
>@ *5XKH3URGXFW5HOHDVH3ODQQ
DQG$SSOLFDWLRQV&563UHVVDSSHDUVLQ-XQH
>@ 7 &RUPHQ & /HLVHUVRQ DQG =
= 5LYHVW ,QWURGXFWLRQ
WR $OJRULWKPV 0,7 3UHVV 
 &KDSWHU  *UHHG\
$OJRULWKPVS
>@ KWWSZZZGRXUDQFRP+RPH3DDJHDVS["/DQJ HQ86
>@ KWWSZZZLEPFRPVRIWZDUHHDZGWRROVUXS
>@ KWWSZZZXFDOJDU\FDaHOLYDQL6WDIILQJ6(.([OV
>@ 7/6DDW\7KH$QDO\WLF+LHUDUFK\3URFHVV3ODQQLQJ
RFDWLRQ 0F*UDZ+LOO
3ULRULW\ 6HWWLQJ 5HVRXUFH $OOR
1HZ<RUN
>@ $1JR7KH*5XKH2SWLPL]HHG5HVRXUFH$OORFDWLRQ
IRU 6RIWZDUH 5HOHDVH 3ODQQLQJ ,((( 7UDQVDFWLRQV RQ

SS
6RIWZDUH(QJLQHHULQJ9RO 


'XUDWLRQ KRXUV





0DQXDO



2SWLPL]HG





6FHQDULR



PDU\
)LJXUH
)LJXUH&DVHVWXG\VXPP
PDU\

7KHUH DUH VRPH FKDOOHQJHV LQQ WKH GHFLVLRQ
PRGHOOLQJ SURFHVV )RU H[DPSOH SURGGXFWLYLW\ RI WKH
GHYHORSHUV DQG ZRUNORDG RI WKH IHDWXXUHV QHHG WR EH
HVWLPDWHG ,Q WKLV UHVHDUFK ZH¶YH DSSSOLHG $QDO\WLFDO
+LHUDUFK\3URFHVV $+3 RQUHDOGDWD WRFUHDWHSUHFLVH
SURGXFWLYLWLHV 7KH EDVHOLQH SODQ FUHDDWHG E\ PDQXDO
VROXWLRQ LV DOPRVW LGHQWLFDO WR WKH RQQH XVHG E\ WKH
FRPSDQ\$OVRIRUWKHIRXUVFHQDULRVWWKHµQRWUHSODQ¶
DOWHUQDWLYHZDVDOZD\VFRPSXWHGWKDW UHIOHFWVWKHUHDO
PSDQ\ $OVR
FDVH KDSSHQLQJ LQ WKH FRP
5HOHDVH3ODQQHU KDV EHHQ XVHG LQ PDDQ\ FDVH VWXGLHV
DQGKDVSURYHQWRJHQHUDWHYDOLGVROXWLRRQVLQERWKFDVHV
RISODQQLQJDQGUHSODQQLQJZLWKFRQVWUUDLQWV>@
7KLVSDSHULOOXVWUDWHVVRPHRIWKHIHHDWXUHVWKDWVHHP
WR EH QHFHVVDU\ IRU D GHFLVLRQ VXSSSRUW V\VWHP IRU
SURMHFW VWDIILQJ )XUWKHU HPSLULFDO HYDOXDWLRQ LV
QHFHVVDU\WRGHPRQVWUDWHWKHXVHIXOQHVVVDQGVFDODELOLW\
RI WKH SURSRVHG DSSURDFK 7KH QH[W VWHS ZRXOG EH
H[WHQVLRQ RI WKH H[LVWLQJ WRRO 5HOHDDVH3ODQQHU WR
VXSSRUW ZKDWLI DQDO\VLV IRU VWDIILQQJ DQG EXLOWLQ
VHQVLWLYLW\DQGFRVWEHQHILWDQDO\VHV
1DWXUDO6FLHQFHV
$WWKHHQGZHZRXOGOLNHWRWKDQN1
DQG (QJLQHHULQJ 5HVHDUFK &RXQFLOO 16(5&  RI
&DQDGD IRU SDUWO\ VXSSRUWLQJ WKLV UHVHDUFK XQGHU
GLVFRYHU\ JUDQW QR:HDOVVRZRXOGOLNHWR
DSSUHFLDWH WHDP PHPEHUV RI 'RXUDQQ &R IRU WKHLU
VXSSRUWDQGDVVLVWDQFHZKHQUXQQLQJWKKHFDVHVWXG\

 5HIHUHQFHV
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ABSTRACT

The causes for the failure of complex IT projects
are well known in the computer industry.
Assessment of project risks typically include
metrics gauging team performance, stakeholder
commitments, schedule adherence, among
others. The process of obtaining an aggregated
delivery risk score for the project involves
assigning a score to each of the individual
dimensions and then aggregating the results
either linearly or through a more complex
aggregation function. The outcome is typically
an ordinal grade such as “A” through “D”
where “A” denotes a high performing project
while “D” denotes a poorly performing project.
Thus, project performance studies typically look
“backwards” at the historical trend of root
causes, as they evaluate “what went wrong.”
Furthermore, this measurement is quickly
outdated and the process of assigning scores to
project performance measurement can only
provide a point-in-time- measurement. Given the
overhead involved in repeating the assessment,
the process of evaluation is repeated once a
quarter or less frequently

1.

INTRODUCTION

Patterns of failure that emerge can be associated with
a number of root causes, many of which are well
known, such as: requirements creep, sudden changes
in scope/schedule changes or poor project
management practices. Most systems that provide
models of project risk are narrowly focused on
checklists, or include naive scoring systems. Some
systems generalize mitigation actions.
Typically found in these systems are delivery risk
metrics which are the result of aggregation and basic
computation on the following attributes:
¾ Are stakeholders are committed?
¾ Are business benefits being realized?
¾ Are Work and Schedule predictable ?
¾ Is the Team High Performing?
¾ Is the scope realistic and managed?
¾ Are risks being mitigated?
¾ Are delivery organization benefits being
realized?
A variant of such a measurement system is used by
most large enterprises which undertake many
complex projects simultaneously. The process of
obtaining an aggregated delivery risk score for the
project involves assigning a score to each of the
individual dimensions and then aggregating the
results either linearly or through a more complex
aggregation function. The outcome is typically an
ordinal grade such as “A” through “D” where “A”
denotes a high performing project while “D” denotes
a poorly performing project. The process of assigning
scores to individual keys is typically performed by a
certified risk management professional or project
manager. However, such performance measurement
can only provide a point in time measurement of
project performance that is quickly outdated.
Furthermore, the process of obtaining the risk
measurement is often labor intensive. Given the
overhead involved in repeating the assessment, the

We have developed a predictive algorithm which
gives the risk manager a score indicating the
likelihood of project success or failure before
the project begins. This opportunity allows us to
quantify the “odds” of the next troubled project,
thus supporting managers in effective risk
mitigation.
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process of evaluation is repeated once a quarter or
less frequently.

these techniques in most cases cannot identify why a
project may be troubled i.e., they can only serve as a
starting point for further investigation. The ability to
use the results of the analysis in a dispassionate
manner to start and cull IT projects is still a
contentious topic [11]. As Keil et al. [12] observe,
there is a strong bias in many organizations to
continue with IT projects even though financial
analysis indicates otherwise. Despite the intensive
research into models for project risk assessment and
management, there are still significant numbers of
large IT projects failing.

The purpose of our system is to provide a method for
using the data available before project inception to
predict the project’s performance as indicated by an
aggregate delivery risk score a short period (3 months
to a year) after the project goes into delivery. In our
prediction algorithms, we focus on the analysis of the
quantitative metrics collected at the project proposal
stages of an IT engagement to gain an early insight
into key patterns of trouble. The emphasis is on both
identifying a pattern of trouble early into the
engagement cycle, as well as gaining a quantitative
understanding of the scope of the problem during
development or delivery of service.

In addition to understanding the health status of a
project under development, we have demonstrated
that it is equally important to predict the likelihood of
project failure (or success) before the project begins at the project proposal stage. The advantages of our
IDI prediction are many. IDI predicts both “good”
and “poor” projects. Depending on the prediction,
this allows the user to take actions that may allow
more competitive pricing, or more client favorable
terms. This prediction also allows scarce resources to
be allocated in a prioritized manner before the project
begins. Risk and project managers may take actions
that will reduce risk prior to project inception.

The attributes used in our algorithms are derived
from a set of questions that leverage the experience
and intuition of risk managers. Our system essentially
quantifies ‘the odds’ of the next likely troubled or
successful project, and thus enables risk and project
managers to plan appropriately. Our method, called
Initial Delivery Index (IDI), has been deployed to
risk managers world wide for more than a year, and
the actions taken by risk managers in response to the
IDI predictions have positively influenced the
outcomes of projects.

3.
2.

METRICS AND STATISTICS

BACKGROUND
In this section, we introduce a few of the metrics that
we include in our data set, and particular attributes of
our classification model that are particularly
important to our risk managers. In this paper, we will
focus on the algorithms that analyze the bidding and
early phases of an IT engagement. We illustrate the
complexity of attributes and the information
produced by our classification models.

Software risk management is a well established
discipline [1, 2] that has generated continued
academic interest as the complexity and nature of the
software projects have evolved over time. Traditional
risk management techniques have been focused on
identifying and codifying best practices that prevent
or reduce the failure rate [3, 4, 5, 6, 7]. Large IT
organizations have assimilated many of these
findings in their risk management practice. However,
adopting these best practices does not guarantee that
risk is eliminated or even reduced to an acceptable
level – new software development models driven by
globalization, competition and an ever changing
software landscape throw up new patterns of trouble.

A number of risk assessment related activities are
conducted prior to project inception with an objective
of determining the risk entailed in delivery. These are
called our pre-engagement metrics. We collect a set
of 16 questions that are answered prior to project onboarding (inception). We then use a classification
algorithm to predict the value of the letter grade that
will be assigned to the project in the first few project
management reviews based on the answers to the
question set. Towards this end, we collect a
statistically representative set of historical data from
past projects that span a wide variety of geographies,
sectors, sizes and contract structures.

In recent literature, the trend towards a systems
approach to risk management, wherein statistical
techniques are used to classify and mine the project
metrics data, with a view to pro-actively learn the
new trends is gaining acceptance [8, 9, 10]. These
methods actively use the metrics collected during
traditional risk management reviews and then employ
techniques to derive models that describe the
relationship between the collected metrics and
eventual project outcomes. It is important to note that

The prediction model is based on a Bayesian decision
tree learning algorithm that has been modified to
improve the accuracy and precision when subject to

641

variability in input data. Decision trees provide an
effective means to predict outcomes that are
generated by a combination of factors, each of which
individually may not be strong predictors of the
outcome. Generating an optimal decision tree model
given a historical data set is a challenging
computational problem as one has to balance
precision, accuracy and robustness.

management reviews (PMR) during the project
lifecycle.
All inputs to IDI, except the project specific answer
to each of the 16 questions, are pre-determined based
on the past performance of projects within the
database. The database is refreshed and expanded
every 6 to 9 months. IDI is not a customizable
framework, but is a predictive tool.

The model once generated goes through a six-fold
cross validation to ensure that the model is not over
fitted and that the results can be reproduced in
practice. In addition to a predicted letter grade rating
for a project, we also provide an estimated
probability that the predicted grade will be realized.
This probability can be interpreted as a confidence
measure for the prediction.

The result of IDI is a prediction of future project
performance displayed in a fixed format. IDI predicts
that a project will have one of 4 project “health
check” ratings: A, B, C or D as defined below:
A:
Project is under control. Minor problems may
exist, but the Project Manager has an effective
plan in place to solve the problems. No major
existing or potential problems have been
identified.

There are several factors that distinguish our
approach from typical risk management approach:
(a) We use a set of questions, which not only
comprise questions that determine complexity or
nature of the project, but assess the risks entailed due
to the nature of the client relationship, the ability of
the delivery organization to assign resources to the
project on a timely basis, contract structure related
issues and past history from the dimensions of an
industry sector, technology or geography,
(b) We use objective statistical learning theoretic
measures to determine a predicted letter grade for the
project instead of choosing a simple heuristic like
averaging the answers to the questions,
(c) Each possible grade is assigned a probability by
the algorithm instead of making a single prediction
which helps ensures a measured response that is
proportional to the perceived risk and
(d) the questions themselves are calibrated to serve as
indicators of trouble-spots i.e., a higher score elevates
the delivery risk – thus they can be used in
conjunction with the risk assignment to identify
remedial actions for trouble spots.

B:
Project is currently under control. However,
existing or potential problems have been identified
which will require positive management attention
in order to keep the project under control.
C:
Significant problems currently exist which require
corrective plans. Probability exists for exceeding
estimates or budgets, customer dissatisfaction,
and/or limited financial exposure. Aggressive
management action is required to bring the
project under control.
D:
Major problems exist with definite, serious
financial exposure and/or customer
dissatisfaction.
The probability percentage of the prediction
occurring is also calculated and displayed, as
examples:

Another aspect of our system is its ability to
incorporate real time changes to the answers to the
questions, which can then be used in conjunction
with the analysis algorithm to generate an alert when
certain parameters, such as gross profit, go out of
bounds after project inception. Thus, the static
prediction obtained at project inception can be
tweaked in real time to respond to the dynamic
project situation.

In our system, IDI looks forward in time to predict
success or failure of a project, and is not based on
traditional “root cause” analysis. IDI is conducted
before the project is underway. We use this

The key decisions facilitated by this process include
the amount of contingency budget that is allocated to
the project and the frequency/composition of project
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information to predict the outcome of project
management reviews. The first project management
review is conducted and a letter grade is assigned
within 12 weeks after project inception. IDI is also
used to help make “no bid” or “do not proceed”
decisions regarding certain proposals.

¾

In the US and Canada over 2,000 project proposals
have had IDI applied. The effective accuracy has
ranged from 94% to 98% over the various
measurement periods.

that are factored into the IDI prediction of
the project’s potential risk, success, or
failure.
The risk assessment should be completed by
independent reviewers who are not directly
invested in the outcome of the project, so
that objective answers are obtained
regarding the potential risks.
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4. EXECUTIVE VIEWPOINT
IDI is breakthrough thinking in optimizing
operations. By channeling IBM Research
mathematic skills, and senior risk manager expertise
into analytics with feedback from actual results
enables leadership to make better and earlier
decisions in our client solutions. IDI, like other
portfolio and project predictive analytics that we have
implemented, adds value to the business by providing
headlights into potentially troubled projects early in
the process, allowing corrective actions to be taken.
Substantial sums over the last three have been
invested in troubled projects that could have been at
least partially avoided with enough early warning to
take actions.

7.

5. RECOMMENDATIONS
The following list summarizes important
considerations in using predictions to warn about the
likelihood of a troubled deal / project. They are:
¾ The set of survey questions asked need to be
concise with minimal time required to
complete. This will not only be more
acceptable to the user community, but is
likely to generate more reasonable models
for analysis – thus more accurate results.
¾ The types of questions asked at the proposal
stage should include various attributes that
allow all parties to fully understand the risk
areas involved. For example, IDI questions
probe into the framework of the intended
contract structure (including whether the
project will be based on Time & Materials
billing or on Fixed Price billing). IDI probes
into the maturity of the proposed solution.
IDI assesses the availability of skilled
resources. IDI examines if the deal is being
“rushed” and incorporates related risk
accordingly into the statistical equations.
¾ Like IDI, a project health prediction metric
should take into account the number of
iterations the proposal has gone through.
These are but a few of the considerations
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Abstract1

for the intended standardization can be enable detection
of errors in early design phases[1].
To define the syntax and semantics of the language of
AUTOSAR model, that is the AUTOSAR meta-model,
UML profile was defined in [2]. The profile describes
basic concepts that should be used when creating content
of the meta-model. The meta-model of software
components are described in [3]. However, the wellformedness rules of the meta-model were specified by a
natural language, so ambiguities of model constraints
allows an automotive engineer to make some errors in his
or her model.
In this paper, we propose the method and tool for
checking well-formedness rules to be used in an early
design phase. The AUTOSAR meta-model is provided by
the form of XML schema[4] and the user model from an
authoring tool is also expressed by XML files. Firstly, we
transformed AUTOSAR meta-model into AUTOSAR
EMF(Eclipse Modeling Framework)[5] model and then
translate the user XML file to the instance of the EMF
model. Secondly, we extract OCL(Object Constraint
Language)[6] constraints as well-formedness rules from
the specification document. Finally, the OCL constraints
are evaluated on the EMF instance corresponding to the
automotive software model.
This paper is organized as follows: background such as
OCL and EMF are provided in Section 2. Section 3 gives
a brief overview of AUTOCL tool and the explanation of
process for the extracting OCL constraints from
AUTOSAR templates and some problems for checking
OCL on an EMF instance which has tree like shape in the
implementation point of view. Finally, conclusions are
discussed in Section 4.

To overcome the increasing complexity of automotive
software, it is inevitable to employ a standardized
software platform. AUTOSAR, the automotive software
platform, was proposed and developed by the European
automotive industry. In the AUTOSAR documents, metamodels and its well-formedness rules were described by a
natural language, so modelers apt to violate constraints
of meta-model. In this paper, to help automotive
engineers to reduce mistakes during the design phase, we
propose the method of checking well-formedness rules
against AUTOSAR model with OCL evaluation.
Keywords : AUTOSAR, Meta-model, Well-formedness rule,
OCL, XML Schema, EMF.

1 Introduction
Traditionally, the software has played an auxiliary role
in automotive industry to support hardware products.
However the increasing demand for sophisticated features
in today’s vehicles has led to the development of complex
software and electronic system. To overcome the ever
increasing complexity of automotive software, it is
inevitable to employ a standardized software platform.
AUTOSAR(AUTomotive Open System Architecture) is
the well known automotive software platform from the
European automotive industry. AUTOSAR is a partnership of automotive manufacturers and suppliers working
together to develop and establish a de-facto open industry
standard for automotive architecture. The driving forces
This work was supported by the GRRC program of Gyeonggi
province.[200911921, Development of Secure Web Software
and Content Service Technology]
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AUTOSAR EMF model, and EMF instance,
corresponding to well-formedness rules, AUTOSAR
meta-model, and user model, respectively. OCL
constraints are extracted from Software Component
Template Specification which has many templates for
classes in AUTOSAR meta-model. AUTOSAR metamodel is provided by the form of XML Schema that can
be translated into EMF model. And the given user model
also is expressed by the form of XML file. To check the
user model’s well-formedness, we transform XML file
from user model into EMF instance using XML parsing
APIs.

2 OCL and EMF
The AUTOSAR meta-model is specified by UML class
diagrams. A UML class diagram is typically not refined
enough to provide all the relevant aspects of a
specification. There is a need to describe additional
constraints about the objects in the model. Such
constraints are often described in natural language.
Practice has shown that this will always result in
ambiguities. In order to write unambiguous constraints,
so-called formal languages have been developed. OCL is
a formal language used to describe expressions on UML
models. These expressions typically specify invariant
conditions that must hold for the system being modeled or
queries over objects described in a model.
Eclipse Modeling Framework (EMF) is an Eclipsebased modeling framework and code generation facility
for building tools and other applications based on a
structured data model. From a model specification
described in XMI, EMF provides tools and runtime
support to produce a set of Java classes for the model, a
set of adapter classes that enable viewing and commandbased editing of the model, and a basic editor. As shown
in figure 1, EMF unifies the three important technologies:
Java, XML, and UML. Most important of all, EMF
provides the foundation for interoperability with other
EMF-based tools and applications[5].

Figure 2. The overview of AUTOCL

3.1 Extracting Constraints from Templates
In the AUTOSAR SW-C(Software Component) Template
document, the meta-model is described by UML Class
diagrams and templates. For each class, one template is
provided like a figure 3 and figure 4.
With carefully reviewing the below template, we can
catch four syntactic constraints:
ཛG The type of provider is PPortPrototype.
ཛྷG The type of requester is RPortPrototype.
ཝG Assembly connector has exactly one provider and
exactly one requester.
ཞG The provider and the requester linked on the same
connector must reside in the same composition.

Figure 1. EMF unifies Java, XML, and UML
The Eclipse infrastructure for modeling is based on
EMF, with support for OCL 2.0 provided by the Model
Development Tools (MDT) project[7]. The combined
expressive power of Ecore and OCL allows capturing an
amount of constraints in a declarative manner. These
constraints as well-formedness rules cannot be checked
by XML Schema validation.

First three constraints are so trivial and can be checked
by XML Schema validation. However, in the case of the
last constraint, it is impossible to check its satisfaction
with XML validation technique. Therefore we have to
rewrite the constraint to an OCL expression to check the
validity of the well-formedness rule. When converting the
constraint to OCL, firstly the context of the expression is
indicated, and then according to the context, OCL
expression is written carefully like below.

3 Checking Well-Formedness Rules
AUTOCL is a well-formedness checking tool which is
Java plug-in developed with Eclipse RCP Ganymede. In
the figure 2, it has three inputs: OCL Constraints,
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Table 1 Results of examination
Type of constraints
Class inheritance relation
Type of properties
Multiplicity of properties
From classes’ description
Total

The number of constraints
118
181
181
40
520

3.2 Evaluating OCL expression on EMF Instance
Now, we explain some implementation features of our
tool. Because the AUTOCL is compliant to Model
Persistence Rules for XML[8], it is independent of the
change of AUTOSAR meta-model. Figure 5 describes the
model persistence rules for XML in the overall context.
The meta-levels of the AUTOSAR modeling approach
are described on the left side of the image. The syntax and
semantics of the language UML2.0 is described on the
meta-meta-level (M3), the AUTOSAR meta-model is a
UML model that defines the language for describing
AUTOSAR systems, and an AUTOSAR model is an
instance of the AUTOSAR meta-model.
The meta-levels of the XML language are described on
the right side of Figure 5. The W3C XML schema
specification defines how a W3C XML schema can be
defined. The AUTOSAR XML schema is a W3C XML
schema that defines the language for exchanging
AUTOSAR models. Finally an AUTOSAR XML
description describes the XML representation of an
AUTOSAR model.

Figure 3. A part of a meta-model in AUTOSAR SW-C

Figure 4. The template of Assembly Connector Prototype
context CompositionType inv inTheSameCp:
let Ass : Set(AssemblyConnector) =
self.connector->select(k|k.oclIsKindOf
(AssemblyConnector))
in
Ass -> forAll(s|
self.component->exists(c|c.type.port->
includes(s.provider))
and
self.component->exists(c|c.type.port->
includes(s.request))
)

Figure 5. Context of Model Persistence Rules of XML

Examining the SW-C Template document, we can find
520 syntactic constraints from 118 classes in the metamodels. Table 1 show results of our examination for the
SW-C Template. About 40 constraints from classes’
description, after cautiously reviewing those constraints,
we can conclude that only 17 among 40 constraints need
to be converted to OCL expression, and 12 constraints of
the rest could be checked XML Schema validation, and
11 constraints are semantic constraints which cannot be
dealt with our method yet.

For OCL evaluation in AUTOCL, the naming of OCL
expressions is changed on accordance of the AUTOSAR
XML schema which is written in upper-case letters. In
order to increase the readability of the XML names,
hyphens are inserted in the XML names which separate
parts of the names. Below example shows the translation
of the UML names to XML names:
TestECUClass12ADC o TEST-ECU-CLASS-12-ADC
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If the default mapping is not suitable, the XML name
can be explicitly defined by specifying the tagged value
‘xml.name’ for the corresponding UML model element.
And the EMF instance generated by user model which is
XML file has the Tree-like Structure in AUTOCL,, while
the interpretation of an OCL expression is based on graph
structure. To overcome this problem we use linking
method.
References between meta-classes are represented
through XML-elements suffixed by <….-REF> or <…TREF>. Referenced XML-descriptions must define a
<SHORT-NAME> which must be unique within its
namespace. The referencing mechanism via <SHORTNAMES> doesn’t require all referenced elements to be
available in one document. Furthermore the <SHORTNAME> referencing mechanism provides the concept of
namespaces. Therefore the value of <SHORT-NAME> is
not required to be globally unique and “speaking
identifiers” can be used. Thus a XML-description can be
referenced by specifying an absolute path. Absolute paths
are composed of sequences of <SHORT-NAME>s
separated by “/”. The following rules apply to SHORTNAME paths used in AUTOSAR:
1) An absolute path is calculated by collecting the
SHORT-NAMES of the model.
2) Absolute paths begin with the character “/”.
3) No relative paths are allowed.
Figure 6 shows a simple example and their XML
representation of reference between class D and the
abstract class B.

// o is the current object
// q is a queue storing values of SHORT NAME
Object refer(Object o, Queue<String> q){
if(q.size()==0) return o;
String shortName = q.pick();
o = searchObject(o, shortName);
o = refer(o, q);
return o;
}

4 Conclusions
AUTOSAR is an open and standardized automotive
software architecture, jointly developed by automobile
manufacturers, suppliers and tool developers. Many tools
which are compliant with AUTOSAR are developed[9].
One of main functionality of these tools is checking
whether user model is compliant to AUTOSAR metamodel or not, but, to the best of our knowledge, no OCL
syntax checker was made. OCL has enough expressiveness power to represent well-formedness rules that cannot
be checked with XML Schema validation. To build more
accurate model, this kind of syntax checker is needed.
AUTOCL has three important benefits: first, it can
interact with almost all AUTOSAR modeling tool
because it is developed as Eclipse plug-in using EMF and
its input as user model is XML file. Second, due to its
compliance with Model Persistence Rules for XML, it is
not influenced from any changes of AUTOSAR metamodel. Finally, because the traceability between extracted
OCL constraints and the specification document are
obvious, it is ease to manage the changeability of
constraints.
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al. indicates that an efficient development process
consists of activities where an implementation can be
smoothly derivable from a specification, reducing the
chances of errors occurring in the implementation [3].

Abstract
Software development is evolutionary in nature.
One suggested approach is to incrementally evolve
specifications into implementation by intertwining
implementation with specifications.
This paper
presents an evolutionary method by intertwining
RealSpec real-time specifications and corresponding C
programming implementation that supports joint
execution of specifications and intertwined program
code.

This paper describes a method for evolutionary
software development using RealSpec by intertwining
RealSpec real-time specifications and corresponding C
code that can be jointly executed. The remainder of the
paper is organized in the following sections. Section 2
provides an overview of the RealSpec real-time
specification language.
Section 3 discusses
intertwining concepts. Section 4 presents intertwined
compilation process.
Section 5 demonstrates an
example. Section 6 compares related work. Section 7
summarizes the paper.

1. Introduction
In their research of twenty nine companies,
MacCormack, et al. analyzed the data from completed
projects and identified that successful development was
evolutionary in nature [1]. Companies first would
release a low-functionality version of a product to
selected customers at an early stage of development
which would then evolve iteratively based on
customers' feedback. Although the evolutionary model
has been around for several years, MacCormack, et al.
demonstrated with strong data that there is a connection
between the practices that support the model and the
quality of the resulting product [1].

2. RealSpec Specification Language
RealSpec [4, 5, 6] is a declarative and executable
specification language for specifying real-time and
concurrent software systems.
The statements in a
RealSpec specification are equations defining streams
and filters. For example, the following RealSpec
specification defines x (the output) to be the data
stream <1, 2, 3, 4, 5,…> at time index <t0,
t1, t2, t3, t4,…>, respectively, an infinitely
varying sequence:

Swartout and Balzer pointed out that since the
developed systems use physical devices that have
limitations, these limitations introduce either a
restriction that limits the domain of input or introduce
the possibility of error [2]. Another issue is that the
developers are unable to foresee all the implications
and interactions in complex systems that are usually
exposed during implementation. As such, Swartout
and Balzer proposed an approach of intertwining
implementation with specification [2]. Minkowitz, et

x
where {
x = 1 fby x+1;
}

In the above specification, the binary operator fby
(followed by) provides abstract iteration over
sequences.
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output data is achieved. For example, for a RealSpec
dataflow specification that outputs the 10th
approximation to an input number n’s square root:

A RealSpec specification starts with a system
construct that provides a context for the rest of the
specification.
system s {
resources { … }
processes { … }
functions { … }
}

aprx asa c eq 10
where {
aprx = 1 fby (aprx + first n/aprx)/2;
c = 1 fby c+1;
}

A process object is defined using a process
construct. The functions in a process are declarative
assertions. All of the functions of a process execute
simultaneously and synchronously. A process has a
single execution thread by default, but may have as
many threads as possible, defined as part of a process
definition. In the example below, x gets the value of
x+1 if the executing thread is th1, indicated by the
property pid, otherwise x gets the value of x*2.

The corresponding C function may be as follows:
void calcApprox()
{
…
while(1) {
aprx = 1.0;
scanf(“%d”, &n);
for(int c = 0; c < 10; c++) {
aprx = (aprx + n/aprx)/2.0;
}
printf(“%f\n”, aprx);
}
}

process p() threads th1, th2 {
x
where {
x = 1 fby if pid == 0 then x+1
else x*2;
}
}

Both the RealSpec specification and the
corresponding C program would be accepting a series
of input numbers, and outputting the 10th
approximation of their square roots.
Hence,
intertwining C programming based modules with
RealSpec’s dataflow modules can be achieved at the
module level.

The processes communicate with each other via
message passing by using a pair of send and receive
thread functions.
process p1() {
… p2.send(data) @tout 50 us; …
}
process p2() {
… x = p1.receive() @tout 75 us; …
}

4. Intertwined Compilation
The intertwined compilation of RealSpec
specifications with C code requires the following
considerations for the RealSpec compiler: (a) a
mechanism to indicate to the compiler intertwined code
segments versus specification segments, (b) code
requirements for the developer based on the eCos
model to ensure code replaced by the developer is
consistent with the code generated by the compiler, and
(c) a mechanism to supply missing parse tree
information to the compiler related to the replaced code
for code generation.

The RealSpec compiler has a two stage compile
process. A RealSpec specification is first compiled
into an equivalent C code. The generated C code is
then compiled for an Intel architecture based embedded
platform running the Embedded Configurable
Operating System (eCos) 3.0 RTOS [7].

3. Intertwining Concepts
In order to support the evolutionary development
process, RealSpec’s dataflow and C language’s control
flow models need to work in an intertwined manner.
From a functional standpoint, the two models are
similar in that both map a set of input data to output
data. The difference is in the way output is computed
from a given set of input. In the case of the dataflow
model, the input data flows through a set of fixed
functional nodes that transform the data until the final
output is achieved. In the case of control flow, the data
remains in fixed storage locations where command
control flows through various storage locations
updating and transforming the stored data until the final

Code and Specification Segments: The intertwined
code and data segments are indicated to the compiler
by adding C code in special enclosure sections. The
RealSpec compiler takes the C code and declarations
within the enclosures and copies the code as is into the
generated target output C language file.
Code Replacement Requirements: Implementation
code is expected to follow the eCos model with some
of the following requirements:
Each process or resource construct replaced with
corresponding code needs to have the following:
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producer; consumer;

o A RealSpec process or resource specific C
struct needs to be defined with predefined
process or resource variables, as well as any user
defined variables.

}
}
process producer() {
int in;
consumer.send(in)
where { n = 1 fby in+1; }
}
process consumer() {
producer.receive();
}

o A global instance of the RealSpec process or
resource specific C struct needs to be declared.
o

An initialization function for the RealSpec
construct needs to be defined that should initialize
construct variables as defined in the construct
structure as well as create a message box for interprocess communication.

Assume that the first step in the development
process is that the consumer process is replaced with its
corresponding code.
The resulting intertwined
specification and code along with the map file may be
as follows using the rules outlined in the previous
section:

o If the replaced construct is a process construct,
then a main function for the process needs to be
defined that is based on the RealSpec process
definition.

declaration_section {
struct consumer_struct {
int priority, pid;
float stime, etime;
cyg_handle_t mbox_handle;
cyg_mbox mbox;
};
struct consumer_struct consumer_instance;

The system construct replaced with corresponding
code needs to have the following:
o

o

Thread specific global variables need to be
declared in the declaration_section for
each process construct.

}
system sys {
processes { producer; consumer; }
}

An eCos required application specific main
function, cyg_user_start(), needs to be
defined that is called by eCos. This function calls
the initialization functions for each process and/or
resource construct in the specification, as well as
creates and starts eCos threads for each RealSpec
thread.

process producer() {
int in;
consumer.send(in)
where { in = 1 fby in+1; }
}
code_section {
void consumer_init()
{
consumer_instance.pid = 0;
cyg_mbox_create(
&consumer_instance.mbox_handle,
&consumer_instance.mbox);
}
void consumer_func1()
{
int* result = 0;
while(1) {
result = (int*)cyg_mbox_get(
consumer_instance.mbox_handle);
if(result) {
printf("consumer: %d\n",*result);
}
else {
printf("consumer: no result\n");
}
}
}
}

o All resources declared within the resources
block need to be globally declared in the
declaration_section.
o If the abort function is defined in the system
construct, then a corresponding function needs to
be implemented as an eCos application exception
handler.
Map File for Missing Parse Tree Information: An
implementation map file is created to supply missing
parse tree information to the code generator for the
RealSpec constructs converted into implementation
code in the intertwined system. The map file consists
of pairs of keywords and values for various types of
information needed by the code generator.

5. An Intertwined Example

producer.im:
PROCESS_CONSTRUCT = consumer;
MAIN_FUNC(consumer) = consumer_func1;

This section uses the following producer-consumer
example to demonstrate the intertwined development
process.

In the following increments, the producer process
and the system construct may also be replaced with its
corresponding code. The declaration and code section

system sys {
processes {
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[3] C. Minkowitz, D. Rann, and J. H. Turner, “A C++
Library for Implementing Specifications,” Proc. of the
1995 Workshop on Industrial-Strength Formal
Specification Techniques, Apr 5-8, 1995, pp. 61-75.

markers can be removed. The map file is also not
needed as well.

6. Comparative Analysis

[4] A. A. Khwaja and J. E. Urban, “RealSpec: An
Executable Specification Language for Prototyping
Concurrent Systems,” Proc. of the 19th IEEE/IFIP Intl.
Symp. on Rapid System Prototyping, Jun 2-5, 2008, pp.
3-9.

The intertwined development approach may be
evaluated using the following criteria: (a) joint
execution of intertwined specification and code should
be possible, (b) clear distinction of intertwined code
from specification without blurring into each other, and
(c) real-time features support.

[5] A. A. Khwaja and J. E. Urban, “RealSpec: An
Executable Specification Language for Modeling
Resources,” Proc. of the 20 th Intl. Conf. on Software
Eng. and Knowledge Eng. (SEKE 2008), Jul 1-3, 2008,
pp. 97-102.

IRPE [8] and Choppy’s framework [9] provide true
intertwining of implementation with specification
where algebraic specifications are progressively
replaced with implementation modules allowing mixed
evaluation at each step. Both of these approaches also
provide a clear demarcation between specification and
implementation by using corresponding notations.
However, both of these specification languages do not
support real-time features. Gist [10], Estelle [11],
LOTOS [12], MHSC [13], and SpecCharts [14] allow
incremental refinement of specifications, but no direct
implementation intertwining is supported. Estelle,
LOTOS, MHSC, and SpecCharts, however, do support
some form of real-time capability. Gypsy [15] and
C++ Spec. Library [3] methods are really programming
languages with some form of specification support in
the form of assertions. RealSpec, on the other hand,
provides full support for all three criteria.

[6] A. A. Khwaja and J. E. Urban, “Timing, Precedence,
and Resource Constraints in the RealSpec Real-Time
Specification Language,” Proc. of the 2008 IASTED
Intl. Conf. on Software Eng. and Applications, Nov 1618, 2008, pp. 192-198.
[7] A. J. Massa, Embedded Software with eCos, Prentice
Hall, New Jersey, 2003.
[8] M. B. Ozcan and J. Siddiqi, “Interchanging
Specifications and Implementations in Evolutionary
Prototyping,” Software – Practice and Experience, Vol.
26, No. 9, Sept 1996, pp. 999-1023.
[9] C. Choppy and S. Kaplan, “Mixing Abstract and
Concrete Modules: Specification, Development and
Prototyping,” Proc. of the 12 th Intl. Conf. on Software
Eng., Mar 26-30, 1990, pp. 173-184.
[10] M. S. Feather, “Language Support for the Specification
and Development of Composite Systems,” ACM Trans.
on Programming Lang. and Sys. (TOPLAS), Vol. 9, No.
2, Mar 1987, pp. 198-234.

7. Summary
The paper presented an evolutionary development
approach by intertwining C code with RealSpec realtime specifications. Intertwining between dataflow and
control flow models was achieved at the module level.
Various rules were presented to convert RealSpec
specifications incrementally into eCos based C code.
A producer-consumer example was used to
demonstrate the applicability of the concepts. Future
directions of the research include language and
processor advancements.
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threads that make the platform or middleware difficult to
manage those threads – eventually all the resources may
be dried. On the other hand, all the same cycle-timed
components may be executed by just one thread, but the
thread may not execute all the components within a cycle
time. Even though each reasonable number of same
cycle-timed components can be assigned to each different
thread, this also may meet a problem if some of the
components take more processing time than the cycle
time.
The Open Platform for Robotic Service (OPRoS)
[Song08] that is a container-based component execution
engine takes a policy that assigns all the same cycle-timed
components to a thread, referred to as a component
executor. This policy was decided and implemented
before a project for self-managing component executor
started, so the policy could not be changed. When some
components assigned to a component executor take too
much time to process, other components executed by the
same component executor cannot be executed within the
cycle time. Sometimes this may lead the OPRoS
component execution engine to a critical failure. Even
though there is no fault [Torres-Pomales00] in a
component or OPRoS component execution engine, the
application may come across a failure.

Abstract
This paper describes a self-managing mechanism for
failed component executors in a component execution
engine for robot applications. Each component executor
for robot applications should execute all the assigned
components periodically within a defined cycle time. A
component executor falls into a failure if it does not meet
the cycle time requirements for the assigned components.
To handle the failures of component executors, this paper
describes the design of a self-managing mechanism,
which includes detection and self-managing algorithms.
The designed self-managing mechanism is implemented
as a prototype before it is integrated with a component
execution engine. The performance of the algorithms has
been analyzed using the prototype.

1. Introduction
One of robot application domain features is that many
components in robot application systems need to be
executed periodically in order to capture robot
environmental situation using multiple sensors and to
respond to the sensed input using several actuators. As a
number of different robot applications run together, more
components come to have the same cycle time to be
executed periodically. However, the execution time of
each component is unknown because it varies depending
on different platforms to run the component, devices and
actuators interacted with the component, or its dependent
components. Robot application developers can define
only the required cycle time of components for robot
applications if a component needs to be executed
periodically.
Under the circumstances of uncertain execution times
of components, how many same cycle-timed components
are assigned to a thread would be a policy to be
determined in the platform or middleware to run robot
application components. All the components with the
same cycle time may be assigned to each different thread
to execute, but this approach may generate too many

2. Related Work
Considerable researches have been suggested to selfheal or self-manage [IBM03, Kramer07] failures of
components or systems. Some approaches [Oriezy99,
Dashofy02, Garlan03, Kim04] use the software
architecture for self-healing software systems in which
the knowledge of self-healing, separated from the
application system, is encapsulated in the centralized
software architecture. The self-healing mechanism is
performed at the level of centralized software
architecture. In some approaches [Shin05, Shin09], the
knowledge of self-management is localized in each
component and connector between the components. The
self-managing mechanism is performed by each localized
component and connector between the components.
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Several works have been done in the field of robotics
for component-based robot software development.
Robotic Technology Component (RTC) [OMG06] is the
OMG (Object Management Group) robot software
component model, which can introspect components,
ports, and connections between ports at runtime. Open
Robot Control Software (OROCOS) [Soetens07] is
initiated with an open source project for robot control
software development, allowing application designers to
build highly configurable and interactive componentbased real-time control applications. Middleware for
Autonomous Mobile Robots (MIRO) [Enderle01] is a
distributed object-oriented framework for mobile robot
control using CORBA (Common Object Request Broker
Architecture) technology. It does not support real-time
application development, but supports distributed
computing and parallel processing. Open Platform for
Robotic Service (OPRoS) [Song08] is a platform for
network based intelligent robots, which provides a
software component model for supporting reusability and
compatibility of the robot software component in the
heterogeneous communication network. However, these
approaches for component-based robot software
development do not have clear capabilities for selfmanaging failures.
One of the earlier works related to self-management of
component executors in this paper is the process
migration [Smith01] implemented in operating systems
over a distributed system environment. A process is
migrated from one overloaded machine (system) to
another machine (system) that has fewer loads. This
approach helps in load balancing and increases efficiency.
During the migration, the process does not execute,
resuming the execution only after the migration is
completed. Process migration focuses on prevention of
process failure by means of load balance between
distributed processes, whereas our approach recovers
failed component executors (threads) executing
components for robot applications.

service layer, and the monitor and executor repair
manager in the self-management layer. The monitor is
composed of the monitor listener and monitor handler
detecting executors violating the cycle time requirements,
whereas the executor repair manager self-manages failed
executors:
x Executor Monitor Listener. The Executor Monitor
Listener receives notification messages from the
executors and extracts component execution
information from the messages. A component
executed by an executor is compared with the current
component of the executor in the Time Table that is
constructed from the Component Sequence Table.
The Component Sequence Table has a list of all the
executors and the components assigned to each
executor.
x Executor Monitor Handler. The Executor Monitor
Handler periodically scans the Time Table for
detecting any cycle time violations of executors. A
violation is found when the total execution time for
all the components assigned to an executor is more
than the cycle time.
x Executor Repair Manager. Upon the notification
from the Executor Monitor Handler, the Executor
Repair Manager splits the components in the failed
executor to a new executor based on the selfmanagement policy for the OPRoS component
execution engine. Failed executors are self-managed
sequentially in an order that failures in executors are
detected by the Executor Monitor Handler.
Service Layer

Component
(50ms)

execute

Executor 1

failure

Component
(100ms)

Message
Queue

Executor 2

Check & detect failure

Executor
Monitor Handler

split components

failure
isolation

failure
recovery

3.1 Software Architecture for Self-Managing
Executors
The software architecture for self-managing executors
in the OPRoS component execution engine is designed as
a layered software architecture, structured into the
service layer and self-management layer. The service
layer contains executors processing components
periodically within the defined cycle times, whereas the
self-management layer monitors and self-manages
failures of the executors. Figure 1 depicts executors in the
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3. Design of Self-Managing Mechanism for
Executor
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executor_id
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start_time
current_component
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component_list

Figure 1. Software Architecture for Self-Management
of Executors

3.2 Self-Managing Mechanism for Executors
Each executor is monitored to detect the cycle time
violation of components executed with the same cycle
time, and any violation is self-managed in the next cycle
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time. When an executor finishes processing a component,
it notifies the monitor that checks whether the
components assigned to the executor can be finished
completely within the cycle time. If an executor does not
finish processing all the assigned components within a
cycle time, the components assigned to the executor are
split and reassigned to a new executor.
The self-management policy for the OPRoS
component execution engine addresses how a failed
executor is self-managed in terms of split of components
assigned to a failed executor. An executor executes the
components periodically in a sequential order assigned to
the executor. An executor may meet a failure either at the
first component whose execution time exceeds the cycle
time or at the middle of component sequence at which the
sum of execution times of executed components is greater
than the cycle time.
When the execution time of the first component of an
executor is over the cycle time, the thread assigned to the
component by the executor is preempted and the
component is isolated from the other components of the
executor. The isolated component is assigned to a new
executor so that it is executed using the thread of the new
executor again. The remaining components are executed
by the current executor.
When an executor meets a failure at a component
(referred to as a failed component) in the middle of the
component sequence, all the components before the failed
component are split from the other components of the
failed executor and are assigned to a new executor. It is
guaranteed that the components assigned to a new
executor are successfully executed within their cycle
times periodically. This is because the total execution
time of those components is less than the cycle time. The
remaining components including the failed component are
still executed by the current executor. The failed
component is not preempted because the failed
component itself may finish its execution within the cycle
time. The detection of failure is based on the sum of
execution times of components from the first component
to the failed component in the component sequence, but it
is not only on the execution time of the failed component.

in the Executor Monitor Handler and Executor Repair
Manager work as designed.
As the detection algorithm in the Executor Monitor
Handler continues to run, it judges falsely a normal
executor as a failed executor before the normal executor
fails to execute all the assigned components. This type
error of the detection may result from several factors,
such as the total number of executors running at the same
time, the cycle time of each executor, the duration
between the finishing time of executing all the
components assigned to an executor in a cycle and the
next cycle starting time, and machine speed to run the
algorithm. However, our detection algorithm determines
failures by means of only comparison between the current
time and each cycle starting time of executors.
Figure 2 depicts the analysis results with just one
executor, which executes five same cycle-timed
components at two different cycle times (that is, 120 ms
and 150 ms). This test has been carried out for 10 minutes
(600,000 ms) in the same machine that has Intel Core 2
Duo T6400 with 2GHz and 3GB SDRAM. Each line in
Figure 2 represents the times of splitting an executor to
two executors when an executor meets a false failure. The
percentages below the lines present the ratio of total
execution time of five components to a cycle time for an
executor. The 150 ms cycle-timed executor fails only at
85% and 90% ratios, whereas the 120 ms cycle-timed
executor fails at 75%, 80%, 85% and 90%. We have also
tested a 180 ms cycle-timed executor under the same
condition. In this case, the executor does not meet a false
failure within 10 minutes. Figure 2 indicates that the split
time of an executor is affected by both the cycle time and
the ratio of total execution time of components to the
cycle time. The bigger the ratio of total execution time of
components to a cycle time is, the earlier a split occurs.
Given the same ratio of total execution time to a cycle
time, a split takes place earlier as the cycle time of an
executor is shorter.

4. Analysis of Self-managing Mechanism
A prototype for self-managing executors has been
developed before the self-managing mechanism is
integrated with the OPRoS component execution engine.
The prototype is implemented in C++ programming
language with the Boost library, which provides classes
for creating and managing threads. The performance of
self-managing mechanism developed in this paper is
evaluated using the prototype so as to know how correctly
the detection and self-managing algorithms encapsulated

Figure 2. Analysis of Self-Managing Mechanism with
one Executor
The number of executors running at the same time
affects the performance of self-managing mechanism.
Figure 3 depicts the split times of the shortest cycle-timed
executor when five executors, each of which executes
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five components, run together. In this test, given the fixed
cycle times (1000 ms, 400 ms, 300 ms, and 200 ms) to
four executors, only one executor has its different cycle
times (120 ms, 150 ms, and 180 ms) per each test. Also
the cycle time of each shortest cycle-timed executor and
the total execution time of components assigned to the
executor are the same as the first analysis in Figure 2. The
comparison between Figures 2 and 3 indicates that, given
the same ratio of total component execution time to a
cycle time, the same cycle-timed (e.g., 120 ms) executor
in Figure 3 splits earlier than that in Figure 2 as the
number of executors increases.
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distributed, heterogeneous, and highly dynamic. Agent
technology is thus ideally suited to this context.

Abstract- Communication between services requires a
common vocabulary to allow reliable exchange of
information. However services are evolving independently
and their ontologies evolve too. The existing distributed
ontology evolution approaches are not scaled to dynamic
environments like Semantic Web service architecture. As the
distributed system grows in size, the complexity of ontology
change management increases, especially if the ontologies are
heterogeneous. In this paper, a new approach is proposed to
manage ontology evolution in distributed architecture. Our
proposal consists of a set of collaborative agents which
dynamically manage different ontologies and their mapping.

I.

A.

Architecture overview
Our architecture consists of a set of Ontology Agent
(OA) that acts on a service ontology. Agents are
responsible of change detection and propagation of these
changes to other dependent agents. Dependent agents
manage and update their ontologies and the related
mapping. The overall architecture of our proposal is
shown in Fig. 1.

INTRODUCTION

Semantic interoperability of heterogeneous Web
services can be achieved through an agreement between
the underlying ontologies. Indeed, ontologies allow
services taking into account semantics of data during
exchanges. Based on ontologies, several standards were
proposed to describe semantic Web services (WSDL-S,
WSMO, OWL-S, etc.) and thus, motivate the
development of semantic services. Several works have
developed tools and adopted approaches to develop
semantic services [1, 2, 3]. In this context two scenarios
are possible: (1) Distributed System based on single
ontology and multiple instances of this ontology (SOMI).
(2) Distributed System based on multiple ontologies and
single or multiple instances of these ontologies (MOSI,
MOMI). Indeed, ontology management can be complex
and time consuming. Moreover, in a collaborative context,
an ontology that evolves can cause the evolution of other
ontologies or instances of ontology. Several studies have
addressed this issue [4, 5, 6]. However, research in
ontology evolution and change management deal
particularly with the versioning and evolution of the same
ontology. When ontologies are considered as instances of
a source ontology, the ontology evolution will require
applying the same changes on the instances.
In this paper we present a new approach for managing
ontologies in a distributed environment, we treat the case
of different ontologies and not instances of the same
ontology. Note also that in the case of different
ontologies, related mappings must be managed in parallel.

Fig. 1. Architecture overview

An agent will take one of two roles: (i) Initiator Ontology
Agent, when its ontology changed, and (ii) Dependant
Ontology Agent, when its ontology depends on a changed
ontology. So, we present two algorithms to illustrate
agent roles: (1) Detection/propagation of change (initiator
role). (2) Receipt/processing of change (receiver role).

B. Algorithm of detection / propagation of change
(initiator side)
Our algorithm illustrated in Fig.2, takes as input an
ontology and a list of receivers (agents of the dependent
ontologies). Once a change is made, the agent lists these
changes automatically. We define a change Ci by a
quadruplet:
Ci = < Operation, Object, Subject, Predicate>
(1)
An Operation specifies the change operation (Add,
Delete, etc). The Object specifies the type of component
that has changed (Class, Property, individual). The
Subject represents the name of the component that has
changed. Predicate represents a set of information about

II. OUR PROPOSITION FOR MANAGING ONTOLOGY
EVOLUTION

The typical characteristics of ontology and service
ontology-based applications can be identified as:
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the change. If a class was changed, this field contains the
position of the class in the hierarchy of the ontology (its
super-classes and sub-classes). But, if a property was
changed, it contains the Range, Domain, super- propertie
and sub-properties.
We also define a message or changeSet by a list of
changes:
(2)
changeSet = <C1, C2, …, Cn>

Property definition is made based on its "Range", its
"Domain", and its supers or under properties.
(4) Negotiation of object definition: Negotiations, in our
case, correspond to the reformulation of the object
definitions, and the exchange of these definitions. The
receiver agent calculates a definition of an object, and
then sends it to the initiator agent. If the initiator
agent finds that the two definitions are equivalent, it
sends its agreement; otherwise it recalculates the
definition, and send the new definition to the receiver
agent, and so on. The negotiation ends when either
receiver and initiator agent have a common definition
of the object or they find a conflict.
(5) Annotation
of
ontology
objects:
the
annotateOntology method allows us to add new object
as annotation of existing object. An annotation is a
comment, a note or any other external remarks that
can be attached to an entity of the ontology. In OWL
DL, it is possible to annotate classes, properties and
individuals. There are five predefined annotation
properties in OWL: Owl:versionInfo, Rdfs:label,
Rdfs:comment, Rdfs:seeAlso, Rdfs: isDefinedBy.
(6) Ontology update Mapping: If ontologies evolve, the
mapping must evolve too. The updateMapping
method allows adding new correspondence between
two concepts in the mapping.

After listing all changes, the agent classifies these
changes into two categories:
(1) Changes contained in the related mapping between
initiator ontology and receiver ontology or that are
connected (sub-class, property, etc..) to an elements in
this mapping. These changes are encapsulated into a
message and sent to all dependent ontologies agents.
(2) Changes that are not related to the mapping between
the two ontologies. These changes are ignored because
they do not involve communication between the two
services.
For changes to be propagated, translation phase is
necessary. The translateChange method generates a new
list of changes by replacing the objects of the field
Predicate in the original list by their match in the related
mapping.
Algorithm : Change Detection and propagation
Require : Ontology O, List of Receiver
receivers
While (true)
O.changed()=listen(O)
If(O.changed() == true) then
changeSet= calculateChangeSet()
For each Receiver Ri of receivers do
Mapping Mi= GetMapping(O, Ri)
For each change c of changeSet
If (c.isRelated(Mi) == true) then
Change Nc = translateChange(c,Mi)
newChangeSet.add(Nc)
end if
end For
Send( newChangeSet, Ri)
end For
end if
end While

Algorithm Receive ChangeSet: ADD Operation
Require: changeSet:List of Changes,
m:Mapping, O : Ontology
Waiting for Message
For each change c in changeSet do
Object S, cS
cS= c.Subject
Boolean synSearch=O.syntacticSearch(cS)
Boolean semSearch=O.semanticSearch(cS, S)
If (c.Operation == ADD) then
If (synSearch && semSearch) then
m.updateMapping(S,cS)
end if
If (synSearch &&!semSearch) then
Definition d = calculateDefinition(cS)
Boolean agree = negociate(d)
If agree == false then
informUser ()
else
m.updateMapping(cS,cS)
end if
end if
If (!synSearch && semSearch) then
O.annotateOntology( cS,S)
m.updateMapping(S, cS)
end if
If ( !synSearch && !semSearch) then
O.add(cS)
m.updateMapping(cS, cS)
end if
end if
end for

Fig. 2. Initiator side Algorithm

C. Algorithm receipt / processing of change (receiver
side)
As shown in Fig. 3, the receiver side algorithm consists
of six main operations:
(1) Semantic search: this method looks for a semantic
corresponding object of change (synonymy, etc.).
(2) Syntactic search: find if there is a concept in the
ontologie which has the same syntax as the changed
object.
(3) Computation of object definition: Class definition is
expressed by the position of the class in the hierarchy
of the ontology (its super classes and subclasses).

Fig. 3. Receiver side Algorithm
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Based on the results of the syntactic and semantics search,
the agent chooses one of four alternatives and executes
related actions summarized below:

Semantic
search

service using the concept INTERNET_SMS. However,
after adding the new Internet SMS type, the mapping
between O1.INTERNET_SMS and O2.INTERNET_SMS
becomes wrong. Semantic of INTERNET_SMS has
changed in O2, but it kept the same semantics in O1. Our
algorithm handles this case and O2 agent generates a list
of changes as shown in Fig.5.

TABLE I
DEPENDENT AGENT ACTIONS
Syntactic search
True
False
True
-Updates the related -Updates the mapping.
mapping
-Annotates
the
corresponding object by
the added object.
False -Reformulates
the -Adds the new object to
change definition.
the ontology.
-Negotiates the change -Updates the related
definition.
mapping.

changeSet = <
C1=<ADD:Class:INTERNET_SMS:subclassOf SMS>>
C2=<ADD:ObjectProperty:INTERNET_SMS_SENDER:
<Domain:INTERNET_SMS,Range:CLIENT>>
C3=<ADD:ObjectProperty:INTERNET_SMS_RECEIVER:
<Domain:INTERNET_SMS,Range:CLIENT>>>
Fig. 5. The change set after adding the new INTERNET_SMS

These changes are sent to O1 agent. The object
INTERNET_SMS in O1 has a different semantic that
INTERNET_SMS in O2. In this case the agent chooses
the second case in the algorithm. O1 agent calculates a
definition for INTERNET_SMS as shown in Fig.6.

III. CASE STUDY
In this section, we present an example of
communication between services. We limit to an example
of two services. But this example can be generalized to a
more complex architecture.
The running example
ontologies come from the domain of Telecom and concern
two services. The first service is the SMS billing service
(S1), the second one is the Internet billing service (S2). S1
is described by an ontology O1 and S2 is described by an
ontology O2. Initially, services (S1 and S2) communicate
via a Mapping M. S2 adds a new service providing
information to the client by SMS. This SMS, called
INTERNET_SMS, contains information about the status
of the client account. These SMS is sent by the client
service to the client. Then, S2 adds a new Internet SMS
service, which a client can send to another via Internet.
We call this new type of SMS: INTERNET_SMS and we
rename the old one INTERNET_SMS_INFO.
Following these evolutions, both services have two
different interpretations of the concept INTERNET_SMS.
So, communication can not be done properly.
The application of the algorithm in this scenario begins
on the Initiator side (O2 agent). First, changes are listed as
shown in Fig.4.

<<Class:O1.INTERNET_SMS:subclassof
shortMessage>
<Class:O1.SERVICE_CLIENT:subclassof Thing>
<ObjectProperty:O1.SENDER:<Domain:
O1.INTERNET_SMS,Range:O1.SERVICE_CLIENT>>>
Fig. 6. The new INTERNET_SMS definition calculated by O1

O1 agent sends this definition to O2 agent, which
calculates a new definition:
<<Class:O1.INTERNET_SMS:subclassof
shortMessage>
<Class:O1.SERVICE_CLIENT:subclassof Thing>
<ObjectProperty:O1.SENDER:Domain:
O1.INTERNET_SMS,Range:O1.SERVICE_CLIENT>
<Class:O2. INTERNET_SMS:subclass of SMS>
<ObjectProperty:O2.SENDER:Domain:
O2.INTERNET_SMS,Range:CLIENT>
<O1.CLIENTÙO2.SERVICE_CLIENT>>
Fig. 7. The new INTERNET_SMS definition calculated by O2

The
last
matching,
mapped
(CLIENT,
SERVICE_CLIENT), introduces a conflict in the
definition of SERVICE_CLIENT.
Indeed, as we have already in the mapping that:
mapped (O1.CLIENT, O2.CLIENT)
Introducing in the mapping the following correspondence:
mapped (O1.CLIENT, O2.CLIENTSERVICE)
Implies that:
mapped (O2.CLIENT, O2.SERVICE_CLIENT)
This operation can generate an error. In this case, the
agent sends an alert message to the user. The user can
modify the mapping and the ontology O1 or validate any
of the definitions contained in the negotiations exchange.
Our algorithm provides a support for communication
between services. In this example, it allows to services
(S1 and S2) to be aware of evolution in other services.
Agents take the necessary decisions to maintain this

changeSet = <
C1=<ADD:Class:INTERNET_SMS:subclassOf SMS>,
C2=<ADD:ObjectProperty:INTERNET_SMS_SENDER:
<Domain:INTERNET_SMS,Range:SERVICE_CLIENT>>
C3=<ADD:ObjectProperty:INTERNET_SMS_RECEIVER:<Dom
ain:INTERNET_SMS,Range:CLIENT>>>
Fig. 4. The change set after adding INTERNET_SMS

Changes are classified according to their relationship
with the mapping. All changes are sent to O1 agent. In
the receiver side (O1 agent), the syntactic and semantic
search will return false. Because all added objects are
new objects for the ontology O1. Thus the agent chooses
the fourth case. So, C1, C2, and C3 are added to O1 and
the mapping is updated (i.e. mapped(O1.C1, O2.C1), …)).
Thus, the Internet service can communicate with the SMS
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communication by applying the necessary changes to the
mapping and to the ontologies. But if the agent detects a
conflict it only informs the user of the problem.

V. CONCLUSION AND FUTURE WORKS
Algorithms for ontology evolution are not suited for
semantic service based application. In these applications,
services are described by ontology and collaborate with
each other. In this context, each entity has its own
semantic and its own interpretation of the exchanged
data. This makes communication between services
difficult and maintaining this communication is more
difficult and complex. We adopt a MAS perspective to
model ontologies in ontology-based applications. An
agent-based approach aims to provide a flexible way to
automate the process of ontology evolution management
as much as possible. Moreover, agents which are
autonomous and engaged in flexible interactions can
perceive changes in the environment and adopt
corresponding actions to maintain the mapping between
ontologies. Our algorithm covers the basic changes in
initiator side and treats the Add operation in the receiver
side. We consider the update operation as a combination
of deletion and addition operation. Deletion is still being
analyzed in our algorithm.
The ontology agent model contains three behaviors: (1)
a listener to detect change, (2) a behavior for changes
formulation and propagation (initiator side Algorithm),
and (3) a behavior for receiving and processing changes
(receiver side algorithm). We have developed our model
in the agent platform JADE.
The approach could be extended and improved in
several ways. There is a need to extend the algorithms to
include different types of changes in our algorithms
(removal, update, etc...). This paper is thus a first step to
lay the groundwork for future research.

IV. IMPLEMENTATION OVERVIEW
The initiator algorithm and the receiver side algorithm
have been implemented. Our proposal presents a solution
that can be easily used by service designers and
developers within their SOA technical infrastructures and
SOBA business solutions. As shown in Fig.8, four layers
are defined: (1) Service layer: This is outside our
architecture, represents services that are described by
service ontologies. (2) Mapping layer: Service
dependencies are represented by service ontology
mappings defined by human designers too using ontology
mapping generators. (3) Ontology layer: Service
ontologies are defined by human designers using ontology
editors, and these service ontologies are then monitored
synchronously. (4) Agent layer: Ontology agents are
defined following our Ontology Agent Model and
algorithms described in the section II.
For each layer we have studied many alternatives to
develop our prototype. For storing ontologies, we have
studied DAML+OIL, OWL, RDF, RDF (S). We have
finally chosen OWL (http://www.w3.org/TR/owlfeatures/). We have chosen to work with Protégé 3.4
(http://protege.stanford.edu), but other editors may be
used since the Ontology Agent is listening to ontology
basic file change events before their processing. For
ontologies mapping, we have studied LOM, IFMap,
OMEN, GLUE, FCA-merge, Prompt (Protégé plugin).
Our
final
choice
was
for
Prompt
(http://protege.stanford.edu/plugins/promp t/prompt.html)
that generates an OWL format for the mapping.
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Fig. 8. Implementation overview

Finally, we have studied many alternatives for
implementing the Ontology Agent Model: AgentBuilder,
ASL, FIPA-OS, MOLE, Open Agent Architecture,
RETSINA, Zeus, JADE. And, we have finally chosen
JADE (http://jade.tilab.com/) to develop our Ontology
Agent Model. Interactions between agents (i.e. ontology
change event messages) are handled through an ontology
change communication channel.
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description of the intelligent software agent paradigm and the
characteristics of intelligent software agents are also discussed
in Section III. The Descartes specification language and its
extension in terms of intelligent software agents are described
in Section IV. Section V concludes the paper.

Abstract—Development of intelligent software agents that
include learning and reasoning has recently challenged the
software industry. The complexity involved in the
development of such systems demands a specific
methodology be used. To tackle this problem, this paper
presents a formal approach to specification for intelligent
software agents. The paper describes the different types of
agents and the existing methodologies to specify those
agent categories. The paper includes an analysis of
intelligent software agents, capabilities, characteristics,
and design issues. This paper also discusses the Descartes
specification language, an executable formal method which
was extended to derive the design of intelligent software
agents. The extensions made to the Descartes specification
language and the appropriateness towards the
development of intelligent systems are also stated.

II.

A distinction between what an agent is and what an
intelligent agent becomes is important at this stage of
classification. An agent can be viewed as anyone or anything
that performs specific tasks for a third party and the
representative party gets benefit from it. Whereas, intelligent
agents can be viewed as software entities that carryout tasks
on behalf of a user or another program with some degree of
autonomy with the employment of a user’s goal and desires
along with it. The current research areas in the field of
intelligent software agents have not had agreement on a single,
comprehensive definition for intelligent software agents. On
the prospective of this research effort, intelligent software
agent is defined as a software program that performs user’s
tasks autonomously and interacts with its environment with a
degree of intelligence.

Keywords- intelligent software agents; software specification

I.

BACKGROUND

INTRODUCTION

With the current situation of explosive growth of
information around the world, the related technical issues have
given rise to the development of agent systems. An agent is an
entity that performs the task on behalf of another party. There
is currently a wide classification of agents available, out of
which intelligent agent is one such category. Development of
such intelligent software agents involves a high level of
complexity due to the high level of interaction between the
agents and learning needed to train a system. This complexity
level demands a specific approach to be used while developing
intelligent software agents. The problem is to develop a formal
methodology that derives the design of a complex intelligent
software agent. One approach would be existing agent
specification methodologies applied to intelligent software
agents.

Earlier work has been done in developing reactive systems
by extending the Descartes specification language. Due to the
volatile nature of reactive agents, the need for formal methods
becomes essential. This research effort [6] included
transformation procedures that map from the Descartes
specification language into agent modeling concepts, AUML
specification and design traceability, and also an abstract
execution capability of the agent software. Bauer, et al. [3]
proposed an Agent UML which is an extension of the Unified
Modeling Language. There is a lack of touch and cooperation
between the industry and agent oriented software engineering.
Agent UML was introduced in order to overcome these
differences.

To address the above issues, this paper presents a formal
approach to specify the design of intelligent software agents
using an extension to the Descartes specification language. The
remainder of this paper is structured as follows. In Section II,
related work that has been done in developing agent systems
using formal methods is discussed. Section III discusses the
research methodology proposed in this paper. A brief

A multi-agent system was developed with the application
of a methodology that extends AUML with Petri nets by Bagic
[2]. The work focused on analyzing the connecting points
between current AUML specifications with concepts of Petri
nets. AUML was used as a main modeling tool for muti-agent
systems and Petri nets as a formal verification and validation
tool. Wooldridge, et al. [7] dealt with several issues relating to
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formalisms for the description and development of multi-agent
systems. Most of the formalisms are logic based and used in
one of three ways: formal philosophy, knowledge
representation, or as a basis of programming.

Social ability: Agents should interact with the appropriate
environment which includes human and other software agents.
Intelligent software agents should work together with other
software agents to achieve mutually beneficial complex tasks.
Responsiveness: Agents should respond appropriately in a
timely fashion to the changes perceived in the environment
which includes other agents, humans, and external physical
world.
Proactiveness: Agents should respond to the environmental
changes with a goal-directed behavior.

Wooldridge and Ciancarini [8], argued that intelligent
agents and multi-agent systems are tools used to manage the
complexity of software systems. An agent is a system that
enjoys the following properties: autonomy, reactivity, proactiveness, and social ability. Multi-agent systems are seen as
an important new direction in software engineering because of
the following reasons: natural metaphor, distribution of data
and control, legacy systems, and open systems.

Along with the common properties that intelligent systems
share with other types of agents, knowledge base, reasoning
capabilities, and ability to learn are the unique properties that
constitute the intelligence of intelligent agents.
Ability to learn: Agents should be able to learn from past
experience and carryout the tasks accordingly. This
characteristic of intelligent agents becomes more important in
cases of identifying virtual students in a collaborative learning
environment.
Mobility: Mobility is the degree to which agents themselves
travel through the network. Applications of intelligent
software agents are initially designed to be static, and then the
mobility will appear gradually in time.
Communication: Intelligent software agents access
information from third party sources about the current state of
the external environment. To access the information requires
the ability for agents to communicate with other software
agents or other repositories of information. Communication
among agents can be in the form of singular request/response
or can be complex involving a multiple request/response
pattern.

A formal specification language known as SLABS for
agent based systems was given by Zhu [10]. The specifications
for a multi agent system in SLABS consist of specifications for
agents and castes. A caste description consists of states,
actions, behavior, and environment. The design and
implementation of a multi agent specification system called
CASA was developed by Geiger and Flake [5]. The clauses of
AgentSpeak(L) are used as a base for specification of CASA
agents.
III.

INTELLIGENT SOFTWARE AGENT PARADIGM

A clear concept of intelligent agents is obtained initially to
proceed any further. What the agent does, its interaction with
the environment, the steps involved in building one along with
its evaluation needs to be addressed clearly. The methodology
will design an intelligent agent system that maps from
precepts to concepts. The methodology used in this research
effort was a formal method that overcomes the complexities
and unforeseen problems during the development of agent
systems. Extending the Descartes specification language, such
that a formal derivation of the intelligent software agents
design is made possible, was the challenging task in the
research. The resulting output was evaluated using the IEEE
std. 830-1998 characteristics for a good software requirements
specification [1] along with added criteria like executable
software requirements specification.

Other intelligent software agent characteristics include
cooperative behavior, temporal continuity, collaborative
behavior, inferential ability, agent’s character, and reasoning.
B. Role of intelligent agents
Development in the field of agent systems is taking slow
progress, and predicted to take over many of the information
intensive tasks in the future. To clearly indicate the basic
functionality of an intelligent software agent, consider the
following simple example. In a library system, a student can
inform the agent that they are interested in a particular area.
The intelligent agent would search the database available in
digital form on behalf of the user and inform the most relevant
information that pertains to the search made by the user. The
intelligent agent may be viewed as one similar to a search
engine at this point of view, but what differentiates the former
from the latter is that, it possesses intelligence, which means
that the agent is provided with knowledge of information and
the agent retrieves information based on this knowledge.

A. Characteristics of intelligent software agents
Intelligent software agents vary from simple to more
complex agents with the degree of characteristics possessed.
Simple agents might have one or two characteristics, whereas
highly-complex agent systems will have almost all of the
characteristics. Characteristics of intelligent software agents
were grouped under two large categories [4] of internal and
external properties. Internal properties included ability to
learn, reactivity, autonomy, and goal-orientedness. External
properties included communication, cooperation, and
coordination. Characteristics strictly do not follow under one
of these two categories.

Intelligent agents get more complex when the level of
information and the level of intelligence that an agent
possesses increase. The potential benefit of these intelligent
systems might range from a private user to a huge industrial
giant that involves extensive information processing with
learning involved. With these learning aspects of intelligent

The following are the intelligent software agent
characteristics in the context of this paper’s research.
Autonomy: Agents should act independently to carry out their
tasks in controlling their own actions and states without any
direct assistance from human sources or outside.
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software agents along with other base properties of agents
being made distinct, the development overhead associated
with intelligent software agents is visible.
IV.

A. Methodology
The methodology introduces several extensions to the
Descartes specification language with a motive to effectively
represent the characteristics of intelligent software agents. A
brief description of the Descartes specification language and
the writing of specifications are used as a base for providing
the extension to the language. The modules of the Descartes
specification language are broadened to support intelligent
software agent design and description in terms of their
properties. The extensions made will follow top-down
modularity to preserve the Descartes specification language’s
originality and benefits.

EXTENSIONS TO THE DESCARTES SPECIFICATION
LANGUAGE

The Descartes specification language was developed by
Urban [6]. This tool was designed to be used throughout the
software life cycle. The relationship between the input and the
output of a system is functionally specified using this
specification language. Descartes defines the input data and
output data and then relates them in such a way that output
data becomes a function of input data. The data structuring
methods used with this language are known as Hoare trees.
Consider the following example,

Extended Descartes specification language features for
representing intelligent agents are in accordance with
Wooldridge intelligent agent definitions [9]. Extensions to the
Descartes specification language for supporting reactive agents
have been already given by Medina and Urban [6]. The
constructs introduced capture the requirements of reactive
agents using the Descartes specification language. Purely
reactive agents decide on their tasks without reference to their
history and simply respond to their environment directly. But,
with intelligent agents, a proper balance between the reactivity
(ability to perceive it environment) and pro-activeness (goaldirected behavior) should be maintained [9]. Presented with
this balance in focus, are the following extensions to Descartes
for supporting intelligent agents. In this research effort,
extensions to the Descartes specification language possess
some knowledge of past and take action based on the past
information.

address
street
city
country
shows the node “address” as having three sub trees with
indentation.
These Hoare trees use three structuring methods that are
namely direct product, discriminated union, and sequence.
Direct product is the default and provides for the
concatenation of sets of elements.
Discriminated union provides for the selection of one element
out of a set of elements. Discriminated union is denoted by a
plus sign (+) suffixed to the node name.
Consider the following example,
agent_state+
active
inactive
indicates the agent is either in state active or inactive.
Sequence represents zero or more repetitions of a set of
elements. Sequence is indicated by an asterisk (*) suffixed to
the node name. Consider the following example,
agent_message*
letter
indicates the agent message is a sequence of zero or more
occurrences of letter.
By definition of Hoare trees, a sequence node is followed by a
subnode. A single node can accommodate a sequence of direct
product or a sequence of discriminated union. The length of
the sequence can also be indicated as follows,
initial(1..3)
letter
illustrates that an initial can range from 1 to 3 letters. As with
this case, the lower bound is 1 and upper bound is 3. This
indication of length can take different forms as an indication
of only lower bound and no upper bound.
In the Descartes specification language, a literal is any string
that is enclosed within single quotes. Consider the following
example,
agent
‘intelligent_agent’
wherein intelligent_agent is a literal.

B. Agent declaration and state specification
The notion of declaring an agent is similar to the
identification of objects in object oriented analysis. Notation
developed by Medina and Urban [6] for declaration and
organization of agents is used for specifying intelligent
software agents. The declaration of agent module is prepended with a unary “agent” reserved word. A unique
identifier is passed into the module following the “agent”
reserved word.
Intelligent software agents, in order to exhibit the property
of intelligence, should possess some knowledge about the past.
For this concept, an agent module should be encapsulated with
its state. The state defines the various possible states that an
agent can be in the software system. More clearly, the current
state of an agent will give some information and prediction on
the previous states and the future states that the same agent
will be in.
The reserved word, astate, is used to specify the different
possible states an agent can be in. Similarly, the reserved
word, estate, is used to specify the different possible
environment states. Based on the agent state and environment
state the next action will be triggered.
agent (FILE_MANAGER)_AGENT
FILE_MANAGER
‘filem’
astate
UNINITIATED
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INTIATED
ACTIVE
TERMINATED

A timer module is defined using the Descartes
specification language to initiate loops of an agent process
autonomously. Output from the first cycle of execution is
taken as input, and is imagined to have entered the next cycle.
The notion of an agent life cycle can help in preserving some
information from the past cycles and initiate current events
based on the cycle information. The reserved word, cycle, is
used to specify and keep a record of the number of cycles an
agent has undergone.
cycle
‘identifier’

estate
S0
S1
C. Specification of decision function and timer module
An intelligent agent is distinct from the other agents in the
sense that it will not blindly follow a sequence of actions or
events to be executed. In accordance with the Wooldridge
definition of intelligent agents and their design choices [9], an
agent decision function is divided into perception and action
subsystems. The idea is that the agent observes the
environment and takes action based on the observation.
Extended language features permit reservation of “perception”
and “action”.

V. SUMMARY
Industrial software systems have started to use agent
technologies for the development of real-time systems. The
complexity involved in such systems enforces the use of formal
methods to support reliable, executable and maintainable
design. This paper introduced the application of formal
methods with the extended Descartes specification language to
support intelligent software agents.
From an industrial
perspective, the methodology used in this paper will provide
executable specifications for an intelligent software agent
design that is executable, less prone to errors, and that which
satisfies the IEEE std. 830-1998 standard. From an academic
perspective, this paper will serve as a strong platform for
further research in the field of intelligent software agent design
using a formal method. The complex inherent nature of
intelligent software agents is handled with the use of a specific
approach towards software development.

Perception of the environment is specified under the
“perception” reserved word. Perception is an important
concept with regard to intelligent software agents, as it leads
to decision making strategies under a knowledge base. Actions
are the set of actions that an agent can process under the
perception of its environment. The reserved word “action” is
used to derive a specific action that an intelligent software
agent performs under a certain circumstance. Perception and
action is represented through a series of analysis and synthesis
trees. Consider a case study of a file manager system that
requires the assistance of an intelligent software agent to
monitor a file on its behalf. A sample specification that uses
decision function, an extended Descartes construct for the
design of such a system is as follows
descision
perception
outputfile
filecontent*
‘#’
CHARACTER
‘#’
empty_file
‘##’
‘File status:’
filestatus(1..1)
CHARACTER
action
CP_FILESTATUS(FILESTATUS)
FILESTATUS(1..1)
CHARACTER
CP_FILESTATUS_EQUALS_(‘c’)
PRINT_MESSAGE(“File changed”)
CP_FILESTATUS_EQUALS_(‘o’)
PRINT_MESSAGE(“File overflow”)
CP_FILESTATUS_EQUALS(‘d’)
PRINT_MESSAGE(“File deleted”)
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Motivation

Common Knowledge
Required Behaviors
Required Protocols

In the Procedural Reasoning system (PRS), originally
developed at Stanford research Institute by Michael
Georgeff and Amy Lansky, context is the
precondition of the plan, and is used for checking the
current situation so as to determine whether a
particular plan, among the various alternative ones, is
likely to succeed in handling the event in question. A
plan that has a context which evaluates as true given
the agent’s current beliefs is said to be applicable at
that moment in time, and is a candidate for execution
[1]. However, the context for a plan may involve
information that is not necessarily part of an agent’s
beliefs. For example, there might be some contextual
information related to properties of the agent
community the agent belongs to [2]; we call this
context “meta context.”
In order to organize meta context, we propose using
a multi-tiered approach in which the contextual
information is segregated and encapsulated in three
different levels, the Local, Focal, and Zonal. Each
level contains specific kinds of contextual
information, thereby pruning the search space and
making the process of maintaining contextual
information more manageable. Although this
approach is not dependant on any particular
implementation, it does assume that context is
modeled explicitly. Each of the contextual levels is
described in detail next.

Common Knowledge is the body of knowledge that
all agents in the community need in order to
cooperate in a plan/schedule. This may include how
to access available services, systems messages, or
any other information that is deemed necessary.
Required Behaviors is the set of most basic
behavioral standards that all agents in the community
must respect when cooperating . In essence this
feature defines the “societal rules” that govern the
behavior of every member of the community.
Required Protocols is essentially the definition of the
most basic language that members of the community
can use to communicate with one another.
Since every agent in the community shares the
Zonal Level context, it forms the most basic
foundation for all agent interactions. In order for
agents in a multi-agent system to be social and
interact, there needs to be some ground rules on
which to form such interactions. Such rules are often
built intrinsically into the design of the system. In
relatively simple systems, these intrinsic rules may be
sufficient to define the entire range of member
interactions. However agent communities present
such a vast range of possible interactions among a
heterogeneous membership, that it is nearly
impossible to design the details of all such
relationships into the system a priori. What is needed
instead is a set of foundational requirements from
which complexity can be synthesized. That is what
the Zonal Level context provides.
It is by exercising the knowledge, protocols, and
behaviors of the Zonal Level context that unfamiliar
agents can begin to interact and learn about each
other. Through these interactions, agents can discover
common higher-level protocols and develop more
complex relationships. The details of these
relationships are what are stored in the Focal Level
contexts.

Zonal Level
The Zonal Level context represents the context that
all agents in the community must share, even if their
internal representations differ. Also, the Zonal Level
context is the only context that all agents are required
to share. As such, this context defines both the
necessary
and
sufficient
requirements
for
membership in the agent community.
The Zonal Level context is comprised of three
features:
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with the major difference between agent communities
and cooperative multi-agent systems. Specifically, it
is the trust metric that allows agents to cope with the
fact that some agents with whom they need to
cooperate may also be in competition with them. By
employing this metric an agent can evaluate how
likely another party is to uphold its end of an
agreement, or how risky it might be to share
important information with that entity.
Because Focal Level context may vary from agent
to agent, it cannot be assumed that the Focal Level
context of one agent can be shared with another.
Furthermore, some aspects of the Focal Level context
are not appropriate to share even if sharing is
possible. For instance, it doesn’t make sense to share
an agent’s trust metrics with the other members of the
relationship. The trust metrics define the level of trust
assigned to agent B from agent A, and is unlikely to
have an appropriate meaning for agent B assigning
trust to agent A. Still, each Focal Level context
describes a relationship. That is to say that it
describes how two parties interact. So while it is not
shared, an agents Focal Level context must be
compatible with the corresponding context of the
other party to the relationship. By “compatible” we
mean that the Focal Level context for each party to a
given relationship must:
Represent the other parties to the
relationship
Define the interface by which all parties to
the relationship can interact; and to which
all parties to the relationship have agreed.

Focal Level
The Focal Level consists of the contexts of individual
agents relationships with other agents in the
community. Here context is built up dynamically as
agents in the community interact. The exact contents
of Focal Level context is specific to each agent, but
must include such information as:
The nature of the relationship
Agreed upon protocols
Appropriate behaviors
Trust metrics
The nature of the relationship is important because
it informs nearly every other aspect of the
interactions. For instance it helps to determine which
aspects of the interaction history are important, and
which behaviors are appropriate or expected.
Obviously, it also must play a role in determining the
level of trust between the participants. Arguably, the
nature of the relationship could be encoded
intrinsically in the other aspects of the relationship.
But storing it explicitly makes it available as a
parameter to algorithms that may be common to
many different kinds of relationships. These may or
may not apply to a specific plan. Therefore, a
mechanism must be determined by which we can
mark plans that must include it as part of the plan’s
contextual information.
The agreed upon protocols are those protocols that
were established as a result of the initial Zonal Level
facilitated interactions. These may consist of
anything from low-level communications protocols to
high-level negotiation protocols. These are agreed
upon through the course of the relationship, and they
define the mechanism by which the agents interact.
Of course each of the agents involved is able to
support each of the agreed upon protocols, otherwise
they would not have been agreed to.
The appropriate behaviors are the relationship
specific behavioral algorithms that are appropriate for
this relationship. Clearly these are highly dependent
on the nature of the relationship. The behaviors that
are appropriate when interacting collaboratively with
another agent may not be appropriate at all in a
competitive or service oriented relationship.
The final piece of the Focal Level context is the
trust metric. This is the collection of information and
algorithms that define the degree of trust that an
agent applies to the entity on the other side of the
relationship. In other words the trust metric is what
an agent uses to evaluate the risk that the other party
may deliberately interfere with the agents ability to
achieve its plans. This metric is critical to dealing

The first bullet simply indicates that the Focal
Level context of parties A and B are not compatible
if A’s context is not for a relationship with B or if B’s
context is not for a relationship with A. The second
bullet is basically referring to the agreed upon
protocols feature of the context. In particular it
means:
The context for each party must contain the
same agreed upon protocols
Each party must be capable of using the
specific protocols
This definition of compatibility is very flexible in
that it does not require each party to have the same
understanding of the nature of the relationship, but
only that they agree on how they will communicate.
Also, by this definition compatibility should be a
self-assembling and self-policing feature. If the Zonal
Level context provides the necessary features to
begin an interaction, and the relationship and its
Focal Level context are built up from the Zonal Level
context through negotiation, then the corresponding
contexts will naturally be compatible. Additionally, if
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the Focal Level contexts are malformed or become
incompatible in some other way, the corresponding
relation will become either non-functioning or nonproductive. By non-functioning we mean that the
parties will no longer be able to communicate. By
non-productive we mean that incorrect or
misunderstood communication will lead to the
relationship failing to carry out a plan of one or both
of the parties. In either case, the relationship can be
terminated and either abandoned or rebuilt from the
Zonal Level.

it is to the agent’s plan. This metric is primarily used
in evaluating the reward of gaining a given piece of
information against the cost, for example, of sharing
another piece of information. In addition to these
data valuations, an agent must also be able to rank the
importance of its plans. This is important to both the
risk and reward calculations. For instance sharing
risky information (high value and high sensitivity)
that relates to a low ranked plan may be worth the
reward of receiving high value, high importance
information that is necessary for a highly ranked
plan.

Local Level

References
The Local Level is the agent’s internal storage of
beliefs. These are the internal features that guide the
actions of each individual agent in pursuit of their
plans. Along the way, there may be occasion for
agents to exchange some of this information. In a
cooperative multi-agent system this would not
present a problem. However, in an agent community,
as has been discussed many times before, there is no
guarantee that another agent will be cooperative.
Even if an agent is cooperating now, that agent may
prove to be a competitor later on. With this
uncertainty, an agent must be selective about what
information it shares and with whom. If it is not
selective enough, an agent may find that it has
revealed information that causes it to be blocked
from achieving its goals. On the other hand, if an
agent is too restrictive about sharing information it
may not be able to form the cooperative relationships
it needs in order to advance its intents [3]. This is
where the Focal Level trust metrics come into play.
The purpose of the trust metric is to inform a risk
versus reward evaluation of sharing a piece of
information with another party. The trust metric uses
information gained through a history of interactions
to evaluate how likely it is that another entity can be
trusted. In order to evaluate the potential risks or
rewards of sharing information and participating in a
plan, the agent must have understood three critical
features of every piece of data:
Its value
Its sensitivity
Its importance

1. Turner, R.M., Context-Mediated Behavior for
Intelligent Agents. International Journal of
Human-Computer Studies, 1998. 48(3): p. 307-330
2. Sandip Sen, S.S., Stephane Airiau, Teddy Candale,
and D.C. Dipyaman Banerjee, Partha Mukherjee,
Anil Gursel. Robust Agent Communities. in AISADM. 2007: Springer-Verlag.
3. Bucur, P.B., Olivier B.. What Is Context and How
Can an Agent Learn to Find and Use it When Making
Decisions? CEEMAS. 2005: Springer-Verlag.

The value of the data is an inverse valuation of the
availability of the information. Readily available
information is not very valuable, and rare information
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Abstract— COTS-based development is a component reuse
approach promising to reduce costs and risks, and ensure higher
quality. Searching COTS components to identify potential ones
for a later reuse is a critical activity, having to cope with some
challenging marketplace characteristics related to its
widespread, evolvable and growing nature. In this paper, we
present an overview of software component search approaches
through the works classifying them. We find that most of them
assume an in-house reuse and don’t take into account the
availability of the net sources of software components. We note
also absence of other aspects as classification criteria. We then
propose our classification of software components search
approaches. Finally, we study the existing COTS components
search approaches according to aspects of the proposed
classification and the factors influencing the search of such
components.
.
Keywords— Software reuse classification, component search,
COTS component identification, COTS marketplace.

I. INTRODUCTION
Prior research on software reuse has focused on searching and
identifying software components from large repositories. Over
the past fifteen years, a large number of solutions for the
search problem have been proposed. However, most of theses
works have assumed that reuse would take place in-house,
with centralized repositories that are out of the COTS reality.
The special nature of the COTS component has taken the
original concept of reuse into a completely different arena. As
consequence, traditional search approaches break down in the
context of COTS-based development [1] and efficient means
to search and identify COTS components candidates from online repositories are still a major software reuse research topic.
The remainder of this paper is structured as follows: section
2 enumerates the different classifications of search approaches
identified in the software reuse literature. Section 3 describes
our proposal to classify software components search
approaches. Section 4 deals with the COTS component search
and identification. Finally, the paper ends with a conclusion.
II. SOFTWARE REUSE CLASSIFICATION AND SEARCH
Software component search constitutes a key element to make
development with reusable components more convenient than
development from scratch; in fact, as stated by Barringer [2]

“You must find it before you can reuse it”. Over the past
fifteen years, a wide range of solutions to the software
components search have been proposed and implemented. At
different times, based on available software reuse systems and
also based on researchers’ criteria, software reuse
classification and search approaches have been classified
differently [3].
Ostertag et al. classify the software component search
approaches in three types that are [4]: (1) free-text keywords
based approaches, (2) faceted index approaches, and (3)
semantic-net based approaches semantically classify and
search software components.
Mili et al. group the search approaches into four different
types [5]: (1) simple keyword and string match, (2) faceted
classification and retrieval, (3) signature matching, and (4)
behavior matching.
Bouchachia et al. suggest a different classification [6]. They
distinguish between formal and informal search approaches.
(1) The formal approaches consist of specification, signature
and behavior matching. (2) The informal approaches rely on
the use of natural language, which are hypertext, knowledge
base and information retrieval approaches.
Sugumaran and Storey combine Ostertag et al. and Mili et
al. observations and come out with five types of software
components search approaches [7]. The classification and
search schemes can be grouped into (1) keyword search, (2)
faceted classification, (3) signature matching, (4) behavioral
matching, and (5) semantic-based method.
Khayati classifies search approaches into two categories [8]:
(1) browsing-based search approaches and (2) query-based
search approaches. These latter include four software
component search techniques namely internal classification
techniques, external classification techniques, structural
classification techniques, and behavioral classification
techniques.
Maslita and Siobhan suggest two main categories
classification of search approaches [9]: (1) descriptive
classification approaches with support from natural language.
The approaches range from free-text keyword, faceted
classification, other classification scheme, and knowledge
based. On the other hand, (2) property-based approaches
focusing on property of software components are behavioral
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sampling, signature matching, specification matching and
recommendation approach.
Ramadour and Cauvet propose the following classification
[10]: (1) External classification approaches represent the
components with an external description. They consist of
keyword-based, facets-based and natural language-based
approaches. (2) Static classification approaches represent
components with a structural description. Two types of
descriptions are used to perform matching: signatures (type
information) and specification (behavior information). (3)
Dynamic classification approaches represent the components
with information about its execution results. (4) Browsing
search within a library. (5) Combined approaches use two or
more approaches presented above.
Ben Khlifa and al. suggest three dimensions to classify
software components search approaches [11]: (1) the first
dimension groups browsing-based and query-based
approaches, (2) the second dimension groups internal and
external search approaches, and 3) the third dimension
includes structural and behavioral search approaches.
III. PROPOSED CLASSIFICATION OF SOFTWARE COMPONENTS
SEARCH APPROACHES
Although several classifications of software component search
approaches were proposed in the literature, we observe minor
differences between them. In fact, the majority of works are
based on the same criterion to classify search approaches. This
criterion is the technique used to index and retrieve software
components. On the other hand, none of the proposed
classifications distinguish between searching software
components from in-house repositories and from on-line
repositories. Furthermore, these classifications do not focus on
personalization aspect. They do not differentiate between
search approaches exploiting information about users during
retrieval or query expansion and search approaches which do
not take into account knowledge on users requirements.
These observations lead us to propose a new classification
of software component search approaches. Our classification
is based on the homogenization of previous classifications. In
addition, it takes into account the personalization aspect and
intra-organizational/extra-organizational
aspect.
As a
consequence, it classifies search approaches according to six
aspects:
A. Browsing/Interrogation Aspect
This aspect defines the user interaction method with the
system. We distinguish two types of search approaches.
1) Query-based approaches: they consist in identifying
software components which satisfy predefined matching
criteria. Its main operation is thus the satisfaction check or
matching. The criteria are usually given by an arbitrary userdefined query which is matched against the candidates’
descriptors.
2) Browsing-based approaches: they consist in inspecting
software components candidates for possible extraction, but
without a predefined criterion. Its main operation is thus

navigation which determines in what order the components
are visited and whether they are visited at all.
B. Internal/External Aspect
This aspect focuses on the description model used to
characterize software components. It defines two types of
search approaches, namely internal and external approaches.
1) Internal Approaches: they don’t represent software
components with an external description. They use
information retrieval and indexing technology to
automatically extract keywords from code source and
documentation such as comments.
2) External Approaches: they rely on searching within
external descriptions representing software components. They
can be subdivided in two types: (1) keyword-based
approaches which basically use information retrieval and
indexing technology to automatically extract keywords from
software documentation and index items with these
keywords. The keyword-based approach is simple, but it is
limited by lack of semantic information associated with
keywords, thus it is not a precise approach. (2) The facetbased approaches which have been introduced by Prieto-Diaz
[12]. They are based on experts who extract keywords from
components descriptions, and arrange them by facets into a
classification scheme, which is used as a standard descriptor
for software components. Facet-based approaches are proven
to be very effective in identifying software components from
repositories, but these approaches are labor intensive.
C. Structural/behavioral Aspect
This aspect describes the static and dynamic properties of
software components. It groups structural and behavior-based
search approaches.
1) Structural approaches: Structural search approaches
represent software components with a structural description.
They can be subdivided in two types: (1) Signature matching
approaches which represent software components with a set of
signature characteristics. They focus on the type and number
of arguments defined for component methods. Signature
matching approaches are good because no additional
information is needed but it is difficult to map user
requirements to code signature. Furthermore, the signature
does not guarantee expected component characteristics [9]. (2)
Specification matching approaches which are introduced to
overcome the problem of signature matching approaches. In
fact, specification matching approaches characterize more
precisely the semantics of a component rather than to be
limited to the signature. They are based on descriptions of the
components behavior with the method’s pre and post
conditions.
2) Behavioral approaches: Behavior-based approaches
represent software components with information about its
execution results. When the required behavior is observed,
appropriate components are provided to the user. Software
component search approaches based on behavior identify
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software components through executing samples of input and
a list of the output to be produced [13][14].
D. Term/Knowledge Aspect
Term/Knowledge aspect focuses on the semantic information
used to search software components. This aspect defines two
types of search approaches.
1) Term-based approaches: they are limited to the lexical
and syntactic level to index and search software components.
They don’t support any mechanism providing additional
knowledge for “understanding” semantics of software
components. Term-based approaches are not precise since
they do not use semantic information; they often result in too
many or too few hits. They may also retrieve components that
are entirely unrelated with users needs.
2) Knowledge-based approaches: they use semantic
information to describe software components and the
relationships between them. Knowledge-based approaches use
technologies such as ontologies to take into account the
semantics of software components and their application
domains. They provide greater query flexibility and user
satisfaction.
E. Intra-organizational/extra-organizational Aspect
The intra-organizational/extra-organizational aspect focuses
on the applicability level of software components search
approaches. This aspect defines two types of approaches.
1) Intra-organizational approaches: they are oriented to
intra-organizational environments where the reusing
organization has control on the evolution of the functionality
and assumptions of the software components.
2) Extra-organizational approaches: they take into
account the availability of world-wide source of software
components; they extend the software reusable library to the
World Wide Web.
F. Personalization Aspect
The personalization aspect focuses on representation and
exploitation of users profiles during search process. It defines
two types of approaches.
1) Non user-centered approaches: they do not consider
users as internal component of search process. They do not
exploit information about users during retrieval or query
expansion.
2) User-centered approaches: they take into account
knowledge on users requirements and profiles. In fact, in the
last few years, many works have focused on personalization
[10]. Several user personalization techniques developed in
information research domain have been adapted to
components retrieval. Those approaches make explicit the
representation of users. It is possible for the user to partially
specify his/her requests, which will automatically be enriched
by his/her profile before their execution.

IV. COTS COMPONENT SEARCH AND IDENTIFICATION
As we stated above, software components search approaches
have received a good deal of attention in software reuse. A
large number of solutions for the search problem have been
proposed. However, most of theses works have assumed that
reuse would take place in-house, with centralized repositories
that are out of the COTS components reality. The special
nature of COTS component has taken the original concept of
reuse into a completely different arena. COTS marketplace
nature radically changes the “classical” component repository
reuse schema to a global reuse approach where the
marketplace acts as a global, dynamic, distributed, and
heterogeneous set of repositories; and where nobody has
knowledge or control of the available repositories [1]. As
consequence, traditional search approaches break down in the
context of COTS-based development [1] and efficient means
to search and identify COTS components candidates from online repositories are still a major software reuse research topic.
In this section, we first enumerate factors influencing the
COTS component search. Then, we study some proposals
addressing the problem of searching COTS components to
assess to which extent they are able to satisfy COTS
consumers.
A. Factors Influencing the COTS Component Search
Various factors influence the search and identification of
COTS components marketed on the Web. Any approach
searching for COTS components should take into account
these factors in order to be effective and accomplish its
objectives:
1) Uncontrolled COTS marketplace basis: in recent years,
several on-line commercial repositories with public access,
such as componentsource.com1 and componentace.com2, have
started to publish information on available COTS components
and to work as a commercial channel for their distribution.
These repositories offer continuously their products without
any direct control and no one has great influence over the
speed, content, or variety of these products [1].
2) Growing size of the COTS marketplace: new and
improved COTS components and technologies are
continuously offered. Consequently, existing market segments
offer more and more products, and new market segments are
continuously emerging [1]. Mobile technologies are a good
example of both situations.
3) Rapid changes in the COTS marketplace: new versions
of existing products are released every few months. Moreover,
market segments frontiers move slightly over the years,
making products to offer services that initially were seen as
belonging to different segments. For instance, current mail
server systems usually provide instant messaging facilities,
even video-conferencing services [1].

1
2

http://www.componentsource.com
http://www.componentace.com
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4) Lack of standards for COTS descriptions: currently,
the amount of information available about COTS is
widespread, vast and still growing. COTS component
editors/vendors do not have a standard for describing
components, which results in a variety of documentation
styles very difficult to compare. This fact does not allow
performing automated or at least assisted search [15]. A study
conducted in [16] evidenced that the required COTS
information is highly incomplete, widespread and
unstructured, becoming very difficult to obtain.
5) Dependencies among COTS: many dependencies
among COTS components exist, either for enabling,
enhancing, or complementing their functionality [17].
However, commonly, these dependencies are not explicitly
declared. It may result in several over-costing and integration
problems [1].
B. COTS Component Search Approaches
Even though some approaches for searching software
components on the Web are proposed, these proposals are
generally addressing source code components and
consequently they are out of the COTS components reality.
Few proposals addressing the COTS component search
problem were proposed in the literature. To our knowledge,
only two search approaches exist. Table I illustrates the
positioning of both these approaches according to our
classification.
1) COTS Search Approach by Sugumaran and Storey:
Sugumaran and Storey propose in [7] a semantic-based
approach for retrieving COTS components. This approach
makes use of domain models containing the objectives,
processes, actions, actors, and an ontology of domain terms,
their definitions, and relationships with other domain-specific
terms. The user specifies the requirements for the components
that he/she is interested in using natural language (nominal or
imperative sentences). An initial query is generated and
augmented with domain specific information derived from
domain models and takes into account the context within
which the user is performing the search. Keywords from the
user’s query are mapped to the domain ontology and
appropriate terms derived that are used in the search query.
The ontology is also used to expand the query with synonyms
to broaden the search, if needed. This approach also considers
relationships among components when retrieving them, thus
resulting in a consistent set of components.
Although this semantic-based approach provides a natural
and flexible way for the user to specify requirements for
COTS component search, it presents several limitations. First,
it assumes the availability of COTS components descriptions
in a centralized repository, which is not the COTS reality. In
fact, this approach does not take into consideration the
indexing process of COTS components published on
heterogeneous on-line repositories. Second, it assumes that the
domain model and ontologies exist and are accessible. Third,
the authors do not take into account the growing nature of the
COTS marketplace. Indeed, they don’t mention how their

approach could maintain the relationships between various
COTS components so that a consistent set of components can
be retrieved. Fourth, the approach does not provide any
personalization mechanism for customizing COTS
components to meet the specific needs of the user.
TABLE I. POSITIONING OF COTS SEARCH APPROACHES

Aspects
Aspect
1
Aspect
2
Aspect
3
Aspect
4
Aspect
5
Aspect
6

Sugumaran and
Storey
Browsing
interrogation
Internal
External
Structural
Behavioral
Term
Knowledge
Intra-organizational
Extra-organizational
Non user-centered
User-centered

3

Chen et
al.
3
3

3

3

3
3
3

3
3
3

2) COTS Search Approach by Chen et al: Chen et al.
propose in [18] an hybrid approach to classifying COTS
components, which adopts two kinds of classification schema.
One classification schema is based on the systematic
classification. The other classification schema is based on the
faceted classification. Both schemas are defined using the
XML Schema. Systematic classification schema is search
engine oriented. According this schema, component descriptor
offered by the COTS component provider supports users to
search for COTS component roughly by using the search
engine. Faceted classification schema is retrieval engine
oriented. Component provider describes the COTS
components based on this schema and offers the component
descriptors that facilitate user to retrieve components
accurately with the aid of the retrieval engine. The process of
acquiring the suitable components contains two phases: search
and retrieval phases. Firstly, users search the candidate COTS
components roughly with the aid of search engine. And then
they retrieve components accurately among the candidates by
using the retrieval engine. That is to say, these two kinds of
engines establish a two-level query mechanism together.
When describing the component referring to hybrid
classification, the component provider must generate the
descriptors based on two classification schema respectively.
As a result, there exist two descriptors based on different
schema for each component. One descriptor based on the
systematic classification contains the basic information used
for rough search. The other descriptor based on the faceted
classification contains the information about basic information
and domain information, which is helpful for accurate
retrieval.
However, this approach also presents some limits. First, it
does not use semantic information to describe COTS
components and the relationships between them. Thus, this
search approach is not precise; it could often result in too
many or too few hits. It may also retrieve COTS components
that are completely unrelated to users needs. Second, this
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approach depends entirely on the involvement of COTS
components providers. As a matter of fact, the number of
COTS components indexed, in this approach, depends on the
component descriptors offered by the COTS component
providers. Third, authors of this approach do not mention
which kind of information characterizes COTS components.
Fourth, similarly to the approach proposed by Sugumaran and
Storey, it does not provide any personalization mechanism
allowing the representation of users as internal component of
search process and consequently customizing COTS
components results according to the user domains of interest.
V. CONCLUSION AND FUTURE WORK
In this paper, we first proposed a classification of software
components search approaches. Our classification is based on
the homogenization of previous classifications identified in
the literature. In addition, it takes into account the
personalization
aspect
and intra-organizational/extraorganizational aspect. We then studied some proposals
addressing the problem of searching COTS components to
assess their effectiveness. We concluded that these proposals
still remain insufficient to the identification step of the CBD
process.
We are now focusing on the development of an intelligent,
user-centered approach for searching COTS components
overcoming the studied search approaches limitations and
taking into consideration aforementioned factors. Our
initiative is intended to manage an evolvable COTS
component ontology for the unification of heterogeneous
COTS descriptions and application domains ontologies to
represent and store COTS specific knowledge. We also
anticipate integrating, in our search approach, a user model
representing the preferences and interest domains of COTS
component users so as to fit as much as possible their needs.
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Abstract—Component-based development focuses on component reuse and composition: abstract components (as wished)
must be searched for and matched to existing component
(as found). This search and reuse activity greatly impacts
software development and evolution processes. Unfortunately,
very few works propose adaptations of traditional software
engineering processes and no existing ADL yet permits to describe the resulting development artifacts. This paper proposes
architecture-centric processes for the development and evolution
of component-based software. Architecture-centric development
produces descriptions for architecture speciﬁcation, architecture
conﬁguration and component assembly. The paper shows how
Dedal, a three-level ADL, can be used to support the consistent
description of these three artifacts. The paper then shows how
these descriptions can be used during a controlled architecturecentric evolution process that helps build, test and record versions
of component-based software. This tackles the well-known issues
of architecture erosion and drift that denote mismatches between
the different architecture deﬁnitions.

a means to effectively integrate the reuse of components as
part of the development process. A controlled architecturecentric evolution process is then presented. The aforementioned three-leveled architecture deﬁnitions are used to check
the consistency of changes and to manage the propagation of
changes when architecture deﬁnitions are versioned to prevent
architecture drift and erosion [8]. The features of Dedal – our
proposed ADL – are speciﬁcally designed to support these two
processes.
The remaining of this paper is organized as follows. Section II deﬁnes the proposed architecture-centric development
process and its associated architecture descriptions. Section III
presents how the Dedal ADL supports the three proposed
architecture descriptions. Section IV depicts the context of
software evolution in CBSD before Sect. V deﬁnes a controlled
architecture-centric evolution process and its support with
Dedal. Section VI concludes and draws future work directions.

I. I NTRODUCTION

II. A RCHITECTURE - CENTRIC DEVELOPMENT FOR CBS

Component-based software engineering (CBSE) is the major
technical response to the increase in software system complexity and the ever growing need to decrease development
time and cost without giving up quality. It promotes a reusebased approach to deﬁne, implement and compose loosely
coupled independent software components into whole software
systems [1], [2]. Software architectures can be described at
three development stages: architecture speciﬁcation, architecture conﬁguration and instantiated component assembly.
Conformance between these descriptions must be guaranteed
top-down from an abstract description level to the next,
more concrete one. Such descriptions could also be used to
control software evolution by propagating changes bottomup. Surprisingly, no architecture description language (ADL)
proposes such a detailed description for architectures that
covers the artifacts produced during the component-based
development cycle. Most ADLs, such as Wright [3], [4],
C2SADEL [5], [6], Darwin [7], focus on modeling one or two
architecture descriptions levels. Furthermore, no ADL is rich
enough to serve as the support of a complete evolution process
for component-based software. This paper ﬁrst presents an
architecture-centric development process, based on intensive
component reuse. It deﬁnes how architectures can be gradually
deﬁned, thanks to three-leveled architecture deﬁnitions which
capture the design decisions at each step of the process.
More speciﬁcally, explicit architecture speciﬁcations provide

A. An architecture-centric development process
Component-based software development is characterized
by its implementation of the “reuse in the large” principle.
Reusing existing (off-the-shelf) software components therefore becomes the central concern during development. In the
context of component-based software development, traditional
software development life-cycles have to be adapted [2].
Figure 1 illustrates our vision of such a development lifecycle which is classically divided in two: the component
development life-cycle (sometimes referred to as component
development for reuse), which is not detailed here, and the
component-based software development cycle (referred to as
component-based software development by reuse) that describes how previously developed software components can
be used for new software development (and how this reuse
process impacts the way software is built).
Our component-based software development life-cycle deliberately is an architecture-centric development process focusing on the produced architecture artifacts (architecture
descriptions as models of the software) for each development
step. In this component-based software development lifecycle, software is considered to be produced by the reuse of
components that have previously been stored and indexed in
a component repository. After a classical requirement analysis
step, architects establish the abstract architecture speciﬁcation.
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Garlan et al. [11] points out the importance of three levels
(called task, model and runtime layers) for dynamic software
evolution management but, as far as we know, do not propose any ADL or metamodel to concretely implement them.
Other existing ADLs such as C2SADEL, Wright, Darwin, Unicon [12], SOFA2.0 [13], Fractal ADL [14] and xADL2.0 [15]
do not either (see Table I).
As a conclusion, we found no research work that enables
to model the three levels of software systems as architectural
descriptions which correspond the development stages.

Fig. 1.

ADL
C2SADEL
Wright
Darwin
Unicon
SOFA 2.0
Fractal ADL
xADL 2.0

Component-based software development process

They deﬁne which functionalities should be supplied by components, which interfaces should be exported by components,
and how interfaces should connect to build a software system
that meets the requirements. In a second step, architects create
architecture conﬁgurations that deﬁne the sets of component
implementations (classes) by searching and selecting from
the component repository. Abstract component types from the
architecture speciﬁcation then become concrete component
types in architecture conﬁgurations. In a third step, conﬁgurations are instantiated into component instance assemblies
and deployed to executable software applications.
The claim of this paper is that an architectural description
should correspond to each of the three steps (speciﬁcation, conﬁguration and assembly) of the component-based
software development process. These three point of views on
architectures are necessary to reﬂect the architect’s design
decisions and should be expressed using an adequate ADL.
B. Development cycle coverage by existing ADLs

Speciﬁcation

×
×
×
×
×
×

Conﬁguration








Assembly
×
×
×
×
×
×


TABLE I
E XPRESSIVENESS OF EXISTING ADL S

C. Example of a Bicycle Rental System
Figure 2 shows the example used throughout the paper: the
architecture speciﬁcation of a bicycle rental system (BRS). A
BikerGUI component manages a user interface. It cooperates
with a Session component which handles user commands.
The Session component cooperates with the Account and
Bike&Course components to identify the user, check the
balance of its account, assign him an available bike and then
calculate the price of the trip when the rented bike is returned.
In the following, we will use a part of this system (BikeCourse
and BikeCourseDB component roles and their connection) to
illustrate our concepts and ADL syntax.
III. OVERVIEW OF THE D EDAL A DL
In this section, we present elements of the syntax of the
Dedal ADL [16] we propose to describe the artifacts produced
at each of the three stages of component-based software
development.

Software system architectures [9] gather design decisions
on system. They are expressed using an ADL. In the syntax of
most ADLs, architectures are usually described by two complementary views: an architecture speciﬁcation where a class
of systems is described as composed of component classes
and connector classes, and an architecture conﬁguration where
a system instance is described as composed of component
instances and connector instances.
Systems can also be described at various steps of their lifecycles. To our knowledge, no ADL really includes this time
dimension. Some works such as UML [10] or Taylor et al. [9]
implement or describe close notions. UML makes it possible
to describe object-oriented software at various life-cycle steps
but this capability is not transposed in their component model.
Taylor et al. distinguish two description levels for architectures
at design and programming time, respectively called perspective and descriptive architectures.
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Fig. 2.

BRS abstract architecture speciﬁcation

component_role BikeCourse
required_interfaces BikeQS; CourseQS; LocOprs
provided_interfaces BikeOprs; CourseOprs

A. Abstract Architecture Speciﬁcations
Abstract architecture speciﬁcations (AASs) are the ﬁrst
level of software architecture descriptions. They provide a
generic deﬁnition of the global structure and behavior of
software systems according to previously identiﬁed functional
requirements. They are speciﬁed during the design step of
software and serve as a basis to create concrete architecture
conﬁgurations. These architecture speciﬁcations are abstract:
they do not identify concrete component types that are going
to be instantiated in the software system. They only describe
“ideal” component types from the application point of view.
Abstract architecture speciﬁcations can be compared to perspective architectures as denoted by Taylor et al. [9].
In Dedal, an AAS is composed of a set of component roles
and a set of connections. The architecture version number and
versioning information are also part of the abstract architecture
speciﬁcation description (see Sect. V). Figure 3 provides an
example of the AAS for the BRS. For readability reasons,
this description represents only a small part of the BRS AAS
depicted in Fig. 2.

viewpoint (by assigning component roles to existing component types). CACs correspond to descriptive architectures as
denoted by Taylor et al. [9].
CACs list the concrete component and connector classes
which compose a speciﬁc version of a software application.
The architecture of a given software is thus deﬁned by a
unique AAS and possibly several CACs (each of which must
be conform to the AAS). This means that each component or
connector class used in an architecture conﬁguration must be a
legal implementation of the corresponding component role or
connection in the architecture speciﬁcation. The conﬁguration
version number and versioning information are also part of the
concrete architecture conﬁguration description (see Sect. V).
An excerpt of the BRS conﬁguration derived from the speciﬁcation presented on Fig. 2 and 3 is described in Fig. 5.
configuration BRSConfig
implements BRSSpec (2.0)
component_classes
BikeTrip (1.0) as BikeCourse;
BikeCourseDBClass (1.0) as BikeCourseDB
version 2.0;
pre_version 1.0;
by additionStationDataList;

specification BRSSpec
component_roles
BikeCourse; BikeCourseDB
connections
connection BikeQSCnt
client BikeCourse.BikeQS
server BikeCourseDB.BikeQS
connection CourseQSCnt
client BikeCourse.CourseQS
server BikeCourseDB.CourseQS
version 2.0;
pre_version 1.0;

Fig. 5: A possible CAC for the BRS

by additionGISList;

Fig. 3: AAS of the BRS (partial)
Component roles model abstract component types in that
they describe the roles components should play in the system.
A component role lists the interfaces (both required and
provided) the component should expose1 . As component roles
are abstract component speciﬁcations, Dedal describes them
outside architecture speciﬁcations, so as they can be reused
from a speciﬁcation to another (which would not be possible
if they were embedded). Figure 4 shows the description of the
BikeCourse component role.
B. Concrete Architecture Conﬁgurations
Concrete architecture conﬁgurations (CACs) are the second level of system architecture descriptions. They result from
the search and selection of real component types (component classes) from a component repository. These component
classes must match abstract component descriptions from the
architecture but need not be identical; compatibility is sufﬁcient. CACs describe the architecture from an implementation
1 Dedal

Fig. 4: BikeCourse component role

further includes the description of architecture dynamics using
behavior protocols that are not presented here due to space limitations [16].

Component classes used in the CAC are listed and each
of them is associated to the component role it implements.
Component classes can either be primitive or composite. Primitive component classes are implemented by a single class.
Composite component classes are coarser grained components
which implementation is a conﬁguration. Component classes
can have (externally visible) attributes so as to be able to
express constraints on component instance states.
Conformance between an AAS and a CAC is a matter of
conformance between component roles and the component
classes that supposedly implement them. Many conformance
relations could be deﬁned, from stricter to very loose ones.
On the one hand, we defend that reused components need
not be exactly identical to speciﬁcations because being too
strict in this matter might seriously decrease the number of
reuse opportunities. On the other hand, it is expected from a
conformance relation that it enables veriﬁcations that guarantees good chances that the thought component combination
will execute. The rule of the thumb that can be used is
that concrete components must provide at least what the
speciﬁcation declares it provides and require less than what
the speciﬁcation already requires.
C. Instantiated Software Component Assemblies
Instantiated software component assemblies (ISCAs) are
the third level of architectures. They result from the instan-
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tiation of the component classes from a conﬁguration. They
provide a description of runtime software systems and gather
information on their internal states thus enabling the record of
state-dependent design decisions [17].
ISCAs list the component and connector instances that compose a runtime software system, the attributes of this software
system, and the assembly constraints the component instances
are constrained by. The assembly version number and versioning information are also part of the instantiated software
component assembly description (see Sect. V). Figure 6 gives
the description of a software assembly that instantiates the
BRS architecture conﬁguration of Fig. 5.
assembly BRSAss
instance_of BRSConfig (2.0)
component_instances
BikeTripC1 as BikeCourse;
BikeCourseDBClassC1 as BikeCourseDB
assembly_constraints
BikeTripC1.currency=="Euro.";
BikeCourseDBClassC1.company==
BikeTripC1.company;
version 2.0;
pre_version 1.0;
by additionStationDataInsList;

Fig. 6: ISCA for the BRS
Component instances document the instances of components that constitute the runtime software system. They are
instantiated from the corresponding component classes of the
architecture conﬁguration. They might contain constraints on
components’ attributes that reﬂect design decision that impact
component states (attribute values).
Assembly constraints deﬁne conditions that must be veriﬁed by attributes of some component instances of the assembly, to enforce its consistency. Such assembly constraints
are not mandatory. Assembly constrains are illustrated on the
example of Fig. 6 where the value of the currency attribute
of component BikeTripC1 is ﬁxed to the “Euro” value. These
constraints are very simple and do not yet enable the expression of alternatives, negation, nor the resolution of possible
conﬂicts.
Conformance between a CAC and an ISCA is quite
straightforward. All component instances of the assembly
must be an instance of a corresponding component class
from its source conﬁguration (and reciprocally). Conformance
also includes the veriﬁcation that attribute names used in
an assembly constraint of some component assembly pertain to the component classes the components of the assembly are instances of. For example, the assembly constraint BikeTripC1.currency=”Euro.” of Fig. 6 entails that
the BikeTrip component class (from which BikeTripC1 is
instantiated) must possess a currency attribute.
IV. C ONTEXT OF ARCHITECTURE - CENTRIC EVOLUTION
A. Requirements of architecture-centirc evolution
Component-based software development has been widely
studied during recent years, while there has been less effort to

study component-based software evolution. Software evolution
is deﬁned as the collection of all programming activities
intended to generate a new version of some software from an
older operational version [18]. In the context of componentbased development, a software evolution process must be reinvented as claimed by [19], [20].
To our opinion, software evolution should possibly be triggered from any architecture level of component-based software
(speciﬁcation, conﬁguration or assembly). Indeed, depending
on contexts, evolution can occur during speciﬁcation or design
(e.g. if the evolution management process is integrated into
some development environment), or directly at runtime (e.g. if
the evolution management process is to be used by some
autonomic software) [21]. For example, the speciﬁcation of
some software architecture can be required to evolve to meet
new requirements, thus adding a new component role to
provide new functionalities. The architect might also want
the conﬁguration to evolve at design time, for example to
replace some component class by another compatible one
that has better qualities (e.g. cheaper, more efﬁcient, better
maintained or safer). Changes might also occur at runtime
as for example when some component fails and must be
replaced by another one that provides similar (or sometimes
only acceptable replacement) functionality. Changes, either
they be triggered from the speciﬁcation, the conﬁguration or
the assembly description levels, must nonetheless be managed
adequately for all three description levels to be kept consistent
with one another. This entails architecture re-engineering or
architecture re-factoring.
B. Evolution support in existing ADLs
Evolution in existing ADLs typically characterizes by ﬁve
facts. Firstly, few ADLs enable to describe changes, except
C2SADEL and Darwin which both use change transactions that
apply on the runtime system. They have no formal description
of changes as ﬁrst class information in ADL syntax. Secondly,
evolution can only be triggered from the conﬁguration level
(e.g. C2SADEL, Darwin, Wright). As these ADLs do not
describe running assemblies, they cannot enable changes to be
triggered from this level. Thirdly, some consistency checks are
performed (e.g. C2SADEL, Wright), but none of them checks
all consistencies of architectures: name, behavior, interface,
interaction and reﬁnement. Then, change propagation is limited. Evolution processes should handle all three description
levels of software architectures. Some change at one of the
three levels should be propagated to the other two in order
to maintain all descriptions consistent and prevent architecture
drift and erosion. This propagation should possibly be directed
top-down (from speciﬁcation to assembly) or bottom-up (from
assembly to speciﬁcation). To our knowledge, the few existing
ADLs that support change propagation (e.g. xADL2.0) only
direct it in a top-down manner. This is adapted to traditional
software development and evolution but could be improved
in the case of open and dynamic component software (as
autonomous systems). At last, versioning components and
architectures is not frequent except SOFA2.0 and MAE [22].
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ADL
C2SADEL
Wright
Darwin
SOFA2.0
xADL2.0
MAE

Consistency checking
Reﬁnement
Name, interaction, deadlock
State
Behavior
×
Subtyping

Evolution test
×
×
×
×
×
Perfective

Change propagation
×
×
×
×
Horizontal (topdown)


Versioning
×
×
×
State-based
×
Change-based

TABLE II
E VOLUTION SUPPORT IN EXISTING ADL S
change additionStationData
time dynamic
level configuration
operation addition
artifact component_class is StationData
purpose perfective
origin given

B. Architecture-centric evolution process

Fig. 7: Change description example

MAE uses conﬁguration management to control component
versions, but provides no version support for whole architecture conﬁguration or speciﬁcations. In conclusion, most ADLs
provide a limited support for evolution as shown in Table II.
V. A RCHITECTURE - CENTRIC EVOLUTION FOR CBS
In this section, we present our vision of a componentbased software evolution process based on Dedal. Architecture
evolution can be triggered by changes at any of the three representation levels. Moreover, both top-down (re-factoring) and
bottom-up (re-engineering) change propagation are supported.
Classically, evolution operations at a representation level are
controlled in order to enforce their conformance with upper
(more abstract) representation levels. Conversely, changes are
propagated to lower representation levels in order to update
them and maintain their consistency with upper representation
levels. Our approach allows bottom-up evolution too, in which
transitional non-conform architectures can be created to experiment new solutions [16]. Combined top-down and bottom-up
evolution prevents architecture erosion and drift [8].
A. First class change expression
In order to be able to trace the evolution of software architectures, changes should be explicitly described in the same
language as for architectures. Furthermore, having them described modularly makes them reusable. This can be summed
up saying that changes need to be ﬁrst class entities. Dedal
implements this principle. Changes from a version to the
next (delta) are described as a list of change operations.
Figure 7 gives the example of the additionStationData change
description.
The effects of changes on architectural elements (component
roles, component classes, component instances, architectures,
conﬁgurations, assemblies) might result in their versioning.
Dedal records two pieces of information for each version: the
versionID that identiﬁes versions and the pre version link that
constitute the structure of the version tree. Figure 5 gives an
example of such versioning information for the BRSConﬁg
architecture conﬁguration.

The three levels of architecture descriptions constitute the
underlying logical foundation of software evolution. Evolution
can be initiated at any of the three levels of software architecture. The evolution process decomposes into three stages
(see Fig. 8). Evolution planning analyzes the impact of change
and checks its consistency in each architecture description.
Evolution implementation prepares, tests the change and implements it in the implementation environment. Evolution reengineering propagates changes to other levels and versions
software if necessary. This evolution process is controlled by
both an architecture evolution management module and an
implementation evolution management module.
Consistency is an internal property of an architecture description, which intends to ensure that its elements do not
contradict one another [9]. The aim of consistency checking
is to predict whether changes induce inconsistencies inside and
among the three levels of a given architecture. We deﬁne intralevel consistency that checks name inconsistency, interface
inconsistency, attribute inconsistency, interaction inconsistency
and inter-level consistency that checks mapping inconsistency.
If changes preserve consistency, the thought evolution will be
permitted. If not, it will either be forbidden or trigger the
derivation of a new architecture version for which consistency
will be ensured.
If inconsistencies are detected, the evolution process either
forbids the thought evolution or consider the thought evolution
as being part of a new architecture version. This step is called
change propagation [23]. The new architecture version will
be derived and its content inferred so as to be consistent with
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Fig. 8.

Architecture evolution process for component-based software

the thought change. The information necessary to derive new
versions on each of its levels are extracted from lower to higher
levels.
Versioning in Dedal relies on a changed-based version
model which maintains version trees for the three descriptions
of components (roles, classes and instances) and for whole
speciﬁcations, conﬁgurations and assemblies. In each level,
versions record three types of information: version ID, previous version ID and change operations. Fig. 9 shows an example
of such a version tree for the BRS.
VI. C ONCLUSION
Dedal enables the explicit and separate representations of
architecture speciﬁcations, conﬁgurations and assemblies. Architecture design decisions can thus be precisely captured and
traced throughout the component-based development process.
Evolution may be initiated at any description level. Consistency is checked and changes are propagated (top-down and
bottom-up) to the other description levels so as to maintain
the architecture descriptions up-to-date and consistent. This
provides a controlled support for component-based software
evolution that prevents architecture drift and erosion.
Dedal and the process presented in this paper have been
implemented in a tool that validates the feasibility of the
approach. It already allowed us to manually experiment evolution scenarios on small examples and gave us preliminary
experimental feedback on the expressiveness and adequateness
of the proposed ADL. Our implementation is an extension of
Julia, an open-source java implementation of the Fractal2 component model. Dedal-based component architectures can be
described and visualized through multiple synchronized views:
using a box-based architectural view, using an XML-based
syntax for Dedal or using the BNF-based syntax for Dedal
presented in this paper. Preliminary experiments have been run
on the software architecture of customizable electronic music
2

http://www.objectweb.org

Fig. 9.

instruments. A perspective for this work is to experiment it to
manage component-based software product lines.
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DQG HYDOXDWH UHVROXWLRQ RSWLRQV GXULQJ WKH &276
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 $ FRQIOLFW DQDO\VLV JUDSK LV GHYHORSHG WR YLVXDOL]H
VWDNHKROGHUV  YRWHV DQG WR GHWHUPLQH FRQIOLFWV 7KH
FRQIOLFWDQDO\VLVJUDSK VHHILJXUH FRQVLVWVRIQRGHV
HDFK RI ZKLFK UHSUHVHQWLQJ D VWDNHKROGHU 6ROLG OLQHV
EHWZHHQ VWDNHKROGHU QRGHV DUH XVHG WR UHSUHVHQW D
FRQIOLFW +RZHYHU GRWWHG OLQHV DUH XVHG WR UHSUHVHQW
DJUHHPHQWV )LJXUH  VKRZV DQ H[DPSOH RI D FRQIOLFW
DQDO\VLV JUDSK 7KHUH DUH  VWDNHKROGHUV 7KUHH
FRDOLWLRQV LH ^ 6K6K  6K6K  6K6K `  FDQ
EHLGHQWLILHG
 $IWHU LGHQWLI\LQJ FRQIOLFWV D QHJRWLDWLRQ SURFHVV LV
LQLWLDWHG WR UHVROYH WKHP >@ 2QFH QHJRWLDWLRQ LV
FRPSOHWHGWKHUHDUHWZRVHWV7KHILUVWVHWLQFOXGHVWKH
UHVROYHG FRQIOLFWV 7KH VHFRQG VHW LQFOXGHV WKH QRQ
UHVROYHG FRQIOLFWV DVVRFLDWHG ZLWK WKH UHDVRQV EHKLQG
QHJRWLDWLRQIDLOXUH $VHFRQGDWWHPSWWRUHVROYHWKHVH
FRQIOLFWVZLOOEHLQLWLDWHGODWHUDW/DQG/VWDJHV


&RQIOLFW$QDO\VLV7RRO
:HGHYHORSHGDWRROVXSSRUWLQJRXUSURSRVHGPHWKRG
)LJXUHVKRZVLWVWRSOHYHO XVHULQWHUIDFH7KHUHDUHVL[
PHQX LWHPV 7KH )LOH LWHP LQFOXGHV IXQFWLRQV IRU
FUHDWLQJ VDYLQJ DQG OLVWLQJ SURMHFW DV ZHOO DV H[LWLQJ
IURPWKHWRRO7KH6WDNHKROGHUVLWHPLQFOXGHVIXQFWLRQV
IRU GHILQLQJ ZKR LV LQYROYHG LQ WKH VSHFLILF SURMHFW WKH
(YDOXDWLRQ FULWHULD LWHP LV XVHG WR GHILQH DQG PRGLI\
HYDOXDWLRQ FULWHULD 7KH &RQIOLFW $QDO\VLV LWHP FRYHUV
WKHYRWLQJSURFHVV LH/ DQGFULWHULDZHLJKWLQJSURFHVV
LH /  7KH 1HJRWLDWLRQ 3URFHVV LWHP LQFOXGHV
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IXQFWLRQV VXSSRUWLQJ VWDNHKROGHUV GXULQJ WKH QHJRWLDWLRQ
WR UHVROYH FRQIOLFWV )LQDOO\ WKH +HOS LWHP SURYLGHV
DVVLVWDQFH ZLWK WKH XVDJH RI WKH WRRO 'HWDLOV DERXW KRZ
WKHWRROLVXVHGLQDFDVHVWXG\LVFRYHUHGLQVHFWLRQ

)LJXUH7RRO,QWHUIDFH

GHWHUPLQH KRZ PXFK VKH VXSSRUWV WKHP )XUWKHUPRUH
VKH VKRXOG LQFOXGH UHDVRQV EHKLQG KLVKHU RSLQLRQ 7KH
LQWHUIDFHXVHGWRLQSXWWKHYRWLQJLQIRUPDWLRQLVVKRZQLQ
)LJXUH  7ZR PHWKRGV IRU DQDO\]LQJ HOLFLWHG YRWHV DUH
XVHG 7KH ILUVW PHWKRG UHVXOWV LQ SRVLWLYHQHJDWLYH EDU
FKDUWVVKRZQLQ)LJXUH7KHSRVLWLYHFKDUWPHDQVWKDWD
VWDNHKROGHU IDYRUV WKH FULWHULRQ DQG LWV KHLJKW UHSUHVHQWV
KRZ PXFK WKH VWDNHKROGHU VXSSRUWV LW $ QHJDWLYH YDOXH
PHDQV WKDW VKH LV DJDLQVW WKH FULWHULRQ DQG LWV KHLJKW
UHSUHVHQWV KRZ PXFK VKH LV DJDLQVW LW 7KH FKDUW LV
GLYLGHG LQWR WKUHH LQWHUYDOV FRUUHVSRQGLQJ WR WKH WKUHH
VWDNHKROGHUV



&DVH6WXG\'LJLWDO/LEUDU\6\VWHP


7KH SURSRVHG FRQIOLFW DQDO\VLV PHWKRG DQG LWV
VXSSRUWLQJWRRODUHXVHGGXULQJHYDOXDWLQJDQGVHOHFWLQJD
&276 FDQGLGDWH WR DXWRPDWH D OLEUDU\ V\VWHP 7KUHH
SHRSOH WZR KDYH H[SHULHQFH LQ OLEUDU\ VFLHQFH DQG
DXWRPDWLRQ DQG WKH WKLUG KDV H[SHULHQFH LQ VRIWZDUH
GHYHORSPHQW  SDUWLFLSDWHG LQ WKH FDVH VWXG\ )LJXUH 
VKRZV D OLVW RI  HYDOXDWLRQ FULWHULD XVHG LQ WKH FDVH
VWXG\

)LJXUH6WDNHKROGHU,QIRUPDWLRQ)RUP




)LJXUH9RWLQJ,QIRUPDWLRQ)RUP
&RQVLGHULQJ )LJXUH  LW LV FOHDU WKDW IRU WKH SODWIRUP
FRQILJXUDWLRQ FULWHULRQ LH ILUVW EDU FKDUWV LQ HDFK
LQWHUYDO  WKHUH LV D FRQIOLFW EHWZHHQ VWDNHKROGHU  DQG
VWDNHKROGHUVDQG7KHVDPHUHVXOWLVFRQILUPHGE\WKH
FRQIOLFWDQDO\VLVJUDSKVKRZQLQ)LJXUH


)LJXUH(YDOXDWLRQ&ULWHULD/LVW
7KHWRROLVXVHGDVIROORZV

3URMHFW6HWXS3KDVH
'XULQJ WKLV SKDVH D GHWDLOHG LQIRUPDWLRQ DERXW WKH
SURMHFW HJ QDPH EXGJHW GHDGOLQH  VWDNHKROGHUV HJ
QDPH FRQWDFW GRPDLQ H[SHULHQFH  LQYROYHG LQ WKH
HYDOXDWLRQ DQG VHOHFWLRQ SURFHVV DQG D OLVW RI HYDOXDWLRQ
FULWHULD GHILQHG E\ NH\ VWDNHKROGHUV LV UHFRUGHG )RU
H[DPSOH )LJXUH  VKRZV WKH LQWHUIDFH XVHG WR LQSXW
VWDNHKROGHUVLQIRUPDWLRQ

&ULWHULD:HLJKWLQJ3URFHVV3KDVH
7KLV SKDVH LQFOXGHV / V FRQIOLFW DQDO\VLV DFWLYLWLHV
7KH PRGXOH VKRZQ LQ )LJXUH  LV XVHG E\ 6WDNHKROGHUV
WR HOLFLW WKHLU SUHIHUHQFHV RI HYDOXDWLRQ FULWHULD 6L[
HYDOXDWLRQFULWHULDKDYHEHHQVHOHFWHGWRGHPRQVWUDWHKRZ
SUHIHUHQFHVDUHHOLFLWHG7KHFULWHULDVHOHFWLRQLVEDVHGRQ
VHOHFWLQJ WKH FULWHULD ZLWK ZKLFK VHYHUDO FRQIOLFWV DUH
UHODWHG (DFK VWDNHKROGHU XVHV WKH PRGXOH WR SHUIRUP
SDLUZLVHFRPSDULVRQVRIWKHHYDOXDWLRQFULWHULD7KHSDLU
ZLVH FRPSDULVRQ YDOXHV DUH XVHG WR HVWLPDWH ZHLJKWV IRU
WKHFULWHULD7KHFULWHULDDUHUDQNHGEDVHGRQWKHLUZHLJKWV
7KH FULWHULRQ WKDW KDV WKH KLJKHVW ZHLJKW UHSUHVHQWV WKH

9RWLQJ3URFHVV3KDVH
7KLVSKDVHLQFOXGHV/ VFRQIOLFWDQDO\VLVDFWLYLWLHV,Q
WKLV SKDVH VWDNHKROGHUV YRWH RQ GHILQHG HYDOXDWLRQ
FULWHULD(DFKVWDNHKROGHUQHHGVWRGHWHUPLQHZKHWKHUVKH
LV IDYRUDEOH QHXWUDO RU DJDLQVW WKH FULWHULD DV ZHOO DV
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PRVWLPSRUWDQWRQHWRVWDNHKROGHU,IVWDNHKROGHUVDVVLJQ
GLIIHUHQWZHLJKWVDQGUDQNVWRFULWHULDWKHQFRQIOLFWVH[LVW

,WLVFOHDUWKDWWKHUHLVDFRQIOLFWEHWZHHQVWDNHKROGHU
DQG VWDNHKROGHUV  DQG  ZLWK UHVSHFW WR YHQGRUV DQG
OLFHQVH FULWHULD +RZHYHU WKHUH LV D FRQIOLFW EHWZHHQ WKH
WKUHHVWDNHKROGHUVZLWKUHVSHFWWRWKHUHOLDELOLW\FULWHULRQ
2WKHU H[DPSOHV IRU FRQIOLFWV DUH KLJKOLJKWHG XVLQJ WKH
VDPH FRORU 7KHUH LV D QHHG WR UHVROYH WKHVH FRQIOLFWV
EHIRUH HYDOXDWLQJ &276 FDQGLGDWHV 2WKHUZLVH FRQIOLFWV
ZLOO DULVH GXULQJ WKH HYDOXDWLRQ DQG VHOHFWLRQ RI &276
FDQGLGDWHV


)LJXUH6WDNHKROGHUV 9RWHV6XPPDU\DW/


)LJXUH&ULWHULD:HLJKWV&RPSDULVRQVDW/



7DEOH&ULWHULD5DQNLQJ)RU6WDNHKROGHUV
6+
5DQN

)LJXUH&RQIOLFW$QDO\VLV*UDSK6DPSOH
















9HQGRUV
/LFHQVH
3HUIRUPDQFH
0DLQWDLQDELOLW\
6HFXULW\
5HOLDELOLW\

5HOLDELOLW\
3HUIRUPDQFH
6HFXULW\
0DLQWDLQDELOLW\
9HQGRUV
/LFHQVH

6HFXULW\
0DLQWDLQDELOLW\
3HUIRUPDQFH
5HOLDELOLW\
9HQGRUV
/LFHQVH


5HVXOWVDQG'LVFXVVLRQV


)LJXUH  VXPPDUL]HV WKH QXPEHU RI FRQIOLFWV
LGHQWLILHG DQG UHVROYHG DW / DQG / VWDJHV 6L[WHHQ DQG
QLQHWHHQ FRQIOLFWV KDYH EHHQ LGHQWLILHG DW / DQG /
UHVSHFWLYHO\ 8VLQJ WKH QHJRWLDWLRQ PRGHO LQ >@ WZHOYH
 DQGILIWHHQ  FRQIOLFWVKDYHEHHQUHVROYHG
DW / DQG / UHVSHFWLYHO\ $W ERWK VWDJHV FRQIOLFWV DUH
UHODWHG WR ERWK WHFKQLFDO LH IXQFWLRQDO DQG QRQ
IXQFWLRQDO  DQG QRQWHFKQLFDO HJ YHQGRUV DQG OLFHQVH
LVVXHV  FULWHULD +RZHYHU WKH PDMRULW\ RI FRQIOLFWV ZHUH
UHODWHGWRQRQIXQFWLRQDOFULWHULDVXFKDVSHUIRUPDQFHDQG
VHFXULW\ 5HVROYLQJ FRQIOLFWV UHODWHG WR V\VWHP
IXQFWLRQDOLWLHV ZDV VWUDLJKWIRUZDUG DQG DJUHHPHQW ZDV
UHDFKHG E\ JLYLQJ HDFK VWDNHKROGHU D FKDQFH WR H[SODLQ
KLVSRLQWRIYLHZUHJDUGLQJWKHFULWHULDDQGWU\LQJWRPDNH
WUDGHRIIV EHWZHHQ WKH FULWHULD +RZHYHU UHVROYLQJ
FRQIOLFWV UHODWHG WR HLWKHU QRQIXQFWLRQDO DQG QRQ
WHFKQLFDO FULWHULD ZDV QRW D WULYLDO WDVN VLQFH QRW DOO
VWDNHKROGHUV FRPSOHWHO\ XQGHUVWRRG WKH LPSDFW RI VXFK


)LJXUH3DLU:LVH&RPSDULVRQV0RGXOH
)LJXUH  VKRZV D FRPSDULVRQ EHWZHHQ FULWHULD
ZHLJKWV IRU WKH WKUHH VWDNHKROGHUV $V VKRZQ LQ WKLV
ILJXUH WKH YHQGRUV DQG OLFHQVH FRQWUDFW DUH WKH PRVW
LPSRUWDQWFULWHULDIRUVWDNHKROGHUDQGWKHUHOLDELOLW\DQG
SHUIRUPDQFH FULWHULD DUH WKH PRVW LPSRUWDQW FULWHULD IRU
VWDNHKROGHU  +RZHYHU VHFXULW\ DQG PDLQWDLQDELOLW\ DUH
WKH PRVW LPSRUWDQW FULWHULD IRU VWDNHKROGHU  7DEOH 
VXPPDUL]HVWKHFULWHULDUDQNLQJEDVHGRQWKHLUZHLJKWV
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FULWHULD RQ WKH V\VWHP DQG LWV RSHUDWLRQ 5HVROYLQJ
FRQIOLFWV DW / KHOSV GXULQJ WKH UHVROXWLRQ SURFHVV DW /
HYHQ ZKHQ VWDNHKROGHUV GLG QRW UHDFK DQ DJUHHPHQW DQG
ZHUH XQDEOH WR UHVROYH WKH LGHQWLILHG FRQIOLFWV EHFDXVH
VWDNHKROGHUV KDG OHDUQHG PRUH DERXW FRQIOLFWV ZKR ZDV
LQYROYHG ZKDW WKHLU RSLQLRQV ZHUH DQG ZKDW UHDVRQV
ZHUHEHKLQGQRWUHDFKLQJDQDJUHHPHQW7KLVLQIRUPDWLRQ
KHOSHG WR H[SHFW VRPH FRQIOLFWV LGHQWLILHG DW / DQG
GHWHUPLQHWKHLUUDWLRQDOLQDGYDQFH

)LJXUH&RQIOLFWV6XPPDU\DW/DQG/

>@WRGHYHORSDFRPSOHWHPHWKRGIRUFRQIOLFWDQDO\VLVDQG
UHVROXWLRQZKLFKZLOOEHVXSSRUWHGE\DVRIWZDUHWRRO

5HIHUHQFHV
>@)UDQFK;7RUFKLDQR0³7RZDUGVD5HIHUHQFH)UDPHZRUN
IRU &276%DVHG 'HYHORSPHQW$ 3URSRVDO´ 3URF RI WKH
VHFRQGLQWHUQDWLRQDOZRUNVKRSRQ0RGHOVDQGSURFHVVHVIRUWKH
HYDOXDWLRQ RI RIIWKHVKHOI FRPSRQHQWV ,QW &RQI RQ 6RIWZDUH
(QJLQHHULQJ86$SS
>@&DYDQDXJK%3DQG3ROHQ60³$GG'HFLVLRQ$QDO\VLV
WR <RXU &276 6HOHFWLRQ 3URFHVV´ 7KH -RXUQDO RI 'HIHQVH
6RIWZDUH(QJLQHHULQJ$SULO
>@7RP:DQ\DPD%HKURX]+)DU³1HJRWLDWLRQ&RDOLWLRQVLQ
*URXS&KRLFH0XOWL$JHQW6\VWHPV´3URFRIWKHWK,QW-RLQW
&RQIHUHQFH RQ $XWRQRPRXV $JHQWV DQG 0XOWL $JHQW 6\VWHPV
$$0$6¶ +DNRGDWH-DSDQSS
>@$OYHV&DQG)LQNHOVWHLQ$&KDOOHQJHVLQ&276GHFLVLRQ
PDNLQJ D JRDOGULYHQ UHTXLUHPHQWV HQJLQHHULQJ SHUVSHFWLYH
6(.(SS
>@ $OYHV &  )LQNHOVWHLQ $ ,QYHVWLJDWLQJ FRQIOLFWV LQ &276
GHFLVLRQPDNLQJ,QWHUQDWLRQDO-RXUQDORI6RIWZDUH(QJLQHHULQJ
DQG.QRZOHGJH(QJLQHHULQJ9RO1RSS
>@ $OYHV & )UDQFK ;  &DUYDOOR - 3 DQG )LQNHOVWHLQ $
8VLQJ *RDOV DQG 4XDOLW\ 0RGHOV WR 6XSSRUW WKH 0DWFKLQJ
$QDO\VLV'XULQJ&2766HOHFWLRQ,&&%66SS
>@ .DUQ - $Q (WKQRJUDSKLF 6WXG\ RI &RQIOLFW LQ 6RIWZDUH
(QJLQHHULQJ 7HDPV -RXUQDO RI ,QIRUPDWLRQ ,QIRUPDWLRQ
7HFKQRORJ\DQG2UJDQL]DWLRQV9ROXPHSS
>@ & $OYHV DQG - &DVWUR &5( $ 6\VWHPDWLF 0HWKRG IRU
&276 6HOHFWLRQ  3URF 2I ;9 %UD]LOLDQ 6\PSRVLXP RQ
6RIWZDUH(QJLQHHULQJ5LRGH-DQHLUR%UD]LO2FWREHU
>@'.XQGD$VRFLDOWHFKQLFDODSSURDFKWRVHOHFWLQJVRIWZDUH
VXSSRUWLQJ &276%DVHG 6\VWHPV 3K' 7KHVLV 'HSDUWPHQW RI
&RPSXWHU6FLHQFH8QLYHUVLW\RI<RUN2FW
>@%XUJXHV;(VWD\&)UDQFK;3DVWRU-$DQG4XHU&
&RPELQHG6HOHFWLRQRI&276&RPSRQHQWV3URF2I7KH)LUVW
,QWHUQDWLRQDO &RQIHUHQFH RQ &276%DVHG 6RIWZDUH
6\VWHPV ,&&%66  2UODQGR)ORULGDSS
>@0RKDPHG$5XKH*(EHUOHLQ$0L+26DQDSSURDFK
WR VXSSRUW KDQGOLQJ WKH PLVPDWFKHV EHWZHHQ V\VWHP
UHTXLUHPHQWV DQG &276 SURGXFWV -RXUQDO RI 5HTXLUHPHQWV
(QJLQHHULQJ9RO1R-XO\SS
>@ %KXWD - DQG %RHKP % $ )UDPHZRUN IRU ,GHQWLILFDWLRQ
DQG 5HVROXWLRQ RI ,QWHURSHUDELOLW\ 0LVPDWFKHV LQ &276%DVHG
6\VWHPV ,QWHUQDWLRQDO &RQIHUHQFH RQ 6RIWZDUH (QJLQHHULQJ
3URF RI WKH 6HFRQG ,QWHUQDWLRQDO :RUNVKRS RQ ,QFRUSRUDWLQJ
&276 6RIWZDUH LQWR 6RIWZDUH 6\VWHPV 7RROV DQG
7HFKQLTXHVSS
>@ *DFHN & 'HWHFWLQJ $UFKLWHFWXUDO 0LVPDWFKHV 'XULQJ
6\VWHP&RPSRVLWLRQ3K'GLVVHUWDWLRQ8QLYHUVLW\RI6RXWKHUQ
&DOLIRUQLD
>@ 3DZODN = 6NRZURQ $ 5RXJK 6HWV DQG &RQIOLFW
$QDO\VLV(6HUYLFH,QWHOOLJHQFHSS
>@ 6NRZURQ $ 5DPDQQD 6 DQG 3HWHUV - ) &RQIOLFW
$QDO\VLV DQG ,QIRUPDWLRQ 6\VWHPV $ 5RXJK 6HW $SSURDFK
/1&69ROSS
>@6DDW\7/'HFLVLRQ0DNLQJIRU/HDGHUV7KLUGHGLWLRQ
5:63XEOLFDWLRQV
>@ ,EUDKLP + )DU % + (EHUOHLQ $ ³:HLJKWHG FULWHULD
K\EULG PRGHO IRU UDQNLQJ FRPPHUFLDO RIIWKHVKHOI SURGXFWV´
3URF RI WKH ,$67(' ,QW &RQI RQ 6RIWZDUH (QJLQHHULQJ 6(
)HE±,QQVEUXFN$XVWULDSS



&RQFOXVLRQDQG)XWXUH:RUN


,QWKLVSDSHUZHSURSRVHGDPHWKRGWRLGHQWLI\FRQIOLFWV
HDUO\ DW HYDOXDWLRQ FULWHULD GHILQLWLRQ DQG VWDNHKROGHUV 
SUHIHUHQFHV HOLFLWDWLRQ VWDJHV 7KH SURSRVHG PHWKRG ZDV
XVHGLQDFDVHVWXG\WRGHPRQVWUDWHKRZERWKWKHPHWKRG
DQG LWV WRRO DUH XVHG WR LGHQWLI\ FRQIOLFWV DW WKHVH WZR
VWDJHV &RQVLGHULQJ WKH FDVH VWXG\ UHVXOWV ZH FRQFOXGH
WKHIROORZLQJ
 ,Q &276 HYDOXDWLRQ DQG VHOHFWLRQ SURFHVV FRQIOLFWV
EHWZHHQ VWDNHKROGHUV DUH LQHYLWDEOH HYHQ ZKHQ WKH\
LQLWLDOO\ DJUHHG RQ WKH VRIWZDUH UHTXLUHPHQWV WKDW DUH
XVHG DORQJ ZLWK &276 IHDWXUHV WR GHILQH HYDOXDWLRQ
FULWHULD7KLV LV EHFDXVH UHTXLUHPHQWV LQ &276EDVHG
GHYHORSPHQW DUH YRODWLOH LQ QDWXUH DQG D FRQWLQXRXV
FKDQJHWRHYDOXDWLRQFULWHULDOLVWXVXDOO\KDSSHQV7KLV
OHDGV WR WKH QHFHVVLW\ RI JHWWLQJ FRQWLQXRXV IHHGEDFN
DERXW WKH FULWHULD DQG LGHQWLI\LQJ SRVVLEOH FRQIOLFWV
EHWZHHQVWDNHKROGHUVZLWKUHVSHFWWRWKHVHFULWHULD
 7KH SURSRVHG PHWKRG DLPV DW LGHQWLI\LQJ FRQIOLFWV
UHODWHGWRWKHH[LVWHQFHRIFULWHULDDQGFULWHULDUDQNV
 ,GHQWLI\LQJ FRQIOLFWV DW HYDOXDWLRQ FULWHULD GHILQLWLRQ
DQGSUHIHUHQFHVHOLFLWDWLRQVWDJHVRIIHUVPDQ\EHQHILWV
VXFKDV
D 8QGHUVWDQGLQJ WKH FULWHULD DQG WKHLU LPSDFW RQ WKH
V\VWHPEHLQJGHYHORSHG
E 5HVROYLQJ FRQIOLFWV HDUO\ XVXDOO\ QHHGV OHVV WLPH
HIIRUWDQGUHVRXUFHV
F (YHQ ZKHQ VWDNHKROGHUV FDQQRW UHVROYH D VHW RI
FRQIOLFWV ,W LV VWLOO EHQHILFLDO VLQFH WKH LQIRUPDWLRQ
DERXW WKHVH XQUHVROYHG FRQIOLFWV KHOSV LQ H[SHFWLQJ
RWKHU FRQIOLFWV GHWHUPLQH WKHLU UDWLRQDO LQ DGYDQFH
DQGEHWWHUPDQDJHPHQWRIWKHLUFRQVHTXHQFHV
2XU IXWXUH UHVHDUFK ZLOO IRFXV RQ LQWHJUDWLQJ WKH
UHVHDUFKSUHVHQWHG LQ WKLVSDSHU ZLWK RXUSUHYLRXV PRGHO
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Achieve Semantic-based Precise Component
Selection via an Ontology Model Interlinking
Application Domain and MVICS
Chengpu Li, Xiaodong Liu and Jessie Kennedy
School of Computing
Edinburgh Napier University
Edinburgh, UK
{c.li, x.liu, j.kennedy} @napier.ac.uk
(MVICS) for component specification and repository was
developed. Although the MVICS provides an ontology based
architecture to specify components in a spectrum of
perspectives, it is still fails to integrate knowledge of
component based software engineering with application
domain knowledge, and therefore is immature for real-life use.

Abstract— With the continuous increases in component
varieties and size, it becomes more challenging to find
components perfectly applicable for an application. A major
obstacle for wider and smoother component reuse is the lack of
automated and effective approaches to component specification
and retrieval. This paper presents a domain-integrated ontologybased approach to holistic and adaptation-aware component
specification and search. The work explores the possibility of
combining the MVICS model with domain ontology, with
financial domain as a case study. Such a combination enhances
the function and application scope of the MVICS model by
bringing more domain semantics into component specification
and retrieval. The approach and its prototype tool support three
distinctive features integrally, including Semantic-based Dynamic
Component Retrieval, Flexible Interlink with Domain Model, and
Result Component Profile. Furthermore, the inter-linkage
between MVICS and domain models has resulted in improved
retrieval precision and scope. The effectiveness of the approach
and tool has been evidenced by user feedbacks via wide web use.

In this paper, we focus on exploring the possibility of
integrating the MVICS model with domain ontology models
because any generic component specification model cannot
practically survive without considering application domain. A
financial domain related software system ontology model is
established as a case study. Such integration enhances the
function and application scope of the MVICS model by
bringing more domain semantics into component specification
and retrieval. The component retrieval method is now not only
semantic-based but also dynamic and domain related by
introducing the dynamic fiducial class weight for MVICS and
the domain model. The result of retrieval includes the result
component names, their accurate relevance rating, search
information in both sub models of MVICS and the domain
model and unsatisfied discrepancy, all are presented in a
revised Result Component Profile. Another improved feature
of the proposed approach is that the effect of possible
component adaptation is also extended to specific domain
related components, which enables a more systematic and
holistic view in component specification and selection.

Keywords-Automated component repository and retrieval;
ontology-based component specification; domain ontology; linkage
between ontologiese.

I.

INTRODUCTION

At present Component-Based Development (CBD) fails to
reach its full potential due to two reasons: firstly the lack of
effective and automated methods for holistically and
semantically specifying and retrieving existing components that
precisely match user requirements [9]; secondly the
specification model is either too domain specific to bear
enough applicability or too generic to generate precise enough
retrieval result. It is clear that approaches that are able to
integrate the generic and domain-specific specification models
in an easy and flexible way are highly needed. As we
previously identified, the ontology in the existing approaches
has too simple and/or monolithic structure and few
relationships to deal with the specification and retrieval of
modern components [5]. To resolve the above problem, an
ontology-based approach is developed to achieve holistic and
semantic-based component specification and then automatic
and precise component retrieval. As a foundation, a MultipleViewed Interrelated Component Specification ontology model

A prototype tool is then expanded to accommodate the
above improvement on MVICS approach towards domainintegration. The component repository is built to accommodate
components from financial domains. Extensive user feedbacks
have been received based on case studies and a web-based
version of the prototype. The new approach and tool has been
evidenced to be more effective for the problem.
The reminder of the paper is organized as follows: Section
2 discusses related work with critical analysis. Section 3
introduces the Multiple-Viewed and Interrelated Component
Specification ontology model briefly. Section 4 describes the
financial domain related ontology and its linkage with MVICS.
Section 5 describes holistic, dynamic and domain-related
component retrieval. Section 6 describes the prototype tool and
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case study. Section 7 evaluates the approach and prototype
based on practical use. Finally, section 8 presents the
conclusion and future work.
II.

mode. Each of the four models specifies one perspective of a
component and as a whole they construct a complete spectrum
of semantic-based component specification. All the four
models are extracted from the analysis of CBSE knowledge
and have extension slots for specific application domains. The
first three models can be viewed as sub-ontology models, each
of which describes one facet of component specification. The
meta-relationship model is used to store four types of interrelationships among the classes of the first three models.
Meanwhile, OWL DL [1] is adopted to define the classes,
individuals and relationships of the above models. A detailed
description of the MVICS model is presented in [5].

RELATED WORK

So far, the traditional component specification and retrieval
approaches have been suffering from lower recall and precision
[7][8][11][12], and are rather limited in accommodating
semantics of user queries and domain knowledge. To solve
these problems, ontology has been thus introduced to help
understand the semantics of components, and domain model is
used to capture application domain specific knowledge. In this
section, we analyzed some typical work on component retrieval
and repository with a focus on ontology-based domain
knowledge related approaches, as follows:

IV.

When component-base software engineering (CBSE)
became a research hot topic, the issue of providing
specification of components through ontological models was
noticed [4]. However, the research of ontology (information
system) therein was not mature, and their ontological models
were rather limited.

A financial domain related software system ontology was
built for the purpose of a case study. This ontology mainly
covers the basic financial operation software systems, and was
built to collaborate with the MVICS to support the ontologybased financial domain component search. To obtain the
semantic meanings between IT functions and financial domain
operation, two mechanisms were established to link the
financial domain ontology with the MVICS, namely
Association Link (AssL) and Aggregation Link (AggL).

With the development of ontology technology, many
approaches employed the ontology and domain model in the
process of the component specification and retrieval.
Sugumaran’s approach [9] introduced domain ontology to
apply the additional knowledge to augment or revise a user
initial query. However, the domain ontology used in his
approach is less sophisticated, and covers limited semantic
information. Liu Quan’s approach [6] presented a component
description scheme with OWL language, and proposed an
ontology based retrieval system architecture. Clearly Liu’s
scheme is not ontology based and its semantics are not
computer-recognizable. In addition, he did not detail the
information of domain ontology and the rules to link the
ontology to user query. Braga [2][3] addressed the
interoperability between component repositories, but only
focused on the business components, leaving other kind of
components (such as UI component, controller component and
IT function component) undiscussed.

A. Financial Domain Related Ontology
Each class in this ontology represents one software system
or module that carries out a financial operation. Superiorsubordinate relationships have been used to describe the
affiliations of the functions of these systems or modules. The
top level classes include Asset Management Systems,
Payments & Transfers Systems, Risk Management Systems
and so forth. Their subordinates and the subsequent subsubordinates and so forth constitute their sub classes and subsub-classes, till the most specific function units at the bottom
level.
B. Ontology Linkage Method
Different from traditional ontology mediation, the
connection between MVICS and financial domain related
ontology neither uses the method of ontology merging to
create a new ontology, nor uses the method of ontology
mapping to make the same or similar ontologies to establish
contacts. Our approach enhanced the function and application
scope of the component retrieval by linking MVICS to
different domain specification ontology with two mechanisms:
Association Link (AssL) and Aggregation Link (AggL).

To summarize, although ontology-based domain model
technologies have improved component specification and
retrieval, the existing approaches still have the following
limitations: i) ontology has simple and/or monolithic
architecture and few relationships; ii) ontology models are
either too domain specific to bear enough applicability or too
generic to generate precise enough retrieval result; iii) lack of
methods to link domain ontologies into generic component
ontology.
III.

INTEGRATING DOMAIN KNOWLEDGE OF APPLICATION
DOMAINS INTO MVICS

In our approach, for those classes in domain ontology which
can be viewed as sub classes of a MVICS class, we call them
“Association class”. AssL is used to link these financial
classes with their super class counterparts in MVICS. The
Association classes in financial domain represent specific
financial operations, which are viewed as a specialization of
their MVICS super classes in financial domain.

MULTIPLE-VIEWED INTERRELATED COMPONENT
SPECIFICATION ONTOLOGY MODEL (MVCIS)

A holistic ontology model of component specification will
provide the foundation for effective semantic matching in the
component retrieval and improve the precision of component
retrieval substantially. The MVICS ontology model has a
pyramid architecture, which contains four facets: function
model, intrinsic model, context model and meta-relationship
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Administration, Reporting, Email and system Encryption. The
first nine functions are composed into an Aggregation
(Payment 3) in MVICS, and linked with AggL to class
Payment System. In addition to the above nine functions, the
class Payment System has an extra function Encryption, and
this is expressed with an AssL from class Payment System to
the MVICS class Encryption. Thus, the whole function of
class Payment System is expressed by a combination of the
AssL and AggL.
V.
Figure 1. An example of Association

HOLISTIC, DYNAMIC AND DOMAIN-RELATED
COMPONENT RETRIEVAL

“Holistic” here refers to that the MVICS is a comprehensive
component specification model, and the approach considers a
spectrum of respects in component specification and retrieval,
such as adaptive component matching and result component
profiles. In addition, the financial case study enhanced the
function and application scope of the MVICS model and
improved the Retrieval Method and Component Profile as
follows.
A. Dynamic Class Weight Calculation
A method for basic class weight calculation is first proposed
in [5], however our later findings show that the calculation has
to be adjustable at run time because the constant evolution of
components in function and QoS. Weight of class (W) is
defined as the foundation for calculating the precision of result
components. In each sub-model of MVICS, every class is
given a weight to calculate the relevance of each search result.
The weight assignment are formally defined as W = (1+X)n,
where n is the level of the layer in which the class locates, X =
0.5 for a class in the function model, X = 0.3 for one in
intrinsic model, X = 0.2 for class in the context model [5].

Figure 2. An example of Aggregation

Figure 1 shows an example of AssL. The class Document
Log in financial domain ontology can be viewed as a sub-class
of the class Document Processing in MVICS, because logging
is a specific of document processing in financial sector,
therefore the Document log link to Document Processing with
AssL.

The fiducial weights (X) of the classes in each model are
given based on our experience. According to the testing data
collected from the user, the fiducial weights will be updated
dynamically after every 100 groups of user keywords are
obtained. Each group of the keywords will be recorded and
classified by the facets of the MVICS. The rules of dynamic
fiducial class weight assignment are: the more frequently the
keywords are used in a facet, the heavier fiducial weight of
this facet is. Let N represent the occurring times of the
keywords in a facet, the subscript f, i, c indicate the related
facet (function, intrinsic or context). The weight assignment
rules are defined as follows:

An Aggregation in MVICS is defined as a set of MVICS
classes which work together to implement a larger function.
Apart from the classes in the financial domain that can be
linked in the way of AssL, other financial operation modules
are more comprehensive and multifunctional. In this case, we
first establish a set of reusable Aggregations in terms of the IT
function in MVICS, to represent the function of financial
domain operations. These reusable Aggregations are the
function units of MVICS with minimum intersection of
reusable MVICS functions. Each Aggregation is viewed as a
reusable unit oriented to different financial operations. To link
a domain model with MVICS, an AggL is defined as a link
from a domain class to an Aggregation in MVICS. Classes in
the financial domain ontology are linked to MVICS through
AssL, where a counterpart super/subclass relation exists,
and/or AggL, where a domain class is composed of one or a
set of Aggregations in MVICS.

Xf 0.5u

Nf
Nf  Ni  Nc

Xi

0.3u

Ni
Nf  Ni  Nc

Xc 0.2u

Nc
(1)
Nf  Ni  Nc

Moreover, some users may wish only to be influenced by
the views of the users in their own user group. Hence, the
following rules are proposed to assign fiducial class weight for
this purpose, i.e., in support of user group oriented component
search, which can further improve the precision of search
results. The superscript R, E, A indicate which user group is

An example of AggL is shown in Figure 2. In total, class
Payment System in financial domain ontology has the
following ten functions which are already defined in MVICS,
including Data Security, Data Validation, Data Conversion,
Data Editing, Data Conversion, Database Management, User
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related, namely software engineering researchers, software
engineers and amateurs.

X

R,E, A
f

0.5u

NRf ,E, A
Nf

R,E, A
i

X

NR,E,A
0.3u i
Ni

R,E, A
c

X

financial domain has been conducted with real-life scenarios
of component search.
A. The Prototype Tool
The prototype tool has a simple user interface: A text area
for the input of search keywords. The first column of option
buttons lists the available domain ontology; the second column
spreads out user-oriented options (i.e. Researcher, Engineer
and Amateur). And a black panel for showing the summary of
search results.

NR,E,A
0.2u c (2)
Nc

The weight of a search path (Wp) in the MVICS is the sum
of the weight of the classes included in it.
The weight of financial domain ontology classes are given
on the basis of MVICS class weights. As mentioned in section
4, AssL and AggL were developed to link the financial
domain ontology to MVICS. For the class linked with a
MVICS class via AssL, its weight is the same as the MVICS
class it linked to. For a domain class linked with MVICS
through AggL, its weight is the sum of weights of classes
contained in the Aggregation. The Wp in the financial domain
ontology is the weight of the matched class.

In this tool, the MVICS model, the domain ontology and the
related Association classes and Aggregations files are
implemented in OWL and located in corresponding OWL
files. Figure 3 shows a system overview of the tool. User
requirements are refined by the synonym operator first, the
corrected and OWL defined keywords are mapping with the
classes both in the MVICS ontology and domain related
software system ontology. At the same time, the refined
keywords are recorded by the requirement recorder. These
records are used as primary data to update the fiducial weights
of the MVICS classes by the following dynamic class weight
assignment method.

B. Domain Related Retrieval Algorithm and Precision
Calculation
Based on linkage between MVICS and the financial domain
ontology, the component search algorithm was refined. The
financial domain keywords are identified as Function
Keywords (FK). At the same time, the search tool records the
information of the keywords, which will be used to refine the
fiducial weights.

On completion of the initial ontology-based searching, if the
tool finds some matched classes and their instances (called
“result components”), the precision calculator will further
calculate the precision of each result component; if there is no
matching class, the tool will then search for available adaptive
methods or assets in adaptive component matching part. The
proposed approach accommodates the impact of adaptation in
the specification and selection of matching components. This

The prototype tool will then search the Function Keywords,
together with Intrinsic Keywords (IK) and Context Keywords
(CK) in the OWL files of MVICS and financial domain
ontology. Meanwhile, it will record the search path of every
keyword and then calculate the path weight by summing up
every class weight in this path for MVICS matched class and
by recording the class weight for financial domain ontology
matched class. The search tool will record the components that
link to the result class. After retrieval, a set of records is
obtained for each keyword, which includes the result
component name, the search path and its weight. The match
precision of a result component (Pc) is calculated by the
following dynamic fiducial weight, domain related formula,
which is refined base on a previous unified formula proposed
in [5]:
a

Pc

¦ W pF K

b

r

r 1
i
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t
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PROTOTYPE TOOL AND CASE STUDY

A prototype tool has then been expanded to accommodate the
above improvement on MVICS approach towards domainintegration. A component repository is built to include
components from financial domains. To evaluate both the
approach and the prototype tool, a case study based on
Figure 3. System overview of the prototype tool
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as mentioned in section VI. The search engine searched the
keywords one by one in function, intrinsic and context submodel of MVICS, and then financial domain ontology.
Afterwards, the search engine search available adaptive
methods or assets in adaptive component files.
The names of the result components and their precisions
(calculate by the precision calculator) are displayed on the
right show panel of the interface. When a result component is
highlighted, its search result profile will pop up, as shown in
Figure 4. The result component name “Charles River PM” is
shown on the top button which can be further clicked to full
structured textual specification. Below the component names,
it is a search summary, including the original search precision
(0.86) and the after adaptation search precision (AP1Adaptation Path 1, precision is 0.94). The keywords matching
information in MVICS model is listed in the middle of the
profile. It comprises the keywords matching percentage in
each sub model of the MVICS (original or after adaptation),
the matched and unmatched keywords. As the shown example,
the matching percentages in the three sub models of the
MVICS are 100%, 100% and 75% after adaptation; the
percentages are 0%, 0% and 75% originally. The keywords
“Encryption”, “Java Class”, “RedHat”, “IBM VisuaAge”,
“Oracle” and “Jdeveloper” are matched in the corresponding
sub model respectively. The keyword “Kernel” fails to match
in the context model. The following domain related search
result display is new in the profile. It shows the search
information of the domain related keywords which are
collected with help of the linkage between the MVICS and the
financial domain ontology. The only domain related keyword
“Portfolio Management” is matched in the financial domain
ontology model. Therefore, the percentages of original and
after adaptation are all 100%, and on unmatched keywords.
The available adaptation method(s) or asset(s) with their
efforts are specified in the bottom adaptive component search
result box.

Figure 4. The Result Component Profile

unique feature will allow a more systematic and holistic view
in component specification and selection. In MVICS and
domain ontology, the adaptive components are linked to a
class via an adaptation method or assets if the component
becomes relevant to that class after adaptation with that
method or asset. These methods or assets are defined as
classes or instances in the MVICS and the financial domain
ontology. After the adaptive component matching, the search
results also go through the following precision calculator to
compute the searching precision.

VII. EXPERIMENTS AND ANALYSIS

In contrast to most existing approaches, which present only the
name and precision of the result component, our prototype tool
provides a holistic Result Component Profile to help the user
make the best decision in component selection. The revised
profile includes the brand new domain related search result for
user inspection.

To verify the linkage between MVICS and domain ontology
model, the prototype tool was transformed to a web
application and published on the site http://ceres.napier.ac.uk
/staff/chengpu/index.asp. This is a comprehensive project
website, including project introduction, component
specification, component publish and management, online tool
test and questionnaires. Six hundred components were
selected from component sale websites, with possible
adaptation assets developed, and then were populated into a
component repository. To compare with traditional component
retrieval approach and other domain ontology-based approach,
a SQL database search tool and a domain ontology-based
component search tool were built, respectively. The domain
ontology-based search tool uses the same financial domain
ontology for refining the user requirements and specifying the
component without MVICS. Software engineers, researchers
and amateurs can use the applications and make comments via
a questionnaire. To help the users to compare the function of

B. Case Study
A retrieval scenario of developing an encrypted portfolio
management system has been studied. We presume a user
plans to search for relevant components with the following
requirements: Portfolio management, Encryption, Java Class,
RedHat, Kernel, IBM VisualAge and Oracle Jdeveloper.
Because the portfolio management system is a kind of
financial domain related system, the user clicks the financial
domain option button, and leaves user-oriented option buttons
blank for original precision calculation. The search tool
implements the keywords follows the process of prototype tool
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VIII. CONCLUSION AND FUTURE WORK



The objectives of the research are attained by integrating
domain knowledge into the MVICS ontology-based approach
as an interlinked domain ontology model. This extension
solves the component mismatch problem via both holistic,
semantic-based and adaptation-aware component specification
and retrieval and extending the search precision and scope by
the linkage with domain ontology.
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Figure 5. The level of satisfaction of the MVICS with domain model
tool, existing ontological domain specific search tools and traditional
search tools

different approaches, several financial domain related reuse
scenarios with their matching components are provided. Users
can test the search results by using given scenarios or
producing their own.

Our case studies and user feedbacks have shown that the
approach and the tool are promising in tackling the drawbacks
in component specification and selection. In the future, we
plan to improve the MVICS approach by developing a
mechanism for the evolution of MVICS model and its linkage
with domain models.

The following procedures are suggested for comparison:
1)

Using the provided scenarios and the corresponding
result components (R1), or proposing their own scenarios
and realizing the suitable component (R1) manually.

2)

Using the SQL database search tool, existing ontological
domain specific search tool and MVCIS plus domain
model tool to search the same requirements and receive a
set of search results (R2), (R3), (R4) respectively.

3)

Comparing R2, R3 and R4 with R1 respectively, and then
fill out a questionnaire regarding how well each search
was performed according the four criteria: Recall of the
financial domain component search (R), Precision of the
financial domain component search (P), Result Display
(RD), and Adaptation Suggestion (AS).

The extended MVICS approach supports dynamic and user
group oriented retrieval by adjusting the fiducial facet weights.
The presented domain linkage method improves the function
and application scope of the component retrieval by linking
MVICS to different domain specification ontology. With the
linkage, the MVICS model is refined and the repository is
extended. A financial domain related software system
ontology is built as a case study to explore the possibility of
integrating the MVICS model with domain ontology.
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So far, 127 users with 5 years (average) software
development experiences had tested the tool. The results are
given in Figure 5. It’s clear that there is much improvement in
R, P, RD and AS in the domain-related MVICS search tool.
The linkage between MVICS and financial domain ontology
provides a mechanism to represent both generic (CBSE) and
domain specific (financial domain) component knowledge in a
hierarchical structure and builds relationships to add more
semantic meaning, which helps find the most related
components. Furthermore, the precision of result components
obtained from the financial ontology classes can be calculated
on the basis of MVICS classes through the linkage. This
should lead to improved R and P. Compared with the SQL
database search and the domain ontology-based component
search, the RD and AS are new for component specification
and retrieval. The MVICS approaches improve substantially in
these two aspects.
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Abstract

partners has detailed knowledge about her own part but only
some insight in those she interacts with. The importance of
B2B processes, however, requires a common understanding
among the partners about the reliability and security context
of the overall processes. This puts an additional burden on
the design and implementation of B2B processes.
In this situation, suitable abstraction techniques are essential to determine which information should only be known
internally and how much information has to be published
among partners to ensure an overall successful collaboration.
Hence, each B2B process has (at least) two aspects: a global
process view and different local process views. In the global
process view, interactions between the business partners
and the dependencies between these interactions should be
described in a manner that no information about the internal
process logic of business partners is included. At this level,
security issues which are of global concern have to be, at
least declaratively, speciﬁed. In the local process view each
business partner involved describes the interactions shared
with other business partners, and additional internal steps
between these interactions, which are invisible to the other
business partners. At this level, security issues have to be
implemented, too.
As B2B processes cross enterprise borders, standards and
well-accepted models and tools for describing and implementing processes are indispensable. For the underlying basic technology, standards for implementing SOAs like WSDL
[1] for service descriptions and the Web Services Business
Process Execution Language (WS-BPEL) [2] for describing
local processes at each partner are a widely accepted choice.
For the more abstract and global level there have been a
lot of proposals over the last years ranging from a level
of high technical detail re-using WS-BPEL over choosing
a still technical but more speciﬁc language for the global
perspective like the Web Services Choreography Description
Language (WS-CDL) [3] to using process speciﬁcations that
are more close to the business domain like, e.g., the Business
Process Modeling Language (BPMN) [4] or ebXML BPSS
(ebBP) [5]. The former approaches make life hard when
discussing business processes with non-IT experts whereas
the latter leave a large gap between abstract speciﬁcations
and suitable process implementations which is especially
hard to overcome if security and quality-of-service issues
are involved [6].

Designing secure B2B processes is a challenging task. The
business partners have to agree on a common data format
and meaning as well as on the security requirements each
partner has to fulﬁll. In this paper we propose a top-down
method to design secure B2B processes in the context of
service oriented architectures (SOA). In this method, the Web
Services Choreography Description Language (WS-CDL) is
used to describe the global behavior of a B2B process, which
serves as contractual basis for the collaboration between
business partners. The global security requirements are represented in a separate XML-based descriptor document. The
local behavior for the individual business partners can be
generated from the WS-CDL speciﬁcation using the abstract
Web Services Business Process Execution Language (WSBPEL). WS-BPEL is used in this step solely to describe
externally observable message exchange behavior of each
business partner involved, without revealing their internal
implementation. These generated abstract WS-BPEL processes are the starting point for implementing new local
business processes. The local security requirements for each
business partner can be generated from the global security
descriptor document. Finally, the implemented WS-BPEL
processes are deployed in a suitable WS-BPEL engine.
Keywords: B2B, SOA, WS-CDL, WS-BPEL, BPMN

1. Introduction
Nowadays globalized business world puts high demands
in terms of ﬂexibility and adaptability on companies and
their business processes. Companies are typically required to
extent their processes to interact with business partners which
renders Business-to-business (B2B) processes in which different business partners interact with each other to achieve
a common goal, more or less the standard situation. Unfortunately, process planning and organization gets even harder
than inside a single enterprise. Often, there are incompatible
rules and platforms at each partner, e.g., different software
environments and data formats. Global control of the entire
B2B process at one single partner is almost always not
acceptable; there even may be no detailed knowledge about
the process as a whole at a single partner. In fact, each of the
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Over the last years, our distributed systems group
has been engaged in a wide range of research trying to
tackle these problems using business interaction standards
like, e.g., RosettaNet [7], reference architectures [8]
and pattern to integrate B2B processes [9] as well as
transformation-based approaches using different description
levels like ebBP [10] and WS-CDL [11].
In this paper we propose a reﬁned top-down method to
design secure B2B processes that has evolved from the basic
ideas of [11] with a special focus on respecting security
issues during the whole design process. WS-CDL is used to
capture the global behavior of a B2B process, which serves
as contractual basis for the collaboration between business
partners. Because BPMN as a graphical notation is well
accepted for designing processes, process descriptions can
be made in a BPMN style that is transformed into WSCDL automatically. The global security requirements are
represented during the design process by means of a separate
XML-based descriptor document that is also generated from
a more human-readable annotation. The externally visible
skeleton of the local behavior for the individual business
partners is generated from the WS-CDL speciﬁcation using
abstract WS-BPEL. WS-BPEL is used in this step solely
to describe the externally observable message exchange
behavior of each business partner involved, without
revealing their internal implementation. These generated
abstract WS-BPEL processes are the starting point for
implementing new local business processes at each partner.
Most of the local security requirements for each business
partner can be generated from the global security descriptor
document. Finally, the implemented WS-BPEL processes
are deployed in a suitable WS-BPEL engine.

Fig. 1. Top-Down method.
[16] also uses a top-down approach to model global
behaviors of composite web services using so-called conversation protocols speciﬁed by a realizable Büchi automaton
enriched with linear temporal logic (LTL) as a basis for formal veriﬁcation. Finally, the implementation of each business
partner involved in the conversation protocol is synthesized
from the Büchi automaton via projection.
In [17], starting from a model of service interaction
that is created using the global modeling language called
Lets Dance, an algorithm is deﬁned for determining if a
global model is locally enforceable and another algorithm
is presented for generating local models from global ones.
The generated local models are WS-BPEL processes.
In [18] a framework is presented for securing BPEL
compositions using WS-Security and WS-Policy. The main
components of this framework are the process container
implemented by a set of aspects in AO4BPEL, an aspect
oriented extension to BPEL, the security service and the
deployment descriptor. In this framework the notion of
policy-based process deployment is introduce to check the
compatibility of the security policies of the composition and
its partners at deployment time.
In [19] an approach is presented to check WS-CDL
documents statically. This check deals with those constraints
appearing in CDL documents, which cannot be captured
by its XML Schema totally. Abstract machines are used
to represent the constraints and the corresponding checking
algorithms implement a static check of CDL documents.
In contrast to these approaches, our work puts its focus
on using SOA standard description languages and to provide integrated tools to generate and/or to check consistent
process descriptions which leads to an overall ’compatible
behavior’ respecting security issues.

The remainder of this paper is structured as follows.
Section 2 discusses some closely related work. Section
3 describes and illustrates the proposed method in more
detail. Tool support for the top-down Method is sketched
in section 5. Finally, section 6 summarizes the main results
and discusses routes for ongoing and future work.

2. Related Work
There are lots of approaches to design processes in a serviceoriented setting; [12] provides a valuable ﬁrst overview of a
spectrum of methods and techniques used. We concentrate on
proposals more closely related to our work in the following.
An informal approach to design inter-organizational workﬂows based on a workﬂow setting is presented in [13]. This
approach speciﬁes the common public workﬂow with a socalled ’workﬂow net’, which serves as a contract between the
organizations involved. Afterwards, the workﬂow net is partitioned over the organizations involved and serves as the basis
for creating a private workﬂow at each organization. In [14],
a three level approach is presented to map RosettaNet
Partner Interface Processes (PIPs) to WS-BPEL processes
whereas [15] transforms business transactions into BPEL.

3. The Top-Down Method
The top-down method (ﬁgure 1) comprises of ﬁve phases:
Phase 1: Describing the global behavior of the B2B process
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Fig. 3. Generating abstract WS-BPEL
straints mentioned in the WS-CDL speciﬁcation [3] that can
not be captured by WS-CDL XML Schema are determined
and validated afterwards.
Phase 3: Generation of abstract WS-BPEL processes
After ensuring that the WS-CDL speciﬁcation is valid, the
following transformations are performed (see ﬁgure 3):

Fig. 2. WS-CDL Security Descriptor
The business partners involved agree on a common global
behavior, which serves as a contract for the overall B2B
process, and the security requirements each partner has
to fulﬁll. This common global behavior is provided in
WS-CDL. The agreed security requirements are captured in
a separate XML-based descriptor document, because WSCDL dose not support describing of security requirements.
The security requirements supported in our method are
usernameToken[20], signature[21] and encrypt[21]. The
usernameToken requirement supports the authentication of
business partners and the signature requirement demands the
integrity of exchanged messages between business partners.
The encrypt requirement is to support the conﬁdentiality of
exchanged messages between business partners. Figure 2
shows an example of a security descriptor document. This
document has 1 to n requirement elements; each requirement
element has name and type attributes. The type attribute
may be valued by one of the combinations: usernameToken,
signature[21],
encrypt[21],
usernameToken-signature,
usernameToken-encrypt, usernameToken-signature-encrypt
and signature-encrypt. The requirement element has a
sub-element called applyTo using a sub-element called
interaction element specifying to which interaction element
of the WS-CDL speciﬁcation document the security
requirement is applied to. This can be done using the name
and the path attributes of the interaction element. The
attributes applyToRequest and applyToResponse are used to
specify if the security requirement is applied to the request,
to the response or both.

1. CDLToBPEL: The input of this transformation is
the WS-CDL document and the output consists of
two or more abstract WS-BPEL processes and two
or more WSDL documents; afterwards there is an
abstract WS-BPEL process and its associated WSDL
document for each business partner involved in
the WS-CDL speciﬁcation. An abstract WS-BPEL
process is non-executable and describes only the
public behavior of a business partner which contains
the interactions with the other business partners.
2. CDLSecToBPELSec: The input of this transformation
is the WS-CDL document and its associated security
descriptor document created in the ﬁrst phase; for each
business partner the output consists of a security descriptor document for the secure web service provided
by the business partner itself and a security descriptor
document for each secure web service invoked from a
business partner.
The security descriptor documents generated in this
phase are Apache Rampart module documents. This
Apache Rampart module [22] is the Axis2 module that
implements the WS-Security functionality based on
Apache WSS4J [23], an Open Source implementation
of the OASIS Web Services Security speciﬁcation
[21]. Using the Rampart module, web services can
be secured for authentication, integrity and conﬁdentiality, so that exchanged SOAP messages are secured according to speciﬁcations in the WS-Security
stack,wheras the security requirements are not included
in the WSDL document but attached in the header of
exchanged soap massages. Figure 4 shows an example
for a generated security descriptor document. Each

Phase 2: Static semantic validation of WS-CDL speciﬁcation
A static validation of the semantic of the WS-CDL code
created in the ﬁrst phase is performed next. Here, the con-
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implementation of the abstract WS-BPEL processes, i.e. the
behavior of the reﬁned executable WS-BPEL process, is kept
consistent with the behavior of the corresponding abstract
WS-BPEL process.
To validate that an executable WS-BPEL process is consistent with an abstract WS-BPEL process, one can adopt the
method proposed in [24].In this method, the abstract as well
as the executable WS-BPEL process are transformed into
so-called Workﬂow nets (WF-net)[25] which is a class of
the Petri net including special places modeling the sending
and receipt of messages. After the transformation, the WFnet of the abstract WS- BPEL process and the executable
WS-BPEL are transformed into a communication graph (cgraph) [26]. Then, the c-graph of the executable WS-BPEL
process and the c-graph of the abstract WS-BPEL process
are compared to verify compatibility rules, like, e.g., that the
executable WS-BPEL process accepts at least those messages
the abstract WS-BPEL process accepts.If the c-graph of the
executable WS-BPEL process simulates the c-graph of the
abstract WS-BPEL process, then the executable WS-BPEL
process is a consistent implementation the abstract WSBPEL process.
Phase 5: Deployment of the executable WS-BPEL processes
After implementing the abstract WS-BPEL processes and
ensuring that all executable WS-BPEL processes are consistent with the abstract WS-BPEL processes, the executable
WS-BPEL processes are deployed in a suitable WS-BPEL
engine. Then the set of interacting executable processes is
executed. We have selected the Apache ODE engine [27] to
deploy the executable WS-BPEL processes, since it is open
source and it supports the desired security requirements.

Fig. 4. WS-BPEL Security Descriptor
security descriptor document generated has two parameter types: the ﬁrst type is inﬂowSecurity that speciﬁes
which security action, i.e., usernameToken, signature
or encrypt, have to be applied on receiving a message.
The second type is outﬂowSecurity specifying which
security action has to be applied if a message is to be
sent.
Occasionally, there are elements in the generated security descriptor documents that cannot be initialized
in this phase but have to be taken care of in the implementation phase. For instance, in ﬁgure 4 there are
two elements that cannot be not handled completely in
this phase: the user element specifying the username of
the business partner just as the passwordCallbackClass
element that speciﬁes which Java class has to be
executed in order to retrieve the password of the
business partner associated with the username have to
be ﬁlled in during the implementation phase.

4. Implementation and Tool Support
The top-down development process for secure B2B processes
is supported by a new tool that has been developed in Java.
In order to design a secure B2B process using this tool, the
user begins with creating a graphical model of the common
global behavior of the process using the Business Process
Modeling Notation [4] (see ﬁgure 6). We have selected
BPMN as the graphic model of choice, since it is already in
wide-spread use for describing choreographies in terms of
interconnected interface behavior models and it is an easy
understandable graphical notation for business process modeling. The security requirements are speciﬁed by annotating
the graph when adding a new interaction (see ﬁgure 5).
Out of the BPMN graphic model a WS-CDL document and
its security descriptor document (XML) are automatically
generated (see ﬁgure 7). Then out of the generated WS-CDL
document it’s security descriptor document and abstract WSBPEL process, it’s associated WSDL as well as it’s security
descriptor documents are automatically generated for each
business partner involved in the WS-CDL speciﬁcation (see
phase 3).

Phase 4: Implementing the abstract WS-BPEL processes
Each business partner has to implement his generated abstract WS-BPEL process by adding private behavior and
details of execution that are hidden in the abstract WS-BPEL
process. In addition the elements of the WS-BPEL security
descriptor documents, that are not yet speciﬁed, must be
speciﬁed in this phase. Furthermore, the address element in
the generated WSDL document must be speciﬁed, too. In
this phase, it is crucial for each business partner that the
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Fig. 6. B2B process design tool

Fig. 7. Generating the WS-CDL document and its security descriptor document
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[8] Christoph Pﬂügler, Andreas Schönberger, and Guido Wirtz. Introducing partner shared states into ebBP to WS-BPEL translations. In
Proc. iiWAS2009, 11th Intern. Conf. on Information Integration and
Web-based Applications & Services, 14.-16. December 2009, Kuala
Lumpur (Malaysia). ACM.
[9] Helge Hofmeister und Guido Wirtz. Applying service-orientation
through a reference architecture. Journal of Systemics, Cybernetics
and Informatics, 6(1):80–90, June 2008.
[10] Andreas Schönberger, Thomas Benker, Stefan Fritzemeier, Matthias
Geiger, Simon Harrer, Tristan Kessner, Johannes Schwalb, and Guido
Wirtz. QoS-enabled business-to-business integration using ebBP to
WS-BPEL translations. In Proc. of the IEEE SCC 2009 Intern. Conf.
on Services Computing, Bangalore, India. IEEE, September 2009.
[11] Mostafa Madiesh and Guido Wirtz. A Top-Down Method for B2B
Process Design Using SOA. In 2008 Intern. Conf. on Software
Engineering Research & Practice (SERP 2008).
[12] Michael P. Papazoglou and Willem-Jan Van Den Heuvel. Serviceoriented design and development methodology. International Journal
of Web Engineering and Technology, 2(4):412–442, 2006.
[13] Wil M. P. van der Aalst and Mathias Weske. The P2P Approach
to Interorganizational Workﬂows. In CAiSE ’01: Proceedings of
the 13th International Conference on Advanced Information Systems
Engineering, pages 140–156, London, UK, 2001. Springer-Verlag.
[14] Rania Khalaf. From RosettaNet PIPs to BPEL processes: A three
level approach for business protocols. Data Knowl. Eng., 61(1):23–
38, 2007.
[15] Birgit Hofreiter, Christian Huemer, Philipp Liegl, Rainer Schuster,
and Marco Zapletal. Deriving executable BPEL from UMM business
transactions. In IEEE SCC, pages 178–186, 2007.
[16] Xiang Fu, Tevﬁk Bultan, and Jianwen Su. A Top-Down Approach
to Modeling Global Behaviors of Web Services. In Proc.of WS on
Requirements Engineering and Open Systems (REOS), Monterey, CA,
September, 2003.
[17] Johannes Maria Zaha, Marlon Dumas, Arthur H. M. ter Hofstede,
Alistair P. Barros, and Gero Decker. Bridging global and local models
of service-oriented systems. IEEE Transactions on Systems, Man, and
Cybernetics, Part C, 38(3):302–318, 2008.
[18] Anis Charﬁ and Mira Mezini. Using aspects for security engineering
of web service compositions. In ICWS ’05: Proceedings of the IEEE
International Conference on Web Services, pages 59–66, Washington,
DC, USA, 2005. IEEE Computer Society.
[19] Lei Zhou, Hanyi Zhang, Tao Wang, Chuchao Yang, Zheng Wang,
Meng Sun, and Geguang Pu. Static check of WS-CDL documents.
In SOSE ’08: Proc. of the 2008 IEEE Intern. Symposium on ServiceOriented System Engineering, pages 142–147, 2008.
[20] OASIS. UsernameToken Proﬁle 1.1, February 2006.
[21] OASIS. Web Services Security. OASIS, 1.1 edition, February 2006.
[22] Apache Software Foundation. Apache Rampart. http://ws.
apache.org/rampart/, February 2010.
[23] Apache Software Foundation. Web Services Security for Java. http:
//ws.apache.org/wss4j/, July 2009.
[24] Axel Martens. Consistency between Executable and Abstract Processes. In Proceedings of Intl. IEEE Conference on e-Technology, eCommerce, and e-Services (EEE’05), Hong Kong, March 2005. IEEE
Computer Society Press.
[25] W.M.P. van der Aalst. The Application of Petri Nets to Workﬂow
Management. The Journal of Circuits, Systems and Computers,
8(1):21–66, 1998.
[26] Axel Martens. On Usability of Web Services. In Proceedings of 1st
Web Services Quality Workshop (WQW 2003), Rome, Italy, 2003.
[27] Apache Software Foundation. Apache ODE. ode.apache.org/.

Fig. 5. Specifying the security requirements

5. Conclusion and Future Work
We presented a top-down method to design secure B2B processes using SOA standards as implementation technology.
The design uses BPMN to describe the global behavior of the
B2B process that is transformed into WS-CDL and analyzed
afterwards. As WS-CDL does not support the description of
security requirements, the global security requirements are
annotated to the process graph and represented in a separate
XML-based descriptor document. This makes it easy to adapt
the same global process to different environments by simply
using a more or less strict security descriptor document. Out
of these speciﬁcations, for each business partner involved,
an abstract WS-BPEL process as well as an XML-based
security requirements document is automatically generated.
Afterwards, each business partner implements the detailed
local executable WS-BPEL process for herself.
Using this method and the tool support for generating
most of the coordination code needed, the gap between
high-level descriptions of business processes and security
requirements and their implementation in a SOA setting is
closed at least for top-down style development scenarios.
In order to validate our method we currently conduct
different case studies using our tools. First results seem
promising and prove that the tool supports the top-down
process adequately. However, more real-life size case studies
are needed to estimate the overall beneﬁt of the method in an
industrial setting. So, ongoing and future work is dedicated
to conduct more rigorous case studies for B2B integration
in real life settings. Moreover, as processes normally are
designed completely new from scratch, combining the topdown method presented here with bottom-up and mixed-style
integration scenarios is the next step to go.
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Abstract – This paper analyses how the effort estimation of
software development projects is impacted by integrating
Scrum practices in traditional plan-driven process. A case
study was carried out in a company in which several projects
were analyzed according to a set of metrics. We made a
comparison between a set of projects executed by a plandriven process and another set of projects executed by the
same plan-driven process streamlined using Scrum practices.
We discuss the case study findings on effort estimation, which
was characterized by recurring project overestimation on
those projects in which Scrum practices were introduced.

The objective of this research is to analyze how software
development estimation is affected by integrating Scrum
[27, 26] practices in a traditional plan-driven process
structure.
We explore the hypothesis that agile-traditional integration
is better for some types of customer-supplier relationships,
particularly those in which at least one of them does not have
governance process compatible with purely agile software
contract and development principles. The contribution of this
paper is to provide empirical results from a case study on
effort estimation implications in that context.
The research was carried out in a CMMI-ML2 company that
was used to execute a RUP-customized CMMI-adherent
process in a traditional fashion - using early cost and schedule
formal agreement. Since 2008, however, the company started
to execute some projects using a hybrid process that integrates
Scrum practices through the traditional-predominant
development process. Metrics were extracted from several
projects in order to evaluate how this Scrum-RUP integration
affects software project effort estimation.
Guidelines from [15] were considered to carry out and
report this research.

1. Introduction
Agile method [3] adoption is an interesting choice to
improve productivity in software industry [24]. It is attracting
a great portion of software industry [2, 21]. Those methods
incorporate agile practices like close customer involvement,
short release cycles, collaborative team participation, fixed
delivery schedules, and fast response to change requests.
However, agile adoption implies paradigm changes that
affect the way several management and contractual issues are
addressed [18], as summarized in Table I.

Process
Measure of
success
Management
culture
Requirements and
design
Test and quality
assurance
Planning and
scheduling

2. Related Work

TABLE I
Traditional vs. Agile Paradigms
Traditional
Agile
Response to change,
Conformance to plan
working code
Leadership /
Command and control
collaborative
Continuous / emergent
Big and up front
/ just-in-time
Continuous /
Big, planned / test late
concurrent / test early
Detailed, fix scope,
Two-level plan, fix
estimate time and resource
date, estimate scope

This paper is about software development process or
methodology, particularly addressing integration of agile and
plan-driven methods in the context of Scrum. In this section
we review main agile and plan-driven integration publications
present in literature.
The scope of this paper is different from agile estimating
research field, because our research deals with a traditionalpredominant process with early effort estimation for customersupplier agreement, which is fundamentally different from the
agile philosophy as its proposal implies in a paradigm break of
fixed scope and estimated schedule and cost. Instead, all work
is intended to fit in a time box, where the time is fixed and
scope emerges [18].
In general, there is great lack of empirical evidence
regarding software engineering methods [1, 25, 24, 9]. Some
studies can be found in integrating agility and plan-driven
methods, which are briefly presented next.
Boehm and Turner [7] have proposed a framework for agile
and discipline integration based on risk. They discuss two case
studies and conclude that risk is the key to successfully

Some of those paradigm changes, however, are undesirable
by some companies [18, 7, 11] and may cause much
consternation in executive offices [18]. For governance
politics or other needs, there are cases in which the customer
wants or even needs early planning and contract among other
plan-driven process practices. Thus, to take advantage of
productivity and dynamics of agile practices without
renouncing overall traditional process and management, an
integration approach seems to be an interesting choice.
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integrate agile and discipline. A qualitative case study in [11]
reported success on integrating practices from software
product line engineering and agile software development using
Evo [10] as agile method. Kroll and MacIsaac [16] present a
set of agile and plan-driven practices from OpenUP [22] and
RUP [17]. Lastly, studies and discussions on agile methods in
the context of software architecting can be found in [4, 20, 23].
Software development effort estimation is a broad topic,
branching to several subtopics like regression, function point,
neural networks, analogy and so on. We recommend [14] for
an overview of recent advances.
There are publications that address effort estimation in the
context of agile and iterative-incremental software
development processes. A well-known publication in agile
estimating and planning is [8]. In [5], a model for effort
estimation is proposed for iterative-incremental process, which
is derived from COCOMO [6]. A similar counterpart for use
case points is [19].
Despite recent work done in agile estimating, we are not
aware of any study focused on effort estimation implications
of a hybrid agile and plan-driven software development
process approach using Scrum.

4. Research design
This research is of an exploratory character, which helps
developing a general vision with certain phenomena in
perspective, with the goal of identifying relevant variables that
should be considered in the research. A quantitative approach
was chosen because of the nature of the variables in study as
we describe later.
The research fits in the method of case study research [28]
as it consists of an in-depth investigation of the phenomena
observed in one particular company.
Case study has the following limitations: the research
consists of only one case and the results cannot be generalized
to other contexts. This is a single company multi-project case
study. It is not trivial to find a company that meets all
necessary features we need like reliable process maturity, will
to adopt the hybrid Scrum-RUP process framework practices
we propose, permission to access process measurement data
and so on. Despite the single case limitation, we consider this
study is a good basis for reflection. Also, the reader may
consider context information and be able to identify
experiences that may be transferred to another software
development organization.

3. Context

4.1. Sample

The case study was carried out in a medium-sized IT
company focused in software project development,
outsourcing and IT consulting for large enterprises. It was
appraised as a CMMI-ML2 enterprise in 2006.
The company is used to execute a process based on the
Rational Unified Process (RUP) [17] and its non-proprietary
counterpart Unified Software Development Process (USDP)
[13]. Since its effort on getting CMMI-ML2, the company
executes its software development projects in a RUPcustomized CMMI-adherent process.
The company is highly experienced in use-case
requirements management and software development effort
estimation using Function Point Analysis [12] as basis for
sizing software functionality. Its customers usually demand
prescriptive negotiation and planning for early contractual
agreement. Many of its customers do not work with close
interaction with the supplier throughout the project. Besides,
many of their customers are not willing to fix date and let
scope emerges as recommended by the agile philosophy.
Rather, they prefer plan-driven fixed scope and estimated cost
and schedule.
All software projects included in this case study consist of
business automation systems, or specific parts of a bigger
enterprise one.
For those particular features of the company, its costumers
and projects, we decided that this company is well-suited for
our empirical studies.

Our sample consists of seven projects executed according to
the proposed Scrum-RUP integration process. Those seven
projects were executed from July/2008 to December/2009, i.e.
18 months. We consider this a reliable sample because
possible strong discrepancies from adoption adaptation could
be mitigated after about two or three projects, as reported by
the company’s practitioners, according to their own
experience.

4.2. Control group
As control group, we use same data from seven other
projects executed without Scrum integration, but only using
the company’s ordinary RUP-customized, CMMI-adherent
process. Those control group projects were executed from
January/2008 to Jun/2009, i.e. 18 months. Notice that there is
an overlap period of one year in control group projects and
sample projects. Also, notice that the overall time of the
projects was two years long.

5. Data collection and analysis
The company keeps a set of development metrics, most of
them gathered by software system automation. Also, there is a
quality department responsible for managing and monitoring
metrics for process and quality, especially since early years
before the company's CMMI-ML2 appraisal. By the
automation software and CMMI-ML2-appraised Measurement
and Analysis (MA) process area they implement, we consider
data collection completeness and accuracy satisfactory.
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Data collection was made by retrieving convenient data
from the measuring software system with proper query tools.
Data was then tabulated into a Microsoft Excel spreadsheet
and the same tool was used to perform statistical operations
and extraction of proper summaries.
As mentioned in section 3, the company uses function point
as measure for their software projects functionality. The effort
of a particular requirement is calculated considering its
functional size, technology, risk and historical productivity
knowledge. The project functionality effort estimation is the
sum of all its requirements effort estimations.
Below we formally describe measures and metrics adopted
by the company so the reader can be able to understand how
they calculate their metrics, as well as the discussions in this
research.

Example

Requirement effort realized (rer)

Description

technology desired by a requirement.

Example

tech(“req001”) = “Java EE”

rer(req) :: man-hour

Description

the real effort realized to develop a given
requirement.

Example

rer(“req001”) = 83 mh

Requirement effort estimation (ree)
Definition

ree(req) :: man-hour

Description

effort estimation of a given requirement.

Calculation

Technology (tech)
tech(req) :: {“Java EE”, “.NET”, “C++”}

Definition

5.2. Definition of metrics

5.1. Definition of measures

Definition

rf(“low”) = 1
rf(“medium”) = 1.05
rf(“high”) = 1.1

Example

ree(req)
= chp(tech(req)) * fp(req) * rf(risk(req))
ree(“req001”)
= chp(tech(“req001”)) * fp(“req001”) *
rf(risk(“req001”)
= chp(“Java EE”) * 6 * rf(“medium)
= 12.5 * 6 * 1.05
= 78.75 mh

Current historical productivity (chp)
Definition

Project effort estimation (pee)

chp(tech) :: man-hour / fp

Description

current known average man-hours necessary to
develop one function point of a requirement of
a given technology. This measure is an
estimate based on historical knowledge.

Example

chp(“Java EE”) = 12.5 mh / fp

Definition
Description
Calculation
Example

pee(project) :: man-hour
effort estimation of a project (project = list of
requirements)
1) pee([ ]) = 0 mh
2) pee([head:tail]) = ree(head) + pee(tail)
-

Function point (fp)
Definition
Description
Example

Project effort realized (per)

fp(req) :: function point

Definition

function point count of a requirement by using
the IFPUG Method.

Description

fp(“req001”) = 6 fp
Calculation
Example

Requirement risk (risk)
Definition

risk(req) :: {“low”, “medium”, “high”}

Description

risk of a requirement, evaluated by the system
analyst or software architect.

Example

Description

a multiplier for applying in effort estimation,
depending on the risk rate of a requirement.

-

Definition

rred(req) :: numeric

Description

percentage that tells how the real effort spent on
developing a requirement corresponds to
planned effort. Positive value means delay
(effort underestimation) and negative value
means anticipation (effort overestimation).

Calculation

rred(req) = (rer(req) – ree(req)) / ree(req)

Example

rred(“req001”)
= (83 – 78.75) / 78.75

Risk factor (rf)
rf(risk) :: numeric

the real effort realized to develop a project
(project = list of requirements)
1) per([ ]) = 0 mh
2) per([head:tail]) = rer(head) + per(tail)

Requirement relative effort deviation (rred)

riskrate(“req001”) = “medium”

Definition

per(project) :: man-hour

712

= 0.054 (5.4% delay)

avg

166

1.28

2098

2111

0.07

* weighted average

Table III shows summary information of sample projects
that are object of this case study, i.e. those projects executed
with Scrum practices integrated in plan-driven-predominant
process. Last line, again, is average.

Project relative effort deviation (pred)
Definition

pred(project) :: numeric
Percentage that tells how the real effort spent
on developing a project corresponds to planned
effort. Positive value means project delay
(effort underestimation) and negative value
means project anticipation (effort
overestimation).
pred(project)
= (per(project) – pee(project)) / pee(project)

Project effort estimation
(mh)

Project effort realized
(mh)

Project relative effort
deviation (%)

We collected raw data from each functional requirement for
each project. For space constraints and for readability we are
not going to present data in requirement degree of detail,
though requirement detail might be mentioned during
discussion if necessary.
Table II shows summary information of projects from the
control group of the case study, i.e. those projects executed
without Scrum. Last line is average.
Some information in Table II is noteworthy. First, both
.NET projects registered the major project delays
(underestimations). It may be caused by team low seniority in
this particular technology at the moment the projects were
executed. Second, the minimum -11.6% pred in C4 project
may be caused by its risky nature (1.36 average risk), which
increases time estimated to develop the product. So if the risks
have not sanctioned development time, overestimation is
naturally expected. Third, data suggests that this company is
experienced in effort estimation and often does good
estimates.

S1

80

1

Java EE

12.5

1000

858

-14.2

S2

123

1.04

Java EE

12.5

1543

1372

-11.1

S3

128

1

.NET

11

1408

1329

-5.6

S4

159

1.16

Java EE

11.5

1843

1880

2.1

S5

234

1.2

Java EE

10

2378

2138

-10

S6

249

1.17

65%JavaEE
35%C++

11.4
*

2885

2666

-7.6

S7

168

1

Java EE

10

1680

1558

-7.3

avg

163

1.08

1820

1686

-7.67

-

* weighted average

S1, S2, S3: The projects S1, S2 and S3 have their effort
estimated with plan-driven chp (current historical
productivity), i.e. the same parameters from the nonintegrated-Scrum process. The project relative effort
deviations, in those cases, were -14.2, -11.1 and -5.6
respectively. Those initial results have encouraged managers
to reduce chp for next projects (notice that the less chp, the
more productivity).

Project effort
estimation (mh)

Project effort realized
(mh)

Project relative effort
deviation (%)

1.21

Java EE

12.5

2144

2220

3.5

C2

100

1

Java EE

12.5

1250

1180

-5.6

C3

298

1

.NET

11

3278

3511

7.1

C4

169

1.36

Java EE

12.5

2171

1919

-11.6

C5

155

1

.NET

11

1705

1880

10.3

C6

122

2

C++

16

1882

1876

-0.3

C7

152

1.42

63%JavaEE
37%C++

13.8
*

2253

2188

-2.9

Technology

169

Project

chp (mh / fp)

Weighted average risk

Functionality size (fp)

TABLE II
Control group projects summary

C1

Technology

Example

Functionality size (fp)

Calculation

Weighted average risk

6. Findings and discussion

chp (mh / fp)

TABLE III
Scrum-RUP hybrid projects summary

Project

Description

S4: For project S4, chp was reduced by 8% (chp(“Java EE”)
= 11.5, instead of 12.5) in order to get an 8% man-hour lesser
estimation to develop the project. This project had a delay of
2.1%, which is not considered a noteworthy underestimation.
S5, S6, S7: Then in projects S5, S6 and S7, the chp was
reduced by 20% compared to original chp (chp(“Java EE”) =
10 instead of 12.5 and chp(“C++”) = 14 instead of 17), and the
project relative effort deviations still remained less than -7 on
all three cases (-10, -7.6 and -7.3 respectively).
Figure 3 show a graphical view of relative effort deviation
of control group projects. Metrics suggest that effort
estimation accuracy is stabilized in an ordinary statistical
deviation (some underestimations and some overestimations in
similar proportions).
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It is important to notice that all 7 projects have been
overestimated, considering the original chp measure. Besides,
the arithmetic average gain of this Scrum-RUP integration was
16.89%.
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7. Conclusions
This case study research analyzed 14 software development
projects - 7 as sample and 7 as control group - executed during
two years in a CMMI-ML2 company, in order to examine
effort estimation implications by integrating Scrum in a plandriven-predominant development process.

ͲϭϬ
Ͳϭϱ

Figure 3. relative effort deviation of control group projects

Contrasting that, the same graphic from Scrum-RUP
projects (Figure 4) shows a recurring negative relative effort
deviation, which means that projects are being overestimated,
even after managers reduced chp.
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Figure 4. relative effort deviation of Scrum-RUP projects

Notice that, for instance, project relative effort deviation
(pred) of project S5 was 10% as one can see in Table III and
Figure 4. However, 10% is the deviation relative to the tighter
20%-reduced effort estimation. So an interesting question
arises: what is the overall pred of project S5 if compared to the
original chp (12.5 mh/fp) before integrating Scrum? To
calculate the overall pred, one must consider the chp reduction
(-20%) and its proportional effort deviation. Let us continue
with the S5 project as example to show calculations:
•

Original Java EE chp = 12.5 mh/fp

•

Reduced Java EE chp = 10 mh/fp (reduced to 80%)

•

S5 project relative effort deviation = -10% (reduced
to 90%)

ϴϱ͕ϴ

^ϭ
Ϭ

ϮϬ

ϰϬ

ϲϬ

ϴϬ

ϭϬϬ

ϭϬϬ

ϭϮϬ

KǀĞƌĂůůƌĞĂůŝǌĞĚĞĨĨŽƌƚ
йŽƌŝŐŝŶĂůĐŚƉ

Figure 5. Overall realized effort of all Scrum-RUP projects

The empirical studies presented in this paper suggest that by
integrating Scrum practices in a plan-driven predominant
process approach, changes must be carried out in productivity
parameters for software development effort estimation.
Particularly, results demonstrated a recurring overestimation
of projects in which Scrum was integrated (figure 5). The
maximum pred of a single project was 28%, and the
arithmetical average of all projects was 16.89%
Several factors influence in effort estimation, including
functional size, risk, technology and historical knowledge and
team productivity. In this research, we have explored the
process factor. The evidence provided by this case study is a
modest contribution if compared with the work that still has to
be carried out to scientifically validate methodological claims,
as mentioned in section 2. Still, we consider that this case
study provided interesting results that point to a conclusion:
that 15-20% effort estimation reduction is realistic when

Thus, the original effort was reduced to 80% by the first
estimation, and then reduced again to 90% when realized. The
resulting reduction can be then calculated:
S5 project overall realized effort = 80% x 90% = 72%
In other words, the overall project relative effort deviation
of project S5, if considering original 12.5 chp, was 28%.
Figure 5 summarize overall realized effort for all projects.
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the International Conference on Product Focused Software
Process Improvement. (Oulu, Finland). Springer Verlag.

integrating Scrum in a traditional plan-driven software
development process.
The evidence provided by this case study may be useful for
companies because it suggests that they can offer more
competitive prices to their customers or increase profit by
finishing projects earlier.
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8. Future work
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for Scrum-RUP integration, and also examining
comprehensive development metrics from the same company
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productivity and quality. Besides, agile and plan-driven
integration literature is still very sparse (see section 2), so
much research addressing agile and plan-driven integration
still need to be done in order to validate existing claims and
explore others. Hybrid methodological approaches to provide
agility benefits in customer-supplier prescriptive contract
environments, outsourcing, offshoring, global software
development and software product line engineering are
interesting and little explored research areas.
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the implementation steps of SPI new processes, specifically
in evaluating the SPI adoption.
The purpose of this article is to describe, via a case
study, the context of the SPI implementation, with emphasis
on adoption issues. We show that the challenges of a
successful SPI program are not limited to the identification
and creation of new processes. In addition, we verified that
there are many barriers to SPI which can be well
characterized after the assessment of the SPI
implementation. We also present an objective measurement
to evaluate the SPI adoption. This measurement can provide
for organizations a better understanding of where they are,
when considering the SPI implementation process.
Considering the successful results of this initiative, we
believe that it should be easily adopted by many software
development organizations.
The focus of this paper is based on the following
research question:
How SPI implementation can be assessed and can
incorporate empirical measurements?
To answer this question we conducted our case study in
a software development organization, evaluating an SPI
initiative that started in 2007. During two years, we
observed that to be successful, an SPI implementation
needs to recognize human, social and organizational aspects
with the same or higher consideration given to finance,
technology and other issues.
The remainder of this paper is structured as follows.
Section 2 describes the background of this work. Section 3
describes the case study and some findings. Section 4
presents the final remarks and future works.

Abstract—Managing a successful Software Process
Improvement (SPI) is a challenging issue that many software
companies face today. Many companies have invested huge
amount of money in improving their software processes. This
can be confirmed through several papers that present the
results of SPI programs. However, as pointed out by the
literature, many of these programs have encountered
difficulties to achieve the desired benefits. This is usually not
caused by incorrect new processes, but due to inadequate SPI
implementation and, particularly inadequate SPI adoption.
This paper evaluates an SPI program, discussing its
implementation problems with emphasis on adoption issues.
The analysis was carried out as a case study in a software
development organization. Our findings suggest that other
than finance, technology and other issues, several
implementation aspects, in particular effective adoption
strategy, are needed to achieve a successful SPI program. Our
main contribution is to give evidences that an SPI
implementation process can be assessed and improved using
objective measurements and available methods and practices.
In particular, we measure the adoption of an SPI practice,
analyzing the evolution of the improved practices rework
during the development of two software projects.
Keywords- Software Process Improvement - SPI; SPI
Implementation; SPI Adoption; Rework Evolution

I.

INTRODUCTION

Many organizations experience a successful start on their
Software Process Improvement (SPI) initiative and after
some steps in their improvement process they realize that
the overall engagement to change weakens significantly
after the initial excitement [1]. Previous studies show
critical factors that can be sources for this problem e.g.
resistance to change, previous negative experience, lack of
the evidence of benefits, imposition, resource constraints
and commercial pressures to meet customer demands [2],
[3].
Many advances have been made in the development of
the SPI standards and models. However, we cannot observe
equal advances in the SPI implementation or adoption
processes. This has resulted in limited success of many SPI
programs [4]. Herbsleb and Goldenson [5] showed that
67% of SPI managers prefer guidance on how to implement
SPI activities, rather than additional SPI (what) activities to
implement.
Despite the importance of SPI implementation, little
empirical research has been carried out analyzing in detail

II.

BACKGROUND

A. SPI Adoption and Implementation Process
A recurrent problem reported in the literature for SPI is a
lack of an effective strategy to successfully implement SPI
programs. We observed that much attention has been paid
to what activities to implement instead of how to implement
these activities. In this context, Niazi et al. [4], [6]
developed a framework that resulted from SPI literature
research and empirical studies. In the design of the
framework, Critical Success Factors (CSF) and Critical
Barriers (CB) for SPI were identified and extended. In
addition, interviews were conducted with Australian
practitioners in order to select and analyze the factors that
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Computer Science Department at Federal University of
Minas Gerais, Brazil. Synergia is internally organized as a
commercial software development organization, but it also
retains important academic characteristics [11]. Synergia
maintains 85 people in its staff composed by undergraduate
and graduate students and non-student graduated
professionals, most with a Computer Science background.
Synergia uses a tailored version of the Praxis modeldriven software development process [12] in its software
and systems engineering projects, called Praxis-Synergia.
Although the Praxis process has been designed and applied
primarily for education and training in Software
Engineering, it provides tailoring guidelines, which must be
interpreted according to the current situation of the
development organization. The Praxis material is available
in a book and kept updated in the author’s Web site1.
One important characteristic of Praxis, which is
maintained in the tailored version, is that it models the
development of each product use case as a sequence of
development states or control marks. The name of each
state evokes how far the use case has advanced towards
complete implementation and acceptance. The states are:
Identified, Detailed, Analyzed, Designed, Specified,
Realized, Implemented, Verified, Validated and Complete.
Pádua [11] discusses these states and how each state is
associated with one or more quality control procedures such
as inspection, test and management review.

play positive or negative roles in SPI organization. The
framework is composed of three components:
• Maturity stage dimension: The IMM (Implementation
Maturity Model) is adapted from CMMI [7] and presents
four maturity levels. Level 1, “Initial”, indicates that the
organization is not aware of SPI implementation process.
Level 2, defined as “Aware”, indicates that management
and practitioners are becoming aware of SPI
implementation programs and their benefits. Level 3,
“Defined”, is the level where processes were documented,
standardized and integrated into the organizational
process. Level 4, “Optimizing”, is the level where the
organization establishes structures for continuous
improvement.
• CSFs and CBs dimension: Instead of the Process Areas
(PA) as adopted by CMMI, IMM adopted CSFs and CBs
which are organized into three categories “awareness”,
“organizational” and “support”. Each category provides a
list of related CSF and CB. The categories are divided
among the levels of the IMM.
• Assessment dimension: This dimension provides a list of
practices that allows assessing how well the factor has
been implemented in practice.
Niazi and others [6] conducted three case studies in
order to test and evaluate the framework. The results of
their experimental evaluation have shown that the
framework has potential to assist practitioners in the design
of effective SPI implementation initiatives. However, their
work focuses only on the process dimension of SPI
implementation. We believe that for a complete evaluation
of a successful SPI implementation it is also important to
recognize human, social and organizational dimensions.
This means evaluating the adoption of the improvement by
the practitioners: developers and managers.
It is not easy to analyze if the improved processes have
been fully adopted. It is almost impossible to measure if
processes have really changed the hearts and the minds of
the practitioners [8]. Process adoption is generally
characterized as two orthogonal dimensions: infusion and
diffusion [8]. Infusion describes how deeply the new
process has been adopted by the target population.
Diffusion describes how broadly the target population has
adopted the new process [9].
Adoption of a change typically follows a number of
stages. In our work, in order to evaluate the human
dimension of the SPI implementation process, we applied
the seven-phase adoption curve discussed by Conner and
Patterson [10]. The seven-phase consists of: contact,
awareness,
understanding,
trial
use,
adoption,
institutionalization and internalization.

III.

STUDY DESIGN AND EXECUTION

We performed a case study in conjunction with a SPI
initiative conducted at Synergia. This case study analyses
the rework effort and the number of defects detected in a
specific test execution task in different projects at Synergia.
The aim is to provide more evidences about the results
achieved with the process improvement implementation
assessment and the empirical SPI adoption measurement.
This is an embedded case study [13] in one company
with two units of analysis: two major projects. For every
use case of each project we collected the following
information: the percentage of rework related to the test
execution (% of rework = rework / (work + rework)) and
the number of defects.
A. Process Improvement
In this section we summarize the SPI initiative that was
conducted at Synergia. A detailed description of this
program can be found in Peixoto et al. [14].
During 2007, Synergia managed its improvement effort
by analyzing problems in a specific project. The work was
organized as a Defect Causal Analysis (DCA) process [15].
The DCA process selects recurring problems with the aim
of identifying their principal causes and propose some
solutions to avoid (or reduce) new occurrences. At that

B. Organizational Context
Here we describe a work that was performed as a
collaborative study with Synergia. Synergia is a laboratory
for software and systems engineering, hosted in the

1
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www.dcc.ufmg.br/~wilson/praxis/ (in Portuguese)

team. The average number of defects detected by the Test
team reduced from 5.1 to 1.7 defects per use case and the
number of critical defects was reduced by 70%.
The other project, referred here as Project IMPROVED,
started in 2009 and ended in January, 2010. It had
approximately 1,500 Function Points and it presented the
same characteristics of project TBI. Almost all developers
that worked in Project IMPROVED came from Project
TBI.
Comparing the rework originated from the verification
practice in the two projects we observed that:
• With 95% of confidence, despite all the rework and
number of defect reductions, we cannot say that there is a
difference between the number of defects per use case
before and after the process improvement in Project TBI
(Fig. 1).
• With 95% of confidence, we can say that there is a
difference between the number of defects per use case
comparing Project TBI and Project IMPROVED. (Fig. 2)

time, the largest existent project (~ 5,000 Function Points),
referred here as Project TBI (To-Be-Improved), was chosen
to assure that the recommendations would be executed.
The problem discussed ahead was detected while
performing the quality procedures of the Implemented state.
Before delivering the executable code to the Test team, the
developers themselves were required to execute a list of test
procedures (a subset of the complete manual test
specification), referred here as verification practice. The
purpose of this verification practice was to identify errors
made by the developers themselves (for example, a
nonoperational save command) with the aim of treating
them before the execution of the complete manual test
specification by the Test team and avoiding rework.
Although in Project TBI all developers were required to
execute the list of test procedures, they did not execute it
correctly or they did not execute it at all. In a broader
evaluation, the non-execution of these test procedures could
be the result of time pressure, project cost overrun, and lack
of training or experience of the team. But at Project TBI,
the developer had enough time to do their task and they
knew or were trained in what they had to verify. Trying to
find one possible cause, the developers in a DCA meeting
were asked about the reasons. It was not possible to identify
one specific source of the problem. However, observations
during the meetings drew attention to a specific team
behavior: they simply neglected this task. But, why this
happened? Even if the project manager had required the
developers to execute this verification practice they did not
execute it! One rationale behind this problem could be
resistance to change, or in other words, the resistance to
include this practice in the developers list of ‘daily’
practices. As Humphrey observed [16] this is not a trivial
problem “particularly because even intelligent people often
will not do things that common logic, experience, and even
hard evidence suggests that they should”. Trying to
understand this resistance to change behavior, we found
some studies [17], [18] that show how cultural aspects can
affect software process improvement programs.
Considering this hypothesis, one adopted solution was to
force the developers to execute the test procedures using a
specific tool called IBM Rational Manual Tester, referred
here as RMT, which records each step executed and the test
result (whether it succeeded or failed). In this way, the
developers would provide to the Test team a proof,
metaphorically like signing a document, that they had really
executed the test procedures.
After five months of implementation, the benefit of this
action amounted to 217% of the investment in DCA
meetings. At the end of Project TBI, in 2008, there was an
average reduction of 5.66 hours per use case of rework to
fix and check for defects detected by the Test team,
resulting in total savings of 796 hours. The number of use
cases without any defects increased from 21% to 53%, with
this specific verification practice conducted by the Test
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Figure 1. Interval plot from Project TBI.
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Figure 2. Interval plot from Project TBI and Project IMPROVED.

In the next sections, we evaluate the SPI implementation
process trying to understand the modifications in the
number of defects and rework effort in both projects.
B. SPI Assessment
We assessed the SPI initiative in two phases. First we
evaluated the SPI implementation process using the IMM
model [4] [6]. In this case, we evaluated only Project TBI,
which was the first project to adopt the improved practice
(the verification practice). Second, we evaluated the
improvement adoption by the Development team in both
projects. Then we documented the lessons learned in both
phases.
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• Level 3: the main concern in this level is to have
documented,
standardized
and
integrated
SPI
implementation processes into the organizational process.
As expected in a Level 1 organization, most of the
initiatives were ad-hoc and non-standardized.
• Level 4: as the process is not documented and integrated,
no revisions were planned to be conducted during the SPI
initiative. In this way, it was not possible to establish
continuous improvement.
We were surprised that the organization successfully
used good practices, as formal methodologies (for example,
testing an improvement firstly in a pilot project and
providing training) in spite of the fact that it did not really
have a strong base of fundamental practices. This may
suggest that the notion of what is an advanced practice is
wrong or that the organization can successfully use such
practices without having the other practices implemented
beforehand. In addition, we were aware that without
quantitative information it would not be possible to
promptly identify SPI implementation problems and
provide the corrective solutions, as it happens to be very
difficult to truly change the behavior of engineers and
managers.
Some important lessons learned during this assessment
were:
• The IMM provides a good methodology to evaluate the
weak and strong implementation factors. Also it provides
a way for an organization to improve its practices of SPI
implementation process.
• It is crucial the commitment of the people involved in
SPI. The SPI literature [19] recognizes that without
commitment from all organizational levels the
improvement goals will be difficult to achieve. So, people
involved with the SPI initiative must perceive the benefits
deriving from its deployment, and not only its costs. Also
it is important to overcome the resistance of the team
developers to adopt the new practices. This involves
supporting them to give up established ways of working.
• It is important to take measurements throughout the whole
process, including adoption measurement in order to
determine a successful adoption of the new practices.

1) SPI Implementation Process Assessment: In spite of
Project TBI improvements, some use cases still presented
unreasonably high number of defects, though much less
critical ones. We conducted a semi-structured interview
with each developer that had defects reported for their use
case, trying to find the reasons. We noticed that:
• Some developers generated a log without carrying out all
the test procedures. RMT has a command that allows users
to select all the test procedures and mark them as
successful. The developers said that some test procedures
were so extensive and detailed that the purpose to be a
simple verification was missed.
• Some developers reported that some test procedures
specified by the Test team were incorrect. So when the
Test team executed them, they reported improper errors.
• Some developers reported that the requirements changed
and the test procedures were not properly updated.
To highlight the improvement process problems, the
Software Engineering Process Group (SEPG) conducted a
post-mortem process assessment of the SPI implementation
process. Specifically, they evaluated this verification
practice and its implementation problems using the IMM
framework. The process maturity assessment method
involved assessing the SPI implementation process in the
organization and using the results to determine a process
maturity level.
The SEPG filled the assessment form together with some
of the practitioners that participated of the DCA. Table I
summarizes the results of the assessment. The complete
IMM practice list can be found in Niazi et al. [4].
TABLE I. SUMMARY OF RESULTS.
Maturity Level
Level 2 – Aware
Level 3 – Defined

Level 4 - Optimizing

Weak implementation factors
Awareness of SPI, Staff involvement
and Senior management commitment
Creating process action teams,
Experienced Staff, Staff time and
resources, Time Pressure and
Organizational Politics
Reviews

Our suspicions that the organization was operating at
low maturity levels were confirmed. Considering the
results, the organization stands at Level 1, “Initial”, of IMM
because three factors of Level 2 were not fully implemented
(score less than 7). The Critical Success Factors have an
average score of 6. Some considerations of the results are:
• Level 2: our attention was drawn to the first problem
detected during the developers’ interviews which is
reflected in the factor “awareness of SPI”. We noticed that
the benefits of the SPI program were promoted only
before the SPI implementation. In addition, the awareness
was not stimulated after the implementation in Project
TBI. Related to the staff involvement and senior
management commitment, the low score was obtained
mainly because some managers were not involved in the
SPI process.

2) Adoption measurement: With the aim of measuring
how far the target population has come along the stages of
the adoption curve we used an adoption measurement of the
SPI implementation. Instead of calculating the number of
people who are at a certain stage of the adoption curve and
give weighs to each stage, as proposed by Heijstek and van
Vliet [9], we evaluated the evolution of the rework of the
execution of the verification practice by the Test team.
Since we did not have data about the team knowledge in
previous projects, we carried out this post-mortem analysis.
Based on our historical data and using expert judgment, we
determined a percentage of accepted rework for each stage,
considering this specific verification (Table II). In this way,
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we believe the institutionalization happens when the use
cases do not present (significant) rework. A clear
understanding of the nature of rework could lead to stronger
support for the evaluation of the implementation process.
The reasons for our measurement are:
• The test procedures verified by the developers are detailed
and objective. So, if developers carried out this
verification, no defects should be detected by the Test
team, when carrying out the same test procedures.
• The tool that supports the verification generates a log of
the test procedures execution. Before conducting the
verification, the tester should verify the tool log. If there
are problems, the developer would be notified to solve
them before delivering the code.
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Figure 3. Monthly rework percentage. A) Project TBI - before the
improvement implementation. B) Project TBI- after the improvement
implementation. C) Project IMPROVED.

TABLE II. MEASURES FOR EACH STAGE OF THE ADOPTION CURVE.
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Measurement

Contact

No changes are observed in the rework. Our
historical data shows that we have usually 45%
of rework during the test procedures verification.
The rework reduced but not expressively (~5%).

Awareness
Understanding

Institutionalization

The rework reduced, but not expressively (610%).
Because more developers adopted the tool, the
rework reduced in 11-20%.
Because all developers adopted the tool, the
rework reduced in 21-25%
Reduced rework, between 0- 20%.

Internalization
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Trial Use
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Figure 4. Monthly evolution of the rework percentage. A) Data of the first
month after the improvement – Project TBI. B) Data from Project TBI. C)
and D) Data from Project IMPROVED.

The evolution of the rework percentage computed during
the verification practice carried out by the Test team is
represented in Fig. 3. The medium value of the rework for
project TBI was calculated for each month starting in 2007
and ending in the middle of 2008, and, for project
IMPROVED, starting in 2009 and ending in January 2010.
The area labeled “A” shows data before the improvement.
This period presented the highest rework percentage. The
area labeled “C” shows the lowest rework percentage and
corresponds to Project IMPROVED. Fig. 4 presents similar
data related to areas “B” and “C” of Fig. 3.
We observed that the percentage of rework presented a
value equal or less than 20%, only in areas “C” and “D” of
Fig. 4. Besides the usage of RMT tool in Project TBI by all
the developers, we cannot observe an expressive reduction
of rework. This is due to the SPI implementation problems,
specifically SPI adoption problems. As discussed in the
previous section, after analyzing the data and after the
interviews we observed that two important factors were: the
awareness of the SPI (process factor) and also the resistance
of the team to change their behavior (human factor).
The human factor plays an important role during the SPI
implementation program. We observed that SPI
implementation had several flaws, but the resistance to
change affected directly the rework percentages.

Some important lessons learned during the adoption
measurement are:
• Determining an effective way to evaluate the adoption of a
certain technology or methodology is not an easy issue.
We need to consider factors that are difficult to measure,
as the level of knowledge of each team member in that
subject. We observed that in both projects the main source
of rework problems were the human behavior.
• It is possible to develop alternative ways of evaluating the
adoption, which can show an interesting evolution pattern
during some period of time.
• The adoption of a simple change in the process can take a
long time to be really effective, as we presented in the
previous discussion. Only in Project IMPROVED, after an
improvement in the way that the test procedures were
specified, was that the practitioners achieved the
“Institutionalization” stage.
C. Limitations
There are some limitations in our study. First, our data
come exclusively from Synergia. In addition, this study
needs to be replicate in other organizations to provide a
clear picture of the general application of the results.

720

However, the SPI implementation and adoption problems
seem to be similar to that of comparable companies.
Second, we showed that it is possible to develop
alternative ways of evaluating the adoption. However, this
can have external influence of other factors, for example,
team turnover, requirements and processes change. We
tried to reduce this threat to validity triangulating the data
with other sources such as interviews and management
evaluations.
Finally, the team might not express their real opinions
during the interviews and meetings. This threat was limited
by participants being guaranteed anonymity and being
shown the benefits that one single improvement can bring to
the organization.
IV.
CONCLUSION
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In PBSPR, a meta-model of process pattern is given for
pattern modeling, and a pattern reuse approach is also
proposed. By this pattern reuse approach, the reusable
process patterns can be reused by means of weaving all their
constraints into an organizational standard process model to
generate project specific process models. Here weaving
means to add or change activities, roles, artifacts and their
relations through different sub-processes in a existing
process model to make sure that all constrains of a pattern is
satisfied by the resulting process model. The patterns to be
reused are chosen according to the projects’ characteristics,
and the pattern choosing criteria are omitted here because of
limit of length of this paper.

Abstract—Developing software processes is a knowledge
intensive, time-consuming and error prone work. Reusing is a
promising way to increase the quality and productivity of
process models. A pattern based software process reuse
method is proposed in this paper. In this method, the process
patterns are considered as reusable assets, each of which
encapsulates some process knowledge in the form of a common
solution to a given problem or concern in some particular
context. When building a project-specific process model, some
patterns will be chosen according to the project’s context and
problems, and then the chosen patterns will be applied to an
organizational standard software process model (OSSP). Since
the solutions of some patterns cross-cut into the OSSP, a
weaving approach is also given.

In the following of this paper, we will discuss the crosscutting concerns of software process modeling and
improvement, and explain the reason why a process pattern
is more reusable than common process components in
section 2, and then introduce the meta-model of our process
pattern in section 3, and introduce our pattern reuse approach
in section 4. In section 5 we give a case study of our method.
In section 6, related works are discussed. At last, in section 7,
we conclude this paper and give out the future works.

Keywords-software process; process pattern; process reuse;
cross-cutting concern

I.

INTRODUCTION

Developing an appropriate process model for a specific
project is a knowledge intensive, time-consuming and error
prone work. Research data shows that effort spent to design
processes for a KPA at around 800 to 1000 or more personhours [5].

II.

In order to increase the quality and productivity of
software process models, people try to utilize the method of
reuse. The basic idea of process reuse here is to build
different projects’ process models with some reusable assets.
Delighted by Osterweil’s famous conclusion “software
processes are software too” [3], some researchers tried to
apply the idea of CBSD (Component Based Software
Development) on software processes. These works led to the
emergence of the concept process component. A process
component is a modular fragment of process model and is
intended to be reused in the development of multi process
models [4,6].

BACKGROUND

In a process reuse method, the first thing to ask is often
what is the reusable asset or in what way the reusable assets
are organized. Delighted by CBSD, some researchers take
process components as reusable assets. But, process
components are not suitable to handle cross-cutting concerns
which are ubiquitous in software processes. Consider the
development of a software process has the following steps:
First, a common framework is provided by the organizational
process standard. Second, the characteristics of the given
project are analyzed, and as the result some concerns that
should be solved in the developing process model are
identified. Third, common solutions of these concerns are
found from literatures or worked out according to process
engineers’ personal knowledge. At last, these common
solutions are applied to above common framework to build a
project specific process model. Because software
development is a knowledge-intensive work and need close
cooperation between different stakeholders, there exist a lot
of cross-cutting concerns in the development of software
process. Here, by cross-cutting concern we mean that when
apply the solution of this concern to an existing process
model, more than one module (i.e., a sub-process, or a single

Although CBSD seems successful in software, but the
variety of software components, process components, are not
suitable to handle cross-cutting concerns which are
ubiquitous in software processes. Hence, a pattern based
software process reuse method (PBSPR) is proposed in this
paper. Here one process pattern represent a general solution
to some recurring problems or concerns in different projects’
scenarios [1, 2]. Unlike the process components the process
patterns are not modular fragments of process models, they
are a set of constraints of activities, roles and artifacts.
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are modeled as a logical entity named as pattern by our
method.

activity) should be changed. Reducing-the-risk-ofintellectual-property-problem-caused-by-misusing-opensource-codes (shorted as Handling-IP-Problems) is an
example of the cross-cutting concern in software process
development. According to one common solution of this
concern we summarized from three Chinese companies, at
least two sub-processes of the existing process model should
be affected: In project management sub-process, an extra
role of IP lawyer and an extra artifact of potential-IPproblem-list should be added, and the activities of risk
analysis and project planning should be changed to cope with
the IP problems; in another sub-process of development, an
extra tool of code scanner which can help people find out the
usage of open-source codes should be added, and the activity
of code review should be changed to address the IP issue.
Since the solution of the concern Handling-IP-Problem
affects two sub-processes, we name it a cross-cutting
concern delighted by AOP (Aspect Oriented Programming).
The cross-cutting concerns are very hard to handle if we
organize a process model as a composition of a couple of
modular process components. In order to apply a solution to
a cross-cutting concern, several components should be
changed or replaced. The ubiquitous cross-cutting concerns
in software process will make the structure of the
composition too complex to be understood and managed.
Furthermore, the solution for a cross-cutting concern itself is
a logical entity and usually contains valuable and reusable
knowledge. But these logical entities can’t be modeled as
components.

According to the above analysis, patterns are in a higher
level of abstraction compared with process components. A
Pattern is modeled as a common solution of a given process
concern or problem, instead of the solution for one specific
project. Because a pattern is regarded as a set of constraints,
and each constraint can be defined as a demanding
relationship between activities across different sub-processes,
it is very suitable to support cross-cutting concerns. As to the
reuse approach, instead of assembling several modular
building blocks into a bigger one, our approach weaving
process patterns into existing process models. A pattern can
take different forms after weaving into different models,
because it is adapted to the project specific characteristics of
different models. By separate project specific characteristics
from the common knowledge of a solution, process patterns
can be more reusable than fragments of any existing process
models.
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Based on the analysis of the problems of process
components, we decide to use process patterns as reusable
assets. Unlike the process components, process patterns are
not modular fragments of process models, they are a set of
constrains of activities, roles and artifacts. The basic
underlying idea of our process pattern is based on a simple
observation: a common solution of a process development
concern, such as a best practice or process guidance, take
different forms when applied on different project-specific
process models, but if we absorb these process models very
carefully, we can find that some basic features that represent
the substitutive characteristics of the common solution are
recurrent. We model these recurrent features as a set of
constrains. For example, figure 1 shows three feasibility
analysis process fragments cutting from three different
project specific process models. From the figure, we can tell
that these process fragments are quite different. But if we
study them very carefully, we can find that some constrains
are satisfied in all of them. These constrains are: 1) the
activity Identify alternatives is always in the beginning of the
performing sequence while Choose an alternative is always
at the end; 2) In the middle of the sequence although the
order of activities are different one process model from
another, but there always exist four activities including
Determine operational feasibility, Determine economic
feasibility, Determine technical feasibility, and Identify risks.
These recurrent constrains can be regarded as common
knowledge about how to perform a feasibility analysis, and
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Figure 1. Some constrains are kept unchanged in three different process
models

III.

PROCESS PATTERN META-MODEL

In our meta-model for process pattern (figure 2), a
pattern consists of an ExecutableNode set to represent the
essential activities and their temporal/logical relationships.
Activity is the work definition performed by certain Role
which uses and produces some WorkProduct. A
StructuredActivity groups its subordinate nodes by certain
relationship, and each relationship can be regarded as a kind
of constraint which should be satisfied by the resulting
process model after weaving the pattern into it. The
subordinate nodes must belong to only one
StructuredActivity, although they may be nested. Classified
by the collaborative ways of subordinate nodes, there are five
kinds of StructuredActivity:
Sequence: Subordinate nodes are executed sequentially.
Parallel: Subordinate nodes are executed concurrently.
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Principle 1: All constraints in the pattern should be
satisfied in target process.

Choice: Exclusive choice among several alternatives.
Cycle: Subordinate nodes are executed sequentially and
repeatedly until the stopping condition is satisfied.

Principle 2: No other constraints could be added into the
target process.

And: Subordinate nodes should all exist and they should
have the same predecessor and successor. The And relation
defines a loose temporal relationship among the activities.
After weaving the pattern into some existing process model,
the And relations will be replaced by other determinate
relations (i.e. Sequence, Parallel, or Cycle).

Principle 3: Under the premise of meeting principle 1
and 2, the original constraints of the
source process should be preserved.
A. Overview of the pattern weaving approach
Phase 1: Parse the source process to a Process Structure
Tree (PST).

The ExecutableNode set is presented by a tree structure
named Process Pattern Structure Tree (PPST). Each leaf
node in PPST is an Activity. Every sub-tree with more than
one node is a StructureActivity defining how its subordinate
nodes are coordinated. The root node of the sub-tree is
decided by the StructuredActivity type (Sequence, Parallel,
Choice, Cycle or And which is represented with the symbol
of , , , or accordingly). Every Activity belongs
to one and only one SubstructureActivity.

Here our approach is based on process parsing method [8,
9] to decompose a process model into a set of SESE (Single
Entry Single Exit) fragments and then organize these SESE
fragments into a Process Structure Tree (PST) which is
similar to the PPST described in section 2.
Phase 2: Locate the activities that both exist in the
pattern and the source process
A pattern may contain a set of activities, in this phase,
our method search the source process and locates all those
activities that both exist in the pattern and the source process,
and markup those activities that only exist in the pattern.
Phase 3: Change the source process to satisfy all
constraints contained in the pattern.
Based on the result of phase 2, our method adds activities
that only exist in the pattern into the source process; detects
conflicts between constraints in the pattern and the source
process; and changes the relations between activities in the
source process to solve the conflicts. (The detail of change
mode will be described in section 3.2.) When any change
takes place in the source process, the 3 principles are
carefully considered.

Figure 2. Meta-model for Process Pattern

Phase 4: Simplify the PST.
Identify alternatives

Determine
operational feasibility

Determine
economic feasibility

In this phase our approach reformates the PST to
eliminate redundant nodes and edges brought in phase 3. For
example, if the node “parallel” has only one child node A,
then the node “parallel” is removed from the PST and its
father node is linked to A directly.

Choose an alternative

Determine
technical feasibility

Identify risks

Figure 3. PPST of Pattern “Feasibility Analysis”

Phase 5: Restore the PST to the target process.

Figure 3 is an example of the PPST of Pattern
“Feasibility Analysis" which is depicted in figure 1.
IV.

At last, our approach transfer the after weaving PST back
to a workflow graph, and then output the target process.

PROCESS PATTERN REUSE APPROACH

V.

In order to reuse a process pattern into different process
models, we provide an approach to weave its constraints into
existing process model automatically. Here, the existing
process model is called source process while the process
model output by our weaving method is called target process.
In our approach, three important principles should be
followed:
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CASE STUDY

Pattern “Feasibility Analysis” has already been described
in Section 3. Now it is applied to two cases. In Case 1(Figure
4(b)), the alternatives are identified firstly, and then
economic feasibility, technical feasibility and operational
feasibility are determined parallel to choose an alternative.
Case 2 (Figure 4(d)) is a little different from Case 1. After
identifying alternatives, risks of each alternative are
evaluated and those with high risks are discarded. If there is
still any alternative left, make a choice after assessing the

deeply discussed in [8, 9]. Parsing workflow graph helps
speed up process analysis and comparison. A parsing
algorithm is proposed in [9] to ensure obtaining a unique and
modular parsing, which lays the foundation of our work.

economic and technical feasibility. Compared with the
pattern, Case 1 does not have the activity of identifying risks
while Case 2 lacks the activity of identifying operational
feasibility. The resulting processes of Case 1 and 2 are
shown in Figure 4(c) and Figure 4(e) respectively, and they
demonstrate totally different shapes. The activity “Identify
risks” is parallel to “Determine economic feasibility” in Case
1 but before “Determine economic feasibility” in Case 2.
Moreover, Case 2 keeps the activity “Delete alternatives with
risks” and its logic relationships which are not occurred in
the pattern.

6
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(a)
Case 1

2
1

Pattern based process reuse is a promising method. In our
method, a process pattern can be considered as a set of
constraints, and in this way the reusability of pattern is better
than modular process components. And, our method utilizes
weaving instead of assembling to reuse patterns into different
process models, and in this way to support ubiquitous cross
cutting concerns of software process. We are now
developing the supporting tool for pattern representation and
automatic weaving.

1. Identify alternatives
2. Determine economic feasibility
3. Determine technical feasibility
4. Determine operational feasibility
5. Identify risks
6. Choose an alternative
7. Delete alternatives with high risks
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allocation in the system layer and the QoS provisioning in the
network layer.
In human computer interaction, computers and humans
establish various communication channels, over which
messages are exchanged with associated effects [11]. However,
user perceived effects may be reduced by constraints on
interaction platforms, physical environments and the static and
dynamic features of a user. For example, visual effect may be
limited by a small screen on a mobile device; a noisy
environment can greatly reduce the usage of auditory effects;
and blind users are absent of all visual stimulus processing.
Furthermore, user’s dynamic features, such as walking and
driving, can also influence interaction effects. For example, a
fast movement (i.e. running) can affect a user reading
information and selecting a menu in an interaction. Behavioral
rules [6] have been commonly used to specify the adaptation,
triggered by a change in the interaction context. Distinct from
existing work, our approach quantifies the usability of each
modality. Based on the quantification, the issue of modality
adaption is formalized as an optimization issue with the
objective of maximizing the usability under an interaction
context with certain constraints satisfied.
In addition to dynamic interaction contexts, handheld
devices in a pervasive environment in general are constrained
with limited computing capability, which raises an interesting
topic of applying multimodal HCI to mobile devices that have
limited input/output resources [7]. On a mobile device,
different modalities compete for limited system resources,
such as battery and CPU. Therefore, we must assure that the
resources requested by selected modalities cannot exceed the
total available resources.
Different modalities may have different QoS
requirements. For example, an auditory message requires
higher bandwidth for a short delay than a textual message. So,
it requires a QoS-assured connection for one selected modality.
QoS-assured routing is a fundamental issue in wireless and
wired networks, and has been extensively investigated. This
paper considers delay as the QoS parameter and uses the
shortest path algorithm to search for a satisfied routing path. In
the case of multiple QoS constraints, a randomized algorithm
[9] can be applied to solve the multi-constraint QoS path
problem.
In summary, this paper proposes a cross-layer design,
which specifies adaptation from the application layer (i.e.
interaction context of user, platform and environment), the
system layer (i.e. resources) and the network layer (i.e. QoS

ABSTRACT
Multimodal interfaces have attracted more and more
attentions. Most researches focus on each communication
mode independently and then fuse the information at the
application level. Recently, several frameworks and models
have been proposed to support the design and development of
multimodal interfaces. However, it is still a challenging issue
of supporting adaptations in the multimodal interfaces.
Existing approaches are using rule-based specifications to
define the adaptation of input/output modalities. Distinct from
previous work, this paper presents a novel approach, which
quantifies the usability of each modality and then formalizes
the adaptation issue as searching for a set of input/output
modalities that produce the highest usability. Furthermore,
our approach supports a cross-layer design, which considers
the adaptation from the perspectives of the interaction context,
available system resources and QoS requirements. In other
words, our design crosses application, system and network
layers. An optimal solution and a heuristic algorithm are
developed to automatically select an appropriate set of
modality combinations under a certain situation. The
numerical evaluation shows good performance of both
solutions.

1. Introduction
Multimodal interfaces process two or more combined user
input modes (such as speech, pen, gaze, or manual gestures) in
a coordinated manner with multimedia system outputs [13].
One main challenge in multimodal interaction design is to
automatically select an optimal set of modality combinations
that users will find easy and intuitive to produce and that the
system will be able to interpret [4]. In a pervasive
environment, modality combinations should further adapt to
different interaction contexts, such as a different physical
environment, due to the user mobility. Few studies have been
conducted on adapting a multimodal interface to different
interaction contexts. The frameworks of FAME [6] and
MOSTe [16] are valuable for developing adaptive multimodal
applications. However, those approaches use rule-based
specifications to define adaptation, which has the problems of
completeness and coherence [16]. This paper proposes a novel
approach, which considers adaptation from three layers: the
interaction context in the application layer, the resources
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requirements). By quantifying each modality with a usability
value, we formalize the adaptation issue as searching for
input/output modalities with the objective of achieving the
highest usability under constraints (1) do not exceed the
maximum available system resources and (2) QoS
requirements are assured for selected modalities. This paper
first proposes an optimal solution based on integer linear
programming. Due to the high complexity of the optimal
solution in a large problem, this paper also proposes an
efficient heuristic algorithm to solve the adaption issue based
on the classic 0-1 knapsack problem.

Interaction
Context Ontology
Derive
Usability
Space

Mapping

Interaction Context
Physical
User
Device
Environment
Determine
QoS
Modality
Space Mapping Preferences
Mapping
System
Requirements

2. A Cross-Layer Design for the Development
of Multimodal Interfaces
Figure 1 shows a cross-layer design for adaptive
multimodal interfaces. Under a certain interaction context, a
mapping from a modality space to a usability space defines an
interaction context profile, which indicates the usability of a
modality under a given interaction context; a mapping from a
modality space to QoS preferences defines a QoS profile,
which indicates the QoS requirements of a modality; and a
mapping from a modality space to system requirements
defines a resource profile, which indicates the resource
requirements of executing a modality. Based on the user
profile, the QoS profile and the resource profile, an optimal
solution and a heuristic algorithm are designed to determine
input/output modalities, which achieve the highest usability
under a given interaction context with satisfied system
requirements and a QoS-assured connection.

Appropriate
Modality
Combinations

Decide

An Adaptation Algorithm

Figure 1. Design of Adaptive multimodal interfaces

user mobility may change the infrastructure of a pervasive
environment, a modality space needs to be updated
accordingly.
The modalities in a modality space have two fundamental
relations, i.e. redundancy and complementarity [12]:
x Redundancy: If two communication modes deliver
the same amount of information, they have the redundancy
relationship. For example, during computer-mediated,
distance-learning lectures, 100% of the presenter’s
handwriting was accompanied by semantically redundant
speech [2, 8].
x Complementary: The presentation and interpretation
of information depend on two or more modalities. For example,
speech and pen inputs consistently contribute different and
complementary semantic information [12].
In a multimodal interface, the modalities with a
redundancy relation can be selected independently. However,
modalities with a complementarity relation must be selected at
the same time, and they are considered as a unified composite
modality in the process of modality adaptation. The execution
of a modality needs to consume system resources. The
consumption of system resources implicitly reflects the
competition among modalities. Therefore, the modality
adaption must consider the availability of system resources.

2.1. Interaction Context
Interaction context describes the state under which a
person uses a device [1]. Getting inspired by previous
researches [15, 17, 18], we consider three main entities in the
interaction context: User, Device, and Environment.
User plays a central role in the human computer
interaction. The delivery and rendering of information to a
user must fit user’s personalized features, such as the user’s
preferences, motion, physiological and mental states, mood,
current activity and etc.
The environment in which the user interacts with the
device is another important entity in the human computer
interaction. It continuously affects the interaction of a
communication mode. For example, a high noise level could
significantly reduce an auditory effect.
The device entity determines the input and output
capacities, i.e. a modality space that defines all available
communication modes supported by the device. Furthermore,
the characteristics of a device may affect the usability of a
communication mode.

2.3. Usability space
Some researchers have investigated the suitability of a
modality under different interaction contexts [10, 11]. Based
on previous work, the usability of a modality can be quantified
as a value between 0 and 1. Such a usability value represents a
user’s personal satisfaction/preference on a modality. More
specifically, a modality with value 1 indicates that a user can
easily interact with a system through this modality. On the
other hand, a modality with value 0 means that this modality is
not usable for a user. For example, the output modality of
photograph has a “0” usability for a blind user. The usability
value of a modality is dynamic and may change according to

2.2. Modality Space
A device in a pervasive environment determines available
input and output modalities, which construct a modality space.
Under a given interaction context, a subset of appropriate
modalities should be selected from the modality space. Since
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x Delay(m): delay requirement of the modality m.

an interaction context. For example, when a user is moving
from his/her office to a vehicle and starts driving the vehicle,
the usability value associated with a visual display will be
significantly reduced. Under a certain interaction context, a
mapping from a modality space to a usability space defines an
interaction context profile, which represents the effect of a
modality.

x Mod(m): Indicating if a modality m is selected. The
value 1 means that the modality is chosen. Otherwise the
value is 0.
x delay(i, j): The delay of link (i, j) of the network.
x Cap(i,j): The capacity of link (i, j) of the network.
x Adj(v): The adjacent nodes of node v in the network.
As defined in formula (1), the objective of modality
adaptation is to find a set of modalities, which achieve the
maximum usability. Furthermore, the selected modalities
should include at least one input modality and one output
modality, as defined in formulas (2) and (3). Formulas (4) to
(6) define the constraints of system resources: requested
resources of selected modalities should not exceed
corresponding system resource capacities.

2.4. QoS Preferences
Different types of information representation may have
different QoS requirements. For example, in order to support a
smooth playback, speech-based information requires a higher
bandwidth to have a short delay on a network than text-based
information. To the best of our knowledge, most existing
approaches do not consider QoS requirements. This paper
takes delay as the primary QoS constraint, but our work can be
easily extended to multiple QoS constraints.

(1) Maximize{

2.5. System Requirements

( 2)

¦

¦ Mod (i) *Usability(i)  ¦ Mod (o) *Usability(o)}

iMI

oMO

Mod (i ) t 1

iMI

The selection of a modality triggers the execution of a
corresponding software application, which consumes system
resources. For example, a speech-based interaction requires
relevant voice recognition/synthesis software. Though the
computing capability of a mobile device becomes more and
more powerful, it is still constrained with physical limitations.
Therefore, the modality adaption needs to consider the system
requirements of each modality and assures that the requested
resources do not exceed the maximum available resources.
This paper considers three different types of system resources:
CPU, memory and bandwidth while our work can easily
extend to other resources.

¦ Mod (o) t 1

(3)

oMO

(4)(

¦ (Mod (i) * Band (i))  ¦ (Mod (o) * Band (o))) d BAND

iMI

oMO

(5)( ¦ ( Mod (i ) * CPU (i )) 
iMI

¦ ( Mod (o) * Cpu (o))) d CPU

oMO

¦ (Mod (i) * Mem(i))  ¦ (Mod (o) * Mem(o))) d MEM

(6)(

iMI

oMO

x MDS: The set of available modalities, i.e. the modality
space, and MI MO = MDS.

The corresponding software component of a modality has
its delay constraint. In the following formulations from (7) to
(11), sm indicates the information receiver, in general the
mobile user; and tm represents the service provider. Formulas
(7), (8), and (9) are used to find a path for a modality in the

network. More specifically, (,
) indicates whether link (i, j) is
used for routing modality m. The value 1 means that link (i, j) is
on a path for modality m. Otherwise the value is 0. Formula
(10) assures that the found path for modality m must satisfy
the delay requirements of m. Formula (11) defines that each
link in the network could be used for the transmissions of
multiple applications, but the total traffic on the link cannot
exceed its capacity.

x BAND: The total available system bandwidth of a
pervasive computing system.

(7)

3. An Optimal Solution
This section gives an optimal solution to the modality
adaptation problem based on integer linear programming (ILP).
The following notations have been used in the problem
formulation:
x MI: The set of input modalities.
x MO: The set of output modalities.

¦ f

(

¦ f

(i,tm )

iAdj (

x CPU: The total available CPU capacity of the system.
x MEM: The total available memory of the system.

(8)

sm)

iAdj (

t m)

x i: Representing an input modality in the set of MI.
x o: Representing an output modality in the set of MO.

¦ f

(9)

iAdj ( j )

x m: Representing a modality in the set of MDS.

(10)

x Usability(m): The usability value for the modality m.

¦

m

sm,i )

m

m
( j ,i )



(11)



x Cpu(m): The CPU required by the modality m.

mMDS

x Mem(m): The memory required by modality m.
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¦ f

(tm ,i )

sm)

iAdj (

t m)

¦ f

iAdj ( j )

(delay ((i, j )) *

¦

(i , sm )

iAdj (

( i , j )E

x Band(m): The bandwidth required by the modality m.

¦ f

( Band (m) *

f

f

m
(i. j )

m

m

m
(i , j )

Mod ( m), m  MDS

Mod ( m), m  MDS

, m  MDS , i  V \ {s, t}

) d Mod (m) * Delay (m), m  MDS

m
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) d Cap (i, j ), (i, j )  E

Figure 2. Usability on a random network
with 2 input modalities and 8 output
modalities

Figure 3. Usability on a random network
with 4 input modalities and 6 output
modalities

Figure 4. Usability on a random network with
5 input modalities and 5 output modalities

generated in a given range [1, R]. We consider different sets of
modality resource requirements, Tight bound (R = 30),
Average bound (R = 50), and Loose bound (R = 70).
In our simulation, different modality sets were generated.
The size of the input/output modality sets are given as:
different (2 input modality/8 output modality), equal (5 input
modality/5 output modality) and close (4 input modality/6
output modality).
First we compare our solutions on a random generated
network (50 nodes, 300 edges). Meanwhile, on each link in the
network, as in [9, 20], the delay of each link was also
randomly generated in a given range (we used the range
[1,10]). For each test case, we considered three scenarios
according to the range of the capacity of the links: tight case
(given range (0,10]), average case (given range (0,20]) and
loose case (range (0,100]). In Figure 2, we show the usability
performance on the random network with different modalities
(2 input modalities and 8 output modalities). As expected,
OPT always performed better than HEU did regardless of
modality resource requirements (T, A and L represents Tight
bound, Average bound, and Loose bound, respectively).
Meanwhile, we can see that HEU delivered very good
performance because it provided near-optimal solutions in
most cases. Similar observations can be made for the close set
of modalities in Figure 3, and for the equal set of modalities in
Figure 4.
Though OPT has better
usability performance than
HEU, it takes much longer
time to get a solution for
each testing case. As
shown in Figure 5, it took
at least 10 times longer
time for OPT to find a
solution than HEU did. For
example, in Figure 5, when
Figure 5. Running time on a
modality resource has a
random network with 2 input
loose bound, HEU spent
modalities and 8 output
0.13 seconds to find a
modalities
solution with usability 3.6.
OPT took 4.5 seconds to
find an optimal solution with usability 3.9.

The above linear programming formulas provide an
optimal solution. When the network and the modality size are
relatively small, it can return an optimal solution. However,
when the problem input is large, solving this integer linear
program could be time consuming. Next section introduces an
efficient heuristic algorithm for the problem with a larger size.

4. A Heuristic Algorithm
Briefly speaking, an efficient heuristic approach is
developed to solve the modality adaptation in three steps:
x Search for a set of input and output modalities, which
can achieve the maximum usability and do not exceed the
system resource capacities. This step is essentially a 0-1
knapsack problem. After this step, all modalities are classified
as selected and unselected.
x Then, we calculate the shortest path one by one for
each modality m selected in the first step. If a path with
satisfied delay constraint for modality m exists, m is finally
selected. Otherwise, m is removed from the selected set.
x Starting from the modality with the highest usability
in the unselected set, if a path with a satisfied delay constraint
for modality m exists, m is finally selected. This process
continues until every modality in the unselected set is checked
or no available resource left.

4.1. Numerical Evaluation
We implemented our heuristic algorithm (denoted by
HEU in the figures), and compared it with the optimal solution
(denoted by OPT in the figures) given by the integer linear
programming (ILP) formulation in Section 3. As in [20], we
used both well-known Internet topologies and randomly
generated topology to study the suitability and computational
time complexity of the algorithms. All tests were performed on
a 2.4GHz Linux PC with 2G bytes of memory. Due to limited
space, we only present the evaluation results on a randomly
generated topology while the well-known topologies have the
similar trend as the random ones.
For each input or output modality, its usability was
uniformly generated in a given range [0,1]. And its bandwidth,
CPU and memory resource requirements were uniformly
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modalities. With the above mobile application, we can list five
common scenarios: (1) when a user is driving a vehicle,
his/her hands are busy; (2) a user may need to access
information during a meeting, which indicates a noisy
environment; (3) a user accesses sensitive information in some
hostile environment; (4) a user retrieves information in an
airport, in which there is only limited wireless connection; (5)
user’s device has a small screen. From those common
scenarios, we can summarize a list of features that affect the
usability of modalities. For example, the user’s dynamic state
(such as driving, sitting or walking) can affect the usability of
vision-based modalities; the noise level in a physical
environment can affect the audio-based modalities; and the
screen size of a mobile device can affect the usage of large
pictures. An interaction context profile is defined by
identifying those interaction-context features and the effects of
those features on the usability of each modality. Based on the
above profiles, an adaptation engine can automatically choose
the most appropriate modalities under a specific scenario.

Figure 6. Usability on a random network with different system
resources

In all above experiments, CPU, memory and bandwidth
requirements were using the same bound. In the following, we
check the performances for our solutions in general scenarios,
in which some resource requirements are more tight or loose
than others. For example, CPU is in the Tight bound while
memory could be in the Loose bound. In Figure 6, we tested
all the possible cases on a random network topology. We have
the similar results regardless the network edge capacity range.
Therefore, we only show the Loose edge capacity scenario on
the random network. We observed that HEU performed well
by delivering near-optimal solutions.
Based on our comprehensive numerical evaluation, OPT
and HEU both delivered good performances in terms of
usability and running time.

6. Related Work
By providing a natural communication between the user
and the computer, multimodal human-computer interaction has
been growing fast. A majority of current approaches target to
address issues in specific modalities [6]. For example, Jaims
and Sebe gave an extensive survey for multimodal human
computer interaction from the perspective of computer vision
[7]. Instead, this paper focuses on how to automatically select
appropriate modalities based on human emotion and other
features.
Several studies have been conducted to develop contextaware mobile applications [18, 19], which can adapt to
dynamically changing environmental and physiological states.
The above approaches focus on context recognition, instead of
modality adaptation.
An important requirement for context-aware applications
is the ability to adapt at run time. Several researchers [5, 14]
have worked on dynamically allocating system resources
according to available resources and user preferences. Those
approaches focus on reconfiguration of system software,
instead of modalities.
Lemmela et. al. [10] proposed a 5-step iterative process,
which includes observing and analyzing interaction contexts,
to design multimodal user interfaces. Based on the
characteristics of different modalities, the designers can
determine suitable modalities for different situations. Bouchet
et. al. [3] proposed a component-based approach for rapid
development of multimodal interfaces. This approach includes
two types of software components, i.e. elementary components
for pure modalities and composite components for combining
modalities. Those frameworks and models are valuable to
design and develop multimodal interfaces, but they do not
support automatic adaptation.
Rousseau et. al. [16] developed a Multimodal Output
Specification Tool, called MOSTe, which specifies multimodal
output in terms of interaction components, interaction context
and information units. A behavioral model based on election
rules is used to define the adaptation upon different situations.

5. A Case Study
In this case study, we consider a pervasive application,
which supports a salesman to access information of products
anytime and anywhere. This application includes a mobile
device, e.g. a blackberry smart phone, which a salesman can
take with at various customer locations. This mobile device
determines the modality space which includes four input
modalities and five output modalities. The input modalities are
listed as: textual input is supported through a small keypad or
a Bluetooth-enabled portable keyboard; speech-based input is
enabled through a microphone; users can use a pen/stylus to
perform pen-based interaction; and a Bluetooth mouse is
supported to make a selection. The output modalities include
speech, audio files, video files, graphical representations and
textual information. The application of a modality needs the
support of some special software and consumes system
resources. For example, the speech-based input needs the
voice recognition software of IBM Viavoice for Embedded
devices, which requires 700KB RAM. The system requirement
of each modality defines the resource profile. Furthermore,
some modality has its QoS requirements. For example, if an
audio file is transferred from a server located at the
headquarter to the salesman’s mobile device, the delay should
not exceed certain seconds in order to provide a smooth
playback. Accordingly, those QoS requirements for each
modality represent the QoS profile.
In addition to QoS and resource profiles, the interaction
context, which is classified into three categories (i.e. user,
environment and device), also affects the selection of
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Duarte and Carrico [6] proposed a conceptual framework, i.e.
FAME, for the development of an adaptive multimodal system.
The FAME architecture uses different models to specify the
features of a multimodal application from the perspectives of
user, platform and environment. An innovative behavioral
matrix is introduced to represent adaptation rules. Though
rule-based specifications propose a simple reasoning with a
low learning cost, they have the problems of the completeness
and the coherence of the rules base [16]. Distinct from the
above approaches, this paper formalizes the adaptation as
searching for an optimal set of modalities with the highest
usability under a specific scenario. Furthermore, our work
considers adaptation not only from the perspective of
interaction context (i.e. user, platform and environment), but
also from the aspects of system resources constraints and
underlying QoS-assured routing.
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It stills leaves as an open problem of addressing the
modality adaptation in the process of multimodal interface
design. Recently, several frameworks and models have been
proposed to support adaptation through rule-based
specifications. Rule-based adaptation may not be complete to
different scenarios and different rules could conflict with each
other. This paper presents a novel approach based on integer
linear programming. Different from previous work, this paper
formalizes the adaptation issue as searching for a set of
input/output modalities that produce the highest usability with
satisfied resource and QoS requirements. Given a specific
interaction scenario, both an optimal solution and a heuristic
algorithm are developed to automatically select an appropriate
set of modalities combinations. The numerical evaluation
shows good performance of the proposed solutions. In the
future, we will consider combining modality adaptation with
content adaptation.
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Thus, we believe that it could be interesting to address
some investigation aiming at identifying what the
ubiquitous software characteristics are, and to organize a
body of knowledge to support the development of this
software category. This is an important step towards
understanding how the ubiquity domain can impact the
software development life cycle.
Therefore, we have decided to follow an evidence
based research strategy to support our ubiquitous
applications development research. The ubicomp body of
knowledge organization followed the scientific approach
represented in Figure 1 [10], available in the eSEE
knowledge repository [16]. It makes use of systematic
reviews [9] (secondary studies) and surveys (primary
studies) to acquire knowledge from the field.

Abstract
Ubiquitous software projects differ from traditional
ones. The challenges introduced by the ubiquity
characteristics have driven us to think on how our
understanding about ubiquity software projects could be
improved to support the planning, requirement analysis,
designing, and coding of this new software category.
Therefore, we decided to follow an evidence based
research strategy to identify, organize and evaluate
knowledge regarding this type of project. By combining
evidences from the technical literature and experts from
the field, some ubiquitous software characteristics and
factors were identified. In complement, this paper also
presents the ubiquity characteristics pertinence and
relevance levels, and a brief description of a software
technology to support requirements definition in ubicomp
domain that has been developed based on these ubiquity
characteristics. We believe these results can be useful to
motivate new researches regarding software engineering
applied to ubiquitous software projects.

Figure. 1. Research Steps.

1. Introduction

This research strategy follows
suggestions [7] regarding what makes good research in
software engineering: (1) Defining a research question
(the ubicomp field characterization); (2) Identifying the
correct research results (the set of ubicomp characteristics
and their factors); (3) Validating the obtained results
(surveying specialists).
Based on this context, this paper presents the
organization and evaluation of ubicomp characteristics
and their factors by using secondary and primary studies.
Some results obtained from using this research strategy
for the characterization of ubiquitous software projects are
presented on Section 2. Sections 3 and 4 present the
evaluation of the organized body of knowledge through
survey. This evaluation allowed us to identify the
pertinence and relevance levels of ubiquity characteristics.
In Section 5, an example of software technology
supporting the requirements specification of ubiquitous
software projects based on this body of knowledge is
described. Finally, Section 6 presents the final
considerations and the next steps of this research.

In 1991, Mark Weiser published a seminal paper
outlining his vision of the next computing generation. He
referred to this as Ubiquitous Computing, or Ubicomp,
representing a new paradigm in which information
processing is thoroughly integrated into the everyday
objects and activities [5]. This way, computing facilities
common place and easily used.
Currently, ubiquitous software represents a new
software application category. Its development involves
additional characteristics, such as context sensitivity, user
experience capture, omnipresence, alternative user
interfaces and so on [4], which are usually not addressed
in traditional software projects.
development scenario can bring new challenges in
tailoring or building software processes, impacting current
methods, techniques, architectural styles, requirements
gathering and verification [1, 2, 3].
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order to find new services or information to achieve some
desired target; Function Composition: to be able to
create a service required by the user based on available
basic services; Spontaneous Interoperability: ability to
change partners during its operation and according to its
movement; Heterogeneity of Devices: provides
application mobility among heterogeneous devices. Thus,
the application could migrate among devices and adjust
itself to each device; Fault Tolerance: ability to self
adapt w
However, one can observe that the 10 identified
ubicomp characteristics were described in high abstraction
level, making their use hard when dealing with concrete
software projects. Therefore, it was necessary to go
further looking for more concrete factors associated with
each of them. Therefore, a refinement in the first review
protocol was needed considering the following research
question: what are the functional and restrictive factors
that characterize each ubiquitous characteristic?
To undertake the second quasi-systematic review, the
IEEExplorer and ACM Digital Library were used as paper
sources. The description of the extended research protocol
can be found in [4]. At the end, 59 scientific papers were
selected. They allowed the identification of 168 ubiquity
factors that were organized into factor groups according to
their definition. These factors represent functionalities
usually found on ubiquitous software projects. For
instance, for the context sensitivity characteristic the
following factors were identified: (i) To contextualize the
obtained information; (ii) To store the captured
information.
At that moment, it was important to analyze the
captured concepts to decide if a new refinement on the
review protocol could be necessary. For this, the set of
identified characteristics and their factors was used to
create a checklist to characterize 12 ubiquitous software
projects described in the technical literature. The intention
was to observe if the concepts were captured in an
appropriate detail level and how the ubiquity
characteristics have been captured in real ubiquitous
software projects, helping in understanding how they
could influence the software project and obtaining insights
about what ubiquity characteristics have been usually
explored in practice [6]. Here, it is important to mention
that, based on the checklist use, the set of characteristics
and factors seems to make sense, and; currently, some few
characteristics are more explored on ubiquitous software
projects while the use of other ones appear as isolated
initiatives, even considering the analyzed projects
represent examples along the years 2000 to 2007, where
some technological evolution took place.
In order to have an initial evaluation from the point of
view of other researchers about the organized body of
knowledge, we considered to survey software engineering
ubicomp domain experts. The survey planning and
execution are described in the next section.

2. Organizing Ubicomp Body of Knowledge
As presented in Figure 1, the first step was an informal
literature review (step A). A search on ACM and IEEE
digital libraries was performed. The results obtained at
that moment were the theoretical foundation about
ubicomp allowing the first systematic review planning [4].
Next (step B), the first systematic review goal was to
characterize the ubicomp field. For this, it was defined the
following research questions: (i) What is ubiquitous
computing?; (ii) How ubiquitous computing is actually
being presented?; (iii) What characteristics do define
applications for ubiquitous computing? The study
objective was to make a characterization of the ubicomp
field. There is no comparison between intervention and
alternatives [17] nor will meta-analysis be applied.
Therefore, this secondary study, although systematic, can
be considered a quasi-systematic review [16].
A research protocol was prepared to support this quasisystematic review execution on the IEEExplorer, ACM
Digital Library, INSPEC, and EI COMPENDEX digital
libraries. It resulted, based on pre-defined inclusion and
exclusion criteria, in the selection of 41 papers. These
papers allowed us to update the definition regarding
ubiquitous computing and the identification of a set of
characteristics that should be present in ubiquitous
software projects.
Hence, from this 1st quasi-systematic review, we could
observe that ubiquitous computing is present when
computational services or facilities become available to
the people in such a way that the computer is no longer
visible nor needed to be used as an essential tool to their
access. The services or facilities can materialize
themselves at any time or place, transparently, through the
use of common daily devices. To make it happen, it is
necessary that systems of this application category take
the following 10 characteristics into consideration [4]:
Service Omnipresence: it allows users to move around
with the sensation of carrying computing services with
them; Invisibility: ability of being daily present using
sensation of explicit use of a computer and enhancing the
perception that objects or devices can provide services or
Context Sensitivity:
ubiquitous systems should have mechanisms to collect
information from the environment where it is being used;
Adaptable Behavior: ability of dynamically adapting
itself according to the offered environment services,
respecting its limitations; Experience Capture:
ubiquitous systems should have mechanisms to support
capturing and registering experiences for later use;
Service Discovery: this characteristic states that
ubiquitous systems should have mechanisms to support
pro-active discovery of services, which should be
according to the environment where it is being used, in
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3. Initial Survey

Fault Tolerance
Scalability
Quality of Service
Privacy and Trust
* Not yet identified.

The goal of this study was to analyze ubiquitous
computing characteristics and their factors extracted from
the technical literature, with the purpose of
understanding, with respect to their applicability and
scope, from the point of view of software engineering
researchers working with research and development of
ubiquitous software into the context of ubiquitous
software projects.
During its planning, three pilot studies were executed
with the purpose of evaluating the questionnaire. After
that, a new version of the questionnaire was elaborated
and distributed among the subjects.
population was considered. The choice of the subjects was
based on searching the Brazilian National Council for
Science and Technology Development Research Groups
Search Directory considering research groups which carry
on ubicomp research. About 60 ubicomp researchers have
been identified and were invited and surveyed by e-mail.
At the end, 10 subjects (17% of the invited researchers)
answered the questionnaire.
The results allowed us to make some improvements on
the initial ubiquitous characteristics set and their
corresponding factors. Basically, the changes were:
(1) Inclusion of three additional characteristics: (i)
Privacy and Trust: indicates the system's ability to
withhold the operations performed by the user and ensure
that operations are not circumvented; (ii) Scalability: is
the property of a system which indicates its ability to
either handle growing amounts of work in a graceful
manner or to be readily enlarged; (iii) Quality of Service:
is the ability to provide different priority to different
applications, users, or data flows, or to guarantee a certain
level of performance to functionality during its execution.
(2) Characteristics were reorganized considering two
perspectives: functional and restrictive; and
(3) Exclusion of three factors.
Table 1 presents the ubicomp knowledge organized so
far. It is important to note that the population size was
considered small and not representative considering a
global scenario in ubicomp. Thus, the result of the survey
could not be used as an evaluation of the body of
knowledge, although the results are important to its
evolution. Therefore, a second survey was accomplished.

Evaluating
Knowledge
4.

6
*
*
*

the

Ubicomp

R
R
R
R

Body

of

This study
goal was to analyze ubiquity
characteristics extracted from the technical literature with
the purpose of characterization, with respect to their
adequacy and relevance when characterizing ubiquitous
software projects, from the point of view of researchers
on the Ubicomp field, in the context of ubiquitous
software projects.
Therefore, the following research questions were
considered: (i) Are the characteristics extracted from the
technical literature adequate (or not) to characterize
ubiquitous software projects? (ii) Is there any additional
characteristic to characterize a ubiquitous software project
that could be considered? (iii) What is the importance
(relevance level) of each characteristic when
characterizing ubiquitous software projects?
In this study, adequacy indicates if each characteristic
is or is not useful to describe or to define a body of
knowledge regarding Ubicomp Characteristics. Relevance
indicates how useful is it when characterizing a ubiquitous
software project, that is, the weight of this characteristic
on the ubiquitous software projects characterization.

4.1. Instrumentation and Population Planning
As instrumentation, an online questionnaire has been
developed and was published on Internet. It is filled in
three steps: (i) Subject characterization (for instance:
personal data, academic degree, and experience level on
ubiquitous software projects); (ii) Identification of those
characteristics adequate or not to characterize ubiquitous
software projects; (iii)
relevance level to support the characterization of
ubiquitous software projects considering six relevance
levels (Likert Scale): No Relevance, Very Low, Low,
Medium, High, and Very High Relevance.
The population of this survey was represented by
authors that published papers: (i) identified by two quasisystematic reviews presented on section 2, or; (ii) in the
proceedings of UBICOMP one of the most important
conferences in the area. These authors have been
contacted by e-mail and they were able to access a website
with the questionnaire.
We are assuming that this population can be
representative in the context of Ubicomp researchers, and
the subjects answered the questionnaire using their
background and experience in this field.

Table 1. Initial set of Ubicomp Characteristics
Characteristic
# Factors
Functional/ Restrictive
Service Omnipresence
10
F
Invisibility
10
F
Context Sensitivity
30
F
Adaptable Behavior
32
F
Experience Captures
7
F
Service Discovery
24
F
Function Composition
23
F
Spontaneous Interoperability
12
F
Heterogeneity of Devices
11
F
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Table 2. Pertinence and Relevance Level of Characteristics to Ubiquity Software Projects

necessary to sum the answers of each subject multiplied
by its respective weight.
N
RLevel( j )
( Scale(i, j ) *Weight (i)) , where:

4.2. Data Analysis Planning
For the data analysis stage, it was necessary to define

i 1

RLevel(j) is the total value of the answers of all subjects
(multiplied by their weights) for the characteristic j;
Scale(i,j) is the scale of relevance level (0-5) defined by
the subject i for the characteristic j;

relevance level [8]. The formula used to obtain the
i
t (i )
, where:
Weight (i ) f (i ) p(i) e(i )

4.3. Results

MedianTP

f(i) is the higher level of academic degree;
p(i) is the indicator about the number of papers
regarding Ubicomp published by the subject;
e(i)
development of ubiquitous software projects;
t(i) is the total number of ubiquitous software projects
that he/she has participated;
MedianTP is the median of the total number of
ubiquitous software projects considering the answers of
all subjects.
To calculate the pertinence level of a ubiquity
characteristic to characterize ubiquitous software projects,
it is necessary to sum the answer of each subject
multiplied by its respective weight:
M
Pertinence ( j )
( Answer (i, j ) *Weight (i)) , where:

This survey was executed considering a population of
280 subjects. Of this total, 31 researchers from different
regions (North America, Asia and Europe) answered the
questionnaire (about 11%). 22 of them have Ph.D., 7
Masters, and 2 undergrads. On average, subjects had
already participated in 7 ubiquitous software projects.
As a result, it was possible to evaluate the organized
body of knowledge by identifying the pertinence level and
the relevance level of each ubiquity characteristic.
In addition, three researchers reported the need of
including a new characteristic: universal usability, which
is associated to the fact that the project usability is
adhering to good usability standards, while considering
different target user groups.
Table 2 summarizes the reached results:
The rows highlighted in gray indicate the characteristics
to be considered in the final set of ubiquity
characteristics. This selection was performed according
to the inclusion criteria defined in the survey plan;
Context sensitivity and adaptable behavior are the most
pertinent and relevant characteristics;
We could observe that there is a balance between
functional (6/11) and restrictive (5/11) characteristics.
This can indicate that non-functional characteristics are
critical for this software category.
Based on those findings, we could update our
interpretation about the ubicomp definition presented on
section 2 for: Ubiquitous computing is present when
computational services or facilities can materialize
themselves at any time or place, transparently, through
the use of common daily devices. To make it happen it is
desirable that systems of this application category take
the following characteristics into consideration:

i 1

Pertinence(j) is the total value of the answers of all
subjects (multiplied by their weights) about the
adequacy of the characteristic j to characterize
ubiquitous software projects;
Answer(i,j) is the indicator of being adequate (1) or not
(0), defined by the subject i for the characteristic j;
Weight(i) is the weight attributed for the subject i;
M is the amount of
subjects.
The definition if a characteristic is adequate or not to
characterize ubiquitous software projects must be based
on a cut-off point, that is, a threshold indicating if the
characteristic shall be included (value greater than the
threshold) in the final set or not (value lower than the
threshold). The threshold is 50% of the maximum value
that could be obtained for a characteristic j in the variable
Pertinence(j) if all subjects answer YES regarding its
adequacy to characterize ubiquitous software projects.

Threshold 0,5 *

M

Weight (i)

i 1

Finally, to define the relevance level of each
characteristic classified previously as adequate, it is
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Figure. 2. UbiCheck overview.

Functional: context sensitivity, adaptable behavior,
service omnipresence, heterogeneity of devices,
experience capture, spontaneous interoperability;
Restrictive: scalability, privacy and trust, fault
tolerance, quality of service, and universal usability.
In the next section an application example of this body
of knowledge to support building new software
technology regarding the requirements engineering area
will be briefly described.

Figure 3. Fragment of a requirements definition guide.

Defining Ubiquity Requirements: the goal of this step
is to tailor the general set of guidelines for a specific
project, and to use the specialized guidelines in a
specific software project to support the requirements
definition activities.
This approach has already been evaluated by an
empirical study. The goal of the study was to analyze
UbiCheck, with the purpose of characterization, with
respect to its applicability, into the context of ubiquitous
software projects from the point of view of software
engineering students. The population of this study was
represented by software engineering Master and PhD
students. A set of 8 subjects from an Object Oriented
Software Engineering course took part. They were
grouped in 3 teams (A-3, B-3, and C-2 subjects). Each
team received two ubiquity scenarios to evolve the
requirements specification of an Inventory Management
System.
The study allowed us to identify some initial behaviors
(other results including improvements and restrictions of
ubicheck and study limitations can be found in [11]):
The subjects reported that UbiCheck helped in the
ubiquity requirements definition activity. They said the
questions in UbiCheck have led them to think about
the important issues regarding ubicomp domain that
they usually do not think nor capture when working
with traditional software requirements documents.
UbiCheck was able to reduce on average 23.3% the
effort in time to define ubiquity software requirements
when compared with the ad-hoc approach.
By using Ubicheck, the organized body of knowledge
allowed us: (i) to characterize software projects regarding
ubiquity; (ii) to prepare conceptual models to support the
approach specialization according to the software project
characterization; (iii) to define checklists to guide the
software engineer on the definition of requirements for
ubiquitous software projects. More details about the
technology and its evaluation can be found in [11].

5. Supporting Requirements Definition in

Ubiquitous Software Projects
Requirements engineering represents a crucial phase for
software development [12] [13]. Several techniques and
methods have been proposed to deal with it [15].
However, most of them support the development of
conventional projects which can reduce its efficacy and
efficiency when working with specific application
domains such as ubiquitous software projects [14].
Thus, to assure the quality of ubiquitous software and
reduce costs associated with rework, the set of ubiquity
characteristics and their respective factors (presented on
sections 2, 3, and 4) can be used to support software
engineers during requirements definition concerned with
the ubicomp domain. For instance, UbiCheck represents a
checklist-based approach to support requirements
definition in the ubicomp domain [11]. Its goal is to help
software engineers during the requirements definition
increasing the efficiency and effectiveness by reducing the
number of omission defects and execution time.
Figure 2 represents the steps and activities regarding
UbiCheck application. The approach is composed by 4
sequential activities grouped in 2 main steps:
Configuration: Its main goal is to create a set of
guidelines based on the ubicomp domain to guide the
identification of ubiquity requirements in software
projects. These guidelines are composed of (see Figure
3): (A) Instructions about the guidelines use; (B)
Ubiquity characteristics that could be present on the
current software project; (C) Relevant information
about ubicomp; (D) Questions about the relevant
ubiquity information to be identified by the software
engineer; (E) Link to a glossary; (F) Additional
information about what is expected to be answered for
the question, and; (G) Suggestions where that concept
could be described in the requirements specification.

6. Conclusions and Current Work
In this paper, the organization and evaluation of
ubicomp characteristics and their factors through the use
of a research strategy based on primary and secondary
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studies was described. From this point of view, this
research strategy allowed us to reach some results:
(1) 1st and 2nd quasi-Systematic Reviews: a more recent
definition for ubicomp and its characteristics, and
identification of functional and restrictive factors for
each ubicomp characteristic;
(2) Initial Survey: improvement of the body of knowledge
considering functional and restrictive perspectives and
3 new characteristics;
(3) Body of Knowledge Evaluation: evaluation and
improvement of the body of knowledge through the
definition of pertinence and relevance of ubicomp
characteristics.
On February 2010, motivated by the fact that the initial
literature review just considered papers published until
2005 and it results were evaluated by a survey on
2008/2009, we have updated the body of knowledge
considering the scientific papers published from 2006
until 2010. For this, a literature review protocol was
planned and executed considering the Scopus digital
library. After its execution, 34 additional papers were
selected for data analyses, resulting: (i) it was not possibly
to identify any new ubicomp characteristic; (ii) 7 new
functional factors were identified and included in the body
of knowledge.
These results allow us to say that the body of
knowledge presented on this paper remains valid, stable
and updated considering the technical literature regarding
current ubicomp research.
We consider the organization of this body of
knowledge an important step towards the definition of
new software engineering technologies to support the
development of ubiquitous software projects. As an initial
example we have described UbiCheck. However, it is
important to note that its use is not limited for this type of
software technology. Other usage opportunities are also
possible, such as:
to prioritize the development of new software
technologies according to the pertinence and relevance
levels of each characteristic;
to identify project risks associated to each ubicomp
characteristic;
to provide guidance on architectural design based on the
characteristics definitions and their respective factors;
to select efficient testing strategies for ubiquitous
software projects (different ubicomp characteristics
could bring different restrictions about testing).
Thus, we hope these results can provide some hints and
directions to new research trends regarding software
engineering applied to ubiquitous software projects.
Currently, we are working on the development of an
approach to support the verification of ubiquitous
software requirements based on this body of knowledge.
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Abstract
Currently, embedded software have been required more
and more by a diversity of new products. As a consequence,
an increase in the software complexity can be observed,
requiring more attention to the software quality. Initiatives of exploring software engineering knowledge to develop this type of software can be identiﬁed, resulting in
the Embedded Software Engineering (ESE) research area.
However, there is a lack of a complete panorama about researches conducted in the context of ESE. This paper intends to present a view about how software engineering has
been currently used in the embedded software development.
For this, we have used systematic mapping, a technique
based in the Evidence-Based Software Engineering (EBSE).
Achieved results point out that in spite of the increase in the
interest of applying software engineering to develop embedded software, there are still important lines of research that
must receive attention.

1. Introduction
Recently, a large amount of products containing embedded software, for instance, mobile telephones, cars and aircrafts, has been developed and used, bringing an effective
impact to the society [6]. Furthermore, a speciﬁc type of
product, the robots, has been also developed, covering a
wide range of important applications. According to Graaf
et. al [4], in the next years, the market for these products
is forecasted to grow exponentially. However, the complexity and diversity of these products and, as a consequence,
the embedded software, are increasing, creating a considerable challenge for embedded software development. In
this perspective, both academic and industrial research have
therefore been concerned and focused on their development,
aiming at achieving sufﬁcient product quality and timely delivery [4].

It is worth highlighting that software engineering technologies (that include software engineering activities, processes, methods, techniques, approaches, and tools) have
provided considerable contribution to software development, through application of a systematic, disciplined, and
quantiﬁable approach to the development, operation, and
maintenance of software. Thus, in order to optimize the
timeliness, productivity, and quality of embedded software,
consolidated knowledge and software engineering technologies could support the development of such software.
In this scenario, interesting and important initiatives have
been proposed [5, 6]. As a consequence of this need and
initiatives, a new research area — the Embedded Software
Engineering (ESE) — has been recently established. It aggregates new needs in software engineering, since embedded software development is fundamentally different from
that of nonembedded software [4]. In spite of ESE achievement and related work, there is a lack of recent work that
summarize and present a complete overview about how
software engineering technologies has been explored to develop embedded software.
In another perspective, Evidence-Based Software Engineering (EBSE) has recently arisen, and has given relevant
contribution to the Software Engineering area [3]. Considering the need of reviews to identify publications related
to a speciﬁc subject when studying a new knowledge area,
EBSE proposed systematic mapping [7]. It refers to a technique that provides a systematic way in order to comprehend a topic of research [7]. In this context, an individual evidence (for instance, a case study or an experimental study divulged in a publication/paper) which contributes
to a systematic mapping is called primary study, while the
result of a systematic mapping is a secondary study. In
short, systematic mapping is conducted by planning, conducting of search, and screening of primary studies using
inclusion and exclusion criteria [1]. This technique also
conducts data extraction and analysis through the identiﬁcation of categories and classiﬁcation of the primary studies in
these categories. As a result, this technique provides maps
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(for instance, in table or graphical format) containing condensed information about a research area. Considering its
relevance, systematic mapping for different domains can be
found, including software engineering domain, for instance
[2]. Thus, the conduction of systematic mapping in the ESE
domain seems also to be interesting.
The main objective of this paper is to present a panorama
containing possibly all research work that have investigated
and applied software engineering to the development of embedded software, including robotic software. For this, we
have adopted and conducted a systematic mapping. Results
achieved point out that more efforts must be applied to effectively explore advantages and knowledge of software engineering in the development of such software. Thus, this
paper is organized as follows. In Section 2 we present the
conducted systematic mapping. In Section 3 we discuss
about achieved results and in Section 4 we summarize our
contributions and discuss perspectives for further work.

2. Conducted Systematic Mapping
Our systematic mapping aims at identifying primary
studies that apply software engineering for development
of embedded software and mobile robot software. This
systematic mapping was conducted from August/2009 to
November/2009 and involved ﬁve people (a researcher in
software engineering, a researcher in embedded systems,
a specialist in systematic mapping and two graduate students). In order to conduct our systematic mapping, we
have used the process presented in [7]. In short, it is composed by four steps: (i) systematic mapping planning; (ii)
conduct of the search; (iii) selection of the primary studies;
and (iv) analysis, classiﬁcation, and map building. These
steps are explained in more details during presentation of
our systematic mapping1 . Following, we detail each step:

2.1

Table 1. Research Questions
RQ Description
1
Which software engineering technologies have been investigated
for the development of embedded software and mobile robot software?
2
Which software engineering technologies have been more widely
researched for the development of embedded software and mobile robot software?
3
Which software engineering technologies have been more recently researched for the development of embedded software and
mobile robot software?

ACM Digital Library, Springer Link and Scirus. These
databases are efﬁcient to conduct systematic mapping in the
context of software engineering [1, 3]. Furthermore, we decided that only papers written in English will be considered
in our mapping, since English is more widely adopted to
write scientiﬁc papers.
Establishment of Selection Criteria: Another important
element of the systematic mapping planning is to deﬁne the
Inclusion Criteria (IC) and Exclusion Criteria (EC). These
criteria make possible to include primary studies that are
relevant to answer the research questions and exclude studies that do not answer them. Thus, the inclusion criteria
of our systematic mapping are presented in Table 2 and the
exclusion criteria are presented in Table 3.
Table 2. Inclusion Criteria
IC
1
2
3
4
5
6

Step 1: Systematic Mapping Planning

In this step, it is deﬁned the plan that will be used as
basis to conduct the mapping. This plan consists of the formulation of the research questions, selection of the sources
of primary studies, and establishment of selection criteria.
Research Questions (RQ): These questions are structured
corresponding to the objective that is intended with the systematic mapping that, in our case, it is the identiﬁcation of
a panorama involving software engineering and embedded
software or mobile robot software. Our research questions
are presented in Table 1.
Selection of Sources: We selected larger and complete
databases as sources of primary studies: IEEE Xplore,
1 For the sake of space, this paper includes only the main information
related to our systematic mapping. More details can be found in http:
//www.grad.icmc.usp.br/˜fdaniel/seke10

Description
The study involves software engineering technologies to test embedded software or mobile robot software.
The study involves software engineering technologies to maintain embedded software or mobile robot software.
The study involves software engineering technologies to manage
requirements of embedded software or mobile robot software.
The study involves software engineering technologies to design
embedded software or mobile robot software.
The study involves software engineering technologies to implement embedded software or mobile robot software.
The study involves software engineering technologies to improve
quality of embedded software or mobile robot software.

Table 3. Exclusion Criteria
EC
1
2
3

2.2

Description
The study describes an experience related to teaching in ESE.
The study has been already analyzed (i.e., it is repeated).
The study scope is out of our interest.

Step 2: Conduct of the Search

In this step, the search by primary studies is conducted
according to previously established plan. This identiﬁcation is done by looking for all primary studies that match
with the search string in the search sources. This can be automatically conducted if these sources provide an efﬁcient
search engine. For this, we established the keywords and
the search strings.
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Keywords: To keep the scope of the systematic mapping,
the keywords chosen must be simple and well chosen. Thus,
they must be simple enough to bring many results and also
rigorous enough to cover only the desired area. The keywords chosen to our mapping are: Software Engineering, Embedded Software Engineering, Mobile Robot and Mobile Robotic.
Search Strings: Based on the keywords, the search string
is built (through connections AND/OR) to incorporate the
semantic expected to the search. The search string used
in our mapping was: “Embedded Software Engineering” OR
(“Software Engineering” AND (“Mobile Robot” OR “Mobile
Robotic”)). We have also built the string and/or settings for

each search engine, since each engine accepts a speciﬁc formatted. As result of this step, we obtained a total of 414 primary studies: 238 from ACM digital library, 98 from IEEE
Xplore, 40 from Scirus and 38 from Springer Link.

2.3

Step 3: Selection of the Primary Studies

In this step, the selection criteria (i.e., inclusion and exclusion criteria) are applied to select the relevant primary
studies. Table 4 summarizes the number of primary studies obtained after applying the inclusion/exclusion criteria.
From a total of 414 primary studies previously identiﬁed,
99 studies (i.e., 23.91 %) were selected. It is observed that
IEEE was the most effective source, because 42.86% of the
primary studies were used, i.e., from total of 98 studies, 42
studies were relevant for our mapping. Regarding ACM,
in spite of identifying more studies if compared with other
sources, only 18.49% of the primary studies were selected.
Regarding Scirus and Springer Link, besides few primary
studies identiﬁed, only 17.5% and 15.79% of primary studies were respectively selected as relevant.
Table 4. Amount of primary studies included
and excluded
Source
ACM Digital Library
IEEE Xplore
Scirus
Springer Link
Total

2.4

Included
44
42
7
6
99

Excluded
194
56
33
32
315

Total
238
98
40
38
414

Step 4: Analysis, Classiﬁcation, and Map
Building

mapping: requirements, analysis, design, test, maintenance,
tool, method, framework, study, implementation, architecture, UML, case study, reengineering, reuse, and simulation. Based on these keywords, categories were created.
For this, research questions were considered. In the case
of our mapping, we were interested in identifying relationship among software engineering and the development of
embedded systems and mobile robot software. Thus, two
categories were created: “Fundamental Activities of Software Engineering”; and “Main Topics of Research”.
In the ﬁrst category, the keywords used were: Requirement Management, Analysis and Design, Coding, Testing
and Maintenance. This can show which main software engineering activities have been investigated and/or used in
the development of embedded software and mobile robot
software. In the second category, the keywords used were:
Tool, Method, Framework, Design, Coding, and Architecture. This can show which topics of the software engineering domain have been more applied in the development of
embedded software and mobile robot software.
Following, we classiﬁed the primary studies into topics
in the categories, noting that a study may ﬁt into more than
one topic per category. As result, we build two maps, one
for each category. Figure 1 shows the map to the category
“Fundamental Activities of Software Engineering”. It is observed that from ﬁrst work in 1992, there is an increasing
interest in inserting software engineering activities in embedded or robotic projects. In particular, issues related to
analysis and design of embedded software and mobile robot
software have been more intensively treated. However, important activities, such as requirement management, software testing and maintenance, must receive more attention.
Figure 2 shows the map to the category “Main Topics of
Research”. The topics are: Tool (coding, analysis or presentation of a tool); Method (analysis or presentation of a
method to develop software); Framework (coding, analysis or presentation of a framework); Study (presentation of
analysis, for instance, comparison or review, involving previous work); Coding (coding or analysis of an implementation); and Architecture (analysis or presentation of an architecture). From this map, we can observe that in general
there is an increasing interest in all these topics. However,
studies that involve analysis of previous work are more numerous. Otherwise, more tools that support development of
software for ESE domain must be proposed.

3. Discussion
In this section we present the categorization of the primary studies. For this, two tasks were conducted: (i) search
by keywords; and (ii) grouping of the primary studies into
categories. Firstly, primary studies were carefully read
(i.e., title, keywords and abstract). As a result, considering terms that seem to be more relevant or their number of
occurrence, these terms were selected as keywords of our

Regarding research questions established for our mapping, it is observed that all of them were successfully answered. Thus, in general, knowledge about embedded
software and mobile robot software development has been
mapped. We believe that results presented in this work
are representative of the whole embedded software domain,
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Figure 1. Map related to category “Fundamental Activities of Software Engineering”

Figure 2. Map related to category “Main Topics of Research”
since systematic mapping provides mechanism to achieve
it.
Considering knowledge arisen from this work, it is possible to identify interesting and important research lines that
can be investigated in future work. For instance, there is
a lack of experimental results, i.e., it is necessary that researchers bring the concern to analyze experimentally methods, techniques, architectures, and other software engineering technologies in the development of embedded software
and mobile robot software. There are also other important
research lines in software engineering that appear to be unexplored. For instance, software testing, reference architectures, and aspect-oriented development.
Regarding limitation of this work, other categories could
be established. Other research questions could be also established, considering speciﬁc topics of research. Moreover, it is worth highlighting that conduct of a systematic
mapping is not a trivial task, mainly because the number of
papers that need to be manipulated. Besides that, both paper reading and category analysis are manually conducted.
Furthermore, conduct of a systematic mapping involving a
recent research area — for example, the ESE, considered in
this work — is not easy. There is not consensus in terminology and concepts used by different researchers. Sometimes
it is necessary to infer a conclusion to make some decisions.

4. Conclusions
The main contribution of this work is to present an
overview of software engineering application to the embedded software and mobile robot software development. We

believe that this view can contribute to the ESE area, getting
new lines of research. Motivated by the promising results,
we intend to conduct other systematic mapping involving
more speciﬁc topics. Thus, we aim at achieving a better understanding about the intersection between embedded software development and software engineering.
Acknowledgments: This work is supported by Brazilian funding agencies: FAPESP, CAPES, and CNPq.
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Paulo Anselmo M. Silveira Neto1,2 , Eduardo Santana de Almeida2,3 , Silvio Romero L. Meira1,2
1

Center for Informatics – Federal University of Pernambuco (UFPE)
2
Reuse in Software Engineering (RiSE)
3
Computer Science Department – Federal University of Bahia (UFBA)
{ceac, ycc, pamsn, srlm}@cin.ufpe.br, esa@rise.com.br
Abstract
According to recent work, duplicate bug reports in bug
trackers impact negatively on software maintenance and
evolution productivity due to, among other factors, the increased time spent on report analysis and validation. In order to solve this problem, this work presents and evaluates
a tool based on Information Visualization techniques, aiming to assist developers during analysis and identiﬁcation of
duplicate bug reports. The tool development was supported
by a survey conducted to identify the best opportunities for
visualization techniques, according to the cognitive process
for understanding bug reports information.

1

Introduction

Aiming to perform faster and more productive manners
to manage incoming change requests, companies are relying
on different sources for technical assistance, among them:
bug trackers, such as Bugzilla1 . These tools are responsible
for receiving and managing new change requests and track
all evolutionary information about them until their purposes
are satisﬁed.
Unfortunately, the growing usage of such systems presented side effects; one of the most important being the Duplicate Bug Report Problem [1, 2, 3, 4]. This problem
is characterized by the submission of two or more change
requests that describe a single issue to the bug tracker responsible for a product, and its main consequence is the
overhead of work to perform the search and analysis of such
similar requests.
Motivated by this problem, this work presents an approach to the Duplicate Bug Report Problem, based on Information Visualization [5] techniques, that is able to assist users on handling important data while maximizing
their experience and perception of the vital information to
their tasks of analyzing and identifying duplicate change requests, thus decreasing this problem effect on software development teams productivity.
1 http://www.bugzilla.org

The remainder of this work is organized as follow: Section 2 presents a survey with developers to characterize the
cognitive process for understanding bug reports information; Section 3 presents the tool developed to address the
problem of duplication; Section 4 describes an experiment
conducted to evaluate the tool; Section 5 presents a set of
related work; and, ﬁnally, Section 6 presents the conclusion
and future work.

2

Understanding Bug Report

Automatically retrieving information and evaluation of
bug reports can assist developers, who, at the highest level,
are the ones to assure duplication cases. Due to this scenario, a survey was conducted aiming to identify commonalities in bug report structures and understand how developers extract and interpret important information. The survey
was applied to developers, who are regular users of bug report tracking systems, and it is described next. The complete questionnaire can be found in [6].
Q1. How long have you work in software development?
In general, the group of respondents can be considered to
have high experience in software development. Most developers, 60% of those who answered the questionnaire, have
5–10 years of experience and other 12% with more than 10
years of experience. Only 28% of developers indicated that
have less than 5 years of development experience.
Q2. How many companies have you worked for? This
is particularly interesting to discover the number of different development processes which developers were inserted.
Each process has its own deﬁned set of activities and restriction about maintenance, which includes rules for creating and handling bug reports. Only 16% of all developers worked for just one company, with 48% of developers
working for 2–3 different companies and 36% of participants working for at least 4 companies.
Q3. How many software development projects have you
contributed? A higher number of projects can help developers face different expectation from stakeholders. A contribution to a software project can reﬂect participating in
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both development phase and maintenance phase, the later
being one of the focused of this survey. As for results, 12%
of developers indicated that had contributed to more than
20 projects, while 36%, 32% and 20% of developers contributed to 10–20, 5–10 and less than 5 projects respectively.
Q4. How many of these projects used bug trackers for
managing change request? According to received answers,
20.83% of the developers indicated that more than 75% of
the projects he/she participated used bug report tracking
systems, followed by 37.5% indicated that 50–75% of the
projects used that type of tool. An additional 29.17% of
developers indicated that 25–50% of the projects used bug
trackers, and, ﬁnally, 12.5% indicated that less than 25% of
projects were assisted by bug trackers.
Q5. How many different bug trackers have you used?
Which one(s)? Developers who used more of such tools
have better conditions to give comparative opinions. Analyzing the results, we identiﬁed that the majority of the
developers have good comparative bases because 68% of
developers used at least 3 different bug trackers, while 24%
used 2 different tools and only 8% of the developers who
answered the questionnaire used one bug tracker.
Another aspect is the dominance of certain bug trackers.
Bugzilla and Mantis have been used by 71% of the developers, while the third most used, Trac, reached only 25%.
Others bug trackers did not reach 10% of developers.
Q6. What are the most common ﬁelds within the bug
trackers have you used? As a result, a common bug report
structure would consist of the given ﬁelds: (100%) Description; (86%) Severity, Assigned to, and Priority; (82%) Title; (68%) Summary; (64%) Attachments; (55%) Current
Status, Comments and Bug Report Identiﬁcation Number;
and (50%) Change History. The percentage in parentheses
represents the occurrence of that ﬁeld in the different bug
trackers used by the developers. Responses from developers who used only one system were discarded.
Q7. When analyzing bug reports, is there a most important/essential ﬁeld? Which one? As a result, 88% of developers afﬁrmed that bug reports have a most in inﬂuential
ﬁeld. Then, developers were asked which ﬁeld is the most
important and, as a result, the description ﬁeld was selected
by 56% of developers, followed by summary and title ﬁelds
selected 12% each. Other ﬁelds summed up 20%.
Q8. What kind of information do you expect from this
most important ﬁeld? Most developers are concerned about
how exactly the problem happened and the steps to reproduce it. They expect a short and clear explanation about the
ﬂaw and what behavior was expected by the system.
Q9. Which other ﬁelds are used to fully understand the
reported issue? Other auxiliary ﬁelds may be important to
fully understand the issue. An auxiliary ﬁeld can provide
contextual information, speciﬁc data or more detailed information that could not be provided in the most important

ﬁeld. Summary ﬁeld was selected by 40% of developers,
followed by attachments (32%), comments (28%), title and
severity(24%), and priority (20%).
The last set of results analyzed are concerned with bug
trackers functionalities for searching, analyzing and identifying bug similarities and duplicate cases. Developers were
questioned about whether they perform searches to locate
similar and duplicate report to better understand the problem being analyzed. Most developers, 64%, afﬁrmed that
they perform searches to locate similar reports, and 76%
never used a bug tracker that provided an automatic feature
for such means.
This results is important because allows us to identify
a point for optimization in the bug report analysis process.
To ratify this conviction, developers were asked about their
wiliness for a tool to automatic analyze and present similar and duplicate reports. As a result, 88% of developers
think a tool with that capability is useful and 88% believe
the analysis process can be optimized by its usage.
As a ﬁnal question, developers answered whether automatic analysis and identiﬁcation of similar and duplicate reports would be essential to the analysis process; opinions
were divided with 48% agreeing with the assumption and
the other 52% believing otherwise.

3

A Visual Bug Report Analysis/Search Tool

The tool is composed buy two main components: (i) Visual Component and (ii) Search Component. Each component was divided into modules to facilitate implementation
and functionality modularization.
The Visual Component is responsible for the implementation and deploy of Information Visualization techniques for data display and developers interaction. This
component is divided in four main modules: (i) Search
Panel, (ii) Data Display, (iii) Relationship Display, and (iv)
Context Display. For a full sized view of the tool, please refer to http://tinyurl.com/seke-screenshot.
Search Panel. This panel is located at the top. It was
composed to provide a simple functionality and quick understand of it: begin analysis for the intended report. Once
the search button is clicked, the analysis functionality of the
tool is trigged.
Relationship Display. In order to present relationships
among reports and group of reports, a graph visualization
was implemented. The Graph Visualization enables a quick
perception of relationships among reports by connecting the
returned similar ones (Figure 1).
Data Display. This module displays all important data
store within a bug report (Figure 2). This component is particularly important to assist developer in deeper analysis and
comparison of contents to ratify ongoing duplicate cases.
The developer must click on a report identiﬁcation number on either graph (Relationship Display) or chart (Context
Display) visualization to visualize the data.
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Figure 1. Reports nodes relationships
Each report is displayed in the graph as a node with its
identiﬁcation number. The analyzed report node is the most
dark one. Other reports nodes are ﬁlled in with white color
and their border and identiﬁcation number printed according to a red-blue color scale, where reports with higher similarity rates are painted in predominant red color variation,
and reports with lower similarity rates are painted in predominant blue color variation.

izations in the tool interface, in the sense that, once a node
is selected, its counterpart in the chart view (Figure 3) is
highlighted, its associated component is highlighted in the
TreeMap view (Figure 4) and the report data, which it represents, is displayed in the Data Display visualization.
Context Display. This module provides two visualization techniques: Chart View (Figure 3) and TreeMap (Figure 4). The Chart Visualization was selected because we
intended to provide a comparative base for similarity rates
of the returned similar bug reports alongside the distribution
of those bug reports throughout system components. As for
the TreeMap Visualization, the objective was to provide an
overview of the impact of the returned bug reports in the
existing system components.

Figure 4. Component view

Figure 2. Bug report data display
Once the tool search functionality is activated, the analyzed report node is painted followed by its similar reports
nodes; then, every time a report node is clicked new nodes
are added to the graph, representing the collection of similar reports to the clicked one. The newly added nodes are
painted using the same red-blue color scale; however, the
similarity rate used as base for indicating the color is calculated according to the original analyzed report.

Figure 3. Chart view
The graph visualization is connected with other visual-

According to the survey presented, automatic generated
similarity rates provide a starting point for developer analysis and comparisons of reports to identify duplicate occurrences. The presentation and distribution of reports
throughout system components was a design decision to enhance developers awareness of contextual information.
The chart view also utilizes red-blue color scale to print
report representations and connective actions – highlighting
counterpart representation in graph view (Relationship Display), highlighting associated component in TreeMap view
and display report data in Data Display module.
The TreeMap View was designed to present an overview
of the effect of retrieved similar reports on system components. Each rectangle printed represents a system component and its level on components tree.
If a component is not associated with any report returned
for analysis, that component is ﬁlled up with black color,
while, a component associated with a group of reports is
ﬁlled according a red-blue color scale, where the average of
all similarity rates is used to determine the color. Additionally, the TreeMap view implements connective actions with
other visualizations, where once a component is selected,
reports representation in both graph Relationship Display
and chart views are highlighted for quick identiﬁcation.
All visualizations were carefully implemented to perform global interactions and speed up developers cognition,
that means, an action performed in a given visualization also
effects others, thus, developers can perceive and understand
bug reports inﬂuence on similar and software components.
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Search component is responsible for every data validation, processing, search, classiﬁcation, rank and retrieval
which happens throughout developers interaction with the
tool. This component is divided into three major modules:
(i) Validation Module, (ii) Classiﬁcation and Rank Module,
and (iii) Data Repository.
Validation Module. This module is responsible for validating income data parameters for all functionalities and
search for valid bug report entries. This module provides
security and data integrity for developers throughout analysis, implementing major business rules for data validation
procedures.
Classiﬁcation and Rank Module. This module is responsible for creating, retrieving and comparing a bug report
representation against the whole bug report population to
return most signiﬁcant similar reports. The most important
functionalities for the analysis process are implemented and
deployed within this module. The list of functionalities are
described as following.
Parsing – It is only used when a bug report, or set of reports, are uploaded to the tool to be stored in the data repository and available for analysis. Text Processing – This functionality is responsible to process text ﬁelds from bug reports (description, summary, and so forth) in order to create
report’s representation. The functionality include: text tokenization, stop-words removal, and stemming using Porter
algorithm [7] for stemming. Classiﬁcation and Ranking –
To classify and rank results for similar report search, it was
used the Vector Space Model (VSM) [8]. Each term is associated with a Term Frequency-Inverse Document Frequency
(TFIDF) [9] metric, which states that the value of the weight
of a term is calculated by the frequency in which this term
appears in the collection of documents, and the frequency
in which it appears in each document.
Data Repository. This module is responsible to persist
all bug report data and representation throughout analysis.

4

Experimental Study

This section presents the experimental study designed to
evaluate the tool. The experiment was deﬁned using the
Goal Question Metric method [10]. Goal Question Metric is
very useful because it guides the experiment by establishing
the goal of the study, the questions to be answered, and all
metrics used in order to interpret those answers.
The goal of this experiment is to analyze a tool to improve analysis and identiﬁcation of duplicate bug reports by developers for evaluating it with respect to its effectiveness and efﬁciency on optimizing the analysis of bug
reports, by decreasing time for identiﬁcation and increasing
duplicate identiﬁcation, in the view point of researchers, in
the context of software development projects.
Quantitative and qualitative questions were deﬁned in
order to reach the established goal. The ﬁrst ones focuses
on the data collected during the execution of the experiment,

and the others concerned with developers feedback about
the new tool, its adoption and visual and interactive features.
The questions are as following.
Q1.
Q2.
Q3.

Does the tool decrease the time for analysis of
duplicate bug reports?
Does the tool increase the identiﬁcation rates
of duplicate bug reports?
Is the new tool useful?

Planning. All participants received explanations about
the experiment and its goals. Each participant received a
previous selected list with bug reports identiﬁcation numbers to perform analysis. The list is completely the same
for every participant, where 18 reports are known duplicate
and 13 reports are considered unique. The results will be
collected using a time-sheet. The null (H0 ) and alternative
(H1 ) hypotheses were deﬁned as follows:
H0 :
μtime with tool
≥ μtime with baseline and
μidentif ication with tool ≤ μidentif ication with baseline .
H1 :
μtime with tool
< μtime with baseline and
μidentif ication with tool > μidentif ication with baseline .
In order to test both hypothesis deﬁned for the experiment, descriptive statistics was used to analyzed and interpret the results. Qualitative analysis was conducted to
understand subjective aspects of the new tool, such as visualizations performance and usefulness.
It was used the two-group posttest-only randomized experiment, which deﬁned two groups to participate in the experiment. Participants assigned to the ﬁrst group were required to use the new tool, while participants assigned to
the other group were asked to use the baseline tool.
Regarding to the formation of participants groups, the
randomization principle was applied on the assignment of
participants to a tool [11]. The experiment was considered
balanced since each tool received a group with the same
number of developers and with similar overall experience.
This fact strengthens the statistical analysis of the data [11].
Finally, the following threats to the validity of this experiment were identiﬁed:
Boredom. Some participants may felt upset or disappointed with the experiment since it took great amount of
time and effort from them;
Participants knowledge on bug reports contends. The results could be infuenced by the lack or excess of knowledge
of participants regarding the contends of bug reports data;
Environment. Environments have positive and negative
effects on participants. Developers assigned to the baseline
tool could perform their analysis any place they wish since
a link in the Internet was available for them; although it
provides more comfort, results could be compromised due
to slower internet connections.
Operation. The Firefox browser was selected as target
to the experiment, because it is a well known product by de-
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velopers and can provide a large diversiﬁed bug repository.
The Bugzilla bug tracker was loaded with bug reports from
Firefox. It was chose to be the Baseline tool for the experiment because it is used as the ofﬁcial Firefox bug repository
and prior developers knowledge on its operation.
The bug repositories for both tools were composed by
the same set of Firefox bug reports. No participant of the
experiment had previous knowledge about any of the bug
reports in the bug repository or in the list given for analysis. Additionally, participants were not informed how many
reports were duplicates.
A total of 20 participants were selected by convenient
sampling method [11, 12] and distributed into two groups
– 10 participants each. All participants are developers from
the local software development industry in Recife, Brazil.
Analysis of the Results. Descriptive statistics. An
overview of statistics extracted from the experiment results
is shown in Table 1. Analyzing the time aspect for identiﬁcation of duplicate bug reports, the new tool proved to
be more effective than Bugzilla; generally, the average time
necessary for analysis decreased 67%, from 5.06 minutes
presented by participants assigned to Bugzilla to 1.96 minutes by participants assigned to the new tool.
As for correctly identifying duplicates and unique occurrences, both groups of participants had similar performance.
While participants assigned to the new tool almost reached
the 75% average mark for correctly classifying reports, participants assigned to Bugzilla nearly got 73%.

Mean
Maximum
Minimum
S.D.

Time spent in analysis
Tool
Bugzilla
1.96
5.06
4.93
9.62
0.52
3.06
1.32
2.08

Correct analysis
Tool Bugzilla
23.2
22.6
28
26
19
18
2.96
2.29

Table 1. Experiment results overview
Although the similar performance of participants from
both tools, a deeper analysis of the results is required to
strengthens positive aspects of them. Regarding duplicate identiﬁcation, participants using the new tool reached
77.78% of correct identiﬁcation while Bugzilla users had
64.44%; many reasons contributed to this increase in identiﬁcation rate, among them are the visualizations deployed
which highlighted important data for comparison.
As for identifying unique reports, Bugzilla users presented better results with 84.61% of correct identiﬁcation, while participants using the new tool reached 70.77%.
However, the difference shown in false-positive rates –
unique reports classiﬁed as duplicates – can be explained
by the lack of knowledge of participants regarding the bug
repository. Some participants commented that, when they
were not sure about a report’s classiﬁcation, they would
classify it as duplicate.
The descriptive analysis showed that, in general, the new

tool proved to be more effective in analyzing and identifying duplicates than Bugzilla. The time aspect of the analysis and identiﬁcation tasks presented the greater difference,
where the new tool decreased the time necessary for analysis in 68%. As for correctly classifying reports, the tools
presented similar overall results for correctly classifying reports; the new tool increased the identiﬁcation of duplicate
rate in 17.15%, however, it also increased the false-positive
rate among unique reports from 15.39% – presented by
Bugzilla users – to 29.23%.
T-test. The results collected after the experiment were
used to perform a Student’s t-test [13] with 95% of conﬁdence. Table 2 shows a summary of the t-test results. Analyzing the results for the time variable, the t-test rejected
the null hypothesis; the new tool reduces the amount of time
necessary to perform analysis and identiﬁcation of duplicates. As for the identiﬁcation aspect, the t-test did not reject the null hypothesis; there is no signiﬁcant gain related
to identifying duplicates with the new tool.
T-value
Degrees of freedom
Probability
T-distribution
Result (t value > t)

Time spent in analysis
3.77
18
0.05
2.10
H0 : rejected

Duplicates identiﬁed
2.03
18
0.05
2.10
H0 : not rejected

Table 2. T-tests with 95% of conﬁdence
Usefulness. All participants rated the new tool as “Very
Useful” when asked how they would rate the tool in terms
of analysis and identiﬁcation of duplicate reports. Visualization techniques were also rated as developers stated that
Data Details and Chart View were considered the most useful. Data Details was considered indispensable because of
its ability to display important data for user comparison in
a simple way. Chart View was considered very useful for
analysis due its ability to highlight the similarity rate among
reports, calculated by the tool. Graph View did no received
any signiﬁcant comment. Finally, no participant mentioned
the TreeMap View as a good features, nevertheless, some
users stated that they would remove this visualization from
future versions of the tool.
Usability. The ﬁrst aspect regards the search functionality, which developers felt that a shortcut for the functionality would make the tool more complete and speed up
their tasks. The second aspect was the real-time update to
the Graph View, which some participants complained about
turning it more difﬁcult to read. As new nodes were added
to the graph, graph edges and nodes were drawn one over
the other.

5

Related Work

In work of Jhon Anvik [1], it was analyzed potential problems raised by bug repositories from open source
projects. Cavalcanti at al. [2, 3, 4] goes further on the duplication problem and characterized it in order to understand
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the consequences of it to software development and the factor that may intensify the problem.
Hiew’s work [14] presented an approach to detect duplicate bug reports using clustering techniques. Runeson’s
work [15] addressed the bug report duplication problem using Natural Language Processing (NLP). While Wang et al.
[16] proposed an approach to detect duplicate bug reports
using NLP and execution information.
Jalbert and Weimer [17] build a system to automatically
classify duplicate bug reports as they arrive. Bettenburg et
al. [18] approached the same problem by providing developers with additional information, such as tracebacks. Sandusky et al. [19] proposed a method to identify and visualize bug report networks. With such networks, it was possible to analyze relationships among bug reports.
Cavalcanti [20] proposed a Web-based tool to improve
search and analysis of duplicate bug reports. Similar to
other works, it was used the Vector Space Model [9] to rank
bug reports. Although this work had some aspects of information visualization and usability, it was not the main focus
of the proposed technique.
We differ from other work because we performed a
deeper analysis and understanding on the process which developers interpret bug reports data. Also, those approaches
did not present any visual or interactive models for developers to validate possible duplicate cases, which was done
in this work.

6

Conclusion and Future Work

This work proposed and evaluated a solution to the Duplicate Bug Report Problem. There are three main contributions made by this work: (i) presented a survey about
developers cognitive process for understating bug report
data importance and information extraction; (ii) developed
a tool for classiﬁcation and ranking of reports; ﬁnally, (iii)
conducted an experiment, simulating real software development environment, comparing the proposed tool with a
common, well-known bug tracker.
Some limitations and comments about the visualizations
were reported by users which can lead to future releases
of the tool: (i) improve search and ranking techniques; (ii)
experiment replication, more can be done in terms of quantitative aspects to demonstrate signiﬁcant and conclusive results; (iii) evolve the tool, participants appointed defects and
improvements that can be made in terms of interactive features; and, ﬁnally, (iv) ﬁnd appropriate developer, as the
analysis phase is completed and a bug report is validated.
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intuitive lookup interface. However, the achievement in Phlat
was focused on logical search based on multiple cues, not the
hierarchical structure of the objects.

Abstract— This paper introduces a new file manager to support
multiple categorization. The proposed file manager is designed
based on a subtle idea named Conceptual File Management
(CFM). According to this approach, files are not contained by
folders; nevertheless, each file can be a member of one or more
folders (concepts). A prototype file manager is designed and
implemented based on the new approach. Filtering by set
operations and also manual concept selection improves retrieval
of the files. CFM improves file system’s clarity and avoids
ambiguity and redundancy. As a result, it reduces the size of file
system and enhances file access.

Finally, VennFS is a prototype file manager that gives the
ability of categorizing documents so that a file may be in
several categorizes at a moment [11]. However, it abandoned
hierarchical visualization of the file system. On the other hand,
although their system works well in many cases, finding an
item with growth of the bulk of data would be tedious.
Moreover, they can address a file from within at most four
folders.

Keywords-File Manager; Directory Structure; Information
Retrieval; Information Visualization; Classification

I.

II. MULTIPLE CATEGORIZATION; CFM APPROACH
Suppose a user wants to have the video file of his/her paper
presentation accessible both in “My Papers” and “My videos”
folders. This is because of logical dependency between the file
and the two folders. However, the first possible solution is to
copy the video file to both folders. This leads to data
redundancy that is undesirable. The redundancy problem
causes ambiguity in having multiple versions of a single file in
different folders, especially when the versions are updated
frequently.

INTRODUCTION AND RELATED WORK

The folder paradigm and hierarchical file system
implemented in UNIX-based systems in the 1970s is used as
the primary mechanism for organizing files and folders [1].
This paradigm supports one-to-many relationships between a
folder and the files. However, this is not absolutely the way as
the users naturally think about organization and retrieval of
their information [2]. Lansdale believed that the goal of
organizing files is to facilitate their retrieval [2]. As a result,
proper retrieval cannot be achieved in absence of suitable
categorization tools that help to place a document in all related
categories [1].

In order to support multiple categorization in file systems,
the user may simply use shortcuts [12]. However, they have no
extensive UI support nor make two-way relationships with the
target files. For example, by moving or renaming the target file,
the shortcuts remain useless. Using more advanced available
facilities also cannot solve the problem. For example, although
Symbolic Links (Soft Links) and Hard Links [12][13][14]
enhanced the shortcuts in MS Windows and Linux systems,
they do not solve this problem totally and many issues remain
unsolved. For example, Hard Links of a file fail to work when
changing the place of the file. They save the attributes of the
target file separately, so all of them change due to redundant
information in the Hard Links. Symbolic links do not support
pursuit addressing. They remain orphan when deleting the
target file. Besides, changing the place of the target file makes
its symbolic links useless. Using Junction Points [14] in
Microsoft Windows is also a means of mounting a file or folder
to another partition to be appeared here, but actually being
stored somewhere else. It is used due to space limitations in

Quan, et al. implemented a suitable system to automatically
categorize web bookmarks based on tags as categories [1].
However, their system implemented too many categories;
hence, it cannot be used for large numbers of categories such as
folders.
Barreau and Nardi defined the purpose of file search as
location-based search and logical search [3]. For example,
several information retrieval systems such as Haystack [4],
Presto [5], WinCuts [6] and WorkspaceMirror [7] aid locationbased search and GoogleDesktop [8], Mac OS Spotlight [9]
and Phlat [10] provide logical search. For example, Phlat [10]
is a lookup and tagging system in which searching is done for
personal information including file system volumes, e-mail
messages, web histories, etc. Cutrel, et al. merged search and
browsing through a variety of contextual cues to form an
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partitions of disk. On the other hand, all of them add an extra
layer to users’ understanding of the file system even though all
the mentioned aspects can be corrected.

Concepts are not shown in file panel because the shown files
are maybe the result of set operations (i.e.  or ).
The first browse mode called “Uni” is the most liked
method to common file managers. By clicking and selecting a
concept, all shadows that are members of that concept will be
displayed in the file panel. Concept selection for “Uni” is only
based on selected (highlighted) concept (such as common file
managers).

CFM method is based on fundamental changes in two file
system definitions; Folder and Containment. In hierarchical
structures, a folder may contain some files and each file is
contained by only one folder. In CFM, each file can be member
of one or more sets which are called Concepts. Therefore, the
“Containment” relation between files and folders is replaced by
“Membership”. Using this manner, the folders’ hierarchy and
file containment is replaced by concepts’ hierarchy as logical
categorization by which guide to access a file is provided. As a
result, the user browses only the shadows of the files via one or
more conceptual paths. A shadow is, in fact, a membership in a
concept and contains two-way links to related physical files.
Each file is at least member of one concept, hence has at least
one shadow. In addition to Membership, more mathematical set
operations as “Intersection” and “Union” are defined in CFM.
However, the current view of the user over the files and folders
is often remained unchanged.
III.

The two other modes are like applying mathematical  and
 operations to a number of concepts. If no concept is checked
in these two modes, no shadow will be displayed in the right
panel. If one concept is checked, the result will be the same as
selecting that concept in “Uni” mode. Checking more concepts
will list only the files that are members of all chosen concepts /
any of chosen concepts respectively for Multi  and  modes.
Only the second concept selection method is considered if one
of these two browse modes is selected. In other words, only the
check marks are considered (in these two browse modes) and
the selection of highlighted concept is disregarded.
2) Importing Files and Folders
Considering the “file browse mode”, “Import File” and
“Import Folder” can be used to import new files and folders to
CFM. Shadows are being added to the selected (highlighted)
concept if the “Uni” mode is selected, but are added to all
marked concepts (by checkmarks) if it is set to either of
“Multi” options. A whole folder and its sub-folders can also be
imported using “Import Folder” option. All the files are created
physically and the appropriate shadows are added.

CFM SOFTWARE

CFM Software is developed with Microsoft Visual Studio
2008 based on .NET 2 Framework. It contains six Windows
Forms and three Modules. Microsoft Access is chosen as its
database for more portability. Although CFM offers multiple
categorization with a hierarchical UI, it uses two flat structures
in which files and concepts are stored respectively with their
index numbers. Another tabular structure stores the
memberships of the files in the concepts.

3) Concept-Tree Pop-up Menu
When right clicking on a concept in the concept tree view
(left panel), a pop-up menu including the following items is
appeared (see Fig. 1.c):

A. Software Environment
CFM looks like usual file browsers at first look (see Fig. 1.a
and 1.b). There is a tree structure in the left side and a file panel
in the right. The fundamental operations of CFM are described
in this section.
1) Browsing
The tree view shows the classification of concepts. The
proposed file manager uses two concept selection methods and
three file browse modes:
a) Concept selection methods:
x Select a single concept by clicking on its name (see the
upper part of Fig. 1.b)
x

x

New: add a new concept in the selected concept.

x

Cut: stores selected concept (and all its sub-concepts
hierarchically) in clipboard with cut flag.

x

Copy: stores selected concept (and all is sub-concepts
hierarchically) in clipboard with copy flag.

x

Paste: copies/moves the concept in the clipboard and
all its sub-concepts and shadows to the selected
concept based on the last copy/cut triggered operation.
Note that the “File browse mode” doesn’t affect the
concept operation considered in this section. They only
affect the manner of visualizing the shadows.

x

Rename: used to rename a concept.

x

Delete: deletes a concept with all its sub-concepts and
their shadows.

x

Uncheck All: removes checkmarks of all checked
concepts.

Select one or more concepts by placing a check mark
on the concept icon (see the lower part of Fig. 1.b)

b) File browse modes:
x Uni
x

Multi 

x

Multi 

Concept selections in the two selection methods can be
made simultaneously (e.g. in the lower part of Fig. 1.b, the
concept “Study” is selected. Simultaneously, the two check
marks of “Study” and “Work” are checked). The selection(s) of
one or more concepts is pursued and the file panel is refreshed
based on “File browse mode” (shown on top of the file panel).

4) Shadow Pop-up Menu
By right-clicking on one or more shadows in the right
panel, a drop-down menu will be shown as seen in Fig. 1.d.
The items of this menu are as follows:
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x

Open: opens the selected shadow with its appropriate
application.

x

Copy: stores selected shadow in clipboard with copy
flag.

x

Cut: stores selected shadow in clipboard with cut flag.

x

Paste: copies or moves the shadows currently in the

Figure 1. Different parts of the CFM program; (a) CFM environment. (b) Comparing the results in “Uni” and “Multi ” file browse modes.
(c) Concept-Tree Pop-up Menu. (d) Shadow Pop-up Menu. (e) Shadow Delete dialog. (f) Shadow Properties dialog.
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x

x

clipboard to selected concepts.

x

Paste Duplicate: this item will be enabled when a
shadow is copied into clipboard (it is disabled when a
shadow is cut). It will make a new duplication of
copied shadows and the respected file in selected
(highlighted) concepts or all the ticked concepts based
on “file browse mode”, (“Uni”, “Multi  “ and “Multi
)“ .

There will be no redundant items while the user places
a file in several concepts and several ways are devised
to access the file (i.e., the several appropriate paths
through concepts).

x

Quick access to the files (i.e., finding the files in the
first attempt).

x

Size reduction (due to eliminating redundancy).

Copying a file in several concepts may take some more
time, but it benefits retrieval enhancements in both eliminating
retrieval time and failure. Using the manner of this paper, the
user keeps both benefits of the manual hierarchical
organization in nowadays file systems and multiple
categorization simultaneously.

Delete: is used to delete selected shadows. The selected
files are shown in the upper list box (see Fig. 1.e). In
this form, by selecting a file in the first list box all the
related concepts (that the file is a member of) are
shown in the second list box. The user is then asked
which shadows of each file should be deleted. By
selecting the shadows, the user can select which one to
be deleted and which one to be kept. There are also
options for selecting all instances of a file or deleting
all the selected files and their shadows in the system. In
the latter case, the physical file will also be deleted.

x

Rename: renames selected file; it is obvious that all the
shadows of the file are renamed.

x

Select All Containers: the icons of all concepts whose
the selected file is a member of will be checked after
clearing (i.e. resetting) the check marks of previously
checked concepts.

x

Refresh: refreshes file panel.

x

Properties: It is similar to properties of files in
Microsoft Windows, but there are also some extra
information. The name and comment of the shadow are
shown at the top of the form. Following that, type, size
and dates related to the physical file are seen. There is
also a useful list box containing all shadows pointing to

The CFM approach is also applicable in other classification
based structures such as web mail management, site maps, text
categorization and taxonomies that deal with information
retrieval.
Finally, An extensive experiment on the mentioned benefits
of CFM would be appropriate after adding some built-in
capabilities to the most commonly used Windows applications
to support CFM (e.g. a “save as” dialog for MS-Word to save a
file into several paths).
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they provide. This will impact the confidence of users to reuse
software resources. Hence, it becomes important for software
resource repositories to find a way to assure users that the
provided software resources are trustworthy.

Abstract—Software reuse is a key technology to improve software
quality and software productivity. Software resource repositories,
which provide the management mechanism for software resources,
are one of the infrastructures of software reuse. The existence of
abundant software resources in software resource repositories
provides possibility for successful software reuse. In the mean time,
assuring the quality of software resources is a critical point to keep
the confidence of users to reuse software resources. In this paper
we present TSRR, a software resource management system that
provide not only effective software resource management but also a
software resource search engine on the Internet and
trustworthiness management for software resources. The search
engine makes TSRR acquire different types of software resources
and organize these resources for better retrieval.
The
trustworthiness management, which includes evidence gathering,
evidence trust management and trustworthiness evaluation,
provides a mechanism for users to use trustworthy resources. The
case study shows that TSRR can effectively help user to select
software resources.

To address these two problems and provide developers a
more convenient and trustable platform for resource reuse,
based on the Trustie (Trust integrated environment) platform,
we have developed the Trustie Software Resource Repository
(abbreviated as TSRR). TSRR provides a mechanism to
describe, collect, evaluate, classify and manage trustworthiness
of software resources, to support trustworthy software
development. It cannot only support software reuse process but
also provide a resource sharing platform among projects. In
order to enrich resources in TSRR, we developed a software
resource search engine on the Internet. In addition, TSRR
provide mechanisms to manage trustworthy software resources
and manage their evaluation information. Thus it can make
developers and end-users to make full use of software
resources to build their own applications with good quality.
TSRR is an open system to support the whole process of
software development using existing software resources. It
provides web service APIs, which can support SOA-based
application. The implementation of TSRR is based on
JO2nAS[1] and MySQL[2 ], so it makes TSRR an open
repository to support software reuse. Moreover TSRR provides
an Eclipse plug-in, which can integrate with software
development environment to support better software reuse and
sharing.

Keywords-component; formatting; style; styling; insert (key
words)

I.

INTRODUCTION

Software reuse is a key technology to improve software
quality and software productivity. Software resource
repositories, which provide the management mechanism of
software resources, are one of the infrastructures of software
reuse. A software resource is, broadly speaking, any cohesive
collection of artifacts that solve a specific problem or set of
problems encountered in the software development lifecycle. It
may be any work-products from the software development
lifecycle or software related activities, such as components,
patterns, tools, Web Services, frameworks, solutions,
documents, test cases or scripts, and so on.

II.

RELATED WORK

Besides our TSRR, there are other software resource
repositories like REBOOT [3], Agora [4], CodeBroker [5],
OSOR.EU [6], SourceForge.Net [7], Component-Source [8],
and Download.com [9]. REBOOT (Reuse Based on Object
Oriented Techniques) is a famous repository in 90’s. It aims to
push the research and development of software reuse. It is
comprised by a library to store components and a series of tools
to support component publishing, retrieval, classification,
selection and evaluation. Agora is a component search engine
developed by CMU. It is designed for searching components
(like JavaBeans, ActiveX, CORBA etc.) on the Internet.
CodeBroker is a repository prototype to realize seamless
integration between a repository and a code editing tool, and
thus it can provide active inquire services. CodeBroker mainly

The existence of abundant software resources in software
repositories is a key factor for successful software reuse.
Currently, user submission is the main way to enrich a software
resource repository. However, some users may be reluctant to
submit software resources, and therefore user submission may
not be a reliable way for a software resource repository to get
abundant resources. So a more convenient and automatic way
to collect software resources on the Internet is needed. On the
other hand, existing software resource repositories lacks
mechanisms of guaranteeing the quality of software resources
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trustworthiness of software resources. The evidence
can be submitted by users or some tools, such as source
code analysis tools and Web Service QoS (Quality of
Service) acquiring tools.

stores Java classes to support Java related software
development. The OSOR.EU project has implemented a
repository and a collaborative development environment. It
aims to provide a library where software, documentation and
knowledge can be easily accessible according to a specific
taxonomy.
Component-Source,
SourceForge.Net
and
Download.com are all commercial software resource
repositories that provide business component trading through
their web sites. Although all of these software resource
repositories address the problem of the management of
software resource, only TSRR supports the management of
trustworthiness for software resources. Moreover it provides a
software resource search engine on the Internet, which can
make TSRR abound with different types of software resources.
III.

x

The middle layer is the function layer to provide the
management for trustworthy software resources. The
Internet software resource search engine is for a wide
range search of different types of software resources
and related information. Part of the results can be
published to the TSRR as a software resource, the
others that have a close relationship with the resources,
such as documents, feedbacks etc., can be saved as
evidence for trustworthiness evaluation. The
publishing mechanism provides the function for
publishing resource descriptions, trust evidence,
resource entities etc. In order to improve retrieval
accuracy, the classification module is for publishers to
describe the resource accurately using keyword
classification, facet classification, enumeration
classification and other classification methods. The
software resource retrieval mechanism provides
different ways to find software resources that meet user
requirements. For example, it can support users to
search resources using different trustworthiness criteria.
The user management module is to manage all the
information about users including access control
information. The trustworthiness evaluation for
software resources aims to give an assessment of
whether the resource is trustworthy enough for users to
use according to the evidence submitted by users or
collected at run-time (such as Web Service QoS). The
results of trustworthiness evaluation help users to
select appropriate software resources.

x

The interface layer provides different access interfaces
for users to publish, retrieve, classify, evaluate and
manage software resources. User cannot only access
the repository via the web but also through Web
Service APIs. Thus the repository can be integrated
with other software development tools or platforms.

THE FRAMEWORK OF TSRR

TSRR aims to provide a software resource management
mechanism and a software resources sharing environment. It
provides the following functionalities:
x

Software resources acquisition, organization and
management on the Internet.

x

Mechanisms to describe, collect, evaluate, classify and
manage software resources ÿ trustworthiness, to
support trust software development.

x

A platform and a series of APIs to support software
reuse especially support SOA-based software
development.

Fig. 1 depicts the framework of TSRR. It has three layers:
the storage layer, the function layer and the interface layer.

IV.

TSRR

TSRR provides a management mechanism to support
different software recourses, such as source code, web services
and documents. Furthermore, it provides a software resource
search engine on the Internet and trustworthy software resource
management to improve the quantity and the quality of the
software resources in TSRR. We present them separately in the
following subsections.
A. Software resource search engine on the Internet
In order to provide a large number of software resources for
developers, we developed a software resource search engine to
collect software resources. Currently, there are a great number
of software resources available on the Internet. However, these
resources are not well organized and managed, which makes
developers spend a lot of time to acquire their desired resources.
The software resource search engine can harvest, organize
software resources on the Internet and make them well

Figure 1. The framework of TSRR

x

The bottom layer is the storage layer to store
information of software resources including code,
services, software tools etc. It provides a series of
storage security mechanisms, such as backup, recover,
access control etc. The storage layer also stores the
information of all kinds of evidence to evaluate the
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evaluation and classification. Fig. 3 depicts trustworthy
software resource management in TSRR.

organized for retrieval. The framework of the software resource
search engine is depicted in Fig. 2.
In the resource harvesting phase, we proposed a resources
harvesting mechanism which relies on both the web search
engine as well as spiders that concentrate on specific sites.
Based on this mechanism, many resources and related
information can be obtained. We define a series of file formats
to clean the redundant information. In addition to this, we build
a feedback module to collect user information that could help
us to extract useful information. Relied on the information
obtained, we build an extensible model to describe both the
resources and the related information. This model can be
extended based on different scenarios.

Figure 3. Trustworthy software resource management in TSRR

Evidence model customization is the basis for evidence
gathering. It determines what is needed to collect and organize
the evidence. As shown in figure 4, the model is a hierarchical
model like the 9126 quality model and each node is linked with
an evidence type to indicate the source of evidence. The
evidence type may be user feedback, resource test data, code
analysis data, or Web Service QoS, etc. Considering there may
be several evidence models and each model may have the
properties of the same meaning, we build synonymous
relationships between evidence model properties. Thus it
makes full use of evidence and avoids repeated evidence
collection. The evidence gathering module collects and stores
various kinds of evidence for trustworthy software resource
evaluation.

Figure 2. The framework of the software resource search engine

In the resource organization phase, we use a group of
algorithms that can identify association relationships among
different kinds of information, including the example code
recommending algorithm, the similar resource discovery
algorithm, the algorithm that links the resources with their
developers, and the algorithm that discovers similar texts etc.
we provide retrieval support to consider result ranking and to
improve the precision and the recall. The example code
recommending algorithm extracts related code from the
obtained resources and then clusters the code based on their
usage of the component and finally ranks the clustered results
to provide examples for developers. The similar component
discovery algorithm leverages the cooperation relationship
among components and makes use of the LSA technique to
calculate the similarity between two components.
By doing this, we can greatly reduce the efforts for
developers in acquiring desired components and improve the
efficiency of software reuse.

Figure 4. Evidence model with synonymous relationship

Through the establishment of trustworthy relationships
between users and evidence submitters, the evidence
trustworthiness management module deals with the situation
that the collected evidence is false or inaccurate. If a user feels
that one piece of subjective evidence (such as the user feedback)

B. 4.2 Trustworthy software resource management
Trustworthy software resource management comprises four
parts: evidence model customization, evidence gathering,
evidence trustworthiness management, and trustworthiness
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different. The question is: which one should be the proper one
to meet with user’s needs?

cannot be trusted, he or she can give a percentage degree to this
evidence. This degree is the possibility of the evidence that can
be considered in trustworthiness evaluation. It should be noted
that users cannot give a degree to objective evidence like Web
Service QoS.

TABLE I.

Trustworthiness evaluation and classification is the core of
trustworthy software resource management. It uses gathered
evidence and the user-defined expectation model to evaluate
the trustworthiness of software resources. As there may be
different requirements and restrictions of specific domains, the
expectation model is defined by users to describe their
expectation of software resources. The expectation model is
also a hierarchical model to describe user requirements. We
also build mapping from each user expectation model to one or
more evidence model. The mapping defines two things. One
thing is to define the inclusion relation between properties in
user expectation and evidence models. The relation means that
one user-expected property may be calculated or derived by
one or more properties in an evidence model. For example, the
security can be seen as the summation of availability, integrity
and confidentiality. The other is to define the weight degree of
each relation. The degree represents the importance that user
considered. The value of the degree is between 0 and 1, and the
sum total is 1. In order to provide a simple and convenient way
to tell users which resource is better and trustable, we establish
a software trustworthiness classification specification to
classify resources. Now, we divide software into five levels
(from 1 to 5, the higher means higher trustworthiness) and each
resource in the repository is marked with a trustability level
according to the results of trustworthiness evaluation.

THE INFORMATION AND QOS OF SIX ISBN WEB SERVICES

ID

Service Service access address Availabi Response Satisfact
Provider
lity
Time
ion
WS
daehosting http://webservices.daehos 91.10% 840ms
92.5%
_ISBN_1 .com
ting.com/services/isbnser
vice.wso
WS
webservice http://www.webservicex. 75.5%
_ISBN_2 x.com
com/isbn.asmx?WSDL

810ms

89.5%

WS
booksprice http://www.booksprice.c 99.11%
_ISBN_3 .com
om/IsbnConverter.jws?w
sdl
WS
wou.edu http://student98.81%
_ISBN_4
nt.wou.edu/rwessel/CHA
PTER18/ISBN.asmx?WS
DL
WS
xmlme.co http://www.xmlme.com/ 99.7%
_ISBN_5 m
WSAmazonBox.asmx?w
sdl
WS
pickabook. http://services.pickabook. 99.72%
_ISBN_6 co.uk
co.uk/service.asmx?WS
DL

1060ms

87.5%

1900ms

85.5%

285ms

91.5%

368ms

93.7%

Using the way depicted in previous sections, we can get
user expectation model and evidence model with weight
relationship as figure 5. Then we can use the fuzzy
comprehensive evaluation to compute the trustability level of
these services. At first we use the Gaussian normalization
method to normalize the evidence data. The factor set is made
by the value of the evidence, that is U={Availability, Response
Time, Satisfaction}. The evaluation set is V={1,2,3,4,5} and
the weight set is A={0.4,0.4,0.2}. After that we get a fuzzy
matrix to compute each web service’s trustability level. The
result we get is WS_ISBN_5 and WS_ISBN_6 are level 4,
WS_ISBN_1 is level 3, the others are level 2. So we can
recommend WS_ISBN_5 and WS_ISBN_6 to user.

Considering some evidence is objective like user
satisfactory, we adopt fuzzy comprehensive evaluation method
to decide the trustability level of the resource. The first step is
to normalize the value of every characteristic and attribute in
evidence model. Then we create factor set, evaluation set and
the weight set to compute the trustability level. The factor set is
indicate every quality factor that the resource related, the value
of each can be get from the evidence that collect by TSRR. The
evaluation set is a judge set from 1 to 5 to indicate the
trustability level of resource. The weight set is the weight
distribution of each element in factor set that defined by
domain/user expectation model. Then we can get a fuzzy
matrix to compute the result and give the user
recommendations on which one is proper to use.
By doing this, we can greatly reduce the efforts for
developers in acquiring desired resources and improve the
efficiency and quality of reuse.
V.

5. CASE STUDY

The scenario of the case is: A service user needs a service
to look up information of a book by its ISBN. The user wants
the service has trustability level 4 and the degree for
availability, response time and satisfaction is 0.4, 0.4, and 0.2.
TSRR has already found there are six web services have the
similar function of what user required. In addition to this,
TSRR has collect these services’ QoS data and user evolution
information by evidence collection tools. Table 1 shows one of
the evidence of these service and we can see their quality are

Figure 5. User Expectation model and Evidence model with weight
relationship

VI.

CONCLUSION

This paper introduces a software resource repository to
support software reuse and sharing. The repository provides
publishing, retrieving, classifying, evaluating and managing
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functions to support trustworthy software development.
Moreover, it provides an Internet search engine to find more
resources to be reused. The case study shows the TSRR
effectively help users to select what they want. The future work
is to study an automatic way and a more accurate method to
calculate the trustability level of software resources.
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Abstract
In today’s software development processes, exception
handling is still considered as an issue of minor importance
although, if not handled appropriately, exceptions may seriously harm a software system. In particular, the premature exit of a method due to an exception might leave objects of the system in an inconsistent state. Subsequent calls
to those objects will process the inconsistent data and the
error will propagate throughout the system. In this paper a novel approach to systematic exception handling in
single-threaded applications is presented. A generic runtime mechanism supporting developers in ensuring consistency and fault containment in the presence of exceptions is
proposed. Exception related inconsistencies are identiﬁed
and rolled back during runtime automatically, substantially
reducing the harmful impact of exceptions not expected by
the developer. Lightweight application logging is used to
free developers of the burden to reestablish consistency in
case of exceptions manually.

1

Introduction

Due to the advancing use of software there is a strong
need for software systems to meet dependability-related requirements. Unfortunately, the presence of errors [1] is a
fact of life in today’s complex software systems that needs
improved methods to deal with.
The development of software tolerating these errors at
runtime is one way to achieve improved robustness. Modern programming languages such as C#, C++ or Java provide explicit exception handling1 programming language
constructs as a mechanism for tolerating errors at runtime.
1 Exception handling is a programming language construct or computer
hardware mechanism designed to handle the occurrence of conditions that
change the normal ﬂow of program-execution. The condition raising the
control-ﬂow change is called an exception. In general exceptions are used
for signaling error (exceptional) conditions.

However, due to the lack of execution history information error-handling support based on traditional programming language constructs for exception handling alone is
insufﬁcient. The premature termination of a method due to
an exception might leave the system in an inconsistent state.
Subsequent calls to a failed component or retries may process inconsistent data and fail again or silently propagate the
error throughout the system. Reestablishing consistency is
completely left to the application developer who is responsible for all necessary exception handling related housekeeping (i.e. clean-up actions reestablishing consistency).
Applying standard exception handling strategies like retrying the failed method on possibly inconsistent system state
seems to be unacceptable.
In this paper a runtime mechanism automatically ensuring consistency in the presence of exceptions is proposed.
Software developers are freed of the burden to reestablish
consistency for methods left unﬁnished due to an exception. Lightweight application logging is used to automatically roll back inconsistent system state. The approach exploits isolation guarantees given by single-threaded applications resulting in a lean logging strategy. Based on these
mechanisms the harmful impact of unexpected exceptions
is reduced signiﬁcantly. The system model, examples and
approach presented in this paper are based on the Java programming model but can easily be adapted to other program
languages.

2

Exception-induced inconsistencies

In general, exception handling mechanisms are intended
to make developers design and build more robust and dependable software systems by separating code regions that
handle unusual system behavior from code that deals with
normal processing. This separation of concerns leads to
consequences for system design. Exceptions are raised
(thrown) when either semantic constraints are violated or
fatal error conditions occur. This causes a control ﬂow
change from the instruction that raised the exception to a
point where the exception is caught and handled (i.e. the
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exception handler). In object-oriented systems, exceptions
are not necessarily handled within the method of their occurrence. If no appropriate exception handler (according to
the exception’s type) is found the current method scope is
terminated and the exception is implicitly propagated to the
caller or recursively up along the call stack. Methods terminated exceptionally might leave an inconsistent system
state.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21

22
23
24
25

26
27
28

class DataStructure {
private int size;
...
public void add(Object o){
size++;
... = new Node(o);
}
...
}
class Node {
...
Node(Object o) {
if(o == null) {
throw new IllegalArgumentException();
}
...
}
class Demo {
main(String[] args) {
DataStructure d = new DataStructure();
Object obj = getObject(); //might
return null
try {
d.add(obj);
} catch (Exception e) {
//DataStructure’s private size should
be decremented
}
}
}

Listing 1. Simple example

Listing 1 shows a data structure adding and removing object references to an internal node structure (e.g.
stack or singly linked list). Null-references are not
allowed and therefore a node’s constructor throws an
IllegalArgumentException if a null-argument is
passed. When add() is called the internal size counter
representing the number of elements in the data structure
is incremented (line 5) before the node instantiation statement (potentially throwing an exception) is executed (line
12). If the instantiation statement fails the size variable becomes inconsistent. To reestablish consistency by decrementing the private size ﬁeld in the demo caller’s error handling code, internal class details would have to be revealed

to the caller violating information hiding principles. Furthermore, reestablishing the consistency of system state in
more complex scenarios gets unmanageable for the system
developer.
The current system state of an object-oriented system is
deﬁned by the state of all reachable objects, the stack and
the instruction pointer referencing the current program instruction at a given point in time. An object is an instance
of a class and its state is determined by its instance variables. Local variables are part of the stack. Class variables
(also called static ﬁelds) belong to the class. Variables either hold primitive data values or they reference objects. A
reachable object is deﬁned as an object referenced by class
variables, instance variables or local variables from a different reachable object. The current overall system state can be
illustrated using the notion of an object graph.
Deﬁnition 1 An object graph g of an object-oriented system s represents a snapshot of the systems’s overall state at
a particular point in time. Nodes in g represent objects or
values of primitive data types. Edges either embody references to values of a primitive data type or non-null references to objects representing the current values of instance,
class and local variables of an object at a given point in
time. This deﬁnition explicitly includes local variables only
existing in a system’s stack frame represented by a subgraph
of g.
A method in an object-oriented system is a block of code.
Assuming a correct realization and initialization of the system, each method call will begin in a consistent system state
and leave the system in a consistent state after successful
completion. However, if a method execution is terminated
by an exception, an inconsistent system state potentially results. The same applies to try-blocks. To formalize the system states before executing a block of code and after returning from execution the notion of a pre- and post-execution
object graph is introduced (related to [2]).
Deﬁnition 2 Let c be a class, and b a block of code (including inlined method calls and try-blocks) within class c.
Given an invocation of code block b on an object o, the preexecution object graph for that invocation of b is deﬁned as
the object graph taken just before b is executed. The postexecution object graph for an invocation of b that returns
with an exception is deﬁned similarly, except that the graph
is taken just after b returns with an exception, the current
stack frame is already relieved and local variables are discarded.
Developers might want to allow differences between the
pre- and post-execution object graph for some cases. For
example, a counter variable should log every access to a
method, even the ones terminated by an exception. Therefore, the ﬁeld has to be explicitly tagged by the developer
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(e.g. using annotations). Based on the notion of pre- and
post-execution object graphs we distinguish inconsistency
from potential inconsistency.
Deﬁnition 3 A system state is deﬁned to be potentially inconsistent if a block of code was terminated by an exception and the pre- and post-execution graphs differ. A system
state is inconsistent if it is potentially inconsistent and at
least one of the nodes or edges that changed between the
pre- and the post-execution object graph is not explicitly
tagged to be allowed to change by the developer.
As derived from the example in listing 1 a simple increment of a counter variable caused an inconsistency in case
of an exceptional method termination. Of course, the example can be easily ﬁxed by reordering the increment statement and the node instantiation instruction as shown in listing 2. The add() method is now considered to be failure
atomic [2].
Deﬁnition 4 A block of code b of class c is failure atomic
if for all executions of b that return with an exception, the
pre-invocation and post-invocation system state is equal. A
method is failure non-atomic if it is not failure atomic.
1
2
3
4
5
6
7
8
9
10
11
12
13
14

class DataStructure {
private int size;
...
public void add(Object o){
new Node(o);
size++;
}
public void addAll(Object [] oa) {
for (x = 0; x++; x < oa.size()) {
add(oa[x]);
}
}
...
}

Listing 2. Composability example
Systems built by following object-oriented design rules
are usually created by composing lower level modules. Several calls to methods delivering basic functionality are composed building a new functional module.
Deﬁnition 5 An architecture is considered to be composable with respect to a system property p if integrating subsystems that fulﬁll p will not invalidate p for the overall system.
Composing several failure atomic methods into a new
functional module does not necessarily enforce the resulting method to also be failure atomic. The example in listing 2 illustrates the lack of composability (see

deﬁnition 5) with respect to the failure atomicity property. In the example several calls to add() are composed to a new method addAll(Object[]). Imagine a call to addAll(Object[]) passing an array of
three entries with the third one being a null-reference.
The call to addAll(Object[]) will add the ﬁrst two
entries to the internal node structure but will raise an
IllegalArgumentException with the last constructor call. The manipulated data structure now contains two
more objects although the addAll() method terminated
exceptionally. Writing exception handling code reestablishing consistency for this simple example would be rather
complex. The exception handler would have to know how
many objects were added to the data structure and remove
them accordingly. Removing objects from the data structure might possibly raise additional exceptions forcing the
developer to build nested exception handling code. This
simple example clearly shows that manual exception handling trying to reestablish consistency becomes unmanageable soon.
Developing highly fault tolerant software implies writing bullet-proof exception handling code and being aware of
every exception type possibly raised at every single instruction in an application. But reasoning about runtime exceptions such as NullPointerExceptions is extremely
difﬁcult and often impossible. Writing exception handling
code for exceptions expected by the developer is already a
complex task as shown above. Obviously, writing exception
handlers for unexpected exceptions is impossible.
To summarize, there is a strong need for a generic system
mechanism simplifying exception handling by supporting
automatic rollback of inconsistent system state. Developers
should be freed of the burden to reestablish consistency by
hand, being able to concentrate on the control ﬂow continuation logic itself. Based on the rollback semantics a default
exception handling mechanism is needed to handle unexpected exceptional events.

3

Approach

To ensure consistency in the presence of exceptions a
generic system mechanism realizing automatic rollback semantics is proposed. Changes to the system state made
within a terminated block of code (e.g. a method) have to
be rolled back at least to the beginning of that block. Consequently, the system state represented by the pre-invocation
object graph of that block has to be restored (except for variable values explicitly excluded by the developer).
One of the main goals of the mechanism is simplicity. Developers should not be bothered with additional
programming constructs to enforce automatic consistency
control. The whole concept should transparently integrate
into todays programming environments. Furthermore the
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approach should be scalable – i.e. applicable to varying scopes. The system part guarded by the mechanism
should not be limited to a single data structure. Furthermore, the mechanisms should not be restricted to single
system parts explicitly denoted by programming language
constructs (e.g. introducing a new keyword to tag blocks
with “all or nothing” semantics). Rather program and architectural structures that are present anyway should be exploited. As a vision according to the concept of spheres of
control [3] a complete application is considered to become
transactional.
Even if a complete application was transactional the
question remains how far the application should be rolled
back and where the control ﬂow should be continued in
case of an exception. Assuming an instruction within some
method fails, should the method be rolled back and retried
automatically? What happens if the retry fails - retry again
or propagate the exception to the caller that is rolled back
again? Even if this process could be automated to some degree more sophisticated exception handling strategies have
to be applied explicitly. After rolling back some block of
code, execution has to be continued. Even if rolled back,
a retry does not necessarily work. To being able to structure the rollback boundaries and control ﬂow continuation
behavior atomic blocks (see deﬁnition 6) have to be deﬁned
as transaction boundaries. In addition to reestablishing consistency by automatic rollback, explicit exception handling
strategies (control ﬂow continuation) have to be deﬁned at
the transaction boundaries.
Deﬁnition 6 An atomic block is a block of code that is
guaranteed to either execute completely or terminate exceptionally. In case of an exception the system state is rolled
back to the state embodied by the pre-execution object
graph of that block (except variables explicitly excluded).
An atomic block embodies the “all-or-nothing” principle.
To ensure the transparency of the approach the atomic
blocks are derived from the program code structure itself
and from architectural properties. At every transaction
boundary a reasonable handling strategy has to be deﬁned
in addition to an automatic rollback behavior, i.e. simple
standard strategies such as retry or propagate, or more sophisticated application speciﬁc exception handlers. Consequently, the scope of a transaction should not be too wide
but not too narrow and ﬁt an application’s logical structure.
Try-blocks are perfect matches. At these natural boundaries exception handling strategies are already applied and
applying them to data structures ensured to be consistent
(by automatic rollback) is perfectly reasonable. On an architectural level component boundaries seem to be perfect
transaction boundaries. Components form self-contained
functional modules that perfectly ﬁt to the proposed “all or
nothing” semantics. They can be automatically derived e.g.

from UML-diagrams. To make components apparent on the
code level and detectable by a runtime system mechanism
their interface methods are simply tagged by an annotation.
Try-blocks and components embody atomic blocks in our
approach.
In general, exceptions should be handled as local as possible. Due to the information hiding principle, the further
an exception is propagated up along the call stack the more
context information is getting lost. In particular, a low level
exception should only be signaled to a calling component in
well justiﬁed cases. Otherwise component internals are revealed to the caller violating information hiding principles.
In most cases a caller will not be able to recover from a low
level exception anyway.
Consequently, exceptions not handled appropriately
within a component are wrapped into a standard
ComponentFailedException automatically and the
component state is rolled back by the underlying runtime
system. To allow low level exceptions to pass the component boundary they have to be declared at the component interface explicitly. In general, exceptions that are
able to pass component boundaries should be part of the
contract between caller and callee. Therefore every exception type possibly signaled by a component has to be
declared at the component interface. All exceptions not
declared in the component interface are mapped to the
standard ComponentFailedException. A calling
component should guarantee to handle all exceptions declared in the component interface including the standardized ComponentFailedException. In Java this can
be enforced by the compiler by using checked exceptions
crossing component boundaries. Based on that mechanism,
unexpected and therefore most likely uncaught exceptions
can be handled quite elegantly ensuring component consistency (by automatic rollback) for subsequent calls and simplifying exception handling among components (see simpliﬁed example in listing 3).
From a conceptual point of view components are simply some blocks of code deﬁned by their interface methods.
Just like method calls, a call to a component, i.e. a call
to one of the components interface methods, can be inlined
by inlining the block of code. Consequently, components,
methods and try-blocks are equally alike except their logical and structural meaning within a program. According
to the program structure components and try-blocks form
hierarchies of atomic blocks. Try-blocks are either nested
into another or into a component. Components are nested
into another by invoking each other. According to traditional nested database transactions [4] atomic blocks can be
nested as well as deﬁned below.
Deﬁnition 7 A nested atomic block is an atomic block contained in an outer atomic block. Each nested atomic block
can be rolled back individually.
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1

...
try {
componentInterface(Obj o);
} catch (ComponentFailedException e){
// e.g. control flow continuation
//relying on consistent system state
doSomethingElse(Obj o);
}

2
3
4
5
6
7
8
9

...

10
11

class MyComponent {

12

@ComponentInterface
public void componentInterface(Obj o)
throws ComponentFailedException {
//do something
}

13
14

15
16
17

}

Listing 3. Component example

Based on these explanations (simplicity, transparency,
natural transaction boundaries, exception locality) the exact rollback semantic desired by a developer has to be deﬁned. To ensure the simplicity of the approach, in case of
an exception, nested atomic blocks terminated by an exception are rolled back successively until an atomic block
with a catch-block corresponding to the exception type
raised is found. This means, if an instruction within a
try-block fails and the catch-clause handles the appropriate
exception type, the system state is rolled back by the underlying system mechanism (to the system state depicted
by the pre-execution object graph of the try-block) and
control is transfered to the catch-block. If no matching
catch-block is found, the exception is propagated up the
call stack until either an appropriate handler is found or
the component boundary is reached. In the former case,
the outer atomic block is rolled back and control is transfered to the corresponding catch-block. In the latter case,
the exception is caught automatically, wrapped into a standard ComponentFailedException and the underlying runtime ensures rollback of the inconsistent system
state. If the contract between caller and callee is fulﬁlled,
the exception is caught in the try-block surrounding the
component call and control ﬂow is continued. In fact, every
time an exception is caught within a try-block the corresponding atomic block is rolled back. The developer writing the handling code and continuing the program control
ﬂow can rely on a consistent system state and fully concentrate on the control ﬂow continuation logic. Figure 2 shows
an example for nested atomic blocks.
To ensure rollback semantics based on atomic blocks information on former system state has to be recorded. Two

approaches are standing to reason – checkpointing and logging. Checkpoints in general take a complete snapshot of
a recent system state to speed up the restart of a system or
subsystem. At the entry point to every single atomic block
a snapshot would have to be taken. Consequently, checkpointing would impose a huge and unacceptable overhead
due to the frequency of taking snapshots induced by the
structure of atomic blocks proposed in this paper. In contrast a logging approach records the history of instructions
executed within an atomic block only. A naive approach
would be to log a complete execution trace including every
single instruction executed, i.e. every single read or write
instruction, method call, object instantiation, branch or loop
statement, exception throw and so forth imposing an unacceptable overhead.
Traditional transactions fulﬁll ACID-properties [4]. The
approach presented in this paper assumes isolation guarantees (given by single-threaded applications) and focuses on
forcing atomicity and consistency. Consequently, the log
protocol can be highly optimized, signiﬁcantly reducing the
overall impact on system performance.
The goal is to achieve a minimal set of log entries still
ensuring complete rollback capabilities to the entry points
of atomic blocks – i.e. reestablishing the state deﬁned by
the pre-execution object graph of an atomic block. As a
general rule of thumb only instructions changing the system
state have to be logged at all. The current system state of
an object-oriented system was already deﬁned in chapter 2.
In the ﬁrst place the system state is deﬁned by the values
of all variables, i.e. object references and primitive values
assigned to class variables, instance variables, method parameters or local variables. Consequently, variable assignment as a means to change the state of a variable is the only
instruction type that has to be logged to reestablish a former
system state.
Each log entry corresponds to a variable assignment. To
ensure roll back semantics log entries have to be precisely
assignable to their real world counterparts. Therefore a log
entry contains a unique object identiﬁer (or class identiﬁer
in case of a class variable) and identiﬁer for the variable
that was changed and of course the corresponding value.
To further reduce the logging volume before-images can be
taken – i.e. instead of storing the newly assigned value the
old value is stored. Furthermore, always whole blocks of
code have to be rolled back. In consequence, intermediate
variable assignments can be ignored. Only for the ﬁrst occurrence of a variable assignment on an object o within an
atomic block a log entry has to be created.
Variable assignments perform state transitions modifying either local or global system state. The local system
state is a subset of the overall system state (depicted by a
system’s object graph) at a particular point in time. It simply
comprises objects instantiated and primitive type variables

761

declared in the currently executing atomic block – i.e. the
state only visible within the current atomic block. More formally the current local system state is deﬁned by all nodes
in the object graph g of a system s created in the scope of an
atomic block. The global system state represents the system
state only visible outside of the current atomic block. The
global system state is embodied by the object graph excluding the subgraph representing the local system state.
According to these observations, the amount of instructions to be logged can be further reduced. Not every variable assignment statement has to be logged as some of them
only affect the local system state. After unwinding the stack
frame or leaving a closed code block (e.g. try-block) local
objects and variables do not exist anymore or are detached
from the object graph representing the overall system state.
Therefore these variables will never be visible to the world
outside of the current atomic block. Assignment statements
to be logged affect the pre-execution object graph of the
current atomic block – the others can be ignored as they are
not necessarily needed to reestablish the system state before entering the atomic block. To distinguish variable assignment statements affecting global or local system state, it
is essential to analyze whether a changed variable will still
exist after terminating the current atomic block. To make
that distinction the scope in which a variable was declared
(i.e. was created and “lives” in) is the decisive factor. In
general, only assignment statements within an atomic block
have to be logged. In addition, variable assignments have to
be treated differently according to the type of the variable.
Instance variable assignments have to be logged if the corresponding object was created outside of the current atomic
block. Assignments to local variables have to be logged
if the variable was declared outside of the current atomic
block. Class variables constitute an exceptional case and
have to be logged always.
The decision tree depicted in ﬁgure 1 summarizes the
properties that make a variable assignment essential to still
ensure roll back semantics of an atomic block.
The minimal logging approach is illustrated by an example shown in ﬁgure 2. The example shows a Java application in the left column of the table. The subsequent column
(assign) exposes the current system state at a given point in
time showing current variable values while executing the
program. The third column (former) depicts the beforeimage of a variable (i.e. the old value). The last column
(log) represents the values to be logged according to the
minimal logging approach.

4

Realization

A ﬁrst prototype of the logging concept described in the
previous chapter has been implemented and is almost ready
for performance tests. In this chapter the overall implemen-

Figure 1. Decision tree

tation approach and architecture of this implementation is
sketched brieﬂy.
The logging mechanism is based on dynamically instrumenting Java bytecode using the ASM bytecode framework [5] and Java agent technology [6]. Before a class is
loaded into the Java virtual machine (JVM) each bytecode
statement to be logged is enhanced with calls to the logging
facility. To minimize the time spent with the synchronous
calls to the logging facility, the raw log data is queued in
a data structure and control is immediately returned to continue the original control ﬂow. The log data is dequeued and
processed by a worker running in a separate thread of execution. The worker structures, potentially compresses and
serializes the log data. The performance of this implementation beneﬁts from multicore systems exploiting its inherent
concurrency.
The implementation of the rollback mechanisms is based
on exploiting the Java debugger API. The application is executed in debug mode and an exception breakpoint is deﬁned listening to any kind of exceptional event. If an exception occurs the exception breakpoint is activated and
the Java virtual machine is suspended, suspending all running threads and executing the rollback mechanism. To
roll back the system state to the entry point of the current
atomic block every variable assignment executed within
that atomic block affecting the pre-execution object graph
has to be revoked. Based on the log entries, the former
system state is reestablished using access mechanisms provided by the Java debugger API. These access mechanisms
provide direct read or write access to all objects present in
the virtual machine. Accordingly, the API offers a simple
way of modifying the variable values to recover the former
consistent system state. After reestablishing consistency the
virtual machine is resumed, the exception is propagated until it reaches an appropriate catch-block and the normal con-
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Figure 3. Proof of concept architecture

Figure 2. Minimal logging example
trol ﬂow is continued. The complete prototype is embedded
into the Eclipse [7] debugger. The overall architecture is
illustrated in ﬁgure 3.
Performance penalties from this implementation concept
result mainly from running the application in debug mode
and maintaining an internal data structure mapping log entries to their object instances. They may be circumvented
if the approach was embedded in a virtual machine like the
JVM directly. A native JVM implementation would open
even more performance optimization possibilities.

5

Related work

The general idea of automatically reestablishing consistency in the presence of exceptions has been around for several decades now. The original idea of rollback oriented
consistency control was introduced by traditional database
transactions [4, 8]. Stroustrup [9] introduced the notion
of exception safety embodied in the C++ standard library
without proposing a generic system mechanism applicable to all kinds of software modules. In [2] the notion of
failure atomicity is introduced and a mechanism automatically detecting failure non-atomic methods is proposed. In
most cases these methods are automatically turned into failure atomic methods by establishing wrappers taking snapshots of system states. This approach is not applicable dur-

ing runtime. In recent years, software transactional memory (STM) [10, 11, 12] has been investigated as a concurrency control mechanism. As proposed in several papers [13, 14, 15], STM can be exploited to establish rollback semantics in the case of an exception. STM was originally designed as a concurrency control mechanism. Consequently, the isolation property of ACID transactions has
to be maintained. This implies a huge overhead on the logging mechanism compared to a lightweight approach focusing on rollback semantics only. In the ﬁeld of debugging,
so called “back in time” debuggers (e.g. [16, 17, 18]) have
been proposed recently. Recording every single instruction
in an application enables these debuggers to introduce a
“step-back” functionality in addition to the common “stepover” and “step-into” semantics. As back in time debuggers
have to record every single statement they introduce additional overhead in contrast to an approach based on atomic
blocks.

6

Conclusion

In this paper a novel system mechanism ensuring consistency in the presence of exceptions is presented. A lean logging mechanism is proposed to enforce rollback semantics
by introducing atomic blocks on the level of architectural
components and try-blocks. A ﬁrst proof of concept implementation has shown the general feasibility of the approach.
Performance measurements are under way.
Of course, also the proposed approach has its limitations.
If programs induce side effects (e.g. writing to an external
ﬁle) the changes to external state can’t be rolled back. As
explained, the isolation guarantees of single-threaded applications are exploited to minimize the logging overhead
while still ensuring rollback semantics. Consequently, the
approach is only applicable for the single-threaded case.
Adapting the approach to concurrent systems is a topic of
future research.
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The proposed approach differs from other transactional
approaches by exploiting isolation guarantees given by
single-threaded applications. The resulting logging protocol is lightweight and imposes a minimal performance overhead on the application. Simplicity and transparency of the
approach are enforced by relating atomic blocks to existing
program and architectural structures freeing system developers of the burden to manually clean-up inconsistent state
in the presence of exceptions.

Acknowledgements
This work has been funded by the Klaus Tschira Foundation.

References
[1] A. Avizienis, J.-C. Laprie, B. Randell, and C. E.
Landwehr, “Basic concepts and taxonomy of dependable and secure comput.” IEEE Trans. Dependable
Sec. Computing, vol. 1, no. 1, pp. 11–33, 2004.
[2] C. Fetzer, P. Felber, and K. Hogstedt, “Automatic
detection and masking of non-atomic exception handling,” IEEE Transactions on Software Engineering,
vol. 30, no. 8, pp. 547–560, August 2004.
[3] C. T. D. Jr., “Data processing spheres of control.” IBM
Systems Journal, vol. 17, no. 2, pp. 179–198, 1978.
[4] J. Gray and A. Reuter, Transaction Processing: Concepts and Techniques. Morgan Kaufmann, 1993.

[11] T. Harris and K. Fraser, “Language support for
lightweight transactions,” SIGPLAN Not., vol. 38,
no. 11, pp. 388–402, 2003.
[12] T. Harris, S. Marlow, S. Peyton-Jones, and M. Herlihy, “Composable memory transactions,” PPoPP ’05:
Proceedings of the tenth ACM SIGPLAN symposium
on Principles and practice of parallel programming,
pp. 48–60, 2005.
[13] C. Fetzer and P. Felber, “Improving program correctness with atomic exception handling,” Journal of Universal Computer Science, vol. 13, no. 8, pp. 1047–
1072, 2007.
[14] T. Harris, “Exceptions and side-effects in atomic
blocks,” Sci. Comput. Program., vol. 58, no. 3, pp.
325–343, 2005.
[15] B. Cabral and P. Marques, “Implementing retry featuring aop,” in LADC, 2009.
[16] B. Lewis, “Debugging backwards in time,” CoRR, vol.
cs.SE/0310016, 2003.
[17] G. Pothier, E. Tanter, and J. Piquer, “Scalable omniscient debugging,” vol. 42, no. 10. New York, NY,
USA: ACM, 2007, pp. 535–552.
[18] A. Lienhard, T. Gı̂rba, and O. Nierstrasz, “Practical
object-oriented back-in-time debugging,” in ECOOP
’08: Proceedings of the 22nd European conference on
Object-Oriented Programming. Berlin, Heidelberg:
Springer-Verlag, 2008, pp. 592–615.

[5] “Asm bytecode framework.” [Online]. Available:
http://asm.ow2.org/
[6] “Java agent technologie.” [Online]. Available: http://java.sun.com/javase/6/docs/api/java/lang/
instrument/package-summary.html
[7] “Eclipse platform.” [Online]. Available: http://www.
eclipse.org/
[8] T. Härder and A. Reuter, “Principles of transactionoriented database recovery,” ACM Comput. Surv.,
vol. 15, no. 4, pp. 287–317, 1983.
[9] B. Stroustrup, “Exception safety: Concepts and techniques,” in Advances in Exception Handling Techniques, 2000, pp. 60–76.
[10] N. Shavit and D. Touitou, “Software transactional
memory,” PODC ’95: Proceedings of the fourteenth
annual ACM symposium on Principles of distributed
computing, pp. 204–213, 1995.

764

An Automatic Failure Mode and Effect Analysis
Technique for Processes Defined in the Little-JIL
Process Definition Language
Danhua Wang, Jingui Pan

George S. Avrunin, Lori A. Clarke, Bin Chen

State Key Laboratory for Novel Software Technology,
Nanjing University
Nanjing, China

Department of Computer Science, University of
Massachusetts, Amherst
Amherst, USA

Abstract—Many processes are safety critical and therefore
could benefit from proactive safety analysis techniques
that attempt to identify weaknesses of such processes
before they are put into use. In this paper, we propose an
approach that automatically derives Failure Mode and
Effect Analysis (FMEA) information from processes
modeled in the Little-JIL process definition language.
Typically FMEA information is created manually by skilled
experts, an approach that is usually considered to be timeconsuming, error-prone, and tedious when applied to
complex processes. Although great care must be taken in
creating an accurate process definition, with our approach
this definition can then be used to create FMEA
representations for a wide range of potential failures. In
addition, our approach provides a complementary Fault
Tree Analysis (FTA), thereby supporting two of the most
widely used safety analysis techniques.

Typically, FMEA is done manually by skilled experts. If
the process being evaluated is at all complex, then this
approach is known to be time-consuming, error-prone, and
tedious. Our approach automatically applies FMEA to
processes defined in the Little-JIL language. We assume that a
Little-JIL process definition has been developed and validated
with great care. Such a process definition can be used to study
and evaluate the process [4], as well as to drive simulations [5]
or executions. Thus, we assume that the process definition
already exists and can be further leveraged by automatically
identifying potential failure modes, and then automatically
generating the effects and causes for any selected single failure
mode.
Our approach overcomes the traditional shortcomings of
FMEA when applied to complex processes. Also, our approach
provides an integrated view of FMEA and Fault Tree Analysis
(FTA), two of the most widely used safety analysis techniques.
Experts can then focus their attention on the provided FMEA
and FTA information for a process when trying to detect
potential hazards and weaknesses.

Keywords-FMEA; FTA; automatic; Little-JIL; safety analysis
technique

I.

INTRODUCTION

Failure Mode and Effect Analysis (FMEA) [1, 2] is a
bottom-up approach to analyzing and evaluating safety
problems in a system or process in an attempt to reduce the
occurrence of severe hazards or their consequences. A failure
mode is “the way or manner in which a product or process
could fail to meet design intent or process requirements” [3].
The potential impacts of a failure are defined as the effects of
the failure mode [3]. In addition to identifying failure modes
and effects, identifying the causes of an identified failure mode
is another benefit of FMEA analysis. When consistently
applied to a whole process, FMEA essentially consists of
identifying and listing all potential failure modes, assessing the
effects on the overall system for each failure mode, and then
identifying all potential causes which could lead to each failure
mode. Table 1 presents a small example of traditional FMEA
worksheet.

To evaluate our approach, we have applied it to several
detailed process definitions, defined in Little-JIL. We have
selected processes from the healthcare domain, since hazards in
health care processes can jeopardize the safety of the
individuals served by them and even cause death and suffering.
Moreover, FMEA has been used extensively by health care
organizations to analyze safety problems in their processes to
improve their safety [6, 7, 8]. Blood transfusion processes have
often been the subject of FMEA [9]. In this paper, we use a
simple blood transfusion process as an example.
The rest of this paper is organized as follows. Section II
presents related work. Section III provides a brief introduction
of the Little-JIL process definition language. Section IV gives a
detail description of our automatic FMEA approach, followed
by an concluding section.
II.

FMEA can be automatically applied to a process if the
process is modeled in sufficient detail and in a language with
precise semantics. For this project, we used the LittleJILprocess definition language, which has precise semantic
definitions for all its language constructs.

RELATED WORKS

In [10], an approach is presented to provide automated
support for FMEA using model checking with the behavior tree
system modeling notation. This approach enables safety
analysts to work with high-level models in a notation that is

Sponsor: ķState Key Laboratory for Novel Software Technology at Nanjing
University. Project Number: KFKT2009A13.
ĸDepartment of Computer Science at University of Massachusetts, Amherst.
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TABLE I.

TRADITIONAL FMEA WORKSHEET EXAMPLE

Failure Mode and Effect Analysis Worksheet
Process: Simple Blood Transfusion Process
SEV = How severe is the effect on the customer?
OCC = How frequently is the cause likely to occur?
DET = How probable is the detection of the cause?
RPN = Risk priority number in order to rank concerns; calculated as SEV x OCC x DET
Process Step

Failure Mode

Effects

Obtain patient's
blood type

"Blood Type" is
wrong

"Blood Unit" is
wrong

SEV

Causes

Wrong "Patient Name"
10

"Test patient's blood type" produces wrong
"Blood Type"
"Contact lab for patient's blood type"
produces wrong "Blood Type"

close to natural language, while automating the tedious aspects
of FMEA. Another model-based FMEA approach is proposed
in [11, 12] by Papadopoulos et al., which realizes the semiautomatic synthesis of FMEAs which builds upon automatic
fault tree analysis for system-level hazards. Many approaches
are proposed to automate the creation of FMEA information
from software [13, 14]. Another approach proposed by Robin
Lutz is used to combine FMEA and FTA to analyze the
requirements of safety critical software (e.g. spacecraft
software) [15]. There have been several published studies
demonstrating the benefits of employing FMEA in various
domains. For example, Snooke N. et al. describes how modelbased simulation can be employed to automatically generate
the system-level effects of all possible failures on systems
within the aircraft systems [16]. The application of functional
modeling to the automatically produce FMEA information for
mechanical systems is described in [17]. It is worth mentioning
that the approach proposed in [11, 12] is not restricted to
particular domains, i.e. applicable to a range of widely used
engineering models.
III.

OCC

DET

2

6

5

4

3

7

RPN

Actions

210

or/and be followed by one or several post-requisite step(s). A
step without any sub-steps is called a leaf step. Each non-leaf
step has a sequencing badge which indicates the execution
order of its sub-steps. Artifacts, which are objects such as a
medical chart or prescription, are passed between different
steps via parameter bindings. There are four parameter types,
IN, OUT, IN/OUT and Locals. In Little-JIL, resources are
“special kinds of artifacts for which there is contention for
access” [19]. Resources are managed by an external resource
manager and their acquisitions need to be explicitly specified in
step interfaces. Steps may throw exceptions, which can be
handled by exception handler steps. Each step in Little-JIL is
assigned to an execution agent (human or automated), which is
responsible for performing the work associated with a step.
In the Little-JIL process definition, shown in Fig. 1, the
root of the process, “Perform in-patient blood transfusion”, is a
sequential step, which means its sub-steps “Obtain patient’s
blood type”, “Pick up blood from blood bank”, and
“Administer blood transfusion”, should be executed from left
to right one by one. “Patient Name” is passed to “Obtain
patient’s blood type” as an artifact via a parameter binding.
Since “Obtain patient’s blood type” is a try step, its sub-step
“Contact for patient’s blood type” and “Test patient’s blood
type” should be tried from left to right until one of them is
executed successfully and returns an artifact “Blood Type” to
“Contact for patient’s blood type”. Then this “Blood Type”
should be passed to “Pick up blood from blood bank”. After
“Pick up blood from blood bank” is completed, the root step
“Perform in-patient blood transfusion” should receive “Blood
Unit” and then pass it to “Administer blood transfusion”, along
with “Patient Name”, another artifact. “Patient Name” is passed
to “Find patient location in computer” to get “Patient Bed
Location”. Then “Blood Unit” and “Patient Bed Location” are
finally passed to “Blood transfusion”.

LITTLE-JIL PROCESS DEFINITION LANGUAGE

Little-JIL is “an executable, high-level process
programming language with a formal (yet graphical) syntax
and rigorously defined operational semantics” [18]. It provides
a process modeling method basing on activities, which are
defined as steps in Little-JIL processes. Little-JIL processes
coordinate the activities of autonomous human or computer
agents and their use of resources during the performance of
their activities. A Little-JIL process model for blood
transfusion is shown in Fig. 1. Here, we only give a brief
introduction to the semantics of Little-JIL. Details of the
language can be found in [19].
A Little-JIL process definition is a hierarchy of steps, each
of which represents a single unit of work. Every step specifies
all artifacts and resources it uses in its interface. A step can
optionally be proceeded by one or several pre-requisite step(s)

Each of the leaf steps in Fig. 1 could be further decomposed
into sub-steps, but that elaboration is not presented here.
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Figure 1. Simple Blood Transfusion Process

IV.

x

AUTOMATIC FMEA FOR LITTLE-JIL PROCESSES

Our approach to automatically derive the FMEA
information from Little-JIL involves three steps: identify
potential failure modes, identify effects for each failure mode,
and identify causes for a given failure mode. We describe each
step in turn.

By generating potential failure mode(s) for each step in a
process, all potential failure modes related to artifacts in the
process definition are identified. For each of these failure
modes, the potential effects need to be identified.

A. Identify Failure Modes
To automatically generate failure modes from Little-JIL
process definitions, one needs to first identify appropriate
failure modes for each language construct. In our work, we
limit our attention to the failure modes related to artifacts and
define two types of artifact-related failure modes:

B.

Type 1: Artifact p to Step S is wrong.
Although not all failures can be associated with these
failure modes, a large number of interesting failure modes are
artifact-related failure modes or can easily be turned into
artifact-related failure modes. For example, if a step is done
incorrectly, we would expect that failure to be evident in one or
more of the out artifacts associated with that step. When there
are no such out artifacts, a hypothetical output could be created
to represent the erroneous behavior of the step.

The AFG is used to determine whether an artifact is data
dependent on another artifact. An AFG is a direct graph Ga =
<Pa, Ea>, where Pa is the set of artifacts in the process and Ea is
the set of edges, which represent the data dependent
relationships between artifacts. Suppose both p1 and p2 are
artifacts, there is an edge from p1 to p2 if and only if p2 is data
dependent on p1. If there is a parameter binding indicating that
p1 is passed to p2 or if p1 is an input parameter and p2 is an
output parameter of the same step, we create an edge from p1 to
p2 indicating that p2 is data dependent on p1.

Each step, the basic elements of a Little-JIL process
definition, has an interface that specifies the artifacts it uses as
parameters along with each ones type. The failure modes
related to artifacts for each step are created using the following
rules:
For an IN parameter p declared in the interface of Step
S, the failure mode “Artifact p to Step S is wrong”
(Type 1) is generated.

x

For an OUT parameter p declared in the interface of
Step S, the failure mode “Artifact p from Step S is
wrong” (Type 2) is generated.

x

For an IN/OUT parameter p declared in the interface of
Step S, both the failure mode “Artifact p to Step S is
wrong” (Type 1) and the failure mode “Artifact p from
Step S is wrong” (Type 2) are generated.

Identify Potential Effects for Each Failure Mode
The effects derivation algorithm consists of two phases:

1) Phase1. Construct the Artifact Flow Graph (AFG) from
the unrolled Little-JIL process. The AFG can be easily
constructed by traversing the process tree with an algorithm
(not shown) that can be done in polynomial time.

Type 2: Artifact p from Step S is wrong.

x

A local parameter is a special IN or OUT or IN/OUT
parameter with a limited scope such that that associated
artifact can only be passed between a step and its substeps. Thus, for this case, failure mode(s) can be
generated the same as no-local IN, OUT, or IN/OUT
parameters.

Fig. 2 gives the corresponding AFG of the simple blood
transfusion process modeled in Fig. 1. Every Node in Fig. 2
indicates an artifact in the process, which is represented as
“artifact name (step name)” in the graph. The AFG can be
generated directly from a Little-JIL process by traversing the
process tree.
2) Phase2. Derive FMEA information using the AFG:
After generating the AFG for a Little-JIL process
definition, the effects for each failure mode can be identified. If
there is a path from artifact p1 to artifact p2 in the AFG, then a
fault in p1 may be propagated to p2. Thus, given a Type 1
failure mode (“Artifact p to Step S is wrong”) or a Type 2
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failure mode (“Artifact p from Step S is wrong”), it is
straightforward to determine incrementally the artifacts at
which steps that could be contaminated by such a faulty p by
traversing the AFG. In other words, a fault in p could be
propagated to these artifacts causing them to be faulty.
Therefore the fault of these artifacts is defined as the effects of
the given failure mode.

[1]. Familiar formats are FMEA tables or FMEA worksheets.
In our approach, we proposed a new representation, call an
Effect Tree, which provides a way to organize the failure
modes and the effects of a process into a tree view. The top
level of an Effect Tree lists the step name of each process
definition step. The second level lists the failure modes of each
step. The third level lists the effects of each failure mode. The
next and all subsequent levels list the effects resulting from the
failure of their parent. This expansion continues until there is
no subsequent effect that can be propagated, according to the
AFG.

A high-level description of the algorithm for deriving the
FMEA information is given here:
//Initialization:
Initialize the visited AFG nodes vn set to empty;
Initialize AFG nodes nd set to all AFG nodes;
Initialize worklist wl set to empty;
//Main Cycle:
While nd is not empty do
Remove an AFG node n from nd;
Add n to wl;
If vn contains n then continue;
Maps n to the set of AFG nodes vnto set that directly
flow to n;
Replace n with set vnto;
For each node n’ in set vnto

Fig. 3 shows one failure mode of step “Obtain patient’s
blood type” and its effects. It indicates that wrong “Blood
Type” produced by “Obtain patient’s blood type” could lead to
the wrong “Blood Type” being sent to “Pick up blood from
blood bank”, and subsequently results in the wrong “Blood
Unit” being returned and then passed to “Perform in-patient
blood transfusion”. Finally this could result in wrong “Blood
unit” being provided to “Blood transfusion”. The artifact flow
paths in the AFG that represent the fault propagation paths can
be tracked by expanding the tree nodes in the Effect Tree.
Inspecting all effects of each failure mode should help
identify effects that could result in significant damage. For the
blood transfusion example, there are two effects that deserve
more attention: “Blood Unit” to “Blood Transfusion” is wrong,
“Patient Bed Location” to “Blood Transfusion” is wrong. The
first one indicates that the wrong blood unit is transfused to the
patient, and the second indicates that the blood unit is
transfused to the wrong patient. Both of these could have

Add n’ to wl;

End for
Add n to vnto;
End while
Formats of FMEA information may vary based on the
needs of the organization and the requirements of the customer

Annotations: Artifacts: PN-Patient Name, BT-Blood Type, BU-Blood Unit, PBL-Patient Bed Location; Steps: Root-Perform in-patient blood transfusion, S1Obtain patient’s blood type, S11- Contact for patient’s blood type, S12-Test patient’s blood type, S2-Pick up blood from blood bank, S3-Administer blood
transfusion, S31-Find patient location in computer, S32-Blood Transfusion.
Figure 2. AFG of the Simple Blood Transfusion Process

Figure 3. Part of FMEA Tree View Result for the step "Obtain patient's blood type"
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serious consequences.

and thus, we only give a brief introduction of the approach
here. For a detailed description of it, see [21].

C.

Identify Causes for a Given Failure Mode
In Fault Tree Analysis (FTA), severe consequences, such as
the two listed above, are considered hazards. These identified
hazards can then be treated as the TOP-events of a fault tree.
Using the fault tree, FTA tries to determine which
combinations of events must transpire for the hazard to actually
occur. In our approach, we proactively identify possible
hazards of a process using FMEA, and then use FTA to
determine what events must occur for each hazard to arise.

The fault tree derivation starts with the given TOP-event,
which is an intermediate event representing the given hazard
(in our work, it is a given failure mode or effect). Then the
intermediate event will be developed – all immediate and
necessary events that could lead to this event are identified and
connected to this event using appropriate gates. Those new
events themselves may be intermediate events and need to be
developed further. This process continues until all leaf nodes in
the fault tree are primary events that do not need to be
developed further as determined by the analyst. To
automatically derive a fault tree from a Little-JIL process
definition, there are two issues that have to be addressed: how
to automatically extract fault tree events that could lead to a
given event and how to connect them to this event using the
appropriate gates. For the first issue, a few types of events are
predefined which can be easily identified from the process
definition. To address the second issue, a collection of
templates are defined based on the Little-JIL process definition
language. Different templates are used to develop different
types of events.

The fault tree is a graphic model of the various parallel and
sequential combinations of faults (events) that will result in the
occurrence of the predefined undesired event (top event) [20].
Logical gates (e.g. AND, OR) are used to represent the
interrelationships between events and the top event. The FTA
approach involves two steps, deriving a fault tree and analyzing
the fault tree. Deriving a fault tree starts with the top event,
which is then further developed. All intermediate and necessary
events that may lead to the top event are connected to the top
event using appropriate gates. These new events will then be
developed if they are not primary events. This procedure
continues until all new events are primary events. Once a fault
tree has been derived, both qualitative and quantitative analysis
can be applied to analysis it. Through analyzing a fault tree, all
minimal cut sets (MCSs), that is minimum combinations of
events that would cause the top event to occur, can be found
and their probability calculated. MCSs of a fault tree indicate
whether the process is exposed to single points of failure or
combinations of high-probability events. Subsequent changes
may need to be made to the process to remove these
weaknesses. Fig. 4 presents the generated fault tree for one of
the hazards identified in the simple blood transfusion process
using FMEA.

V.

CONCLUSIONS AND FUTURE WORK

FMEA is an inductive technique for analyzing and
evaluating potential reliability problems in a process or system.
It is well accepted and applied in various kinds of industries
especially safety critical processes, such as medical safety
processes [22, 23, 24]. In this paper, we present an approach
that can be used to automatically generate FMEA information
from a Little-JIL process. Since Little-JIL steps have simple
uniform interfaces, failure modes related to artifacts can be
automatically generated. Effects of single failure mode can be
identified by traversing the AFG of the process. The automatic
FTA approach proposed in [21] is employed to generate fault
trees for hazards identified by carefully checking FMEA
information.

By generating the fault tree for the effects which may lead
to a hazard, and doing FTA, process modifications may be
recommended to try to prevent the hazard from occurring.
Previous work has addressed how to automatically derive a
Fault Tree from a Little-JIL process definition automatically

Performing fault tree analysis for all potential failure modes
and effects in a process might be a huge undertaking and
sometimes a waste of time and energy. The effects which may
cause hazards should be identified and then further evaluated.
We suggest that after generating all potential failure modes and
their potential effects for a process, the effects of each failure
mode should be examined carefully. If the effect is critical, a
fault tree needs to be generated to find out the possible causes.
By evaluating the possible causes of such effects, actions can
be recommended to avoid the hazard. With our approach, such
recommended changes would be made to the process definition
which would then be reevaluated to assure that the problem had
been effectively addressed.
Our proposed approach focuses on the problems that can
arise though artifacts. Erroneous artifacts are probably the most
common way in which problems will propagate though a
process. There are other ways that this could happen however,
such as though the use of erroneous resources or the faulty
execution of a step that nonetheless does not contaminate the
output parameters of that step.

Figure 4. An example of generated fault tree
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After being acquired, Little-JIL resources can be passed as
parameters like other artifacts [19]. Similarly, the artifacts
produced by one step might be subsequently used as resources
in another step. Therefore, faulty resources and resource
passing between different steps might lead to fault propagation
in the process. Also, as described in Section III, agents are
treated as a special kind of resource in Little-JIL, and therefore
errors introduced by agents should also be taken into account.
Without considering resource faults leads to incomplete FMEA
result. In other words, we need to determine the dependences
between parameters and resources. Thus, one part of our future
work should be finding out how resource fault affects the fault
propagation in Little-JIL process definitions.
Another limitation is that subsequent steps could be
dependent on a previous step being done correctly, where the
failure to do is not reflected in an artifact. If we create a
hypothetical output artifact to represent the erroneous step
behavior, this artifact would not propagate erroneous
information beyond this step. Therefore, we may want to find a
way to add fault propagations introduced by erroneous step
behavior to generate the FMEA information. This information
would be overwhelming, however, unless it is guided by the
analyst or some other external information.
In summary, automatically generating FMEA information
from Little-JIL processes addresses the major weaknesses of
traditional FMEA approaches. This information can be
examined to determine which are the events of major concern,
and these events can then be used to drive FTA. Thus, our
approach aims to coordinate FTA and FMEA, two
complimentary approaches, to help improve processes.
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appropriate environment of execution and presupposes a
number of satisfied hypotheses to ensure its successful
running. Indeed, protocols based on cryptography require a
mechanism of key distribution and management [16].
Furthermore, when efficient, the used techniques are often too
expensive in time calculation and memory space.

Abstract—Presently, the main concern of ad hoc
routing protocols is no longer to find an optimal route to a
given destination but to find the safe route free from
malicious attackers. Several secure ad hoc routing
protocols, proposed in the literature, are based on public
key cryptography which drawback is to consume much
more resources and decrease consequently network
performances. In this paper, we propose a secure routing
scheme that combines the hash chains and digital
signatures to provide a high level of security while
reducing the costs of hop-by-hop signature generation and
verification. The proposed protocol is analyzed using the
NS-2 simulator.

As a compromise, protocols based on reputation [7]
integrate a new metric, the level of reliability of the route, to
select the path towards destination. This reduces considerably
the solution cost by diminishing calculation intensity.
As for intrusion detection systems, they can reduce the
risks of intrusion but cannot completely eliminate them [20].
They also, sometimes fail with application of solutions as
punishment of selfish nodes or location of malicious nodes
which continuously change identity [27].

Keywords-component; routing; secure; MANET; hash chains

I.

INTRODUCTION

In terms of reliability, most of solutions rely on
asymmetric cryptography and certificates delivered on line by
authorities of certification. Message authentication and
integrity are realized using digital signature [30]. When
applied at each hop, they degrade the system performance.

MANET or Mobile Ad hoc Network is a set of wireless
mobile nodes, forming a temporary network without the use of
any fixed infrastructure. Each node acts as a router (relay) and
data packets are forwarded from node-to-node towards their
destination in a multi-hop fashion. This architecture makes the
network more vulnerable. Ad hoc routing protocols have been
designed to be more and more efficient without keeping
security in mind. This makes them vulnerable to a variety of
attacks which affect the reliability of data transmission. The
present question is no longer to find an optimal route to a
given destination but the safe route free from malicious
attackers.

The aim of our work is to protect the AODV protocol
routing messages by using strong cryptographic functions and
keeping in mind as main objective, minimization of complex
calculation burden. This will be achieved by means of two
essential mechanisms. The first one relies on hash chains
which consume a little time for their generation and require a
minimal storage space. The second one is digital signature that
reinforces authentication and ensures integrity, and nonrepudiation of messages. The latter is only applied on the
source and destination nodes to reduce the latency.

In fact, most ad hoc routing schemes provide no security
system. All entities can participate in routing and there are no
barriers for a malicious node to cause traffic disruptions. The
attacker wants essentially to affect the routing process, in
order to control the network and destroy routing operations
[18,16]. He achieves his objectives by: message alteration,
message fabrication, message replay and impersonation.

The remainder of the paper starts with a brief description
of the reactive routing protocol AODV. Section 3 deals with
the core of our secure routing scheme SR_AODV. We
simulate in section 4 the performance of the proposed protocol
using NS-2 simulator. In Section 5, we discuss works related
to ours. We conclude by motivating our work and showing its
novelty and relevance versus related works.

In [19] a classification of insider attacks against mobile adhoc routing protocols is presented. IT includes route
disruption, route invasion, node isolation, and resource
consumption.

II.

Many solutions are proposed to secure the most important
routing protocols against those attacks [3,5,8,10,14,15,25]. But
they remain incomplete, blocking only a subset of attacks
among all those well-known for the damage they cause to the
networks. On the other hand, each secure scheme defines an

AODV PROTOCOL

AODV (Ad hoc On-demand Distance Vector) is a routing
protocol based on Distance-Vector routing algorithm [21]. It is
a reactive routing protocol involving route construction only
when data are available for transmission. It also uses
destination sequence numbers, such as DSDV protocol, which
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[6] to each member of the network through a physical
contact. The conventional certificate X509v3 contains
the public key, the identity of the certificate owner and
other fields. All these fields are encrypted by means of
a digital signature integrated to the certificate.

help to control freshness of the sent information in order to
construct correct routes. AODV is based on two phases: route
discovery and route maintenance.
When source node A needs to determine a route to a
destination node B, it broadcasts a request message (RREQ :
Route REQuest). As these requests spread through the
network, intermediate nodes store reverse routes back to the
origin node. Once the request reaches the destination, or an
intermediate node with an active route, it generates a reply
message (RREP: Route REPly).The answer is sent unicast to
the source following the reverse path, already built by the
intermediate nodes.

B. Proposed scheme
Secure protocols are based on complex cryptographic
solutions; therefore they suffer from computation extra costs.
This gives rise to the need for new schemes. In our
contribution we propose security mechanisms that take into
account the limited resources of nodes. These mechanisms are
not based on unrealistic assumptions such as availability of an
always-online security infrastructure (trusted third-party).

RREQ packet format is shown in fig. 1. BroadcastId is a
sequence number used as unique identifier for each RREQ. It
sets distinction between a new RREQ and an already
processed RREQ. The other fields are source and destination
IP addresses (IDs and IDd) and source and destination
sequence numbers (NSs and NSd). The Hop Count is the
number of hops from origin to destination.
BroadcastID

IDs

NSs

IDd

NSd

Our approach is inspired from Lamport authentication
algorithm [12] used in remotely accessed computer systems.
Authentication described by Lamport was designed for a
client/server architecture where the management is
centralized. In Lamport authentication, a server randomly
chooses a password Hn. Afterwards, he applies to Hn n times
one-way function “h” to get n passwords (Hn-1, Hn-2, …, H1,
H0) called One Time Password sequence or OTP, for short.

HopCount

Hn Æ h(Hn) = Hn-1 Æh(Hn-1) = Hn-2 Æ h(Hn-2)= Hn-3 … Æ h(H1) = H0

Figure 1. RREQ packet format

We were attracted by the effectiveness of hash functions
because they reduce the high costs caused by traditional
cryptographic mechanisms. Thus, we combined the use of
hash chains authentication with digital signatures to achieve a
satisfying security level. We adopt notations of table I.

RREP packet format is shown in fig. 2. It is composed of
the same fields as RREQ excluding the BroadcastID and
including the Lifetime which is the longest time authorized to
be spent on the route.

TABLE I. NOTATIONS
IDs

NSs

IDd

NSd

HopCount

Lifetime
Symbol

Signification

Figure 2. RREP packet format

AODV provides two methods to detect the presence of
neighboring nodes and thus to detect the link break. In the first
method, a node determines connectivity as long as it hears
packets from its neighbors. Indeed, “HELLO messages” are
periodically sent by each node to inform the neighbors that the
link is still active. The second method is based on information
directly received from the MAC sub-layer. If a link breaks
within an active route, the node involved before the link break
may choose to repair locally the link or deliver an error
message (RERR: Route ERRor) listing the unreachable
destinations. Thus, a new route discovery phase should be
established by the source node [21].
III.

SKA, PKA

Private key. Public key of node A

(d)SKA

A message encrypted with the private key of A

[d]SKA

A message signed with the private key of A

CertA

A certificate belonging to node A

IDA

Node A identifier

Hj

A

The jth element of the hash chain of node A

The security process we propose is divided into two
phases: initialization phase and authentication phase.
1) Initialisation phase
As discussed in basic assumptions, a trusted certification
authority performs the pre-distribution of one certificate and
one private key to each member of the network. Each entity,
identified by IDA constructs its own One Time Password
sequence OTP. In order to ensure the provenance authenticity
of the last value H0A while transmitting it to all one-hop
neighbors of node A, we propose what follows. Node A first,
encrypts H0A and then transmits the clear (H0A) and encrypted
((H0A)SKA) values as well as node A identity (IDA) and
certificate (CertA) to all one-hop neighbors, refer to (1). Each

SR_AODV SOLUTION

A. Basic assumptions
The protocol is based on the following assumptions:
x
a packet sent from node A is received by the latter
one hop neighbor B before a third node C replays the
packet to B.
x a trusted Certification Authority performs the predistribution of both private key and X509v3 certificate

772

neighbor decrypts the encrypted H0A using the public key of
node A transmitted within CertA. If the decryption succeeds,
H0A integrity and origin are proved true. So, H0A value is saved
in a new entry of the Neighbors table which keeps the H0A
value of each neighbor. The comparison fails if either the
sender authenticity or H0A integrity is compromised. In both
cases, the message is ignored.

In (5) J denotes the last intermediate node of the path,
connecting S to D. The destination node sends the response to
J according to the following formula (5) :
DÆJ RREP:{IDs, IDd, , NSs, NSd, [IDs,IDd, NSs, NSd] SKD, CertD , HiD}

RREP fields are signed by the destination node and value
HiD is associated to the packet. Each node sending the
response is authenticated along the path using Hi. The reverse
route construction is exposed to the risk of a diversion
launched by an attacker who responds instead of the
destination node. This attack is detected thanks to the
destination certificate which includes the destination identity.
If the latter doesn’t match with the destination identity
invoked by the source node, one can deduce an intrusion
attempt. As for the digital signature, it authenticates the source
and destination nodes and controls the message replay.
Finally, once the destination signature checked, the source
node updates its routing table with the new path.

The one-hop neighbors also send the last values of their
own hash chain and certificates to node A, see (2). At the end
of this step, each node knows the H0 values of its one-hop
neighbors.
A Æ Broadcast HELLO_Auth : { IDA, (H0A) SKA, CertA}

(1)

VÆA

(2)

REPHELLO_Auth: { IDv, (H0V) SKV, CertV}

2) Authentication phase
When a node S needs to know a route to some destination
D, and such a route is not available, it broadcasts a route
request RREQ, see (3).

In [28] an approach comparable to ours, called a Zero
Common Knowledge authentication was proposed. It differs
from ours in the use of h(Hi). In this approach, the receiver
checks the value Hi by calculating only h(Hi) and testing the
relationship h(Hi) = Hi +1. If checked then the node identity is
proved true. This approach supposes the storage of the latest
password which may put in check the control process in case
of lost messages.

S Æ Broadcast RREQ: {BroadcastID, IDs, IDd, NSs, NSd, [BroadcastID,
IDs, IDd, NSs, NSd]SKS, Certs, HiS}

(3)

This request contains the same basic AODV protocol fields
excluding the hop count field, see figure 1. We add the source
node certificate Certs in case of large-scale networks
where nodes have not necessarily the public keys of all the
network members.

IV.

In order to evaluate the routing protocol performance, one
often uses simulation. In fact, it would be very costly, or even
impossible, to establish a network for testing purposes. An ad
hoc network simulation does not take much time, and it keeps
us closer to the real use of the routing protocol. These two
major advantages help us to better see the behavior of the
protocol in different scenarios and evaluate its performance.

The fields of the request are non-mutable. They are signed
with the private key of S and accompanied by a hash value Hi
(1< i <n). To not reuse a password already revealed, an index i
is incremented within the node at every use.
The generated packet is then broadcasted on the channel.
When a node receives it, it starts checking the HiS value to
ensure that the packet comes from a legitimate node. To do so,
it applies several times the hash function on HiS until it
reaches H0S, the password initially transmitted by the neighbor
and stored in the Neighbors table. If the receiver does not
reach H0S after n iterations, it infers that the message is
fabricated by a malicious node. So, it rejects it without any
process. Otherwise the message is accepted. The intermediate
node builds the reverse route to be crossed by the route reply
packet, replaces the received Hi by a new password of his own
chain, and finally broadcasts the RREQ, see (4).

We carry out simulations using the NS-2 simulator [17]. We
choose NS-2 due to its popularity among academic researchers
[13,23]. In addition, it already supports a verified version of
AODV. Simulations are hold considering a network of size
670 m x 670 m, composed of 20 nodes. We perform these
simulations with the parameters defined in table II.
TABLE II. Simulation Parameters

I Æ Broadcast RREQ: {BroadcastID, IDs, IDd, NSs, NSd, [BroadcastID,
IDs, IDd, NSs, NSd]SKS, Certs, HiI}

SIMULATION AND TESTS

(4)

Eventually, the message is received by the destination D
which verifies the source signature and then responds with a
RREP. The digital signature authenticates the source and
destination nodes and also ensures the non message replay.
The first control is made on IDs and IDd fields when the
second is performed on NSs and NSd fields.
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Parameter

Value

Antenna

OmniAntinna

MAC layer type

IEEE 802.11

Radio propagation model

Two Ray Ground

Bandwidth

1Mb

CBR traffic

4 packets/s

Packet size

512 bit

Pause time

30 ms

Transmission range

250 m

Simulation time

200s
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a
inccluding route disruption, rooute invasion,, node isolatio
on, and
ressource consum
mption.

d most of thhe on demaand ad hoc routing
AODV and
prrotocols use single route reply along reverse path. Rapid
ch
hange of topollogy causes thhat the route reply could no
ot arrive
to the source no
ode. To avoidd this, a new technique which tries
m
multiple
route replies is pproposed in [24] and [11
1]. The
prroposed techniique is called reverse AODV or R-AODV
V.
Latest reseaarches in the area are con
nducted to seccure ad
hooc networks against
a
groupeed attacks. In [1] Awerbucch et al.
prropose ODSB
BR, the first onn-demand rou
uting protocoll for ad
hooc wireless networks
n
thaat provides resilience
r
to attacks
caaused by interrnal individuall or colluding nodes. The protocol
p
usses an adaptiv
ve probing teechnique that detects a maalicious
linnk after log n faults have ooccurred, wheere n is the leength of
th
he path. Prob
blematic linkss are avoided
d by using a route
discovery mech
hanism that reelies on a new
w metric that captures
c
ad
dversarial behavior. Later, A
Awerbuch and
d Scheideler claim
c
in
[22] that the bigg
gest threats apppear to be joiin-leave attack
ks, used
to isolate honeest peers in thhe system, an
nd against wh
hich no
prrovably robustt mechanisms are known so
o far. In this paper
p
he
sh
howed that, on
n a high level, a scalable DHT
D
can be deesigned
th
hat is provably
y robust againnst adaptive adversarial
a
joiin-leave
atttacks.

A large variiety of solutio
ons has been proposed to secure
thee AODV rou
uting. As firstt defense linee, we may fiind the
claassical mech
hanisms, usinng symmetrric or asym
mmetric
cry
yptography, digital
d
signatuures and hassh chains. In
ntrusion
deetection system
ms and reputaation mechaniisms make a second
deefense line [22
2,26]. They suucceed in takin
ng suitable deecisions
on
n the network
k routing, as excluding malicious
m
nod
des, by
mo
onitoring and analyzing thee nodes behaviior.
ks in this fieeld are especially interessted in
Early work
au
uthentication. Secure
S
AODV
V or SAODV [29] was onee of the
firrst secure ex
xtensions of AODV proto
ocol [13]. SA
AODV
asssumes that eaach ad hoc node
n
has a paair of public//private
keeys. The nodee also holds the certified public keys of all
neetwork membeers. Two mecchanisms are used at each hop to
seccure the AO
ODV messagees: digital siignatures to ensure
inttegrity of the message
m
non-mutable fieldss, and hash ch
hains to
seccure the ho
op count in
nformation, the only mutable
m
infformation with
hin the messaages.

VI.

CONCLUSION

The purpose of this papeer is to preseent a new sch
heme to
seecure the AO
ODV protocoll. We showed
d that the prroposed
sccheme made of
o hash chainss and end-to-end digital signature
prrovides a high
h security level at a very low
w cost.

SAODV hass some weaknnesses. It is unable
u
to detect fake
nodes.
RR
REP transmiitted by com
mpromised intermediate
i
Moreover, the proposed sollution entails an additionaal cost
ressulting from the accumu
ulation of signature
s
and
d hash
op
perations at each hop. SAODV sig
gnatures requ
uire a

The initializaation phase alw
ways raises th
he problem off secure
distribution of keys
k
and passswords, particcularly on larg
ge scale
sy
ystems when the
t by hand ddistribution beecomes unreaalizable.
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We proposed a remote pre-distribution carried out in an
efficient and secure manner. We resorted afterwards to the use
of one way hash chains to authenticate the control message
senders during the route discovery. This authentication is
principally useful while crossing the route from the source
towards the destination. It guarantees the route drawing with
legitimate nodes. Furthermore, the use of key-chain scheme is
very well suited to pervasive computing devices since it
requires nearly no computational power, very low bandwidth
and memory storage.
At destination, the request message integrity is checked
using a digital signature. This end-to-end checking ensures a
fast source and destination authentication as well as a non
message replay control.
Route diversion launched by an attacker who substitutes
oneself for the destination node during the reverse route
construction is detected by means of a digital signature. The
latter protects against infiltration of internal and external
malicious nodes.
The proposed solution can be extended to treat other attacks.
It will be also, interesting to validate this work by formalizing
the specification and verification of the SR_AODV protocol.
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traditional method used in law enforcement, in which the
victim’s device is taken off-line after an attack has occurred.
This paper discusses the main challenges, technical
considerations and tools associated with forensic
investigations in converged networks. The goal is to help
network investigators to identify actual intrusions, collect
better evidence, reduce analysis time, and help to stop
attacks against the VoIP network.
Additonally, this paper discusses network forensics in
VoIPoW based on the technology that already exists, and
identifies some of the issues that will have to be resolved in
the future. To effectively analyze the network forensic
challenges in VoIPoW, this paper starts by giving an
overview of VoIP. Then an analysis of the network
architecture challenges that tactical users face when
implementing this wireless VoIP technology is presented.
Further, the network forensic challenges on tactical
networks are analyzed based on the Digital Forensics
Research Workshop framework. Finally, the VoIP pattern
system is introduced in order to create a semi-formal
network forensic model for a simplified VoIP tactical
environment. This paper ends with some conclusions and
some ideas for future work.

Abstract-Voice over IP over Wireless (VoIPoW) has had a strong
effect on tactical networking by allowing human voice and video to
travel over existing packet data networks along with traditional
data packets. The U.S. Army is using IP telephony on high level
units and it is expected that this technology will be fully
implemented all the way from combat units to division level within
the next lustrum. The implementation of wireless VoIP technology
in the battlefield brings both network architecture and forensic
challenges to the warfighter. This paper discusses the main
challenges associated with security investigations in converged
networks. Further, this research attempts to improve tactical
Internetworking security by proposing a VoIP pattern system in
order to create a UML Network Forensic Model for a simplified
VoIP tactical environment. The pattern system will allow
examiners to specify, analyze and implement network security
investigations for different architectures.
Keywords-Voice over IP, tactical networks, semi-formal
patterns, network forensics, network architecture.

I.

INTRODUCTION

The US Army has adopted several cutting edge
technologies in order to converge all tactical systems,
including intelligence, surveillance and reconnaissance
(ISR), unmanned aerial vehicle (UAV), sensor and
intelligence systems, on a standard Internet Protocol
backbone.
Voice over Internet Protocol (VoIP) has had a strong
effect on tactical networks by allowing human voice and
video to travel over existing packet data networks along
with traditional data packets. Among the several issues that
need to be addressed when deploying this technology,
security is one of the most critical.
VoIP over wireless (VoIPoW) networks is becoming the
most popular system for mobile communication in the
world. However, studies of the security of wireless VoIP
networks are still in their infancy. Wireless devices are
commonly used by terrorists, and it is therefore necessary
for network analysts to understand which evidence can be
obtained from the VoIP system after an attack has occurred.
The increase in VoIP wireless devices provides a unique
challenge for network investigators. While an attack on a
wired network is investigated by tracing it back to a
physical location, no physical access is required when a
wireless medium is attacked, making it more difficult to
extract evidence in this case.
Network forensics investigations in VoIP environments
require real-time evaluation and analysis, in contrast to the

II.

VOIP OVERVIEW

VoIP is defined as the transport of voice over Internet
Protocol based networks, where any data network that uses
IP, such as the Internet, intranets and Local Area Networks
(LAN) can be used to establish this service.
VoIP has a strong effect on global communications by
allowing human voice and video to travel over existing
packet data networks along with traditional data packets.
Therefore this technology will replace the traditional Public
Switched Telephone Networks (PSTN) system, soon.
Also, VoIP over Wireless (VoIPoW) which is considered
a typical application in IP telephony, is becoming the most
popular system for mobile communication in the world.
The convergence of voice, video and data in the same
network brings both advantages and disadvantages to users,
and security is one of the most critical issues that need to be
addressed when deploying this technology.
A. VoIP on Tactical Networks
In addition to combining voice, video and data onto the
same network, VoIP has the benefit of being able to traverse
different types of radio networks.

777

The U.S. Army is using VoIP on high level units (i.e.
battalion, brigade and division). According to the Army’s
Communications-Electronic Research, Development and
Engineering Center (CERDEC) in New Jersey, it is
expected that this technology will be fully implemented all
the way from combat units to division level by 2016.
Figure 1 shows a class diagram describing how an IP
telephony system, the PSTN network and radio networks
integrate together. This model shows how it becomes
possible to place a call from a regular telephone number, or
from a SINCGARS radio, to a PC running an H.323 client
(and vice versa). The PBX which supports the standard
phone (caller), formats caller and callee numbers and
forwards them to the VoIP gateway via PSTN network. The
gateway takes the voice call from circuit-switched PSTN
and places it on the IP network. The gateway queries the
gatekeeper via the IP network with caller/callee numbers
(note that the voice packets do not go through the
gatekeeper; only the call signaling goes through it) and the
gatekeeper derives a routing number based upon service
logic. Finally the gateway routes the call to called party
(callee).

data) across packet-based networks (e.g. Internet, intranets
and Local Area Networks (LANs). The H.323 protocol is
rather complex and requires a combination of components
to perform its functions. The solution to this problem is
affected by the following forces:
• Converged environments have a large variety of users
and require the use of multiple signaling protocols.
Examiners usually conduct investigations in
architectures that support both SIP and H.323 calls.
Therefore this network forensic model must be able to
operate in a converged environment using multiple
existing and potential signaling protocols.
• Likewise in a tactical environment, Wi-Fi and WiMax
(Worldwide Interoperability of Microwave Access),
also known as the IEEE 802.11 and IEEE 802.16
respectively, are the two standard protocols used today
for providing wireless access in VoIPoW. In large-scale
tactical networks, interworking between these standards
is common since the WiMax purpose is to expand the
range of wireless systems access.
• It is essential to define a high-level specification of the
VoIP architecture that can be used to conduct forensic
investigations in a tactical environment. In this context,
it is necessary to analyze the interoperability with other
multimedia service networks and terminals. Terminal
devices in disparate networks (e.g. softphone
communicating with an analog phone) communicate
frequently.

transmit packets
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1
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*
*

Terminal Device

connect

*

*

1

Router
*

*
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Hardphone

*
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IV. NETWORK FORENSIC CHALLENGES
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connect

Softphone

Gateway
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Several models are used for investigation in forensic
science. In order to analyze the network forensic challenges
on tactical networks we chose the framework from the
Digital Forensics Research Workshop (DFRWS) because it
is a comprehensive approach and is more oriented to these
research goals. The DFRWS model depicts the sequential
process for digital forensic analysis [DFRWS01]. These
steps are shown in Table 1.
The initial phase or the Identification of potential digital
evidence (i.e., where might the evidence be found) is
covered by the Intrusion Detection Systems (IDS) and in
some sense by the attack patterns. The Preservation phase
involves acquiring, seizing, and securing the digital
evidence; making forensic images of the evidence; and
establishing the chain of custody. This research focuses on
the middle phases of the forensic process (i.e. the Collection
Examination and Analysis of the evidence) where the
presented patterns will provide network investigators a
structured method to: understand VoIP forensic challenges;
collect more and better evidence; and, reduce the analysis
time in converged networks.
The Presentation phase involves the legal aspects of the
forensic investigation – presenting the findings in court and
corporate investigative units by applying laws and policies
to the expert testimony and securing the admissibility of the
evidence and analysis. This phase is outside of the scope of
this research, but it must be considered in order to create a
comprehensive model.

1

Radio
Network
*

Analog
Phone
SINCGARS

EPLRS

NTDR

Figure 1 - Class Diagram for a simplified Tactical Internet
architecture

III. NETWORK ARCHITECTURE CHALLENGES
The implementation of wireless VoIP technology in
tactical networking brings both network architecture and
forensic challenges to users.
This analysis starts with a comprehensive understanding
of both the signaling and the standard protocols used today
for providing wireless access in VoIPoW.
H.323 and the Session Initiation Protocol (SIP) are the
two standard protocols used today for signaling and call
control in VoIP, and they are essential for providing total
access and for supporting IP-based services.
In a tactical environment, it is necessary to structure the
components and procedures required for delivering
multimedia communication services (i.e. voice, video and
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•
•
•

•

Table 1 - DFRWS Digital Investigative Framework
[DFRWS01]

•
A. Collection Challenges

•

In this phase, the problem can be summarized in one
question: How to efficiently collect digital attack evidence
in real-time from a variety of VoIP components and
networks? The solution to this problem is affected by the
following forces:

•

•

•

•

•

•

General security mechanisms, such as firewalls and
Intrusion Detection Systems (IDS), cannot detect or
prevent all attacks. They are unable to stop/detect
unknown, internal attacks, and attacks that come in the
body of the messages (e.g. steganophony attacks
[Pel09b]). It is indispensable to analyze how an attack
happened in order to counter it in the future.
A real-time application, like VoIP, requires an
automated collection of forensic data in order to
provide data reduction and correlation. Current
techniques dealing with evidence collection in
converged networks are based on post-mortem (dead
forensic) analysis. A potential source of valuable
evidence (instant evidence) may be lost when using
these types of forensics approaches.
Even though there are a number of best practices in
forensic science, there are no universal processes used
to collect or analyze digital information. A systematic
structure is needed.
A forensic investigator needs forensic methods with
shorter response times due to the large volume of
irrelevant information and increasingly complex attack
strategies [Wan05].

V. NETWORK MODELS USING PATTERNS
The purpose of this paper is to generate a comprehensive
pattern system based on a collection of architectural, attack,
security and forensic patterns, providing best practices for
all IP telephony systems. The goal is to analyze and to
understand network forensic investigations in a tactical
VoIP converged environment using existing methods for
this basis.
The pattern system will allow examiners to specify,
analyze and implement network security investigations for
different architectures. The pattern system will make use of
UML (Unified Modeling Language) [Boo98] to generate
these patterns.
This research will present effective ways for network
investigators to implement the use of network forensics as a
secure and convenient method of collecting digital evidence
in a VoIP environment.
A. VoIP pattern system
This research approach proposes the use of four different
types of patterns:

B. Analysis Challenges

•

In the analysis phase the problem is: How to analyze
evidence identified and extracted by the VoIP Evidence
Collector in order to discover the attack source and other
characteristics of the attack? The solution is affected by the
following forces:
•

•

Because the amount of data generated by VoIP
networks is significant, storing network data for
forensic analysis may be complicated.
In a converged environment an automated technique is
required to locate the attackers and reconstruct their
criminal actions.
Criminals may also attempt to cover the traces of their
malicious work by using anti-forensic methods to
manipulate and tamper with the evidence or interfere
directly with the network forensic investigation [Jah08].
The main disadvantage for the forensic examiner is that
encrypted packets are difficult to analyze.
The forensic analysis process must guarantee data
preservation and integrity.
Attacks in converged networks are becoming more
frequent and more complex to counter.
A method is required for reusing network forensic
knowledge and documenting forensic investigations.
Forensic incidents in VoIP are often faced by examiners
who do not have experience executing investigations or
using appropriate forensic tools.

Two of the most costly, time-consuming, and humanintensive tasks are the analysis and reconstruction of
attacks in a compromised system.
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Architectural patterns analyze existing VoIP
architectures in IP telephony. These patterns are used
for modeling tactical architectures using the UML
language. This research presents a pattern based
methodology where patterns are used for high-level
specification of the VoIP system.
Attack patterns which are defined as a systematic
description of the steps and goals of an attack, and ways
to defend this system. An attack pattern template is
used in order to describe how to document and organize

•

•

In [Pel09a] we proposed a new type of pattern, the
forensic pattern. This pattern represents a systematic
approach to network forensic collection and analysis of data.
We use forensic patterns to provide a comprehensive
solution to previously mentioned network forensic
challenges in converged tactical environments.

generic attack patterns. An attack pattern catalog is also
provided.
Security patterns focus on the security mechanisms and
standards to stop attacks against the VoIP system. From
the list of attacks one can figure out what security
patterns are necessary to prevent these attacks.
Forensic patterns focus on capturing, recording, and
analyzing information collected on VoIP networks from
several intrusion detection, auditing, and checking
points. These patterns will help network investigators to
understand which evidence can be obtained from the
VoIP system after a specific attack.

1) VoIP Evidence Collector
This pattern defines a structure and demonstrates a
process for collecting VoIP attack packets on the basis of
adaptively setting filtering rules for real-time collection. The
collected data is sent to a network forensics analyzer for
further analysis. This data is used to discover and
reconstruct attacking behaviors.

Figure 2 shows a pattern system diagram which focuses
on integrating these four types of patterns (i.e. Architectural,
Attack, Security and Forensic) in order to create a semiformal network forensic model for a simplified VoIP
environment. The combination of these patterns [Fer07a],
presents effective ways in which network investigators can
more effectively implement the use of network forensics as
a secure and convenient method of searching, collecting and
analyzing digital evidence in a tactical wireless VoIP
environment. The central part of this pattern system is the
VoIP network forensic model. The usefulness of this model
will directly depend on a comprehensive VoIP pattern
system.

Evidence
Collector

Network
segmentation
uses

message
secrecy

authentication
H.323
Signaling
Protocol

implements

uses

VoIP
Tunneling

Signed
Authenticated
call

In order to maintain efficiency when capturing network
traffic, we select the data to save, such as source and
destination addresses and ports, and protocol type. The
evidence collector can then extract all or selected voice
packets (i.e., request or response) over the VoIP network by
applying a filter. The data collected by the evidence
collectors is stored in a storage area network (SAN) cluster
and will be used to perform the corresponding forensics
analysis. We can also use network segmentation techniques
[Fer07b] to monitor the voice virtual local area network
(VLAN) traffic independently from data VLAN traffic,
although the two share the same converged network.

Evidence
Analyzer

implements

uses

In VoIP forensic investigations, collection sensors will
be deployed in the converged environment, thus reducing
the manual collection of data. In order to capture all voice
packets entering or leaving the system, these hardware
devices will be attached in front of the target servers (e.g.,
call server) or sensitive VoIP components. These sensors
will also be used by the IDS to monitor the VoIP network.

Secure
VoIP call
message
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SIP
Signaling
Protocol

Tactical VoIP
Forensic
Model

WiFi
Network
Architecture
uses

implements

implements
Attack
Patterns

Hybrid
WiFi/WiMax
Architecture
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a) Structure: Figure 3 shows the UML class diagram of
the evidence collector (modified from [Ren05]). The
evidence collector is attached to hosts or network
components (e.g. call server) at the node where we need to
collect evidence in a VoIP network. Forensic data is
collected using embedded sensors attached to key VoIP
components or Network Forensic Analysis Tools (NFAT).
VoIP components that are monitored can provide forensics
information once an attack occurs. The evidence collector
should be designed to extract forensic data and securely
transport it (i.e., hash and encrypt) to the forensic server
using a VoIP secure channel [Fer07b]. The forensic server
combines the logs collected from the target servers and the
VoIP network and stores them in its database to allow
queries via command user interfaces. When attached to a
terminal device, the evidence collector captures the
network traffic to record the whole procedure of the
intrusion and can be used to reconstruct the intrusion
behavior [Ren05]. The evidence collector is also able to
filter out certain types of evidence to reduce redundancy.
b) Implementation: After collecting the desired forensic
data, the evidence collectors will send two types of data to
the network forensics server, depending on the function
performed. If the sensor is attached to a key VoIP compo-

uses

WiMax
Network
Architecture

Hybrid
Signaling
Protocol

implements
implements

Figure 2 - VoIP Pattern System

The objective is to develop an architectural pattern-based
methodology that can be used to guide the design of
wireless VoIP systems and products as well as to simulate
these systems. In other words, a system of IP telephony
patterns is intended to describe how to secure and analyze
attacks in VoIP.
B. Network Forensic Model
In our technical approach we use a distributed attack
sensing and warning system realized as a series of networkbased collection sensors to acquire relevant forensic
information so that intrusion analysts can perform effective
analysis.
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Embedded
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Call Server

In our approach we combine (i.e., pre-process and store)
all forensic logs and network traffic captured by the
evidence collector into a forensic data repository (database
and files) and analyze them using techniques such as log
correlation and normalization [For04]. Logs are processed
and converted into a simple format and then compared with
the set of predefined misuse and attack patterns to identify
possible security violations [Ren05]. The raw traffic data
must also be converted into a readable format and stored in
a separate database.
The evidence analyzer then performs automated
inference based on the evidence database and presents
results to the forensic investigator. The analysis process
involves using automated methods to sift through large
amounts of acquired data and extract and identify data of
particular interest [Gra05].
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Figure 3 Evidence Collector Class Diagram

nent, it will collect logging system and audit data; otherwise
(i.e., attached to a terminal device) it will act as packet
sniffers do (with the Network Interface Card (NIC) set to
promiscuous mode) or NFAT tools extracting raw network
traffic data (e.g., entire frames, including the payloads, are
captured with tcpdump). These data are used to discover and
reconstruct attacking behaviors.
After each attack against the VoIP network, the forensic
data collected from key components and attacking sources
may include logging data. The following data may also be
useful to discriminate calls and call types:

a) Structure: Figure 4 shows a class diagram describing
how an IP telephony (as in figure 1) and a forensic system
integrate together. This model shows the three primary
forensic components: the evidence collector, the forensic
server and the network investigator. The evidence
collector is attached to a host that may be attacked in a VoIP
network (e.g., gatekeeper).
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Figure 4 Class diagram for a VoIP network forensics system
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 Protocol type
 Configuration data
 Raw packets
 Inter-arrival times
 Variance of inter-arrival times
 Payload size
 Port numbers
 Codecs

The main function of the forensic server is combining
the logging information collected from the VoIP network
and its key components, and storing it in the evidence
database. On the other hand, the network investigator
acquires information about attackers and their sources by
using techniques such as IP traceback and packet marking
and by mapping topology to geographic locations so as to
conduct further investigations.
b) Implementation:After the IDS gives the alert, the
network forensics server sends a command to the network
investigator (the response is in real-time). The network
investigator receives information from the forensic server
about sensitive spots on the VoIP network. Then the
network investigator surveys the network in order to obtain

2) VoIP Evidence Analyzer
This pattern defines a structure and process to analyze
the collected forensic data packets. It also presents a method
of investigating an alleged IP attack scene and tracing back
attackers.
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will include the generation of additional forensic patterns
including IDS versions of this approach.

useful information, such as the attacker location and phone
numbers. The network investigator will also scan the
network for mapping topology to find, for example, a false
proxy server, or traceback the location of the attacker
[Ren05]. Finally, the network investigator sends the scan
and survey result to the forensic server using a VoIP secure
channel [Fer07b]. This result will include such information
as the topology of the network, the IP address, the MAC
address, the possible geographic location of the IP.
The network forensics server can also analyze the attack
behavior by replaying the attacking procedures. Network
forensics tools can reorganize the packets into individual
transport-layer connections between machines [Ren05].
With the appropriate tools, investigators can capture the
packets and decode their voice packet payloads in order to
analyze VoIP calls.
The forensics server provides correlations of forensics
data in order to discover the attack behavior. This process
will provide network investigators a better way to monitor
voice traffic data and correlate events from VoIP security
mechanisms (e.g., IDS).
To construct the given same events, it is necessary to
correlate the different format logs to a single-layer data
format by time, IP, and User ID. This task is known as
normalization [For04]. Correlation in forensics is based on
the knowledge of previous attacks gained by historical
methods, geographical location, strength of signal, and the
behavior of the attacker. Likewise, attack patterns [Fer07a]
will provide prior knowledge of known exploits. VoIP
correlation rules correlate events taken from multiple VoIP
source devices, including call managers, IP PBXs, and voice
gateways [Hic07]. These correlation rules will detect, for
example, theft of service attempts as well as DoS attacks
against VoIP servers.

ACKNOWLEDGEMENTS
Special Thanks to Robert Reschly and Duane Wilson for
their many helpful comments and discussions regarding this
research.
REFERENCES
[Boo98] G. Booch, and J. Rumbaugh. “The Unified Modeling
Language User Guide”, Addison-Wesley Pub Co; 1st edition,
Boston (September 30, 1998).
[DFRWS01] Digital Forensics Research Workshop. "A Road Map
for Digital Forensics Research 2001." Digital Forensics
Research Workshop 6 November (2001): http://www.dfrws.org
[Fer07a] E. B. Fernandez, J. C. Pelaez, and M. M. LarrondoPetrie. “Attack patterns: A new forensic and design tool.”
Procs. of the Third Annual IFIP WG 11.9 International.
Conference on Digital Forensics, Orlando, FL, Jan. 29-31,
2007.
[Fer07b] E.B.Fernandez, J.C. Pelaez, and M.M. Larrondo-Petrie,
"Security patterns for voice over IP networks", Procs. of the
2nd IEEE Int. Multiconference on Computing in the Global
Information Technology (ICCGI 2007), March 4-9,
Guadeloupe, French Caribbean.
[For04] D. Valentino Forte, The Art of Log Correlation - Tools
and Techniques for Correlating Events and Log Files, IR Italy
Project, 2004.
[Gra05] T. Grance, S. Chevalier. “Guide to Computer and
Network Data Analysis: Applying Forensic Techniques to
Incident Response (Draft).” Recommendations of the National
Institute of Standards and Technology. August, 2005.
[Hic07] A. Hickey. “VoIP security monitoring gets proactive.”
SearchVoIP.com, 25 Jan 2007.
[Jah08] H. Jahankhani, E. Beqiri. “Memory-Based antiforensic
tools and Techniques.” International Journal of Information
Security and Privacy, Volume 2, Issue 2.
[Pel09a] J.C. Pelaez and E.B. Fernandez. “VoIP Network
Forensic Patterns.” Fourth International Multi-Conference on
Computing in the Global Information Technology (ICCGI
2009). Cannes, France, August 23-29, 2009.
[Pel09b] J.C. Pelaez. “Using Misuse Patterns for VoIP
Steganalysis.” Third International Conference on Secure
Systems Methodologies Using Patterns (SPattern'09). Linz,
Austria, August 31- September 04, 2009.
[Ren05] W. Ren, H. Jin. “Distributed Agent-based Real Time
Network Intrusion Forensics System Architecture Design.”
Proceedings of the 19th International Conference on Advanced
Information Networking and Applications (AINA’05). March,
2005.
[Sch06] M. Schumacher, E.B.Fernandez, D. Hybertson, F.
Buschmann, and P. Sommerlad, Security Patterns: Integrating
Security and Systems Engineering, Wiley publishing, New
York, 2006.
[Wan05] W. Wang, T. Daniels. “Building Evidence Graphs for
Network Forensics Analysis.” Proceedings of the 21st Annual
Computer Security Applications Conference (ACSAC 2005).
September 2005.

VI. CONCLUSIONS AND FUTURE WORK
In conclusion, VoIP will become more ubiquitous in the
near future, with the probability of becoming the most
popular system for mobile communication, therefore it is
important to study the mechanisms and tools for forensic
analysis on converged networks.
The forensic information found in VoIP systems has a
great potential to be used as evidence. Forensic patterns
value provide the most when UML models are reused on
similar investigations.
This research presents effective ways in which network
investigators can more effectively implement the use of
network forensics as a secure and convenient method of
collecting digital evidence in a VoIP environment.
This research focused on the functionality offered by
these semi-formal UML patterns. The main contribution is
the creation of a comprehensive pattern system to be used in
forensic investigation processes. The usefulness of a VoIP
network forensic model will directly depend on this VoIP
pattern system. These are the first steps toward a
methodology for modeling network forensics. Future work
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of components that deal with the different classes of threats,
proposed in the work above.

Abstract— As peer-to-peer (P2P) systems grow in popularity,
their benefits begin to appeal to more traditional users, like the
military and the enterprise. However, Information Assurance on
P2P is currently performed on a case-by-case basis. The solutions
proposed, although necessary, have been isolated, focusing on the
specific problems at hand for a particular P2P architecture. This
paper discusses the benefits that a security-centric simulation
platform would provide. While other P2P simulators have long
been available, none of them has a focus on security. To this end,
we propose a components-based framework to enable
experimentation with different security parameters. By using
components with well-defined interfaces, we aim to minimize the
effort required to use a different strategy for a function, be it
routing a message, or finding a peer. The ultimate goal is to be
able to compare the systems side-by-side. Our objective is for this
framework to provide useful comparison metrics, thus
establishing a common test bed for the different security models
that exist today for P2P.

II.

A. Basic P2P primitives
This subsystem encapsulates the bulk of the usual peer-topeer transport functionality. We use it to decouple our
components from the particular P2P transport used.
As we will revisit later on, this approach has proved to be
quite challenging. To begin with, different P2P networks use
different calling conventions. It is quite difficult to develop an
abstraction layer that would work over several networks.
Another issue arises with the need to exchange data
between different components. The solution we considered is
to have several data mapping algorithms.

Keywords-Security, System Design, Testbed, Peer-to-Peer

I.

PROPOSED PLATFORM

Our platform provides a playground where developers can
implement the specific security-sensitive functions they need,
and then study how those affect their P2P systems. In this
section, we will review the high-level functionality offered by
each of the layers.

INTRODUCTION

B. Security Providers
Any module that encapsulates a piece of functionality
directly related to security, we call it a "Security Provider".
Take, for example, RoutingProvider. Depending on her
needs, the implementer will have to code the behavior for her
specific routing algorithm. Otherwise, one of the options
provided by the framework could be selected.
An issue arising from this architectural design is the crosscomponent incumbency of concepts. For instance, a routing
algorithm could make routing decisions based on the particular
representation of a node’s Id. One such routing algorithm is
Uinta[4]. The consequence of this design decision is that it is
now hard to decouple the routing algorithm from the
identification mechanism.

There is considerable interest in the security aspects of
peer-to-peer (P2P), and in security in general. The DETER
testbed [10] is a prominent example of this interest.
To tackle P2P security research, scientists have created
taxonomies [1][2][3], based on different criteria. These
taxonomies are then used to classify related security problems
into specific categories, e.g. “trust abuse” [2][3].
Wallach [1] explores and classifies some of the common
functions in P2P systems, enumerating possible weaknesses in
each category.
A different classification is proposed in [2], where the
authors use the concept of "rational attacks". These attacks are
used to identify different sets of related "attack vectors".
Another framework is proposed in [3], where the authors
analyze different security aspects of existing P2P systems.
They perform their study by defining an "adversary model",
which is then used to classify the different vectors available.
We believe that these classifications are invaluable to
understand what tools are available to an attacker. But they
need to be fleshed out as software. We thus propose our
platform: P2PSecT. The objective is to provide the building
blocks for any P2P system, focusing on defining an architecture

C. Application-facing services
This interface has to be flexible enough as not to rely on the
specific mechanism enforced by the underlying platform, while
enabling access to as many of its functions as possible.
These are, however, conflicting factors. On one hand, we
have the functionality provided by one particular platform. On
the other hand, we have the portability that is sacrificed by the
use of those ready-to-use functions.
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peer's server thread should then acknowledge reception by
printing a short message to the standard output.

We have thus settled on reusing as much functionality
provided by the underlying platforms as possible. Although this
might not be ideal, it is the most practical for this work.
III.

B. Why is this version vulnerable
To keep our analysis short, we will not try to discover all
possible attack vectors. Instead, we will focus on those
vulnerabilities that will be addressed later by our improved
version.
First, and perhaps most important for this scenario, all
communication between peers in this sample application is
done in clear text.
Another concern is that there is no way to guarantee the
anonymity of communications. Imagine the situation where a
'whistle blower' wants to criticize the activities of her boss. In
order to provide a guarantee that she won’t suffer retaliation,
anonymity must be enforced.
Finally, note that in this example, we are relaying on the
identification mechanism provided by default in JXTA. This
component generates IDs in a pseudo-random fashion. This
particular approach of identification tokens leaves the P2P
application vulnerable to Sybil attacks.
In Fig. 1, we see output from this simple application. As we
will show in the following section, this output varies quite a bit
between versions, thanks to the packet being encrypted during
transmission. We will also show how we achieve anonymity.

FRAMEWORK DESIGN

As we saw in the previous section, our framework is
organized around components. These components are in charge
of enforcing different security functions of the P2P
architecture. In this section, we will briefly introduce four of
those security components. For each one of them we will
provide a high level overview and a description of the main
responsibility.
A. Identification
The purpose of this component is to provide secure
identifiers. Several strategies can be used to create an object's
id. Each one of those has different characteristics, presenting
different sets of benefits and challenges. It is up to the user of
the framework to decide, depending on specific environment
conditions, which strategy should be used to generate the ids.
B. Routing
A major issue that needs to be addressed, if we are to create
a reliable P2P network, is to provide secure routing primitives.
In order to achieve this goal, several routing algorithms have
been proposed. We intend to abstract the rest of the framework
from the particular implementation of the routing component.
Hence the need to have a specific provider for it.

C. New version: impact on security
At this point we have a simple, naïve implementation of a
P2P application, vulnerable to several types of attacks. Here we
will study what has changed in the new version, specifically
regarding the functionality that provides security measures and
how they change the scenario depicted above.
The first issue that we reviewed for the previous version
was encryption. On the new one, we have provided a simple
form of encryption.
Our next task is to provide anonymity during transmission
by using a specific implementation of the routing component.
This takes us to our next step: How do we provide end-toend anonymity between any two pair of nodes? One possible
solution is to use Onion Routing [5], which uses successive
layers of encryption. Now the nodes do not know where a
packet is going, but only the next hop along its route.
A good way to visualize what has changed between the
insecure version and this new one is to review the actual output
of an execution. In Fig. 2 we show the output log from a typical
test run.
What we see there is the packet as it transits through the
network. Whenever a peer receives a packet, it will print its
contents, and will then decrypt the payload, thus removing a
layer of encryption from the 'onion'. Once the payload has been
decoded it is sent to a different host.

C. Replication
Replication is the mechanism by which a given resource,
e.g.: a file, is redistributed to other peers in the network. There
might be several reasons why a P2P application would want to
offer this functionality. We are not interested on those reasons,
but on the fact that this vector can be used to launch an attack
on the network. It is thus necessary to provide a component that
provides security for this function.
D. Confidentiality
A basic requirement of any secure network is to be able to
transmit confidential data. It is also a requirement to ensure that
the data has not been modified during transit. It is thus
imperative that we provide a layer of indirection over specific
cryptographic functions. In order to study the impact of
different algorithms we define a cryptographic API, which will
be used to encrypt, decrypt, sign, and verify the information
that is sent over the P2P network.
IV.

SAMPLE INSTANTIATION

In this section we will show how we built a very simple,
insecure P2P application and how we improved on it using our
framework.
A. First, insecure version
We found one simple application as part of the JXTA
samples that matched what most P2P applications do at a basic
level: message exchange.
After a small modification, we ended up with a simple
application that had all the moving parts needed to represent a
more complex P2P application. The client is fairly simple: It
tries to connect to the server and transmit a short message. The

Figure 1. Text output from the insecure application
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most important issues affecting P2P applications today. We
will later provide a tentative solution for the items in each
category.
B. Managing the threats: How to manage those attack
vectors
After reviewing what threats should we focus on, we have
to decide how we deal with them. To reduce the complexity of
the problem, we first focus on finding what threats can be
grouped together. To be able to do this, we define a criterion
for classification, explicitly stating what characteristics we
want to prioritize.
Table I shows that classification. For each class, we
propose a component that could take responsibility for
implementing a solution for it.
C. Current Status: What are we managing today?
As we expected, it turns out there are many subtle tradeoffs across components. Consider the choice of a particular
identification strategy for assets stored in the network: It may
deeply limit what options are then available for replication of
that asset.
On the flip side, that was one of the main goals of our
work: To identify what alternatives, and their trade-offs, are
available to a developer when creating a P2P application, and
how those options affect the resulting software. The developer
should be able to replace any component with an alternative,
and be able to study, compare and draw conclusions about how
that change impacts the system.
Table II offers a summary of components currently in use.
We do not include the components that make up the interface
to the application layer, or to the P2P platform below, because
those are considered as infrastructure for the purpose of this
work.

Figure 2. Debug output from the new version

V.

ANALYSIS OF RESULTS

In this section, we analyze attack vectors, what framework
components have been defined to address those vectors, and
enumerate what threats are mitigated with the current
implementation.
A. Possible attack vectors
The framework, being a security-specific one, has to
provide countermeasures against most threats. In addition to
that, it should provide extension points to allow for future
enhancements. Table I reflects what we believe are some of the
TABLE I.
Attack

Component

SURVEY OF ATTACK VECTORS
Example of attack

Benefit obtained by attacker

Excuses

Policy enforcer

Attacker claims that he is unable to provide resources.

Attacker doesn’t need to share resources

Picking on newbie

Policy enforcer

Attacker may abuse new peers who have to pay dues first

Attacker doesn’t need to share resources

Fudged books

Policy enforcer

Accounting records are modified

Attacker appears to share resources

Forged evidence

Policy enforcer

Attacker produces proof of collaboration in the system

Attacker appears to have shared resources

Accounting

Policy enforcer

Attacker manages to stop the auditing process

Cannot determine if attacker collaborated

Group deception,
local honesty

Policy enforcer

A group of colluding nodes modify their accounting records The colluding nodes look like they have
as to show collaboration
collaborated, but have not.

Elusion

Maturation

Attacker gets a file or any resource then immediately leaves.

Sybil

Identity
manager

The attacker abuses the system, but it is able to disassociate The attacker looks, after getting a new id, like
himself with the identity that has the bad reputation
an innocent peer.

DoS

Several

Attacker disrupts service by joining and leaving repeatedly

Eavesdropping

Confidentiality

Attacker is able to look into the data transmitted by other Attacker can gain vital
nodes in the network
information to gain privileges

Censorship

Replication

Attacker is selected to hold the replicas of the objects that the Attacker can deny retrieval of an object, or
system is supposed to distribute
infect it with malware.

Censorship

Routing

An attacker can locate himself in a way where he controls The attacker can deny access to objects or
access to a given resource, by controlling all routes to a node nodes
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Attacker benefits, without giving back

Attacker is able to disrupt the network

TABLE II.
Component
Confidentiality

Routing

COMPONENTS AVAILABLE IN OUR FRAMEWORK TODAY

Implementation Status

Lessons Learned

Challenges for future undertakings

Simple algorithm has been
provided. Reliable encryption
uses Java API
Infrastructure is in place, with
two sample routing strategies

Implementing an abstract interface that
can
accommodate many
crypto
algorithms is hard
Flexibility is paramount when dealing
with this component. Routing can
depend on many things, like IDs
IDs are tightly coupled to the underlying
P2P platform. It is hard to not used a
similar schema used by the hosting
platform
Replication is applicable only when
there are discrete items to be distributed.
Not as useful for CPU time

Provide more cryptographic algorithms, keep
those algorithms updated over time, extend the
interface to accept new kinds.
Some routing algorithms are heavily dependant
on the structure of the IDs. This can make it hard
to keep the coupling of those components low.
Some other components, like replication, might
be heavily dependent on the internal structure of
an ID. It can prove difficult to separate them.

Identity
Manager

One type and one generator are in
place.
Framework
provides
interface for adding more

Replication

This component has been
modeled,
implementation
is
partial

D. Conclusion
By no means is the development of a security framework an
easy task. The challenges are many and across the board. Let us
review some of them:
If there is an exploitable bug in the framework, the whole
purpose of its very existence can then be questioned. Special
care must be taken to design and develop this platform.
If the framework lacks features, its usefulness will be
limited. The endeavor needs to be ongoing, not a one-time
effort. By making this a community-wide, open-source project,
the resulting platform can be made comprehensive, including
algorithms and mechanism that might not be available
otherwise.
If the framework is not maintained, it can become obsolete
very fast. Even modern cryptography will be easier to crack
with the advent of more powerful computers.
In spite of all these challenges, there are many things to be
gained: easier implementation and testing of P2P systems,
allowing students to try different parameters and interactions
between different components, and to study the weaknesses of
a system in a controlled environment.
VI.

Some replication strategies offer good features,
but at the cost of a compromise in some other
component

VII. ROOM FOR IMPROVEMENT AND RESEARCH
OPPORTUNITIES

To begin with, the framework needs more components.
Developing more algorithms and strategies will improve the
framework, as weaknesses will surely be identified.
Another possible improvement is to provide an interface to
a different P2P platform. Currently the framework is built using
JXTA. To compare different P2P infrastructures, we need to
build more components for the lower layers, in charge of
translating data types, adapting function calls, and enabling
communication in general.
As a final point, we need to validate the framework itself.
For example, our framework is mostly event-driven. Such a
bias should be addressed, if it is found to limit instantiations.
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RELATED WORK

Other projects, like PEPERS [11], have already identified
the potential benefits of creating a simulation testbed for P2P
security.
Another related project is the work of [6], which studies the
security features of large P2P grid systems. They also propose
a framework, only that they focus on one particular
implementation, grid architectures.
There is also a project called Phyllo [7], but only seems to
address routing strategies.
A different approach is found in JXTA [8]. This package is
not a framework, but a specification of what the
communication protocols between the peers should be. This
work does not focus on security, instead providing a common
platform for building P2P applications.
Finally, we have GNUnet [9]. GNUnet is a secure P2P
framework. It does not, however, focus on security. It has many
interesting features, like anonymous transmission, but it does
not provide as much flexibility to modify key P2P components,
like Id generation.
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Abstract
MDSD is highly regarded and already used in industry. This
paper presents an approach for the model driven development of
enterprise applications with minimum modeling effort and a maximum of conﬁguration possibilities for the software developer. The
approach uses the GeneSEZ framework with the concept of model
annotations. It uses UML proﬁles with stereotypes and tagged values which can almost be used like the known Java annotations.

1. Introduction
Nowadays Model Driven (MD) approaches are highly
regarded, visible by the increasing number of acronyms:
Model Driven Architecture (MDA), Model Driven Software
Development (MDSD), Model Driven Engineering (MDE),
Model Driven Test Development (MDTD), etc. MD approaches are successfully applied in software projects [1, 2]
and are an appropriate instrument for developing large business applications. A formal model, e.g. the Uniﬁed Modelling Language (UML), is evaluated to generate source
code (model-to-text transformation). In order to focus on
the domain a Platform Independent Model (PIM) is preferred. Platform and technology speciﬁc information can be
added e.g. by characterizing UML elements using the proﬁle mechanism [3]. The result is a Platform Speciﬁc Model
(PSM), e.g. a persistence model.
The Java Enterprise Edition (Java EE) [4] provides technologies to build enterprise applications. These technologies are described as speciﬁcations deﬁning functionality
and characteristics which a software product has to provide
in order to implement this speciﬁcation. There are three basic speciﬁcations for enterprise applications using the wellknown three layer architecture:
• Java Persistence API (JPA) for persistence,
• Enterprise JavaBean (EJB) for business logic and
• JavaServer Faces (JSF) for presentation.
This paper introduces an approach to build Java EE applications with the help of MDSD and model annotations.

These annotations allow the software developer to enhance
the domain model by as few as possible technology speciﬁc
information and get a technology compliant model. Missing information are completed without losing the ability for
a detailed conﬁguration. This process requires an easily accessible meta model provided by the Generative Software
Engineering Zwickau (GeneSEZ) framework [5]. It provides an own meta model and uses openArchitectureWare
[6] for model-to-model and model-to-text transformations.
Section 2 describes an example illustrating the concept
of the model annotations explained in section 4. Section
3 gives a brief overview of the Java Persistence API (JPA)
and Enterprise JavaBean (EJB) proﬁles. Section 5 summarizes beneﬁts and discusses some practical experiences. The
related work is mentioned in section 6 before section 7 concludes the paper and gives future prospects.

2

Example

The example used in this paper is a simpliﬁed bank
scenario shown as a UML class diagram in ﬁgure 1.
Banks can have customers and possess address information. The customers can have three types of bank accounts
mainly differing in their interest rates. The checking account is used for daily cash ﬂow with a low interest rate
whereas the other two accounts offer higher interest rate
for saving money. The CustomerBean, BankBean and
CommunicationBean contain the business logic like
CRUD operations or email communication.
This example contains uni- and bidirectional associations with different multiplicities and generalization relationships plus operations distributed on different classes.

3. The JPA and EJB proﬁles
The JPA and EJB speciﬁcations deﬁne annotations to include metadata into the source code (source code annotations). The introduced stereotypes are designed in dependence of these annotations. They enable the software developer to annotate model elements and are therefore called
model annotations. This allows the software developer to
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tations). On the one hand there are source code annotations mapped one-to-one to the model annotations,
e.g. ejb3Local. On the other hand there are reasonable summarizations of source code annotations mapped
onto one model annotation, e.g. jpaPersistentEntity and
ejb3SessionBean. Reasons for such summarizations are (1)
they often appear together or in combination or (2) they
have the same context and very similar or equal attributes.
The properties of the source code annotations are
mapped onto the tagged values of the corresponding stereotype, ensuring that every conﬁguration possibility provided
by the speciﬁcation is available for the software developer
on model level. The concept of conﬁguration by exception
is adopted for the model annotations and allows the use of
tagged values like source code annotation properties.
The UML model contains much information which can
be used to reduce modeling effort for the software developer. According to a speciﬁc semantic context the software
developer can provide either (1) no speciﬁc information at
all, (2) partial information or (3) all information.
Figure 1. UML class diagram of the bank scenario
use the stereotypes on the model level in the same way he
uses the annotations on source code level, and to create a
complete speciﬁcation compliant model. This model is the
foundation for the GeneSEZ framework to generate the appropriate source code. The proﬁles are realized by the proﬁle mechanism of the UML. Every stereotype name starts
with the preﬁx jpa or ejb3 to avoid naming conﬂicts. The
proﬁles use enumerations as data types where possible in
order to maximize type safety and provide default values.

4. Model annotations
This section describes the approach of model annotations
with their goals and the way of creation. First, a general
description is provided, followed by examples according to
the speciﬁcations JPA and EJB.

4.2. JPA model annotations
In order to examplify the introduced approach some
model annotations of the JPA proﬁle are presented in context of the bank example (see section 2). Figure 2 shows a
JPA compliant class diagram of this example. The missing
classes are handled in section 4.3. The stereotype entity1
characterizes an element to be persistent and is an equivalent for jpaPersistentEntity. This single stereotype
is sufﬁcient to map the classes in ﬁgure 2 to a relational
database (ﬁrst variation of providing information). This
stereotype can be used in an early phase of the software
development process, using MDA with JPA model annotations and the results can be reused in implementation phase
to create e.g. a prototype which can be conﬁgured in more
detail without creating a new model or changing the used
stereotypes.
In the following three examples of additions and modiﬁcations are listed to show how much information are already
available in the UML model or provided by default values:
• An attribute with name id is added and annotated with
jpaPrimaryKey.
• Association attributes are provided with jpaAssociation and the corresponding enumeration literal of
jpaAssociationType.
• A no argument constructor as well as getter and setter
are added to every entity.

4.1. General approach
The main goals of model annotations are:
• They can almost be used like source code annotations.
• They create a complete speciﬁcation compliant model
with minimum effort but still in-depth.
• Technology speciﬁc information are minimized to focus on the enterprise application domain.
Two different ways have been unfolded to create the
stereotypes with their tagged values (the model anno-

Listing 1 shows the generated source code for the class
Account. Due to our experiences (see section 5) manual
1 UML
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standard obtained Jacobson classiﬁcation ([Jac92])

Figure 3. session beans for the bank example
Figure 2. persistence model of the bank example
changes to the source code of entity beans are rare. Therefore programming effort to create entities using model annotations is very low.
@Entity
@Table(name = "tbl_account")
@Inheritance(strategy = SINGLE_TABLE)
public class Account implements Serializable {
@ManyToOne(cascade = {})
private Customer owner;
@Id
@GeneratedValue(strategy = GenerationType.AUTO)
private int id;
public Account(){
}
//getter and setter [...]
}

Listing 1. source code of class Account
An example for the earlier mentioned summarization
reason2 is the model annotation jpaPersistentEntity causing the generation of the source code annotations @Entity
and @Table. We know no JPA speciﬁc case in which the
information about the database table is necessary without
characterizing the class as an entity.
The association Bank-Customer exempliﬁes how
omitted information are completed. First, multiplicities on
both sides of the association are evaluated, 0..* and 1..*,
leading to the jpaAssociationType ManyToMany for both
association attributes. Afterwards the direction is determined: bidirectional. JPA needs to know the owner of this
association which is not provided by the model. Therefore
the class which is evaluated ﬁrst becomes the owner. The
software developer can change this behavior by assigning
true to the tagged value mappedBy of the stereotype jpaAssociation. The ﬁeld name for the corresponding JPA information is detected from the model data.
Despite this completion the software developer can add
speciﬁc information to the assocation attributes, e.g. the
cascade type. This will not affect completion and allows a
more detailed conﬁguration.
2 source

code annotations appear often together or in combination

4.3. EJB model annotations
CustomerBean,
BankBean
and
CommunicationBean contain the business logic
for the introduced bank example. Therefore they are
characterized as EJB session beans in ﬁgure 3.
Session beans need business interfaces. Using the EJB
proﬁle it is unnecessary to model them. By default a
local business interface is added for every session bean,
e.g. the BankBean. This can also be done by using
the model annotation ejb3Local. A remote business interface is added if the stereotypes ejb3Remote is found,
e.g. CustomerBean. Of course it is possible to explicitly model the business interface of a session bean, e.g.
CommunicationInterface.
Session beans are accessed by their business interface.
By applying the source code annotation @EJB the dependency injection of the EJB container can be used. However,
there is no business interface in this model which could be
used as data type for the attribute bb. In such cases the
software developer uses the session bean itself as data type
and GeneSEZ converts it to the corresponding business interface data type, IBankBeanLocal for bb (see listing
2).
@Remote
@Stateful( name = "CustomerBean" )
public class CustomerBean implements ICustomerBeanRemote{
@EJB
private MailBeanInterface cb;
@EJB
private IBankBeanLocal bb;
private Bank selectedBank;
@PersistenceContext( type = EXTENDED )
private EntityManager entityManager;
public CustomerBean(){
}
//operations [...]
}

Listing 2. source code of class CustomerBean
In order to combine EJB and JPA the model annotation
ejb3SessionBean owns the tagged value entityManager. By
default an attribute of data type EntityManager with a
normal persistence context is added to a stateless session
bean, e.g. BankBean. According to the context session
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bean no information beside ejb3SessionBean has to be provided by the software developer. If there is no need for an
entity manager, the modeler can simply choose the enumeration literal None (CommunicationBean). The default
entity manager for a stateful session bean has an extended
persistence context (see listing 2).

5. Beneﬁts and experiences
The introduced approach has the following beneﬁts for
the software developer:
• reduced modeling effort using conﬁguration by exception and summarizations
• in best case only one model annotation is needed to
create an entity or session bean
• annotate model elements almost like using Java annotations, no extra training for software developer necessary
• modeling effort is reduced by combination of proﬁles
• level of detail of the model adjustable according to development phases
• supports agile development like prototyping or Scrum
The two proﬁles have been used in practical projects with
different scales. Smaller projects contain about 60 to 90
classes to implement the business logic for a regular website. The reference project with about 150 classes supports
students in administration and management of collegiate
organisations and the coordination of sports groups. The
project is in beta phase and about 250 students work with it.
About 5000 students will have access to the ﬁnal version.
Another application ﬁeld is education. The proﬁles in
combination with GeneSEZ have been applied in practical
exercises. In the ﬁrst exercise a rudimentary model is created which can be conﬁgured in more detail in further excercises. The code generation reduces programming effort,
avoids demotivating errors and allows a more detailed introduction to the technologies.

6. Related Work
In [7] a UML proﬁle for JPA is introduced. The proﬁle is also based on stereotypes but is more complex and
focusses only on persistence layer. The realization is completely different. Furthermore any experiences in applying
the MD-JPA approach to real world examples are missing.
The fornax platform [8] provides several cartridges for
code generation based on openArchitectureWare and the
UML meta model which increases the effort for model-tomodel transformations, see [5]. The JPA and EJB cartridge
are still under development and functionally rudimentary.
The Hibernate cartridge creates XML based conﬁguration

ﬁles instead of annotations and provides only little support
for the modeler to reduce modeling effort.
AndroMDA [9] uses a Java implementation of UML as
meta model for code generation. For meta model adjustments and information hiding the concept of so called meta
facades based on the facade pattern is used. AndroMDA
provides several cartridges amongst others Hibernate and
EJB. A cartridge for JPA is not available.

7. Conclusion and further work
The paper shows an approach to develop Java EE enterprise applications with minimum modeling effort and minimal technology speciﬁc information using model annotations. The introduced JPA and EJB proﬁles allow software
developers with different knowledge levels a comfortable
and efﬁcient way of modeling the persistence and business
logic. By adopting and reﬁning the concept of conﬁguration by exception the software developer can leave out information indirectly available in the model or by default
values. This sharpens the business view. Nevertheless the
software developer can conﬁgure the technologies in every
detail. The default behavior can be easily adapted to new
experiences and customized to company speciﬁc settings.
In the future development the JPA and EJB proﬁles will
be adjusted to the new Java EE6 speciﬁcation[4]. To reach
the overall goal, i.e. modeling whole enterprise applications with minimum effort, the developing of proﬁles for
JSF, Seam[10], context and dependency injection (CDI),
Dependency Injection for Java and Bean Validation[4] have
already been started. Among other things these developments will allow us to create new source code annotations
which can also be used as model annotations.
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conceptual methods and implementation methods. All
conceptual methods and some of implementation
methods focus on enhancing the system's functionalities
by introducing self-adaption; however, they use past
behavior to predict future events, which is an inherently
unreliable approach since by the nature it is basically
heuristic. The other part of implementation-based
methods aims at finding a better self-adaptive
functionality or implementation rather than using selfadaptive features for system s quality improvement. In
this paper, we want to improve the quality of original
system functionalities by self-adaptation. We propose a
document-driven approach that uses guaranteed
information rather than relying on heuristics and
statistics.
Documentation should systematically and precisely
describe the details of the system analysis and design.
Each document must bind those who carry out the
subsequent design unless those who accepted the
original document agree to change it. Good document
helps programmers to divide a system into modules, to
specify interfaces, and even to describe the variables of
the system. Our document-driven method helps
engineers to extract the essential elements of a selfadaptive system and overcome the problem of
uncertainty during the system design. This paper also
highlights how to integrate the documentation
technique with self-adaptation.
As a result, our
approach can assist software developers to build a selfadaptive system.
Our approach has four major activities in the design
phase. Each activity obtains, produces or modifies one
or more associated documents. Then, based on those
documents, adaptation will be applied to reach the
optimized results during implementation.
To clearly illustrate this method and be practical,
we assume the system to be built has limited resources
and system performance has to be improved by selfadaptation. According to our examples, only
performance related quantifiable attributes are

Abstract
During the self-adaptive software system
design, one of the deficiencies of past research is
that past behaviors are always applied to predict
future behaviors. As the past is not always a good
predictor of the future, such strategies may cause
poor performance while the behavior changes. In
this paper, we introduce a document-driven
approach for developing a self-adaptive software
system to enhance its qualities such as
performance. In our approach, how to use precise
mathematical documentation to build adaptive
systems is shown, and we also offer the
documents that are used to bind on developers.
As a result, this approach ensures that the
adaptive behavior is based on reliable information
rather than heuristics. Especially, we apply the
"plug-and-play" idea; therefore our approach is a
good solution for situations where new versions of
components may be "plugged into" an existing
system and that system must adapt itself to the
new component. To demonstrate two different
possibilities, we illustrate our approach by using
two case studies.

1.

Introduction

Self-adaptation is used to guarantee the satisfaction
of a system's functionalities during the environmental
changes or requirement variations. A self-adaptive
software system evaluates its own behaviors and
changes behaviors when the evaluation indicates that it
is not accomplishing what the software is intended to
do, or when a better performance is possible [2]. Due
to the increasing functionalities of modern software
systems, the need of self-adaptive software appears to
be growing [1], and how to build a self-adaptive
software system causes very much attention.
Many approaches have been proposed to build selfadaptive systems. They can be generally classified into
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considered when the adaptation objectives are set, e.g.,
lowest time cost or the smallest space. This constraint
allows those attributes to be traced in the document,
evaluate their value when necessary, and use them in
the implementation. In addition, our examples, only
two types of self-adaptation are presented: (1) a system
adjusts some part according to the other part that has
changed; (2) a system has several candidate
components or modules. Without changing the partial
system, it chooses the most suitable components or
modules to achieve a pre-defined criterion (e.g. the
shortest time). Although the demonstration is simple,
our ultimate objective is to extend this methodology to
a common adaptive control system implementation.
The rest of the paper is arranged as follows.
Section 2 is a brief introduction to related research
work by other groups. Section 3 introduces the
document-driven approach. Section 4 presents the
details of the proposed method. Section 5 analyzes the
experiment results. A discussion of future work is in
section 6.

2.

3.1.1
Module Guide (MG)
This document helps the programmers to find the
modules that are relevant to them. It can be written
using tables (see Table 1) [14], and includes modules
within a hierarchy - the highest level (system) to the
lowest level (individual module). The Module Guide
table contains each module
, the design
descriptions that is hidden in the module, and the submodules
. It provides the reviewers and
maintenance-programmers what programs will be
affected by a proposed change.
Table 1. Module Guide Table
Module
Secret
Possible
SubName
Hidden
Changes
Modules
3.1.2
Module Interface Specification (MIS)
The Module Interface Specification defines the
interface between modules. It tells programmers what
is needed to build into a module and also lets other
developers know what can be expected of a module.
The document contains information for both those who
build the module and those who use it.
3.1.3
Module Internal Design Documentation
(MIDD)
A MIDD contains internal design decisions. This
decision information is known by those who review the
systems. This document also offers the programmers
an overview of the code and helps those who maintain
the system to modify the source code more easily.
The three documents above are based on the
document-driven approach, which is elucidated in the
paper by Parnas [11][15].

Related Work

Various architecture-based adaptation frameworks
have been proposed during the past few years [5][6][7].
The objectives of these approaches are formalism and
modeling, and adaptation mechanisms, which include
Rainbow
framework
[5],
Knowledge-Based
Architectural Adaptation Management approach
(KBAAM) [6], Software Architecture based SelfAdaptation (SASA) [7], a reflective architecture by
Walter et al [13] and ArchStudio for self-adaptation of
C2 style system [8]. Moreover, different domain also
developed their corresponding dynamic framework,
such as Darwin [9][19], ArchWare [ 12], Weaves [18],
Willow [17], CASA [16], and CR-RIO [23]. In
addition, some other perspectives focuse on autonomic
implementation, such as database optimization [ 21],
network server provisioning [22], and workload
optimization in web servers [ 23].
Even though previous self-adaptation research
suggested various solutions, most approaches assume
that a prediction can be made correctly based on past
behaviors. Our approach focuses on how to build up
the specification of the status of the available
adaptation options. By reading such specification at
runtime, the system is able to decide which adaptation
is chosen in order to gain certain objectives.

3.
3.1

3.2

Trace Function Method (TFM)

The TFM is a way to describe MIS based on earlier
algebraic, axiomatic and trace-based approaches. The
TFM is intended to be used as a description of
components with a hidden data structure that should
not be mentioned in a specification. More detailed
information can be found in [11].

4.

Design Process

Figure 1 shows the whole design process. During
the analysis and design phase, MG, original MIS,
parameterized MIS and MIDD are created along with
the design activities. Since TFM can helps us to
precisely address behaviors of variables that are
specified by MIS and the adaptation mechanism
requires the information of the target components, at
this stage, TFM is applied to collecting the necessary
information
for
self-adaptation
development.
Meanwhile, the specification parameters of the MIS(s)
are also created, so is the adaptation strategy, which
contains the instructions about which MIS(s) and
parameter(s) should be read. Finally, a system is
implemented based on the design. Optimizing the

Documentation
Design Documents

We use three kinds of documents in the analysis and
design phase: Module Guide, Module Interface
Specification and Module Internal Design Document
[10]. The details of them are shown below.
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Since the value of each output variable described by
TFM is a function of the history of the events not like
simply listing the program variables, variable value
change traceability can be easily performed by TFM.
Those variables listed in the abbreviated event
descriptor in the access program table (Table 2) are the
one whose values are changed by the events (in this
case, the access programs). Thus access program table
helps us easily to find the events that affect the
variables according to their relations.
To explain this tracing procedure, we can take a
simple example, i.e., our adaptation goal is to make the
system perform certain function within minimum time.

Artiface
Activity Flow
(Must happen before)

Activity

Artifact Flow
System Analysis
and Design

Sub-Activity

Target Module/
Component Selection

Module
Guide

Target Output
Variables
Identification

Original Module
Interface
Specifications

Adaptation Goal
Setting

Adaptation Source
Finding

Access Programs
Output Variables
Observation

Parameterized
Module Interface
Specifications

output variable table is examined and those MISs that

Adaptation
Parameterization

by looking at the access program table of each selected

Adaptation Strategy
Building Up

Adaptation
Application
According to
Optimized Result

abbreviate event descriptor are detected, which means
those access programs change the valu
Table 2 shows that PUSH, POP and SWAP programs
related access programs are found, the time related
parameters can be located in the specification

Module
Internal
Design

Implementation
Read Specification Parameters
According to Strategy

After all the needed information is collected, we can
build up the adaptation strategy that uses associated

Figure 1. Design process

system how to achieve the objective function according
to the runtime inputs.

results that come from the pre-defined specification and
the strategy will perform the self-adaptation. (Arrow in
) We classify the
modules of the system in two categories
modules include the modules or components whose
changes will cause the adaptation. Non-triggering
modules are those modules or components whose
behavior will not cause any adaptation.
Our cases realize two kinds of self-adaptations. One
adaptation shows how non-triggering modules are
affected by the change of triggering ones. The other
one indicates that triggering modules will not be
affected, instead, for the sake of the adaptation target,
triggering modules just choose one of change options
that the modules has. However, both types have to read
the specification parameter values and apply the
adaptation according to the adaptation strategy.

4.1

Table 2. Access program table

Table 3. Output variables table

Adaptation Design

Among all MIS tables, only access program, output
variables and specification parameter tables (see table
2, 3, and 4) are used to b
mechanism. Variables filled in each table provide
developers significant system design information and
clues to trace according to the pre-set adaptation target.
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how it would perform. The stack receives the string
with certain speed. The system uses the stack to
reverse the string. Since the stack can be different
we need
to pack the string into packages accordingly and use
the packages as the element to be manipulated in the
stack.
5.1.2
Objective
The goal of this case is to get the minimum time
cost of string reversal. Five elements, pop time, push
time, stack width from the stack specification, and the
arriving speed from the string, are used to calculate the
time cost and they can directly obtained. However, we
have to compute the packing time according to
different package sizes.
5.1.3
Evaluation
When the time cost is computed, two cases may
happen due to different string arriving speed.
(1) Fast: Tc = n*(Tph + Tpk + Tpp)
(2) Otherwise, slow: Tc = n*(Twp + Tph + Tpk +
Tpp)
Where Tc is time cost, Tph is push time, Tpk is
packing time, Tpp is pop time, Twp is package waiting
time and n is the number of packages.
The goal of the evaluation is to look for the best
package size for the application.
5.1.4
Case Result
The testing machine is an iMac G4 with a 700 MHz
processor. Table 5 shows the fixed packing time that
are used in the experiment.
To get a more convincing result, we repeat 10 times
and each time we run the experiment on three stacks.
Even though every time our experimental values are
slightly different, the adaptation judgment is the same.
Hence, we just provide one of our results (Table 6,
Table 7, Table 8 and Table 9) to illustrate the
calculation.

Table 4. Specification parameter table

4.2

Adaptation Strategy Application

The adaptation strategy is applied after the program
has been implemented but before algorithms run. It
states the MIS parameters and system inputs which
adaptation needs, and has three major steps to
accomplish the procedure.
Read the corresponding MIS parameters and input
data. From the example in section 4.1, the system
reads the MIS(s) of triggering modules to get the
minimum time cost; thus, the value of poptime and
pushtime and the input (e.g.: string size).
Evaluation according to the Strategy. To evaluate
the performance of system (like time cost),
objective function is setup and collects data as the
input during the calculation.
Get the optimized solution. Since we have the
calculation results that show the performance
under different circumstances, it is easy to tell
which one is the proper solution.

4.3

Summary of Adaptation Design

The above process indicates a prior condition;
therefore, those observed attributes (i.e., time) have to
be expressed by parameters and variables in the module
and component. Those variables should also be
essential and existing variables of the program so they
cannot be created just for fitting the adaptation (see
time in section 4.1 example). This implies that our
approach is a very precise method for design a system
that self-adaptation to increase quantifiable qualities.

5.

Table 5. Fixed packing time of each length
Length (Char*) Fixed Packing Time(ms)

RESULT

2
4
8
16
32
64

Our case studies only consider the attribute
In each case study, we will illustrate our
implementation according to the format case scenario,
objective, evaluation and result.
These two case studies also represent two types of
self-adaptations adaptation inside the component and
candidate component selection.

5.1

0.0172
0.0094
0.013
0.0268
0.1066
0.2158

* 1 Char = 4 bytes

Table 6. Information got from MIS

String Reversal Case

5.1.1
Scenario
This case mimics the computer hardware. The
whole system is like a computer and the stack is like a
plug-and-

No.1
Width (Char)
maxDepth (Number)
popTime (ms)
pushTime (ms)

specification that has been read beforehand and decides
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Stack
No.2

No.3

128

32

64

512
0.005
0.008

256
0.2
0.05

1024
0.0005
0.0005

command, two pop actions plus two push actions will
fulfill the job if we want to swap top two elements. In
our experiments, the system needs to choose one of
stacks to store strings or numbers under the condition
that top element is kept the smallest.
5.2.2
Objective
This case also use minimum time cost as the
objective; however, to reach the goal, several different
parameters have to be provided. To check if the stack
has enough space to put the strings/numbers into, we
need width and depth from the specification parameters.
Besides, pop time, push time, swap time, the
availability of swap instruction, and availability of
element instruction (element instruction returns the
value of the second top element) are also specification
parameters. They all are required for satisfying the
objective.
5.2.3
Evaluation
There are two kinds of time cost calculations for
each stack (Ts). Both depend on the availability of the
swap instruction and element instruction.
(1) They are available: Ts = n*Tph + m*Tsp
Where, Tsp is the swap time, n is the number of
strings, m is the swap times during the whole storage.
(2) Not available: Ts = n*Tph + 2m*( Tph + Tpp)
If the swap instruction and the element instruction
are not available, the stack has to pop the top two
elements and then push them into the stack with
reversal sequence.
After getting all the parameter values from each

Table 7. Information got from Input
Test Data
String Size (Char)
String speed (Char/ms)

No.1

No.2

No.3

3831
9

2813
5

4594
6

Table 8. Comparative Values
Package Size
(Char)
2
4
8
16
32
64
128

Reversal Time (ms) of Test Data
No.1
No.2
No.3
31.0617
14.4275
9.3649
5.9918
7.3386
9.7449
17.6581

216.0355
109.4961
55.5625
31.1026
21.9744

13.3151
1.5929
4.1621
4.3044
5.0486
9.9680

Table 9. Minimum Time Cost

Minimum Time Cost (ms)
Best Package Size (Char)

No.1

Test Data
No.2

No.3

5.9918
16

21.9744
32

1.5929
4

From Table 5 and 6, the total time of pop and push
of No.1 test is 0.013 milliseconds (0.005+0.008=0.013)
which is approximately equals to the time cost for
reversing a string of size 2 char (0.0172 milliseconds).
However, if we compare time cost of a 32 and a 16
char string, the 32 char string did not consume twice
times as what the 16 char string did. Instead, the
difference is approximately 5 times. As a result,
adaptation suggested using the 16 char as the pack size.
Similar to No.1 test, the sum of pop time and push
time of no.2 is 0.25 milliseconds, which is much bigger
than the reversing time cost of 2 char string (0.0172).
Hence, this consequence indicates the biggest size 32
char is the best candidate pack size for the stack.
The most right column of Table 6 shows that the
sum of pop and push time of No.3 test is
0.001milliseconds. This is much smaller the 2 char
Therefore, (see
Table 5) the best choice of pack size is 4 char since no
matter how small the sum of pop and push time is, the
time need of 4 char string (0.0094) is smaller than 2
char string (0.0172).

5.2

time cost and then choose the best-fit stack based on
evaluation.
5.2.4
Case Result
From input, we know that the string group consists
of 100 strings, and each one is 64 char long (see Table
10). Obviously, stack 3 is too small for the group since
the stack width 8 is much shorter than the string length.
Comparing stack 1 with stack 2 (see Table 11),
300n+900m microsecond is shorter than 1000n+2000m
microsecond no matter what n and m are. Thus we
choose stack 1 as the best option to store the strings.
Table 10. Information got from Input

Swap Stack Case

Each String Size (Char)

Number of Strings

64

100

Table 11. Information got from the MIS

5.2.1
Scenario
The second case assumes the system is given
various stacks as candidates and each of them has its
own characteristics. For example, some of them have a
bigger "instruction set" which means the stack has extra
commands besides common ones like pop and push,

Width (Char)
maxDepth
popTime (us)
pushTime (us)
swapTime (us)
availSwap
availElem
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Stack 1

Stack 2

1024
256
300
300
900
true
true

128
128
1000
1000
1200
false
false

Stack 3
8
2096
200
200
800
true
true

[10].

Table 12. Result of the Adaptation
Result

6.

Stack 1

Stack 2

Stack 3

Minimum time
cost

Instruction not
available

Not enough
space
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methods. Use case modeling is used by a wide variety of
project participants including software developers, business
analysts, project managers and even customers.

Abstract— A practical and useful Aspect-Oriented Software
Development (AOSD) approach should have the capability to
smoothly accommodate existing successful software development
methods. In this paper, we propose an approach for designing
aspects based on use case modeling and object-oriented methods.
Our approach establishes a guideline for early identification of
aspects from use case models, and the incorporation of aspects
into object-oriented methods. We introduced domain modeling
with the extension of aspects into the AOSD to bridge the gap
between use case modeling and object-oriented design. We have
devised how to model aspects in the conceptual class model,
specify aspect interactions through system sequence diagrams,
define the weaving of aspects and their base modules in the
operation contracts, and modularize the aspects during design
modeling. As compared to existing AOSD approaches, our
approach is more practical and easier to use for not only the
development of new software systems, but also the maintenance
of legacy software systems. The approach is illustrated through
analysis and a case study of an in-house archival, data extraction,
assessment, and preservation system.

Introducing aspects explicitly into use case modeling only
makes the requirements analysis and specification more
complex. Since aspects are a design concept, it is difficult to
understand use case models with aspects since an actor never
considers aspects. It is also very difficult to analyze the use
case model with aspects since aspects are isolated from use
cases as separate modules. Composing aspects along with the
use cases is not easily automated due to the informal nature of
the specification of use cases. Use case modeling should not be
changed with the inclusion of aspects for AOSD just like use
case modeling has not been changed with the inclusion of
objects in object-oriented methods. Instead, a systematic
method and tool set are needed to find aspects in use case
models [2]. Then those aspects found are transformed into
aspects in design models.
Because the gap, in aspect development, between use case
modeling and object-oriented design is fairly large, the aspects
identified in use case modeling cannot be smoothly modeled in
the object-oriented design. In this paper, we introduce domain
modeling with the extension of aspects into the AOSD to
bridge the gap. We have devised an iterative approach that
establishes the guideline for early identification of aspects from
use case models, modeling aspects in the conceptual class
model, specifying aspect interactions through system sequence
diagrams, weaving of aspects to base modules in the operation
contracts, and modularizing the aspects during design
modeling. As compared to existing AOSD methods, our
approach includes the advantages of aspect-oriented, use case
modeling and object-oriented methods. The approach is more
practical and easier to use for not only the development of new
software systems but also the maintenance of legacy software
systems. The approach is illustrated through analysis and a case
study of an in-house, documentation management and
computing system – the Archival Data Extraction, Assessment,
and Preservation (ADEAP) system, which is a role-based
system with the purpose of providing a valuable resource for
researchers to archive and analyze very large datasets of
historical documents, primarily hand written documents.
Researchers use the system to analyze handwritten documents
from user submitted algorithms.

Keywords- aspects, use cases, object-oriented design, domain
modeling

I.

INTRODUCTION

Crosscutting concerns are software units that are scattered
and tangled throughout multiple modules in software [7].
Aspect-Oriented Software Development (AOSD) focuses on
identification and modularization of the crosscutting concerns
across a software system into manageable modules [18]. The
identification and modularization of these crosscutting
concerns, referred to as aspects in AOSD, are each essential
tasks during the software development life cycle. In order to
successfully incorporate aspects into the software design, a
guideline must exist from initial requirements analysis to
software design that provides a traceable method of forming
aspects. Most existing AOSD approaches do not work well
with current successful development approaches like use case
modeling [10] and object-oriented methods [3]. Legacy
experience or system models cannot be easily reused in those
AOSD, and developers cannot be easily adapted to the new
approach.
A practical and useful AOSD approach should incorporate
aspects into existing methods with minimal changes. Use case
modeling has been widely used for software development as an
easy to use requirements analysis and specification approach;
in addition, object-oriented design is the most successful
software design approach. It is a natural idea to create an
AOSD based on use case modeling and object-oriented

The contributions of this paper can be summarized as the
following:
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x

Finding crosscutting concerns can be summarized as the
following:

Development of an approach for designing aspects
with use cases. Software requirements are specified as
use case models, and an approach is developed to find
aspects. Software design is modeled as object-oriented
models with aspects, and domain modeling is extended
with aspects to facilitate the transformation from the
use case model to the object oriented design.

x

Introduction of the association mechanism into aspects
in the software domain model so that the composition
of aspects with analysis classes can be rigorously
defined. Composition of aspects with analysis classes
is not clearly defined in many existing AOSD methods
since analysis classes do not define operations yet [17].
Through introducing the association mechanism into
aspects in the domain model, the identification,
modularization and composition of aspects can be
smoothly transformed from use case models into software design models.

x

Illustration of the effectiveness of the approach through
a case study of a real world application —the ADEAP
system.

x

Construct one or more flowcharts for each of the
scenarios in the use cases.

x

Manually examine the flowcharts to see which
processing blocks contain a reoccurring behavior.

x

From the reoccurring behaviors identified, establish an
aspect for each behavior that is difficult to manage
without separating it into its own module.

The rest of this paper is organized as follows: Section 2
presents the approach for analyzing aspects, and section 3
discusses the design of aspects. Section 4 discusses related
work and section 5 describes the summary and future work.
II. ASPECT-ORIENTED ANALYSIS
In this section, we begin presenting our iterative approach
to incorporate aspects across the phases of the software
development process. First, we identify the crosscutting
concerns from the use cases. Once the aspects are discovered,
they are then conceptualized in the domain model. Next, the
aspect behavior is merged into the system sequence diagrams
and weaved to methods in the operation contracts. In Section
III, this aspect analysis is used to create aspects at the design
level.
A. Identifying Crosscutting Concerns in the Use Case Models
Use cases contain the behavior of a system and it’s from
this behavior that crosscutting concerns can be identified.
When examining the use cases, the crosscutting concerns are
any behaviors, or actions, that are described as occurring in
multiple parts of the system. In AOSD, the early discovery of
aspects is essential to their traceability and management [15].
Developers need a way to transform uses cases from text to an
analysis resource capable of isolating the crosscutting concerns
from the non-crosscutting behaviors. Each use case is
comprised of a main success scenario and one or more
alternative scenarios; consequently, these scenarios create
different system event flows. One way to represent these flows
is to construct flowcharts that consist of the actions and
decisions occurring within the different scenarios. By using
flowcharts, the behaviors demonstrated within the use cases are
separated into individual processing blocks and identifying the
crosscutting behaviors becomes a simple task of recognizing
the processing blocks that demonstrate a behavior existing at
multiple locations.

Figure 1. Identification of crosscutting concerns from use cases

In Figure 1, the Log In and Submit Run Request use cases
are represented as flowcharts in order to discover some of the
major crosscutting behaviors impacting the system. The
shaded rectangles signify the processing blocks in the
flowcharts that demonstrate a reoccurring behavior. If a
behavior exists in more than one location, a connection is made
via a dashed line along with a label to identify the behavior as a
crosscutting behavior. From the flowchart diagrams, three
crosscutting behaviors are identified: notify, persist, and log. A
crosscutting behavior may exist in the flows of multiple use
cases, multiple flows of a single use case or even just a within a
single flow of a use case. For instance, the log behavior can be
classified as a crosscutting behavior since it occurs twice in the
flow of the Log In use case, but it also crosscuts the multiple
use cases since it occurs in the Submit Run Request use case.
From the discovered crosscutting behaviors, three aspects are
identified: Notification, Persistence and Logging.
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Although it is important to identify as many of the
crosscutting behaviors as possible so that an aspect is not
overlooked, it may not be necessary to designate all of the
crosscutting behaviors as aspects. A behavior that occurs only a
few times, especially in larger systems, may be manageable
enough to not require its separation into an aspect. The goal of
AOSD is to isolate, into modules, the duplicate portions of the
system that make it difficult to manage, maintain or evolve and
a crosscutting concern that is minimally crosscuts the system
may not need to be an aspect.

the conceptual class. Similar to how the conceptual classes are
identified through category lists and by isolating noun phrases
existing in the use cases, the conceptual classes that are
crosscut by an aspect are identified by utilizing the use cases to
create a list of the candidate conceptual classes that
demonstrate the behavior of the aspect. For example, in the
Log In use case, there is a requirement that states, “Anytime a
Non-computing Researcher logs in to the system, the action
must be logged”. From the use case, Non-computing
Researcher is identified as a conceptual class that initiates the
log behavior; therefore, the Logging aspect crosscuts the Noncomputing Researcher conceptual class.

Our approach for finding the crosscutting behaviors
manually is sufficient for identifying the major aspects of a
system since the use case flowcharts highlight the repetitive
behavior. The crosscutting behaviors that impact the system the
most are the main concern and drive for the creation of aspects.
During the early stages of development, some of the
crosscutting behaviors may be overlooked or ignored if the
behavior does not surface until the future stages of
development or because of the inexperience a developer has in
recognizing the behavior. This is why our approach stresses
the iterative development of aspects to allow developers a
chance to revisit previous stages of development in the instance
a crosscutting behavior is identified after the initial
requirements analysis.

Although the conceptual classes work as join points, it is
often possible to further refine the point at which it connects to
the domain model by taking into account the associations of the
conceptual classes. A conceptual class may have several
associations and it is possible that none or only some of the
associations play a part in exhibiting the behavior of the aspect.
Discovering if an association has a role in establishing the
behavior of an aspect in the domain model once again involves
analyzing the uses cases.
The association relationship for conceptual aspects can be
summarized as the following:

B. Analysis and Modleing of Aspects in the Domain Model
The domain model, also referred to as the conceptual class
model, is a crucial component in connecting requirements
analysis and design modeling [13]. Without the domain model,
a gap exists between requirements analysis and design
modeling. In AOSD, it is important to include aspects as part
of the conceptual modeling since excluding them will generate
this same gap in the development of aspects. As discussed in
[14], aspects cannot be disregarded during the development of
the domain model.

x

Manually examine the uses cases to determine which
of the conceptual classes demonstrate a given aspect
behavior.

x

If a conceptual class does demonstrate an aspect
behavior, look at its associations in the domain model
to see if they can further refine the join point.

x

The association is important to the join point if
removing it from the domain model also requires
removing an instance of the aspect behavior described
in the use cases.

The main problem a developer faces when incorporating
aspects into the domain model is how to establish the
connection between conceptual classes and aspects. Since
methods do not exist in the conceptual classes of the domain
model, defining the join points needed for a pointcut of an
aspect becomes a difficult task. Conceptual classes must be
joined to aspects in a way that does not sacrifice the simplicity
of the domain model. Any additions to the domain model must
avoid introducing new constructs that change the base structure
of the domain model or add physical associations that
complicate the visual representation.
The first step in resolving this problem is to determine the
existence of join points in the domain model. A join point
during this phase of development can be defined as the point at
which the aspect and the domain model meet. The domain
model is comprised of only two main components: conceptual
classes and their association to one another. For this reason, a
join point relates to the domain model via the conceptual
classes and associations. Since the associations belong to the
conceptual classes and alone have little meaning, the
conceptual classes serve as the key join points.

Figure 2. Partial domain model of the ADEAP system

As an example, the domain model in Figure 2 contains a
partial view of the conceptual classes and associations of the
ADEAP system. During the discovery of candidate conceptual
classes demonstrating the behavior of the Logging aspect,
Analysis Tool was identified as one of the conceptual classes
crosscut by the aspect. Analysis Tool has two associations:
processed-by and builds. From the use cases, whenever the
Analysis Tool begins building a Run Result, the action is

In order for a conceptual class to be a join point for an
aspect, the behavior demonstrated by the aspect must crosscut
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logged. By examination of the use cases, it becomes clear that
the builds association initiates the Logging aspect behavior, and
the processed-by association is not involved. The Account
conceptual class provides an example of an aspect behavior
existing even though the Account associations are not important
to the aspect. In the event of an Account having its password
changed, the action is logged. Through this event, the Logging
aspect behavior crosscuts Account independently of any
association that may be related to the conceptual class.

Through the example of the Logging conceptual aspect, the
benefits of our approach, for incorporating aspects into the
domain model, are clearly emphasized. The conceptual aspect
provides a simple way of relating the domain model to aspects
in a way that even works with a preexisting domain model.
Developers now have a means to define join points in the
domain model without the existence of methods, through the
conceptual classes and associations.

A conceptual class may even require an association to exist
in order for it to demonstrate a specific crosscutting behavior.
In the case of the Analysis Tool conceptual class, the builds
association it has with the Run Result conceptual class exhibits
the behavior of the Logging aspect. If this association does not
exist, Analysis Tool no longer involves any action that features
the crosscutting behavior of the Logging aspect. Removal of
the builds association from the domain model also omits
Analysis Tool as a join point for the Logging aspect.

Figure 3. The Logging conceptual aspect

C. Specifying Aspect Behavior
Use cases and domain modeling are a sufficient way to
describe system behaviors but often more detail and description
of the behavior is needed before design modeling begins [13].
To provide this additional detail, developers make use of
system sequence diagrams and operation contracts. In iterative
AOSD, these two development activities are important for the
construction of aspects since join points are created in the form
of methods. The input and output events captured in the system
sequence diagrams serve as the input for the operation
contracts and lead to both the creation of design objects and the
pointcuts of each aspect.

Now that the conceptual classes, and their associations, are
identified as the join points needed to represent aspects in the
domain model, the next step is to diagram the aspects into the
domain model in a way that establishes a relationship between
the aspects and conceptual classes without complicating or
changing the domain model. For this purpose, we introduce the
concept of the conceptual aspect, conceptual aspect association
and the conceptual aspect pointcut.
Conceptual Aspect: A conceptual class stereotyped as an
aspect used to represent an aspect in the domain model. It
contains a single conceptual aspect association predicate and a
single conceptual aspect pointcut predicate.

The process of incorporating aspects into the system
sequence diagrams involves two main tasks: 1) identifying
which aspects are involved with the current system behavior
being modeled, and 2) recognizing at what point during the
actions the aspect advice should occur. The first task was
already accomplished during the initial discovery of the
crosscutting behaviors from the use cases. A system sequence
diagram shows the system events for one scenario of a use
case; therefore, if the scenario being diagram involves one of
the crosscutting behaviors used as an aspect in the domain
model, then the aspect behavior is involved in the system event.

Conceptual Aspect Association: An attribute of a
conceptual aspect stereotyped as an association that identifies
the associations of the conceptual classes existing within the
domain model that exhibit the behavior of the aspect and
should be considered as part of the join point. It contains a list
of the conceptual classes that have these key associations, each
followed by the set containing the names of the key
associations. The * symbol can be used to represent all
associations of a conceptual class. Syntax:
<<association>> CClass1 {associations list}, …
Conceptual Aspect Pointcut: An attribute of a conceptual
aspect stereotyped as a pointcut that uses conceptual classes as
join points that weave to the aspect. It contains a list of all the
conceptual classes that are weaved to the aspect. Syntax:
<<pointcut>> CClass1, CClass2, …
Figure 3 shows the Logging aspect displayed as a
conceptual aspect. To simplify the representation of key
associations, * can be used when all the associations of a
conceptual class exhibit the behavior of an aspect. For
instance, the {*} set following Non-computing Researcher in
the conceptual aspect association is the same as the set
{submits, provides, views}. The name of a conceptual class
demonstrating the behavior of the aspect should exist in the
conceptual aspect pointcut but can be omitted from the
conceptual aspect association if it does not have any key
associations, such as in the case of Account.

Figure 4. Aspect behavior in a system sequence diagram
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Next, determining when the advice of an aspect should
occur in the flow of the system events is dependent upon the
logical flow of the system events and the preference of the
developer. An aspect behavior is dependent on the flow of
system events if it must occur at a specific point. For instance,
the persist behavior of the Persistence aspect is responsible for
storing any new or updated information, so the advice of the
aspect should occur immediately after any data changes that
require storage. Sometimes though, a developer has some
freedom in choosing when the advice occurs. The log behavior
of the Logging aspect records when certain system events are
initiated, but the aspect advice can accurately be applied before
or after the system event happens.

also another stepping stone for the traceability and
manageability of the aspects.
III.

ASPECT-ORIENTED DESIGN

After the incorporation of aspects into the system sequence
diagrams and operation contracts, aspects can now be
considered at the design level. In order to model the interaction
between aspects and design object, we use sequence diagrams.
Since the sequence diagrams requires objects, construction of
the sequence diagrams works hand in hand with the
construction of the design model [13]. The format for
introducing aspects into sequence diagrams follows the same
general pattern used for the system sequence diagrams, with
only one modification. Now that the design level objects exist,
the generalized aspect behavior used in the system sequence
diagrams is now replaced by join points that allow the weaving
of operations to aspects.

In Figure 4, some of the aspect behaviors identified for the
ADEAP system are modeled into the system sequence diagram
that represents the main success scenario of the Manage
Documents use case. Only the Logging aspect is fully shown
in the figure, but it should be assumed that the Persistence and
Notification aspects follow the same pattern and the
Notification aspect returns the “notification of submission” to
the Non-computing Researcher. To clearly represent the
actions handled by the aspects, the “aspectual” stereotype
precedes all aspect behaviors. From the system sequence
diagram, the advice associated with the Logging aspect has
been set to occur before the join point that triggered it, but the
advice could have been applied after or around the join point.
In contrast, the persist behavior of the Persistence aspect must
wait until the system call to the submitDocument method has
successfully generated the data for storage.
Recognizing the point at which a piece of aspect advice
should occur for a join point is a key step for transforming from
system sequence diagrams with aspect behaviors to operation
contracts with aspect behaviors.
The aspect behaviors
presented in the operation contracts provide the majority of the
join points needed in the design modeling. Just as the system
sequence diagrams help visualize when a piece of aspect advice
should occur, the operation contracts help define the pointcuts
during the final construction of the aspects.

Figure 6. Sequence diagram with aspects

An example of including aspects in a sequence diagram is
shown in Figure 6. The “aspectual” stereotype is now replaced
by the “pointcut” stereotype along with the name of the
pointcut that contains this specific join point. These pointcuts
will weave the intended method to the advice of the associated
aspect. For example, in the Logging aspect, there will be a
pointcut named logging() that will run some code whenever
submitDocument(name, accessLevel) is executed.
The creation of classes during the design modeling is a
prime example of why iterative development of aspects is
important. Figure 7 shows the design classes that are crosscut
by the Logging aspect behavior. While most of the design
classes are directly derived from conceptual classes, for
instance Account, the AccountLogin class is an example of a
class that represents a design level requirement described in the
use cases but not explicitly covered in the domain model. As a
result of handling newly recognized design level requirements,
it is possible that some crosscutting behaviors may surface that
are not readily identifiable in the earlier stages of development,
one such example being caching. Since our approach uses
iterative development and has a clear way to handle aspects in
the previous stages of development, any new crosscutting
concerns can use the techniques available in our approach to
adjust the development as necessary for the new aspect.

Figure 5. Aspect behavior in an operation contract

Figure 5 shows the introduction of aspect behavior into the
submitDocument operation contract. The “aspectual”
stereotype from the system sequence diagrams remains to
identify the aspect behavior, along with a “before” tag to show
when the aspect advice should occur. By including the aspect
information in the operation contracts, the developer creates an
invaluable resource for the upcoming pointcut construction and

After the classes, attributes and operations are defined, the
classes along with the operation contracts contain the
information necessary to create pointcuts for the aspects. To
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construct the pointcut for an aspect, a developer must use the
design model and the information given in the operation
contracts to select the methods and classes that will be join
points in the aspects. Referring back to Figure 5, the
submitDocument method in the NonComputingResearcher
class is a join point for the Logging aspect. Following a similar
pattern, the remaining join points exiting in the design model
can be identified.

AOSD mechanisms, especially the linguistic constructs from
AspectJ [11][12][8]. Although UML based AOSD approaches
provide a nice solution for general developers to design
crosscutting concerns, the transformation from requirements
specifications to aspect-oriented design is not smooth. The
composition of aspects with their base modules during the
analysis phase is challenging or even impossible in those
approaches.
The second category of the approaches were designed to be
new approaches like the work in [1][10][17], which create
uniform aspect mechanisms for each development phase.
However, those new approaches do not work well with legacy
software models or experience. Jacobson and NG developed an
AOSD with use cases in [10], where concerns are separated as
slices of use case models, which in turn are transformed into
architectural and design models. Although the approach nicely
builds the traceability of aspects in each development phase via
slicing use cases, slicing use cases is fairly challenging. Use
case slices are not easily transformed into architectural or
design modules in many cases.
In the Theme approach for AOSD discussed in [1] and [5],
requirements are specified using Theme/Doc, and designs are
modeled using Theme/UML. Aspects are identified and
separated in the Theme/Doc model, and Theme is used to build
the traceability of aspects in different development phases.
Although we chose Theme/UML to model the aspect-oriented
design, requirements in our approach are specified using use
case models. In our approach, the composition of aspects in the
domain model is unique so that the weaving of conceptual
aspects is possible.
The focus of our approach is to design aspects by reusing
existing successful software development methods, specifically
object-oriented design and UML modeling. The AOSD
approach presented in [17] is an integrated approach for
defining the characteristics of aspects at each software
development phase, where requirements are specified using
Theme/Doc, architecture is defined using CAM and design is
modeled using Theme/UML. The approach provides guidelines
for refining aspects from requirements to design, and it also
provides a way for managing aspect evolution through record
aspect decisions. However, the approach in [17] suffers the
problems of both of the categories mentioned above.

Figure 7. Partial class diagram of the ADEAP system

The value of our approach stems from providing a
traceability of aspects across the development phases. From
the ADEAP example, the Logging aspect can be traced from
requirements analysis to design. Initial identification of the
aspects involved breaking down the use cases into flows to
highlight the logging behavior as a concern that crosscut the
system. Use cases that demonstrated the behavior include the
Log In and Submit Run Request examples show in Figure 1.
After the log behavior is recognized as an aspect, the aspect is
incorporated into the domain model through the inclusion of a
conceptual aspect, and then this behavior is modeled in the
system sequence diagrams. Transforming from the aspect
behavior in the system sequence diagrams to the design aspect
in the design model is accomplished through the operation
contracts. Lastly, the sequence diagrams show the interaction
of the aspects with the design level objects of the design model
and along with the operation contracts, help to form the
pointcuts for the aspects.
IV.

In addition to the two categories of AOSD approaches,
some other AOSD approaches focus on particular development
phases like requirements or design like the work in
[2][4][9][16]. EA-Miner discussed in [16] is a tool-based
approach to automate the identification and modularization of
aspects from requirements models. The idea of EA-Miner also
can be integrated to our approach. The work called COMPASS
discussed in [4] focuses on how to map aspectual requirements
to aspect-oriented architecture. Requirements in COMPASS
are specified using an aspect-oriented requirements definition
language, and the architecture is modeled using an aspectoriented architecture description language. Although the
guideline for mapping requirements to architecture is
meaningful, the practical use of COMPASS is limited
considering the dominant usage of use case modeling in
requirements analysis and design.

RELATED WORK

AOSD aims at the identification, modularization and
composition of crosscutting concerns in each software
development phase. Existing AOSD approaches can be
distinguished as two categories. The first category of the
approaches were developed based on object-oriented methods
through extending UML notations like the work in [19][6] with
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V.

[7]

SUMMARY AND FUTURE WORK

We have presented an approach for design aspects with use
cases through analysis and case study of an archival data
extraction, assessment and preservation system. We have
devised an iterative approach that establishes the guideline for
early identification of aspects from use case models, modeling
aspects in domain models, specifying aspect interactions
through system sequence diagrams, defining the weaving of
aspects to methods in the operation contracts and modularizing
the aspects during design modeling. Domain modeling
extended with aspects was introduced to AOSD to bridge the
gap in aspect development between use case modeling and
object-oriented design. In order to resolve the difficulty of
composing conceptual aspects with analysis classes, an
association mechanism was designed for the conceptual
aspects. Compared to existing AOSD approaches, our approach
preserves all advantages of AOSD, use case modeling and
object-oriented methods. Our approach is more practical and
easier to use not only for developing new software systems, but
also for maintaining legacy software systems.

[8]

[9]

[10]
[11]

[12]

[13]

[14]
[15]

Concerning the future work, we plan to build a
visualization tool to support the identification of aspects in use
case models. In addition, we will apply the aspect testing
approach proposed in [20] and [21] to test the ADEAP system.

[16]
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